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1 Application and System Recovery Procedures

1.1 Environment Information

Intellect Treasury Platform is a vendor system developed by Polaris Software Ltd.  Citigroup GCIB Risk Treasury EMEA business has implemented Intellect Treasury to replace the front office functions of Trestel-MM, namely:

· Trade capture

· Monitoring of positions and other risk figures

· Monitoring of trades and cash flows from both internal and external sources

· Capturing of any cashflow adjustments

Intellect Treasury is presented as a web-based interface to the user, which comprises a java applet running on the user’s desktop.  The production application layer comprises two identical Sun servers with Veritas OS clustering for high availability. The database layer utilizes the Oracle Consolidation Server farm, again offering high availability. 

The URL for Intellect Production is https://moneymarket.cibtreasury.citigroup.net:8304/AAL 

This URL will remain the same when contingency is invoked.

The legacy Trestel-MM middle and back office functionality has been retained.  Deal actions in Intellect Treasury are sent to Trestel-MM using the MQ messaging platform, and acknowledged back to Intellect by the same tool.  The MQ Series install is clustered across the two production application servers.

1.2 Software Information 

	Component
	Name
	Version/Level
	Production or Contingency
	Location of Backup, if Known

	Application Server - OS
	Sun Solaris
	2.8 (Patch 7)
	Both
	

	Database Server – OS
	IBM AIX
	5.3
	Both
	

	Database Server – RDBMS
	Oracle
	9.2.0.5
	Production
	Standard SRDF

	Java Environment
	Java Development Kit (JDK)
	1.4.2_04
	Both
	

	SunOne6.0 WebServer
	WebServer
	6.0SP6
	Both
	

	Application Server
	Weblogic8.1 SP4 Application Server(With Clustered License)
	8.1_SP4
	Both
	


1.3 Hardware Information 

	Component
	Name or Identifier of PRODUCTION Hardware
	Location
	Machine Type
	Capacity
	Name or Identifier of CONTINGENCY Hardware
	Location
	Machine Type
	Capacity

	Application Server
	fxmmiap1p

fxmmiap2p
	CGC
	Sun F15K
	SAN – 99GB SRDF
	fxmmiap1c
	RDC
	Sun F15K
	100% of production

	Database Server
	fioradb1p
	CGC2 – 3rd floor CX65
	AIX

P570
	SAN – 300GB SRDF, 200GB Non-SRDF
	fioradb1c
	RDC – 
4th floor BB31
	P570
	100% of production


Contingency provides for 100% of production capacity

1.4 Storage Method 

Storage method is on the Storage Area Network (SAN) as specified under “Hardware Information” above.

The SAN Support team can be contacted on: 

Telephone:
59686 

Email:

*GT UK SAN SUPPORT GROUP 

For any denial of access or service issues, SAN Support will have be contactable via the London Command Centre (extension 62020).

1.5 Backup Method 

Information about hosts and retention times can be found here:

https://webfarm.europe.citigroup.net/satsuweb/document_viewer.jsp?id=291
The group number is 020 7500 1266

The group email is *GT UK Backup System Administrators

Requests for tape retrievals should be made via an ARTS ticket to 'Backup Infrastructure' or a VT raised to 'UK Infrastructure Backups Support'.

Note: when contingency is invoked, the backups team will need to be notified to backup the contingency machine as per the agreed frequency for production.  This should be done using a VirtualTech (VT) ticket, as per above.

Printing Considerations 

N/A
1.6 Package/Wrap/URL information 

Intellect does not have a wrap.  It is launched from Internet Explorer once the user has successfully been authenticated through SiteMinder.

1.7 Interplatform Connectivity Considerations

N/A

1.8 Network/Firewall Considerations

N/A
Steps for Switching Application Server to Contingency Environment 

Please see section 1.20 for details on the decision to switch to contingency.

	S#
	Task
	Details
	Responsibility

	1. 
	Investigation into cause of server un-availability
	If the system down time is being caused by a network problem ensure that the network problem is specific to fxmmiap1/2p and does not affect fxmmiap1c as well.

Diagnose the cause of the problem. If the problem can be fixed in less than 45 minutes, it may be advisable to fix the problem rather than invoking contingency.
	FISA

	2. 
	Release system if possible
	On fxmmiap1p (or fxmmiap2p) run:

rubix release-fxmmiap1p
	FISA

	3. 
	SAN SRDF switch to COB
	Request from the SAN team to switch (failover or split) SRDF storage from fxmmiap1p/2p to fxmmiap1c
	SAN/FISA

	4. 
	Start system on COB
	On fxmmiap1c run:

rubix failover-fxmmiap1p-to-fxmmiap1c
	FISA

	5. 
	Checks on the COB machine
	Check that the following filesystems have been mounted on fxmmiap1c:

/usr1

/home/immtres,

/mqha/log

/home/orbit

/mqha/data

/export/opt/sows

/export/opt/SiteMinder

/cdirect/handoffs

GateD check:

· from a third machine:

ssh fxmmiap.eur.nsroot.net

hostname

· This should show “fxmmiap1c”
	FISA

	6. 
	Machine name in SMS database
	Make sure chgdbmach runs successfully during server start-up and run strings dbases.dat >/tmp/a.txt and open a.txt to verify the machine name as COB machine.

For this login into COB box and do scsu with orbit.

Run the following commands

1.csh  (This will initiate the c shell)

2.source .env (This will set the environment variables)

3. cd data(Go to data directory)

4. strings dbases.dat >/tmp/a.txt (It checks whether the machine name is being updated from Prod to COB and to check it generates the readable file in /tmp with the name a.txt).

If machine name is changed to fxmmiap1c then it is fine,otherwise run the command

Cd ../bin

./chgdbmach fxmmiap1p fxmmiap1c

This will change the ip from fxmmiap1p to fxmmiap1c


	Intellect Support

	7. 
	Change machine name in srvrhosts
	Change the machine name to COB machine in /usr1/sms/data/srvrhosts file
	Intellect Support

	8. 
	Checking whether the Armor Processes are up or not.
	Since at this stage Intellect support is already scsu with orbit on fxmmiap1c

Run the following command

1.ps –ef|grep orbit

There should be 2 processes running 

./webamdsrvr_dae

./secrvr_dae

If they are running then it fine otherwise Intellect support has to manually run these commands

Go to bin Directory in /usr1/sms/

Just start the process which is not running(Either ./secrvr_dae or ./webadmsrvr_dae).

Also check whether the below URL is coming up or not

http://fxmmiap.eur.nsroot.net:8300
If the URL is coming up then it is fine otherwise ask the FISA team to start the webserver from

/etc/init.d/webserver_sows60sp6 stop

/etc/init.d/webserver_sows60sp6 start
	Intellect Support/FISA

	9. 
	Change the Armor WAR
	Uninstall the current WAR and Install New WAR(/var/opt/weblogic/8.1_SP4/user_projects/domains/work/SITMINDER/AAL/AAL.war)on fxmmiap1c.This has to be done by logging into the webserver console 

URL:http://fxmmiap.eur.nsroot.net:8300
Id and password is known to Intellect Support.

Click on Manage when there is a drop down showing fxmmiap.

Click on Class Manager->Click on Manage again(Click on Web Applications(Click on Edit(Click on delete(Click yes

After this deploy the new war >Select Server(Path of the War as ((/var/opt/weblogic/8.1_SP4/user_projects/domains/work/SITMINDER/AAL/AAL.war)(Application URI as  /AAL(Type application path (((/var/opt/weblogic/8.1_SP4/user_projects/domains/mmarmor/iplanet)(Click on Deploy(restart the server using Start.
	Intellect Support


	10. 
	Change the Proxy URL
	Changing the proxy ip from Prod to COB

Scsu with immtres.Go to the Directory /export/opt/sows/60sp6/https-proxy/config

In the file obj.conf replace the URL of production weblogic servers to COB server.

i.e replace(fxmmiap1p.eur.nsroot.net:6001,fxmmiap2p.eur.nsroot.net:6002) with fxmmiap1c.eur.nsroot.net:6003
After this go to the WebServer console URL(same as in the above step).

Go to the proxy Managed Server by selecting it from the drop down.

Click on Start Button to restart the server(If pop up dosent’t comes prompting for the restart,otherwise restart the server).
	Intellect Support

	11. 
	Copy the config files from production and Run Intellect MM
	Login with immtres and go to /var/opt/weblogic/8.1_SP4/user_projects/domains/mmtreasury
Perform the following Steps.
1.cd applications/DefaultWebApp/config_files

2.ftp fxmmiap1p

3.Enter userid and passwd

4.cd /var/opt/weblogic/8.1_SP4/user_projects/domains/mmtreasury/ applications/DefaultWebApp/config_files

5.mget LONDON-NA*

6.mget FRANKFURT*

7.mget CIP-LONDON*

8.mget LISBON-LIS1*

9.mget JERSEY*

10.mget MILAN*

11.mget DUBLIN*
12,mget Workflow*

13.mget TresQueryConfig.xml

14.mget TRESGUIConfig.xml

15.mget baisys_ldap.properties
After this run the Intellect MM using the below specified command
./server.sh
	Intellect Support

	12. 
	Run Armor Front End Servers
	Login with immtres /var/opt/weblogic/8.1_SP4/user_projects/domains/mmarmor

Run the command 

./server.sh
	Intellect Support

	13. 
	Verify connectivity
	Log in to application via URL 

(https://moneymarket.cibtreasury.citigroup.net:8304/AAL)

and ensure Intellect MM application can be launched

· Check databases are current – view latest deals in Deal Blotter
· View risk in risk blotter
	Production Support

	14. 
	Connect Direct Changes
	Change machine name from fxmmiap1p to fxmmiap1c at Cashflow and Trestel end in connect direct (Not required during COB Testing)
	Intellect Support


1.9 Steps for Switching Database Server to Contingency Environment

Please see section 1.20 for details on the decision to switch to contingency.

	Task No
	Description
	Details
	 Responsibility

	1. 
	Investigation into cause of server unavailability.
	If the system down time is being caused by a network problem ensure that the network problem is specific to fioradb1p and does not affect fioradb1c as well.

Diagnose the cause of the problem. If the problem can be fixed in less than 45 minutes, it may be advisable to fix the problem rather than invoking contingency.
	AIX SA

	2. 
	Shutdown processes relating to production server
	Contact Oracle DBA Support (*GT UK Oracle DBA Team). 

/etc/rc.d/init.d/dbora stop

can be used to shutdown the database.
	DBA / AIX SA

	3. 
	As root release the disks from fioradb1p
	umount –a

varyoffvg pimmvg

varyoff oraclevg

exportvg pimmvg

export oraclevg


	AIX SA

	4. 
	Request SAN team to cut over SRDF


	mail  *GT UK San Support or group line 59686 during business hours, or use Ops on 62020 for out of hours support
	AIX SA

	5. 
	Import the disks on contingency server
	importvg –y oraclevg hdiskpower0

import –y pimmvg hdiskpower1

varyonvg oraclevg

varyonvg pimmvg

mount –a

/etc/rc.oracle
	AIX SA

	6. 
	Shutdown fioradb1u to free up resources.
	As hscroot on hmc-rdc-1 run:

chsysstate –m p570-rdc-1-SN65CDECD –r lpar -o shutdown –n fioradb1u
	AIX SA

	7. 
	Ensure fioradb1c has sufficient resources (2 processors and 16Gb memory)
	As hscroot on hmc-rdc-1 run:       

lshwres –r mem –m p570-rdc-1-SN65CDECD 
--level sys

lshwres –r proc –m p570-rdc-1-SN65CDECD --level sys
	AIX SA

	8. 
	Start fioradb1c in failover profile.

Note: this method assumes that a further profile called “failover” will be created with the required resources.
	As hscroot on hmc-rdc-1 run:

chsysstate –m p570-rdc-1-SN65CDECD –r lpar –o on –n fioradb1c –f failover
	AIX SA

	9. 
	Check that storage is visible at RDC
	Run powermt to make sure that disks 
have been picked up

powermt display dev=all
	AIX SA

	10. 
	Import the disks on contingency server
	importvg –y oraclevg hdiskpower0

import –y pimmvg hdiskpower1

varyonvg oraclevg

varyonvg pimmvg

mount –a


	

	11. 
	Bring dataserver online at RDC
	SA to run the following command:

/etc/rc.d/init.d/dbora start

DBA to check that all databases are online.
	DBA / AIX SA

	12. 
	 Change database link
	Change database name to point to contingency database in Weblogic server for Connection Pool
	Intellect Support

	13. 
	 Modify the database details in Armor
	Change the database machine name from fioradb1p to fioradb1c in /usr1/sms/DATABASES/TRES.CITI/data/dbase.env
	Intellect Support

	14. 
	Check client connectivity
	Log in to application via URL 

(https://moneymarket.cibtreasury.citigroup.net:8304/AAL)

and ensure Intellect MM application can be launched

· Check databases are current – view latest deals in Deal Blotter
· View risk in risk blotter
	FI


1.10 Steps for Switching from Contingency Application Server to Production Environment

	Task No
	Description
	Details
	Responsibility

	1. 
	Login in to fxmmiap1p machine with the user immtres and 
	Go to directory /opt/weblogic/8.1_SP4/weblogic81/server /bin

Run the command

./startNodeManager.sh 169.183.29.14 5555 to start the Node Manager
	Intellect Support

	2. 
	Login in to fxmmiap2p machine with the user immtres and r
	Go to directory /opt/weblogic/8.1_SP4/weblogic81/server /bin

Run the command

./startNodeManager.sh 169.183.29.18 5555 to start the Node Manage
	Intellect Support

	3. 
	On fxmmiap1c


	Run:

rubix release-fxmmiap1c
	FISA

	4. 
	SAN SRDF switch to PROD
	Request from the SAN team to switch (failover or split) SRDF storage from fxmmiap1c to fxmmiap1p/2p
	SAN/FISA

	5. 
	On fxmmiap1p
	Run:

rubix failover-fxmmiap1c-to-fxmmiap1p

	FISA

	6. 
	Checks on the PROD
	On fxmmiap1p run:

hastatus –sum

The “grp_fxmmiap1p_app” group should show as ONLINE on fxmmiap1p.

Check that the following filesystems have been mounted on fxmmiap1p:

/usr1

/home/immtres,

/mqha/log

/home/orbit

/mqha/data

/export/opt/sows

/export/opt/SiteMinder

/cdirect/handoffs

GateD check:

· from a third machine:

ssh fxmmiap.eur.nsroot.net

hostname

· this should show “fxmmiap1p”
	FISA

	7. 
	Machine name in SMS database
	Make sure chgdbmach runs successfully during server start-up and run strings dbases.dat >/tmp/a.txt and open a.txt to verify the machine name as PROD machine.

For this login into Production  box and do scsu with orbit.

Run the following commands

1.csh  (This will initiate the c shell)

2.source .env (This will set the environment variables)

3. cd data(Go to data directory)

4. strings dbases.dat >/tmp/a.txt (It checks whether the machine name is being updated from COB to Prod and to check it generates the readable file in /tmp with the name a.txt).

If machine name is changed to fxmmiap1c then it is fine,otherwise run the command

Cd ../bin

./chgdbmach fxmmiap1c fxmmiap1p

This will change the ip from fxmmiap1c to fxmmiap1p

	Intellect Support

	8. 
	Checking whether the Armor Processes are up or not.
	Since at this stage Intellect support is already scsu with orbit on fxmmiap1p

Run the following command

1.ps –ef|grep orbit

There should be 2 processes running 

./webamdsrvr_dae

./secrvr_dae

If they are running then it fine otherwise Intellect support has to manually run these commands

Go to bin Directory in /usr1/sms/

Just start the process which is not running(Either ./secrvr_dae or ./webadmsrvr_dae).

Also check whether the below URL is coming up or not

http://fxmmiap.eur.nsroot.net:8300
If the URL is coming up then it is fine otherwise ask the FISA team to start the webserver from

/etc/init.d/webserver_sows60sp6 stop

/etc/init.d/webserver_sows60sp6 start
	Intellect Support/FISA

	9. 
	Change machine name in srvrhosts
	Change the machine name to PROD machines (fxmmiap1p and fxmmiap2p) in /usr1/sms/data/srvrhosts file
	Intellect Support

	10. 
	Change the Armor WAR
	Uninstall the current WAR and Install New WAR.

This has to be done by logging into the webserver console 

URL:http://fxmmiap.eur.nsroot.net:8300
Id and password is known to Intellect Support.

Click on Manage when there is a drop down showing fxmmiap.

Click on Class Manager->Click on Manage again(Click on Web Applications(Click on Edit(Click on delete(Click yes

After this deploy the new war >Select Server(Path of the War as ((/export/opt/sows/Armor931/SITMINDER/AAL/AAL.war)(Application URI as  /AAL(Type application path (((/var/opt/weblogic/8.1_SP4/user_projects/domains/mmarmor/iplanet)(Click on Deploy(restart the server using Start.
	Intellect Support

	11. 
	Change the Proxy URL
	Changing the proxy ip from Prod to COB

Scsu with immtres.Go to the Directory /export/opt/sows/60sp6/https-proxy/config

In the file obj.conf replace the URL of production weblogic servers to COB server.

i.e replace(fxmmiap1c.eur.nsroot.net:6003 with fxmmiap1p.eur.nsroot.net:6001,fxmmiap2p.eur.nsroot.net:6002) with.

After this go to the WebServer console URL(same as in the above step).

Go to the proxy Managed Server by selecting it from the drop down.

Click on Start Button to restart the server(If pop up dosent’t comes prompting for the restart,otherwise restart the server).
	Intellect Support

	12. 
	Start the Intellect Admin and Managed Servers. system boards back to the UAT and Dev domains
	Login with immtres.Go to /var/opt/weblogic/8.1_SP4/user_projects/domains/mmtreasury

Run the command ./admin.sh

After the server starts Login to Weblogic console using the URL

http://fxmmiap1p.eur.nsroot:8002/console
Using the weblogic Id and Password

If URL is coming up.

Go to the Unix box on fxmmiap1p and fxmmiap2p and do scsu with immtres

Start the Managed Servers.
	Intellect Support

	13. 
	Starting the Armor Front End Servers,Report servers and IRR server
	Login with immtres in fxmmiap1p and go to the directory

/var/opt/weblogic/8.1_SP4/user_projects/domains/mmarmor

run the commands

./server.sh
/var/opt/weblogic/8.1_SP4/user_projects/domains/mmtreasuryrep

run the command

./admin.sh

/var/opt/weblogic/8.1_SP4/user_projects/domains/mmrr

run the command

./server.sh


	Intellect Support

	14. 
	Connect Direct 
	Change machine name from fxmmiap1c to fxmmiap1p at Cashflow and Trestel end in connect direct (Not required during COB Testing)
	Intellect Support


	15. 
	Reuters
	Check the Reuters service and check whether the daca daeamon is up or not.

To do that perform the following steps.

Note:User should have scsu with immtres on fxmmiap1p.
1.cd /var/opt/weblogic/8.1_SP4/user_projects/domains/mmtreasury/EOD(on fxmmiap1p)
2../runEod.sh 3100 1

3.cd /var/opt/weblogic/8.1_SP4/user_projects/domains/mmtreasury/logs

4.tail –f ManagedServer1.log

4.The logs should be showing SSL_DEALING_DATA UP.

There should not be a message(Dacs Daemon down).

	Intellect Support


1.11 Steps for Switching from Contingency Database Server to Production Environment

	Task
	Description
	Details
	 Responsibility

	1. 
	Investigation into cause of server unavailability.
	If the system is to be moved back to the designated production system or if the contingency server has developed a problem and the production system is available.
	AIX SA

	2. 
	Shutdown processes relating to contingency server
	Contact Oracle DBA Support (*GT UK Oracle DBA Team). 

/etc/rc.d/init.d/dbora stop

can be used to shutdown the database.
	AIX SA

	3. 
	As root release the disks from fioradb1c
	umount –a

varyoffvg pimmvg

varyoffvg oraclevg

exportvg pimmvg

exportvg oraclevg
	AIX SA

	4. 
	Request SAN team to resync SRDF volumes


	mail  *GT UK San Support or group line 59686 during business hours, or use Ops on 62020 for out of hours support
	AIX SA

	5. 
	Import the disks on production server
	importvg –y pimmvg hdiskpower1

importvg –y oraclevg hdiskpower0

varyonvg pimmvg

varyonvg oraclevg


	AIX SA

	6. 
	Bring dataserver online at CGC
	SA to run the following command

/etc/rc.d/init.d/dbora start

DBA to check that all databases are online.
	AIX SA / DBA

	7. 
	 Change database link
	Change database name to point to Production database in Weblogic server for Connection Pool
	Intellect Support

	8. 
	 Modify the database details in Armor
	Change the database machine name from fioradb1c to fioradb1p in /usr1/sms/DATABASES/TRES.CITI/data/dbase.env
	Intellect Support

	9. 
	Check client connectivity
	· Check client connectivity and basic functionality

· Check databases are current
	FI


1.12 Database/Data Server Switching Considerations

N/A

1.13 Security/System Infrastructure Considerations

N/A

1.14 Batch Re-start Considerations

In order to switch the autosys batch over to contingency, please ensure the following is completed:

Send an email to the Autosys team and request that the virtual machine IMMSERVER is changed to point to fxmmiap1p.

Email alias:
*GT EU Delivery Team Distributed Scheduling

Contact: 
Jonathan Mcalroy

Telephone:
+44 20 7500 4882


1.15 Workflow Considerations

N/A

1.16 Scheduling Considerations

N/A
1.17 Support and Contact Information

	Contact Name or Group Alias
	Contact Number(s)
	Relationship
	Email Addresses

	Jason Rigby
	44-20-7508-1680
	Treasury Support
	ola.fayankinnu@citigroup.com

	Anil Jagota
	44-20-7500-1435
	Treasury Support Manager
	david.hales@citigroup.com

	Chetan Kamat
	44-20-7986-4894
	Product Owner
	chetan.kamat@citigroup.com

	Deepak Nabera
	44-20-7500-0742
	Treasury Project Manager
	deepak.nabera@citigroup.com 

	Graham J O’Sullivan
	44-20-7508-3361
	Treasury Project Leader
	graham.osullivan@citigroup.com 

	Ravi Panjwani
	
	Intellect On-site Support
	ravi.panjwani@citigroup.com 

	AIX SA
	Via command center
	CTI EMEA Unix SA
	gtuk.aix.sysadmn@imceu.eu.ssmb.com


1.18 Third-party Dependency Information

N/A

1.19 Switching to Contingency triggers

The decision to switch to contingency will be taken on the FI conference call. 

The parties to the decision should include: 

· FIFX Technology Senior Management – Tony O’Connor

· FIFX Support management – Colin Costello

· FIFX Cob coordinator – Shane Hackett

· FI Application Manager – Chetan Kamat

· On Call Unix SA - FISA

· On call GDMG DBA

1.20 Major Dependency Information on other Citigroup Applications – Predecessors

	App ID
	 App Name
	Product Owner
	Location
	Relationship
	Criticality

	
	
	
	
	
	

	
	
	
	
	
	


1.21 Major Dependency Information on other Citigroup Applications – Successors

N/A

1.22 Architecture Diagram 
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Figure 1 – Architecture layout

1.23 Network Diagram 
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Figure 2 – network layout

1.24  Manual Procedures

N/A

1.25  Availability of the Application or System (including Green Zone) 

Application is always available. 

Green zone: Monday-Friday 18:00 - 06:00; Saturday/Sunday - All day

1.26  Service Level Agreement

	Frequency of replication to COB
	Every 15 minutes

	COB Target operational time (RTO)
	4 hours


1.27   Miscellaneous

N/A

1.28   Sanity Testing

	Test Case
	Description
	Expected result
	Actual Result

	1. Setup
	Login to Intellect and check the Setup link 
	Should be able to see the Setup screens
	

	
	Open Setup>Operations>Dealer > Modify link
	Should be able to see any one of the dealer information with all values
	

	
	Open some of the entry screens and check Create, modify and search links 
	Should be able to open the link with all the expected values
	

	Money Market
	Launch MM Front office
	Should be able to launch the Front office application and all the default screens should load with the default values
	

	
	
	Risk Sheet , deal blotter should refresh with the Preferred profile
	

	
	
	All deal entry screens should load with the default Branch and the respective default warehouses
	

	
	Deal Blotter

Open Deal blotter and refresh with some other profile
	Should refresh based on the profile
	

	
	Open User preference and create the test local profile
	Should be able to create/Modify the profile
	

	
	Click any normal deal in the grid 
	Should be able to open the deal 
	

	
	Click CADJ deal
	Should be able to open the deal
	

	
	Click Funding Swap deal
	Should be able to open the deal
	

	
	Deal Capture

Click the clear button and enter any deal and load it
	Deal should get refresh in the deal capture screen
	

	
	Select the print option
	Should be able to generate the PDF file
	

	
	
	Should be able to generate the schedules with any frequency
	

	
	
	Should be able to select CustomerB2B deal option
	

	
	
	Should be able to select Branch B2B option
	

	
	
	Should be able to generate View Risk 
	

	
	Risk Sheet


	Should be able to create new preference
	

	
	
	Should be able to open the deal with Cashflow blow up
	

	
	
	Should be able to generate Cumulative Cashflow Report
	

	
	Workflow Blotter
	Should refresh with work flow deals
	

	
	Deal Query
	Should be able to fetch deals based on the selected criteria
	

	
	Funding Swap
	Should be able to open any deal and view deal details 
	

	
	IRS
	Deal should refresh properly 
	

	
	FIS Deals
	Should open the entry screen properly with the default values
	


Appendix A  - References

N/A

Appendix B  - Glossary of Terms 

Application ID: Used interchangeably with Mystic ID.  This is the application ID in Citigroup Systems Inventory (CSI).
BAU: Business as usual.

BCV: Business Continuity Volume. A term used to describe mirrored DASD. The continuity volume is the contingency or DR storage, mirrored from production.

COB: Continuity of Business; Business Continuity in the case of a disaster; Disaster Recovery.

Contingency Environment:  Used inter-changeably with DR environment.

CSI:  Citigroup Systems Inventory is a repository of Citigroup internally developed application software. This application is accessible via the Mystic Portal.

FDR: Fast Dump and Restore product for mainframe DASD and data set management, produced by Innovation Software.
Greenzone: This is the designated period of time mutually agreed to by the Business area, Development area and CTI Operations when changes can be introduced into the Production and Contingency environments.  This implementation window is defined as a period of lowest risk where customers will not be adversely impacted.

Hot Recovery Method: This method for recovery of a system in the event of production failure includes a hot or live environment that automatically takes over if one environment fails. Both environments can be considered production. Methods to synchronize both environments are in place, such as a mirroring.

Interagency White Paper: The Federal Reserve Board, the Office of the Comptroller of the Currency (OCC) and the Securities and Exchange Commission (SEC) published an Interagency White Paper on Sound Practices to Strengthen the Resilience of the U.S. Financial System. The white paper identifies sound practices to ensure the resilience of the U.S. Financial System, which focus on minimizing the immediate systemic effects of a wide-scale disruption on critical financial market functions such as clearance and settlement.

Mystic ID: Used interchangeably with application ID.  This is the application ID in Citigroup Systems Inventory (CSI). 

Product Owner: The technology product owner or manager, as defined in CSI, is directly responsible for the development and maintenance of the application.

Recovery Time Objective (RTO): The RTO is defined as the maximum time allowed that the business could sustain without access to required applications before the business experiences a significant impact (operational, financial, regulatory, and/or compliance).

Recovery Point Objective (RPO):  Recovery Point Objective can be defined as the age of the data that could be successfully restored in the event of a disaster. For instance, if RPO is “start of the day”, systems need to be restored to the state they were in, as of at the start of the business day – no later than that. Any data created, deleted or modified within the recovery point objective could be lost or need to be recreated during the recovery process.

Remote Recovery Data Facility (RRDF):  Minimizes data loss and service outage time in the event of a disaster by logging database system update information in real time at another site. Log or journal data and other recovery information is duplicated at the other site and can be used to recover databases to within seconds of the disaster, typically within one second. 

Semi-Hot Recovery Method: This method for recovery of a system in the event of production failure includes an environment ready to take over for the production system. Methods to refresh or synchronize the contingency environment are in place, such as a daily or weekly refresh of the environment.

Site COB Coordinator:  The TI COB Coordinator assigned to the site where the application or system resides.
SMT: Senior Manager, Technology or Senior Management Team  – a direct report to the head of the CitiTech organization, or the equivalent.

SOE:  Standard Operating Environment.
SRDF: Symmetrix Remote Data Facility - A remote storage replication solution available from EMC for disaster recovery and business continuity.

Traditional Recovery Method:  This method for recovery of a system in the event of production failure includes building a contingency environment (from a development or UAT environment) using backups from the production environment. No dedicated environment is available.

URL:  The address of a web page on the World Wide Web; an Internet address (for example, http://www.hmco.com/trade/), usually consisting of the access protocol (http), the domain name (www.hmco.com), and optionally the path to a file or resource residing on that server (trade); uniform resource locator, universal resource locator.

Wrap: a software package for servers or clients in the SOE environment created and supported by Global Development Support & Deployment Services (GDS).
DOCUMENT PURPOSE

The Application/System Recovery Document has been designed for use by all technology areas to document detailed instructions for switching a system or application to its Contingency/Disaster Recovery Environment and back again to its Production Environment.  This is required for all Distributed (non-mainframe) applications, and may be used to document special considerations for mainframe applications. It is the responsibility of the Product Manager of the application to maintain these procedures in this standard format. Procedures are to be reviewed at least annually. Storage of these procedures is determined by each Development or Systems area. 

Copyright  2004 by Citigroup, N.A.

All rights reserved.  Information contained herein is for Internal use and may only be used for business purposes authorized by Citigroup.
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