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Preface

As part of its effort to continuously improve and enhance the performance
and capabilities of its product line, EMC periodically releases new revisions
of its hardware and software. Therefore, some functions described in this
guide may not be supported by all revisions of the software or hardware
currently in use. For the most up-to-date information on product features,
please refer to your product release notes.

Audience  This guide is part of the EMC ControlCenter documentation set and
is intended for system administrators who will set up, configure, and
manage the EMC ControlCenter Integrated Packages for the
following third-party products:

¢ BMC PATROL Enterprise Manager

+ BMCPATROL

IBM Tivoli NetView

IBM Tivoli Enterprise Console

Microsoft Operations Manager

NetCool/OMNIbus by Micromuse

OpenView Network Node Manager by Hewlett-Packard

* 6 ¢ o+ o

¢ OpenView Operations by Hewlett-Packard

¢ Unicenter by Computer Associates

Readers of this guide are expected to be familiar with the following:
+ Storage array operation

+ Windows and UNIX operating environments

+ Specific third-party product operation
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Organization

This guide is organized as follows:

Chapter 1, Integration Packages Overview, introduces the EMC
ControlCenter Integration Packages for third-party applications and
provides a brief description of the EMC ControlCenter application.

Chapter 2, Features and Functions, describes Integration Packages
architecture as well as active and passive integration.

Chapter 3, Integrating with Netcool/OMNIbus, shows how to install,
configure, and operate an integration with Netcool/OMNIbus.

Chapter 4, Integrating With the IBM Tivoli Enterprise Console, shows
you how to install, configure, and operate Integration Packages with
the Tivoli Enterprise Console.

Chapter 5, Integrating with HP OpenView Operations (OVO), shows
you how to install, configure and operate Integration Packages with
HP OpenViewHP Operations (OVO), formerly OpenView Vantage
Point Operations (VPO), and HP OpenView-It/Operations (ITO).

Chapter 6, Integrating With CA Unicenter, shows you how to install,
configure, and operate Integration Packages with CA Unicenter.

Chapter 7, Integrating With HP OpenView NNM, shows you how to
install, configure, and operate Integration Packages with HP
OpenView Network Node Manager (NNM).

Chapter 8, Integrating With IBM Tivoli NetView, shows how to install,
configure, and operate Integration Packages with Tivoli NetView.

Chapter 9, Integrating with Microsoft Operations Manager, shows you
how to install, configure and use the Integration Packages with
Microsoft Operations Manager.

Chapter 10, Integrating With BMC PATROL Enterprise Manager, shows
you how to install, configure and use the Integration Packages with
BMC PATROL Enterprise Manager.

Chapter 11, Integrating With BMC PATROL, shows you how to install,
configure and use the Integration Packages with BMC PATROL.

Appendix A, MIBs and Traps, discusses the MIBs and Traps used by
the Integration Packages.

Appendix B, Confiquration Settings, discusses the configuration
settings used by the Integration application, ecc3pi.

Appendix C, Configuring ControlCenter to Send Alerts, discusses how
to configure ControlCenter to accept multiple trap destinations.
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Related Third-Party
Documentation

The following documentation contains information about or related
to the products described in this guide.

*

CA Unicenter TNG documentation set from Computer
Associates, especially the following guides:

Unicenter TNG Administrator Guide
Unicenter TNG Getting Started

OpenView IT/Operations documentation set from
Hewlett-Packard, especially the following guides:

HP OpenView IT/Operations Concepts Guide
HP OpenView IT/Operations Administrator’s Task Guide
HP OpenView IT/Operations Administrator’s Reference

Open View /Network Node Manager documentation set from
Hewlett-Packard, especially the following guides:

HP OpenView/Using Network Node Manager
HP Open View/Administrator’s Reference

Netcool/OMNIbus documentation set from Micromuse,
especially the following guides:

Netcool/OMNIbus Administration Guide
Netcool/OMNIbus Probe Reference

IBM Tivoli Enterprise Console documentation set, especially the
following guides:

TME 10 Enterprise Console User’s Guide
TME 10 Enterprise Console Adapter’s Guide

IBM Tivoli NetView documentation set, especially the following
guides:

TME 10/NetView Administrator’s Guide
TME10/NetView Mid-Level Manager’s User’s Guide

Microsoft Operations Manager 2000 documentation set from
Microsoft, especially the following guides:

Microsoft Operations Manager 2000 User Guide
Microsoft Operations Manager 2000 Installation Guide
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Conventions EMC uses the following conventions for notes, cautions, warnings,
and danger notices.

A note presents information that is important, but not hazard-related.

& CAUTION

A caution contains information essential to avoid data loss or
damage to the system or equipment. The caution may apply to
hardware or software.

EMC uses the following type style conventions in this guide:

Palatino, e Specific filenames or complete paths

bold + Dialog box, button, icon, and menu items in text
¢ Selections you can make from the user interface,
including buttons, icons, options, and field
names
Palatino, ¢ New terms or unique word usage in text
italic ¢ Command line arguments when used in text

¢ Book titles

Courier,  Arguments used in examples of command line
italic syntax

Courier  System prompts and displays and specific
filenames or complete paths. For example:

working root directory [/user/emc]:

c:\Program Files\EMC\Symapi\db

Courier, User entry. For example:
bold symmpoll -p
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Related ControlCenter
Documentation

Where to Get Help

Sales and Customer
Service Contacts

Your Comments

The most up-to-date documentation for the ControlCenter family of
products is available from the EMC Powerlink website at:

http://powerlink.emc.com

Obtain technical support by calling your local sales office.
For service, call:
United States: (800) 782-4362 (SVC-4EMC)
Canada: (800) 543-4782 (543-4SVC)
Worldwide:  (508) 497-7901

and ask for Customer Support.

A list of EMC sales locations is available on the EMC home page at:
http://www.emc.com/contact/

Additional information about EMC products and services is available
on the EMC Powerlink Web site at:

http://powerlink.emc.com

Your suggestions help us improve the accuracy, organization, and
overall quality of the user publications. Please send a message to
techpub_comments@emc.com with your opinions of this guide.

EMC ControlCenter 5.2 SP4 Integration Packages Product Guide “
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Integration Packages
Overview

This chapter introduces the EMC ControlCenter Integration Packages
software as part of the EMC ControlCenter suite of products.

LS 4\ 0 Yo L5 el 1 o) o WU 1-2
¢ Overview of EMC ControlCenter ........ccccoveveeeevveeeeeeeeeeeeeeeeeeennen. 1-4
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Integration Packages Overview

Infroduction

Active Integration

Passive Integration

Supported
Third-Party
Frameworks

The EMC ControlCenter® Integration Packages is one of the EMC®
ControlCenter family products. The Integration Packages software
integrates EMC ControlCenter into industry-leading enterprise
management frameworks.

Each third-party Integration Package expands the functionality of
these frameworks by providing support for ControlCenter-managed
storage resources. By processing EMC-specific events in the form of
SNMP traps, Integration Packages provides the ability to launch
available EMC-specific tools. Integration Packages provides two
modes of integration: active and passive.

Active integration works with network (SNMP) management
products that use a centralized Console or server to collect
information from SNMP agents. The Console provides the intelligent
processing. The Integration Package provides an application that
resides with the third-party framework Console to interpret the
SNMP traps issued by ControlCenter.

Passive integration converts SNMP traps issued by ControlCenter
into framework (existing third-party enterprise software) messages.
Use passive integration with systems management products that rely
on intelligent agents to send messages to a central server or Console.
Integration Packages provide the files you need to configure agents to
interpret the SNMP traps issued by ControlCenter. These agents then
forward the traps as framework-specific messages to the framework
Console.

Refer to the Third-Party Framework Applications Support table in
the EMC ControlCenter 5.2 SP4 Support Matrix as well as to E-Lab
Navigator for the most up-to-date information about supported
third-party frameworks. Both the Support Matrix and E-Lab
Navigator are available through the Powerlink website at
http://powerlink.emc.com.
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Components Depending on the third-party framework, additional configuration
files are available that perform various operations. These include:

+ Application configuration files that help you configure the
Integration Packages application.

+ Event configuration files that define trap formats for third-party
frameworks.

+ Files containing framework-specific symbols and graphics.

Infroduction m



Integration Packages Overview

Overview of EMC ControlCenter

EMC ControlCenter is designed to be the centralized control center
for an entire distributed storage environment. It is a powerful,
flexible, unified framework and suite of tools that provides
end-to-end management of storage networks, storage devices, and
other storage resources.

ControlCenter provides a centrally managed, single point of control
for resources throughout the entire storage environment. From the
graphical front end, ControlCenter lets you manage:

+ Connectivity components — Such as Fibre Channel switches and
hubs.

+ Storage components — Such as EMC Symmetrix® arrays.

+ Host components — Such as logical volume managers, file
systems, databases, and backup applications.

Every physical and logical element that ControlCenter manages is
known as a managed object. From a Console anywhere on the network,
ControlCenter shows a consolidated view of the storage
environment, allowing you to monitor the health of, track the status
of, report on, and control each managed object.
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Features and Functions

This chapter discusses the features and functions of the Integration
Packages.

¢ Integration Packages Architecture..........ccccooooiriiiiiiiiiiiiiiic 2-2
¢ Active Integration ... 2-4
¢ DPassive Integration..........cccoeeeeiiii 2-11
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Features and Functions

Components

Integration
Gateway

Integration Packages Architecture

The Integration Packages consist of one or more software
components that expand the functionality of enterprise management
frameworks by providing support for ControlCenter-managed
objects.

The Integration Packages can launch specific object management
tools that reside on the same host, or launch a Web browser to access
Web-enabled management tools. The Integration Packages provide
both active and passive integration, discussed in detail in the
following sections of this chapter.

The Integration Packages consist of software components that vary
depending on the third-party frameworks software and the
supported integration type. The Integration Package for each
third-party frameworks product provides components including:

Integration Gateway
Configuration files
Application files

Third-party frameworks files

* 6 0 0

The three basic functions during active integration are discovery,
event processing, and launch. (See Active Integration on page 2-4.) For
discovery and event processing, the Integration Packages rely on an
Integration Gateway that provides an SNMP interface on the front
end including an SNMP MIB (Management Information Base) for
discovery information, and SNMP traps for the events. Therefore, the
protocol between the Integration Packages and the Integration
Gateway is SNMP.

To install the Integration Gateway, refer to the EMC ControlCenter 5.2
Planning and Installation Guide, Volume 1. After installing the
Integration Gateway, configure ControlCenter as follows to have
SNMP traps sent to the third-party frameworks software:

+ Define Trap Destination Address
+ Create a Management Policy to Use SNMP
+ Modify Alerts to Use the Management Policy

For more information on traps used by the Integrations Packages,
refer to Appendix A, MIBs and Traps.
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The Integration Gateway uses registered UDP port 1273, instead of
the standard SNMP port 161, so it does not conflict with any other
SNMP agent that may reside on the host with the Integration

Gateway.

Figure 2-1 shows the architecture of the Integration Packages.

ControlCenter

Features and Functions

SNMP Get

Console

Integration
Gateway

SNMP Traps

ControlCenter

Figure 2-1

Third-
Framework

Framework
—>\_Trap Collector

ControlCenter Integration Packages Architecture

Party Active
Integration
Third-Party Passive
Framework Integration
CC-000125

Integration Packages Architecture 2-3



Features and Functions

Active Integration

Discovery

Active integration with third-party frameworks software involves
three basic functions:

¢ Discover — ControlCenter managed objects are added to the
framework topology map.

+ Event Processing — ControlCenter events are received and
processed.

¢ Launch — Applications that provide specific object management
are launched.

The Integration Gateway provides an SNMP interface to obtain
information about the objects being managed by ControlCenter.

Integration Packages software resides with the third-party
frameworks. This software provides the functions described above by
retrieving and receiving information from ControlCenter and using
the third-party framework’s API to display this information.

In active integration, the third-party frameworks provide basic IP
discovery of the physical hosts and other infrastructure components
(objects). ControlCenter manages a variety of storage-related network
entities including storage systems and other logical elements that
cannot be discovered by the frameworks without an active
integration.

An active integration queries the Integration Gateway for a set of
managed objects and adds an EMC View icon to the framework
topology. An EMC View submap contains ControlCenter server icons
and icons for various Console groups by default. (Refer to Managed
Objects on page 2-5 for further discussion.)

With display mode set to Object View, all managed objects appear in
the EMC View submap within the third-party framework console. To
change this type of display mode, refer to Appendix B, Configuration
Settings.
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Features and Functions

In addition, active integration displays group object (icons) for the
ControlCenter Console group that may contain one or more objects or
other groups. Included are standard static groups that include
managed objects for:

+ Storage
¢ Hosts
+ Connectivity

User-defined group icons also appear on the Console. Only shared
groups appear in the top-level view. A folder labeled All Objects also
appears that contains all managed objects defined in the MIB.

ControlCenter manages a wide variety of network-related entities
including storage systems, switches, hubs, and other logical elements
such as databases and file systems. ControlCenter also manages
container elements such as groups and fibre zones. All of the entities
are stored as managed objects within a relational model in
ControlCenter. (Refer to the discussion on Discovery on page 2-4.)

The Integration Gateway exposes only those objects that allow the
Integration Packages to provide the functionality mentioned earlier.
This means that only objects at a certain level of abstraction are
exposed through the SNMP MIB.

For example, if an Integration Gateway exposes a Symmetrix system
but not the subcomponents such as directors or devices, an icon
appears for the Symmetrix system. Director and device events are
logged against the Symmetrix system and cause its icon to change
color. The event contains enough information to identify the specific
fault.

Listed below are some of the objects than can exist within
ControlCenter. These objects can be exposed through an SNMP MIB.

* Symmetrix * Switches

¢ Celerra ¢ Groups

¢ CLARiiON ¢ Hosts

® 3rd party storage e ECC Server

Active Integration m
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Automatic Discovery =~ When you start the Integration Gateway;, it sends a coldstart trap to
the third-party frameworks. The third-party frameworks then invoke
the Integration Package to process the trap. If the gateway doesn’t
exist in the topology, it is added to the topology and a full discovery
of its managed objects is performed. If the gateway already exists in
the topology, the Integration Packages refreshes the gateway’s status
and that of its managed objects.

Integration Packages also adds gateway and object icons to the
topology in response to status change traps and delete traps. When
you receive one of these traps, Integration Packages adds either the
gateway or object icon, if it doesn’t already exist. The object status is
then set.

Integration Packages adds only the Integration gateway and the object. You
need to refresh the gateway or wait until the next polling cycle to refresh all
objects for the gateway.

Integration Packages has a polling mechanism that periodically
refreshes the status of all gateways and their managed objects in the
topology. Figure 2-2 shows a sample topology window.

v* Unicenter Map [FONTAINEXSCIZB) i m]
File Modez Edit Map Feport Wiew Display Window Utlites Help

NEEEIENENE IR E RN

. Managed Objects ]
| =2 =] E] Full Yigw

T

[0 X

EMC Wigwy i
>
s ECC Server  Storage Hosts

000152402626 000154300063 000153500650

B

000152402727 000152400334

fortainelzs emc

|F|ead_l,l Fiun Mode | i

Figure 2-2  Topology Window Example
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Manual Discovery

Refresh

Event Processing

Features and Functions

You can also manually add a gateway icon to the topology. After you
add the icon, you can force a discovery of the gateway’s managed
objects by selecting the refresh function.

If you do not select refresh for the manually added gateway icon,
then the managed objects are discovered automatically during the
next refresh cycle.

To manually add an Integration Gateway, enter a label for the icon,
and then enter the IP address and port number of the gateway. Refer
to the chapters on each Integration Package for exact procedures on
how to add a gateway.

When you perform a refresh for an Integration Gateway, the
Integration Packages:

+ Perform a discovery and rebuilds the object view in its submaps.
¢ Add any new objects.

+ Set any unknown or delete objects to unknown status.

If you refresh a single object, the Integration Packages retrieve the
current object status from the gateway and updates the object.
The Integration Packages receive events from the Integration
Gateway in the form of SNMP traps. These traps are:

+ Status change trap

+ Object delete trap

¢ Eventtrap

The third-party frameworks receive all traps and save them within
their event Consoles and logs. ControlCenter Integration Gateway
related traps are forwarded to the Integration application for
processing.
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Status Change Trap

Table 2-1

Object Delete Trap

Event Trap

Launch

Status change traps indicate a change in the status of managed
objects. The Integration application uses these traps to change the
status of an object and the object’s icon using an icon color scheme
similar to that of the ControlCenter Console. Colors are third-party
framework dependent and may be different for each product.

Trap Status and Object Color Correspondences

Trap Status Icon Color
Normal Green
Warning Yellow
Critical Red
Unknown Blue

When ControlCenter no longer manages an object, the Integration
Gateway sends a delete trap. This trap indicates that the
ControlCenter administrator removed an object from the server.
When the Integration application receives a delete trap, it changes the
object icon status to unknown. This gives the third-party framework
administrator an opportunity to investigate the event, and then
manually delete the icon.

The Integration Gateway uses event traps to send messages to the
third-party frameworks. The messages can be events, alarms, or
alerts associated with a managed object. An example is an
environmental alarm for a Symmetrix system.

If an event causes a status change within the managed object, the
Integration Gateway sends a corresponding status change trap.

The Integration Packages enables you to launch the ControlCenter
Console from within the frameworks. The ControlCenter Console is
launched from a default location, however if your ControlCenter
Console is located in a directory other than the default, refer to
Configuring Console for Launch in Appendix B, Configuration Settings
on page B-5.
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Polling

Frequency

Retry Count

Refresh Rate

The Integration Packages provide a polling function that periodically
checks the status of the EMC Views and their managed objects.
Polling parameters include:

+ Frequency
¢ Retry count
+ Refresh rate

You set these values in ecc3pi.ini.

When the Integration Package starts, it refreshes all EMC Views in the
topology, and then pings each Integration Gateway on every poll
cycle. If an Integration Gateway continues to respond, its status
remains the same. If an Integration Gateway responds but didn’t
respond to the previous ping, or, if you add a new EMC View after
the previous poll, then the EMC View is refreshed as described in
Discovery on page 2-4.

If an Integration Gateway does not respond to a poll, the Integration
Package sets all of its managed objects to unknown status and sets the
EMC View status to critical. The Integration Package assumes that the
Integration Gateway is temporarily unavailable, and will repoll that
Integration Gateway every minute up to a specified number of retries
(default retry count is 4). The Integration Package returns to its
normal polling rate after it performs the specified number of retries
or if the Integration Gateway responds during one of the polling
cycles.

The Integration Package periodically refreshes all EMC Views based
on a specified refresh rate. Normally, traps cause updates to an EMC
View and its managed objects. This refresh cycle provides a way for

you to reestablish a status baseline in case traps get lost.

The refresh rate is normalized to start at midnight. The default refresh
rate is 480 minutes (every 8 hours). This causes a refresh at 12:00
AM.,, 8:00 A.M., and 4:00 M. When you start the Integration
application, it performs the next refresh at the normalized time. For
example, if you start the Integration Package at 5:00 A.M., with a 480
minute refresh rate, the next refresh occurs at 8:00 A.M. The refresh
cycle is reset at midnight.

Active Integration

Features and Functions




Features and Functions

User Interfface  The Integration Packages provide the same functionality across all
supported third-party frameworks. However, differences in the
third-party frameworks and their APIs necessitate slight changes in
the actual implementation.

The following chapters provide integration details for each
supported third-party framework.
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Passive Integration

For system management products that rely on intelligent agents to
forward ControlCenter messages and events to the third-party
frameworks Console, Integration Packages provide configuration
files and settings that define traps and formats.

Integration Packages provide the necessary interface to display
ControlCenter events on the third-party framework Console. The
Integration Gateway sends traps to the third-party framework agent,
which interprets and formats the event based on the Integration
Packages files, and sends a message to the third-party framework
Console. You can then use these events to trigger other actions such
as:

+ Trouble ticketing
¢ DPaging
¢ E-mail

EMC ControlCenter provides specific integration for the following
system management products:

+ IBM Tivoli Enterprise Console

+ Netcool/OMNIbus by Micromuse

+ HP OpenView Operations (OVO) (formerly VPO/ITO)
+ Microsoft Operations Manager (MOM)

Other supported third-party framework products that can receive SNMP
traps can also be used for passive integration by default. Products such as CA
Unicenter or OpenView can receive traps without an integration package.

Passive Integration

Features and Functions
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m EMC ControlCenter 5.2 SP4 Integration Packages Product Guide



3

Integrating with
Netcool/OMNIbus

This chapter describes how to install, configure, and operate
Integration Packages with Netcool/OMNIbus by Micromuse.

& OVEIVIEW ..o 3-2
& COMPONENES....cviviiiiiiiiii e 3-3
¢ Installing and Configuring for Netcool/OMNIbus...................... 3-4
¢ Using Integration Package for Netcool/OMNIlbus ...................... 3-6
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3-2

Overview

Netcool/OMNIbus

Integration
Package for
Netcool/OMNIbus

The Integration Package for Netcool/OMNIbus incorporates
ControlCenter-generated events into Netcool/OMNIbus software to
provide a unified approach for enterprise system management.

This is a passive integration. (Refer to Passive Integration on
page 2-11.)

Netcool/OMNIbus by Micromuse provides a consolidated view of
enterprise-wide events and status information. It collects events or
messages from many different data sources and presents a single
view of the current state of managed systems.

Netcool/OMNIbus tracks the state of events in a distributed database
and presents information of interest through individually configured
filters and views. It also can be used to perform intelligent processing

on the current state of managed objects. The product runs on
Windows NT and UNIX platforms.

By integrating ControlCenter within the Netcool/OMNIbus Console,
the Integration Package for Netcool enables enterprise administrators
to be aware of their valuable EMC storage component status, using
their global unified Enterprise Management suite.

The Integration Package for Netcool/OMNIbus enables you (the
Enterprise manager) to:

& Manage valuable EMC storage components as part of the global
unified enterprise management suite.

¢ Use Netcool/OMNIbus software look and feel in combination
with ControlCenter functionality.
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Components

The Integration Package for Netcool/OMNIbus incorporates EMC
events into the Netcool OMNIbus Console. ControlCenter contains
an Integration Gateway that creates SNMP traps in response to
events and alerts generated by ControlCenter.

The integration uses the Netcool Trapd probe. The Trapd probe
receives SNMP traps and forwards them to Netcool/OMNIbus. The
Trapd probe uses the standard SNMP trap port 162. This probe
cannot run on a host that is running a trap daemon.

Integration Packages provides two files for Netcool:
& ecc3pi_nco.rules
¢ README. txt

The ecc3pi_nco.rules file contains EMC trap descriptions. You
need to insert the contents of this file into the Trapd rule file on the
host where the Trapd probe resides.

The README. txt file contains instructions to configure the system for
ControlCenter integration.

Components 3-3
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3-4

Installing and Configuring for Netcool/OMNIbus

Configuring the
Trapd Probe

You must have EMC ControlCenter Integration Packages installed on

your system, as well as Netcool/OMNIbus.

The installation of these products is not discussed in this manual. For

further information, see the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o Netcool/OMNIbus Installation Guide

The Trapd probe is installed as part of Netcool/ OMNIbus. Make sure
the probe is installed and operating correctly before you proceed with

this installation.

To configure the Trapd probe, follow these steps:

1. Make a backup copy of the current Trapd rules file located in
$OMNIHOME/probes/<arch>, where $OMNIHOME points to the
ONMlIbus home directory and arch specifies the system
architecture.

2. Edit the trapd. rules file. Follow these steps:

a. Insert the contents of the ecc3pi_nco rules file.

b. Place the first block of EMC rules before the rRMON rules.

c. Merge the EMC cold-start rule with the generic coldstart
trap so that it looks like:

{

@Summary = "Cold Start"
@AlertGroup = "Generic"
@Severity = "4"

if (match(Senterprise,".1.3.6.1.4.1.1139.3"))
{

@Agent = "EMC"

@AlertGroup = "Enterprise"

@Summary = "EMS Gateway started on" +
SPeerIPaddress

Severity = 3

}
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3. Start or restart the probe to invoke the new rule set.
To restart a running probe, enter the following command:
kill -HUP pid
where pid is the process ID of the running Trapd probe.
Figure 3-1 illustrates the Netcool/OMNIbus integration

configuration.
Integration ™ SNMP Trap Netcool Netcool
Trapd Probe %“g,’}'s'gigs

Netcool Trapd Rules

||||||/

EMC ControlCenter

ecc3pi_nco.rules

Figure 3-1 Netcool/OMNIbus Integration Configuration

Configuring the No changes are required on the OMNIbus Server to display
OMNIbus Server ControlCenter events.

Uninstalling the To uninstall the Integration Package:

Infegration 1. Restore the Trapd rules file from the backup copy you created in

Package step 1 of the Trapd configuration procedure, Configuring the Trapd
Probe on page 3-4.

2. Restart the Trapd probe. Enter the following command:
kill -HUP pid

Where pid is the process ID of the running Trapd probe.
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View |Default —

g Hew window opened.

Figure 3-2 Netcool/OMNIbus Event List Window

Using Integration Package for Netcool/OMNIbus

The Integration Package for Netcool/OMNIbus provides support for
ControlCenter managed storage resources. It enables you to view
events such as Symmetrix system status as well as to interpret and
respond to alarms and messages.

You can monitor alarms and events with the Netcool/ OMNIbus
Event List window (Figure 3-2).
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Double-click the desired alert to view details with the Event
Information Alert window (Figure 3-3).

Alert Fields  Alert Detajls Joumal

First Occurrence: 06/21/01 10:08:49
Alert Group: Enterprise
Class: Trapd
Fash: Ho
Summary: EMC Gateway started on 168.159.68.63

Count: 2
Puoll:

Agent:

Public

Figure 3-3  Netcool/OMNIbus Event Information Alert Window
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Integrating With the

IBM Tivoli Enterprise
Console

This chapter describes how to install, configure, and operate the
Integration Package for the IBM Tivoli Enterprise Console. Topics
include:

& OVEIVIEW ..o 4-2
& COMPONENES....cviviiiiiiiiii e 4-3
¢ Installing and Configuring ...........coceveviieieiiiicecccc 4-4
¢ Using the Integration Package ...........cccoooeemeiiiiiiiiiii 49
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Integrating With the IBM Tivoli Enterprise Console

Overview

The Tivoli Enterprise
Console

Integration
Package for the
Tivoli Enterprise
Console

The Integration Package for the IBM Tivoli Enterprise Console
incorporates ControlCenter generated events into the Tivoli
Enterprise Console software to provide a unified approach for
enterprise system management.

This is a passive integration. (Refer to Passive Integration on
page 2-11.)

The Tivoli Enterprise Console Environment is the foundation for a
suite of management applications that simplify systems and network
management operations. The Tivoli Enterprise Console is one such
application. The Tivoli Enterprise Console is a rule-based,
event-management system that integrates network, systems, and
database and application management. The Tivoli Enterprise Console
offers a centralized, global view of the enterprise computing
environment.

By integrating ControlCenter tools within the Tivoli Enterprise
Console, the Integration Packages enables enterprise administrators
to be aware of their valuable EMC storage component status, using
their global unified Enterprise Management suite.

The Integration Package for the Tivoli Enterprise Console enables
you (the Enterprise manager) to:

& Manage valuable EMC storage components as part of the global
unified enterprise management suite.

+ Use Tivoli Enterprise Console software look and feel in
combination with ControlCenter functionality.
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Components

Tivoli Adapters

Distributed Files

The Integration Package for the Tivoli Enterprise Console
incorporates ControlCenter events into this Console. ControlCenter
contains an Integration Gateway that creates SNMP traps in response
to events and alerts generated by ControlCenter.

The Integration Package for the Tivoli Enterprise Console uses either
the Tivoli SNMP Adapter or the Tivoli NetView Adapter to process
SNMP traps into events for the Tivoli Event Console.

The Tivoli SNMP Adapter receives SNMP traps and forwards them to
the Tivoli Event Console. The SNMP Adapter uses the standard
SNMP trap port 162. This adapter cannot run with Tivoli NetView to
the Tivoli Event Console.

The Tivoli NetView Adapter runs with Tivoli NetView and forwards
traps received by NetView to the Tivoli Event Console. For
information on the Integration Package for Tivoli NetView refer to
Chapter 8, Integrating With IBM Tivoli NetView.

Integration Packages provides five files for the Tivoli Enterprise
Console:

¢ ecc3pi_tec.baroc — Contains ControlCenter event class
definitions. You need to import this file into a rule base, and then
compile and load the rule base into the event server.

¢ ecc3pi_tec.cds — Contains ControlCenter event class
definitions. You need to append this file to the adapter . cds file.

¢ ecc3pi_tec.conf — Contains ControlCenter event class filters.
You need to append this file to the adapter . conf file if the
adapter is configured for FilterMode=IN.

¢ ecc3pi_tec.oid — Contains ControlCenter variable identifiers,
names, and object identifiers. You need to insert this file in
numerical order into the adapter . oid file.

+ README. txt — Contains instructions about how to configure the
Tivoli Enterprise Console system for ControlCenter integration.

Components
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Installing and Configuring

You must have EMC ControlCenter Integration Packages installed on
your system, as well as the Tivoli Enterprise Console.

The installation of these products is not discussed in this manual. For
further information, see the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o The Tivoli Enterprise Console Adapter’s Guide

The Integration Package for the Tivoli Enterprise Console uses either
the Tivoli SNMP Adapter or the Tivoli NetView Adapter to process
EMC traps into events for the Tivoli Event Console.

Configuring the You install the Tivoli Event Console SNMP Adapter from the Tivoli

SNMP Adapter Event Console to endpoint nodes. Before you proceed with this
configuration, make sure the SNMP Adapter is installed and
operating correctly.

Follow these steps to configure the SNMP Adapter:
1. Stop the SNMP Adapter with one of the following commands:

e TFor Windows:

net stop TECSNMPAdapter

e For UNIX:

$STECADHOME /bin/init.tecad_snmp stop

2. Make backup copies of the current adapter files located in
$TECADHOME/ etc, where TECADHOME points to the adapter
installation directory. The adapter files are:

e tecad_snmp.cds
e tecad_snmp.conf
¢ tecad_snmp.oid

3. Edit the adapter .cds file, tecad_snmp. cds, by appending the
contents of the ecc3pi_tec.cds to the tecad_snmp. cds file.

4. Move the definition of the emcGW_start event class up to a
location before the generic SNMP cold_start class.

5. Edit the adapter . conf file, tecad_snmp. conf, to specify the
location of the Tivoli Event Console.
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= tecad_snmp.cds
EMC ControlCenter \ eccapi_tec.cds

6. Set serverLocation=@EventServer or the IP address of the
Tivoli Event Console.

7. 1If you currently have the adapter . conf file, tecad_snmp.conf,
set to FilterMode=1IN, then edit this file to include the
ControlCenter event classes and append the contents of
ecc3pi_tec.conf to this file.

8. Edit the adapter .oid file, tecad_snmp.oid, by inserting, in
numerical order, the contents of ecc3pi_tec.oid.

9. Restart the SNMP Adapter with one of the following commands:

e For Windows:

net start TECSNMPAdapter

e For UNIX:
$STECADHOME /bin/init.tecad_snmp start

Figure 4-1 illustrates the configuration of the Tivoli SNMP Adapter.

TEC
Event Server

ecc3pi_tec.baroc

tecad_snmp.conf

\ E ecc3pi_tec.conf

\ E ecc3pi_tec.oid

Tivoli SNMP Adapter Integration

Installing and Configuring
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Configuring the You install the NetView Adapter as part of Tivoli NetView. Before
NetView Adapter you proceed with this configuration, make sure the adapter is
installed and operating correctly.

Follow these steps to configure NetView to use the TEC NetView
Adapter:

1.

Run the following command to configure the NetView Adapter:
\usr\ov\bin\tecconfig.bat

Stop the NetView adapter with the command:
\usr\ov\bin\ovstop tecad_nvék

Make backup copies of the current adapter files located in
\usr\ov\conf. The adapter files are:

® tecad_nvb6K.cds
® tecad_nvb6K.conf
® tecad_nv6K.oid

Edit the adapter .cds file, tecad_nvé6K.cds, and append the
contents of ecc3pi_tec.cds to this file.

Move the definition of the emcGW_start event class up to a
location before the generic SNMP Cold_Start class.

Edit the adapter .conf file, tecad_nvé6K.conf, to specify the
location of the TEC server. Set ServerLocation=@EventServer
or the IP address of the TEC server.

If the adapter . conf file, tecad_nvéK. conf, currently has
FilterMode=IN set, then edit this file to include the
ControlCenter event classes and append the contents of
ecc3pi_tec.conf to this file.

Edit the adapter .oid file, tecad_nv6K.oid, and append the
contents of ecc3pi_tec.oid into this file in numerical order.

Start the NetView adapter with the command:

\usr\ov\bin\ovstart tecad_nvék
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TEC
Event Server

SNMP Trap

Integration Tivoli
Gateway NetView

EMC ControlCenter \

ecc3pi_tec.baroc

tecad_NV6K.cds

ecc3pi_tec.cds

tecad_NV6K.conf

\ E ecc3pi_tec.conf

\ E ecc3pi_tec.oid

Figure 4-2  Tivoli NetView Adapter Configuration

Configuring the TEC You must configure the Tivoli Event Console Event Server when
Event Server using either the SNMP adapter or the NetView adapter.

To configure the TEC Event Server, follow these steps:
1. Shut down the TEC Event Server.
2. Create a new rule base to incorporate the EMC events.

3. Import the EMC event classes defined in the file,
ecc3pi_tec.baroc, into the rule base at the last position.

4. Compile the rule base.

5. Load the rule base and specify that the rule base activates when
the server restarts.

6. Restart the TEC Event Server.

Installing and Configuring 4-7



Integrating With the IBM Tivoli Enterprise Console

Uninstalling the To uninstall the Integration Package for the Tivoli Enterprise Console,
Integration follow these steps:
Package

1. Restore the class definitions, configurations, and oids from the
backup file copies you created during the installation.

2. Stop the SNMP adapter or the NetView adapter, depending on
which one you used for the integration.

3. Restore the respective .cds, .conf, and .oid files.
4. Restart the adapter.

5. On the TEC Event Server, reload and activate the rule base that
you used before you installed Integration Packages.
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Figure 4-3

The Integration Package for the Tivoli Enterprise Console provides
support for ControlCenter-managed storage resources. It enables you
to view events such as Symmetrix system status, as well as interpret
and respond to alarms and messages.

The Tivoli Enterprise Console provides two windows where you can
access EMC information at the top level (Figure 4-3).

% TME 10 Enterprise Console
Event Groups  Dplions  Help

Event
Groups

RN E T

Systerm Security Parformance Metwork  MINOR Al MINOR

[ Z
7. Tivoli =10 x|
Sowice Groups  Options  Help

¢ @i s ]

Event
TEC MINOR Netview MINOR SNMP MINOR

T A 2 WA i’

Event Groups and Source Groups Windows

Ll

With the Event Groups and Source Groups windows, you can view
EMC events by selecting:

¢ Event group — All
+ Source group — NetView (if you use the NetView adapter)
+ Source group — SNMP (if you use the SNMP adapter)

When you select one of the above groups, the Message View window
is displayed (Figure 4-4).

Using the Integration Package
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Figure 4-4 Message View Window

Double-click the desired event to view the event details in the Event
Group Message Viewer (Figure 4-5 on page 4-11).
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4§ Event Group Message Yiewer ==
@ Message
Emeci_start, =

server_handle=1;
date_reception=1000333614,
event_handle=5;
source=MVEK,;
sub_source=EMC,
arigin=0.0.0.0;

sub_arigin="

hostname=",
adapter_host=168.159.68.63;
status=0PEM,;
administrator="

acl=[ admin];
severity=mMIMNOR,

date='Sep 12, 2001 15:26"
duration=0;

meg="EMC Gateway started on 168.159.68.63"
msg_catalog="
msg_index=0;
num_actions=4000;
credihility=0,

repeat_caunt=0;
cause_date_reception=0,
cause_egvent_handle=0;

EMD
=
Wiew Action Status...
| A

Figure 4-5 Event Group Message Viewer
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Integrating with HP

OpenView Operations
(OVO)

This chapter describes how to install, configure, and operate
Integration Packages with OpenView Operations (OVO), formerly
known as HP OpenView Vantage Point Operations (VPO), and HP
OpenView-IT/Operations (ITO).

& OVEIVIEW ..o 5-2
& COMPONENES....cviviiiiiiiiii e 5-4
¢ Installing and Configuring for OVO........ccccooiiiiiiiii 5-5
¢ Using the Integration Package for OVO.........c.ccccooiiiiiins 5-8
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Overview

HP OpenView
Operations (OVO)

HP OpenView
Network Node
Manager (NNM)

The Integration Package for HP OpenView Operations (OVO)
integrates EMC ControlCenter functionality into the OVO framework
to provide a unified approach for enterprise system management.

This is a passive integration. (Refer to Passive Integration on
page 2-11.)

HP OpenView Operations is a core operation and problem
management application for distributed multi vendor systems. OVO
provides:

+ Central message management for consolidation, simplification,
and message processing automation

+ Central monitoring for proactive problem resolution

¢ Central problem management for problem notification,
resolution, and tracking

+ Central control for efficient management

In the spring of 2000, the HP OpenView-IT/Operations (ITO) was rebranded
HP OpenView Vantage Point Operations (VPO). VantagePoint Operations
(VPO) version 5.3 is identical to IT/Operations (ITO) version 5.3. Version 7.0
of this product and higher is now called OpenView Operations (OVO). In this
manual we refer to the product as OVO.

By integrating ControlCenter tools within the OVO Enterprise
Management Console, the Integration Package for OVO enables
enterprise administrators to be aware of their valuable EMC Storage
component status, using their global unified Enterprise Management
suite.

HP OpenView Network Node Manager (NNM) is a subcomponent of
OVO. They share similar processes, services, and configuration files.
EMC ControlCenter also integrates with Network Node Manager.

(Refer to Chapter 7, Integrating With HP OpenView NNM, for details.)
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Integration The EMC ControlCenter Integration Package for HP OpenView
Package for HP Operations enables you (the Enterprise manager) to:

OpenView ¢ Manage valuable EMC stora mponents as part of the global
Operations (OVO) ge valuable orage components as part of the glo

unified enterprise management suite.

¢ Use OVO software look and feel in combination with
ControlCenter functionality.

The EMC ControlCenter Integration Package for OVO defines, with
the OVO management server, different EMC groups to encapsulate
all characteristics of an EMC View such as:

¢ Message browsing
¢ Node status visualization

+ Application launching

Overview m
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Components

Distributed Files

OVO Groups

Table 5-1

The Integration Package for OVO incorporates ControlCenter events
into the OVO software where they can be processed. The integration
includes an EMC Node, Message Group, and Application.

Please consult the HP OpenView documentation for further details
regarding these OpenView components.

Integration Package provides two files for the OVO integration:
¢ ecc3pi_hpov.tar — This file contains the following:

* Symbols, definitions, and icons — used for EMC-specific
objects for both OVO and Network Node Manager

¢ Environment and configuration definitions
e Operational scripts

¢ Application binaries — the ecc3pi application for active
Network Node Manager integration

* Registration — used by Network Node Manager to register
(define) EMC fields and traps

* Groups — used to organize and display OVO messages

# README. txt — This file contains instructions you use to configure
your system for the ControlCenter integration.

Table 5-1 shows the OVO groups established by the Integration
Packages within the OVO management views.

Integration Groups

Name View on This Screen | Description

EMC Node Group | Node Group Bank Provides access to all EMC messages and
contains the EMC_View Node.

EMC_View Node | Node Group: EMC Provides access to all EMC messages.

EMC Alarms Message Group Bank | Provides access to all EMC messages.

EMC Application Bank Invokes a script that runs the ControlCenter

ControlCenter Console (must be installed and supported).

EMC_Traps Message Source Defines the format for EMC events.
Template
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Configuring for OVO

Integration
Gateway

EMC ControlCenter

Figure 5-1

Installing the
Integration
Package for OVO

Integrating with HP OpenView Operations (OVO)

You must have EMC ControlCenter Integration Packages installed on
your system as well as OVO.

The installation of these products is not discussed in this manual. For
further information, see the following guides:

o EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o HP OpenView IT/Operations Administrator’s Reference

Before you begin the integration installation, make sure the OVO
software is installed and operating correctly.

This package contains the files for both Network Node Manager
(NNM) and OVO. If you are running OVO you can choose to install
both. (For integration installation information for HP OpenView
NNM, refer to Chapter 7, Integrating With HP OpenView NNM.)

Figure 5-1 illustrates the integration configuration for OVO.

opctrapl
Open View
trapd
Network

Manager

EMC Integration Packages for OVO

= Group Definitions

Symbols, Definitions, and Icons
Integration Applications

SNMP Trap Templates
Operation Scripts

OVO Integration Configuration

Follow these steps to install the Integration Package for OVO:

1. Move the integration tar file to a disk directory. We suggest
either /usr/emc/ecc3pi or /opt/OV/emc.

2. Go to that directory and unpack the tar file with the command:

tar -xvf ecc3pi_hpov.tar

Installing and Configuring for OVO m
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3. Run the install script with the command:
install.sh

You are prompted to install the integration for NNM, VPO, or
both. Enter the appropriate option.

Some scripts still use the terms VPO/ITO or VPO instead of OVO.

4. Follow the instructions displayed by the script. For OVO you
need to assign user responsibilities in order to see EMC alarms
and restart any open sessions.

Below is a sample installation script.

# install.sh
EMC ControlCenter Integration Packages for OpenView (UNIX) Installation
Select package to install:

[1] HP OpenView Network Node Manager (NNM) integration
[2] HP OpenView Operations (VPO/ITO) integration
[3] Both NNM and VPO integrations

[0] Exit this installation
Enter your choice: [0] 1

WARNING: This package is already installed on this system.
If you continue the installation then running integration programs
will be terminated and existing integration files will be overwritten.
Continue (y/n)? [yl

Install common files..
Starting neccessary OpenView processes..
Installing symbols..
Installing bitmaps..
Loading mibs. .
Installing trap definitions..
Install common files complete.
Install NNM files..
Starting neccessary OpenView processes..
Installing binaries..
Installing registration files..
Installing field definitions..
Updating object database..
Install NNM files complete.

Installation complete.
#
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Receiving
ControlCenter
Events

Uninstalling the
Integration
Package

Integrating with HP OpenView Operations (OVO)

For reasons out of the scope of the ControlCenter integration with
OVO, the following procedure may be necessary to receive
ControlCenter events into the message browser:

OVO Administrators must reload their GUI if it is open and OVO users must
restart their GUI sessions in order to see EMC integration.

OVO Administrators must configure users to see EMC Alarms. Update the
responsibilities matrix for user opc_adm and any others to allow messages
for EMC Node Group and EMC_Alarms Message Group.

1. Bring up OVO after the ControlCenter integration software is
installed.

2. On the shell prompt, type opcsv -stop.
3. When the prompt is back, type opecsv -start.

4. When the server is started again, traps should begin to be
received.

5. If events are still not being received, restart OVO.

To uninstall the Integration Packages for OVO, do the following:

1. Go to the directory where you originally moved and unpacked
the integration files, and then run the remove script, remove.sh.

2. Pollow the instructions displayed by the script.

Some components cannot be removed automatically. You must manually
delete NNM objects and OVO templates and icons.

Installing and Configuring for OVO 5-7
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The OVO Message
Browser

Using the Integration Package for OVO

The Integration Package for OVO enables you to view the EMC

Storage status from OVO displays. It also enables you to launch a
ControlCenter application and work with specific ControlCenter
managed objects.

The OVO Message Browser, Figure 5-2, is the Administrator’s unique

view of all active messages received at the OVO Management server.
These messages come from the Integration Gateway as traps.

Figure 5-2

OVO Message Browser

File Actions View Help
Ack Cor Severity Date/Time Source Message
Warning (Wed Sep 05 07:54:47 152.62.122.103 EMC Event trap. experimental  fongmt . connSet . connUnitEventTable. connln
Warning| Wed Sep 05 07:54:47 152.62.122 103 EMC Event trap: experimental fomgmt . connSet . connlnitEventTable conmln
Minor |Wed Sep 05 07:54:47 152.62.122.103 EMC Status trap: experimental fomgmt connSet . connlinitTable. connlimitEm
Warning| Wed Sep 05 07:54:47 152.62.122 103 EMC Event trap: experimental fomgmt.connSet connlinitEventTable. connln
Minor |Wed Sep 05 07:55:25 152.62.122.103 EMC Status trap: experimental fomgmt connSet . connlinitTable. connlimitEm
Warning| Wed Sep 05 07:56:36 152.62.122 103 EMC Event trap: experimental fomgmt.connSet . connlinitEventTable. connln
Minor |[Wed Sep 05 07:56:44 152.62.122 103 EMC Status trap: experimental  fomgmt connSet . connlnitTable. connlinitEn
Warning (Wed Sep 05 07:56:49 152.62.122 103 EMC Event trap: experimental fomgmt connSet connlnitEventTable conmiUn
Warning (Wed Sep 05 07:56:49 152.62.122 103 EMC Event trap: experimental fomgmt connSet connlnitEventTable conmiUn
Harning|Wed Sep 05 07:56:50 152.62.122 103 EMC Event trap: experimental  fomgmt . connSet.coennUnitEventTable. cormlUn
Warning|Wed Sep 05 07:56:50 152.62.122 103 EMC Event trap: experimental  fomgmt . connSet.coennUnitEventTable. cormlUn
Miner | Tue Sep 11 losael63.1ss.anc. can EMC Status trap: experimental.famomt . connSet.connUnitTable. connlmitEmn
Miner | Tue Sep 11 losae063.1ss.anc. can EMC Delete trap: experimental.fammt . connSet.connUnitTable. connlmitEmn
Warning losael63. . EMC Event trap: experimental  fomgmt.ceonnSet.connUnitEventTable. connlnl
Normal | Tue Sep 18 09:32:40 losae063.lss.anc.can EMC Gateway started on losael63.lss.amc. can
Miner ||Tue Sep 18 09:32:40 losae063.lss.anc. can EMC Status trap: experimental . fomgmt . connSet.connUnitTable. connlnitEn
Minor ||Tue Sep 18 09:32:40 losas063.lss.anc. can EMC Delete trap: experimental . fomgmt . connSet . connUnitTable. connlnitEn
Warning |Tue Sep 18 09:32:40 losae063.lss.amc. can EMC Event trap: experimental . famgmt.connSet.connUnitEventTable. connln
[ |
308 Alarms - Critical:0 Major:0 Minor:533 Warndng:2874 Hoamal:l

From the Message Browser you can select and view specific EMC
events by double-clicking on the desired event. Details of the event
appear in the Message Details window (Figure 5-3).
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= Message Details o
Node EMC_view Severity Normal
Application EMC ControlCenter Service Name i
Message Group EMC_Alarmg Message Key
Object losae036.1ss. emc. con Message Type
Source SnmpTrap: EMC_Traps Time Created on Managed Node 06/25/01 14:43:5§
Annotations i3 Time Received on Mgmt. Server 06/25/01 14:43:5§
Attributes i Number of Duplicates o
Message ID 226-699a-71d5-08b2-ac179238000a) Time Last Received on Mgmt. Server i
Forwarding Manager i Owned by i at
Message Text
EMC Gateway started on losae036.1ss.emc.com ’;
i o
Actions
Status Node Command Anno. Ackn.
Automatic 1 1 1 N Ne
Operator Initiated Ne hef
Notification i
Trouble Ticket Nei Hef
Escalations
Escalated to by | at i
Instructions... Show Original Message... M Modify...
M Highlight Annotations... Acknowledge M

Figure 5-3 Message Details Window

Launching the  You can launch the Message Browser from any top-level screen.
Message Browser  Follow these steps:

1. On the menu bar of the desired screen, select Window. The
Window pop-up menu appears (Figure 5-4 on page 5-10).

2. From the Window pop-up menu, select Message Browser. OVO
displays the Message Browser (Figure 5-2).

Accessing EMC  There are several ways to launch the Message Browser for
Groups, Nodes, and  EMC-specific events. You can start from any top-level screen (such as
Specific Events  the Application Bank) and select Window on the menu bar.

The Window pop-up menu appears, Figure 5-4 on page 5-10, giving
you several options to view OVO groups that contain specific EMC
groups and nodes.

Using the Integration Package for OVO m
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Window
R

Figure 5-4 Window Pop-up Menu

Node Group Bank  If you select Node Group Bank from the Window pop-up menu, the
ITO Node Group Bank window appears (Figure 5-5).

LA LD L

net devices

Figure 5-5 Node Group Bank
To launch the Message Browser, right-click the EMC icon, and select
Message Browser from the pop-up menu.

Additionally, if you double-click the EMC icon, the Node Group
EMC window appears (Figure 5-6).
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i
ERAC Wiew

Figure 5-6 Node Group EMC

To launch the Message Browser, right- click EMC View, and select
Message Browser from the Window pop-up menu.

Message Group Bank  If you select Message Group Bank from the Window pop-up menu,
the ITO Message Group Bank window appears (Figure 5-7).
Right-click EMC Alarms, and then select Message Browser from the
pop-up menu to display the Message Browser for EMC-specific
events (Figure 5-7).

EMC Alarms

il

Figure 5-7 Message Group Bank
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Message Source Integration Packages adds OVO message templates that define the
Templates traps sent by the Integration Gateway.

To access the message source templates, select Message Source
Templates from the Window pop-up menu.

The system displays the Message Source Templates window
(Figure 5-8).

I Message Source Templates 1 [opc_adm] .I
Templates Edit View Window Help ‘
Template Groups Type MName Descr-
=>[Toplevel] |w Group Default Defau i Add Logfile... —

Default Group VantagePoint Performance Templ:
VantagePoint Performance Trap EMC_Traps Messas Moxdifie

Copy..
Delete From AL

Get Tamplate
Selections

{elete

From Groun

Copnditions..

Bl

Ontons..

Figure 5-8 Message Source Templates

Customizing EMC You may want the system to perform certain actions when it receives
Event Actions EMC-specific events. You can specify these actions by customizing
the templates found in the Message Source Templates window.

To customize EMC event actions, follow this procedure:

1. In the Message Source Templates window, Figure 5-§,
double-click EMC_Traps.

The Message and Suppress Conditions window appears
(Figure 5-9).
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Message and Suppress Conditions

Trap: EMC_Traps

emcGW_start
emcGW_status
emcCW_delete
emcGW_event

Figure 5-9 Message and Suppress Conditions
2. Select one of the four EMC event types, and then click Modify.
The SNMP Trap Condition window appears (Figure 5-10).

SNMP Trap Condition No. 1

emcOi_start

13514111393 ;
-
{

Illllllllllll J:::::44444444444444444444444u

EMC Gateway started on <3as

e Instnuctions..|  Message Corrslation.. |

===
e

Figure 5-10 SNMP Trap Condition

3. Make your modifications in this window.
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Launching EMC The Integration Packages for OVO enable you to launch
ControlCenter ControlCenter from the OVO Management Server.

To launch EMC ControlCenter:

1. Select Application Bank from the Windows pop-up menu.
The ITP Application Bank window appears (Figure 5-11).

2. Double-click the EMC ControlCenter icon to launch
ControlCenter.

You can also right-click the EMC ControlCenter icon, and then select
Execute from the pop-up menu to launch ControlCenter.

ITQ Status

Figure 5-11 Application Bank
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Integrating With CA
Unicenter

This chapter describes how to install, configure, and operate
Integration Packages with CA Unicenter.

& OVEIVIEW ..o 6-2
& COMPONENES....cviviiiiiiiiii e 6-3
¢ Installing and Configuring for Unicenter...........c.c.cooooeuiniicnennn. 6-4
¢ Using the Integration Package for Unicenter............ccccccooeunnnn. 6-12
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Overview

CA Unicenter

Integration
Package for CA
Unicenter

The Integration Package for CA Unicenter integrates EMC
ControlCenter functionality into CA Unicenter to provide a unified
approach for enterprise system management.

This is an active integration. (Refer to Active Integration on page 2-4.)

Unicenter by Computer Associates is a suite of products that lets you
manage your storage environment at the enterprise level. These
products are built on an object-oriented, multitiered architecture and
flexible manager or client infrastructure.

The basic architecture of Unicenter includes a user interface, a
common object repository, various managers, and agents.

The Integration Package for CA Unicenter enables you (the
Enterprise manager) to:

& Manage valuable EMC storage components as part of the global
unified enterprise management suite.

# Use Unicenter software look and feel in combination with
ControlCenter storage management functionality.
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The Integration Package for Unicenter incorporates ControlCenter
events into Unicenter software where they can be processed.

The Integration Package for Unicenter includes the following
components:

¢ Application files (bin directory) — Including:

Install and remove batch files
Integration application — ecc3pi
Trap test application — ecc3pi_test

ControlCenter launch batch file (ecc_launch.bat)

Settings for launching the ControlCenter Console appear in
ecc_launch.bat. The ControlCenter Console is launched from a
default location. However if your Console is located in a directory
other than the default, refer to Configuring Console for Launch in
Appendix B, Configuration Settings on Page B-5.

+ Icons for managed objects in the TNG 2-D World View

+ Icons and images for Unicenter 3.0 Explorer 2-D and 3-D views

+ Images for managed objects displayed in the TNG 3-D World
View

+ MIBs implemented by the Integration Gateway and used by the
Integration Packages gateway.mib and fcmgmt .mib

¢ Models working in conjunction with images to define the
managed objects in TNG 3-D World View

o Trix files (ING Repository Import Export Utility) which include:

Definitions for ControlCenter objects and events

Files used to add and remove these definitions from the TNG
Repository

Components

Integrating With CA Unicenter
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Installing and Configuring for Unicenter

You must have Integration Packages installed on your system, as well
as Unicenter.

The Integration Packages detects whether or not Unicenter 3.0 is installed
and, if so, installs additional components.

The installation of these products is not discussed in this manual. For
further information please see the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o Unicenter TNG Getting Started

Make sure Unicenter is running properly before beginning the
installation of the Integration Packages.

Configuration Figure 6-1 illustrates the configuration of the Integration Package for
Unicenter.

CA Unicenter TNG

Integration
Application
(ecc3pi)

ControlCenter Integration
Console Gateway

EMC ControlCenter

Event
Console

Repository

Event ecc3pi.ini

Definitions

o Traps

9 Active Polling/Status Check

e Launch

Figure 6-1  Unicenter Integration

Icons, Images, Models,
Object Definitions

il
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Integration Packages uses a configuration file called ecc3pi.ini,
which is created in TNG’s bin directory. This file contains grouping
for polling, SNMP, and Repository attributes.

Installing the

Integration

Package for

Unicenter

The Integration Package installation for Unicenter contains an Install
Wizard. Before you begin this installation, uninstall any previous
versions of the Integration Package, and make sure that Unicenter is

operating properly.

The default file location for the Integration Package is

C:\ecc\ecc3pi

Assign Privileges

Before you install the Integration Package, ensure that users are
assigned privileges so that they can issue commands when using the

Integration Package.

Select Start, Programs, Unicenter TND, Enterprise Management,

EM Settings.

Edit the Users authorized to issue commands field shown in
Figure 6-2 to assign these privileges. Enter specific user names or
place a star (*) in the Setting column to authorize all users.

CHEL]

ol
Settings Edit Sortby Help
Draseiphicn Salting Global Setting | Defaul Vil ;I "'_
Log suppressed messages? ks E:{:lcﬂncs
Back quole procassng for maszage LIDATA? b
IMessage back guote process meout [zeconds| 5 Seiver
Achion back quole pracess limeoul |s=cands| 1] Frefeiences

RO

I

aulhorized 1o izewe commands

Uzeis

Uszes corkest For isnning commands HOST Optiors:

Llses corkest For iunning command achons HOST E
Ditarult Lzt id bor iunring cmds Giussst _I Fonlz

Dialaul pewed lon purning cimds

Fregquency of LOG fluzh m

Frequencydnteryal match ophion

Evenl agerd peowy nade
Rewalve BENVVER and 3ENWAR rom Remote Node? ks Jll
Ll 3
Page Sal12 ) Ll *
Eweri Diagnaic
Common Managament 1:29 [+

Ermicnment

Sellings

Documentatan [ piotie Dovice
M anagemeri Managemeant

Figure 6-2

Unicenter Settings Window
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Installation Procedure

The Integration Packages is a client application installed from the
ECC Server (http://<ecc_server>:30000). It contains the
Integration Packages for all of the supported third-party frameworks.
For information on this installation, refer to the EMC ControlCenter 5.2
Planning and Installation Guide, Volume 1.

The Integration Packages software for Unicenter is located in the
Win32 directory.

Follow these steps to install the Integration Packages for Unicenter:

1. Enable the Windows Guest account.

Because of permission limitations, the Windows Guest account must be
enabled for the installation. After the installation is completed and
functionality of the integration confirmed, the Guest account can be
disabled or set to its original state.

2. From the Win32 directory, double-click setup. exe.

The Install Shield starts and the Welcome screen appears
(Figure 6-3).

Welcome

‘Welcome to the Ecc3pi Setup program.  This program
will inztall Ecc3pi on your computer.

It iz srongly recommended that you exit all Windows programs
befar= running thiz Setup program.

Click Cancel to quit Setup ahd then cloze ahy programs vou
havenning. Click Mext bo continue with the Setup program.

WARMIMG: This program is protected by copyright lavw and
inter-ational treaties.

Unauharized repraduction or distribution of this prograrn, or any
partion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximarm extent possible under aw.

Cancel |

Figure 6-3 Welcome Screen

3. Click Next in the Welcome screen.

The Software License Agreement window appears (Figure 6-4).
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Software License Agreensent x|

Flease iead the folowing Licenze Agreement. Fress the PAGE DIWH key bo zee
Ehe et of the sgresment,

coynght () 2002, A0 nghls reserved by

|»

EMC Caorporation
Hopkintor, M& 01748 LISA,

Thiz softvare it fuenished under a licenze and map be used and copied
incluzion of the above coppright notice. Thiz softwane or arp othes
only in accordance with the tesmz of such icenase and with the
capies theseal map nat be provided ar athensise mads svalsble b any
othies peizon. Mo tile to and owrsichip ol the solbware i heieby
transfemed

The infarrmation in this soffware i subect o chenge withaut nalice
and should rol be corstnied a: & comeilimant by EMC Cosparation :I

Do you accept al the terms of the preceding License Agreement? I pou choose No, Setup
wall choge, Tomstell Ece3p, pou must sccepl this sgiesment.

Back [ v | me |

Figure 6-4  Software License Agreement Screen

4. Click Yes in the Software License Agreement screen.

The Select Components window appears (Figure 6-5).

Select Components

Select the components you want ta install, clear the components
you do not want to install.

Lomponents

: Un In (]
| ] HF Openiiew Intedration
[ Tivoli Metview Integration ok
— Description

[Ehange... |
Space Required: 06 k.
Space Avallable: O KB

< Back I Hest » I Cancel

Figure 6-5 Select Components Window

5. Select the CA Unicenter Integration checkbox, and then click
Next.
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The Select Destination window appears (Figure 6-6).

Select Destination x

Setup will inztall Ece3pi in the following folder.
Toingtall ko this folder, click Mest.

To install to a different folder, click Browse and select anather
falder.

“f'ou can choose not ta install Eccapi by clicking Cancel to exit
Setup.

" Destination Folder

C:hecchecc3pi Browse... |

< Back Cancel |

Figure 6-6  Select Destination Window

6. Click Next in the Select Destination window to accept the default
destination location, or select a location from the Browse option,
and then click Next.

The Information window appears (Figure 6-7).

Information [ x|

@ The installation will now run several scripts and framework utilities.

Figure 6-7  Information Window

7. Click OK.

A Windows NT Command window and the Repository Selection
window appear (Figure 6-8 on page 6-9).
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Figure 6-8 Command and Repository Windows

8.

Scroll through the list of your Repositories, and then select the

one you want to use with the Integration Package; then click OK.

The Command window displays the install.bat file including
the Trix utility, and shows the movement of the files into TNG
directories.

If you are using Unicenter 3.0, then Figure 6-8 appears again as the
installation loads 3.0-specific information into the Repository.

You are prompted to start the Integration application as a service
with the following window (Figure 6-9):

Question <]

@ Start the ecc3pi zervice for THG now'?

Figure 6-9  Start Service

9.

Click Yes.

If Unicenter is running, the Setup Complete window appears
(Figure 6-11 on page 6-10). Click Finish. Your installation is
complete.

Installing and Configuring for Unicenter
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10. If Unicenter is not running, the system displays Figure 6-10. Select
the desired Repository, and then click OK.

The Setup Complete window appears (Figure 6-11). Click Finish.
Your installation is complete.

Trying to install service eccdpi: title eccdpi executabh

Unicenter THG

Select Repositary

FOMTAIM

Figure 6-10 Trying to Start Service

Setup Complete

Setup has finished instaling EMC ControlCenter Integration
Packages on your computer.

Click Finizh to complete Setup.

< Back

Figure 6-11 Setup Complete Window

11. After you complete the installation and setup of the integration,
the Windows Guest account that you created in Step 1 can be
disabled or set to its original state.
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Uninstalling the To uninstall the Integration Package for Unicenter, follow these steps:

Integration
Package

1. Go to the directory where you installed the ecc3pi folder, and
open the folder.

2. Double-click on uninstall.bat.
A command prompt window appears displaying the deletion
process.

3. Go to Control Panel, and then double-click Add/Remove
Programs.
The Add/Remove Programs window appears (Figure 6-12).

4. Select Ecc3pi, click Add/Remove.

Add/Remove Programs Properties EHE
Install/Uninstal | windaws MT Setup |

@ To install a new program from a floppy disk or CO-ROM

drive, click [nstall
Install...

The following software can be automatically removed by
‘Windows. To remove a program or to modify its installed
components, select it from the list and click
Add/Remave.

Compag PowerCon Enhancements %1.00 ;I
Compaq "Windows NT PowerCon %2.30R1

EMLC ContralCenter % Conzole-Symmetrix b anager J

Exceed for Windows NT
InstallDa0
Livellpdate
MaRS
Microzoft FrontPage Express LI
Add/Remove. .. |
QK | Cancel | Lol |

Figure 6-12 Add/Remove Programs Properties
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Using the Integration Package for Unicenter

Starting the
Integration
Application

EMC View

The Integration Package for CA Unicenter provides support for
ControlCenter-managed objects. It enables you to view object status
and perform specific ControlCenter functions.

The sections that follow explain how you use the Integration Package
with Unicenter.

The Integration application for Unicenter runs as a Windows NT
Service that starts automatically when you restart your system.

Starting Unicenter
o To start Unicenter 2.4 using either the 2-D Map View, or the 3-D
Map View:
e Select Start, Programs, Unicenter TNG, 2-D Map or 3-D Map.
¢ To start Unicenter 3.0:
e Select Start, Programs, Unicenter TND, WorldView, 2-D
Map.

The Integration Package supports 2-D, 3-D, and Explorer Maps; however, the
remainder of this section provides only 2-D samples.

The EMC View is the top-level view and starting point from which
you monitor the status of ControlCenter-managed objects. It is a
graphical representation of objects and status information retrieved
by the Integration application from the Integration Gateway. The
Integration application maintains the status of the objects by
processing traps received from the Integration Gateway and by
periodically polling it.

Figure 6-13 shows a sample 2-D Map with an EMC View icon, and its
submap that contains an icon for the server and each managed object.
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¥ Unicenter Map [FONTAINEXCSILB) - |O) =
File Mode: Edit Map FReport iew Dizplay ‘Window Utiities Help

EEEERENERE N

. Managed Dbjects | =]
e o ] 5 [ g Full Yiew

+ EMC View

Y - - Storage

ECC Server  Storage Hosts

000152402626 0001 54500063 0001 53500550

B

000182402727 0001 32400334

fontainelss emc

|Ready |Rur Mode |

Figure 6-13 Managed Objects with EMC View

Icon Status Indicators  ControlCenter managed object icons contain an indicator in the lower
right corner to indicate the status of the object. The EMC View icon is
an aggregated status representing the highest severity status of the
components that are included in the EMC View.
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The EMC icons are explained in Table 6-1.

Table 6-1 EMC View Icon Status Indicators

Icon Indicator Status
None Normal-The status of the object is Normal.
Blue Question Mark Unknown-The status of the object is Unknown.

Yellow Exclamation Point | Warning-The status of the object is Warning.

Il

Red X Critical-The status of the object is Critical.

Status Colors in the  Status is indicated on the 3-D images as colored balls They are
3-D Map View  described in Table 6-2.

Table 6-2 3-D Maps View Icon Color Status

Color

Status

No ball

Normal-The status of the EMC View is Normal.

Gray

Unknown-The status of the object is Unknown.

Yellow

Warning-The status of the object is Warning.

Red

Critical-The status of the object is Critical.

NOTE: The actual status indicators displayed in the framework for the EMC

View and any group (folder) icons are dependent on the internal status

propagation rules used by the framework. Depending on the framework, this

means that the EMC View or any group icon may be set to the highest
severity of its contained objects or calculated based on the severity of all

contained objects. Consult your framework documentation for specific status

propagation rules.

Expanding the EMC View

To expand the EMC View, double-click the EMC View icon to display
all objects being managed by ControlCenter including the server and

storage devices.
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Getting Information
About EMC Objects

Figure 6-14

Discovering an
Integration
Gateway

Integrating With CA Unicenter

If you left-click on any EMC icon, a cross hair appears (Figure 6-14),
that contains textual information about the object. The cross hair is
highlighted in yellow.

- (O] x]

» Managed Objects

o= (2] [Fuview

EME_Gatewa_l,ll Wi arning
EMC Wiew |1E 55.68.88

EMC Ve

lo=ae088 Iz emc com-Unizpace

Cross Hair View

The cross hair displays the object information in sections described
below:

+ Upper left — Object type

+ Upper right — Status

+ Lower left — Label

¢ Lower right — IP address (Only appears with EMC View icon.)

Automatic Discovery

The Integration application automatically discovers the Integration
Gateway. The Integration Gateway sends a coldstart trap to
Unicenter. The Integration application processes the trap and adds an
EMC View icon to the Managed Objects map, and then performs a
discovery of all managed objects.

Manual Discovery
You can manually discover an Integration Gateway by adding an
EMC View object to the topology map.

Follow these steps to add Integration Gateway:

1. Select Start, Programs, Unicenter TND, World View, Object
Browser. Select Unicenter repository host.
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2. After the Object Browser application loads, expand the tree root
TNGRoot, ManagedObjects node, and select node
EMC_Gateway (Figure 6-15).

= Unscenter TND Object Browser - LOSANIGO - [EMC_Gateway]
Fie Tree Edit Wiew Object Options Help

_ o)

=[P THGRact | [ name [ addiess adck
+ [P Association
F Geomap
# [ History
[P Jasmine_Menu_bction
[P Jasmine_Menu_Dbect
= B ManagedObject &
o [ Apant
W Appication
8 Biboad
=% Biidge
1 D) BusinessView
=<5 CPU
B CPU_Complex
=l Datsbase
+ = Davicaz
& Domain
= Drive_Bay
B EMC_Gatewsy

+ [ EMC_ManagedDhiest =
E [ b |

Figure 6-15 Unicenter TND Object Browser Console

3. Select Object, New.
The Managed Object Notebook window appears (Figure 6-16).

Managed Object Hotebook  Class — EMC_Gateway E
Name: ||
Labet [
I
i
B Uuick | e e )
gg Locatior I
g8 | pesion |
e :
i Eortast [
gss Address: |
g Alarmnset name: [ManagedObiet 7| Installdats:  [TODAY
gg etz [T 7] Modiydate: [TADAT
i
& 5pstem Main Group 5
Cancel Help

Figure 6-16 Managed Object Toolbox

4. Enter the name of the object in the Name field.
5. Enter the label information in the Label field.
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6. Click the EMC tab on the right side of the window.
The Managed Object Details window appears (Figure 6-17).

Managed Object Notebaok  Class - EMC_Gateway [X]

Mame: |

Label |

Prapetty name Prapetty valus Main

Status

gwport 1273

launch

KI| i

A A A

The totsl of propertisfs] 3

Cancel Help

Figure 6-17 Managed Object Details

7. Inthe gwaddr field, enter the IP address of the current Integration
Gateway.

8. In the gwport field, enter the port number the Integration
Gateway uses. The default is 1273.

9. Inthelaunch field, enter Ecc console (this is the application you
want to launch).

10. Click OK.
An EMC View icon appears with the specified label.

11. When the icon appears, right-click the icon, and then select
Refresh from the functions pop-up menu.

If you do not perform the manual refresh, the Integration application
automatically refreshes on the next polling cycle.

The Integration application discovers all ControlCenter managed
objects and adds them to the topology. All discovered objects,
including the server, appear in the EMC View window.

Integration The Integration application provides launch and refresh functions
Application described in the following sections.
Functions
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Launch  The Integration Package for Unicenter enables you to launch the
ControlCenter Console and track the status of ControlCenter
managed objects.

To launch the ControlCenter Console, follow these steps:
1. Right- click an EMC icon.
2. Select Launch from the pop-up menu (Figure 6-18).

Refresh  Refreshing the EMC View lets you discover the Integration Gateway
and all managed objects, add new objects to the topology, and set the
status of all objects.

To refresh the EMC View follow these steps:
1. Right-click an EMC icon.
2. Select Refresh from the pop-up menu (Figure 6-18).

The status of any objects in the topology that are no longer managed by
ControlCenter will be deleted from the Integration Gateway MIB and
updated to Unknown.

Refreshing a single object, such as a Symmetrix system, updates its

status.
: Managed Objects M [=] E3

Full Wiew

===

éﬂ? Open Details
EMC Delete Dbject

Befresh
E Launch

losaelss lz= eme com-Unispace

-

Figure 6-18 Refresh EMC View
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Tracking Managed

Object Status

By opening the TNG Update Log window (Figure 6-19) and the

Network Alarm window (Figure 6-20) you can track all changes and
actions taken since the TNG session started. These log windows show
when changes are made to objects in the Repository (such as adding

and deleting).

&l Update Log
Maon Oct 01 11:04:33 2001

: 80, Class: EMC_Gateway, Mame:bbd8c31 0-b381-11d5-841d-00508b62 3850, Actiorn: updated, Fa
tMon Oct 07 11:23:02 2001 Seq: 81, Class: Symmetrizkedium, M ame: b5d3c912-b381-11d5-841d-00508bE23350, Action: delete
Mon Oct 01 11:23:02 2001 Seq: 82, Class: Inclusion, Narme:, Action: deleted, Return cade: 0

Mon Oct 07 11:23:23 2001 Seq: 83, Class: Symmetrizkd edium, M arme: 3d435440-b680-11d5-841e-00508bE23350, Action: added,
ton Oct 07 11:23:23 2001 Seq: 84, Clazs: Inclusion, Mame:, Action: added, Return code: 0

Mon Oct 01 11:23:23 2001 Seq: 652, Clazs: Symmetristedium, Mame: b5daca1 4-b381-11d5-841d-00508b6a3850, Action: status(
Mon Oct 01 11:22:23 2001 Seq: €53, Class: SymmetizSmall, N ame:b5dBc316-b381-11d5-8414-00508b623850, Action: status(1],
Mon Oct 07 11:23:23 2001 Seq: 654, Clazs: Symmetristdedium, Mame: 3d4.35d40-bE80-11d5-841 e-00508b623850, Action: status( -

|- (O] x]

Figure 6-19 Update Log

Metwork Alarms

- i}
bhdfc314-b381-11d5-841 4-00508b6a3850
b5d8:316-6381-11d5-841 4-005080E23850
3d435d42-bE20-11d5-841 e-005080E23850
b5d2c914-53281-11d5-841d-005080643850
b5d2c91E-b321-11d5-8414-005080E653850
b5d2c514-b321-11d5-841d-005020Ea3850

Mesdoooic Loy 99 J8 D49 DnENOEC - J0ED

Lriknawar - N
i) i | -

Wwarning Symmetrizkd edium -

Wwarning SemmetrizS mall -

Wwarning Semmetrizkdedium -

Unknown Symmetrizkd edium -

Unknawn SymrmetrivS mall -
Wi arning Symmetrisbd ediunm -
Al o [=d Lo G il

Figure 6-20 Network Alarms

Unicenter Console Messages

From the Unicenter Console (Figure 6-21 on page 6-20) you can view
event logging. For example, in the Update Log display area you can

view:

+ Integration Gateway traps that are received by Unicenter

+ Status of the Integration application

Using the Integration Package for Unicenter
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= Unicenter TNG Console [FONTAINEXCXXE) [S[=] B3

Console Message Wiew DOption: Help

= Log Messages 10/01/01 [2]
’ x| ¢|Time Node Uszer Station | Message
11:32:48( lozae088.lzz.emc.{ FOMTAINERB %CATD_|_0BD, SNMPTRAP: -c public 1139 168.159.68.88 losae088 lss.emc.c
B (11:32:48 10220088 lsz.eme. | FOMTAINERE eccipi trap 2CATD_|_060, SMMPTRAP: - public 1139 168.159.68.85 lozae0
11:32:49( lozae088. lzz.emc.{ FOMTAINERB %CATD_|_0BD, SNMPTRAP: -c public 1139 168.159.68.88 losae088 lss.emc.c
B 11:32:49 10220088 sz eme. | FOMTAINERE eccipi trap 2CATD_|_060, SMMPTRAP: - public 1139 168.159.68.85 lozae0
11:32:49( lozae088. lzz.emc.{ FOMTAINERB %CATD_|_0BD, SNMPTRAP: -c public 1139 168.159.68.88 losae088 lss.emc.c
o ; N ]
:32:49| lozae088 lzs.eme. ecclpi -trap % _1_060, 1 - public .159.68.88 lozas
11:32:49( lozae088. lzz.emc.{ FOMTAINERB %CATD_|_OBD, SNMPTRAP: -¢ public 1139 168.159.68.88 IosaeDSS.Iss.emc.c_I
B (11:32:49 10226088 sz eme. | FOMTAINERE eccipi trap 2CATD_|_060, SNMPTRAP: -c public 1139 168.159.68.88 losasl =
KN 2
Command:
| Aty 47¢7 solaciad Mottt 0707 sabaiagy GEF | R | AGT | FRETATAA

Figure 6-21 Unicenter Console

The CA Trapd process must be running in order for Unicenter to receive traps
and forward them to ecc3pi for processing.

With Integration Gateway traps, you see two entries in the TNG Console. The
first entry is the trap that TNG received. TNG creates the second entry when
it invokes ecc3pi to process the trap.

+ If traps do not appear in the TNG Console, enter the following in
the Command field:

catrapd start

To obtain more information on an event, double-click the event in the
TNG Console. The event Details window appears (Figure 6-22).
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= Unicenter THNG Console Meszage [FONTAINEXSCCLB] M= E3
Edit Help
J Meszage I General IAttributes I Ewent IAnnotations I
Meszage:
92.0.0.0.0.0.0.0.0.24 WALLE: 0.0 OIC: -

1.3.6.1.3941.11.1.9.80.6.4.130.184.46.196.1592.0.0.0.0.0.0.0.0.24
.iz0.org.dod.internet. experimental 94.1.11.1.9.80.6.4.130.184.46.196.1
92.0.0.0.0.0.0.0.0.24 WALLE: ‘wWhw'N: S0060482B82E C4CO, Symmds -
3830, 5M 000182500115, Director 54-4B, 1733, Mon Oct 071 11:32:48
2001, Volume not ready. 010:
1.3.61.3941.11.1.6.80.6.4.130.184.46.196.1592.0.0.0.0.0.0.0.0.24
.iz0.org.dod.internet. experimental 94.1.11.1.6.80.6.4.130.184.46.196.1
92.0.0.0.0.0.0.0.0.24 WaLLE: 2

— Dated Time: Info
Created: Source: Severity:
[10/01/01 11:32:43 [ShnP
ritten: 1D:
|1D£D1£D1 11:32:49 ID

Hop | [ ][]

Figure 6-22 Details Window
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Integrating With HP
OpenView NNM

This chapter describes how to install, configure, and operate the
Integration Packages with HP OpenView Network Node Manager
(NNM).

& OVEIVIEW ..o 7-2
& COMPONENES....cviviiiiiiiiii e 7-3
¢ Installing and Configuring for OpenView NNM............ccocc.c...e. 7-4
¢ Using the Integration Package for OpenView NNM.................. 7-11
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Overview

OpenView NNM

Integration
Package for
OpenView NNM

The Integration Package for OpenView NNM integrates EMC
ControlCenter functionality into the OpenView NNM framework to
provide a unified approach for enterprise system management.

This is an active integration. (Refer to Active Integration on page 2-4.)

HP OpenView products support IT service management with a set of
flexible and scalable tools. They can help you manage individual
hardware and software elements in a business-oriented perspective
of response times and overall system availability. HP OpenView
consists of many products that address different aspects of the
process.

Network Node Manager (NNM) is the foundation from which most
of the HP OpenView products operate. NNM functions as a solution
on its own or can collect data for, and forward data to, other HP
OpenView products.

The EMC ControlCenter Integration Package for OpenView NNM
enables you (the Enterprise manager) to:

& Manage valuable EMC storage components as part of the global
unified enterprise management suite.

+ Use OpenView NNM software look and feel in combination with
ControlCenter storage management functionality.
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Components

The Integration Package for OpenView NNM incorporates
ControlCenter events into OpenView NNM software where they can
be processed.

The Integration Package for OpenView NNM includes the following
components:

+ Application files (bin directory) including:
¢ Install and remove batch files
* Integration application (ecc3pi)
* Trap test application (ecc3pi_test)

¢ ControlCenter launch batch file (ecc_launch.bat)

Settings for launching the ControlCenter Console appear in
ecc_launch.bat. The ControlCenter Console is launched from a
default location. However if your Console is located in a directory
other than the default, refer to Configuring Console for Launch in
Appendix B, Configuration Settings, on page B-5.

+ Bitmaps for managed object icons in the OpenView Windows

& MIBs implemented by the Integration Gateway and used by the
Integration Package gateway.mib and fcmgmt .mib

+ Symbols working in conjunction with the bitmaps to define the
class of managed objects

+ Registration files used to register the Integration application,
traps, and fields with NNM
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Installing and Configuring for OpenView NNM

You must have Integration Packages installed on your system, as well
as OpenView NNM.

The installation of these products is not discussed in this manual. For
further information, see the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o Managing Your Network with HP OpenView Network Node Manager

Make sure OpenView NNM is running properly before beginning the
installation of the Integration Package for OpenView NNM.

Configuration Figure 7-1 illustrates the configuration of the Integration Package for
OpenView NNM.
e OpenView NNM V
E Integration
T ovw Application
l ' (ecc3pi)

o 1)
ControlCenter Integration
Console Gateway

EMC ControlCenter

d

C__

f. '

ecc3pi.ini

S \
Other
Processes

o Traps Application Files,
Registration Files,

e Active Polling/Status Check Symbols, Bitmaps,

e Launch MIB.s,l _Event
Definitions

il

Figure 7-1 OpenView NNM Integration

The Integration Package uses a configuration file called ecc3pi.ini
which is created in OpenView NNM'’s bin directory. This file contains
groupings for polling and SNMP attributes.

7-4 EMC ControlCenter 5.2 SP4 Integration Packages Product Guide



Installing the
Integration
Package for
OpenView NNM

Figure 7-2
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The Integration Package’s installation for OpenView NNM contains
an Install Wizard. Before you begin this installation, uninstall any
previous versions of the Integration Packages and make sure that
OpenView NNM is operating properly.

The default file location for the Integration Package for NNM is
C:\ecc\ecc3pi.

Installation Procedure

The Integration Packages is a client application installed from the
ECC Server. It contains the Integration Packages for all of the
supported third-party frameworks. For information on this
installation, refer to the EMC ControlCenter 5.2 Planning and
Installation Guide, Volumel.

The Integration Package software for OpenView NNM is located in
the Win32 directory.

Follow these steps to install the Integration Package for OpenView
NNM:

1. From the Win32 directory, double-click setup.exe.

The Install Shield starts and the Welcome screen appears
(Figure 7-2).

wWelcome x|

‘Wielcome to the Ecedpi Setup program.  This program
will inztall Ecc3pi on your computer.

It iz zronaly recammended that vou exit all Windaws programs
befarz running this Setup program.

Click Cancel to quit Setup and then cloze any programs vou
have runting. Click Mest to continue with the Setup progran.

WARMIMG: This program iz pratected by copyright law and
interrational treaties.

Unauharized reproduction or distribution of this program. or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent possible under aw.

Cancel

Welcome Screen
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2. Click Next in the Welcome screen.

The Select Components Window appears (Figure 7-3).

Select Components x|

Select the components you want to install, clear the components
wou do not want to install

LComponents

| | C& Unicenter Integration
w [ntegration

[ Tivoli Metview Integration Ok

— Description

Space Required: 2E7 K
Space Available; 10365 K
¢ Back Hest » Cancel

Figure 7-3  Select Components Window

3. Select the HP OpenView Integration checkbox, and then click
Next.

The Select Destination window appears (Figure 7-4).
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X

Setup will install Ecc3pi in the following folder.

Select Destination

Tainztall ta this folder, click Mest.

Toinztall to a different folder, click Brovwse and select another
folder.

You can choose not to install Ecc3pi by clicking Cancel ba exit
Setup.

C:hecohecc3pi Browse. . |

" Destination Folder

< Back Cancel |

Figure 7-4  Select Destination Window

4. Click Next in the Select Destination window to accept the default
destination location, or select a location from the Browse option,
and then click Next.

The Information window appears (Figure 7-5).

Information

@ The installation will now run several scripts and framewark utilities.

Figure 7-5 Information Window

5. Click OK.

A Windows NT command window appears (Figure 7-6 on
page 7-8), as well as the NNM Console Output Display window
(Figure 7-7 on page 7-8).
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. SMhitmapssemchsemcmo .32 . pm
. Shitmapssemcsemcsvr .32 pm
. ShitmapssemcssymnL .32 pm
. ShitmapssemchsymnM .32 . pm
. ShitmapssemchsymmMN .32 pm
. SMhitmapssemchsymmS (32 pm
13 File<s)> copied

C:seccheccdpisecc3pi_OUsbin>copy .“ecc3pi.cnt "G:“Program Files“HP OpenUiew“HM
M'"he 1p~Cx.

1 file(s> copied.
C:%eccheccIpivecc3pi_O0UNbin>copy .“ecc3pi.hlp "C:“Program Files“HP OpenUiew“HM
M he 1p~C~.

1 file{s> copied.
C:“ecchecclpisecc3pi_OUNbin*xnmloadmib —load ..smibs“fcocmgmt.mib -replace
C:wecceccdpisecc3pi_OUsbin>xnmevents —replace ..wregistrationsemctrapd.cfyg
C:weccheccipireccIpi_OUnbin>xnmevents —ewvent

C:%eccheccIpivecc3pi_O0UNbin>ouvw —fields

C:wecchweccipiveccIpi OUsbin>popd

Figure 7-6 Command Window

_,_,En;" NMM Console Output Display -0 ﬂ
Edit Yiew Help
10:15:39 ovy [(0xFAG) Administrator: CitProgram Files\HP DpenVieW\NNH\fields\C\p:J
10:15:39 ovry [(0xFAG) Administrator: CitvProgram Files'\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(O0xFAG) Administrator: CitvProgram Files\HF OpenvView\HMNM\f£ieldshC\t
10:15:39 owy (0xFAG) Administrator: CitvProgram Files\HF OpenViesHMNM\f£ieldshC\t
10:15:39 ovy [(0xFAG) Administrator: CitvProgram Files\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(0xFAG) Administrator: CitvProgram Files'\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(O0xFAG) Administrator: CitvProgram Files\HF OpenvView\HMNM\f£ieldshC\t
10:15:39 owy (0xFAG) Administrator: CitvProgram Files\HF OpenViesHMNM\f£ieldshC\t
10:15:39 ovy [(0xFAG) Administrator: CitvProgram Files\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(0xFAG) Administrator: CitvProgram Files'\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(O0xFAG) Administrator: CitvProgram Files\HF OpenvView\HMNM\f£ieldshC\t
10:15:39 owy (0xFAG) Administrator: CitvProgram Files\HF OpenViesHMNM\f£ieldshC\t
10:15:39 ovy [(0xFAG) Administrator: CitvProgram Files\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(0xFAG) Administrator: CitvProgram Files'\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(O0xFAG) Administrator: CitvProgram Files\HF OpenvView\HMNM\f£ieldshC\t
10:15:39 owy (0xFAG) Administrator: CitvProgram Files\HF OpenViesHMNM\f£ieldshC\t
l0:15:39 ovr [O0xFAS) Administrator: Werified emmeration walues "Unszet’” (0]
l0:15:39 ovr [OxF4g) Administrator: Werified emmeraticon walue "OW Network N
l0:15:39 ovr (OxFA4S) Administrator: Werified emmeraticon walue "0OW Node Manha
10:15:39 ovr [O0xFA4g) Administrator: Werified emmeraticon walue "0OW Network N
10:15:39 ovy [(0xFAG) Administrator: CitvProgram Files\HF Openview\HMNM\f£ieldshC\t
10:15:39 ovry [(0xFAG) Administrator: CitvProgram Files'\HF Openview\HMNM\f£ieldshC\t
l0:15:39 ovr (OxFA4S) Administrator: Werified emmeraticon walue "Allow Owerla—|
-
4 | »

Figure 7-7 NNM Console Output Display Window
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6. Close the Command window and the Console Output Display
window.

The Setup Complete window appears (Figure 7-8).

7. Click Finish. Your installation is complete.

Setup Complete

Setup has finished installing EMC ContralCenter Integration
Packages on pour computer.

Click Finizh to complete Setup.

<Back  |Finish T

Figure 7-8  Setup Complete Window

Uninstalling the To uninstall the Integration Package for OpenView NNV, follow
Integration these steps:
Package 1. Go to the directory where you installed the ecc3pi folder and

open the folder.
2. Double-click uninstall.bat.

A command prompt window appears displaying the deletion
process.

3. Go to Control Panel and double-click Add/Remove Programs.

The Add/Remove Programs properties window appears
(Figure 7-9 on page 7-10).

4. Select Ecc3pi and then click Add/Remove.
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Add/Remove Programs Properties K E
Install/Urinstal | Windows NT Setup |

@ To install a new program from a floppy disk or CO-ROM
—_

drive, click [nstall
Inastall ..

@ The following software can be automatically remowed by

YWindows. To remowe a programm or to modify its inztalled
compohents, select it from the list and click,
Add/Remove.

Compaq PowerCon Enhancements V100 ;I
Comnpaq "indows NT PowerCon W2 3081

EMC ContralCenter % Congale-Symmetris Manager J
Exceed for Windows NT
InstallDAn
Livellpdate
MaRS
Microzoft FrontPage Express j
Add/Bemove... |
0K, | Cancel | Sl |

Figure 7-9  Add/Remove Programs Properties
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Using the Integration Package for OpenView NNM

The Integration Package for OpenView NNM provides support for
ControlCenter managed objects. It enables you to view object status
and perform specific ControlCenter functions.

The sections that follow explain how you use the Integration Package

for OpenView NNM.
Starting the The Integration application for OpenView NNM runs as an
Integration OpenView application that starts automatically when you start
Application NNM.

Starting OpenView NNM on Windows
To start NNM on Windows:

+ Select Start, Programs, HP OpenView, Network Node Manager.

Starting OpenView NNM on UNIX
To start NNM on UNIX:

+ Enter the following commands:

cd /opt/0OV/bin
. /ovw&

The Integration Package supports both Window and UNIX maps, however,
the remainder of this section provides Windows map samples.

EMC View The EMC View is the top-level view and starting point from which
you monitor the status of ControlCenter managed objects. It is a
graphical representation of objects and status information retrieved
by the Integration application from the Integration Gateway. The
Integration application maintains the status of the objects by
processing traps received from the Integration Gateway and by
polling periodically.

Figure 7-10 on page 7-12 shows a sample root map with an EMC
View icon. Figure 7-11 on page 7-12 shows the EMC View submap
that contains an icon for the server and each managed object.
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(=] ]

Map Edit Wiew Petformance Configuration Faulk Tools  Options
window  Help

R

@

Internet]

default [Read-Write] | [Auko-Layout] [Connection Labels G 2

Figure 7-10 Root Topology Window

'EMC View N ] |
Map Edit Yiew Performance Configuration Fault Toaols Options  Window  Help

£ 5
Ll @l (8] = &

7

=; QR il

ECC Server All Ohjects

default [Read-\rite] | [Auto-Lavout] [Connection Labels OFF] A

Figure 7-11 EMC View Window
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Icon Status Indicators  ControlCenter managed object icons use a color scheme to indicate
the status of an object. The EMC View icon is an aggregated status
representing the highest severity status of the components that are
included in the EMC View.

The EMC icons are explained in Table 7-1.

Table 7-1 EMC View Icon Status Indicators

Icon Color Status

Green Normal-The status of the object is Normal.

Blue Unknown-The status of the object is Unknown.

Yellow Warning-The status of the object is Warning.

Red Critical-The status of the object is Critical.

001G

Note: The actual status indicators displayed in the framework for the EMC
View and any group (folder) icons are dependent on the internal status
propagation rules used by the framework. Depending on the framework, this
means that the EMC View or any group icon may be set to the highest
severity of its contained objects or calculated based on the severity of all
contained objects. Consult your framework documentation for specific status
propagation rules.

Expanding the EMC View

To expand the EMC View, double-click the EMC View icon to display
all objects being managed by ControlCenter, including the server and
storage devices (Figure 7-11 on page 7-12).

Expanding Groups

Double-click on any group object (shown as a folder icon), to view the
objects contained within the group. For example, if you click on the
Storage icon in Figure 7-11, a screen appears displaying the objects
contained in the storage group (Figure 7-12 on page 7-14).
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i [

Map Edit Wiew Performance Configuration Fault Tools  Options  Window Help

4

| | |28

= £

000182402626

__

(000784500063] (000183500650]

000162402727] [000152400334

default [Read-Write] | [Auto-Layout] [Connection Labels OFF] v

Figure 7-12 Storage Group Objects

Getting Information  If you right-click any object icon in the group window (for example,
About EMC Objects  any icon in Figure 7-12), a pop-up menu appears (Figure 7-13).

Symbol: EMC Wi

] Cpen
Change Svmbol Type. ..

EML  Symbal Properties. ..
Delete
Hide

Figure 7-13 Object Pop-up Menu

From this menu select object properties. A window appears with
information about the selected managed object.

Discovering an Automatic Discovery

Integration
Gateway

Discovery of the Integration Gateway is automatically performed by
the Integration application. The Integration Gateway sends a
coldstart trap to OpenView NNM. The Integration application
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processes the trap and adds an EMC View icon to the Root map,

Figure 7-10 on page 7-12, and then performs a discovery of all
managed objects.

Manual Discovery

You can manually discover an Integration Gateway by adding an
EMC View object to the Root map (Figure 7-10 on page 7-12).

Follow these steps to add Integration Gateway:
1. From the Edit menu in the Root topology map, select Add Object.
The Add Object Palette appears (Figure 7-14).

Add Object Palette _ x|

Swmbal Classes:

ERC_PanagedObject|

Transceiver

Symbol Subclazzes for Clag: EMC_ManagedObject:

ERC Gatewa

IDrag a Subclass Symbal to the desired Submap.

Cloze I Help

Figure 7-14 Add Object Palette

2. Select EMC_ManagedObject in the Symbol Classes panel.
3. Drag the EMC Gateway icon to the Root topology map.
The Add Object window appears (Figure 7-15 on page 7-16).
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Symbol Type:

|EMI:_Gatewa_l,l

Label:
[EMLC Vigw

Display Label @ Yes 1 Mo

— Behavior:
{* Explode " Execute
For explodable symbols, you can create a child submap

by double-clicking on the symbol after wou OF. thiz box.
An application may create the child submap for pou.

Obiject Attributes:
C.apabilitie:s Set Object Abtributes. .. |

iGeneral Atnbutes

Selection Mame:

IEME YWigw Set Selection Mame. .. |

Comments:

0k, I Cancel Help

Figure 7-15 Add Object Window

4. In the Label field, enter the label name.
5. Select General Attributes, and then click Set Object Attributes.
Figure 7-16 appears.

7-16 EMC ControlCenter 5.2 SP4 Integration Packages Product Guide



Integrating With HP OpenView NNM

Add Object - Set Atk x|

General Athributes

Mame I Yalue I -
Mg_Coneoles

isRDMISupported Falze

i#SMMPSupported Falze

is5 M PProxied —

isHTTPSupported Set Attribute Yalue x|
isHTTPM anaged

SMMPAgent emc_gwaddr

*Management JRL
isService

wendar
emc_gwaddr ] I Cancel
isFik O

*emc_cuid
sRMONZ False o
enc_launch

isD51 False

emc_zserial

isD53 False

emc_product ;I

FY Y WY P [y

Meszages:

W alues for these attiibutes are not verified. [f you want to save a modified
value, prezz OF; othenwise prezz Cancel. Changes take effect when you OK
the Object Properties.

Qg | Werifi Cancel Help

Figure 7-16 Set Attributes Window

6. In the emc_gwaddr field, enter the IP address of the current
Integration Gateway.

7. Inthe emc_gwport field, enter the port number the Integration
Gateway uses. The default is 1273.

8. In the emc_launch field, enter Ecc console (this is the
application you want to launch).

9. In the emc_cuid field, enter the IP address of the current
Integration Gateway.

10. In the emc_product field, enter EMC_Gateway.
11. Click OK.
An EMC View icon appears with the specified label.
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12. When the icon appears, click the icon, and then select Tools,
EMC, Refresh (Figure 7-17).

If you do not perform the manual refresh, the Integration application
automatically refreshes on the next polling cycle.

Tools

Report Presenter

Terminal Conmeck: Telnet
Unused IP Addresses

HF Openview Launcher
Daka Warehouse »
Mode Yiew

IR Yiew

SHME MIE Bravser

OMI Broviser

cofedh
Launch

Figure 7-17 EMC Tools Menu

Integration
Application
Functions

Launch

The Integration application discovers all ControlCenter managed
objects and adds them to the topology. All discovered objects,
including the server, appear in the EMC View submap.

The Integration application provides launch and refresh functions
described in the following sections.

With the Integration Package for OpenView NNM, you can launch
the ControlCenter Console and track the status of ControlCenter
managed objects.

To launch the ControlCenter Console, follow these steps:
1. Right-click an EMC icon.
2. Select Launch from the EMC Tools menu (Figure 7-17).

The EMC Tools menu is context-sensitive. It is disabled until you select an
EMC icon.
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Refresh

Tracking Managed
Object Status

Figure 7-18 Alarm Categories Window

Integrating With HP OpenView NNM

Refreshing the EMC View lets you discover the Integration Gateway
and all managed objects, add new objects to the topology, and set
status of all objects.

The status of any objects in the topology that are no longer managed by
ControlCenter will be deleted from the Integration Gateway MIB and
updated to Unknown.

Refreshing a single object such as a Symmetrix system, updates its
status.

To refresh the ControlCenter Console, follow these steps:
1. Right-click on an EMC icon.
2. Select Refresh from the EMC Tools menu (Figure 7-17).

The EMC Tools menu is context-sensitive. It is disabled until you select an
EMC icon.

To view EMC-related events, follow these steps:

1. Click EMC Alarms in the Alarm Categories window
(Figure 7-18).

-l

Error Alarms

Threshold Alarms

[ Status Alarms
Configuration Alarms
Application Alert Alarms
(2] EMC Alarms

All Alarms

The EMC Alarms Browser opens (Figure 7-19).
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A& EMC Alarms Browser -8 x|
File Actions View Help

Ack Cor ZSeverity Date/Time Source Hezzage

[ Normal Fri Oct 0L 1E5:12:12 losanZ30.lss.emc.com EMC Gateway started om losanf30.lss.emc.com ;I
l_ Minor Fri Oct 05 15:54:1% losanz30.lss._emc.com  EMC Status trap: experimental . fomgut . connSet . connlnit
l_ Minor Fri Oct 05 15:54:1Z losanZ30.lss_emc.com EMC Status trap: experimental.fcmg‘mt,.connSet,.conn‘Unit,J
l_ Minor Fri OQct 05 15:38:42 losanzZ30.lss.emc.com  EMC Status trap: experimental. fomgut. connlet . connlnit
,_ Minor Fri Oct 05 16:38:42 losanZ30.lss.emc.com  EMC Status trap: experimental. fomgut . connSet . connlUnit
l_ Minor Fri Oct 05 17:0Z:14 losanZ30.lss.emc.com EMC Status trap: experimental. fomogmt . connSet . connlnit
l_ Minor Fri Oct 05 17:0Z:14 losanz30.lss._emc.com  EMC Status trap: experimental . fomgmt . connSet . connlnit
l_ Minor Fri Oct 05 17:43:14 losanz30.lss_emc.com EMC Status trap: experimental . fomogmt . connSet . connlnit
l_ Minor Fri OQct 05 17:432:15 losanzZ30.lss.emc.com  EMC Status trap: experimental. fomgut. connlet. connlnit
,_ Minor Fri Oct 05 128:09:15 losanZ30.lss.emc.com EMC Status trap: experimental. fomgmt. comnfet connUnit =
4| | 3|

51 Alarms - Critical:0 Major:0 Minor:48 Warning:0 Mormal:3 v

Figure 7-19 EMC Alarms Browser

2. To view the details of an alarm, select it, and then select Actions,
Alarm Details.

The Alarm Details window appears (Figure 7-20).

Alarm Details: emcGW_status x|
Event Mame IemcGW_status
Severity IMinUr
Sources JALL SOURCES
Event ldentifier I.iso.org.dod.intemet.private.enterprises 113

Event [dentifier [Numeric) |.1 3E1.411133.301

Generic Trap Mame IEnlerprise Specific [E]

Specific Trap Mumber |1

Enterprize [D I.iso.org.dod.intemet.private.enterprises 113
Enterprize |0 [Murneric) I 1.36.1.411139.3

Event Instance [IUID] IbfaSbcaS-bSca-71 d5-10a1-ac1792d10000

Ewent description:

Trap sent by EMC Gateway when object status changes. d

Figure 7-20 Alarm Details Window
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Integrating With IBM
Tivoli NetView

This chapter describes how to install, configure, and operate the
Integration Packages with IBM Tivoli NetView.

& OVEIVIEW ..o 8-2
& COMPONENES....cviviiiiiiiiii e 8-3
¢ Installing and Configuring for NetView ........ccccccooriiinennns 8-4
¢ Using the Integration Package for NetView ..........ccccccooeiii 8-10
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Overview

Tivoli NetView

Integration
Package for Tivoli
NetView

The Integration Package for IBM Tivoli NetView integrates EMC
ControlCenter functionality into the NetView framework to provide
a unified approach for enterprise system management.

This is an active integration. (Refer to Active Integration on page 2-4.)

Tivoli NetView provides a comprehensive set of features that help
you manage your heterogeneous enterprise network. These features
include configuration, fault, and performance management along
with dynamic device discovery. Tivoli NetView is an open
management framework that can integrate both SNMP and IP
applications.

The Integration Package for Tivoli NetView enables you (the
Enterprise manager) to:

& Manage valuable EMC storage components as part of the global
unified enterprise management suite.

+ Use NetView software look and feel in combination with
ControlCenter storage management functionality.
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The Integration Package for NetView incorporate ControlCenter
events into NetView software where they can be processed.

The Integration Package for NetView include the following
components:

¢ Application files (bin directory) including:

Install and remove batch files
Integration application (ecc3pi)
Trap test application (ecc3pi_test)

ControlCenter launch batch file (ecc_launch.bat)

Settings for launching the ControlCenter Console appear in
ecc_launch.bat. The ControlCenter Console is launched from a
default location. However if your Console is located in a directory
other than the default, refer to Configuring Console for Launch in
Appendix B, Configuration Settings, on page B-5.

Bitmaps for managed object icons in the OpenView Windows

& MIBs implemented by the Integration Gateway and used by the
Integration Packages gateway.mib and fcmgmt .mib

¢ Symbols working in conjunction with the bitmaps to define the
class of managed objects

+ Registration files used to register the Integration application,
traps, and fields with NetView

Components

Integrating With IBM Tivoli NetView
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Installing and Configuring for NetView

You must have Integration Package installed on your system, as well
as NetView.

The installation of these products is not discussed in this manual. For
further information, refer to the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o Tivoli NetView Installation and Configuration Guide

Make sure NetView is running properly before beginning the
installation of the Integration Packages.

Configuration Figure 8-1 illustrates the configuration of the Integration Package for
NetView.
(3 E Tivoli NetView
E Integration
T NetView Application
l ' (ecc3pi)

ControlCenter
Console

EMC ControlCenter

d

C__

=

v
Integration o /
Gateway
atabases

ecc3pi.ini

N
Other
Processes

o Traps Application Files,
Registration Fles,

e Active Polling/Status Check Symbols, Bitmaps,

e Launch MIB.s,l event
Definitions

il

Figure 8-1 NetView Integration

Integration Packages uses a configuration file called ecc3pi.ini,
which is created in NetView’s bin directory. This file contains
groupings for polling and SNMP attributes.
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Figure 8-2
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The Integration Package’s installation for NetView contains an Install
Wizard. Before you begin this installation, uninstall any previous
versions of the Integration Packages, and make sure that NetView is
operating properly.

The default file location for the Integration Packages is
C:\ecc\ecc3pi.

Installation Procedure

The Integration Packages is a client application installed from the
ECC Server. It contains the Integration Packages for all of the
supported third-party frameworks. For information on this
installation, see EMC ControlCenter 5.2 Planning and Installation Guide,
Volume 1.

The Integration Package software for NetView is located in the Win32
directory.

Follow these steps to install the Integration Package for NetView:

1. From the Win32 directory, double-click setup.exe.

The Install Shield starts and the Welcome screen appears
(Figure 8-2).

Welcome

‘welcome ta the Eccedpi Setup program.  This program
will install E co3pi on your computer.

It iz zzrongly recommended that pou exit all Windows programs
befarz running this Setup programm.

Click Cancel to quit Setup andthen close any programs vou
have wnning. Click Mest to continue with the S etup program.

WARMIMG: This progran iz protected by copuright law and
inkerrational treaties.

Unarharized reproduction or distribution of thiz pragram, or any
portion of it, may result in severe civil and criminal penalties. and
will be prozecuted to the maximuam extent possible under aw.

Cancel

Welcome Screen

2. Click Next in the Welcome screen.
The Select Components window appears (Figure 8-3 on page 8-6).
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Select the components you want to install, clear the components
wou do not want to install

Components
] CA& Unicenter Integration oK

| 1 HP Opentfiew Integration oK
Tivol ; Integration “

— Description

I = = |
Space Reguired: 27K
Space Available: 810365 K

< Back I Mexst > I Cancel

Figure 8-3  Select Components Window

3. Select the Tivoli NetView Integration checkbox, and then click
Next.

The Select Destination window appears (Figure 8-4).

Select Destination X

Setup will install Ecc3piin the following folder.
Ta ingtall to this folder, click Mext.

To ingtall to a different folder, click Browse and select another
folder.

t'ou can choose not toinstall Eccapn by clicking Cancel to exit
Setup.

" Destination Folder

C:\ecchecc3pi Browse... |

< Back

Cancel |

Figure 8-4  Select Destination Window
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4. Click Next in the Select Destination window to accept the default
destination location, or select a location from the Browse option,
and then click Next.

The Information window appears (Figure 8-5).

Information E2

@ The inztallation will now run several scripts and framework utifities.

Figure 8-5 Information Window

5. Click OK.
A Windows NT Command window appears (Figure 8-6).

e CAWINNTAS ystem32\CMD . exe

. ShitmapsseymmL .32 _p
. ShitmapsssymmM .32 m
. ShitmapsssymmM.32.0p
. ShitmapsseymmN.32 .m
. ShitmapsssymmN.32 (p
. ShitmapsssymmS . 32.m
. ShitmapsseymmS (32 . p
26 File{s> copied

C:xecchecc3pinEccdpi NUxbinZcopy _“eccipi.cnt "Cosugrsou ™ he 1psCh
file<s> copied.

C:xecchecc3pinEce3dpi NUsbin>copy .“ecc3pi.hlp "Cosugrsou ™ he 1psCh
file<s> copied.

C:xecchecc3pinEccdpi NUxbhinZattwrib -R "C:wusrsou'helpsCunetview._cnt

C:isecchneccdpisEccdpi NUSbin>findstr “eccdpi" "C:isusrsov'helphnCunetview.cnt
:Include ecc3pi.cnt

C:secchneccdpisEccdpi NUbin>if errorlevel 1 echo :Include ecc3pi.cnt 12>"Ciuswy
wou'help~Cunetview_cnt

C=neccneccdpisEcc3pi MWUsbin>loadmibh —load ..smibhs“femgmt.mibh —-replace

Figure 8-6 Command Window

6. Close the Command window.
The Setup Complete window appears (Figure 8-7 on page 8-8).

7. Click Finish. Your installation is complete.
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Setup Complete

Setup has finizhed instaling EMC ContralCenter Integration
Packages on your computer,

Click. Finish to complete Setup.

< Back

Figure 8-7 Setup Complete Window

Uninstalling the To uninstall the Integration Package for NetView, follow these steps:
Integration 1.

Go to the directory where you installed the ecc3pi folder and
Package

open the folder.
2. Double-click uninstall.bat.

A command prompt window appears, displaying the deletion
process.

3. Go to Control Panel and double-click Add/Remove Programs.

The Add/Remove Programs Properties window appears
(Figure 8-8).

4. Highlight Ecc3pi and click Add/Remove.
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Add/Aemove Programs Properties HE
Install/Uriristal | Windows NT Setup |

@ To inztall a new program from a floppy disk or CO-ROM
_—

drivee, click Install
Inztall...

@ The fallawing software can be automatically remaved by

WWindows, Tao remove a program or to modify itz installed
components, select it from the list and click
Add/Remove.

Compag PowerCon Enhancements V1,00 ;I
Comnpaq "indows NT PowerCon 2 3081

EMC ContralCenter % Congale-Symmetris b anager J
Exceed for Windows NT
InstallDAD

Livellpdate

MaRS

Microzoft FrontPage Express LI

Add/Bemove... |

0K | Cancel | el |

Figure 8-8 Add/Remove Programs Properties
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Using the Integration Package for NetView

Starting the
Integration
Application

EMC View

The Integration Package for NetView provides support for
ControlCenter managed objects. It enables you to view object status
and perform specific ControlCenter functions.

The sections that follow explain how to use the Integration Package
with NetView.

The Integration application for NetView runs as a NetView
application that starts automatically when you start NetView.

Starting NetView on Windows
To start NetView:

+ Select Start, Programs, NetView Console.

The EMC View is the top-level view and starting point from which
you monitor the status of ControlCenter managed objects. It is a
graphical representation of objects and status information retrieved
by the Integration application from the Integration Gateway. The
Integration application maintains the status of the objects by
processing traps received from the Integration Gateway and by
polling periodically.

Figure 8-9 shows a sample root window with an EMC View, and a
sample EMC view topology window.
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*  Tivoli Net¥iew - default _ (O] x|

File Edt Object Submap Yiew Monitor Test Toolz Option: Window Help
0|z & [iFnd - &lél o] 2l=8e] &l@l [ 2] b
" Root = O] x|
" EMC View =13 F!!EE'.
[y
EMLC Yigw IP Internet SmartSets
= @& &
Al Dbjects Connectivity SMErrane [ [Ol=]
-P]J -
=
< b o
ECC Server Hosts e & ‘
m CE) 000182400334 0001 82402626 0001 g2402727
ERC - —
L=
0001 83500650 0001 84500063
EMC- Storag- CE:}
Storag-
EMC Wiew -> EMC View [Modes: 163 & [12:49 Pt i

Figure 8-9 EMC View Window

Icon Status Indicators  ControlCenter managed object icons use a color scheme to indicate
the status of an object. The EMC View icon is an aggregated status
representing the highest severity status of the components that are
included in the EMC View.

The EMC icons are explained in Table 8-1 on page 8-12.
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Table 8-1 EMC View Icon Status Indicators

Status

Normal —The status of the object is Normal.

Unknown — The status of the object is Unknown.

Warning — The status of the object is Warning.

lcon Color
Green
Blue
Yellow
Red

Critical —The status of the object is Critical.

NOTE: The actual status indicators displayed in the framework for the EMC
View and any group (folder) icons are dependent on the internal status
propagation rules used by the framework. Depending on the framework, this
means that the EMC View or any group icon may be set to the highest
severity of its contained objects or calculated based on the severity of all
contained objects. Consult your framework documentation for specific status

propagation rules.

Expanding the EMC View

To expand the EMC View, double-click the EMC View icon to display
all objects being managed by ControlCenter including the server and

storage devices.
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If you right-click any EMC icon, a pop-up menu appears
(Figure 8-10).

Getting Information
About EMC Objects

Unmanage
Acknowledge

Cut
LCopy
Delete Syrnbal...

Open in Mew Window
Euplore

I EraaementEage
Obiect Properties...

Showit -

Figure 8-10 Object Pop-up Menu

From this menu select Object Properties. A window appears with
information about the selected managed object.

Discovering an
Integration
Gateway

Automatic Discovery

Discovery of an Integration Gateway is automatically performed by
the Integration application. The Integration Gateway sends a
coldstart trap to NetView. The Integration application processes the
trap and adds an EMC View icon to the Root window, and then
performs a discovery of all managed objects.

Manual Discovery
You can manually discover an Integration Gateway by adding an
EMC View object to the Root map, Figure 8-9 on page 8-11.

Follow these steps to add an Integration Gateway:
1. From a Tivoli NetView top-level window, select Object, New.

The Object Wizard — Step 1 of 2 window appears (Figure 8-11 on
page 8-14).
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Dbject Wizard - Step 1 of 2 K E

— Create an Object

Type I EMC_tanagedObject j

Dirag into the submap to place manually
|¢ ® o
TN EMC_Generic [EMC_Server|

¢|¢¢

[Symmetrixl af Symmetrixtded] S_l,lmmetli:-:NarrowLI

Y

ok | seew | cmae |

LCancel | Help |

Figure 8-11 Object Wizard

2. In the Type list box, select EMC Managed Object.

3. Select EMC_Gateway, and then click Next. The Object Wizard
selection window appears (Figure 8-12).

B Object Wizard - Step 2 of 2

General | Symbol | Capabiliies | Other |

™ SHMP Supparted
" SHMP Prosied
Camment

Object Mame j

V¥ Display IDbiect I arne j I

Wendor IUnset j Home Page |
SNMP &gent IUnset j

Other General Properties... |

HE

ok | Reset | <Eack| et I Lancel |

Help |

Figure 8-12 Object Wizard Selection Window
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4. In the Object Name field, enter the name of the object, and then
select Other General Properties.

The Object Wizard properties window appears (Figure 8-13).

[ Object Wizard - Step 2 of 2 EH E

General | Symboal | Capabiliies ~Other |

I Other General Attibutes j eifiy |

emc_gwaddr

emc_cuid

emc_launch

emc_zerial

emc_product

ermnc_gwpork
[ hasBadOID

™ haslnconsistentSubnetid ask

routerSyzMame [ ;I
Messages:

L L

ok | Feset I <Eack| [HEwt I LCancel Help

Figure 8-13 Object Wizard Properties Window

5. Select Other General Attributes in the list box at the top of the
window.

6. In the emc_gwaddr field, enter the IP address of the current
Integration Gateway.

7. Inthe emc_cuid field, enter the IP address of the current
Integration Gateway.

8. In the emc_product field, enter EMC_Gateway.
9. In the emc_gwport field, enter 1273.
10. Click OK.
An EMC View icon appears with the specified label.

11. When the icon appears, click the icon, and then select Tools,
EMC, Refresh (Figure 8-14 on page 8-16).
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Figure 8-14

Integration
Application
Functions
Launch
Refresh

Tools

MIB
Swztem 3
“Wweb Broweser 3

Wwired for Mamt - »
Dl 3
WEEM 3

Telfet

[

Summary Beport
Other...

B
Launch

Tools Menu

If you do not perform the manual refresh, the Integration application
automatically refreshes on the next polling cycle.

The Integration application discovers all ControlCenter managed
objects and adds them to the topology. All discovered objects,
including the server, appear in the EMC View submap.

The Integration application provides launch and refresh functions
described in the following sections.

With the Integration Package for NetView, you can launch the
ControlCenter Console and track the status of ControlCenter
managed objects.

To launch the ControlCenter Console, follow these steps:
1. Click an EMC icon.
2. Select Tools, EMC, Launch (Figure 8-14).

The EMC Tools menu is context-sensitive. It is disabled until you select
an EMC icon.

Refreshing the EMC View on the Tools menu lets you discover the
Integration Gateway, and all managed objects, add new objects to the
topology, and set status of all objects.

m EMC ControlCenter 5.2 SP4 Integration Packages Product Guide



Tracking Managed
Object Status

Figure 8-15 Event Monitor Menu
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The status of any objects in the topology that are no longer managed by
ControlCenter will be deleted from the Integration Gateway MIB, and
updated to Unknown.

Refreshing a single object, such as a Symmetrix system, updates its
status.

To refresh the ControlCenter Console, follow these steps:
1. Click an EMC icon.
2. Select Tools, EMC, Launch (Figure 8-14).

The EMC Tools menu is context-sensitive. It is disabled until you select an
EMC icon.

To view EMC-related events, follow these steps.

1. From the NetView main menu, select Monitor, Events, All
(Figure 8-15).

Graph k| Selected

Network 5 Becn.ant Critic:al
Service

Swystem -

LAM Manager » M1 Event Yiewer

Other 3 I

The Event Browser opens (Figure 8-16 on page 8-18).
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8-18

[ Event Browser [ (O] x|

File  Filter “iew Ewent Toolz Options Help

H| [= &5 £|o| & vl 2] [emctams =l '
Time Severity Mode Description -
09/13/01 11:22:11 &M Wwharning lozaelB3 lss. eme. com EMLC Delete trap: connlnitid.1.1.1.1.1.1.1.1.1.1.1.1.1.1.1.
09/13/01 11:22:11 &M Minor lozaelB3 lss. eme. com EMC Event trap: connUnitEventld.1.1.1.1.1.1.1.1.1.1.1.1.1.
09/13/01 02:06:48 P inor lozav] B3 lss.eme. com EMC Gateway started on losav163.lzs.emc.com
09/13/01 02:06:48 P Wwiarming losav1 B3 lss.eme. com EMLC Status trap: connlnitStatus.1.1.1.1.1.1.1.1.1.1.1.1.1.
0913401 02:06:48 P Warning logaw163.lsz.eme. com EMLC Delete trap: connUnitld.1.1.1.1.1.1.1.1.1.1.1.1.1.1.1.
09/13/01 02:06:48 P Minor lozaw 163 lez.eme. com EMC Event trap: connUnitEventld1.1.1.1.1.1.1.1.1.1.1.1.1.
09/14/01 10:50:56 A Miror logael63 |z eme. com EMC Gateway started on lozaelB3 |z emc.com
09/14/01 10:50:56 A Warning logaelB63.lsz. eme. com EMLC Status trap: connUnitStatuz.1.1.1.1.1.1.1.1.1.1.1.1.1. _I
0914401 10:50:56 A Wwarning logae063.lsz. eme. com EMLC Delete trap: connUnitld.1.1.1.1.1.1.1.1.1.1.1.1.1.1.1.
091401 10:50:56 Ak Minar lozae063 lss.eme. com 111

A

Feady

Figure 8-16 Event Browser

Ewent Histary v

2. To view only EMC-related events, select EMC_Alarms from the

listbox.

3. To view the details of an event, highlight the event, and then
select Event, Details from the Browser menu.

The Event Details window appears (Figure 8-17).
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Event Details x|
Set Ovwrer... | Acknowledge. .. |
— Details
Trap Mame: emcGiw_status Severby: %W arming
Source: Wendor Category: Application Alert
Enterprige:  emciEateway Trap: 1
Tirne: 091401 10:80:56  Owner:
P ode: lozae0B63 lxz. eme.com
Description
EMLC Status trap. 806413327 4800000000005 ;I
connUmitState 80.6.4.133.27 48.0.00.0.0.0.00.00 2
Mite
=l
K1 _>I_I
ak Cancel Help |

Figure 8-17 Event Details Window

You can then manage the event from this window.
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Integrating with

Microsoft Operations
Manager

This chapter describes how to install, configure, and operate
Integration Packages with Microsoft Operations Manager (MOM).

& OVEIVIEW ..o 9-2
& COMPONENES....cviviiiiiiiiii e 9-3
¢ Installing and Configuring for MOM ...........cccooeviiiiiiiiicns 9-5
¢ Using the Integration Package for MOM ............ccoooiiiiiiniciinnn, 9-8
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Overview

Microsoft
Operations
Manager

Integration
Package for
Microsoft
Operations
Manager

The Integration Package for Microsoft Operations Manager (MOM)
integrates EMC ControlCenter-generated events into MOM software
to provide a unified approach for enterprise system management.

This is a passive integration. (Refer to Passive Integration on
page 2-11.)

MOM is a comprehensive server-monitoring solution that provides a
consolidated view of enterprise-wide events and status information.
It collects events or messages from many different data sources and
presents a single view of the current state of managed systems.

The EMC ControlCenter Integration Package for MOM enables you
(the Enterprise manager) to:

& Manage valuable EMC storage components as part of the global
unified enterprise management suite.

¢ Use MOM software look and feel in combination with
ControlCenter functionality.
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Distributed Files

MOM Components

The Integration Package for MOM incorporates ControlCenter events
into the MOM Console. ControlCenter contains an Integration
Gateway that creates SNMP traps in response to events and alerts
generated by ControlCenter. The Integration Gateway can also be
configured to write events to the Windows Event Log.

Integration Package provides two files for the MOM integration:

¢ ecc3pi_mom.akm — This file contains the following:

¢ EMC ControlCenter Management Pack for MOM.
You need to import this file through the MOM Administrators
Console.

o README.txt — This file contains instructions to configure your
system for the ControlCenter integration.

The integration creates the following components within MOM:

+ Public Views — EMC Alarms
¢ Computer Groups — EMC View
+ Processing Rule Groups — EMC Rules

The rule group, EMC Rules, contains four event entries, one for each
possible event (trap) written to the event log by the Integration
Gateway. This rule group is associated with the EMC View Computer
group, Figure 9-1 on page 9-4.

Components

Integrating with Microsoft Operations Manager
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MOM Administrator Console

J Console  Window  Help |J O = |

1:Console Root'Microsoft Operations Manager {Default), Rules',Processing Rule Groups',EMC Rules {enabled).Event Processing Ru... [EI[=] I

J Action  Miew  Favorites |J [ | % " | 7 [ | B |J R

Tree I Favorites I Mare | Enabled | Type | Provider Mame | Provider Tvpe | SOUrce | jin] | E
Components :I EMEGW _event Yes Event  Application Windows NT E...  EMC Alarms 4
(27 Agents emcGW_status Yes Event  Application Windows NTE...  EMC Alarms 1
21 Consolidators emcEW_delete es Event  Application Windows NTE,.. EMC Alarms 3
[ Agent Managers emcEW_stark es Event Application windows MT E...  EMC Alarms i}

B[ Advanced
=] Rules

[:l Computer Groups

[:l Processing Rule Groups

21 Defaulk Event Collection
2 EMC Rules {enabled)

Alert Processing Rule:
"] Performance Processi

-7 Migrnsnft Distribnbed Tran

4] i » .| |

|D0ne |

al=

Figure 9-1  Public View/EMC Rules
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Configuring for

MOM

Figure 9-2
Configuring the
Integration
Gateway

Integrating with Microsoft Operations Manager

You must have EMC ControlCenter Integration Packages installed on
your system as well as MOM. The ControlCenter Integration
Gateway (along with a MOM agent) can be installed on a Windows
host, or it can be installed on the MOM Administrators Console host.

The installation of these products is not discussed in this manual. For
further information, see the following guides:

o EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
& Microsoft Operations Manager 2000 Installation Guide

Figure 9-2 illustrates the configuration of the Integration Packages for
MOM. The ControlCenter Management Pack for MOM contains the
rules that are used to recognize ControlCenter events. These rules are
processed by either the MOM consolidator or a MOM agent,
depending on where you install the Integration Gateway.

Integration
Gateway Agent MO

<

Windows
Event Log

EMC ControlCenter ecc3pi_mom.akm

MOM Integration Configuration

You must configure the ControlCenter Integration Gateway to write
events to the Windows Event Log. This is done by editing the
Gateway INTI file. Follow these steps:

+ Add the following entry:
[EccGatewayConfig]
NT_EventLog Key = EMC_Alarms
+ Restart the Gateway:.

This adds the following registry key entry on the host, which MOM
looks for to determine if the host is running the Gateway:

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eve
ntLog\Application\EMC_Alarms

Installing and Configuring for MOM m
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Integration
Package for MOM

Installation Procedure

Integrating with Microsoft Operations Manager

The Integration Package for MOM is in the form of a MOM
Management Pack. Before you begin this installation, uninstall any
previous versions of the MOM Integration Package, and then make
sure that MOM is operating properly.

The Integration Packages is a client application installed from the
ECC Server. It contains the individual Integration Packages for all of
the supported third-party frameworks. For information on this
installation refer to the EMC ControlCenter 5.2 Planning and Installation
Guide, Volume 1.

The Integration Package for MOM software is located in the MOM
directory.

Follow these steps to install the Integration Package for MOM:
1. Start the MOM Administrator Console.

2. Right-click on Rules, Processing Rule Groups, and then select
Import Management Pack (Figure 9-3). The Import Management
dialog box appears.

£ Console RootMicrosoft O

J Ackion  Wiew  Fawarites |

perations Manager (Default) Rules'Processing Rule Groups

[& = Bmly =X @62l

Tree I Favarites |

E  Top Level i

L1 Console Roat

= Morikor
Rules
[:I Computer Groups

(L] Default Evert
(L Microsaft Dist
([ Microsoft Don
[ Microsaft Mes
(23 Microsoft Ope
(L Microsoft Sys
(L Microsaft Trar
[ Microsoft win
[ Microsaft Win
(23 Microsoft Win
F-[Z3 Microsoft Win

E.% Microsoft Operations Manager (Default)

Default Event Collection for Microsoft Windows NT and 2
Mirrnspft Distributed Transaction Coordinator (MSDTC)

Open ft Domain Name Service (DNS)

ft Message Queue (M5SMOQ)

ft Operations Manager

pft Systems Management Server (SMS)

pft Transaction Server {MTS)

pft Windows 2000 Active Directory

Import Management Pack. ..

Find Processing Rules. ..

Create Processing Rule Group. ..

e » pft Windows 2000 Operating System

Al Tasks » pft Windows NT 4.0 Base Functions
pft Windows Terminal Server

Wiew 3

2000-2001 Microsoft Corporation; all ﬁlill
r

Iews Window From Here

Mew Taskpad Wiew. ..

1] I
Refresh
| | | 7
| e N
Figure 9-3 MOM Administrator Console with Import Screen
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3. Ensure that the option "Replace existing rule groups with those of
imported Management Pack." is checked.

4. Select ecc3pi_mom.akm, and then click Import. Refer to

Figure 9-4.
Import Management Pack E

— Management Pack

IE:\ecc\MDM\eccSpi_mom. akm

— Dptiohz

¢~ Merge, and retain changes that my company has made to rules.

" Merge, and always use the rules defined in the Management Pack.
Frezerve my compary's knowledge baze comments.

{* Replace existing rule groups with thoze of the imported
Management Fack.

Description:

=
L
|

Help | Irnpart Cancel

Figure 9-4 Import Management Pack

5. Rescan either all hosts, or only the specific host where you
installed the Integration Gateway.

6. Restart MOM Console.

Uninstalling the MOM does not currently facilitate easy removal of an installed
Integration Management Pack. Therefore, the individual elements of the
Package Integration Packages must be deleted manually. To uninstall the

Integration Package for MOM, follow these steps:

+ Start the MOM Console.

¢ Manually delete the EMC integration components:
¢ Public Views — EMC Alarms
¢ Computer Groups — EMC View
¢ Processing Rule Groups — EMC Rules
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Using the Integration Package for MOM

The Integration Package for MOM enables you to view EMC events
from the MOM Console. You can then define appropriate actions and
responses within MOM for these events.

EMC events are displayed in the EMC Alarms public view,
Figure 9-5. All events from the EMC Alarms source are displayed in
this view.

E% MOM Administrator Console

Jaction View  Favorites |J¢l-}| - ||§|J@|§|‘I"|Qﬂn
Tree IFavorites | Severity | Tirme | Computer | Resolution Skate | Source | Mame | Diescri) ~

% all Service Level Excep;l &Warning 6/4/2002 10:59:05 AM  LOSBELZ20 Mew EMC Alarms  emc@i_delete EMC Dt
all Performance OError £/4/2002 10:59:05 AM  LOSBE120  Mew EMC Alatmns  emcGW_svent EMCE
£4] Al Windows NT Everts &Warning 6/4/2002 10:59:04 AM  LOSEELZ0 THew EMC Alarms  emcaW _status EMC S
Al Other Events @Information 6/4/2002 10:59:03 AM  LOSBELZ0 Mew EMC Alarms  emcGWw_start EMC i3
-1 My Wiews

=-[Z1 Public Views

(23 Microsaft Operatio
D Active Directory
w)-(_7] Hardware

o @ EMC Alarms
-[Z1] Components

-] Advanced

[ Rules
o 0P i atinn hd hd
| | » 4| | »

|1? ikems, page size 100 ikems S

Figure 9-5 EMC Alarms — Public View
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Integrating with Microsoft Operations Manager

EMC events are also displayed within the EMC View computer
group, Figure 9-6. This group shows the Windows host where you
installed the Integration Gateway.

J Conscle  Window  Help |J 0O = H|

& Console RootMicrosoft Operations Manager (Default)iMonitor', All Computer Groups

| aten vew cavertes || & » @) 5 o X P OB R4 B Q4GQle

Tree I Favorites | Severit | Computer Group Members | o
(£ Console Rook Nl Mo Alerts Computer Attributes Conkainet 0
E% Microsoft Operations Manager CgEImor ! 1
- =8 Monikar oError Hardware Attributes - BIOS Date 1
All Computers Mo Alerts Hardware Attributes - BIOS Yersion 0
All Agents oError Hardware Attributes - CPU Identifier 1 —
Al Computer Groups oError Hardware Attributes - CPU speed 1
All Open Alerks oError Hardware Attributes - CPU Yendor 1
All Service Level Excep Oerror Hardware Attributes - Mumber of Pracessars 1
All Perfarmance Mo Alerts Microsoft Daka Engine [MSDE] i
All Windaws NT Events Mo Alerts Microsaft Distributed Transaction Server Yersion 1.0 0
] Al OFher Bvents Mo Alerts Microsoft Distributed Transaction Server Yersion 2.0 ]
vy \flews Error Microsoft Distributed Transaction Server Yersion 3.0 1
EID Public Yiews .
T BT Miceoenft ﬁnpraf':l;I Mo Alerts Microsaft Message Gueues 1.0 0
| T b Mo Alerts Microsoft Message Queue 2.0 ]

L

|38 items

Figure 9-6 EMC View — Computer Group
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Double-click the EMC View group to see the Integration Gateway
host, and then double-click the host to show the specific events. For a
sample figure, refer to Figure 9-7.

.W— :Computers In EMC Yiew Group

J Action  Yiew  Eavorites |J4- -)| El|ﬁ|ﬁ|@“@|§|@ﬁ =]
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|1 items | | i
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J Action  Yiew  Favorites |J = = E.|E| - ||§ |J@|§|‘I 4 » |Qﬁ =]
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&Warning 6/4/2002 10:59:04 AM Mew EMC Alarms emcEw_status EMC Status event: OC

@Information 6/4/2002 10:59:03 AM Mew EMC Alarms emcEW_skark EMC Gateway startec
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Figure 9-7 Sample Screens
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Integrating with Microsoft Operations Manager

Double-click on the desired event to view the specific details,
Figure 9-8.

Alert Properties (ecc3pi)

Detected Condition |State | Krowledge Easel Histor_l,ll Eventsl

Severity: |nformation

Computer: |WDHKGF|DUP\LDSBE12EI

Source; |EMC larms
Raised: IE.:’4;"EDU2 10:59%:03 AM
Marne: |em-:GW_start

Fepeat count; I'I

D escriptior: EML Gateway started on LOSBE120

Alert UAL: !httn: ALOSBE 1 20/0nePaointd perationsPropertyS heet. az)

GUID: [{42FE4CBO0BFEZ 4EAE -£285-126DAB511 434}

Yiew Fule |
QK I Cancel Apnlr | Help |

Alert Propetrties
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Integrating With BMC

PATROL Enterprise
Manager

This chapter describes how to install, configure, and operate the
Integration Packages with BMC PATROL Enterprise Manager
(PATROL EM).

@ OVEIVIEW ..o 10-2
¢ COMPONENES....cooviiiiiiiiiiici e 10-3
¢ Installing and Configuring for PATROL EM ..........cccccoooiniinne. 10-4
¢ Using the Integration Package for PATROL EM ......................... 10-7
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Overview

BMC PATROL
Enterprise Manager

Integration
Package for BMC
PATROL EM

The Integration Package for BMC PATROL Enterprise Manager
(PATROL EM) integrates EMC ControlCenter-generated events into
PATROL EM software to provide a unified approach for enterprise
system management.

This is a passive integration. (Refer to Passive Integration on
page 2-11.)

PATROL EM is a powerful management system that allows you to
manage virtually every tool in your enterprise—such as computers,
applications, and network devices—from a single screen. Once a tool
is connected to PATROL EV, it gathers, filters, translates, and
prioritizes messages from the tool, and displays them on a color
graphic workstation. An operator then can respond to the messages
as if each tool was being managed individually.

The EMC ControlCenter Integration Package for PATROL EM
enables you (the Enterprise manager) to:

¢ Manage valuable EMC storage components as part of the global
unified enterprise management suite.

¢ Use PATROL EM software look and feel in combination with
ControlCenter functionality.
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Components

The Integration Package for PATROL EM incorporates ControlCenter
events into PATROL EM. ControlCenter contains an Integration
Gateway that creates SNMP traps in response to events and alerts
generated by ControlCenter. The Integration Packages for PATROL
EM uses a PATROL EM filter path to receive the traps.

Distributed Files The Integration Package provides the following files for the PATROL
EM integration:

ecc3pi — Trap receiver daemon

ecc3pi.ini — Configuration parameters for the daemon
ecc3pi.aflt — Integration filter definitions text file
install.sh — Script to install the Integration Package for
PATROL EM

remove.sh — Script to uninstall the Integration Package for
PATROL EM

& README.txt — Instructions to configure your system for the
ControlCenter integration.

* 6 0 0

*

PATROL EM The integration creates the following components that are installed
Components within PATROL EM:

¢ ecc3pi filter
* ecc3pi filter path
¢ ecc3pi rules

Components 10-3
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Installing and Configuring for PATROL EM

You must have the EMC ControlCenter Integration Packages
installed on your system as well as PATROL EM. The installation of
these products is not discussed in this manual. For further
information, see the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o PATROL Enterprise Manger Installation and Configuration Guide

Configuring for Figure 10-1 illustrates the configuration of the Integration Packages

PATROL EM for PATROL EM. The ControlCenter Management Pack for PATROL
EM consists of filter path containing a connection tool (trap daemon),
and a filter engine that are used to receive ControlCenter events. The
filter path contains rules that are used to format and display

ControlCenter events.
Integration
PATROL EM

EMC ControlCenter

Filter Path

ecc3pi
filter engine

ecc3pi.ini ecc3pi.afltr
EIP-000013

Figure 10-1 PATROL EM Integration Configuration

Configuring the You must configure the ControlCenter Integration Gateway to send
Integration traps to the PATROL EM host by editing the Integration Gateway
Gateway .ini file. Follow these steps:

1. Modify or enter the line:

trap_client_registration=a.b.c.d, nnnn,10,ACTIVE

where a.b.c.d is the IP address of the PATROL EM host, and
nnnn is the port number specified for the ecc3pi daemon.

The default port is USA 1273 which does not conflict with PATROL
EM trapd.
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For example:

trap_client_registration=172.23.154.166,1273,10,ACTIVE

2. Restart the Gateway.

Installing the The Integration Package for PATROL EM is in the form of a .tar file.
Integration Before you begin this installation, uninstall any previous versions of
Package for PATROL  the PATROL EM Integration Package, and then make sure that

EM PATROL EM is operating properly.

Installation Follow these steps to install the Integration Package for PATROL EM:
Procedure

1. Move the integration .tar file to a disk directory. We suggest
/usr/emc/ecc3pi.

2. Go to that directory and unpack the .tar file with the command:
tar -xvf ecc3pi_pem.tar

3. Start the PATROL EM Administrator’s Console.

4. As NetCmmnd, run the install.sh script from the directory
where the integration files were loaded. Below is a sample
installation script:

% ./install.sh

Install EMC ControlCenter Integration Packages for PEM
Copying the ecc3pi files..

Create the ecc3pi filter (waiting 10 seconds)..
Creating filter /usr/emc/ecc3pi/BMC/ecc3pi.fltr.
Messages logged into /usr/emc/ecc3pi/BMC/ecc3pi.msg

Create the ecc3pi filter engine (waiting 10 seconds)..
Generating filter /usr/emc/ecc3pi/BMC/ecc3pi.fltr.
Messages logged into /usr/emc/ecc3pi/BMC/ecc3pi.msg

Adding ecc3pi filter path and path prototype..

Installation of EMC ControlCenter Integration Packages
complete!

You should now modify the filter and alert parameters for your specific
installation, and then start the ecc3p1i filter path.

Installing and Configuring for PATROL EM m
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5. Through the PATROL EM console, modify the ecc3pi filter and
alert parameters (if necessary) to meet your specific monitoring
requirements. If you modify the ecc3pi filter, you must
regenerate the ecc3pi filter engine.

6. Start the ecc3pi filter path.

Uninstalling the To uninstall the Integration Package for PATROL EM, follow these
Integration steps:
EPSICKCIge for PATROL 1. Go to the directory where you originally moved and unpacked

the integration files, and then run the remove script, remove. sh.
Below is a sample remove script:
% ./remove.sh

Remove EMC ControlCenter Integration Packages for
PATROL EM

Stopping ecc3pi filter path if running..
Deleting the ecc3pi files..

Deleting ecc3pi filter path and path prototype..
Deleting ecc3pi filter and filter engine files..

Removal of EMC ControlCenter Integration Packages
complete!
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Using the Integration Package for PATROL EM

The Integration Package for PATROL EM enables you to view EMC
events from PATROL EM Active Alert Displays. You can then define
appropriate actions and responses within PATROL EM for these
events.

The rules for ControlCenter events display the events as they are
received. You can modify these rules to meet your specific enterprise
management requirements using the Customization menu,

Figure 10-2.

To modify the ecc3pi rules and alerts:

¢ In the NetCmmnd console window, select Customization, ALFE,
ecc3pi.fltr from the NetCmmnd Customization Menu Figure 10-6
on page 10-10.

l'-J-::J.tt:mmnn:j {supervisorsy PATROL EF
Applications Hilities Customization | Pu:lminJ
Tl ﬂ/ Iﬁ ALFE

@ 1 __Path Definition

AAD Chart Log Qu

AQ EXEC Installer
- This option disy i }
- of customizatio  +C Tgger Builder
DBI Control
Extraction Builder

Map Builder
oV Control
One-to- One
Report Builder
Threshold Builder

Figure 10-2 NetCmmnd Customization Menu
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In the ALFE window there are four rules, one for each Integration
Gateway trap: EMC_Delete, EMC_Event, EMC_Start, and
EMC_Status. You can select and modify alerts as necessary.
Figure 10-3 shows a sample ALFE window.

File Trap-File Generale LHilities

Filter: | ecclpi Filter File: | ecc3piftr
Message Stream r Rules
EMC_svent mmidddyy  hiemeiss  gwaddr connUnitiD eviiD  eviTyp eviOb) |3 || [EMC_Delate 4
“Evant Descriplion® sav EMC_Event
EMC_Stant
EMC_Stalus

Select | Retrieve
Message fnalysis
Parse o Prompler Apply Arcaly 5is

=l

Ffubid § Replace Deberle

- Prompler - Tokers rAerts
faalysis for Rule “EMC_Event™: = || [emcaddr A A
EMC_gvent [Temcmisc=1] [Tamemisc=2] amcCuid
[Toemcaddr- 3] [T:emccuid-4] [Temcmisc-5) ::Em?;
[Tememisc-6] [Temcmisc-7] 1" [Femcmsg- 8] W BmMCEEY
[T-emesev-9] \n emcstate

f

-1 L-
Oose | Fuld | Defete |7 Locaks Haw#ﬂumri Bami Mudify]

1y ﬂ Supplies guidelings, responses, and informational messages as yvou operate ALFE. This region givés hints about the
oparalion you are performing and displays the definition of selacted rules.

Figure 10-3 ALFE Window

If you make any changes to the rules you must regenerate the filter.
Follow these steps:

¢ Inthe ALFE window, select Generate, Generate Production
Filter.

+ Select File, and then Save to update the ecc3pi filter.
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To activate the ecc3pi filter path:

a. Select Admin, Filter Path Mgmt from the Admin Menu,
Figure 10-4.

i~ |NetCmmnd (supervisors) PATROL ER~ |17
fpplications  Utilities  Customization  Admin ||

access Port Definition
ol = ot ] Loyt
AAD Charl Log Qaery Map  Repl Authorization Mgmt
B e |
Path & SO0
Penmission Momt
Time fone Mgt
User Mgmt
Configuration Reporis
Misc Configuration
Obtain Configuration
Upidate Configuration
Database Backup
Event Hamiller Monitor
Updale Devices
Upiiale Services

Cave
Figure 10-4 Admin Menu

The Filter Path Management window appears, Figure 10-5 on
page 10-10.

b. In the Filter Path Management window, select ecc3pi, and
then Start.
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Fllter Path Mar

Inactive Filter Paths fclive Filter Paths 1
Y Y
Path Host ID__|Fter Comnection A _Path HostID' | Fitee [ Conmachion
F| eccapl losav166 | eccapl
Slar, s=x
<um Stop
[~ 1 J=L ]
Edit Path Stop, Starl | Start Trace.., Siop Trace
Sort By
Cose ‘ Falh I Host I I Filler I Conneclion |
r g Select a palh or & &l of paths and préss the S1an or Stop bulton, Only InAclive paths can be ated and only aclive paths can be slopped, To resize a column,
grab the et or right edge of ihe box contalning the column header using the BN mouse bution and resize to the desired widih when the double arow appeans

Figure 10-5 Filter Path Management Window

Traps received and processed by the ecc3pi filter appear in the
Active Alerts window, Figure 10-6.

gﬂct Q00000000000000000000000001ABCO delat:
ect 000000000000000000000000000ABCO statu:

6/Jan/03

6/Jan/03 ject 000000000000000000000000000ABCO statu:
6/ Jan/03 act 000000000000000000000000000ABCO delet:

] -

g
| A $|r Push to assign and chose the selected aleris) in ane action

Figure 10-6 Active Alerts Window
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To view the details of a specific alert, select Action, and then About,
for the desired alert.

The About Window appears.

It W indow

Mertid | 596 Filter | sccapi
Path | MA AlerType | EMC_Start
EMC Gateway started on jemcaddr] A
Template _j
v : Y
S EMC Gateway started on 172,23.154.166 ’;
Dates 1
Date Time State | active
Received | /Jan/z003 E 15:08
Operator | ==
Assigned | - l -- Priority I P
Accepted - --
f I E OCourences | 1
Seke e | o i o Severnty | Informational
Clased | == I ==

Category I Software

Comments Huld Comment | Description

4 | aled has no description

Stored Tokens [Trcaddr *172.23.154.166°

S8

~L ]
I
| E— 5

hAOvE cursar over an item for help information
F ’

Figure 10-7 About Window
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Integrating With BMC
PATROL

This chapter describes how to install, configure, and operate the EMC
ControlCenter Knowledge Module for PATROL.

* 6 0o o

OVEIVIEW ...ttt 11-2
COMPONENLS.....ovviiiiiiiiiicicc s 11-3
Installing and Configuring for PATROL...........ccccoooiiiiinnienne. 11-4
Using the EMC ControlCenter KM for PATROL....................... 11-14
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Overview

BMC PATROL

Integration
Package for BMC
PATROL

The EMC ControlCenter Knowledge Module for PATROL integrates
EMC ControlCenter managed objects and generated events into BMC
PATROL to provide a unified approach for enterprise system
management.

BMC PATROL is an agent based monitoring technology that is
widely used in multiple industry sectors. The PATROL product
includes a central console which displays information from PATROL
agents. PATROL agents employ Knowledge Modules (KM) which are
essentially sub-agents that monitor specific objects — devices or
applications. The agent maintains a namespace of information about
all the objects.

The EMC ControlCenter Knowledge Module for PATROL includes a
Knowledge Module. This Knowledge Module will import object
information and alerts from ControlCenter and maintain this
information in the PATROL agent namespace. Once inserted into the
PATROL agent namespace this information can be made available to
other BMC products that interface with PATROL.

The EMC ControlCenter Knowledge Module for PATROL enables
you (the Enterprise manager) to:

¢ Manage valuable EMC storage components as part of the global
unified enterprise management suite.

¢ Use PATROL software look and feel in combination with
ControlCenter functionality.
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Components

The EMC ControlCenter Knowledge Module for PATROL
incorporates ControlCenter objects and events into PATROL.
ControlCenter contains an Integration Gateway that exposes
ControlCenter managed objects via an SNMP mib, and creates SNMP
traps in response to ControlCenter events and alerts. The
ControlCenter KM for PATROL gets object information and events
from the gateway and maintains that data within PATROL.

Distributed Files The Integration Package includes the following files for the PATROL:

& EMC_ECC_KM.tar
¢ ControlCenter Knowledge Module — Process ControlCenter
information into PATROL.

* ecc3pi — Trap receiver daemon that passes ControlCenter

info to the KM.
® parser — Parser that translates information received from
ecc3pi.

e Various icons and miscellaneous files for PATROL.

¢ README. txt — Instructions to configure your system for the
ControlCenter integration.

Components 11-3
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Installing and Configuring for PATROL

Configuring for

PATROL

Figure 11-1
Configuring the
Integration
Gateway

You must have the EMC ControlCenter Integration Packages
installed on your system as well as PATROL. The installation of these
products is not discussed in this manual. For further information, see
the following guides:

& EMC ControlCenter 5.2 Planning and Installation Guide, Volume 1
o PATROL Installation and Configuration Guide

Figure 11-1 illustrates the configuration of the EMC ControlCenter
Knowledge Module for PATROL. The ControlCenter KM, including
the ecc3pi adapter, are packaged as a standard PATROL KM. This
KM can be installed directly to an agent or through the PATROL

distribution server.
Integration

Namespace
EMC ControlCenter
EIP-000013a Other BMC Products

PATROL Integration Configuration

The ControlCenter KM receives traps on a port other than the
standard SNMP port 162 so as not to conflict with other SNMP trap
daemons. You must configure the ControlCenter Integration
Gateway to send traps to this port by editing the Integration Gateway
.ini file. Follow these steps:

1. Modify or enter the line:
trap_client_registration=a.b.c.d, nnnn,10,ACTIVE
where a.b. c.dis the IP address of the PATROL agent host, and

nnnn is the port number specified for the ecc3pi adapter. The
default port is upp 1273.
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ControlCenter
Knowledge Module
for PATROL

Direct Installation
Procedures

For example:

trap_client_registration=172.23.154.166,1273,10,ACTIVE

2.

Restart the Gateway.

The EMC ControlCenter Knowledge Module for PATROL is in the
form of a .tar file. Before you begin this installation, uninstall any
previous versions of the PATROL Integration Package, and then
make sure that the PATROL agent is operating properly.

This section provides procedures for installing the integration
package either locally on a host or through a distribution server.

Follow these steps to install the EMC ControlCenter Knowledge
Module for PATROL on a local host:

1.

Download the BMC Software Common Install engine

(version 7.4.40) that is required for your platform from the BMC
Software website or FIP site. Each install engine is contained in
an Electronic Product Download (EPD) consisting of a
self-extracting executable for Windows systems or a TAR (.tar)
file for UNIX systems.

When uncompressing the EMC_ECC_KM. tar file using WinZip, please
use WinZip version 9.0. WinZip version 7.0 is unable to uncompress the
EMC_ECC_KM. tar file correctly.

Extract the downloaded install engine to a local directory on the
system where the install will be performed. The contents of the
extracted file should resemble the following directory structure:

. /bmc_products
/Index
/Install
/Products

Move the EMC_ECC_KM. tar file to the directory in step 2 and
extract it. The files and directories extracted from this .tar file
will overlay the install engine's Index and Products directories.

4. Start the installation by running the appropriate executable:

* Microsoft Windows operating systems: setup.exe

¢ UNIX operating systems: setup.sh

Installing and Configuring for PATROL
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The Common Install engine requires a web browser to render its
installation wizard. If your computer does not have a supported web
browser installed, you need to start the installation in Server Only mode
and then connect to the install engine's web server from a machine that
does have a supported web browser. Start the installation in Server Only
mode with setup.exe -serveronly or setup.sh -serveronly
and follow the on-screen instructions.

5. Follow the instructions presented in the web browser based
install wizard:

a. Welcome to the Installation Utility screen: Click Next.

b. Review License Agreement screen: Select Accept and click
Next.

c. Selection Installation option screen: Select Install products on
this computer now and click the Next button.

d. Select Type of Installation screen: Select Typical and click
Next.

e. Specify Installation Directory screen: Enter or browse to the
BMC Software Product Installation directory where PATROL
has been installed.

f. Select one or more roles for the computer on which you are
planning to install the ControlCenter KM and click Next.

A given system role may not install all of the ControlCenter KM files.
See Direct Installation Examples table below for more information.

— Select the Console Systems role if you previously installed
the PATROL Classic Console.

— Select the Managed System role if you previously installed
the PATROL agent.

— Select the Common Services role if you previously
installed the PATROL Console Server.

g. Select the Products and Components to Install screen: Expand
the EMC ControlCenter folder, select PATROL Knowledge
Module for EMC ControlCenter product, and click Next.

h. Review Selections and Install screen: Click Start install.
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For classic PATROL the ControlCenter KM files are dropped relative to
the $PATROL_HOME. Therefore, the $PATROL_HOME location must be
known before the files are extracted.

6. Restart the PatrolAgent once the ControlCenter KM files are
installed.

Direct Installation  This section provides examples of the extracted ControlCenter KM
Examples files for both UNIX and Windows installations.

UNIX Directory Structure
Example directories:

SPATROL_HOME = /opt/bmc/Patrol3/Solaris28-sund
SPATROL_ROOT = /opt/bmc/Patrol?

Table 11-1 lists examples of extracted ControlCenter KM files for
UNIX.

Table 11-1 Examples of Extracted ControlCenter KM Files—UNIX

Directory/Files System Role Notes
$PATROL_HOME/bin/ Managed System Installs on hosts where
ecc3pi PATROL Agent is installed.
eccprx

$PATROL_HOME/lib/knowledge/ Managed System, Installs on hosts where
EMC_ECC.kml Console Systems PATROL Agent or PATROL
EMC ECC.km Classic Console is installed.

EMC_ECC_OBJ.km
EMC_ECC_EVENT.km
EMC_ECC_STAT.km
EMC_ECC_VIEW.km
EMC_ECC_GROUPkm
EMC_ECC_HOST.km
EMC_ECC_ENTERPRISE_DISK km
EMC_ECC_CONNECTIVITY.km
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Table 11-1

Examples of Exiracted ControlCenter KM Files—UNIX (confinued)
Directory/Files System Role Notes
$PATROL_HOME/lib/psl/ Managed System, Installs on hosts where

emc_ecc_cmn.lib
emc_ecc_ust.lib

Console Systems

PATROL Agent or PATROL
Classic Console is installed.

$PATROL_HOME/lib/images/
emc_ecc_entdisk_ok.msk
emc_ecc_entdisk_ok.xpm
emc_ecc_group_ok.msk
emc_ecc_group_ok.xpm
emc_ecc_host_ok.msk
emc_ecc_host_ok.xpm
emc_ecc_ok.msk
emc_ecc_ok.xpm
emc_ecc_stat_ok.msk
emc_ecc_stat_ok.xpm
emc_ecc_switch_ok.msk
emc_ecc_switch_ok.xpm
emc_ecc_view_ok.msk
emc_ecc_view_ok.xpm

Console Systems

Installs on hosts where
PATROL Classic Console is
installed.

$PATROL_ROOQT/lib/knowledge/EMC_
ECC_1_2_00/

package.mof

resource.mk4

Common Services

Installs on hosts where
PATROL Console Server is
installed.

Windows Directory Structure

Example directories:

$PATROL_HOME% = C:\Program Files\BMC Software\Patrol3

$PATROL_ROOT% = C:\Program Files\BMC Software\patrol7

Table 11-2 on page 11-9 lists examples of extracted ControlCenter KM

files for Windows.
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Examples of Extracted ControlCenter KM Files—Windows
Directory/Files System Role Notes
%PATROL_HOME%\Windows_NT-x86\bin\ | Managed System Installs on hosts where
ecc3pi.exe PATROL Agent is installed.
eccprx.exe
eccpsk.exe
%PATROL_HOME %!\lib\knowledge\ Managed System, Installs on hosts where

EMC_ECC.kml

EMC_ECC.km

EMC_ECC_OBJ.km
EMC_ECC_EVENTkm
EMC_ECC_STAT.km
EMC_ECC_VIEW.km
EMC_ECC_GROUPkm
EMC_ECC_HOST.km
EMC_ECC_ENTERPRISE_DISK.km
EMC_ECC_CONNECTIVITY.km

Console Systems

PATROL Agent or PATROL
Classic Console is installed.

%PATROL_HOME%\lib\ps\
emc_ecc_cmn.lib
emc_ecc_ust.lib

Managed System,
Console Systems

Installs on hosts where
PATROL Agent or PATROL
Classic Console is installed.

%PATROL_HOME%\lib\images\
emc_ecc_entdisk_ok.bmk
emc_ecc_entdisk_ok.bmp
emc_ecc_group_ok.bmk
emc_ecc_group_ok.bmp
emc_ecc_host_ok.bmk
emc_ecc_host_ok.bmp
emc_ecc_ok.bmk
emc_ecc_ok.bmp
emc_ecc_stat_ok.omk
emc_ecc_stat_ok.bmp
emc_ecc_switch_ok.bmk
emc_ecc_switch_ok.omp
emc_ecc_view_ok.bmk
emc_ecc_view_ok.bmp

Console Systems

Installs on hosts where
PATROL Classic Console is
installed.

%PATROL_ROOT%\lib\knowledge\EMC_EC
C_1_2_00\

package.mof

resource.mk4

Common Services

Installs on hosts where
PATROL Console Server is
installed.

Installing and Configuring for PATROL
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Distribution Server
installation

Preconditions for KM
deployment

KM Distribution
instructions

Use the following procedure to install the integration package using a
distribution server.

Refer to BMC documentation for details. Ensure that the following
preconditions are met before beginning KM distribution:

*

*

BMC Distribution Manager was installed.

BMC Distribution Manager was configured for deployment to
systems where KM will be installed:

¢ Connection accounts and Privileged account(s) were created
for the systems targeted for deployment.

¢ Distribution Profiles were created for each system type
(Windows and UNIX).

* System groups were created containing the systems/hosts
where the knowledge module will be deployed.

BMC Distribution Client was deployed to systems.

PATROL 3.5 Agent, PATROL 3.5 Classic Console, PATROL 7
Central Operator for Windows, PATROL 7 RT Server, and/or
PATROL 7 Console Server was installed on systems.

Use the following steps to distribute KM:

1.

Extract the EMC_ECC_KM. tar file to a local directory on the
Distribution Manager (for example: C: \ecc_km).

When uncompressing EMC_ECC_KM. tar using WinZip, please use
WinZip version 9.0. WinZip version 7.0 is unable to uncompress the
EMC_ECC_KM. tar file correctly.

Import the ControlCenter KM Components into the Distribution
Manager Repository with the following steps.

a. Select the Components tab on the main Distribution Manager
screen.

b. Select the Components link and click Import. The Import
components dialog box displays.

c. Enter the full path to the bmc_products directory created
when you extracted the .tar file (for example:
C:\ecc_km\bmc_products). Or, click Browse and select the
directory. Then, click Next.
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A tree of components that can be imported displays.

d. Expand the EMC ControlCenter folder and checkmark the
checkbox for the PATROL Knowledge Module for EMC
ControlCenter (1.2.00) component. Then, click OK.

e. Click Import on the following screen to perform the import of
the component you selected. When the import completes, click
Close.

3. Setup a collection that contains the ControlCenter KM for each
system type as follows:

a. Select the Collections tab on the main Distribution Manager
screen.

b. Click the Selections link and click Add. The Add collection
dialog box displays.

c. Enter a Collection name (for example, ControlCenter KM)
and click Add. A new link appears under the Collections list
with this name.

4. Configure the newly added collection as follows:

a. Click the link with the collection name you specified. This
presents a collection screen in the right panel.

b. Select the Components tab on the collection screen. This
displays the list of components selected for this collection
(which should be empty). Click Add. This presents a tree of all
components that have been imported into the Distribution
Manager.

¢. On the component tree expand the EMC ControlCenter folder,
check the PATROL Knowledge Module for EMC
ControlCenter (1.2.00), and then click OK. This adds the
component to the collection's component list.

d. Select the Configurations tab on the collection screen to
display the collection Configurations screen.

e. Click Add to open the Add configuration screen.
f. Enter a configuration name and description then click Next.

g. Click Next on the following Instructions screen to begin
answering questions that are specific to the install of the EMC
ControlCenter Knowledge Module.

Installing and Configuring for PATROL
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h.

Note, there are no uninstall questions for this knowledge module.

Enter the PATROL 3.x Product Directory and click Next. For
example, if you installed the PATROL 3.5 Agent to the
C:\Program Files\BMC Software\Patrol3 directory, enter
Patrol3.

5. Schedule the ControlCenter KM distribution as follows:

a. Select the Distribution tab on the Distribution Manager.

k.

L

Click Add. The Add Distribution Set dialog box displays.

Enter a Distribution set name (for example, EMC
ControlCenter Distribution) and click Add. This causes the
newly add distribution set's properties to display in the right
panel.

Select the Distribution's Items tab in the right panel.

Click Add Item to display the Add distribution Item dialog
box.

Select the name of the collection you created from the
Collection drop down list box.

Select the name of the configuration you created from the
Configuration drop down list box.

Select the name of the System group where you want to
deploy your collection/configuration.

Click Add to finish creating the distribution set.

. Select the Distribution's Schedule tab in the right panel to

display the Schedule screen.
Click Add Schedule.

Select either Distribute immediately or Schedule
distribution and enter start date and start time information
for when to distribute.

Click Install.
Click Add to complete the scheduling of the distribution.

6. Review deployment status and history by selecting the
Distribution Manager's Reports tab.
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a. Select the Active tab to view the status of scheduled
deployments currently under way.

b. Select a distribution name from the Distribution drop down
list box to view that active distribution’s status. The status of
the distribution for each host will be displayed.

c. Select the History tab to view the status of distributions that
have completed.

d. Select a distribution name from the Distribution drop down
list box to view the completed distribution’s status. The status
of the distribution for each host will be displayed.

e. Click installation.log links to view the installation log file for
specific hosts.

The uninstall can be handled by the BMC Common Install engine or
Distribution Server based on how the ControlCenter KM was
installed.

Alternatively, the files listed in the direct installation example may be
manually removed (there are not many) or an uninstall script may be
written to remove the ControlCenter KM package.

Installing and Configuring for PATROL
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Using the EMC ControlCenter KM for PATROL

EMC ControlCenter
Obijects in PATROL

The EMC ControlCenter Knowledge Module for PATROL enables
you to view EMC objects and events from PATROL console. You can
then define appropriate actions and responses within PATROL for
these events. ControlCenter information can also be forwarded from
PATROL to other BMC products.

ControlCenter objects will be instantiated within PATROL and
displayed in the PATROL console.

The objects include:

EMC_ECC
EMC_ECC_VIEW
EMC_ECC_GROUP
EMC_ECC_OBJECT

The EMC_ECC top level object acts as a container for the discovered
ECC objects. The EMC_ECC_VIEW represents each gateway object.
Contained within any gateway object are the discovered ECC groups
(both preset and any user-defined). Each ECC group will contain the
top-level objects which are designated to that group.

Figure 11-2 on page 11-15 shows the ControlCenter KM configured to
collect data and event objects from two Gateways (1osae039 and
losav139). The ControlCenter default groups of Hosts, Storage,
Connectivity and also several use-defined groups can be seen under
the 1osav139 gateway object.
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Figure 11-2 Configuration Collecting Data and Events from Two Gateways
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EMC ControlCen
Events in PATROL

ter

As ControlCenter alerts/events are received by the ControlCenter

KM they are associated with the respective object. Events can be
viewed through PATROL by selecting the event icon (Figure 11-3).
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Figure 11-3 PATROL Event Details

The following naming conventions are used:

<hostname>.EMC_ECC_HOST.<OSHostName> (Product or OS type)_gw_<ECC GatewayName>
<hostname>.EMC_ECC_ENTERPRISE_DISK.<arraySerialNumber> (Product Type)_gw_<ECC GatewayName>
<hostname>.EMC_ECC_CONNECTIVITY.<switchSerialNumber> (Product Type)_gw_<ECC GatewayName>

Where <hostname> is the host on which the PATROL agent is

running.
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Figure 11-4 provides an example of the PATROL Event Manager
window detailing the ControlCenter alerts.

#* pATROL Event Managet:prakashaddic.corp.emc.com = 5[
File Edit View Options Help

=
1
1
1
1
1
1
1
1
1
INFORM | 12/09/05 11:4 ) prakashaldle corpl EMC FCC ENTERPRISE DI 000187910032 (S vmmetix - B00-M21 S ummetris 00071 8791 0032 KB /sec read iz 141 035:
E45 OPEN B §12/09/05 11:4 1 prakashaOdlc corpl EMC ECC HOST losbd21 515 Alarm #1 of global parameter ‘event’ tiggered on 'EMC ECC HOST loshd21 S5 unMicrosustems-sundul
B47 OPEN RM| | 12/09/05 11:4] orakashaldlc com| EMC ECC HOST loshd?] 6(5] State Change: OK w4RN
E50 OPEN BMI {12/09/05 11:4] prakashaldlc.con) EMC ECC HOST Joshd2d SIS loshd215 B0F747dF [Sun Miciosvstems - sundul CPU usage fs ot D9%,
E54 OPEN 1INFORM 12/09/05 11:4 ) orakashaldic coml FMC FCC FNTERPRISE DI 0001873100234 (5 ommetrix - B00-M21 S emmetrix 0001 8751 0034: KB/sec read js 41 54106,
B55 OPEM 1INFORM I 12/09/05 11:4 ) orakashaldlc coml EMC ECC ENTERPRISE DI 000137310034 [Svmmetrix - B00-M2) Summetrx 0000 8791 0034; KB/sec witten iz 1259 21B6E
! -4 b i i " & witten iz 324.008
Eb ME
=
[ om Y

Figure 11-4 PATROL Event Manager
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Define Gateways: The Gateway Setup configuration dialog allows the user to define
which ECC Gateways are used to collect data and receive events
(Figure 11-5 on page 11-18).

g ECC Gateway Setup ] _-..ig.lil

Enter comma seperated gateway list.

Example: gatewayl,gateway2

where gateway must be in the following format:
£ip> or <ipr:port

If no port is given, the default port is 1273.

ECC Gateways |1?2.23.15!}.139,16&-159.68.39

Commit Cancel

Figure 11-5 ECC Gateway Setup

Filters The user can define certain filters which limit the types of
ControlCenter objects that get exposed to PATROL. Only those
specified objects and their associated alerts appear in PATROL. You
can specify to filter objects by Gateway, Group(s), or individual
object(s).

The Gateway Include List configuration dialog allows you to define
which ECC Gateway(s) will be exposed to PATROL (Figure 11-6 on
page 11-19).
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¥ eCc Gateway Include List =10l

Enter comma seperated gateway list.
Example: gatewayl,gateway2
where gateway is the gateway ip address.

If field left blank all gateways will be included.

ECC Gateway Include Listl

Commit I Cancel

Figure 11-6 ECC Gateway Include List

The Group Include List configuration dialog allows you to define
which ECC Groups will be exposed to PATROL (Figure 11-7).

¥ ecc Group Include List =] ]

Enter comma seperated group list.
Example: groupi,group2

If field left blank all groups will be included.

ECC Group Include Listl

Commi t I Cancel

Figure 11-7 ECC Group Include List
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The Object Include List configuration dialog allows the user to
define which ECC Objects will be exposed to PATROL (Figure 11-8).

2 ECC Object Include List o m] o3

Enter comma seperated object 1list.
Example: object1,object?2

If field left blank all objects will be included.

ECC Object Include List'

Commi t I Cancel

Figure 11-8 ECC Object Include List
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MiIBs and Traps

This Appendix discusses the MIBs and Traps used by the Integration
Packages.

o EMC ControlCenter MIBs.........ccovuiiinniiiiiiiiicciiccccnes A-2
¢ EMC ControlCenter Traps .......cccccoevvvvieiiiiiniiiiiiiennn A-3
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EMC ControlCenter MIBs

The Integration Gateway supports the FibreAlliance MIB
(fcmgmt .mib), version 3. This MIB is included with the Integration
Packages and loads, if necessary, as part of the installation.

MIB Definition The Integration Packages implement the
iso.ord.dod.internet.experimental.fcmgmt (1.3.6.1.3.94)

branch of the MIB.

For further information on this MIB, refer to:
http://www.fibrealliance.org

connUnitTable The Integration Gateway stores ControlCenter managed objects in
the connUnitTable within the MIB, one entry per object. The
Integration Packages read this MIB table as part of the discovery
process.

SNMP Port The Integration Gateway, by default, uses a different port number
than the standard SNMP port 161. The Integration Gateway
implements a standard MIB and SNMP. It uses a different port, so it
does not conflict with any other SNMP agents that may reside on the
host with the Integration Gateway:.

The Integration Gateway uses registered port 1273 by default. This
can be manually changed in the CNG.ini file by modifying the
following line:

udp_port_number = 1273
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EMC ControlCenter Traps

The Integration Gateway supports four SNMP traps:
coldStart trap
connUnitStatusChange trap

connUnitDeletedTrap

* & o o

connUnitEventTrap

The coldstart trap is a standard SNMP MIB-II trap. The other traps
are defined in the fecmgmt MIB.

coldStart Trap The Integration Gateway sends a coldstart trap to the third-party
frameworks when it starts and initializes. The Integration Packages
uses this trap to trigger the automatic discovery process. The trap
contains the IP address of the Integration Gateway host.

The Integration Packages read the connunitTable from the MIB
using SNMP get and getnext requests and add any ControlCenter
managed objects that are stored in this table to the framework

topology.

connUnitStatusChange Trap

The Integration Gateway sends the connUnitStatusChange trap
when the state or status of a managed object changes. The trap
identifies the object and its state and status. The Integration Packages
use this information to set the status (icon color) for the object in the

topology.

If the object doesn't exist, the Integration Packages adds it to the topology.

connUnitDeleted Trap

The Integration Gateway sends the connUnitDeletedTrap when a
managed object is deleted from the ControlCenter repository. The
trap identifies the deleted object, and the Integration Packages use
this information to set the status (icon color) of the object to unknown
to indicate that the trap occurred. You must, however, manually
delete the object from the framework topology.
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connUnitEventTrap

The Integration Gateway sends a connUnitEventTrap to report all
other alerts and events. The trap identifies the object involved in the
event, and includes the event description.

The event description contains the event details. The individual
agents supply the event description. For example, the Symmetrix
agent generates appropriate Symmetrix alerts.

Alerts sent to the Integration Gateway are part of your ControlCenter
alert policies. With the ControlCenter Console, you can set alerts for
objects and specify the alerts sent to the Integration Gateway that
generate event traps.

The integration application only processes event traps of type:
connUnitEventType=5 (topology)

The Integration Gateway sends these traps for group objects, when
an object is deleted from a group. A topology event also causes a
refresh of the object. All other traps are logged in the frameworks
event log.

If an event causes a change in state or status for an object, the Integration
Gateway also sends a connUnitStatusChange trap.
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The following trap definitions appear in the fcmgmt .mib:

Trap Definitions

connUnitStatusChange TRAP-TYPE
ENTERPRISE fcmgmt

VARIABLES { connUnitStatus, connUnitState }
DESCRIPTION

"The overall status of the connectivity unit
has changed.

Recommended severity level (for filtering):
alert"

connUnitDeletedTrap TRAP-TYPE
ENTERPRISE fcmgmt
VARIABLES { connUnitId }
DESCRIPTION
"A connUnit has been deleted from this agent.
Recommended severity level (for filtering):
warning"
::= 3
connUnitEventTrap TRAP-TYPE
ENTERPRISE fcmgmt
VARIABLES { connUnitEventId,
connUnitEventType,
connUnitEventObject,
connUnitEventDescr }
DESCRIPTION
"An event has been generated by the
connectivity unit.
Recommended severity level (for filtering):
info"
=4
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Event Severity This section shows the severity mapping for events for each
Mapping supported third-party framework.
The tables in this section show the mapping between ControlCenter
severity level values and Fibre Channel MIB SNMP values, and
between the Fibre Channel MIB SNMP values and
framework-specific values.
The Integration Gateway maps ControlCenter severity levels to Fibre
Channel MIB values. Table A-1 shows the relationship between
ControlCenter severity levels, connunitEventSeverity, and
connUnitStatus.
Table A-1 Severity Mapping Reference Table

ControlCenter

Severity Level connUnitEventSeverity connUnitStatus

Fatal emergency (2) failed (5)

Critical critical (4) failed (5)

Warning warning (6) warning (4)

Minor notify (7) warning (4)

Information info (8) ok (3)

Normal
For the frameworks shown in Table A-2, the ControlCenter
integration maps connUni tStatusChanged traps to icon status based
on the connUnitStatus variable within the trap.

Table A-2  connUnitStatus Mapping Reference Table

connUnitStatus HP OpenView NNM | Tivoli NetView CA Unicenter

Unknown Unknown Unknown Unknown

Unused Unknown Unknown Unknown

OK Normal Normal OK

Warning Marginal Marginal Warning

Failed Critical Critical Failed
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For the frameworks shown in Table A-3, the ControlCenter
integration maps the Gateway trap type to a severity level in the

framework event display, and ignores the status or severity variables

within the trap.

MIBs and Traps

Table A-3  Gateway to Framework Event Mapping Reference Table
Gateway Trap Type PEM MOM TEC NetCool ovo
coldStart Information | Information | Minor Minor Normal
connUnitStatusChanged | Minor Warning Warning Major Minor
connUnitDeleted Minor Warning Warning Major Minor
connUnitEvent Warning Error Minor Minor Warning
The BMC PATROL integration maps connUnitEvent severity to icon
status and ignores other traps as shown in Table A-4.
Table A-4  BMC PATROL Mapping Reference Table
connUnitEventSeverity BMC PATROL
emergency (2) Alarm
critical (4) Alarm
warning (6) Warning
notify (7) Warning
info (8) Information
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This appendix discusses the configuration settings used by the
ecc3pi Integration application.

¢ Configuration Settings .........ccccoovieieiiiiieeiccc B-2
¢ Sample Configuration File...........cccoooiiiiiiii, B-4
¢ Configuring Console for Launch..........cccooooi, B-5
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Polling Frequency

Configuration Settings

The integration application, ecc3pi, creates an .ini file of
configuration settings in the framework bin directory. The default
settings are appropriate in most situations, however, you can modify
them.

The configuration settings contain three groups:

+ Polling

s SNMP

+ Repository (for CA only)

In addition, these global settings appear in the .ini file:

¢ ECC — Console mode is an EMC_View that shows groups
including the All Objects group.

¢ MIB — Object mode is an EMC_View that shows all managed
objects.

The integration application constantly polls the Integration Gateway
for status information. There are polling frequency parameters that
control the polling cycle that are defined in ecc3pi. They are:

¢ Heartbeat
¢ Retry
¢ Refresh

The integration application polls the gateway at a default specified
heartbeat interval. If the gateway doesn't respond, the integration
application repolls the Integration Gateway every minute up to the
specified retry limit.

The default polling frequency is every 15 minutes and the retry limit

is four.

The periodic polling checks the status of the Integration Gateway. The
periodic refresh triggers a rediscovery of the ControlCenter managed
objects. You can use these features to re synchronize the framework in
the event that traps get lost.

The refresh default time is every eight hours.

The default refresh normalization time is midnight.
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SNMP Request The integration application sends SNMP requests to the gateway as
part of polling, discovery, and event processing. These parameters
control the request retry frequency.

¢ The heartbeat timeout is the quantity of time that the integration
application waits for a response from a periodic Integration
Gateway poll. The heartbeat default is three seconds.

# The data timeout is the time the integration application waits for
a response for a request for object information during a discovery.
The data timeout defeat is five seconds.

+ Both requests use the same number of specified retries. The
default retry number is three.

Repository (CA The Integration Packages require a repository name, and a username
Unicenter) and password, to connect to the CA repository. You can manually edit
the .ini file to add your username and password.

If you specify a username and password, then you will not be
prompted for this information when you start the Integration
Package for CA Unicenter.

This may be a security concern since the username and password are saved
in plain text. If this is a security concern, or if you don't want automatic login,
then delete these entries. You will then be prompted for this information each
time you start the integration.

Configure ECC Active integrations like NNM, Unicenter, and Tivoli NetView
Server to Enable (Windows) process connUnitStatusChange traps to display color
Status Traps changes on objects. Passive integrations are usually configured to

suppress these traps since this helps to eliminate unnecessary traps,
traffic and so on.

To control this feature, edit the following file on the ECC Server:

<install_directory>\ecc_inf\data\<servername>\class\TOPL
INK_Cache_Listener.properties

Edit the following line (false is the default— the alert will not be
sent, changing to true—the alert will be sent):

emitLocalObjectStatus=true (or false)
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Sample Configuration File

The following is a sample ecc3pi . ini file:

; ecc3pi.ini

; EMC Integration Packages configuration settings

[Global Settings]

; Allows the user to change the display mode within the
framework.

; valid choices are MIB and ECC. The system default is
ECC

display_mode=ECC

[Polling Attributes]

; Specify the heartbeat polling frequency for EMC
gateways, in minutes.

; A value of zero disables polling.

; Specify the retry count for non-responding EMC gateways

; before returning to normal polling frequency.

; Specify the periodic refresh of EMC gateways to
discover new Managed Objects, in minutes.

; Recommended defaults:

; heartbeat=15

; retry=4

; refresh=480

heartbeat=15

retry=4

refresh=480

[SNMP Attributes]

; Specify the SNMP heartbeat polling timeout for EMC
gateways, in seconds.

; Specify the SNMP data request timeout for EMC gateways,
in seconds

; Specify the SNMP request retry count

; Specify the SNMP GET community string

; Recommended defaults:

; heartbeat=3

; data=5

; retry=3

;  get_community=public

heartbeat=3

data=5

retry=3

get_community=public

; Parameter is for CA/Unicenter ONLY.

; Specify CA/Unicenter Repository information as:

; repository name, user name, password

[Repository]

repository=FONTAINEXXXXB

username=

password=
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Configuring Console for Launch

For active integrations, the ControlCenter Console can be launched
by selecting the EMC launch menu function from within the
frameworks. The ControlCenter Console does not provide the
capability to specify a specific device or view upon startup, so the
top-level Console view is always displayed. Also, a new instance of
the ControlCenter Console is launched each time the launch menu
function is selected.

The ControlCenter Console is launched via a batch file called
ecc_launch.bat. The ecc_launch.bat file is moved and remains in
the framework bin directory after installation of the Integration
Packages. You need to edit this file if the location or method of
launching the ControlCenter Console changes. If this location has
changed, modify the following lines:

:: Default - launch ECC 5.0 Console

cd "C:\Program Files\ecc\console\bin "

"C:\Program Files\ecc\console\bin\createprocessfg.exe"
launch.bat

goto done

Configuring Console for LaunchSample Configuration File m
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Configuring

ControlCenter to Send
Alerts

This appendix discusses how to configure ControlCenter to accept
multiple trap destinations.

o Multiple Trap Destinations...........cccocevvviniiiniiininnn C-2
o Trap Variables ... C-3
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Configuring ControlCenter to Send Alerts

Multiple Trap Destinations

When you install the Integration Gateway, you specify the
framework IP address as the initial default trap destination. If you
need more than one trap destination, you need to manually edit the
CNG. ini file. by performing this procedure:

¢ Open the cNG. ini file, and then duplicate the following line:
trap_client_registration(ip,port, severity, state)

In addition, you can filter traps on a severity level as described in
FcEventSeverity. For example, if you do not want low severity
alerts to trigger traps, and you want only critical and fatal alerts to be
sent to the framework, then you can modify the severity parameter
from 10 (all messages) to 4. Each trap destination can be configured to
receive traps from a specified severity level and up.

The gateway will then send traps to all destinations specified.
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Trap Variables

In addition to the variables defined in the connuUnitStatusChange
and connUnitEventTrap of the fcmgmt . mib, the Integration Gateway
adds variables to the trap when it is sent. You can use these variables
for further processing on the framework side for tasks such as
parsing and event log filtering.

Table C-1 describes connUnitStatusChange trap variables:

Table C-1  ConnUnitStatusChange (Trap 1) Variables

Variables Sent From
Variable # | Integration Gateway | Values Description
Date/Time Timestamp of the trap
Source IP/Hostname of Integration
Gateway
1 connUnitStatus Unknown (1) New status of object as
Ok (3) defined in MIB
Warning (4)
Failed (5)
2 connUnitState Unknown (1) New state of object as
Online (2) defined in MIB
Offline (3)
3a connUnitName Top level source of the alert
42 FcUnitType Other (2) Type of the top level source
Switch) (4) as defined in the MIB
Host (10)
Storage-subsystem (11)

a. additional variable
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Table C-2 describes connUnitEventTrap variables:

Table C-2  ConnUnitEventTrap (Trap 4) Variables
Variables Sent From
Variable # | Integration Gateway | Values0 Description
Date/Time Timestamp of trap
Source IP/Hostname of
Integration Gateway
1 connUnitEventld Number Sequential number for
each event per
connUnitEntry
2 connUnitEventType Status (3) Fixed value
3 connUnitEventObject .ccitt.zeroDotZero
4 connUnitEventDescr Alert ID Unique identifier
Alert Name Name of alert
: Name for source object
Alert Object . o
Alert Description Detailed description
52 FcEventSeverity Unknown (1) This is the severity from
Fatal (2) ControlCenter and can be
Critical (4) mapped to framework
Warning (6) templates or events
Minor (7)
Information (8)
62 connUnitName Top level source of the
alert
78 FcUnitType Other (2) Type of the top level
Switch (4) source as defined in the
Host (10) MIB
Storage-subsystem (11)

c-4

a. Additional variable.
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