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I
IT General Controls

For the purpose of understanding of Asia Pacific Processing Centre’s (APPC) IT environment, we would appreciate it if you could provide the following, where applicable. 

Data or information requested or required by KPMG auditors are as of 20 Jul 2005.

	No.
	Documents
	Person providing

(Remarks)
	Date Received

	1 
	IT Management – APPC
	
	

	1.1 
	APPC Organization Chart 
	Roman
	

	1.2 
	Roles and Responsibilities of staff (in Mainframe, Midrange/Wintel, data center operations, problem mgmt, change mgmt, COB/hardware center, security administration)
	Peh Soon Lin
	

	1.3 
	Hardware and software inventory lists (including application systems, network components, etc.)

To include information on versions, vendor, in-house, packaged, licenses purchased, instances installed, etc.
	Joseph Low, Loong, Siow
	

	2
	Information Security
	
	

	2.1
	Citigroup Information Technology Management Policy, CITMP (Level 1,-) and
	Clint Han
	

	2.2
	Global Citigroup Information Security Policies (ISS standards) & Global Technology infrastructure Standards and Procedures (Level 2,3)
	Clint Han
	

	2.3
	User access administration procedures.
	Yeow Gim
	

	2.4
	Corporate Entitlement procedures – User access request procedures
	Yeow Gim
	

	2.5
	List of User ID Creation, Amendment, Deletion and Password Reset from 1 Jan 2005 to Present
	Yeow Gim
	

	2.6
	IT Security and problems incident reporting and escalation procedures – (problem & crisis management procedures)
	Srini Sankaran
	

	2.7
	Data Center physical access security standards and procedures 
	Mustafa, Wee Soon Teng
	

	2.8
	List of persons who have access to the data centre and list of managers authorized to approve access
	Mustafa
	

	2.9
	Evidence of review of physical access matrix (list of personnel having access to data centre) and the card access database
	Mustafa
	

	2.10
	Environmental controls monitoring procedures. Please include evidence of review.
	Mustafa
	

	2.11
	Anti-virus installation procedures, standards & guidelines
	Mike Wong, Zak Majid
	

	3
	Information Systems Operations
	
	

	3.1
	Computer Operation Procedures
	Wee Soon Teng
	

	3.2
	Problem management and monitoring procedures
	Venkat Narayanan
	

	3.3
	Emergency and escalation procedures
	Venkat Narayanan
	

	3.4
	List of Problems reported from 1 Jan 2005 to present
	Venkat Narayanan
	

	3.5
	Backup Procedures, schedules, retention periods
	Wee Soon Teng
	

	3.6
	Test of data recovery procedures (results from annual backup readability tests)
	Wee Soon Teng
	

	3.7
	Service Level Management Procedures
	K. Rajendiran
	

	3.8
	Capacity management and performance monitoring procedures 
	Joseph Low, Loong, Siow
	

	3.9
	Business Impact Analysis (BIA)
	Benny Lim, Mustafa


	

	3.10
	COB Plan and Test Results
	Benny Lim, Mustafa


	

	4
	Change Management
	
	

	4.1
	Citigroup change management procedures and standards
	Jeffrey Goh
	

	4.2
	Procedures and Standards for migrating to production environment
	Jeffrey Goh
	

	4.3
	Patch management procedures and standards
	Joseph Low, Loong, Siow
	

	4.4
	Emergency change procedures
	Jeffrey Goh
	

	4.5
	Citigroup Secure Configuration Guidelines and/or Standard Operating Environment (SOE)
	Jeffrey Goh
	

	4.6
	List of program Changes from 1 Jan 2005 to Present
	Jeffrey Goh
	

	4.7
	List of emergency program changes from 1 Jan 2005 to Present
	Jeffrey Goh
	

	4.8
	List of system, network and database changes from 1 Jan 2005 to present
	Jeffrey Goh, Joseph Low, Loong, Siow, Mike Chan
	

	4.9
	List of emergency system, network and database changes from 1 Jan 2005 to Present
	Jeffrey Goh, Joseph Low, Loong, Siow, Mike Chan
	

	4.10
	Outstanding change requests/enhancements 
	Jeffrey Goh
	

	5
	Resource Management
	
	

	5.1
	Citigroup vulnerability and threat management standards and guidelines
	Loong, Zak 
	

	5.2
	Database logical access standards and procedures 
	Loong, Vivek
	

	5.3
	DBA roles and responsibilities
	Loong, Vivek
	

	5.4
	Database performance monitoring procedures. 
	Loong, Vivek
	

	5.5
	Updated network diagram
	Mike Chan
	

	5.6
	List of network software, communication software, network topology
	Mike Chan
	

	5.7
	Network operations procedures and guidelines
	Mike Chan
	

	5.8
	Network Operating Directive (NOD)
	NA as not valid (agreed by KPMG)
	

	5.9
	Reports from semi-annual review of Network ACL (access control list) 
	Mike Chan
	

	5.10
	Firewall/IDS/ router logs – Please include evidence of review
	Seow Wee Choon
	

	5.11
	Report from annual ethical hacking exercise
	Seow Wee Choon
	

	5.12
	List of application softwares with descriptions of their business unit, functions, platform, physical location, development country and vendor.
	NA as agreed by KPMG auditors.  They will get the list from respective applications groups.
	


Note:   Additional documents may be requested subsequently. 

