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5. Executive Summary

This design is being proposed to address a major business issue related to the vendor remote access for EMC Symmetrix infrastructure.

The proposal from Network Security Engineering, Remote Access Engineering, B2B Engineering, Global Distributed Storage Engineering and EMC Corporation is to use WWDS for dialing in to Citigroup. WWDS will be configured specifically for third party vendor access with restricted access to the Storage Area Network (“SAN”) private local area network (“LAN”) only. The remote access firewalls and the Common Extranet Firewalls (“CEP”) or router based access control lists further restrict vendor access to corporate network.

6. Scope

The proposed solution can be implemented in global data centers for controlling vendor remote access to EMC Symmetrix storage arrays.

7. Problems and Opportunities 

7.1. Current Situation

The fault management of Symmetrix storage arrays has been outsourced to the vendor. A modem connected to the “service processor” dials out to vendor support center to alert faults. The vendor can then dial-in through the same modem for troubleshooting. This type of remote access allows the vendor to maintain a tight service level agreement.

The service processor exists solely for vendor purposes. Citigroup storage management team does not use the service processor for storage management tasks. There is no TCP/IP connectivity to the service processor.

7.2. Issue and Impact


Third parties have 24x7 dial-in access to the service processors that have complete control over the Symmetrix storage arrays that house critical business data from multiple businesses.

· Citigroup has no control over the remote access

· Citigroup is not notified of the event

· Citigroup cannot determine whether such access is for authorized use by authorized parties

Although business data cannot be accessed through the service processor, unauthorized use of this remote access facility can disrupt services that can cause prolonged outage for multiple servers.

8. Recommendations

Audit has identified the lack of controls in the vendor remote access to the Symmetrix as a major business issue. Even as more strategic solutions are being developed, the goal of this design is to provide a tactical solution that can be implemented fairly quickly.

· Tactical solution that can be implemented in North America datacenters over the next 12 months

· Bulk of the investment in the tactical solution can be utilized for future, more strategic solutions

· Provide dial-in controls to Citigroup with one time password

· Provide for logging of such access

· Provide for emergency access

Figure 1 illustrates the architecture that meets these goals.
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Figure 1 Tactical Solution for Vendor Remote Access to Symmetrix

All dial-in modems will be deactivated by using the “busy out” command in the PBX. This would allow the modems to dial-out for reporting alerts, but will not allow dial-in calls. All dial-in calls will be processed through the proposed WWDS architecture.

All service processors will be connected to the TCP/IP network, and configured to accept remote control sessions from the TCP/IP network instead of the modem. 

The vendor, EMC, dials into the MCI Dial Node using a new WWDS hostname. Based on hostname, WWDS Platform applies dedicated IP pool to EMC dial up users. Remote Access Firewalls filter traffic limited to TCP ports required for "EMC SymmRemote" application and destined for Service Processors. Return traffic from Service Processors is filtered by router ACL allowing "EMC SymmRemote" application destined to dedicated IP address pool on WWDS platform for EMC Support. Please see appendix D for a description of the “EMC SymmRemote” application. Other management traffic can also allowed, i.e. SNMP to NetCool, SMTP to mail gateways, etc. as needed.

The Safeword server logs all WWDS calls:

1. UserID

2. Call start and stop time

3. Call duration

4. Remote access router IP address

9. Implementation Checklist

· Inventory and identify Symmetrix service processors that will be converted to the WWDS access method. Inventory should include Datacenter “tile” location of each service processor.

· Validate that these service processors are capable of being connected to the TCP/IP network according to EMC guidelines. Any service processors that cannot be connected must be upgraded or replaced.

· Ask EMC to provide maximum simultaneous dial-up connections that they can initiate based on the inventory.

· Provision WWDS infrastructure based on the service processor locations and maximum simultaneous dial-up connections.

· Citiplex IP registration

· Citiplex user registration

· Entry into DNS

· Request B2B design based on the inventory

· Provision TCP/IP network to each service processor based on the inventory and the B2B design.

· Provision B2B firewall. Please see appendix A for B2B firewall configuration rules.

· Set up a 24x7 control desk. Set up level 3 procedures for remote access. Provision safeword cards to help desk personnel. Please see appendix B for the suggested remote access procedure.

· Inform vendor of the new procedure.

· On a mutually agreed date, connect and configure service processor to the TCP/IP network (see appendix C for details on changes required to the service processor). Also disable incoming calls on the telephone lines that service the modems connected to the service processor.

10. Roadmap

Global Distributed Storage Engineering (“GDSE”) is collaborating with EMC Corporation to develop a strategic solution that will further improve the control around the vendor remote access. This solution requires extensive re-engineering of EMC applications. At the time of writing of this document, Citigroup is negotiating required product features and availability dates with EMC. Some of the objectives from the strategic solution are as follows:

· Identification and authentication of personnel accessing the service processor.

· Role based access control, so that personnel have minimum access required to carry out their tasks.

· Enhance logging to track users that log in and the commands they issue to the Symmetrix. There will be provision for shipping these logs to a Citigroup controlled server. The log will include security violations such as failed logon attempts.

11. Appendix A: B2B Firewall or ACL Rules

Please see appendix D for a description of the EMC SymmRemote application that will run through the firewall(s).

The following ACL rules will be applied to the inbound interface restricting access to the corporate network, In addition to TCP port 5414 depicted in the example below, management traps to specific devices will only be allowed. ACL must be updated for all management traffic (SNMP/TFTP/Telnet/etc) during GNCC lockdown.

IP access-list EPP_<VENDORNAME>

 Permit tcp <LAN segment> <wildcard mask> host <VPN assigned ip address> eq <application port>

IP access-list extended EPP_EMC

 permit tcp 192.168.93.0 0.0.0.255 host 169.172.17.203 eq 5414

Note :- An ACL will only be used if a CEP firewall is completely unavailable in the Datacenter.

12. Appendix B: Suggested Vendor Remote Access Process

These are recommendations only. Global Storage Management Group (“GSMG”) should develop and customize the level 3 procedures.

12.1. Procedure Summary

Any faults with the Symmetrix storage arrays are alerted to the EMC support center by a dial-out through the modem attached to the service processor like it is done today. If EMC needs to dial-in to the service processor for further qualification or remediation, they will first call a “control desk” at Citigroup. This control desk will be staffed 24x7 by GSMG personnel and will have authority to allow remote access to vendor personnel. The control desk will verify the request and provide a one-time password to EMC with which EMC would be able to connect to the service processor through WWDS.

If there were a failure in the WWDS remote access infrastructure, an emergency access procedure would be followed.

12.2. Procedure for vendor remote access through WWDS

12.2.1. Prerequisites

1. A central point of contact, called the “control desk”, will be operated on a 24x7 basis by Citigroup. This desk will control the Safeword Platinum Cards that provide the password access to WWDS for vendors. This control desk will also open and close tickets and own the remote access logs.

2. The vendor will be assigned an Access Identification Number (“AIN”).

12.2.2. Procedure

1. When the vendor receives an alert from the device, the vendor will call the control desk. The vendor will identify himself or herself with the AIN, and proceed to brief the control desk on the issue.

2. The control desk will open a severity one trouble ticket for problems, a change control ticket for development or a service ticket for BAU issues. 

3. The control desk will create an entry in the log that would include date, time, name of the vendor person, name of the control desk person, and ticket number.

4. The control desk will then provide the vendor with the password generated by the Safeword card.

5. Vendor will call the control desk upon completion of work. The vendor will identify himself or herself with AIN, reference the ticket number, and provide a status update.

6. Control desk will update the previously created log entry with date, time of when vendor terminated the remote access.

7. Control desk will update the ticket with status update. If the issue is fixed, they will close the ticket.

12.3. Emergency Access Procedure

1. When the vendor receives an alert from the device, the vendor will call the control desk. The vendor will identify himself or herself with the AIN, and proceed to brief the control desk on the issue.

2. The control desk will open a severity one trouble ticket for problems, a change control ticket for development or a service ticket for BAU issues. 

3. The control desk will create an entry in the log that would include date, time, name of the vendor person, name of the control desk person, and ticket number.

4. The control desk will then provide the vendor with the password generated by the Safeword card.

5. If the vendor cannot connect to the device using the WWDS method, they will call control desk and notify them of the problem.

6. The control desk will open a ticket for the WWDS access issue.

7. The vendor will dispatch a support person to the site to work on the issue.

8. Vendor will call the control desk upon completion of work. The vendor will identify himself or herself with AIN, reference the ticket number, and provide a status update.

9. Control desk will update the previously created log entry with date, time of when vendor completed the work.

12.4. Other procedures

1. The telecommunications department will periodically conduct an entitlement review on the extensions used by the Symmetrix service processor modems to ensure that all such lines are configured to reject dial-ins. The report from this review should be archived by GSMG.

2. The AIN assigned to the vendor should be changed periodically.

Appendix C: Test Plan and Results

12.5. Introduction

This test will establish WWDS as the solution for enabling secure vendor remote access to the Symmetrix storage array.

12.6. Scope

· Service Processor configuration

· WWDS configuration

· Remote access firewall configuration

· Client equipment configuration

· Control of service processor from client through dial-in to WWDS

· Logging

· Call flow

12.7. Test Environment
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12.7.1. Service Processor Configuration

Windows 2000 and Windows NT4 based Service Processors were tested.

TCP/IP Configuration

Service processor 1: 192.168.93.3, (NAT:146.128.134.77), Symm serial - 0127

Service processor 2: 192.168.93.4, (NAT:146.128.134.78), Symm serial - 0120

Subnet Mask: 
255.255.255.0

Default Gateway:
192.168.93.254

Speed/Dup:

100/full

PrivateWire Configuration

	Combination
	Source IP
	Source Mask
	Source Port
	Destination IP
	Destination Mask
	Destination Port

	1
	169.172.17.0
	255.255.255.0
	0
	127.0.0.1
	255.255.255.255
	5414

	2
	127.0.0.1
	255.255.255.255
	5414
	169.172.17.0
	255.255.255.0
	0


SymmRemote Configuration

SymmRemote is configured to listen on the TCP/IP instead of waiting for incoming calls through the modem.

Modem Phone Numbers
Symm Serial 0127 – 212-816-0984

Symm Serial 0120 – 212-816-0987

Other Configuration

Routing and remote access service on the service processor is turned off. By turning this service off, the modem connected to the service processor does not answer incoming calls
. 

12.8. Remote Access Firewall Rules

src


dst



srv

action

169.172.17.203
146.128.134.77 & 78
tcp/5414
permit

169.172.17.203
any



any

deny

169.172.17.204
146.128.134.77 & 78
tcp/5414
permit

169.172.17.204
any



any

deny

12.9. B2B Router ACL Rules

Match Remote Access Firewall rules after applying NAT.

12.10. Test Plan

12.10.1. Dial-in instructions for EMC

Use a Windows workstation with a modem. Using “Dial-Up networking”, select “bring up terminal window after connecting”.

0) Get the sercure ID card number (“userID”) and dynamic password (“token”) from Parul.

1) Enter card number as username and password in the password field.

2) Dial number (508) 3632001 or (508) 8491000. 

3) After it connects, the terminal window comes up, hit "enter"

4) Type "+" 

5) When it prompts you for “host name:” enter "cbrt03"

6) When prompted for “UIC:” enter "ppp"

7) You should see garbage in the window, click the “Done” button

To verify that you have connected correctly, check that the Windows “PPP adapter” is assigned the IP address 169.172.17.203 or 169.172.17.203.

12.10.2. Tests

	No.
	Test
	Expected Behavior
	Result
	Pass/Fail
	Notes

	1
	Perform a test dial-home from SymmWin on the service processor.
	Modem attached to service processor will perform call home using the phone number configured. A SUCCESS message will be displayed.
	As expected
	Pass
	

	2
	Attempt to dial the number assigned to the service processor modem from a regular desk phone.
	Modem should not answer the call.
	As expected
	Pass
	

	3
	From workstation 1, connect to Citigroup WWDS using Windows DUN and instructions provided. Authenticate with Citigroup employee provided userID and dynamic token.
	Authentication successful
	As expected
	Pass
	

	4
	Check IP address assigned by WWDS to workstation 1
	IP address should be either 169.172.17.203 or 169.172.17.204
	As expected
	Pass
	In production, WWDS will assign an IP address from a larger pool

	5
	Connect to service processor 1 with SymmRemote client from workstation 1 by using its IP address
	Workstation 1 has full KVM control of service processor 1. EMC CE can perform usual tasks with familiar response time. The connection is reliable.
	The response was a little slower as compared to the current EMC standard for remote access
	Pass
	EMC will check with CE staff whether performance is acceptable

	6
	Keep workstation 1 connected. From workstation 2, connect to Citigroup WWDS using Windows DUN and instructions provided. Authenticate with Citigroup employee provided userID and dynamic token.
	Authentication successful
	As expected
	Pass
	

	7
	Check IP address assigned by WWDS to workstation 2
	IP address should be either 169.172.17.203 or 169.172.17.204 (each workstation will get a unique IP address from the pool)
	As expected
	Pass
	In production, WWDS will assign an IP address from a larger pool

	8
	Connect to service processor 2 with SymmRemote client from workstation 2 by using its IP address
	Workstation 2 has full KVM control of service processor 2. EMC CE can perform usual tasks with familiar response time. The connection is reliable.
	The response was a little slower as compared to a modem to modem connection
	Pass
	EMC will check with CE staff whether performance is acceptable

	9
	Disconnect both workstations from WWDS
	Disconnect successful
	As expected
	Pass
	

	10
	Log correlation
	It should be possible to correlate WWDS and service processor logs to identify the caller, identify the Citigroup employee who allowed the access, and actions performed by the caller on the Symmetrix
	See logging notes below
	Fail
	


Logging notes:

The WWDS log records the Citigroup userID, date, time, IP address etc. of the dial-in session. 

The SymmWin application used by EMC support staff keeps a log of commands issued against the Symmetrix.  However, it was not possible to correlate this against the WWDS log because UserID, date and time are not common between the systems.

12.11. Conclusion

The suggested architecture for vendor remote access to Symmetrix will work as expected.

Appendix D: EMC SymmRemote Application

The EMC SymmRemote application provides keyboard, video and mouse (“KVM”) access to the service processor over modem or TCP/IP network. The application is similar to commercially available software for the Wintel platform such as VNC or PCAnywhere etc.

The SymmRemote application can be configured to either wait for incoming calls on the modem or the TCP/IP network. When configured to work on the TCP/IP network, SymmRemote listens on a configurable TCP port for incoming connections from the SymmRemote client. The default port is TCP/5414.

The SymmRemote client software, which is only available to EMC support staff, connects to the SymmRemote server listening on TCP/5414 on the service processor. Once the connection the established, the remote user has full KVM control ob the service processor.

13. Appendix E:   SG’s Vendors to be connected via WWDS  

SG is implementing a GLOBAL initiative by GDSE  to address 

an  issue related to the vendor remote access.  

The proposal from Network Security Engineering, Remote Access Engineering, B2B Engineering, Global Distributed Storage Engineering and EMC Corporation is to use WWDS for dialing in to Citigroup. WWDS will be configured specifically for third party vendor access with restricted access to the Storage Area Network (“SAN”) private local area network (“LAN”) only. The remote access firewalls and the Common Extranet Firewalls (“CEP”) or WWDS router based access control lists further restrict vendor access to corporate network.

In SG Data centers (Telepark/Cintech2), all the storage relating equipments (HDS storage, EMC storage, SAN switches, mgt. consoles, DWDM, centricstor, etc) will be connected to 2 switches (for redundancy) where both switches will then be connected to the “cold switches” in the Data centers.  A separate VLAN will be created for this subnet /24.  Therefore, access to the Citigroup network will be restricted.

17.1

Dial-in

All dial-in modems will be deactivated by using the “busy out” command in the PBX. This would allow the modems to dial-out for reporting alerts, but will not allow dial-in calls. All dial-in calls will be processed through the proposed WWDS architecture.

All service processors will be connected to the TCP/IP network, and configured to accept remote control sessions from the TCP/IP network instead of the modem. 

The vendor, EMC/Fujitsu, dials into the MCI /AT&T Dial Node using a new WWDS hostname respectively. Based on hostname, WWDS Platform applies dedicated IP pool to EMC/Fujitsu dial up users. Remote Access Firewalls filter traffic limited to TCP ports required for application and destined for the needed services. The WWDS router ACL filtered the returned traffic from services allowing the application the necessary Support. 
HOW do we get connected ?

Use a Windows workstation with a modem. Using “Dial-Up networking”, select “bring up terminal window after connecting”.

0) Vendor will call the SG Datacenter customer service (only creates/close a problem ticket) & identify themselves with a preassigned Access Identification Number. The customer service  which will then forward the dynamic  password request to the SG control desk (Datacenter – operation).

1)  Enter card number as username and password in the password field.

2) Dial local MCI/ AT &T to connect to the local WWDS node. 

3) After it connects, the terminal window comes up, hit "enter"

4) Type "+" 

5) When it prompts you for “host name:” enter "NEW WWDS hostname for EMC/Fujitsu"

6) When prompted for “UIC:” enter "ppp"

7) You should see garbage in the window, click the “Done” button

To verify that you have connected correctly, check that the Windows “PPP adapter” is assigned the IP address 169.172.17.208 or 169.172.17.209.
17.2

IP addresses allocated for remote access

The following is a list of IP address pool assigned to the external vendor 

Fujitsu 

1.1.1.1  
-              1.1.1.50

subnet mask = 255.255.255.0

EMC 

1.1.1.51  
-              1.1.1.100

subnet mask = 255.255.255.0

17.3

Firewall Rules

ACL rules 

The following ACL rules will be applied to the inbound interface restricting access to the corporate network, In addition to TCP port 5414 depicted in the example below, management traps to specific devices will only be allowed. ACL must be updated for all management traffic (SNMP/TFTP/Telnet/etc) during GNCC lockdown.

IP access-list EPP_<VENDORNAME>

 Permit tcp <LAN segment> <wildcard mask> host <VPN assigned ip address> eq <application port>

EXAMPLES

IP access-list extended EPP_EMC
 permit tcp 192.168.93.0 0.0.0.255 host 169.172.17.208 eq 5414

IP access-list extended EPP_FUJITSU
 permit tcp 192.168.94.0 0.0.0.255 host 169.172.17.209 eq 5420
Note :- In SG we would use the ACL via the WWDS router.

Remote Access Firewall Rules

EXAMPLES
src


dst



srv

action

169.172.17.208
146.128.134.77 & 78
tcp/5414
permit

169.172.17.208
any



any

deny

169.172.17.209
146.128.134.77 & 78
tcp/5414
permit

169.172.17.209
any



any

deny

17.4

List of equipments

The following attached eXcel is a list of all the equipments needed to be access remotely by the vendors ..
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� The modem can still make outgoing calls (dial-home) to report alerts.
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		#		Site Loc				Vendor		Platform		Env		APPC Site Ref		Model		Serial No		Note

		1		CINTECH 2		E-2		EMC		MF/MR		IFM PROD		E-2		5700		CK282400331

		2		CINTECH 2		E-19		EMC		MR		COB		E-35		8730		CK284701609

		3		CINTECH 2		E-37		EMC		MR		COB		E-38		8730		CK284700336

		4		CINTECH 2		E-36		EMC		MR		TEST		E-37		8830		CK285700605

		5		CINTECH 2		E-16		EMC		MF		TEST		E-39		8830		CK2857001119

		6		CINTECH 2				EMC		MF		COB		E-40		8830		CK285700580

		7		CINTECH 2				EMC		MF		PROD		E-41		8830		CK285701088

		8		CINTECH 2				EMC		MF		PROD		E-45		8830		CK285701145

		9		CINTECH 2				EMC		MR		COB		E-48		8830		CK285701889

		10		CINTECH 2				EMC		MR		TEST		E-47		8830		CK285701758

		11		CINTECH 2				EMC		MF		PROD		E-52		8830		CK285701846

		12		CINTECH 2				EMC		MF		COB		E-55		8830		CK285702264

		13		CINTECH 2				EMC		MF		COB		E-61		8830		CK285700592

		14		CINTECH 2				EMC		MR		TEST		E-70		CX500		CK200043600693		Dialin via Management Console

		15		CINTECH 2				EMC		MR		PROD		E-54		CX600		CK200030906788

		16		CINTECH 2				EMC		MR		COB		E-57		DMX1000		TN287400328

		17		CINTECH 2				EMC		MF		TEST		E-63		DMX1000		CK287460351

		18		CINTECH 2				EMC		MR		PROD / COB		E-72		DMX1000		CK287460856

		19		CINTECH 2				EMC		MR		PROD		E-73		DMX1000		CK287460990

		20		CINTECH 2				EMC		MF		PROD		E-62		DMX2000		SA287750094

		21		CINTECH 2				EMC		MR		PROD / COB		E-64		DMX2000		CK287750367

		22		CINTECH 2				EMC		MR		TEST		E-67		DMX2000		CK287750833

		23		CINTECH 2				EMC		MR		COB		E-68		DMX2000		CK287750822

		24		CINTECH 2				EMC		MF		COB		E-69		DMX2000		CK287750545

		25		CINTECH 2				EMC		MR		PROD		E-74		DMX2000		CK287751169

		26		CINTECH 2				EMC		MR		TEST		E-75		DMX2000		CK287751170

		27		CINTECH 2				EMC		MR		PROD		E-53		EC-1200		MC5CN06220

		28		CINTECH 2				EMC		MR		PROD		E-56		EC-1200		MC5CN06342

		29		CINTECH 2				EMC		MR		PROD		E-60		EC-1200		MC5CN06573

		30		CINTECH 2				EMC		MR		PROD		E-71		EC-1500		MC5TN01684

		31		Telepark 3				EMC		MF		PROD		T3-E-19		8830		CK285701086

		32		Telepark 3				EMC		MF		COB		T3-E-20		8830		CK285700990

		33		Telepark 3				EMC		MF		PROD		T3-E-21		8830		CK285701120

		34		Telepark 3				EMC		MF		COB		T3-E-22		8830		CK285701829

		35		Telepark 3				EMC		MF		COB		T3-E-23		8830		CK285701132

		36		Telepark 3				EMC		MF		PROD		T3-E-24		8830		CK285702255

		37		Telepark 3				EMC		MF		COB		T3-E-25		DMX1000		CK287460253

		38		Telepark 3				EMC		MF		COB		T3-E-26		DMX2000		CK287750339

		39		Telepark 3				EMC		MR		PROD / COB		T3-E-27		DMX2000		CK287750418

		40		Telepark 3				EMC		MF		PROD		T3-E-30		DMX2000		CK287750542

		41		Telepark 5		E-15		EMC		MF/MR		IFM PROD		T5-E-17		5430		CK282501681

		42		Telepark 5		E-17		EMC		MR		PROD		T5-E-16		8730		CK284700334

		43		Telepark 5		E-18		EMC		MR		PROD		T5-E-19		8830		CK285700698

		44		Telepark 5		E-19		EMC		MR		PROD		T5-E-21		8830		CK285701914

		45		Telepark 5				EMC		MR		PROD		T5-E-22		CX600		CK200031000449		Dialin via Management Console

		46		Telepark 5				EMC		MR		TEST		T5-E-25		CX600		CK200032000225

		47		Telepark 5				EMC		MR		PROD		T5-E-32		CX600		CK200031900333

		48		Telepark 5				EMC		MR		PROD		T5-E-28		DMX1000		TN287400320

		49		Telepark 5				EMC		MR		PROD		T5-E-30		DMX1000		CK287460794

		50		Telepark 5				EMC		MR		PROD		T5-E-31		DMX1000		CK287460986

		51		Telepark 5				EMC		MR		PROD		T5-E-29		DMX2000		CK287750820

		52		Telepark 5				EMC		MR		PROD		T5-E-33		DMX2000		CK287751168

		53		Telepark 5				EMC		MR		PROD		T5-E-23		EC-1200		MC5CN06219

		54		Telepark 5				EMC		MR		PROD		T5-E-24		EC-1200		MC5CN06341

		55		Telepark 5				EMC		MR		PROD		T5-E-26		EC-1200		MC5CN06575

		56		Telepark 5				EMC		MR		PROD		T5-E-27		EC-1200		MC5CN06556



goht:
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				Equipments supported by FUJITSU																1-Feb-05

				UTP cables required for WWDS Project

		SN		Site Loc		Equipment		Equipment Name		APPC Site Ref		Vendor		Platform		Env		Loc		Serial No

		1		Telepark 5		FC9000		FC9000_2		G-13		FJ		MR		PROD		R-32

		2		Telepark 5		FC9000		FC9000_1A		G-15		FJ		MR		PROD		R-32

		3		Telepark 5		FC9000		FC9000_1B		G-15		FJ		MR		PROD		R-32

		4		Telepark 5		FC9000		FC9000_3A		G-16		FJ		MR		PROD		R-32

		5		Telepark 5		FC9000		FC9000_4A		G-17		FJ		MR		PROD		R-32

		6		Telepark 5		CX600		CX449		E-22		FJ		MR		PROD		R-32

		7		Telepark 5		CX600		CX225		E-25		FJ		MR		PROD

		8		Telepark 5		CX600		CX333		E-32		FJ		MR		PROD

		9		Telepark 5		HDS9960		HDS40746		Z-5		FJ		MR		PROD		Z-5

		10		Telepark 5		HDS9960		HDSRMC		R-34		FJ		MR		PROD		R-34

		11		Telepark 5		FSP2000		FSP2000A		G-18		FJ		ALL		PROD		R-32

		12		Telepark 5		FSP2000		FSP2000B		G-14		FJ		ALL		PROD

		13		Telepark 5		HDS Tagmastore		HDS9990		S-33		FJ		MR		PROD		S-33

		14		Telepark 5		Connectrix		CNX02		E-23		FJ		MR		PROD		E-23

		15		Telepark 5		Connectrix		CNX04		E-24		FJ		MR		PROD		E-24

		16		Telepark 5		Connectrix		CNX06		E-26		FJ		MR		PROD		E-26

		17		Telepark 5		Connectrix		CNX08		E-27		FJ		MR		PROD		E-27

		18		Telepark 3		CD9000		CD9K-SW1		G-1		FJ		MF		PROD		R-7

		19		Telepark 3		CD9000		CD9K-SW2		G-2		FJ		MF		PROD		R-7

		20		Telepark 3		CD9000		CD9K-SW3		G-4		FJ		MF		PROD		R-7

		21		Telepark 3		CD9000		CD9K-SW4		G-5		FJ		MF		PROD		A-3

		22		Telepark 3		HDS9910		HDS61109		Z-6		FJ		MF		PROD		Z-6

		23		Telepark 3		HDS9910		HDS61011		Z-5		HDS		MF		PROD		Z-5

		24		Telepark 3		CENTRICSTOR		CS1A_MF		F-1		FJ		MF		PROD		F-1

		25		Telepark 3		CENTRICSTOR		CS2A_XO		F-3		FJ		MF		PROD		F-3

		26		CINTECH 2		CD9000		CD9K-SW1		G-21		FJ		MF		PROD		R-24

		27		CINTECH 2		CD9000		CD9K-SW2		G-10		FJ		MF		PROD		R-73

		28		CINTECH 2		CD9000		CD9K-SW3		G-14		FJ		MF		PROD		R-24

		29		CINTECH 2		CD9000		CD9K-SW4		G-4		FJ		MF		PROD		R-73

		30		CINTECH 2		FC9000		FC9000_2		G-11		FJ		MR		PROD		G-11

		31		CINTECH 2		FC9000		FC9000_1A		G-15		FJ		MR		UAT		R-66

		32		CINTECH 2		FC9000		FC9000_1B		G-15		FJ		MR		UAT		R-66

		33		CINTECH 2		FC9000		FC9000_3A		G-17		FJ		MR		UAT/PROD		R-66

		34		CINTECH 2		FC9000		FC9000_4A		G-18		FJ		MR		UAT/PROD		R-66

		35		CINTECH 2		HDS9960		HDS32029		S-12		FJ		MR		UAT/PROD		S-12

		36		CINTECH 2		HDS9960		HDS40659		Z-9		FJ		MR		UAT		Z-9

		37		CINTECH 2		HDS9910		HDS60699		Z-10		FJ		MF		PROD		Z-10

		38		CINTECH 2

		39		CINTECH 2

		40		CINTECH 2

		41		CINTECH 2

		42		CINTECH 2

		43		CINTECH 2

		44		CINTECH 2

		45		CINTECH 2

		46		CINTECH 2

		47		CINTECH 2		HDS9970V		HDS20683		Z-11		FJ		MF		PROD		Z-11

		48		CINTECH 2		CX600		CX6788		E-54		FJ		MR		PROD		R-5

		49		CINTECH 2		CX500		CX693		E-70		FJ		MR		UAT

		50		CINTECH 2		FSP2000		FSP2000A		G-22		FJ		ALL		PROD		R-73

		51		CINTECH 2		FSP2000		FSP2000B		G-13		FJ		ALL		PROD

		52		CINTECH 2		CENTRICSTOR		CS1A_MF		F-1		FJ		MF		PROD		F-1

		53		CINTECH 2		CENTRICSTOR		CS2A_XO		F-2		FJ		MR		PROD		F-2

		54		CINTECH 2		HDS Tagmastore		HDS9990		S-38		FJ		MR		PROD		S-38

		55		CINTECH 2		HDS Tagmastore		HDS9990		S-39		FJ		MR		UAT		S-39

		56		CINTECH 2		Connectrix		CNX01		E-56		FJ		MR		PROD		E-56

		57		CINTECH 2		Connectrix		CNX03		E-53		FJ		MR		PROD		E-53

		58		CINTECH 2		Connectrix		CNX05		E-60		FJ		MR		PROD		E-60

		59		CINTECH 2		Connectrix		CNX07		E-71		FJ		MR		PROD		E-71
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