Asia Midrange/ Wintel

Independent Peer Review

As of July 29, 2005

	#
	SAN Component
	Finding
	Risk Level
	Impact
	Recommendation
	Peer Review Person
	Management Response
	APPC Contact
	Projected Disposition / Control Issue (Y or N)

	1
	EMC Symmetrix Array/ Connectrix Manager
	Vendor Remote Access is not being logged and does not use an approved authentication mechanism. 


	H
	Remote access is not properly controlled.
	Implement WWDS authentication compensating control released by Global Engineering.
	E.Wilson
	Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)

In the meantime, dial in access will be disable and allow only upon vendor request as per secure build recommendation
	Alan Ang


	Please open a Control Issue for Remote Access to address Items #1, 2, 7, and 13.

Y

	2
	Inrange FC 9000 switch, HDS Array
	Vendor Remote Access is not being logged and does not use an approved authentication mechanism.
	H
	Remote access is not properly controlled.
	Develop and implement compensating control.
	E.Wilson
	Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)

In the meantime, dial in access will be disable and allow only upon vendor request as per secure build recommendation
	Alan Ang
	Please open a Control Issue for Remote Access to address Items #1, 2, 7, and 13.
Y

	3
	EMC Symmetrix Management Workstation
	The  current SAN management workstation for Solutions Enabler is HP-UX. The secure build op.
	M
	Standard compensating controls for Solutions Enabler are developed for Solaris servers. 
	Migrate Solutions Enabler to a Solaris server.
	E.Wilson
	Refer to Secure Build CAP (item 1).  Will implement standard as recommended
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.

Y

	4
	Inrange FC 9000 switch, HDS 7700E/9960 Storage Array
	There is no global standard for this product and a secure build or configuration guide does not exist.
	H
	Self assessment of the product has not been performed. A secure configuration guide is not available.
	Migrate to a standard product or accept regional product ownership and perform self assessment and develop a secure build guide.
	E.Wilson
	Refer to Secure Build CAP (item 3).  Will implement standard as recommended Standardized with Connectrix Secure Build Doc.
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.
Y

	5
	SAN Management Servers
	Login id’s to SAN management server and applications (ie Connectrix Manager) do not match SOE login id’s.
	M
	Correlation to “MasterID” is not possible if SOE id is not used.
	Use SOE id’s for login to SAN management server and applications.
	E.Wilson
	Yes 

We are using SOE id’s are login ID’s
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	Alan Ang
	Resolved

N

	6
	SAN Management Servers
	There is no documented process for review of entitlements to SAN management server and applications.
	H
	Excessive authority might be granted.
	Develop a written process for review.
	E.Wilson
	Refer tp Secure Build CAP item(4). Will implement standard as recommended 
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.
Y

	7
	SAN Management Servers
	SAN Management Server is directly cabled to a private SAN management network where remote access connections are allowed.
	H
	SAN Management Server is vulnerable to connections via remote access connection and cannot also beconnected to the corporate network. If not connected to corporate network inventory tracking and updating from corporate infrastructure (VTM fixes, virus definitions, etc) is not possible 
	Attached SOE SAN Management server to corporate network and use a CEP firewall for limited access to private SAN management network as described in secure config guides.
	E.Wilson
	Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)
	Alan Ang
	Please open a Control Issue for Remote Access to address Items #1, 2, 7, and 13.

Y

	8
	EMC Symmetrix Array
	VCMDB LUN masking device is not configured to be restricted to only SAN management servers.
	H
	Arbitrary servers with SAN storage could modify and/or corrupt the LUN masking database gaining access to unauthorized data and/or causing a denial of service.
	Implement VCMDB restrict on all Symmetrix arrays.
	E.Wilson
	Already done for the UAT Servers. 7th Aug 2005 Planned to do for Production.
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	Alan Ang
	Pending Resolution.

Please provide production Control number when migrated to production, along with any supporting documentation.

Y

	9
	EMC Symmetrix Array
	SYMACL security is not configured on the arrays.
	H
	Arbitrary servers with SAN storage could make configuration changes to the storage arrays gaining access to unauthorized data and/or causing a denial of service.
	Implement SYMACL security on all Symmetrix arrays.
	E.Wilson
	Refer tp Secure Build CAP,Item(6).  Will implement standard as recommended
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.

Y

	10
	EMC Clariion Array

(6788,449, 225,333,693)
	Clariion SP network connections are on the corporate network.
	H
	Any server on the corporate network can attempt access to the Clariion array and possibly attempt a denial of service attack on the storage array.
	The Clariion storage array IP interfaces should be placed on a private management network as described in the secure config guide.
	E.Wilson
	Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)

Planing to move the private management  on Network on 7th Aug 2005.
	Alan Ang
	Pending Resolution.

Please provide production Control number when migrated to production along with any supporting documentation.

N

	11
	EMC Clariion Array

(6788,449, 225,333)
	NaviCLI access is not restricted to SAN Management Servers.
	H
	Any user with IP connectivity to the Clariion SP ports could initiate NaviCLI commands possibly gaining access to unauthorized data and/or causing a denial of service.
	Restrict NaviCLI access to only SAN Management Servers as described in the secure config guide.
	E.Wilson
	Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)

Planing to move the private management  on Network on 7th Aug 2005.
	Alan Ang
	Pending Resolution.

Please provide production Control number when migrated to production along with any supporting documentation.

N

	12
	Tape SAN
	SAN is not configured as dual fabrics.
	M
	Complete Tape SAN outage possible by loss of single Tape SAN fabric.
	Validate that risk of outage due to single failure does not merit dual fabric design as recommended in GDSE best practice.
	E.Wilson
	Will review Tape SAN setup and identify dual fabric where possible. 

This will be taken into consideration when implementing Centric Virtual Tape
	Alan Ang
	Pending Resolution.

Please expand on your response.  Eliot feels this is a recommendation and not an Issue.

N

	13
	Remote Access
	There is no PCM for managing vendor remote access to the SAN components.
	M
	No clearly defined process to ensure a standard procedure is followed. 
	Develop PCM for vendor remote access.
	E.Wilson
	Doing in the project Remote vendor access (NSR 2005/100) 

Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)


	Alan Ang
	Please open a Control Issue for Remote Access to address Items #1, 2, 7, and 13.

Y

	14
	McData FC Switch
	Web Server and Telnet interfaces are enabled on McData FC switches.
	M
	Allows administrative interface where clear text passwords are passed over the IP network.
	Disable web server and telnet interface on all McData FC switches as described in the secure config guide.
	E.Wilson
	Web Server and Telnet interfaces are disabled on McData Switch.
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	Alan Ang
	Pending Resolution. 

Please submit additional documentation to address Web Server.  Telenet documentation is Resolved.

Y

	15
	Connectrix Manager
	Excessive number of zones are configured where one or more (HBA/storage port) members are not logged into the FC fabric.
	M
	Old zones may be left in place after servers/application are decommissioned possibly allowing for future unauthorized data access.
	Review all zones with members not logged into fabric and validate that zone is still required or remove zone. Establish a regular review of zone entitlements.


	E.Wilson
	Will setup process for monthly review and update process to PCM
	Alan Ang
	Pending Resolution.

Alan will contact John Dybus, to assist in writing up a PCM.

Y

	16
	EMC Symmetrix Array
	VCM Device Masking Config State is “mixed” indicating that the VCM is not active on all FA ports.
	M
	FA’s without VCM enabled might allow unauthorized data access.
	Review FA configurations and enabled VCM masking where it is missing.
	E.Wilson
	Refer tp Secure Build CAP,Item(6).  

Curently implementing as part of Q2 tech refresh. 

Target date : End Dec 05 
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.

Y

	17
	EMC Connectrix Manager
	The Connectrix Manager Service Processor (CSP) “ipconfig” output shows that it has a network connection (CBF1) attached to the corporate network.
	H
	Vendor managed service processor with vender remote access dial-in has full corporate network connectivity.
	Move the CSP network connection to a CEP fire walled network segment as described in the SAN Secure Config Guide.
	E.Wilson
	Refer to Remote Access CAP, final configuration will use WWDS login as control (NSR2005/100)

Currently planning to move the private management  on Network on 7th Aug 2005.
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.

Y

	18
	EMC Connectrix FC Switches
	The port configuration screen shows that WWN port binding is not enabled.
	M
	WWN spoofing could be used to gain unauthorized data access.
	Implement WWN port binding on all switches as described in the SAN Secure Config Guide.
	E.Wilson
	Port Binding done Two Switches in UAT. Remaining switches planned to do on 7th aug 2005 and 14 aug 2005.
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	Alan Ang
	Pending Resolution.

Alan will submit additional documentation for Eliot to review. 



	19
	Inrange FC 9000 switch
	Port binding is not available on the platform
	M
	With WWN zoning and no port binding, WWN spoofing could be used to gain unauthorized data access.
	Develop a compensating control for the platform or migrate to EMC Connectrix FC switches where port binding is supported.
	E.Wilson
	Refer tp Secure Build CAP,Item(3  ).

Planning to migrate out of FC9000 by Q4 2005
	Alan Ang
	Please open a Control Issue for Non Secure Build to address Items #3, 4, 6, 9, 16, 17, and 19.

Y
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_1184159625/VCMDB_605.txt
  Symmetrix ID                         : 000285700605



        Configuration Server Version     : 5567.53.30

        Configuration Server Protocol    : 0x148

        Configuration Server Date        : 07.07.2003



        FBA formatted                    :    581584

        FBA unformatted                  :         0

        AS/400 formatted                 :         0

        AS/400 unformatted               :         0

        IBM_FBA formatted                :         0

        IBM_FBA unformatted              :         0

        UNISYS_FBA formatted             :         0

        UNISYS_FBA unformatted           :         0

        ICL formatted                    :         0

        ICL unformatted                  :         0

        CKD-3380 formatted               :         0

        CKD-3380 unformatted             :         0

        CKD-3390 formatted               :         0

        CKD-3390 unformatted             :         0



        Max Hypers per Disk              :        32

        FBA Multi Access Cache           : Enabled

        Dynamic RDF Configuration        : Disabled

        RAID-S support                   : Disabled

        RAID-S members                   :         3

        VCMdb Access Restricted          : Enabled
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