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Issue and Impact:

	Weak management of the Telkey process could prevent an authorized staff from gaining access to the system in an emergency.

	


Finding(s):

	The SAN PCM does not contain the Telkey process.  As a result, the password of the administrator account was not stored in the Telkey box for emergency access. 


Recommendation(s):

	Management should implement/perform the Telkey process for the SAN environment to make sure that an authorized staff can gain the access the system in an emergency.

	


Management Response:

The administrator id is use primarily for password management , and there always more than 1 operational ID to perform work functions, which provides sufficient backup requirements.

In the worst case ,if the administrator ID is not available, the management software system can be re-installed without affecting the current configuration setup,to enable the administrator function, within an hour.

Agree with findings noted above ___ NO

Management Comment:
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