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Issue and Impact:

	Inadequate controls of the SAN administrators could result in unauthorized system activities.

	


Background(s):

The SAN environment has been implemented since July 1997.

Finding(s):

	a. Although the local procedures (Midrange Storage Process Documentation for the SAN environment) required the administrator audit logs to be reviewed weekly, the logs were not reviewed to track the following activities:

· Tracking on storage administrator and vendor activity within the SAN environment.
· Tracking on remote access connections to the Symmetrix and Connectrix service processors.
· Tracking on storage management activity performed by the vendor with the SymmWin storage management application.
· Tracking on storage management actions executed from the Solutions Enabler and the NaviCLI applications.
· Tracking on storage management actions executed from the Navisphere storage management application.
· Tracking on account creation and maintenance. 
b. The audit logs can be tampered without timely detection by the administrators.

c. The documented procedures required the logs to be reviewed by the administrator who are independent. 
d. System administrators (4 staff) are also responsible for account creations and maintenance.

	


Recommendation(s):

	a.– d. Management should implement/perform preventive/detective controls for the privileged SAN accounts. Also proper segregation of duties should be established since there are 4 system administrators.

	


Management Response:

The issues raise for Item (a) to (c) and compensating controls are already documented in the SECURE Build and Remote Access CAPs, that has been provided to you.

The compensating controls are as follows :

· Platform owners are requestor for all activities on the SAN. All activities on the SAN are manually tracked, reviewed and confirmed upon completion of the request with the respective platform owners.  Any errors will be rectified immediately.

· All disk activities performed on Solution Enabler on the HP are tracked and reviewed daily via PowerBroker . All SYMCLI directory and commands are restricted at Unix level permission (only root account can execute). All activities are audit trailed by Powerpak

· All activities on platform servers are audit-trailed via PowerBroker 

· SAN Management Station PC is not attached to GRN (Global Router Network)

· Physical access required for all SAN activities in the data centre, as per Access Control Management procedure(QM/3/4/134)

For item(d) :

· Only one ID SAN administrator function for Connectrix and Navisphere. For FC9000 (legacy), this cannot be segregated due to its limitation. We are planning to swap out FC9000 to use Connectrix .
Agree with findings noted above  NO – Partial – Compensating control in place while we work with global and regional engineering team to implement recommended solutions. 

Management Comment:
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