Finding Report

	Entity Name:
	E4252 CTI/Asia/Asia Pacific Processing Center - Midrange and Wintel 
	#1834074EntityNoCategories_1

	Review Name:
	R9656 Asia/CTI/Asia Pacific Processing Center - Midrange and Wintel 
	#1834074ReviewNoCategories


	Finding Number:
	10
	#1834074SortNumber

	Finding Title:
	SAN – RCSA / TRAM
	#1834074Subject

	Presented To:
	Chet Liang, Loong / Alan, Ang
	#1834074Manager

	Prepared By:
	Jae Won, Lee
	#1834074InCharge

	Date Presented:
	Aug 25, 2005
	#1834074PresentedDate


	Risk Family(s):
	System/Technology
	#1834074RiskFamilies


Issue and Impact:

	The weakness in identifying, assessing, correcting and reporting the high risks SAN areas could lead to less effective oversight of control processes.

	


Finding(s):

	As a result of the SAN TRAMs / RCSA review, the following were noticed:

2Q 2004 TRAM

1. Exceptions were raised in TRAM that there was no account entitlement review process and the audit logs review process. Management raised a CAP to implement the processes by the end of 2004. However the CAP remains open and account entitlement review and the audit logs review have not been performed as of Aug 15, 2005

2. Exceptions were raised in TRAM that there was no segregation of system and security administration. Management raised a CAP to provide a solution. However the CAP remains open and it has not been implemented as of Aug 15, 2005

2005 TRAM / RCSA

3. The SAN TRAM / RCSA performed 2005 did not cover “Disks retirement process”


Recommendation(s):

	1. – 3. Management should implement/perform an adequate process and TRAM and/or RCSA should be modified in order to comply with Citigroup security guidelines.

	


Management Response:

Agree with findings noted above _ NO

Management Comment:

	1. & 2.  Both issue were close based on compensating control, i.e , physical control and onsite supervision when task are being done. The new global solution was then being developed, to have a better means to monitor and track the functions, as this was identified to be inadequate.

The Global Cap was raise in Jan 2005 and closed in July 2005, and we are currently implementing the recommended solution.
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3. The SAN TRAM/RCSA for 2005 did not cover the ‘Disk retirement process’ because there was a Global CAP for this which open in May 2004 can closed in May 2005, this year. We have started the rollout of the solution, but in the meantime ,all disk are kept in the data centre. 
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Macros

		Macros must be enabled for the CAP template to properly function. When opening this template, make sure you select Enable Macros.

		You must close this file, and then re-open and select

		If upon opening this template, you are not presented with the Enable Macros prompt, the security settings of Excel must be modified.

		Please refer to the CAP Template Guide:

		http://www.citigroup.net/ti/compliance/docs/audit/cap_form.doc



http://www.citigroup.net/ti/compliance/docs/audit/cap_form.doc



Cap Template

		Issue Date		CAP Date		Issue#		CAP#		Risk		Source				Product & Control#				Owner				Email		Ver:  1.5				1				1		CTI - North America						Architecture						0				1		318						1				n/a						7/31/05														BCQ		ACQ		BAU		ARR Workpaper Comment		ARR Report		BMM		Gap Analysis		Vulnerability Assessment		Vendor IS Assessment		Self Assessment Process		TRAM-IS Process		TRAM-IS Product		TRAM-ISO		TRAM-Technical		TRAM-Architecture		TRAM-Change Management		TRAM-COB		TRAM-Contracting&Outsourcing		TRAM-Internet Management		TRAM-Problem Management		TRAM-Project Management		TRAM-Resource Management		TRAM-Software Management		Other

		1/21/05		1/31/05		8738-PRAN		8738-PRAN		Medium		TRAM-IS Product								Parul Jain				parul.k.jain@citigroup.com								Medium		2		CTI - Asia Pacific						Change Management						0																Strategic/Franchise						7/31/05														BCQ#		ACQ#		Description		Description		See Below		Description		Description		WVA#		Vendor Name		Description		Process & Control#		Product & Control#		Description & Control#		Product & Control#		Description & Control#		Description & Control#		Description & Control#		Description & Control#		Description & Control#		Description & Control#		Description & Control#		Description & Control#		Description & Control#		Description

		12/31/99				0				12/31/99										L2 Event Category				Systems/Technology								Low		1		CTI - Mexico						COB						0																Legal/Compliance

				Å As of Æ		1/31/05		Business Area				CTI - Global Engineering				PIF#		Etools#		RA#		0				0										CTI - Japan (CSJ)						Contracting & Outsourcing						0																Financial Reporting

		Original Target Date				7/31/05		Business Group				Storage Engineering				TBD				CTI-2004-251																CTI - Japan (Nikko)						Information Security				191		1																Staffing/Organization

		0				12/31/99		CITMP Disciplines																												CTI - LATAM						Internet Management						0																Credit

				Date format		m/d/yy																										High		3		CTI - EMEA						Problem Management						0																Market

		Issue Description						General Controls																								Medium		2		CTI - CEEMEA (part of EMEA)						Project Management						0																Insurance

		The Storage Area Network ("SAN") provides highly available, reliable, scalable and high performance storage to servers. The SAN houses several terabytes of storage, and portions are allocated to servers that can belong to one or more business units.

The SAN is made up of multiple hardware and software components. Each time storage has to be provisioned to a server, these components need to be configured to meet the requirements of the business. These requirements include size, type and number of disk drives, performance requirements, and disaster recovery requirements. Additionally, SAN components are equipped with fault management functions. SAN components can alert subsystem failures and allow operators to diagnose and sometimes fix a problem. Together, the configuration and fault management functions are called "SAN management".

SAN management is enabled with a set of software applications. These applications authenticate and authorize operators to perform configuration and fault management tasks on the SAN. Some of these applications can also be accessed by the vendor from a remote location. Such remote access allows the vendor to troubleshoot and fix faults quickly.

ARR has identified the following control issues within the SAN environments: "(1) The Corporate Technology Infrastructure / Global Storage Management (CTI/GSM) group has not established an effective process to ensure that access to the SANs management workstations by the vendor, EMC, is adequately controlled and its activities on the workstations are monitored.  With the exception of the Weehawken site, support engineers from EMC can directly dial into the management workstations with no technical restrictions. EMC provides remote technical support via the workstations and has the ability to make configuration changes on the SANs. (2) Several SANs management software applications, including Solution Enabler (Symmetrix), Navisphere and NaviCLI (Clariion), and Brocade do not provide the functionality to log security and system administration events.  GSM has not established proper control procedures for mitigating the security weakness inherent in the management software applications.  Without proper compensating controls, the risk of unauthorized access may go undetected."																														Low		1		CTI - Global Engineering						Resource Management						0																Cross-Border

		Compensating Ctrls				Res. Risk		Low		Previously identified self-assessment issue?								Yes		Enter tracking #				1568-PRAN								0		0		CTI - Global Operations						Software Management						0																Operational

		Access to SAN management has been isolated such that it is not accessible from the Citigroup Intranet. In order to manage the SAN, operators must log on to a SOE UNIX or Windows server. These SOE servers are configured to only allow authorized storage and system administrators to log on. This forces the storage operators to authenticate and authorize against SOE infrastructure, which also records such access. Citigroup enables vendor remote access to the SAN management applications manually against each request for such access. The remote access is recorded by the Citigroup standard remote access infrastructure as well as by the "control desk" that issues the one time password to the vendor.																																		CTI - Global Program Office						Records Management						0																Systems/Technology

		Corrective Action Description (Summary)																																		CTI - Global Risk Management						Export Licensing						0

		Monitoring and reconciliation of SAN management activity is only possible if the management applications record user actions. Unfortunately, most SAN management applications either do not record user actions, or only record partial information which is not sufficient for reconciliation. Because Citigroup does not have access to the source code for these applications, Citigroup has to rely on the vendor to fix their products. Even as Citigroup is following up with the vendor, the corrective action being proposed in this plan is to assess the technical feasibility of using or building software applications that can compensate for some of the deficiencies in the SAN management applications. If it is found to be technical feasible, the plan commits to engineering of the solution and making it ready for global deployment.																																		GCIB - CitiTech						Facilities Management						0

		Owner Approval		Approved by pj98761
On 2/24/2005
Target Date:7/31/2005 (m/d/yyyy)						Manager		Robert Small						BISO																		GCIB						Technical Operations						0

										Approval		Approved by rs46246
On 2/28/2005
Target Date:7/31/2005 (m/d/yyyy)						Approval																								Fraud						0

		Task#		Description						Responsibility				Target Date		Revised TD		Date Revised		Status		Comments								7/31/05		105

		1		CISS #5.2.2 - Track storage administrator and vendor activity within the SAN environment by monitoring changes to the overall configuration of the SAN.						Vivek Jain				7/31/05						Complete		Applications that are used to manage the SAN, such as Solutions Enabler, Navisphere, Connectrix Manager, NaviCLI and SymmWin, do not fully record user actions. Either these applications do not record all the events, or they permit users to erase entries in the log. The corrective action is to use a shrink wrapped software application in the Symmetrix and Clariion SAN environment that can store snapshots of SAN configuration, and can highlight changes. One such application is SANScreen from Onaro.								7/31/05		17

		1.1		Initiation - Engineering signoff						Vivek Jain				2/28/05						Complete										2/28/05		18

		1.2		Initiation - Stakeholder signoff						Vivek Jain				3/15/05						Complete										3/15/05		19

		1.3		Definition complete						Vivek Jain				3/20/05						Complete										3/20/05		20

		1.4		Design complete						Vivek Jain				3/31/05						Complete										3/31/05		21

		1.5		Design feedback due						Vivek Jain				4/15/05						Complete										4/15/05		22

		1.6		Engineering build begun						Vivek Jain				4/15/05						Complete										4/15/05		23

		1.7		Release to GDS						Vivek Jain				6/15/05						Complete										6/15/05		24

		1.8		Engineering build complete						Vivek Jain				6/30/05						Complete										6/30/05		25

		1.9		Validation - Integration signoff						Vivek Jain				7/15/05						Complete										7/15/05		26

		1.10		Validation - Operations signoff						Vivek Jain				7/15/05						Complete										7/15/05		27

		1.11		Validation - Stakeholder/requestor signoff						Vivek Jain				7/15/05						Complete										7/15/05		28

		1.12		Handover to Integration complete						Vivek Jain				7/15/05						Complete										7/15/05		29

		1.13		Closure complete						Vivek Jain				7/31/05						Complete										7/31/05		30

																														12/31/99		0

		2		CISS #5.2.2 - Track remote access connections to the Symmetrix and Connectrix service processors.						Kevin Hobaugh				7/31/05						Complete		The SymmRemote application is used by vendor personnel to remotely connect to the Symmetrix and Connectrix service processors. The SymmRemote application creates a log where it records date and time of when someone connected, and date and time of when they disconnected. Although the WWDS system and the control desk log remote access, SymmRemote logs can be used to identify exactly which service processor was accessed by the vendor. The SymmRemote application log is stored on the service processor. In order to access the log, Global Storage Management Group ("GSMG" personnel need to physically visit each service processor. The corrective action is to develop an application that will run on the service processor and will periodically send the log file to a designated log server, from where GSMG personnel would be able to review it.								7/31/05		32

		2.1		Initiation - Engineering signoff						Kevin Hobaugh				2/28/05						Complete										2/28/05		33

		2.2		Initiation - Stakeholder signoff						Kevin Hobaugh				3/15/05						Complete										3/15/05		34

		2.3		Definition complete						Kevin Hobaugh				3/20/05						Complete										3/20/05		35

		2.4		Design complete						Kevin Hobaugh				3/31/05						Complete										3/31/05		36

		2.5		Design feedback due						Kevin Hobaugh				4/15/05						Complete										4/15/05		37

		2.6		Engineering build begun						Kevin Hobaugh				4/15/05						Complete										4/15/05		38

		2.7		Release to GDS						Kevin Hobaugh				6/15/05						Cancelled										6/15/05		39

		2.8		Engineering build complete						Kevin Hobaugh				6/30/05						Complete										6/30/05		40

		2.9		Validation - Integration signoff						Kevin Hobaugh				7/15/05						Complete										7/15/05		41

		2.10		Validation - Operations signoff						Kevin Hobaugh				7/15/05						Complete										7/15/05		42

		2.11		Validation - Stakeholder/requestor signoff						Kevin Hobaugh				7/15/05						Complete										7/15/05		43

		2.12		Handover to Integration complete						Kevin Hobaugh				7/15/05						Complete										7/15/05		44

		2.13		Closure complete						Kevin Hobaugh				7/31/05						Complete										7/31/05		45

																														12/31/99		0

		3.0		CISS #5.2.2 - Track storage management activity performed by the vendor with the SymmWin storage management application.						Kevin Hobaugh				7/31/05						Complete		The vendor uses the SymmWin application from the Symmetrix Service Processor to manage the Symmetrix storage array. The SymmWin application maintains a log of user activities on the service processor. In order to access the log, GSMG personnel need to physically visit each service processor. The corrective action is to develop an application that will run on the service processor and will periodically send the log file to a designated log server, from where GSMG personnel would be able to review it.								7/31/05		47

		3.1		Initiation - Engineering signoff						Kevin Hobaugh				2/28/05						Complete										2/28/05		48

		3.2		Initiation - Stakeholder signoff						Kevin Hobaugh				3/15/05						Complete										3/15/05		49

		3.3		Definition complete						Kevin Hobaugh				3/20/05						Complete										3/20/05		50

		3.4		Design complete						Kevin Hobaugh				3/31/05						Complete										3/31/05		51

		3.5		Design feedback due						Kevin Hobaugh				4/15/05						Complete										4/15/05		52

		3.6		Engineering build begun						Kevin Hobaugh				4/15/05						Complete										4/15/05		53

		3.7		Release to GDS						Kevin Hobaugh				6/15/05						Cancelled		Used pre-packaged software.								6/15/05		54

		3.8		Engineering build complete						Kevin Hobaugh				6/30/05						Complete										6/30/05		55

		3.9		Validation - Integration signoff						Kevin Hobaugh				7/15/05						Complete										7/15/05		56

		3.10		Validation - Operations signoff						Kevin Hobaugh				7/15/05						Complete										7/15/05		57

		3.11		Validation - Stakeholder/requestor signoff						Kevin Hobaugh				7/15/05						Complete										7/15/05		58

		3.12		Handover to Integration complete						Kevin Hobaugh				7/15/05						Complete										7/15/05		59

		3.13		Closure complete						Kevin Hobaugh				7/31/05						Complete										7/31/05		60

																														12/31/99		0

		4.0		CISS #3.1.2, 3.1.3, 3.4, 5.2.2 - Authenticate, authorize and track remote access connections to the Connectrix Service Processor.						Parul Jain				7/31/05						Complete		The vendor can access the Connectrix Service Processor from the public telephone network through a modem connected to the service processor.  The corrective action is to create a new architecture for remote access that uses Citigroup standard infrastructure such as WWDS that will use controls such as dynamic passwords.								7/31/05		62

		4.1		Initiation - Engineering signoff						Parul Jain				2/28/05						Complete										2/28/05		63

		4.2		Initiation - Stakeholder signoff						Parul Jain				3/15/05						Complete										3/15/05		64

		4.3		Definition complete						Parul Jain				3/20/05						Complete										3/20/05		65

		4.4		Design complete						Parul Jain				3/31/05						Complete										3/31/05		66

		4.5		Design feedback due						Parul Jain				4/15/05						Complete										4/15/05		67

		4.6		Engineering build begun						Parul Jain				4/15/05						Complete										4/15/05		68

																														12/31/99		0

		4.7		Engineering build complete						Parul Jain				6/30/05						Complete										6/30/05		70

		4.8		Validation - Integration signoff						Parul Jain				7/15/05						Complete										7/15/05		71

		4.9		Validation - Operations signoff						Parul Jain				7/15/05						Complete										7/15/05		72

		4.10		Validation - Stakeholder/requestor signoff						Parul Jain				7/15/05						Complete										7/15/05		73

		4.11		Handover to Integration complete						Parul Jain				7/15/05						Complete										7/15/05		74

		4.12		Closure complete						Parul Jain				7/31/05						Complete										7/31/05		75

																														12/31/99		0

		5.0		CISS #5.2.2 - Track storage management actions executed from the Solutions Enabler and the NaviCLI applications.						Ludwig Derodel				7/31/05						Complete		The Solutions Enabler application is used to manage the Symmetrix storage array. The NaviCLI application is used to manage the Clariion storage array. These applications are not capable of logging user actions. The corrective action is to develop software applications that will “wrap” these applications and log user activity. The logs will be shipped to a log server from where GSMG personnel would be able to review the logs.								7/31/05		77

		5.1		Initiation - Engineering signoff						Ludwig Derodel				2/28/05						Complete										2/28/05		78

		5.2		Initiation - Stakeholder signoff						Ludwig Derodel				3/15/05						Complete										3/15/05		79

		5.3		Definition complete						Ludwig Derodel				3/31/05						Complete										3/31/05		80

		5.4		Design complete						Ludwig Derodel				3/31/05						Complete										3/31/05		81

		5.5		Design feedback due						Ludwig Derodel				4/15/05						Complete										4/15/05		82

		5.6		Engineering build begun						Ludwig Derodel				4/15/05						Complete										4/15/05		83

		5.7		Release to GDS						Ludwig Derodel				6/15/05						Complete										6/15/05		84

		5.8		Engineering build complete						Ludwig Derodel				6/30/05						Complete										6/30/05		85

		5.9		Validation - Integration signoff						Ludwig Derodel				7/15/05						Complete										7/15/05		86

		5.10		Validation - Operations signoff						Ludwig Derodel				7/15/05						Complete										7/15/05		87

		5.11		Validation - Stakeholder/requestor signoff						Ludwig Derodel				7/15/05						Complete										7/15/05		88

		5.12		Handover to Integration complete						Ludwig Derodel				7/15/05						Complete										7/15/05		89

		5.13		Closure complete						Ludwig Derodel				7/31/05						Complete										7/31/05		90

																														12/31/99		0

		6.0		CISS #5.2.2 - Track storage management actions executed from the Navisphere storage management application.						Gary Johnson				7/31/05						Complete		Navisphere is a GUI application used to manage the Clariion storage array.  The application maintains a log of user activity.  The log is stored on the SOE server running the Navisphere application. GSMG must logon to each Navisphere server to review the logs. The corrective action is to develop software application and/or configure Navisphere to ship logs to a log server from where GSMG personnel would be able to review the logs.								7/31/05		92

		6.1		Initiation - Engineering signoff						Gary Johnson				2/28/05						Complete										2/28/05		93

		6.2		Initiation - Stakeholder signoff						Gary Johnson				3/15/05						Complete										3/15/05		94

		6.3		Definition complete						Gary Johnson				3/20/05						Complete										3/20/05		95

		6.4		Design complete						Gary Johnson				3/31/05						Complete										3/31/05		96

		6.5		Design feedback due						Gary Johnson				4/15/05						Complete										4/15/05		97

		6.6		Engineering build begun						Gary Johnson				4/15/05						Complete										4/15/05		98

		6.7		Release to GDS						Gary Johnson				6/15/05						Cancelled		Used pre-packaged software.								6/15/05		99

		6.8		Engineering build complete						Gary Johnson				6/30/05						Complete										6/30/05		100

		6.9		Validation - Integration signoff						Gary Johnson				7/15/05						Complete										7/15/05		101

		6.10		Validation - Operations signoff						Gary Johnson				7/15/05						Complete										38548		102

		6.11		Validation - Stakeholder/requestor signoff						Gary Johnson				7/15/05						Complete										38548		103

		6.12		Handover to Integration complete						Gary Johnson				7/15/05						Complete										7/15/05		104

		6.13		Closure complete						Gary Johnson				7/31/05						Complete										7/31/05		105
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log

		ChangeDate		8/26/05 4:38 PM

		SaveNo		0

		USER		jt49670

		IssueDate		1/21/05

		CAPDate		1/31/05

		Issue#		8738-PRAN

		CAP#		8738-PRAN

		Risk		Medium

		Source		TRAM-IS Product

		Description		0

		Owner		Parul Jain

		Email		parul.k.jain@citigroup.com

		BI or MBI		0

		Report#		0

		Title		0

		As of		1/31/05

		Original Target Date		7/31/05

		Revised Target Date		12/31/99

		Business Area		CTI - Global Engineering

		Business Group		Storage Engineering

		PTS/PIF#		TBD

		Etools#		0

		RA#		CTI-2004-251

		CSI#		0

		Waiver#		0

		Architecture		0

		Change Management		0

		COB		0

		Contracting & Outsourcing		0

		Information Security		X

		Internet Management		0

		Problem Management		0

		Project Management		0

		Resource Management		0

		Software Management		0

		Records Management		0

		Export Licensing		0

		Facilities Management		0

		Technical Operations		0

		Fraud (Detection and Prevention)		0

		Issue Description		The Storage Area Network ("SAN") provides highly available, reliable, scalable and high performance storage to servers. The SAN houses several terabytes of storage, and portions are allocated to servers that can belong to one or more business units.

The SAN is made up of multiple hardware and software components. Each time storage has to be provisioned to a server, these components need to be configured to meet the requirements of the business. These requirements include size, type and number of disk drives, performance requirements, and disaster recovery requirements. Additionally, SAN components are equipped with fault management functions. SAN components can alert subsystem failures and allow operators to diagnose and sometimes fix a problem. Together, the configuration and fault management functions are called "SAN management".

SAN management is enabled with a set of software applications. These applications authenticate and authorize operators to perform configuration and fault management tasks on the SAN. Some of these applications can also be accessed by the vendor from a remote location. Such remote access allows the vendor to troubleshoot and fix faults quickly.

ARR has identified the following control issues within the SAN environments: "(1) The Corporate Technology Infrastructure / Global Storage Management (CTI/GSM) group has not established an effective process to ensure that access to the SANs management workstations by the vendor, EMC, is adequately controlled and its activities on the workstations are monitored.  With the exception of the Weehawken site, support engineers from EMC can directly dial into the management workstations with no technical restrictions. EMC provides remote technical support via the workstations and has the ability to make configuration changes on the SANs. (2) Several SANs management software applications, including Solution Enabler (Symmetrix), Navisphere and NaviCLI (Clariion), and Brocade do not provide the functionality to log security and system administration events.  GSM has not established proper control procedures for mitigating the security weakness inherent in the management software applications.  Without proper compensating controls, the risk of unauthorized access may go undetected."

		Previously identified self assessment issue?		Yes

		Tracking number:		1568-PRAN

		Compensating Ctrls		Access to SAN management has been isolated such that it is not accessible from the Citigroup Intranet. In order to manage the SAN, operators must log on to a SOE UNIX or Windows server. These SOE servers are configured to only allow authorized storage and system administrators to log on. This forces the storage operators to authenticate and authorize against SOE infrastructure, which also records such access. Citigroup enables vendor remote access to the SAN management applications manually against each request for such access. The remote access is recorded by the Citigroup standard remote access infrastructure as well as by the "control desk" that issues the one time password to the vendor.

		Residual Risk		Low

		Corrective Action Description (Summary)		Monitoring and reconciliation of SAN management activity is only possible if the management applications record user actions. Unfortunately, most SAN management applications either do not record user actions, or only record partial information which is not sufficient for reconciliation. Because Citigroup does not have access to the source code for these applications, Citigroup has to rely on the vendor to fix their products. Even as Citigroup is following up with the vendor, the corrective action being proposed in this plan is to assess the technical feasibility of using or building software applications that can compensate for some of the deficiencies in the SAN management applications. If it is found to be technical feasible, the plan commits to engineering of the solution and making it ready for global deployment.

		Owner Approval		Approved by pj98761
On 2/24/2005
Target Date:7/31/2005 (m/d/yyyy)

		Manager Name		Robert Small

		Manager Approval		Approved by rs46246
On 2/28/2005
Target Date:7/31/2005 (m/d/yyyy)

		Other/Biso Approver		0

		Other/Biso Approval		0
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