1. Documentation - all privileged system accounts list with permissions for all the SAN components (e.g. for connection manager – both OS and application) 
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2. Telkey process 
- refer to procedure URL link  – should be part of general controls

http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/iso/docs/level3/work/dco/qm3498/frame.htm
3. Documentation – all ID entitlement review procedure / evidence for last 1 year
· Working with global to streamline process  - refer to SECURE BUILD CAP

4. Transport protocols between all the SAN components (e.g. remote access connections to the Symmetrix and Connectrix service processors)
- Vendor Proprietary protocol 

5. The number of switch management interfaces, (e.g. telnet, http, and NMRU - TCP/IP protocol used by Connectrix Manager)
· Telnet and http is disabled. Evidence attached.  

· Only TCPIP is setup for use

[image: image2.wmf]"web server 

disable_connectrix.doc"


6. Especially, for telnet, screen captures are required for all the Switch machines, Array Service Processors and the connection manager servers.

.
[image: image3.wmf]telnet.doc


7. Audit log setting for all the SAN components / review evidence for last 1 year 

- Working with global to streamline process  - refer SECURE BUILD CAP
8. Modem dial up configurations / what emulator or software vendor use to connect ?  (need your proof that vendor only has read permission) 
· EMC Proprietary Comm Remote SW. 

· Refer to item (1)  - Vendor has view access only to connectrix remotely

9. Risk assessment procedure for vendor access / evidence for last 1 year
· Covered in Remote dial in CAP

10. SNMP detail status for all the SAN environments (e.g. all the switch machines / Array service processors / Connection manager) 
SNMP is disabled.


[image: image4.wmf]SNMP.doc


11. The password configuration settings on the array service processor / the switch service processors and Management Server storage management applications
        Symmremote host security settings:
[image: image1.wmf]"privileged sys 

accts.xls"

 

12. Vendor connection points / is it 24 hours or only for business hours ? 
- 24 hours

13. Is PBX programmed to restrict the numbers used for dial-in access ? 

· Remote Dial-in CAP.

14. Is the "EMC SymmIP" enabled to secure "SymmRemote" ? – screen capture is required
No – Remote Dial-in/Secure Build CAP


[image: image5.wmf]symmip.doc


15. Array redundancy detail ?
Raid 1, Raid 5, Raid 10.

16. Retired disks status ? (e.g. where ? / who access ? )
Faulty disks are kept in the data center – awaiting rollout of Global Disk Erasure program – NSR  raised. PCM was sent earlier

17. Download specific KPI for the SAN from http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/kpi/kpi.asp 

[image: image6.wmf]"VTM 

Management.htm"



 EMBED Word.Document.8 \s [image: image7.wmf]"system software 

upgrade.doc"


[image: image8.wmf]swr_storage.doc


� EMBED Word.Document.8 \s ���














[image: image9.wmf]C:\Documents and 

Settings\bv05985\Deskto

_1185942089.doc




�



�




_1185946362.doc
[image: image1.png]Product View Configure Logs Maintenance Help

Symm-Remote - Host
Fie View Action Seltings Help

FREREET]

Connestion Curent Callr

J User Nae:

g Time Carnestec: Waza
P4

P Time Remaining A

st | | [[owi.

| [estore the window to nomal size [Remale conial active







[image: image2.png]Fle Edt Vew Options Window Help

8-8A0BWEHEER-B8-9

DMX2000-M2

PEPRERY N 5 yometrs Sito Configuraion 5]
File Utiity Help

Legal Notices
_—— v & v 2

This program

of EMC Corpa Geneel] Commuricaion | Notfcaon DisHome | e Notes

EMC through  Caiy Phones | Madem fomaton | 7 nfomaten | Customernfamtin |

User Notes P cannection avaable: [~ R








_1185976878.xls
Sheet1

		

								Function Access

				User name		Description		FC9000		Connectrix		Navi Sphere Manger
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VTM Listing with Open Status as of Thursday, August 18, 2005




  

  

    		S. 

    No

    		Country - 

      Business

    		Project / 

      Description

    		OVS 

    ID

    		VTM 

    ID

    		Dates 

      (mm/dd/yyyy)

    		Platform

    		Risk

    		Devices 

      Affected

    		Target 

      Date
(mm/dd/yyyy)

    		Remarks



  

    		Publish Date

    		Due Date

    		Affected

    		Resolved

    		Pending



  

    		1

    		Philippines

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		1

    		0

    		1

    		11/30/2005

    		



  

    		2

    		Taiwan

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		1

    		0

    		1

    		11/30/2005

    		



  

    		3

    		India

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		36

    		0

    		36

    		11/30/2005

    		



  

    		4

    		Singapore

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		20

    		14

    		6

    		11/16/2005

    		



  

    		5

    		India

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		31

    		23

    		8

    		11/30/2005

    		



  

    		6

    		Korea

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		10

    		5

    		5

    		7/17/2005

    		



  

    		7

    		Philippines

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		1

    		0

    		1

    		11/30/2005

    		



  

    		8

    		Singapore

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		41

    		32

    		9

    		11/16/2005

    		



  

    		9

    		Thailand

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		4

    		0

    		4

    		11/30/2005

    		



  

    		10

    		India

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		50

    		31

    		19

    		11/30/2005

    		



  

    		11

    		Singapore

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		17

    		10

    		7

    		11/16/2005

    		



  

    		12

    		Malaysia

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		2

    		1

    		1

    		11/30/2005

    		



  

    		13

    		China

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		2

    		0

    		2

    		11/30/2005

    		



  

    		14

    		India

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		3

    		2

    		1

    		11/30/2005

    		



  

    		15

    		Taiwan

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		3

    		2

    		1

    		11/30/2005

    		



  

    		16

    		Singapore

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		2

    		1

    		1

    		11/16/2005

    		



  

    		17

    		Philippines

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		2

    		0

    		2

    		11/30/2005

    		



  

    		18

    		Hongkong

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		12

    		4

    		8

    		11/15/2005

    		



  

    		19

    		Singapore

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		42

    		29

    		13

    		11/16/2005

    		



  

    		20

    		Brunei

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		1

    		0

    		1

    		11/30/2005

    		



  

    		21

    		Taiwan

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		7

    		2

    		5

    		11/30/2005

    		



  

    		22

    		Singapore Wintel

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		8

    		0

    		8

    		11/30/2005

    		



  

    		23

    		Indonesia

    		VTM 1792 - Oracle Database 

      Multiple Vulnerabilities

    		

    		1792

    		11/30/2005

    		6/3/2005

    		Database


    		Medium

    		2

    		0

    		2

    		11/30/2005

    		



  

    		24

    		India

    		VTM1593

    		

    		1593

    		7/17/2005

    		3/7/2005

    		Database


    		Medium

    		52

    		51

    		1

    		7/17/2005

    		



  

    		25

    		India

    		VTM1593

    		

    		1593

    		7/17/2005

    		3/7/2005

    		Database


    		Medium

    		30

    		8

    		22

    		7/17/2005

    		



  

    		26

    		Korea-CFK

    		Sun Solaris ARP Handling Remote 

      Denial Of Service Vulnerability

    		12553

    		1699

    		4/12/2005

    		8/13/2005

    		Unix
Solaris

    		Medium

    		2

    		0

    		2

    		-

    		Pending MTR 

  Submission



  

    		27

    		Australia

    		Sun Solaris ARP Handling Remote 

      Denial Of Service Vulnerability

    		12553

    		1699

    		4/12/2005

    		8/13/2005

    		Unix
Solaris

    		Medium

    		258

    		234

    		24

    		9/17/2005

    		MTR Raised on August 15, 

      2005



  

    		28

    		APCGM

    		Sun Solaris ARP Handling Remote 

      Denial Of Service Vulnerability

    		12553

    		1699

    		4/12/2005

    		8/13/2005

    		Unix
Solaris

    		Medium

    		122

    		120

    		2

    		8/20/2005

    		MTR Raised on August 15, 

      2005
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		Quarterly Review







		Quarterly Review of Operating Systems and Related Storage Software as of Q2-2005 (PROD).





		No.

		Product Name

		Software

		Version

		Current Version

		1

		Remarks



		

		

		

		Current

		Latest

		De-Support Date

		Supported (Y/N)

		Version

		Date

		



		1.




		CT_CNX01


Service Processor (SVP)

		Microsoft Windows NT 4.0


Workstation

		SP 6a




		SP 6a




		NA




		Y




		NA




		NA




		



		

		

		EMC Connectrix Manager




		07.01.00




		07.01.00




		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		a.




		CT_CNX01_ED140_SW1




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		b.




		CT_CNX01_ED64M_SW2




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		c.




		CT_CNX01_ED64M_SW3




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		d.




		CT_CNX01_DS24M_SW4




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		





		No.

		Product Name

		Software

		Version

		Current Version

		Upgrade Plan

		Remarks



		

		

		

		Current

		Latest

		De-Support Date

		Supported (Y/N)

		Version

		Date

		



		2.




		CT_CNX03


Service Processor (SVP)

		Microsoft Windows NT 4.0


Workstation

		SP 6a




		SP 6a




		NA




		Y




		NA




		NA




		



		

		

		EMC Connectrix Manager




		07.01.00




		07.01.00




		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		a.




		CT_CNX03_ED140_SW1




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		b.




		CT_CNX03_ED64M_SW2




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		c.




		CT_CNX03_ED64M_SW3




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		d.




		CT_CNX03_DS24M_SW4




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		





		No.

		Product Name

		Software

		Version

		Current Version

		Upgrade Plan

		Remarks



		

		

		

		Current

		Latest

		De-Support Date

		Supported (Y/N)

		Version

		Date

		



		3.




		TP_CNX02


Service Processor (SVP)

		Microsoft Windows NT 4.0


Workstation

		SP 6a




		SP 6a




		NA




		Y




		NA




		NA




		



		

		

		EMC Connectrix Manager




		07.01.00




		07.01.00




		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		a.




		TP_CNX02_ED140_SW1




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		b.




		TP_CNX02_ED64M_SW2




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		c.




		TP_CNX02_ED64M_SW3




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		d.




		TP_CNX02_DS24M_SW4




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		





		No.

		Product Name

		Software

		Version

		Current Version

		Upgrade Plan

		Remarks



		

		

		

		Current

		Latest

		De-Support Date

		Supported (Y/N)

		Version

		Date

		



		4.




		TP_CNX04


Service Processor (SVP)

		Microsoft Windows NT 4.0


Workstation

		SP 6a




		SP 6a




		NA




		Y




		NA




		NA




		



		

		

		EMC Connectrix Manager




		07.01.00




		07.01.00




		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		a.




		TP_CNX04_ED140_SW1




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		b.




		TP_CNX04_ED64M_SW2




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		c.




		TP_CNX04_ED64M_SW3




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		d.




		TP_CNX04_DS24M_SW4




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		





		No.

		Product Name

		Software

		Version

		Current Version

		Upgrade Plan

		Remarks



		

		

		

		Current

		Latest

		De-Support Date

		Supported (Y/N)

		Version

		Date

		



		5a.




		TP_CNX31_DS24M_SW1




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA




		



		

		

		

		

		

		

		

		

		

		



		5b.




		TP_CNX31_DS24M_SW2




		Firmware




		05.01.00 24




		6.01.00

		NA




		Y




		NA




		NA
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