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1 
 Summary

In Citibank, N.A, ESS - Storage unit provides support to technical services unit, mainframe and mid-range for all SAN infrastructure requirement. For a Midrange Storage Administrator to be able to run day-to-day operation and support, he/she needs to understand all the processes involved in the storage operations for the midrange environment. In order to achieve this, an operation document is developed to standardize all processes in the Storage Operational procedure.
1.1
Purpose of Document

The purpose of this document is to provide level 3 documentation for all activities related to Midrange environment in ESS-Storage unit.

1.2
Target Audience

ESS – Storage 

E&I - Storage

Midrange Technical Support
1.3 
Acknowledgement
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2 MIDRANGE STORAGE OPERATIONAL PROCESS

Operational part of the midrange storage can be broadly divided into a few categories:

1. Business As Usual (BAU)

2. Change Management
3. Problem Management
4. NSR
5. Web Update
6. Reporting 
2.1
Business As Usual (BAU)

Business As Usual (BAU) is activities requested by users, which can be from the midrange technical support, application support, or E&I – Storage to support the existing environment. There are few processes related to the BAU, which is described in the next section.

2.1.1 Procedure for Disk Request

Following is the procedure for Disk request.

1. During 2-3 weeks before the actual implementation date, Storage Administrator (SA) sends a broadcast email ‘s reminder to all platforms to submit the disk request of the following month.

2. System Programmer (SP) needs to determine how much disk space is required based on the NSR requirement and fill up the Disk Request Form and send it the SA. For non-NSR request, ESS unit head has to approve such request.

3. Upon receiving the DR form, SA needs to verify the total DASD amount by checking the NSR number in the TIPS/NSR system and Master Disk Request spreadsheet. SA will also check the connectivity between server, switch, and storage and whether existing zoning in place. For any clarifications, SA will contact SP for further information.

4. SA needs to fill-up the request number and copy the file to the network drive with the corresponding DR form sequence and update the master disk request form (path - G:\ESM\Enterprise Storage\Storage - Midrange\EMC and HDS Disk Request).

5. SA will consolidate all the disk requests into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

6. SA needs to update the Master Disk Request spreadsheet for the entire disk request. SA also has to fill the SUN and HP COB details if the disk assignment is to a new HP or SUN servers.

7. SA needs to send a SRDF suspension request to the ESS head on Thursday. SA needs to state all EMC boxes number, time of activity, and duration of suspension.

8. SA needs to get the LUN ID and Symmetrix device number from the vendor and forward the information to the SP by Friday before the disk allocation week. 

9. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

The following is the coordination needs to be done during the implementation date:

1. SP needs to split all the BCVs in the related EMC Storage box

2. EMC needs to suspend the SRDF link. Software SRDF link suspension is required for EMC 1914 & 1889

3. EMC will do the bin file changes

4. Upon completion SP needs to re-establish all the BCVs back

5. SA will inform SP to verify the disk allocation.

6. Depending the platform, SP needs to reboot the server to be able to see the device

7. LUN Masking configuration may or may not require depending whether the Volume Logix is enabled for that particular FA ports.

8. Troubleshoot any problem raised and complete the task.


Note: EMC need not stop the SRDF link if we are allocating disk for UAT/RND servers.

SLA

Production disk request will be done only ONCE a month at the first week of the month.

RND/UAT disk request will be done TWICE a month at the first week and third week of the month.


SP needs to send the entire request SEVEN working days before the implementation date.

2.1.2 Procedure for LUN reassignment

Following is the procedure for LUN reassignment/de-allocation.

1. During 2-3 weeks before the actual implementation date, Storage Administrator (SA) sends a broadcast email ‘s reminder to all platforms to submit the LUN reassignment of the following month.

2. System Programmer (SP) needs to fill up the LUN reassignment form. SP can obtain a sample template from SA or 

3. Upon receiving the form, SA will verify all the information and fill-up the request number and copy the file to the network drive.

4. SA will check the connectivity between server, switch, and storage and whether existing zoning is in place. If there is some information needs to be clarified, SA will contact SP for further information.

5. SA will consolidate all the disk requests into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

6. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

The following is the coordination needs to be done during the implementation date:

1. SP needs to split all the BCVs in the related EMC Storage box

2. EMC needs to suspend the SRDF link. Software SRDF link suspension is required for EMC 1914 & 1889

3. EMC will do the bin file changes

4. Upon completion SP needs to re-establish all the BCVs back

5. SA will inform SP to verify the disk allocation.

6. Depending the platform, SP needs to reboot the server to be able to see the device

7. LUN Masking configuration may or may not require depending whether the Volume Logix is enabled for that particular FA ports.

8. Troubleshoot any problem raised and complete the task.

Note: EMC need not stop the SRDF link if we are allocating disk for UAT/RND servers.

SLA

LUN reassignment on production will be done only ONCE a month at the first week of the month.

LUN reassignment on RND/UAT will be done TWICE a month at the first week and third week of the month.

SP needs to send the entire request 7 working days before the implementation date.


2.1.3 Procedure for LUN deallocation 

Following is the procedure for LUN de-allocation.

1. SA has to check all temp disk allocation in the Master Disk Request spreadsheet

2. SA has to co-ordinate with respective platform members and/or application team if required to necessarily prepare for LUN de-allocation.

3. Upon receiving the form, SA will verify all the information and fill-up the request number and copy the file to the network drive.

4. SA will consolidate all the LUN deallocation into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

5. SA needs to ensure that the SP has unmounted all the LUN and has removed any Volume Logix/LUN masking configuration related to the LUN before the implementation date.

6. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

SLA

LUN deallocation on production will be done only ONCE a month at the first week of the month.

LUN deallocation on RND/UAT will be done TWICE a month at the first week and third week of the month.

SP needs to send all the request 7 working days before the implementation date.


All deassigned LUNs need to be kept for 1 week before it can be reused for disk allocation.
2.1.4 Procedure for Port Request 

Following is the procedure for Port Request.

1. System Programmer (SP) needs to determine how much switch port is required and check whether there is any NSR to support the request For non-NSR request, ESS unit head has to approve such request. Every 60GB disk is eligible to have 1 new port for new server only.

2. SP has to fill up the Port Request (PR) form and send it through email to the SA. SP can obtain a sample of PR form from SA.

3. Upon receiving the PR form, SA will verify all the information and fill-up the request number and copy the file to the network drive with the corresponding PR form sequence. SA will also check the connectivity between server, switch, and storage and whether existing zoning in place. For any clarification SA has to contact SP before finalizing the change.

4. For any Fiber cabling activity, Infrastructure Team (Nordin) needs to be informed for approval before the weekly change meeting.

5. SA will consolidate all the Port request form into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

6. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

The following is the coordination needs to be done during the implementation date: 

1. FC cable has to be laid before hand.

2. WWN of the server HBA has to be provided before the activity or during the activity if not possible, and servers HBA has to be installed by this time.

3. SP to coordinate the server vendor to connect the cable to the server side and inform SA to give a go-ahead to the Switch Vendor. SA to coordinate the Storage vendor for the same if new Storage connectivity is required.

4. Depending on the platform, the SP may require rebooting the server if the server is not shutdown yet.

5. Switch Vendor will do the necessary zoning and inform the SA once completed.

6. SA will inform SP to verify the connectivity.

7. Troubleshoot any problem raised and complete the task.

SLA

 
The latest Port request submission will be on Tuesday before 12:01pm. 

2.2
Change Management

2.2.1
Create weekly Infoman records and RAM for all changes for Disk and Port requests  

The storage administrator has to create Infoman and RAM records every time there is a request from the users.

Process flow is as follows:

1. The Infoman Record to be raised with the required changes on or before 4 pm every Tuesday.

2. The Infoman Record for Non-outage changes will cover the current weekend changes to the Storage Subsystems.

3. The Infoman Record for Outage changes to be scheduled and raised two weeks in advance.

4. All the Parent Records should have RAM form (Risk Assessment Matrix Form) supporting the corresponding changes.

5. All the Records will be reviewed on Every Wednesday by change review team with the acceptance from operations team and other teams involved in the corresponding change, any concerns from any team leads the change team to reject the change.

6. Any change/update in the change to be completed on or before 3 pm every Wednesday.

7. All the finalized records should be approved by the reporting manager of the requester on or before every Thursday 9 am.

8. Change team will approve the record by 6 PM every Thursday.

9. URL to raise the Infoman record is as follows: http://ccqa.del2.us-de.citicorp.com:8002
10. URL to upload the RAM form to the web is: http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/change/uploadram.asp
SLA

The Infoman and RAM records needs to be created every Tuesday before 16:00pm

2 Update Weekly CCB on the change status.

The storage administrator has to update the weekly CCB on the change status whether is it completed, postponed, cancelled or in progress. 

The file is available in G:\ESM\Enterprise Storage\Change\Change Calendar OneInfo Summary for CCB (ONLY COPY (just append below)) for the update

SLA

The weekly CCB needs to be updated every Monday before 12:00pm

2.3
Problem Management

A Problem ticket is a record in Global Infoman created to document the occurrence of a customer or user impact/outage. This record is used to track and report on Problems that occur within the Citigroup Information Services environment.

Advantages:

Implements One Tool - One Process
Creates Centralized Database.

Facilitates Common Reporting Platform.

Please refer to the following process for problem management.

1. For any problem reported by the vendor, SA has to raise the GPMS ticket.

2. Decide the severity of the GPMS ticket based on financial impact, high volume of users impacted.

3. Need to update the problem ticket regularly till the problem is resolved.

4. If the severity of the problem is high, update the status to the reporting manager.

5. Follow-up with vendors if required, till the closure of the problem. Update the status to the reporting manager on a regular interval.

6. SA has to close the problem record once the problem is completely resolved.

7. Once the problem is resolved SA has to come out with the RCA (root cause analysis).

8. SA has to take the report on the problems for every month and do trend analysis.

9. If there are any problems found in the trend analysis, open a change and fix the problem during the weekends.

SLA

Problem ticket has to be closed within the time specified depending on the severity level of the problem. 

2.3.1 Identify Problem Cause and Provide Solution

The system administrator is required to attend the problem reported by the user and engage vendor whenever services is required. 
SLA

This as done whenever there is a problem.
2.3.2
Raise and Close GPMS ticket

The system administrator will log onto GPMS system and review outstanding problems and alert the support team accordingly.

Do first level problem investigation to identify problem cause and provide resolution else escalate to the support team.

Provide weekly summary for trend analysis

SLA

The administrator support should follow the APPC Problem management procedures for Production or UAT server - http://appcweb.citicorp.com/cgti-aspac/appc-units/iso/docs/iso.htm
2.3.3 Review GPMS tickets and provide weekly summary

The system administrator will log onto GPMS system and review outstanding problems and alert the support team accordingly. Do first level problem investigation to identify problem cause and provide resolution else escalate to support team.

Provide weekly summary for trend analysis

SLA

The Administrator support should follow the APPC Problem management procedures for Production or UAT server. 

The URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/iso/docs/iso.htm
2.4
NSR

All new requirements from business or internal will be tracked in the TIPS/NSR system. The following is some activities that need to be done through the TIPS/NSR system.

2.4.1 NSR Estimation:

The following is the process to do NSR estimation:

1. Login to the TIPS/NSR system for every TIPS/NSR that has MR or DC Storage unit

1. Select “Expand” on the related TIPS/NSR and verify for any DASD, Tape, or Fiber Channel port or cable

2. Click on the “Provide Estimation” to do estimation.

3. Select “DC Storage” on the

4. Choose hardware on the resource

5. For DASD requirement, please follow the following:

a. On the Item Category, choose “Hardware”

b. On the Item Group, select “DASD” 

c. On the Item Description, select “Open System DASD” and enter the amount of DASD required based on the requirement. 

d. The following is the standard cutting for the DASD, DMX disk = multiple of 8.5GB, HDS disk = multiple of 7GB, Clariion disk = multiple of 9GB

6. For Fiber Channel port requirement, please follow the following:

a. On the Item Category, choose “Hardware”

b. On the Item Group, select “OTHERS” 

c. On the Item Description, select “Fiber Director Port” for SUN or “Connectrix Port” for other platform and enter the amount of FC port required based on the requirement.

7. For Tape requirement, please follow the following:

a. On the Item Category, choose “Hardware”

b. On the Item Group, select “OTHERS” 

c. On the Item Description, select “STK 9840 Fiber” for Unix or “STK LTO Tape Drive” for W2K and enter the amount of tape drive required based on the requirement.

8. Calculate the amount of manpower required to support the TIPS/NSR and enter the manpower in the Resource estimation. 

9. For project based, please refer to the DASD calculation chart calculation to calculate the number of free tape drive and/or fiber channel ports that are bundled in the disk space purchased.

10. After the estimation is completed, click “send to project office” 

2.5
Web Update

2 Software currency:

The system administrators have to review the Storage management related software installed on the respective Open system platform and upload the report to the KPI website. The reports have to be uploaded on a quarterly basis. The document specifies the software, current version and latest version of the software, de-supported date for the current version and the upgrade plan if any.

If any of the software versions is already de-supported, a NOD ( Network Operative Directive) deviation needs to be raised. The document should include the target dates of implementation and project plan for the upgrade.

For those software or operating system version de-supported in the next 3 months, the target dates for implementation must be specified.

The KPI website URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose KPI Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is swr_storage.doc 

SLA

The software currency should be uploaded to the website on a quarterly basis.  

2 VTM tracking:

The microcode vulnerabilities are reported in the VTM (Vulnerability Tracking Matrix) website. The Vulnerability and the recommended patches will be specified in the VTM website. 

The target date for the implementation of the vulnerability patches will be specified in the VTMAC website.

The Global engineering and/or vendors would provide the latest spreadsheet on the vulnerabilities reported. The system administrator will verify whether the vulnerability is applicable to their platform. The system administrator will upload the updated spreadsheet to the KPI website. The upload to the KPI website is done on a weekly basis. 

The KPI website URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose KPI Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is isan_storage.xls

SLA

The VTM tracking is uploaded to the website on a weekly basis.

2.5.3 Vendor Performance Metrics

The vendor Performance metrices are uploaded on a monthly basis to the KP website. The report specifies the number of problems reported and the turnaround time for vendor resolution.

The vendor’s recommendation will be updated to the document for specific problems.

The KPI website URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp

The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose KPI Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is esmvendormgmt.xls

SLA

The vendor performance metrices are uploaded to the web on a monthly basis.
2 Storage Reports

The Storage Report consists Hardware Configuration Diagram, Storage Guidelines, Reports, and Storage Forms. The Open Systems Hardware configuration diagram consists of EMC, HDS, and Switches which provide the hardware connectivity diagram for the Open system environment. The Storage Guidelines provide a procedure for disk request, LUN reassignment and port request. Reports provide disk usage, and performance reports for some of the equipment. Finally the Storage Forms provide storage template form related to the Storage Guidelines.

The KPI website URL is

 http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/storage/index.html
The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose Storage Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is 

· Hardware Configuration for EMC Disk os_disks_emc.xls

· Hardware Configuration for HDS Disk os_disks_hds.ppt

· Hardware Configuration for EMC Disk os_switches.ppt

· Storage Guidelines op_storageguide.doc

· Disk Usage Storage Reports os_du_b_mmmyyyy.xls

· Disk Performance Report for HDS Storage os_dp_hds_mmmyyyy.doc

· Disk Performance Report for EMC Storage os_dp_emc_mmmyyyy.pdf

· Port request form os_pr.xls

· EMC Disk request form os_dr_emc.xls

· HDS Disk request form os_dr_hds.xls

· LUN reassignment request form os_lun_ch.xls

SLA

The storage reports are uploaded on a monthly basis to the website 

The diagram, guidelines, and forms are updated as and when there is an update.
2.6
Reporting

2 Maintenance of Disk Usage Inventory Document 

The storage administrator has to update the disk inventory based on Disk request form that has been completed. 

The following is the step to maintain the disk usage inventory document

1. The administrator will review the disk request form (DRxxxx.xls & CCRFxxx.xls) and update the Master disk request.xls & Clariion Master disk request.xls, respectively for every new disk request to get the summary of disk allocation request. 

The location of the files are in:

· data_grp on 'Apaccitisgfs02'/ESM/Enterprise Storage/Storage – Midrange/EMC and HDS Disk Request for Symmetrix and HDS Storage 

· data_grp on 'Apaccitisgfs02'/ESM/Enterprise Storage/Storage – Midrange/Clariion Disk

Request for CLARiiON Storage

SLA

The maintenance of disk usage inventory document needs to be updated once every two weeks.

2.6.2
Generate Monthly  Disk Usage Reports for Charge Back

The storage administrator has to update Storage DASD report for charge back - yymmm.xls file for the monthly disk usage report for the management.

The following is the step to generate the monthly disk usage status report

1. Copy the latest file and rename it to month that you’re updating. The file name is located in data_grp on 'Apaccitisgfs02'/ESM/Enterprise Storage/Storage – Midrange
/Disk Growth Report/Charge Back report
2. Update the Open system DASD information for Production, COB, and RND/UAT based on Platform and Storage box type. Please refer to the “Disk usage on mmm 2003” column under “Free Space” spread sheet in Open System Disk Growth – mmmyy.xls file. To find out which box is categorized Symmetrix, HDS, and CLARiiON, please refer to the remark column in the same spreadsheet.

3. Reviewed the number whether the increment of the disk usage is consistent with the actual disk allocation

SLA

The monthly disk usage report for management document needs to be updated once a month at the beginning of each month.

2.6.3 Generate Monthly Disk Usage Status Reports for Management 

The storage administrator has to update disk_status_mgt_rpt.xls file for the monthly disk usage report for the management.

The following is the step to generate the monthly disk usage status report

1. To be able to update the disk status management report, the administrator needs to update the file mentioned in step 2 in the above activity. Under the “By Box” spread sheet of Open System Disk Growth – mmmyy.xls, update the Production, COB, and RND/UAT for the respective month. The instruction is listed in the related file.
2. Open the management disk usage report file disk_status_mgt_rpt.xls located in data_grp on 'Apaccitisgfs02'/Netware Share Data/SYSTEM_PROGRAMMERS/ Stgadmin/disk storage usage/ad-hoc reports 

3. Update the Open system DASD information for Production, COB, and RND/UAT under “table” spread sheet based on the number generated in step 1.

4. Provide the summary of each request for that month that can be viewed from the Master disk request file.

5. Reviewed the number whether the increment of the disk usage is consistent.

6. Finally, update the total number of DASD inside the table at the top portion of “Data” spread sheet

SLA

The monthly disk usage report for management document needs to be updated once a month at the beginning of each month.

2.6.4 Maintenance of  Fiber port utilization document

The storage administrator has to update the port inventory based on Port request form that has been completed. 

The following is the step to maintain the disk usage inventory document

· The administrator will review the Connectrix port request form (CPRxxxx.xls) and update the Connectrix Master disk request.xls for every new port request to get the summary of port allocation request. The location of the files is in 
data_grp on 'Apaccitisgfs02'/ESM/Enterprise Storage/Storage – Midrange/Connectrix 

Port Request.

SLA

The maintenance of disk usage inventory document needs to be updated once every two weeks.

3 STORAGE MANAGEMENT SOFTWARE PROCEDURE



All Storage products have management software or console for the vendors or storage administrators to do configuration changes, monitoring, and auditing. Below is the list of processes that Storage Administrator or vendors have to follow:

1. Identification and Authentication

2. Authorization and Access Control

3. Confidentiality and Integrity

4. Audit Event

5. Administration

3.1
Identification and Authentication

2 Procedure for Unique User

For all Storage management software or console that require user id and login the following process needs to be followed:

1. Storage administrator needs to create an ID based on the respective SOE ID to identify each storage administrator. For vendor’s unique ID, the following standard needs to be followed: Vendor name-name of the engineer. 

2. For the products that does not support a unique user ID, the following compensatory measure are taken to secure the console:

a. SVP/Console is locked in the machine frame

b. Machines are located in a secured data center

c. Hardware Access is raised by Storage administrator for vendor who wants to do any maintenance and approved by Storage administrator’s supervisor.

d. Maintenance engineer is always accompanied by Operator

3. Password is covered under Authorization and Access Control in the next section.

3.1.2
Procedure for Password creation, disable, expire, and inactive

For each product that require password the following procedure needs to be followed:

1. Password should consist of a minimum of 6 alphanumeric characters.

2. User ID has to be disabled if more than 6 consecutive attempts. 

3. User that has not been active/login for more than 6 months must be disabled.

4. User that is no longer working as storage administrator or vendor, his/her user id has to be disabled

5. Password has to be changed every 6 months

For all the above processes, if the products are unable to automatically disable the user ID, then manual intervention has to be done. The following has to be reviewed and done by administrator:

1. Every week, Storage administrator has to reviewed the last successful login for every user and determine whether any user has been inactive for  6 months

2. Vendor/Supervisor has to inform storage administrator to disable his/her user id before his/her last day in the company

3. Storage administrator needs to provide the list of all users and  request each user to change their password with security officer presence and all party should sign off the form.

3.2
Authorization and Access Control

3.2.1
Procedure for assigning privileges for each user and Access Control

When creating a user id, the storage administrator has to assess the needs and function for each user. The following procedure has to be taken into consideration when assigning the privileges to new user.

1. Check the user requirement whether it is read only or as a storage administrator. Administrator privilege must only be given to Storage administrator who is managing the product. Read Only privilege should only given to security officer or System administrator from Midrange Technical Support who need to check the configuration.

2. For administrator privileges, there must be at least 2 storage administrators performing the jobs, one backing up each other. This is also valid for maker and checker for any configuration changes.

3. Any changes to the system configuration must go through the existing change management procedure, i.e, raise infoman change and changes must only be done on the weekend.

4. For those products that do not have access control, i.e symmremote, storage administrator has to audit the log file every week at the beginning of the week.

5. Storage administrator must compare the dial in timing in the audit log file with Dial home report provided by vendor. Any remote dial in without corresponding dial home report must have a reason and approval.

6. All the audit log by the storage administrator has to be kept in a directory for auditing purpose.

7. All SAN products that have remote dial in are not connected to the public network (GRN).

3.3
Confidentiality and Integrity

3.2 Procedure for Updating Anti Virus Software

For any management software, the following procedure has to be taken into consideration related to the anti virus software.

1. All the management console that is connected to the GRN has to have an anti virus software that is approved by Citigroup standard

2. Storage administrator has to ensure that anti virus auto update is working and it has the latest virus definition.

3. If auto update is not possible, storage administrator has to manually update the anti virus software.

4. In case if the management consoles do not allow a specific anti virus software to be installed, then the storage administrator has to keep a list of those management consoles and ensure that those management console are not connected to GRN or any Citibank network. 

5. Storage administrator has to show the list specified in item #4 to the supervisor and get approval.

3.3.2
Procedure for Rolling Out a Product and/or Maintaining the current Product


Before rolling out any product to the production or maintaining the existing product the following procedure 

has to be followed.

1. The product that is rolled in has to come from the approved vendor, otherwise the vendor has to go through vendor approval process from the Fincon department or the product cannot be used.

2. All the products have to follow the Global Engineering standard matrices version. Any deviation is only possible if the product has been released for at least 6 months and there is no major issue related to the released.

3. In addition to it, the product has to be tested in the RND/UAT environment for 1 month before it is being implemented to the production environment.

4. For product that is End Of Life, the newer version or similar product has to be implemented with the same procedure.

5. If the product replacement cannot be done in time due to some operation constraints, a request to the vendor for support needs to be done.

3.4
Incident Detection and Response

3 Procedure related to Incident Detection and Response

All Information Systems that store Citigroup Information need to have an audit trails to log and report for security reason. The following procedure has to be followed related to the Incident Detection.

For Product that are able to capture Audit Trail:

1. All the audit event related to the security, administration or configuration changes have to be enabled and ensure audit logs are generated.

2. Storage administrator and/or security administrator has to review the audit event log for any break in or violation everyday if there is no automation that provide break in detection.

3. For login violation detection, storage administrator and/or security administrator has to review the user id and verify with the corresponding user and determine whether it is a break in case. For break in case, security officer (BISO) and supervisor have to be informed regarding the violation for further investigation.

4. For other incident detection, a dial home will inform the vendor for any failure. The vendor will inform the storage administrator regarding the incident and troubleshoot the problem. The storage administrator has to verify the time stamp and activity done right before the incident from the audit log to determine the root cause of the problem and also verify whether the activity has the proper change management process.

For Product that are not able to capture Audit Trail:

1. Storage administrator has to ensure that only authorized user id is registered in the user administration. Please also refer to section 3.1 and 3.2

2. The management console is not accessible through the network, thus any configuration changes or checking has to be done in the data center that has a high security clearance.

3. Any changes or access to the data center is controlled by change management and hardware access system, which another level of security.

3.5
Administration
3.3.2 Procedure for segregation of duty between storage administrator and security administrator

Storage and security administration must be segregated to provide separation of duties for the same system. The following procedure has to be followed related to segregation of the work.

1. Security administrator will only has a read privilege only to the system. Any changes to the system related to the security feature has to be informed to the storage administrator and has to go through proper change management process.

2. During the configuration changes, the storage administrator will be the maker and security administrator will have to check the changes before it is being executed.

3. Any other changes to the system that is not related to the security functionality has to be highlighted in the proper change management process as the first level of impact analysis

4. During the implementation phase, storage consultant and storage administrator have to perform check and maker for all the changes based on the changes highlighted in the change record.

Appendix A – List of Important URL’s

Storage Operational Document (This document) –

http://ccqa.del2.us-de.citicorp.com:8002/  
Change/Problem request –

http://ccqa.del2.us-de.citicorp.com:8002/  

HDW access – 

http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/hwc/default.asp  

KPI Web Site –

 http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/storage/index.html
NSR system –

http://emapp111.sinprd.sg.citicorp.com:8888/nsr/swnnsr.nsf 
RAM upload – 

http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/change/uploadram.asp  

Template Forms ( DR, PR and LUN reassignment forms)

http://appcweb.citicorp.com/cgti-aspac/appc-units/storage/index.html
Appendix B – Vendor Contact 

	Vendor
	Name
	Mobile Number
	Office Number
	Email address

	EMC
	Goh Tong Jwee

(Account Manager)
	9675-4604
	6427-1751
	Goh_Tong-Jwee@emc.com


	EMC
	Benny Soh
	9752-6089
	6427-1278
	Low_Tony@emc.com


	EMC
	Tony Low
	9739-4524
	6427-1731
	Soh_Benny@emc.com


	EMC
	Raj Madhavan

(Project Manager for all implementations)
	9731-8376
	6427-1766
	madhavan_raj@emc.com


	EMC
	Ganesh R
	9819-7236
	
	Ganesh_R@emc.com

	EMC
	Shivani Gupta(ECC)
	9101-4445
	
	Gupta_Shivani@emc.com

	EMC
	Donald Pereira (ECC)
	9751-6114
	
	Pereira_Donald@emc.com

	EMC
	Toh Beng Poh (DMX)
	9830-8272
	
	Toh_Beng-Poh@emc.com


	EMC
	Vinod PR
	9735-4469
	
	Vinod_PR@emc.com

	Fujitsu
	Kevin Wong

(Account Manager

+ Support).
	9625-2607
	6771-5410
	KevinWongHT@sg.fujitsu.com

	Fujitsu
	Kenneth Ong
	9759-7268
	6771-5414
	kennethongtc@sg.fujitsu.com

	Fujitsu
	Garrand Foo
	9760-4123
	6771-5412
	GarrandFooCM@sg.fujitsu.com

	Fujitsu
	Ng Bor Thuan
	
	
	NgBT@sg.fujitsu.com

	Fujitsu
	Pang Kong Nyen
	
	
	PangKN@sg.fujitsu.com

	Storagetek


	Kenneth M Tan

(Account Manager)
	9761-5871
	Common pager number

9212-6761;

STK support hotline

67749241
	 TanKC@SINGAPORE.Stortek.com

	Storagetek


	Patrick Sia
	9010-8500
	
	SiahP@SINGAPORE.Stortek.com

	Storagetek


	Ric
	9758-5068
	
	

	Storagetek
	Rick Vergara
	
	
	VergaF@SINGAPORE.Stortek.com

	Storagetek
	Peter Wee
	9781-3113
	
	

	Datacentre Floor manager (operator)
	
	
	6426-2772
	


Appendix C - Open System configurations

For currect SAN topology.

..\SAN Topology diagram.xls
For San Inventory list:
..\SAN Infrastructure\Citibank 2004-02-24_SAN Inventory.xls
Master Disk Request.

..\EMC and HDS Disk Request\Master Disk Request.xls
Appendix D - List of Flexcube Devices & Batch Job process

Flexcube setup is as shown below.
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