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INTRODUCTION

One top item on the agendas of today’s IT profesdgis to reduce the costs associated with thiog®ent and scaling of critical enterprise
applications. Factors contributing to these casthide the licensing, provisioning, and maintenasfdbe applications themselves. However,
a major cost component also includes the applicdigck-end infrastructure including the input/owt(O) channel hardware, actual physical
storage, and storage services including those fosdxlisiness continuance.

The growing trend towards the adoption of storagea aetworks has helped reduce costs associatedmeitving and maintaining enterprise
applications. Building an infrastructure that faailes the sharing of physical storage and stosagéces allows enterprises to raise utilizatiorele
of this existing infrastructure. This cost reduntie attributed to higher utilization rates relatedstorage and server consolidation around aggora
network.

However, this optimization opportunity does not eowithout a series of challenges and associated.ods storage network environment continue
to grow, the need for comprehensive managemenicssrof the storage network environment becomeg mpparent. Although many storage
networking environments are usually built using égelipment and services from the disk subsystenpaam this trend is beginning to change.
For the enterprise to gain a negotiating advanaagenot become locked in to one vendor, many eriserpustomers look to multiple vendors to
compete for their business. As such, storage n&sa@nsisting of many vendors’ equipment are pextand are further complicating

the management task. Even within one subsystenovsmgblution may exist four or five different oiigl equipment manufacturer (OEM) vendors’
equipment.

With this challenge of managing heterogeneous géongtworking environment comes a host of new agfidins and services to fill the need. Some
of these solutions are provided by the subsysterdaeor storage switch vendor and some are provige®td party companies. Storage and storage
network management solutions have become as numasotine vendors’ equipment they are trying to man@/hile each management software
solution offers its own set of features and beggifitost solutions can be categorized into thrdeuomain categories. These categories are outlined
in this paper with examples of the type of servipes/ided by these categories of applications.

While Cisco is not positioning itself with produd¢tscompete with these comprehensive managemetitaiign suites, there are several features
and services offered with the Cisco MDS 9000 Fawiilgroducts that offer assistance to such apjitinat Generally speaking, the features and
services offered with the Cisco MDS 9000 Familypniducts for storage network management are tafgeteards two end goals. The first goal
is to provide a set of services that help a custdoriag up and manage and initial deployment o£€iBIDS 9000 Family products. In some
cases, the tools and services provided may be éntouganage the deployed Cisco MDS 9000 based netwigoing depending on the size

of the deployment. However, the second goal oféhtures provided in the Cisco MDS 9000 productilfaia to offer interfaces to data about
the storage network to higher-level applicatiorat ttan use this information to consolidate andetate this information to other aspects of

the application environment. This paper outlinesthservices and their application in achievinggtheds stated above.

All contents are Copyright © 1992—-2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 1 of 1



MANAGEMENT SOLUTIONS ARCHITECTURE

There are many facets to storage and storage rietnamagement in terms of the services that areigedvand the scope of their application.

To better understand where various services aréedpthe following model in Figure 1 is providesittelp classify such features. While the model
presented in Figure 1 shows an overall comprehersst of services for the storage environmentfgatires provided by the Cisco MDS 9000
Family do not necessarily apply to all categorfesthe various management features of the Cisco 90 Family are outlined throughout this
paper, a reference will be made to this model fanifecation purposes.

Figure 1. Management Solutions Architecture
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DEVICE MANAGEMENT
Device management consists of the most basic deblsf used to configure and manage a device wélsystem or a fabric. As any such system
or fabric commonly consists of devices from muéipkendors, each vendor typically provides their alemice manager.

A device manager is designed to perform tasks endewice at a time. The functions performed by\acgemanager generally revolve around
configuration. Specifically such functions incluidéial device configuration, setting and monitagithresholds, and managing device system
images or firmware.

The Cisco MDS 9000 Series device manager andritgifinality are presented later in this document.

FABRIC MANAGEMENT

Fabric management consists of a set of tools dedigmtake a more system-oriented view of a fadmit its devices. As a fabric can consist
of numerous devices from multiple vendors, manyhdabric management tools have evolved to managterbgeneous fabrics’. Without
any standard application programming interfaced$f8r information interfaces defined, a heterogersefabric represents a complex maze
of devices and differing interfaces and APIs.
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Fabric management applications commonly provideglyeneral services, namely fabric discovery, éamonitoring and reporting, and fabric
configuration. Fabric discovery is the ability bktapplication to discover the devices of a falmratuding their asset information, configurationga
statistical information using whatever APls or ifdees that are available for the particular devi@@mmonly the fabric manager will draw

the connected topology based on the discoveredeewvnfigurations. Fabric monitoring and reporiimgplves using whatever information that can
be gathered from the fabric devices and providereetated system-wide view of the fabric’'s heattbnfiguration, and inventory. This view can be
provided as a set of reports or as a real-timeshaview. Fabric configuration can appear in tawarfs. To provide fabric configuration services,
the fabric manager can simply call each individimlice manager as needed to configure the actueleseof the fabric. Another more intelligent
form of fabric configuration is for the fabric magea to configure multiple devices automaticallydzhen user input or automated determination
using the provided device APIs. In either casefdbeic manager can validate the intended conftipmachanges against known best practices or
installed policies to provide an extra layer of ttoh

RESOURCE MANAGEMENT

Resource management consists of a set of toolgraabsio manage resources within a system or acfdiat are consumed by users or the devices
themselves. Such resources may include fabric bigitldyconnected paths, disks, 1/0 operations peorse (IOPS), CPU, and Memory. These
resources could be physical in nature or a vintejfesentation as in the case of storage virtuaizaTrending and capacity planning are activities
that typically reside in a resource managementesyst

Resources can be managed in terms of their altatgtrovisioning, monitoring, and reporting. Eaétihese aspects can be managed manually
or automated through installed policy. For examalpolicy may dictate when a particular databagaires additional storage capacity. This same
policy could invoke an automated process to allealditional storage from a particular class ok disd make it ready for use by the application.

Access to such resources by users and system marnsgéso the responsibility of the resource manant system. New users and their associated
scope of resource control or use is managed bsefmirce management system.

DATA MANAGEMENT
Data management consists of a set of tools designedsure the availability of data within a sysiemgardless of the semantics of the data. Data
management generally relates to the integrity, labiity, and performance in terms of access todag itself.

Data management services commonly include attsbsueh as Redundant Array of Independent Disks lRAthemes, data replication practices,
backup/recovery requirements, and data migratisksteRAID schemes relate to the availability ofaddirough disk mirroring or the performance
of data through disk striping techniques. Dataicagibn practices refer the task of maintaining-teae replicated copies of data over metropolitan
distances or greater for business continuance meaBackup/restore requirements relate to the reddiiequency and method used for the backup
of data and the followed procedure for data resteireally, data migration tasks refer to the regoient to move original or copies of data to
different locations based on requirements of tlex osthe application.

APPLICATION MANAGEMENT

Application management consists of a set of toelghed to manage the overall system consistitigeodievices, the fabric, the resources, and
the data from the system’s root, namely the aptitinaThe infrastructure consisting of devices riledy resources, and data is created to support
the deployment of applications. Application managetiies all such components of the system battkea@pplications and helps to bring into
context each of these deployed components.

The knowledge of how application organizes, acaess®d uses its data along with the context ofitita can greatly help in making decisions
on how storage should be provisioned, connecte@dnized, and managed. Application management pooidde this visibility to the system
manager.
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The above mentioned management components alilooteito the overall Storage and SAN managemen¢syaNhile each Cisco MDS 9000
Family management feature or service can easitabegorized according to the definitions abovec&rovides tools for a subset of the categories
mentioned above. There are many well-establishadors in the marketplace that have developed swidagement suites that cover one or more
of the categories above. Many enterprises todag lmaglemented such management suites, or in sosescaave created their own tools to provide
a component of the overall management system. Tdrerét is the intent of Cisco to provide a swfeools used to deploy and manage a Cisco
MDS 9000 Family switched network. However, it isiatly important to Cisco to provide open interfaaesl comprehensive APIs on the Cisco
MDS 9000 Family products to storage and SAN managéwendors to further enable their existing taolmanage a Cisco MDS 9000 based
storage network.

The tools and APIs provided by Cisco for the CistidS 9000 Family products are outlined later in thicument.

THE CISCO MDS 9000 FAMILY MANAGEMENT SUITE

Along with the Cisco MDS 9000 Family of Multiprotolcstorage switches comes a comprehensive setmdgeaent tools and features designed
to aid in the provisioning and ongoing manageméiat @isco MDS 9000 Family solution. The suite afloprovided can be categorized as device,
fabric, and resource management tools.

Before providing a detailed outline of the managenfeature set within the Cisco MDS 9000 Familydarats, a brief overview of the product
family and its management interfaces is provided.

The Cisco MDS 9000 Family is a series of multipooicstorage switches designed to offer advancddilsitity and resiliency for today’s storage
networks. The product line consists of three canfigions of director-class switches, namely 6,18, &3 slots along with 2 configurations of 2-slot
fabric switches and 2 configurations of 1-slot fatswitches. The multiprotocol nature relates ® @isco MDS 9000 Family products’ ability to
support Fibre Channel, iSCSI (Ethernet), Fibre @lehover IP (FCIP) (Ethernet) and Fibre ConnedtififlCON) simultaneously. All of these
platforms are equipped with several managementaiopol interfaces to support access from variootstfor management purposes. In addition,
these interfaces serve as a method of the swittibesvering their own environments in which theg situated.

CISCO MDS 9000 FAMILY MANAGEMENT INTERFACES AND PROTOCOLS
The Cisco MDS 9000 Family of switches offers thpeienary management interfaces through which a taagBmanagement protocols are used.

The first primary management interface is an OtBafid (OOB) 10/100Mbps Ethernet connection on tingeBsisor module. This OOB Ethernet
connection can be connected to a management netwadcess the switch via IP/Ethernet. Each Sugervhodule has its own 10/100Mbps
connection; however the two Ethernet connectioresriedundant Supervisor system operate in actaredbly mode. The active Supervisor module
also hosts the active OOB Ethernet connection. Wiiilover event occurs to the standby Supervisadule, the IP address and media access
control (MAC) address of the active OOB Etherneatregction are moved to the standby OOB Etherneteaxion thereby alleviating any need for
management stations to relearn the location ofthiteh. This interface is shown in Figure 2.

The second primary management interface is a $edi@5 console connection on the Supervisor modiiis. console connection provides access
to the Cisco MDS 9000 Family command-line interféckl) interface. From the CLI, many management ttadbleshooting features can be
enabled. This connection along with the consoleneotions from other switches are commonly connetttedterminal server for ease of access.
This interface is shown in Figure 2.
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The third primary management interface is via abhand connection over Fibre Channel to the Suparvigdule itself. This in-band connection
is unique in that it can support management prasoda Fibre Channel or via IP embedded within Ei@hannel. The capability to support IP
management in-band over Fibre Channel stems frerfattt that the Cisco MDS 9000 Family supports REZE2IP-over-Fibre Channel which
allows IP to be transported between Fibre Chanedkds via the Fibre Channel protocol. As some hostadapters (HBAs) support IP drivers,
this capability allows for a completely in-band ragement network. However, the in-band interfaceatsm be used by the switch to discover
its own environment including directly-connected dabric-wide devices. This discovery capabilitgliscussed later in the paper.

Figure 2. Management Interfaces on Cisco MDS 9000 Family Supervisor Module

RJ-45 Serial 10/100 Mbps OOB
Console Port Ethernet Port

There are several management protocols that acetadmth in-band and OOB to gather or providernmiation to the management applications.
Each protocol that is supported by the Cisco MD&09Bamily of products is described below.

TELNET/SSH/FTP/SFTP/TFTP

These protocols are common networking protocolsraialy used to access the CLI of the Cisco MDS09Bamily switches. Telnet provides

a way to connect to the CLI remotely over TCP/IB &ecure Shell Protocol (SSH) provides a secung/ptecl means of doing the same. Trivial
File Transfer Protocol (TFTP) provides a no-frilflay of transferring files to and from the Cisco MB&00 Family over UDP/IP and is commonly
used in other Cisco products. File Transfer Prdt(f€6P) and Secure File Transfer Protocol (SFTByjole TCP-based methods of transferring
files with SFTP providing a secure encrypted metbbohoving files.

SNMP V1, V2, AND V3

Simple Network Management Protocol (SNMP) providestandardized method of passing control informadiad retrieving statistics and
configuration from individual devices. SNMP is a Bprotocol that is used to transfer data. SNMP Man@nt Information Bases (MIBs) are
schemas or APIs that provide tree-like maps usedfésence specific data to be placed or retridk@d an device. In the case of the Cisco MDS
9000 Family of switches, they support over 100edéht MIBs, each referencing a specific categoipfoirmation (eg. Zoning MIB, Interface MIB,
iSCSI MIB).

SNMP V1 and V2 provided relatively unsecured tramtpfor MIB information. Access is granted to SNiformation based on a shared
password or ‘community string’ that must be use@mvrequesting or placing information. Communityngts could either grant Read-Only or
Read-Write access to a particular device. As tasspord is shared, it can be easily spread to ades thereby opening up access to a wider
audience.
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SNMP V3 improved on V1 and V2 by adding securityarms of providing partitioned views and autheatic access to the data. In addition,

the data transferred by SNMPv3 is encrypted fomanhd security. Users who wish to access an deidceNMPv3 are first assigned to

an SNMPv3 role. This role is a grouping that isgresd a level of access to various SNMP MIBs (antiicated) including the ability to simply view
or possibly change MIB values and may also be gacaess to only a subset of information providea iB (authorized). As SNMPv3 provides
a more secure method of accessing and managingdstt® SNMPv3 is the default Read-Write SNMP acueetsn the Cisco MDS 9000 Family

of products.

SNIA STORAGE MANAGEMENT INITIATIVE (SMI-S)

The Storage Management Initiative (SMI) was createthe Storage Networking Industry Association (®No develop and standardize
interoperable storage management technologiesdage, networking, and end-user communities. TWe Specification (SMI-S) is

a vendor-neutral application programming interfé&l) specification that can be built into netwadk&torage devices and management
applications. SMI-S is a way to develop and stasidarinteroperable storage management technoldgésed on the Common Information
Model (CIM) and Web-Based Enterprise Management BMBtechnologies from the Distributed Managemergkiiaorce (DMTF) and
extended specifically for storage (as a SAN manageinterface).

The Cisco MDS 9000 Family switches embed the SN&ider on the switch, which is the preferred solu The SMI-S provider supports
the Service Location Protocol version 2 (SLPv2)v8eProfile, Switch Profile, Fabric Profile whighcludes Zoning and Enhanced Zoning
subprofiles. In addition the SMI-S provider hasrbegtended to support additional Cisco MDS 9000ilyaspecific features not covered
by the standard SMI-S profiles. These extensioalsiite VSAN, TE Port, Port Channel, FCIP, iSCSI, fiahnd Zone Profile extensions.

The Cisco MDS 9000 Family SMI-S provider supporBIRS which uses Secure Socket Layer (SSL) for ezdthsecurity by encrypting
communications between the SMI-S server and the Skllent.

HTTP

Hypertext Transfer Protocol (HTTP) is used veryditvithin the Cisco MDS 9000 Family solution. Adtigh there is a web interface on the
Cisco MDS 9000 Family switches, it is simply usegtovide download access to a switch-embeddedijasad device and fabric management
application which is then run locally on users’ W&tations. The HTTP connectivity is also utilizeddients to talk to the embedded SMI-S
provider.

ANSI T11 FC-GS-4

FC-GS-4 is a Fibre Channel in-band managemenitfadiéfined by the American National Standardsitast (ANSI) T11 working group.

It provides what are referred to as generic sesvibat may be utilized by any upper layer protauaking use of Fibre Channel as a transport.
Primarily of interest here is the use of FC-GS-4t®y/Fibre Channel Protocol (FCP) which is the nsostmon upper layer protocol embedding
the SCSI protocol within Fibre Channel. The genseitvices refer to a set of services that fadditae transfer of status and configuration
information between Fibre Channel devices in ac#ieli or unsolicited manndilame Service, Alias Service, Management Searid@ime
Serviceare provided via FC-GS-4. In addition, FC-GS-3mes are fully supported.

Of particular interest are thdanagement Serviand theName Servicghich can both provide management informationaionected devices such
as the Cisco MDS 9000 Family switches. Within thec€& MDS 9000 Family of switches, information reted from both of these sources is used
to map the topology of the fabric as it is seemflaoCisco MDS 9000 Family switch. In addition, imf@tion from these sources provides a view
into device manufacturer, model, and other inventetated information. Naturally this informatioarconly be gathered from devices that support
the FC-GS-3 or FC-GS-4 ANSI standard. While notlalfices support this standard, it is growing ipudarity and most newer devices, including
fabric switches and HBAs do support the standard.
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TheName Servicerovides a distributed directory facility to FibGdannel connected devices whereby devices casteegfieir existence within
the fabric and information about themselves. THiermation within theName Servicean then be polled by other devices to help déterm
the configuration of the fabric. This is by far tm@st common service of the set of FC-GS-4 gersetigices.

TheManagement Servigarovides access to discovered configuration in&diom including inventory-related items as wellzasing configuration.
Specifically, the sources of this information are EFabric Configuration Serveand theFabric Zone Servewithin theManagement Service
TheFabric Configuration Serveprovides access to fabric configuration informatiehich can then be used to create a topology wiete fabric

and its attributes. The information housed byRhbric Configuration Serveis actually maintained in a distributed databaghimeach FC-GS-4
supporting node within the fabric. TRabric Zone Servehouses information about the zoning configuratidthin each fabric switch. In addition,
zoning configuration can be changed also through-tibric Zone Server. Therefore, the Fabric ZomeeBeepresents a common interface that can
be used to read and manipulate zoning configuratitiiin a fabric across multiple vendors’ fabricislues.

Within the Cisco MDS 9000 Family of switches, al46S-4 generic services are supported. In addittminformation gathered from tiName
Server,and FabricConfiguration Serveis provided via SNMP MIBs and SMI-S provider tomagement applications that wish to retrieve and use
this information. The CiscBabric Managemanagement tools embedded within the Cisco MD® $a0nily switches also uses these MIBs for
mapping topology. More information on the Cisco fi@Manager tools is provided later in this documen

IPV6

The Cisco MDS SAN-OS supports IPv6 which extenésattidress space by quadrupling the number of nieadiress bits from 32 bits (in IPv4)
to 128 bits, which provides many more globally w&dP addresses. By being globally unique, IPvGestds enable global reachability and end-
to-end security for networked devices, functiowyatitat is crucial to the applications and servited are driving the demand for more addresses.
The architecture of IPv6 has been designed to adikiating IPv4 users to transition easily to IPM@ile/ providing services such as end-to-end
security, quality of service (QoS), and globallyque addresses.

ACCESS CONTROL LISTS

Access Control Lists (ACL) provide basic networksdty to all switches in the Cisco MDS 9000 FamiCLs restrict IP-related traffic based on
the configured IP filters. A filter contains thdes to match an IP packet, and if the packet matdhe rule also stipulates if the packet should be
permitted or denied.

ACLs can be applied to VSAN interfaces, the managermterface, Gigabit Ethernet interfaces on IRfluhes and MPS-14/2 modules, and
Ethernet PortChannel interfaces. As the ACL filiams sequentially applied to the IP flows, only fingt match determines the action taken.
Subsequent matches are not considered. Configamadist important condition first. If no conditiomstch, the packet is dropped.

ACLs functionality is available for IPv4 and IPMBach switch in the Cisco MDS 9000 Family can hawgaaimum of 64 IPv4 or IPv6 ACLs
and each ACL can have a maximum of 256 filters.

CISCO DISCOVERY PROTOCOL (CDP)

The Cisco Discovery Protocol is a layer-2 protdbalt is embedded virtually in every Cisco platfomngtluding the Cisco MDS 9000 Family. CDP
allows for the periodic advertisement and discowdrg device’s identity and attributes over a Lageretwork. Currently CDP is not supported over
Fibre Channel, however within the Cisco MDS 900thig CDP is supported over the OOB Ethernet cotiae®n the Supervisor module.

Using CDP, devices discover other CDP-enabled dswitat are directly adjacent to them on a Layeetvork. The type of information discovered
includes the device name, model number, managdfetddress, capabilities, and other attributeshEzaP-enabled device caches the discovered
information and presents it in an SNMP MIB for retal and use by management applications.
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CISCO MDS 9000 FAMILY DEVICE MANAGEMENT CLI-BASED TOOLS

The Cisco MDS 9000 Family of switches comes wiledes of device management tools and facilitias ¢hn be used to configure and manage
the switch along with the ability to troubleshoatladiagnose problems. These tools are configuréavoked from the CLI. They also are presented
in GUI-form in the Cisco Fabric Manager which isdissed later in this paper. The following sectiotlines these CLI-based device management
tools and how they can be used to help configudiagnose problems.

Figure 3.

Full-Featured CLI
Roles-Based Access

Real Time Debugging

Full Syslog Support
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SNMP v1,v2, and v3 Support
Extensive MIBs and Traps Support
SMI-S 1.1 Support

RMON Alarms and Events
Cisco Fabric Manager

Cisco Fabric Manager Server
Cisco Performance Manager
Cisco Traffic Manager
User-Space File System
Script-Able Configuration
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CISCO MDS 9000 FAMILY COMMAND-LINE-INTERFACE (CLI)

The Cisco MDS 9000 Family CLI is a robust interfaceviding extensive capability to configure andmitor the system. With a command
structure similar to Cisco IFSSoftware, the Cisco MDS 9000 Family offers a teased, context-driven, hierarchical CLI that allawgltiple
users to simultaneously access the system.

Every facility within the Cisco MDS 9000 Familyésnfigurable from the CLI. In addition, help merare available by simply pressing *?’ at any
prompt or level to assist with commands or parareeiEcommands. An extensive ‘show command’ facaiists to display detailed statistics for
every function within the switch.

Access to the CLI is granted through a roles-basethission system. Each user is assigned to araegrouping which is given a specific access
level. This access level dictates which commandmare specifically, which nodes of the CLI commaradiser tree the particular role has access
to. Therefore, one could create a role which ikedaho_debug’that allows users assigned to the role to exemugecommand with the exception

of any debug commands. The granularity of this jgsion system can be 2 levels deep within the parse. Therefore a role could even be defined
called'no_debug_fspfivhich would allow a user to execute any systemmand, includinglebugcommands with the exception of Fibre Channel
Shortest Path First (FSP&gbugcommands. Roles can be defined and assignedyladtin a switch by using CLI commands. Role asgignts

can even be centralized in a RADIUS server forezasanagement. Two default roles are provided anith 64 custom roles can be defined by

the user. CLI activity can even be audited and @tz using RADIUS or Syslog facilities with timastps and user identification.
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SNMP AND RMON FACILITIES
The Cisco MDS 9000 Family of switches supportsxeresive SNMP facility including traps. As previbumentioned, the Cisco MDS 9000
switches support SNMPv1, v2, and v3 for extendedisiy. Each switch can be selectively configured$SNMP service.

The Cisco MDS 9000 Family of switches supportsrgddist of MIBs, well over 100, which can be caigged as any of the following:

e |[ETF Standards-based Entity MIBs (eg. RFC273—ENTITYMIB) —These MIBs are used to report information on thgsjgal devices
themselves in terms of physical attributes etc.

¢ Cisco-Proprietary Entity MIBs (eg. CISCO-ENTITY-FRU -CONTROL-MIB) —These MIBs are used to report additional physieziak
information about Cisco-only devices such as tbeifiguration.

* |ETF IP Transport-oriented MIBs (eg. RFC2013—UDP-MIB)—These MIBs are used to report transport-orientatissics on such protocols
as IP, TCP, and UDP. These transports are usée imanagement of the Cisco MDS 9000 Family thrabhghOOB Ethernet interface on
the Supervisor module.

¢ Cisco-Proprietary Storage and Storage Network MIBgeg. NAME-SERVER-MIB)—These MIBs were written by Cisco to help expose
information that is discovered within a fabric tamagement applications not connected to the fakalf. In addition to exposing configuration
details for features like zoning and Virtual SANSSANS) via MIBs, discovered information from sousdike the FC-GS-3 Name Server can be
pulled via a MIB. Additionally, MIBs are provided tonfigure/enable features within the Cisco MD8®Eamily. There are over 20 new MIBs
provided by Cisco for this information and configtion capability.

« IETF IP Storage Working Group MIBs (eg. ISCSI-MIB) —While many of these MIBs are still work-in-progre€ssco is helping to draft such
MIBs for protocols such as iISCSI and Fibre Charowvelr-1P (FCIP) to be standardized within the IETF.

« Miscellaneous MIBs (eg. SNMP-FRAMEWORK-MIB)—There are several other MIBs provided in the Cl&S 9000 Family switches for
tasks such as defining the SNMP framework or anggBNMP partitioned views.

Through the use of SNMPV3, roles can be assign&NtdP capabilities. The SNMPv3 roles can be synaizesl with the CLI-based roles and
each user of the system can be assigned a role.

The Cisco MDS 9000 Family switches also support &erMonitoring (RMON) for Fibre Channel. RMON prdeis a standard method to monitor
the basic operations of network protocols providingnectivity between SNMP management stationsnamtoring agents. RMON also provides
a powerful alarm and event mechanism for settingstiolds and sending notifications based on changestwork behavior. For the Cisco MDS
9000 Family switches, RMON has been adapted teeFiltrannel to offer similar services as with Etherne

While RMON and RMON version 2 (RMONZ2) provide sealggroups of functionality, specifically ttldarmGroupandEventGrouphave been
implemented into the Cisco MDS 9000 switches. AllemGroupprovides services to set alarms. Alarms can bersene or multiple parameters
within a device. For example, one could set an RMEDImM against the CPU utilization or crossbataatlon of the switch. Once a parameter is
chosen to monitor, its sample typgieltaValueor absoluteValug type of alarmrisingAlarm, fallingAlarm etc.), and polling interval are specified
for the alarm. Using the RMON alarm capability wiéges the user from having to continually poliea af parameters to verify the existence of
an alarm condition. ThEventGroupallows us to configure events that are actiortsettaken based on an alarm condition. The typesaits that
are supported include logging, SNMP traps, anddiog-trap. So, if a particular alarm condition wierée triggered, a message could be logged
locally in an event log, and/or an SNMP trap cduddsent to registered receivers with the detaitb®@flarm. Here is a simple overview of

the process:
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Step 1. Set an event in the eventTable by specifying the tf event, its description, and parameters redquisr the event (trap receivers, etc)

Step 2. Create an alarm for each object that is to be raoedt Along with the alarm parameters is enterethdex value to link the alarm to
an event

Step 3. Inthe case of SNMP trap events, ensure that #per&ceivers are registered

Step 4. Monitor the event log table and SNMP trap notificas for events

The RMON capability is very powerful considering tamount of status and information that can be toged in a relatively automated way.

DEBUG FEATURE SET

One thing missing from today’s fabric switch protiuis a set of tools to facilitate in-depth andadlet troubleshooting within a storage network.
In most other products today one is only able émwarious counters but there is no facility fooyading active monitoring of control protocols
and their associated activity.

The Cisco MDS 9000 Family of switches includes stemsive debugging feature set for actively troshémting a storage network. From the CLI,
a user has the ability to enable various debuggiades for each switch feature and view a real-tipgated activity log of the control protocol
exchanges. Differing levels of detail are provideded on the user requirements. Each log entimésdtamped and listed in chronological order
using a user-friendly description of the event. &ee the debug feature set is enabled from theiSldccess can be limited through the CLI roles
mechanism. Access to debug command can be pagtition a per-role basis.

Figure 4 below shows a sample debug session inviok@duser. In this session, the user is debugbedgSPF protocol. First off, by using the ‘?’
option, a user can see what options are availabldgbugging FSPF. As you can see in the outdog antry is created for each entered command
in addition to the actual debug output. The debuiput shows a time-stamped account of the FSPHtgabiccurring between this switch and other
adjacent switches.
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Figure 4. Sample Output from Debug Session

switch> debug fspf ?
all

Configure debugging

of FSPF

database Configure debugging of FSPF database

error Configure debugging of FSPF Errors

event Configure debugging of FSPF Events

fc Enable dump of FC Packets and Headers

flood Configure debugging of FSPF flooding events
ha Configure debugging of FSPF HA

mts Enable dump of MTS Packets and Headers
retrans Configure debugging of FSPF retransmit
route Configure debugging of FSPF route com putation
show_all Show all debugging flags of FSPF

timer Configure debugging of FSPF timer

switch> debug fspf all

Jul 23 07:55:18 sup-101 % LOG_ACCOUNTINGD-6-ACCOUNTING_MESSAGE:
update:/dev/pts/1_1027435623: tnosella.dabug fspf all Successful

Jul 23 07:55:30 fspf: Updating LSR age for runtime data in PSS for wvsan 1
Jul 23 07:55:35 fspf: Age timer expired for VSAN 1

Jul 23 07:55:35 fspf: FCZ2 IU Header: handle: 03AAl1F93, usrhandle:00000000
Jul 23 07:55:35 fspf: R_CTL:02 D_ID:FDFFFF00

Jul 23 07:55:35 fspf: CS_CTL:00 5_ID:FDFFFF00

Jul 23 07:55:35 fspf: TYPE:22  F_CTL:380000

Jul 23 07:55:35 fspf: SEQID:AA DF CTL:00 SEQCNT:0000

Jul 23 07:55:35 fspf: OX ID:0OFCC RX_ID:1FG3

Jul 23 07:55:35 fspf: PARAM: 00000000

Jul 23 07:55:35 fspf: 68 5D 0% 08 28 00 00 00 00 00 00 00 20 BF 02 00
Jul 23 07:55:35 fspf: 67 6E 3D 3D %D 67 07 00 20 00 00 00 00 00 0O 0O
Jul 23 07:55:35 fspf: 00 00 00 00 00 00 00 OO

switch> no debug fspf all

switch> Jul 23 07:55:40 sup -101 % LOG_ACCOUNTINGD -6 -ACCOUNTING_MESSAGE:
update:/dev/pts/1_1027435623:tnosella: undebuq all no debug all

AAA
The authentication, authorization, and accounth®yX) mechanism verifies the identity of, grants ess to, and tracks the actions of users
managing a switch. All Cisco MDS 9000 Family swastsupport.

Remote Access Dial-In User Service (RADIUS) andniaal Access Controller Access Control System PTUSCACS+) protocols to provide
solutions using remote AAA servers.

Authentication refers to the authentication of ageraccess a specific device. Within the Cisco MIDS0 Family switches, AAA can be used to
centralize the user accounts for the switches.éfber, when a user tries to log into the switck, stvitch will validate the user via information
gathered from the central AAA server.

Authorization refers to the scope of access thetes has once they have been authenticated. Whithi€@isco MDS 9000 Family, assigned roles
for users can be stored in a AAA server along witist of actual devices that the user should leess to.
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Once the user has been authenticated, then svaitcthen refer to the AAA server to determine theemixof access the user will have within
the switch network. Accounting refers to the abiti log all commands entered by a user, the usdglstity, and a timestamp of when the user
entered the command. These command logs are st £0AA server and placed in a master log. Thisdan then be parsed to trace a user’s
activity and create usage reports or change repilitexchanges between a AAA server and a AAArdliean be encrypted using a shared key
for added security. This security mechanism pravi@eentral management capability for AAA servers.

Authentication, Authorization, and Accounting (AAAje fully supported in the Cisco MDS 9000 Familgwitches.

The following is an account of the type of inforibatthat would be reported, and in the case ofdiseo MDS 9000 Family, reported in the
AAA output:

* A user logs into the switch—A AAA record is created with the user’s identitydatime time the user logged in.

« The user enters configuration mode ‘config termind—This command is logged in AAA with the user’s idgnand a time-stamp added.
* The user changes an FSPF parameterThis command is logged in AAA with the user’s idgnand a time-stamp added.

« The user logs out of the switch-A AAA record is created with the user’s identitydatihe time of user logged out.

AUTHENTICATION VIA FC-SP AND DHCHAP

Fibre Channel Security Protocol (FC-SP) capabidlifeovide switch-switch and host-switch autheniticato overcome security challenges for
enterprise-wide fabrics. Diffie-Hellman Challengartdshake Authentication Protocol (DHCHAP) is an & protocol that provides authentication
between Cisco MDS 9000 Family switches and otheicds. DHCHAP consists of the CHAP protocol comudiméth the Diffie-Hellman

exchange.

All switches in the Cisco MDS 9000 Family enablerfe-wide authentication from one switch to anotbwitch, or from a switch to a host. These
switch and host authentications are performed lpcalremotely in each fabric. As storage islands@nsolidated and migrated to enterprise-wide
fabrics new security challenges arise. The approéskcuring storage islands cannot always be gtegd in enterprise-wide fabrics. For example,
in a campus environment with geographically disti#lol switches someone could maliciously or accalbninterconnect incompatible switches,
resulting in Inter-Switch Link (ISL) isolation ariaik disruption. This need for physical securityaddressed by switches in the Cisco MDS 9000
Family.

DHCHAP is an authentication protocol that autheatéis the devices connecting to a switch. Fibre @&laauthentication allows only trusted
devices to be added to a fabric, thus preventiragithorized devices from accessing the switch.

DHCHAP is a mandatory password-based, key-exchauatfentication protocol that supports both switstswitch and host-to-switch
authentication. DHCHAP negotiates hash algorithefsie performing authentication. It supports MD8 &HA-1 algorithm-based authentication.

SYSLOG

Syslog is another valuable tool for troubleshootemks within the Cisco MDS 9000 Family. Using $gsla chronological log of system messages
can be stored locally or sent to a central Systoges. Syslog messages can also be sent to theledosimmediate view by the user. These
messages can vary in detail depending on the agafign entered by the user. Syslog messages gocied into 7 severity levels spanning
from debug to criticalevents. The user also has the ability to limitakhseverity levels are reported for specific sawiwithin the switch. As

an example, a user may wish only to regetbugevents for thé&SPFservice but wish to record all severity level egdior theZoningservice.
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A unique feature within the Cisco MDS 9000 Familyitshes is the ability to send RADIUS accountingamls to the Syslog service.

The advantage of this feature is to be able to@atete the messages for easier parsing and ctiorel&or example, if a user were to log into

a switch and change an FSPF parameter, Syslog ABHLS would yield very complimentary information formulate a complete picture of

the event. The following is an account of the tgp&formation that would be reported, and in thse of the Cisco MDS 9000 Family, reported
in the same Syslog output:

« A user logs into the switch—A AAA record is created with the user’s identitydatime time the user logged in and this recordris$ akso to
the Syslog service.

« The user enters configuration mode ‘config termind—The AAA record for this command is also sent to $lyslog service.

The user changes an FSPF parameterThe AAA record for this command is also sent to$lyslog service. If any output is generated
from the command such as an interface changing stan error condition, this too is logged to 8yslog service.

The user logs out of the switch-The AAA record for the log out event is also sentite Syslog service.

So as you can see from the above example, by Addgand Syslog together, a detailed account carebeeated showing the user’s activity (AAA)
along with the response of the switch to commapdti® (Syslog). In addition, by enabling debug mfmtd=SPF and sending that to the Syslog
service, one now has a very detailed account ofghetion of the switch to the command inputs.

USER-SPACE FILE SYSTEM

Another valuable feature that aids in the manage¢wfethe Cisco MDS 9000 Family switches is a ‘wqurkse’ file system that can be leveraged

by users to store outputs of commands, scriptsystem images. The file system has a quota antaamits access controlled based on the
assigned role of the user in the system. For ex@napliser may wish to take a copy of the outpatsbfow or debugommand. The user could
simply direct the output of the command to a fiighim this shared file system. From there, the usend use TFTP, FTP, or SFTP to move the

file off of the switch. Although users are restdtto a particular root directory, they can creatiedirectories to better organize their files. tAt
standard file system management commands such\as papy, rename, and delete are available. Usia@vailable file system helps users gather
statistics and protocol data to help in managirdjtamubleshooting a storage network.

SCRIPT-ABLE CONFIGURATION

The Cisco MDS 9000 Family offers a robust CLI witany commands each with many options. However,astrdeployments, many of

the commands that are entered to configure thelswaite the same across multiple switches or héyfet slariations. To alleviate the need of
constantly re-entering configuration details atheswitch, the Cisco MDS 9000 Family supports thiditghio use scripts to enter configuration
details. From the CLI, a user can invoke a custethicript that will enter configuration detailsdrihe switch.

The script facility can be used in two ways. Thistfprimary use is to reduce the need from conlgtentering the same configuration details across
multiple switches. For the common sections of apnfiation, a user can execute a script that wilbiauatically enter the appropriate configuration
details such as SNMP contact information, RADIUSfiguration, and Syslog configuration. After thiagshbeen completed, a user simply has to
enter the unique pieces of the configuration eithesugh the CLI or through the Cisco Fabric Mamagel.

However, in the day of automated provisioning,ranfiare powerful solution can be achieved. AutomatexVisioning systems can leverage

the script-able nature of the switch and automByigenerate scripts to configure the entire switelsed on some inputted parameters or perhaps
a predetermined topology. Using the script faciléty automated system could be devised to takechasiectivity requirements and generate

a topology, naming, configuration and all assodatenfiguration files for the required switcheseTgenerated configuration files could then
automatically be loaded into the appropriate swvaischsing the script facility. Using the script faigisuch as this helps eliminate user errors often
introduced into device configurations.
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FC PING AND FC TRACEROUTE

Arguably the two most used tools within the IP retdng world are two simple programs, nameéing andTraceroute For those readers who
are not familiar with these tools, tRéng tool provides the ability to generate a seriesabfo packets to a destination across an IP rowsebrk.
When these echo packets arrive at the destinatieg,are re-routed and sent back to the sourcag®sing, users can verify connectivity and
latency to a particular destination across an Re networkTracerouteon the other hand operates in a similar fashiomgverTraceroute
can also determine the specific path that a frakestto its destination on a hop-by-hop basis.

These tools have been migrated to Fibre Channklmiihe Cisco MDS 9000 Family switché<C PingandFC Tracerouteare the Fibre Channel
equivalents to their IP counterpafe€C Pingallows a user to ‘ping’ a Fibre Chaniél Portor end device. By specifying the FC_ID or Fibre
Channel address, a user can send a series of ftartfestargeN_Port Once these frames reach the outg®&ingort, they are looped back to
the source and a time-stamp is take@.Pinghelps a user verify the connectivity and latercgn endN_Port

FC Traceroutds slightly different than the IP equivalent irathhe outbound and return paths are both recas¢dey may differ. The result of
anFC Traceroutecommand is two path descriptors that identifyghth taken on a hop-by-hop basis including a tiamptat each hop in both
directions.

Both FC PingandFC Tracerouteare powerful tools in verifying connectivity andre permissions within a large connected fabric.

SCSI TARGET DISCOVERY

The Fibre Channel name service is a distributedaem which all connected devices participate ndsy devices attaches to the fabric, they
register themselves with the name service whitheas distributed amongst all fabric switches. Thfermation can then be used to help determine
the identity and topology of hodes connected tdfabheic. Although the name service can provide dn@trmation, it is at a Fibre Channel level
only. As for Fibre Channel-connected devices sic8@SI targets, there is no additional informatéfared by the name server.

However, within the Cisco MDS 9000 Family of swigsh a unique feature has been added to providel adsight into connected SCSI targets.
The SCSI Target Discoveffgature allows the switch to briefly log into camted SCSI target devices and issue a series dfis@#ry commands
to help discover additional information. The adatital information that is queried includes logicalttnumber (LUN) details including the number
of LUNs, the LUN IDs, and the sizes of the LUNsisTimformation is then compiled and made availdblthe user via various methods.

The collected information is provided directly thgh CLI commands, through the Cisco Fabric Manaay®d,also via an embedded SNMP MIB
which allows the information to be easily retries®dan upstream management application. Usin@@®8l Target Discoverfgature, a user can
have a much more detailed view of the fabric asd@d@nnected SCSI devices.

FULL FC-GS-4 SUPPORT

As mentioned previously, FC-GS-4 is a Fibre Chamméland management facility defined by the ANSLWorking group. It provides what
are referred to as generic services, particularyge by the Fibre Channel Protocol (FCP). Thegeservices refer to a set of services that
facilitate the transfer of status and configuratisiormation between Fibre Channel devices in &#etl or unsolicited manner.

Within the Cisco MDS 9000 Family of switches, adingric services of FC-GS-4 are supported. Thetabdlisupport all services allows for
the discovery and understanding of other attaclesitds that support the FC-GS-4 standard suchhas fatbric switches or HBAs. It also allows
other management software packages that underatehdse FC-GS-4 to discover and understand the GI&S 9000 Family switches.

The added bonus with the Cisco MDS 9000 Familycveis is the ability for non-FC-GS-4-aware systentitl retrieve the gathered information
via SNMP MIBs. Embedded within the Cisco MDS 90@0rHy switches is the support for a series of cus8NMP MIBs that expose all details
discovered via FC-GS-4 such as the list of regéstéabric devices and the attributes of conneabdd switches. In addition, information can also
be provided that gives a view into device manufagtumodel, and other inventory-related detailsukily this information can only be gathered
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from devices that support the FC-GS-4 ANSI stand@fiile not all devices support this standards igiiowing in popularity and most newer
devices including fabric switches and HBAs do supfiee standard.

So, whether using a 3rd party application, or wgtcustom in-house applications to manage thegtaratwork, the detailed device and topology
information that can be gathered via these FC-@8ated MIBs allows the user to accurately creatkaudit a fabric topology and its registrants.

FIBRE CHANNEL SPAN, RSPAN

When there is a problem in a storage network thaheot be solved by a configuration change, ustiladlye is a requirement to take a look at

the protocol level. While debug commands in the€NIDS 9000 Family switches can help look at thetid traffic between an end node and

a switch, many times a deeper look is requiredtoi$ in on all traffic originating or destined tparticular end node such as a host or a diskign t
case, one typically would resort to using an arealgf sorts to capture protocol traces for deepatyais. In using a protocol analyzer, one must
insert the analyzer in-line with the device undealgsis thereby requiring a disruption in 1/O froime device. This problem gets worse if the point
of analysis is on an Inter-Switch Link (ISL) linlketwveen two switches. In this case, the disruptiay be widespread depending on what devices
are downstream from the severed ISL link.

Cisco has adapted a very popular feature fromigtsdOCatalyst Family of Ethernet switches to the Fibre Channilley namelySPAN Simply put,
the Switched Port Analyzer (SPAN) feature allowssar to take a copy of all traffic and direct itstoother port within the switch. This copy is non-
disruptive to any connected devices and is fatéiitan hardware thereby alleviating any unnecess&y load. Therefore, using ti&&ANfeature,

a user could connect a Fibre Channel analyzer asiehFinisar analyzer to an unused port on thelswitd then simpl$PANa copy of the traffic
from a port under analysis to the analyzer in adisruptive fashion.

The SPANfeature is highly customizable as well. A user cazate up to 16 independe&RANsessions within the switch. Each session can bave
to four unique sources and one destination pordutition, the user has the capability to filtex 8PANsource based on received-only, transmitted-
only, or bi-directional traffic. A user can ev8®RANtraffic from a particular Virtual SAN (VSAN) only*

Using theSPANfeature, detailed troubleshooting can be conduaited particular device without any disruptionalidition, a user may want to
take a sample of traffic from a particular applieathost for proactive monitoring and analysisracgss that can easily be accomplished with
the SPANfeature.

The Remote SPAN (RSPAN) feature enables abilitgtootely monitor traffic for one or more SPAN sasdistributed in one or more source
switches in a Fibre Channel fabric. The SPAN dasitim port is used for remote monitoring in a destibn switch. A destination switch is usually
different from the source switch(es) but is attacteethe same Fibre Channel fabric. One can rdpliaad monitor traffic in any remote Cisco MDS
9000 Family switch or director, just as you wouldmitor traffic in a Cisco MDS source switch. Thef8\ feature is nonintrusive and does not
affect network traffic switching for those SPAN soe ports.

* A Virtual SAN (VSAN) is a feature within the CiedVIDS 9000 Family switches that allows for the wattconnected fabrics to be created and overlaidnen
physical infrastructure through a tagging and timglprocedure. More info can be found on this femto the Cisco MDS 9000 Family product documentati

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 15 of 27



CISCO FABRIC MANAGER (CFM)

One of the most powerful tools in the Cisco MDS @G@amily for management is the Cisco Fabric Manafeis tool actually consists of two
separate tools, namely an device manager for thersand a fabric manager. Both tools that comphiseCisco Fabric Manager are embedded
in the switch itself. These tools are designeditousing the Sun Microsystems Java Web Start emviemt. Using Web Start, all the functionality
of Java can be leveraged without the incurred datapciated with plain Java applets. To use theo@tabric Manager, one simply has to point
a web browser to the management IP address of imep ®IDS 9000 Family switch. The resultant web pgiges simple instructions on how

to download the Web Start environment, a stepdhbt has to be done initially. Once Web Start hesrbinstalled, the user simply invokes the
Cisco Fabric Manager from the previous web pagetia@dpplication will dynamically be downloadedhe local machine, cached, and started.
For repeated use, a user only has to click on tbeoG-abric Manager icon that is installed on tieal machine.

SNMP PROXY SERVICES

The Fabric Manager Client and Device Manager uselBo communicate with the Fabric Manager Servetypical configurations, the Fabric
Manager Server may be installed behind a firewdle SNMP proxy service available in Cisco Fabrimiiger provides a TCP-based transport
proxy for these SNMP requests. The SNMP proxy serallows blocks all UDP traffic at the firewallchenables the Fabric Manager Client to
communicate over a configured TCP port. Cisco Eadianager uses port 8080 for SNMP proxy services.

CISCO DEVICE MANAGER

One component of the Cisco Fabric Manager is theeeithed device manager. The device manager is @esigrallow a user to use a GUI-driven
tool for configuration of an Cisco MDS 9000 Fanslyitch. All configuration capabilities of the swhitare represented through the device manager
GUI including such items as roles definitions and®N alarm and event configuration. The device managol has three primary components,
namely the physical view, the summary view, antistia and configuration windows. In the physicaw, the actual switch is depicted along with
graphical icons representing the states of theahistuitching modules and ports. The summary viesnsha real-time updating chart listing all

the ports within the switch and a quick view ofitrstatistics and configuration. The statistics andfiguration windows are pop-ups used to
configure and monitor specific details of the switEigure 5 shows an example of the three comperadrihe device manager.

The device manager is also equipped with featinashielp the user track statistics and events.9Dok tool is a ‘Save’ button that allows the user
to quickly save the text output of a statisticsaaw to a local text file. Additionally, a graphingpl allows the user to create a graph based on any
statistics window output which will update itsetfthe predefined polling interval. This graph césoae saved to the local machine.
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Figure 5. Three Cisco Device Manager Views
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Despite the powerful set of features, the deviceager is designed to be a very easy tool to usetdtgeted towards those users that are not
familiar with the Cisco MDS 9000 Family CLI or peefto use GUI interfaces. The device manager ahinaleploying new switches or making
quick changes to existing switches. For smalleragt® networks of 5-10 switches, some users magmpiefuse CFM as their sole configuration and
management tool. For larger fabrics, users mayeptefuse 3rd party tools that integrate more cdipaim terms of reporting and 3rd party device
configuration.

The Cisco Fabric Manager suite uses SNMP to contatmivith the Cisco MDS 9000 Family switches. Altbb the user has the ability to use
SNMPvV1,v2, or v3 for this communication, SNMPv3enff additional security and support of roles. BpgSNMPV3 as the transport protocol,
users will be restricted to certain features of Clkded on their SNMPv3 role assignment. Therefprerdating SNMPv3 and CLI roles for users,
they can be given access to the same features evithtdy use the CLI or CFM.

CFM FABRIC MANAGEMENT

Another major component of the Cisco Fabric Manag#msuite is the fabric management itself. Instidle an additional Web Start application,
the fabric manager provides the capability to marthg fabric as a collection or network of deviddse fabric manager application is built upon
a topology representation of the fabric. Once #iei€ manager is invoked, a topology discovery pssdegins. Using information polled from
a seed Cisco MDS 9000 Family switch includM@meServeregistrations and FC-GSHabric Configuration Serveinformation, the fabric
manager can recreate a fabric topology and reprédenthe user in a customizable map. Becausbé®source of this information, any 3rd
party devices such as other fabric switches thgpeu the FC-GS, FC-GS-3 and FC-GS-4 standardstshaliscovered and mapped as part of
the topology. Vendor organizational unique ideatifiOUI) values are also translated to derive thaufacturer of any 3rd party devices such as
QLogic, EMC, or JNI. An added bonus is the abildynap SCSl-level target information based on mfation polled from the Cisco MDS 9000
Family switches. The Cisco MDS 9000 switch hasathidity to log into targets that are discovereadasnected to it and issue SCSI inquiry
commands to determine LUN configurations. Thisiinfation is then retrieved by the fabric manageriactiided in the presented inventory.
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The fabric manager consists of three major compsrianluding the topology window, the inventory wow, and the tools window. The topology
window displays the discovered topology in a folrart can be customized and easily navigated bysbe The inventory window displays a tree-
like structure of all devices, both physical sustabric switches, and virtual such as zones or N§A his inventory can then be used by the tools
to perform configuration tasks. Finally, the toali®dow displays a series of fabric-oriented toblsttare used to configure, monitor, or troubleshoot
a fabric of Cisco MDS 9000 Family switches. FigGrshows these three windows.

Figure 6. Fabric Management Views with Cisco Fabric Manager
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The tools provided within the fabric manager al@ifawide tools with the ability to manage and toteshoot multiple devices. The fabric manager
has wizards to configure Virtual SAN (VSAN), Dynanitort VSAN Membership (DPVM), Zones, Inter VSANRiog (IVR), Port Channel,

FCIP, iSCSI, QOS, ACL, Software Installation, ariddnse Installation. In addition to the configupatwizards, the fabric manager provide trouble
shooting tools such as a fabric configuration aurdé Zone-merge analysis tool, a Fabric pathieatibn tool, end-to-end connectivity verification
tool and Switch Health Analysis. In addition, tlaific manager tool allows for the ability to appbnfiguration changes to multiple switches
simultaneously. For example, if a user wished @ng/e the R_A_TOV value on all fabric switches, uber could simply select all fabrics and make
the change only once. The fabric manager would ginepagate that change to all selected fabrics.uBke can also invoke the device manager
and/or a Telnet session to the switch from thei¢albanager topology map.

The fabric manager provides a very complementaryttothe device manager within the Cisco Fabrioktger suite. The CFM suite helps users
manage a fabric comprising multiple Cisco MDS 96@nily switches. These tools provide a very fatrface to making quick changes to
the Cisco MDS 9000 based fabric as necessary.

CISCO FABRIC SERVICES

Many features in the Cisco MDS switches requirefigomation synchronization in all switches in ttabfic. Maintaining configuration
synchronization across a fabric is important tont@n fabric consistency. In the absence of a comimfsastructure, such synchronization is
achieved through manual configuration at each $witahe fabric. This process is tedious and gorone. Cisco Fabric Services (CFS) provides
a common infrastructure for automatic configuratsynchronization in the fabric. It provides thensport function as well as a rich set of common
services to the applications.
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The CFS functionality is independent of the lovagrer transport. Currently, in Cisco MDS switchég, €FS protocol layer resides on top of

the FC2 layer and is peer-to-peer with no cliemserelationship. CFS uses the FC2 transport seswio send information to other switches.

CFS uses a proprietary SW_ILS (0x77434653) prottoadll CFS packets. CFS packets are sent tooon the switch domain controller addresses.
CFS can also use IP to send information to othéckes. Applications that use CFS are completebware of the lower layer transport.

CFS supports two distribution modes to supporediiit application requirements: coordinated anaartinated distributions. Both modes

are mutually exclusive. Only one mode is allowedrat given time. Uncoordinated distributions aredus® distribute information that is

not expected to conflict with that from a peer. &@mmple is local device registrations such as ihsallel uncoordinated distributions are
allowed for an application. Coordinated distribngacan have only one application distribution given time. CFS uses locks to enforce this.
A coordinated distribution is not allowed to stétocks are captured by other application in thkrfc. An example is port security configuration.

CISCO FABRIC MANAGER SERVER (FMS)
Cisco Fabric Manager Server (FMS) is a platformaidvanced MDS monitoring, troubleshooting, and igumétion capabilities. No additional
software is required. The server capabilities arentegral part of the Cisco Fabric Manger software

We recommend that FMS be installed on a dedicaietpater to provide centralized MDS management sesvand performance monitoring.
SNMP operations are used to efficiently collecriiainformation. The FMS, including the server campnts requires about 20 MB of hard disk
space on your workstation. Cisco Fabric Manageve3euns on Windows 2000, 2003, XP, Solaris 8.later and Red Hat Linux. The FMS can
monitor up to 16 Fibre Channel SAN fabrics. By déf46 clients can connect to a single Cisco Faldidnager Server concurrently.

Cisco Fabric Manager Server has the following fiesgtu

< Multiple Fabric Management—Fabric Manager Server monitors multiple physichtifzs under the same user interface. This faaiitat
managing redundant fabrics. FMS maintains up-te-diatcovery information on all configured fabricsdevice status and interconnections
are immediately available when an Fabric Managentls connected to the fabric.

¢ Continuous Health Monitoring—Cisco MDS switch(es) health is monitored contindpuSven when no client is running, FMS continues
to collect the events and presents the eventsenotslthat connect in future.

« Roaming User Profiles—FMS uses the roaming user profile feature to stote preferences and topology map layouts on thegeso that user
interface will be consistent regardless of compusad to manage the storage networks.

CISCO PERFORMANCE MANAGER
Performance Manager gathers network device statibtstorically and provides this information gragaiily using a web browser. It presents recent
statistics in detail and older statistics in summar

Performance Manager also integrates with tools agdBisco Traffic Analyzer which will be discusdater.

The Performance Manager has three operationalsstalefinition, Collection and Presentation:

« Definition—The Flow Wizard, one can select flows to be moeitceind the Collection Wizard creates a collectimmfiguration file.
¢ Collection—Reads the configuration file and collects the @ekinformation via SNMP.
« Presentation—Generates web pages to present the collected data.

Performance Manager can collect statistics for JBlbsts, storage devices, and configured flowswElare defined based on a host-to-storage

(or storage-to-host) link. Performance Manager gatlstatistics from across the fabric based omciidin configuration files. These files determine
which SAN devices and SAN links Performance Managhers statistics for. Based on this configuratferformance Manager communicates
with the appropriate devices (switches, hoststarage devices) and collects the appropriate indbion at five-minute intervals.
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Performance Manager uses a round-robin databds®#ddhe statistical data collected from the fabfiais data is stored based on the configured
parameters in the collection configuration file.efstch polling interval, Performance Manager gattite¥selevant statistics and stores them in
the round-robin database. This database is a fimedand will not grow beyond its preset limits.

Performance Manager creates a series of archivadaldold summarized information present in tred-tiene round-robin database. This archived
data is used to generate daily, weekly, monthlg, yearly consolidated reports. In this way, Perfamoe Manager maintains significant historical
data without the cost of an ever-increasing dambae.

A unique feature of Performance Manager is itsitgtih interpolate data when statistical pollingukts are missing or delayed. Other performance
tools may store the missing data point as zerothisitan distort historical trending. Performaianager interpolates the missing data point by
comparing the data point that preceded the migiitg and the data point stored in the polling rgtkeafter the missing data. This maintains

the continuity of the performance information.

Performance Thresholds
The Performance Manager Configuration Wizard hégyto define up two thresholds that will triggewvents when the monitored traffic exceeds
the percent utilization configured.

Absolute value thresholds apply directly to theistias gathered. These statistics, as a perceahedbtal link capacity, are compared to the parce
utilization configured for the threshold type. lit statistics exceed either configured threshaidvent is shown on the Fabric Manager web client
Events tab.

Baseline thresholds create a threshold that adapite typical traffic pattern for each link foretlsame time window each day, week, or every two
weeks. Baseline thresholds are set as a percém afverage (110% to 500%), where 100% equalsaticalated weighted average.

CISCO FABRIC MANAGER WEB SERVICES

Fabric Manager Web Services provides a web cl@ridw MDS switch events, performance manager tspmventory, and perform minor
administrative tasks. Fabric Manager Web Serviessino be installed on the same workstation aEdbeic Manager Server. By default Fabric
Manager Web Services uses TCP port 80. If secisriiyconcern, Fabric Manager Web Services canb@smnfigured to run over HTTPS (TCP
port 443) which uses SSL.

The web client provides the following reports:

« Events by Fabric, Switches, ISLs, Hosts or Storage
« Syslog messages
« Performance Reports by Summary, End Devices, IBlosys, Traffic Analyzer, Prediction

Performance Prediction

To plan storage network changes, it is necessathgtermine when configuration changes (such asm@g) may be needed to meet growing
performance demands. Fabric Manager Server prowigesformance prediction report to anticipateaiernetwork connections that are over
utilized. The prediction is based on the periotimo€ in the past to predict the future performaaloag with acceptable threshold values and time
into the future.
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CISCO TRAFFIC ANALYZER

Cisco Traffic Analyzer is based on network top fjtsoftware, a public domain software enhancedippsrt Fibre Channel and SCSI. Performance
Manager works in conjunction with Cisco Traffic Ayeer to monitor and manage the fabric traffic.@@igraffic Analyzer with Performance
Manager requires the following components:

« A configured Fibre Channel Switched Port AnalyZe®AN) destination (SD) port to forward Fibre Chdrtregfic.
« A Port Analyzer Adapter 2 (PAA-2) to convert thée Channel traffic to Ethernet traffic.
« Cisco Traffic Analyzer software to analyze theficafrom the PAA-2.

Performance Manager collects Fibre Channel levdbpmaance statistics using SNMP to access counteiGisco MDS 9000 Family switches.
To view detailed SCSI 1/O statistics, one needstd at the data on an SD port with the help ot@i$raffic Analyzer, which uses the Cisco
Port Analyzer Adapter 2 (PAA-2). Cisco Traffic Agabr provides real-time analysis of SPAN trafficamalysis of captured traffic through a
Web browser user interface. Traffic encapsulatedri®yor more Port Analyzer Adapter 2 products eaarmlyzed concurrently with a single
workstation running Cisco Traffic Analyzer.

Cisco Traffic Analyzer monitors Round-trip respotisees, SCSI I/Os per second, SCSI read or tréfficughput and frame counts, SCSI session
status, and management task information. Additistetistics like Fibre Channel frame sizes and agtwnanagement protocols are available too.

CISCO FABRIC ANALYZER

The ultimate tool for troubleshooting any sort efwork protocol problem has always been the prdtacalyzer. These devices have the ability
to promiscuously capture network traffic and cortediedecode the captured frames down to the proteeel. Using the analyzer, users can
conduct very detailed analysis by taking a samplegiorage network transaction and completely thafransaction from a frame-by-frame basis
complete with very accurate timestamps. This inftfom allows the user to pinpoint a problem withigh degree of accuracy thereby reducing
the resolution time. However, the downside of pcot@nalyzers is that they are expensive, anditiest be installed local to the point of analysis
within the network.

Cisco has brought protocol analysis within a stenagtwork to a new level of capability. Using tisco Fabric Analyzersers can capture Fibre
Channel control traffic from a switch and decodeithout having to disrupt any connectivity, andhaiut having to be local to the point of
analysis.

TheCisco Fabric Analyzecomprises three main components. The first comptaisean agent embedded in the Cisco MDS 9000 kawittches

that can be selectively enabled to promiscuougtyura designated control traffic. The second comapbis a text-based interface to the control and
decoded output of the analyzer. The third compoiseatGUI-based client package that can be instaliea user’s workstation and provide a more
full-function interface to the decoded data. Figdmutlines the three components of @isco Fabric Analyzesystem and the two supported
configurations, namely the CLI-based facility ahd GUI-based client software.

The text-based interface to tBésco Fabric Analyzeis a CLI-based facility to control the analyzedautput the decoded results. Using

the CLI-based interface, a user can remotely acessisco MDS 9000 Family switch via a secure metthiech as Secure Shell (SSH) and

capture and decode Fibre Channel control trafficthe text-based CLI. This capability offers a ament method for conducting remote detailed
troubleshooting. In addition, since the tool is @idsed, it is also covered under the roles-baskcgsdefined in the switch which can limit access
to this tool as desired.
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Figure 7. Cisco Fabric Analyzer CLI-based and GUI Client Configurations
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The GUI-based interface implementation is basedwupsupplied software package that can be instaltea user's workstation. Through the
GUI, the user has access to a more user-friendlycestomizable interface to the captured and det&dwe Channel traffic. The GUI interface
allows users to easily sort, filter, crop, and s@aees to their local workstation. Figure 8 shavesreenshot from ti@sco Fabric AnalyzeGUI.
Although this client package is designed to allemote access to captured and decoded Fibre Cheomtedl traffic, it does not require a Fibre
Channel connection in the remote workstation itSéte most powerful capability of ti&sco Fabric Analyzepackage is the ability to capture
and decode Fibre Channel traffic remotely, howewer Ethernet! Th€isco Fabric Analyzesupports a revolutionary capability in Fibre Chann
protocol analysis to promiscuously capture Fibrai@tel traffic, encapsulate it in TCP/IP, ship itezrally to a remote client connected via
Ethernet, de-encapsulate, and fully decode thdtaegiribre Channel frames. This capability progigatreme flexibility in troubleshooting
problems in remote locations. No longer does a lnaee to pick up a heavy protocol analyzer, tréwéhe point of analysis, insert the analyzer
in-line, and capture traffic. All of these funct®moan be conducted remotely in a non-disruptivermearTheCisco Fabric Analyzecompletes the
trio of troubleshooting features within the Cisc®Bl 9000 Family of switches. CLI-based debug capgbdlong with Fibre Channel SPAN, and
the Cisco Fabric Analyzeoffer the system administrator a powerful andifiextoolset for troubleshooting storage networsljpems accurately and
efficiently.
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Figure 8. Cisco Fabric Analyzer Screenshot
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CISCOWORKS RESOURCE MANAGEMENT ESSENTIALS

CiscoWorks Resource Manager Essentials (RME) mpatication within the CiscoWorks umbrella of maeagnt applications that provides
comprehensive resource management capabilitiess @sco Powered Network (CPN). With the introductid the Cisco MDS 9000 Family
of switches, CiscoWorks RME has been extendeddwige resource management services to a Cisco MID8 Bamily storage network.

CiscoWorks RME comprises a set of resource managfeseevices. The following list outlines the sees@rovided by CiscoWorks RME for
the Cisco MDS 9000 Family of switches.

« Inventory Manager—provides a facility to gather and audit a detafleddware and software inventory of all Cisco MD®®@Eamily devices
deployed in the storage network. A reporting fagi§ included to generate inventory reports

« Configuration Manager—maintain an active repository of device configwatfiles for devices that are managed. It providesity to
upload and download configuration files to/from ideg and a facility to log a record in the Changeliélog database when a new version
of the configuration file is archived. Standardagp can be generated for configuration managemeantory and activity.

» Configuration Editor —provides a powerful web-based editor that allowdtipie configuration files to be checked out of tenfiguration
archive, be updated or changed, and then eitheddacally or downloaded to the device.

* Net Show—is a simplified web-based show command interfabewang show commands to be run against multiplécves or routers to
enhance and simplify network troubleshooting.

« Software Image Manager—a tool to greatly simplify the version managemerd eoutine deployment of software updates to Cisadces
through wizard-assisted planning, scheduling, doaaiing, and monitoring of software updates

« Syslog Analyzer—a tool that filters Syslog messages logged by Gisdces and display explanations of probable caasd recommended
actions. This tool also helps facilitate manuakpay of Syslog files for reporting purposes.

By including support for the Cisco MDS 9000 Fanafyswitches into CiscoWorks RME, customers now haggstem that can manage hardware,
software, and configuration inventory across midtipfrastructures including storage networks, LANEANS, and WANSs. Figure 9 shows a set of
screenshots from the CiscoWorks RME applications.
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Figure 9. CiscoWorks Resource Manager Essentials Screenshots
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3RD PARTY INTEGRATION

The key to providing a solid management solutionasonly to provide a set of tools to manage ttoelpct, but to open interfaces to raw
performance and configuration information withir fbroduct for 3rd party use. Many enterprises langady standardized on storage and storage
network management platforms. Therefore, to integrao a customer’s environment, Cisco has op@edss to extensive amounts of information
that can be retrieved from the Cisco MDS 9000 Rasvilitches for use in these applications.

The most common and widely used management protoday for network management is SNMP. SNMP pravigsimple and comprehensive
way of sending commands and data back and forthdeet management stations and the devices they mahiag MIBs used by SNMP provide
a very granular access to performance and configaranformation within a networking device. Withihe Cisco MDS 9000 Family of switches,
numerous new storage network-related MIBs have bednded to give access to 3rd party applicationsn-house developed applications

to device and fabric-centric data. These new Migsim addition to many IETF-standardized and Cisaprietary MIBs incorporate into

the platforms. In addition, Cisco has implementdiiM®Pv3 within the Cisco MDS 9000 Family to offer see connections to the data and
commands provided by the MIBs.
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The Cisco MDS 9000 Family switches also suppondded in-band configuration facilities such asHitere ChanneName Servicand

the FC-GS-3 and FC-GS-4 Fabric Configuration Serveny 3rd Party fabric management applications thiize in-band information from

the FC-GS-3 and FC-GS-4 generic services will discéhe Cisco MDS 9000 Family switches. The Cisdd3vB000 Family switches will in-turn
discover other FC-GS-3 compliant devices in theifatn addition, the Cisco MDS 9000 Family switsheill discover connected SCSI targets and
their visible LUN layouts.

The Cisco MDS 9000 Family switches also support/A8IMI-S 1.1 specification. Any 3rd party fabric na@ment applications can communicate
to the embedded provider via HTTP or HTTPS.

Cisco has gone one step further by providing an @@#ss to this in-band information. Using SNMBraxparty application can retrieve fabric-
oriented information such as the contents ofNaee Serveor the orientation of SCSI targets and their assed LUNs via MIBs. Cisco has
written and included several new MIBs that allovtside applications to retrieve information that @snerly only available in-band over Fibre
Channel.

Cisco continues to work with many of its partnergurther integrate support for the Cisco MDS 9@@nily switches into popular management
products.

CONCLUSION

The Cisco MDS 9000 Family of switches includeslausi toolkit of features and services for enabitaggage network management. From device to
fabric to resource management, the Cisco MDS 9@01illy offers a set of tools that can be used teehdently manage a fabric, or provide
interfaces for 3rd party tools to gain access bwifaconfiguration and statistics for seamless rgansent. While providing access to statistical
information, the tools provided with the Cisco MB800 Family also provide a comprehensive set afttieshooting tools for the fabric, something
desperately lacking from today’s switch producedfigs.

Cisco has taken an open approach to storage netmamkgement with the Cisco MDS 9000 Family of dwétc The open policy now gives the user
choices on how they choose to manage their storeiyeork environment. Whether a user relies solalyhe tools provided with the Cisco MDS
9000 Family switches, or integrates the switch&s fineir existing management software suite, os lgh, it is completely open. Cisco will
continue to develop and extend its managementcesrand interfaces based on customer requiremdiits maintaining its openness in enabling
any and all storage network management offerings.
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