Cisco SYSTEMS

WHITE PAPER
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INTRODUCTION

This document provides an easy-to-follow guidedfoilding a Small Computer System Interface oveti$SI) implementation using

the Cisc6 MDS 9000 Series of multiprotocol switches. Spesifiy, this document will focus on a quick, simpketup for configuring a Cisco
MDS 9000 Series IP services module for the purpoteenducting iSCSI proof-of-concept and validattests. Below are the four steps
needed to accomplish this:

Note: Command-line interface configurations will be simow Appendix B.

¢ Cisco MDS 9000 Series baseline configuration
— Enable Gigabit Ethernet interface

— Set iSCSI authentication tdone
— Configure Gigabit Ethernet interface for iISCSI
— Set iISCSI mode t8tore and Forward

« Configuring access for iISCSI clients on Cisco MOD®® Series
— Create iSCSI initiator by IP address

— EnableDynamic Import Target FC
— Zone Fibre Channel targets and iSCSI initiator

« Installing and configuring iISCSI client (Microsdaftiver)
— Log into Cisco MDS 9000 Series Gigabit Ethernetiiféice

— Log into available iSCSI targets

¢ Using the lometer performance test tool
— Test parameters affecting performance

Note: It is important that the Ethernet management porthe Cisco MDS 9000 Series switch be configured separate VLAN and IP subnet
from the Gigabit Ethernet ports on the IP servioeslule. This requirement is mandatory and is reguio make sure the management port
does not interfere with the IP subnet(s) configuredhe IP services module (gratuitous Address Raen Protocol [ARP] requests).

TOPOLOGY INFORMATION

The following configuration is used as an examplefiguration and serves as a baseline to gaugerpeahce results. Although it might not be
feasible to use exactly the same server configamathe results presented in this paper can be a@dpwith any results gained from using
different server hardware to gauge the validityhef data.

Host Information

All contents are Copyright © 1992—-2004 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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IBM x345 PC

« Dual Xeon 2.66-GHz CPU

« 1 GB of memory

* Windows 2000 Advanced Server with Service Pack 4

¢ Microsoft iISCSI driver Version 1.0.4a

Dual Intel PRO/1000 MT network card with driver ¢em 7.3.13 (dated 10/28/2003)
e Test tool: lometer Version 2003.12.16

IP Switch Information

Cisco Catalyst® 6500 Series Switch
« Software Version 6.3(10)

« 8 optical Gigabit Ethernet interfaces

« 16 copper Gigabit Ethernet interfaces

Cisco MDS 9000 Series Switch Information

Cisco MDS 9509 Multilayer Director Switch

¢ One 16-port Fibre Channel switching module (DS-X®01
¢ One IP services switching module (DS-X9308SMIP)

« Software Version 1.3(4b)

Storage Information

EMC Clariion CX600

« Navisphere revision 6.4.0.5.2, Generation 116
« 4 GB of cache per controller

« Eight RAID5 LUNs—5 GB each

CISCO CATALYST ETHERNET SWITCH CONFIGURATION

The ports that need to be configured are the GBatalyst switch Ethernet ports that the iSCSI laost Gigabit Ethernet port on the Cisco
MDS 9000 Series IP services module are connectédrtahe Cisco Catalyst Ethernet switch, a fewdesnfigurations need to be conducted
on these ports:

« Cisco EtherChann®lcapability and VLAN trunking should be disablekistis a normal configuration for “host” ports arediuced port
bring-up times as a result of reduced protocol tiation

¢ PortFast should be enabled; this is an Ethernatrfieéfrom Cisco Systems® that reduces the port kumgime as a result of optimizing
802.1D Spanning Tree timers specific to “host” port

For the purposes of creating the iISCSI test enwient, it is recommended to keep the configurationpke and assign an IP subnet that is to

be used for both the iSCSI initiator(s) and thec€BIDS 9000 Series IP services module’s GigabieEtat port. If using multiple Cisco MDS

9000 Series IP services module ports, assign aated® subnet for each Gigabit Ethernet port withialso be used by the iSCSI initiators

assigned to that port.

CISCO MDS 9000 SERIES BASELINE CONFIGURATION

On the Cisco MDS 9000 Series, some basic configurstire needed for iISCSI.

Step 1—Enable the iSCSI feature (global commandherCisco MDS 9000 Series switch.
© 2004 Cisco Systems, Inc. All right reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 2 of 17



1) From the Device Manager, click the toolBatmin - Feature Control.

2) Verify that iSCSI is enabled. If it is not, dtithe drop-down box under Action and selewibled.

@ 172.22.42.82 - Feature Control X
FEROIES

Name | Status LastFaiweReason |
Lid disabled  noSelects

fcip ‘enabled

fcsp disabled

iscsi enakied

lacacs disabled

gos-manager disabled | !

pot-securty  enabled  roSeleclion  Success

faboric-tinding _ enabled  roSelecton  Success

iscsi-interface-vsan-membership enabled  noSeleclion  Success

[ reiresh | [ Hep | [ cise |

Jrow(s)

Step 2—Enable and configure the IP services modigab@ Ethernet port.
1) From the Device Manager, right-click the GigdHiihernet interface and sel€bnfigure.
2) Enable the interface and assign an IP addrabsumet mask.

3) Set the iISCSI authentication modentme.

@ 172.22.42.82 - gigk313 53

ISCEl | iSCSI TCP || FCIP Interfaces | Trunk Config | YLAN | Sub Interfaces | CDP Meighbaors

Description:

whu (1500 {s75.9000

Speed: 1 Gh
Phiys Scldr et 00 05:30:00:94:90
AE?G) up O dowvn
Oper: up
LastChange: 2004/04/29-13:38:07
COP
IPAddress, ko 10410.1001/24

|zcsiduthMethodd: none |:| chap
ISMS Profilefame:

Refresh ][ Help ][ Cloze ]

Step 3—Enable and configure iSCSI on the IP servizadule Gigabit Ethernet port
1) From the same configuration window, click t8€SI tab, which is the second tab from the left.
2) Enable the corresponding iSCSI logical interface

3) Set the iISCSI Forwarding Mode $tore And Forward.

© 2004 Cisco Systems, Inc. All right reserved.
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@ 172.22.42.82 - gigk313 53

GigE | 15C3l | iSCSI TCP | FCIP Interfaces | Trunk Config | WLAN | Sub Interfaces | CDP Neighbors

Dezcription:
Speed: 1 Gh
Physcdr Mg 20:59:00:05: 30:00:71:1e

Addmin: (g} up C' dovvn
Oper: up
LastChange: 2004/04/29-21:20:44

Paortvzan: | 1 ihﬁ\%
Forvwardinghoce: C' pazsThrough (2 stareAndForsard

Initistor 10 Moce: (g} name C' ipaddress
~Initiator Proxy NMbde
[ Enable

[ Refresh ][ Help ][ Cloze ]

CONFIGURING ACCESS FOR ISCSI CLIENT ON THE CISCO MD 'S 9000 SERIES
Step 1—Creating the iSCSI initiator

1) From the Device Manager, click the toolbBr-> iSCSI.
2) On the Initiator tab, cliciCreate.

3) In theName or | P Address window, type in the IP address of the iISCSI hbat will be accessing the Cisco MDS Gigabit Etherne
interface; note that if you have two network inded cards (NICs) in the host, please enter thecoRIC IP address that will be accessing the
Cisco MDS Gigabit Ethernet for iSCSI.

4) In theVsanM ember ship window, enter the VSAN number where the storadedated; this is where the iSCSI initiator will hecessing.
5) In Node WWN M apping andPort WWN M apping, select bothPersistent andSystem Assigned check boxes.
6) In Port WWN M apping beside the System Assigned check box, leave ting & 1.

7) Click Create and then cliciClose.

© 2004 Cisco Systems, Inc. All right reserved.
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A screen shot of this procedure follows:

@ 172.22.42.82 - Create i5CS] Initiators 53

Mame or IP Address: | 10101087
“aanMembership: | 1

~ Node WWN Mepping

Persistent

SystemAssigned

~Port WWHN Vapping
Persistent

Or Static VWANIE):
[Dne Per Line)

AuthUzer:

Step 2—Enabling thBynamic Import FC Targets

This feature allows you to auto-import Fibre Chdriagets as iSCSI targets

1) From the Device Manager, click the toolbBr-> iSCSI. A window will appear; click the second tab, calleat gets.
2) In the check box callddynamically Import FC Targets, add a check.

A screen shot follows:

@ 172.22.42.82 - 15C51

Indtiators: '0E1s | Session Inflistors | ISNS Profiles | Globals
[¥] Dynarically Import FC Targets. | B BB 5 B &

| otvewe) | umwetdey | eWeloojaceess | overtsed | Trespsss | Reveno

[SCSiMame  |Dynamic  |Primary  |Secondary  |iSCSI FC Primary |FC Secondary  |an |List | Interfaces Mode PrimaryPort
- |
| Creale.. [ Refresh ]| Help ][ Close ]

O rowwis)

Like any other normal Fibre Channel host, an iS€ight will need to be granted permission to comivate with the storage device. This
permission is granted through zoning. Below arpsste add storage and an iSCSI client into a zone.

Step 3—Zoning Fibre Channel targets and iSCSI toitia

From the Fabric Manager, select your iSCSI VSAN] fiom the toolbar, clickone - Edit Local Full Zone Database.
If you do not have a ZoneSet already, create one.

1) To create a new ZoneSet, highlight ZoneSetheneft-hand panel and click the right blue arrow.

2) Type in a name for your ZoneSet, then cliik; default is ZoneSetl. In the example below, theeRet name iKSCSI .

© 2004 Cisco Systems, Inc. All right reserved.
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WE R P @ | seichin2ee v /VSANO0O1ZoneSets
onezi | aﬁm&}s— Bhisses

ol Neme |Members | Last Modified

Fabric Manager 1.3({4b) - Zonesel ... rgl

@ z:;;*““"“

- 2
Dot (o] (coea]
i 1 Foid
3 hreazazezrcing B4 et
I3 hrezzeasiicang OE400et
172224282 161113 Dx540007
72224282 615 10640004
172224282 11/ 0640002
72224282 fc110 0540003
172,22 42,82 fel i1 0840300

Omeribers

When ZoneSet creation is completed, sefaxrtes on the left-hand panel and click the right bluearr
1) A window will appear, and you will need to entiee name of the zone; once completed, ¢k the default name is Zonel.

2) In the example below, the Zone Name is iSCSItlhos

1.3(4b) - Edit Local Full Zone Database

GHER S @ | swrfinnaeny /NSANODO1/Zones
= 4 ZoneSets & vistbers | sgnses
s Nome  |Read Only  |Memvers  |Lastmoified |

Fabric Manager 1.3{4b) - Zone

Tone Heme: | iSCS1_hasti]|

Resd Only: [
e
[ Hie End Dievices Currently Zoned by Wi
Type|Swtch Intertace [pmme

8 172224252 161116

172224282 1c1i4
172224282 1113
172224282 Ic1iS
172224252 118

0 members

To add storage members to the new zone that watedreselect the new zone name on the left-hanel.pan

1) Drag and drop your Fibre Channel storage inéoztine.

2) Once you have completed adding all the storages jinto the zone, select the zone and click the bght-arrow.
3) Select the radio buttd®8CSI | P Address/Subnet.

4) In the IP Address window, enter the IP addréskeiSCSI initiator and clicldd and then cliclClose.

© 2004 Cisco Systems, Inc. All right reserved.
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A screen shot of this task follows:

@ Fabric Manager 1.3(4b) - Add Member to /VSANODO1iS... [X]

) wnaai O Feld
Zone By: | () ISCSI Name O Switch & Port
C' Domain & Port @ ISCSIP Address/Subnet

P Address: | 101010.87]

16.0.0.4,10.1. '?.2:_..
het Mask: v

£53.255.253.¢

{112,105 65, ,24:21:.,22:22:.)

| add || Close

You will now need to add the zone to the ZoneSdttaen activate the ZoneSet, following these steps:
1) After you have completed creating the zone, dradydrop this new zone into your ZoneSet.

2) Highlight the ZoneSet (iISCSI) and cliéktivate.

3) You will be prompted to save the configuratiolick Continue Activation.

A screen shot of this task follows:

h."l;: 1 4b) 0@
QHEEEE@® | swchfinznane /VSANODO1/ZoneSets/iSCSI
= 4 Zonesets Sumrs Adazes

= 2 " T
et hotl || pisme: |Read Onty | Members | Lt Maocstiea |
S = ores |lisest_tostt []  (Chrkon SOORO1GAI0ETLIS ADMIRA0ESEA3
- 0401087
@ Fabric Manager 1.3(4b) - Proposed ... El
After Activation
[¥] Eave Funing fo Stertup Configuration
[[] save Proposed Zona Configuration o
A Continus Activaton | [ cancal
(] e Ervt o]
|| Type | Swich Intertoce. THame |Fekt
id 7222428210108 Clarion SO.06:01:65 136014115 E40Tel
[E] xE00et
172224282 1e115 40004
| i_.li?_??i?.&_lcj.@ DxBA0007
= 172224282 1110 DeBADDO3
= hr22azEein B4
Activate. Destribute. . Cloze |
1 metrbers

Because the storage array used in this exampteEVEC Clariion array with embedded LUN securitye thort world wide name (pWWN)

of the iISCSI client is needed in order to graneasdo the iSCSI client to the Clariion storageNIs) To view the pWWN of the iSCSI

initiator, go to the Device Managender |P->iSCSI, and view thénitiatorstab as shown below. This pWWN needs to be eniatedhe
© 2004 Cisco Systems, Inc. All right reserved.
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Clariion’s Connectivity Status window and will need to be registered and configuto see LUNs assign to Storage Groups. For nmetesl d
configuration, please contact your EMC engineeiafsistance.

@ 172.22.42.82 - iscsl X

Intiators | Tergels | Session Intstors | ISNS Profies | Globals

pRHES |
Mode &ddress \

Port Address
Name or P Address zanlamber ship Dryramic Parsisient |SyslgmAssig\ed |\M'\|N Perzictert |\M Audhllear
10404087 i [ 0 | M ] |20:06:00 05:20.00:71.20 frue Cisco 20:05:00:05:30:00:71:20 |
i [ Refrash ]' Help ][ Close ]

1 row(s)

Note: This step of configuring LUN security is requiredly when using a storage array with LUN securitglged. If using just a bunch of
disks (JBOD) or other disk array without LUN setyriyou may skip this step.

INSTALLING MICROSOFT'S ISCSI DRIVER

The Ethernet NIC on the iSCSI initiator server mhesttonnected to the Cisco Catalyst Ethernet switthmust be assigned an IP address
within the designated IP subnet. As a test, usé\timelows IP Ping CLI utility to verify that the Qs MDS 9000 Series IP storage port can be
pinged from the server before proceeding.

The next step is to download the latest versioMlicfosoft's iSCSI driver at Microsoft’s iISCSI page:
http://www.microsoft.com/windowsserversystem/steféechnologies/iscsi/default. mspx.

Once you have installed the Microsoft iSCSI drigad previously verified IP connectivity to the GiddDS 9000 Series IP services Gigabit
Ethernet port, establishing an iSCSI session tdCibeo MDS 9000 Series IP services module is tixé step.

The Microsoft iISCSI GUI will have an icon on yousgktop once it is installed. To run the iISCSI cgufation, double-click this icon. Once in,
click theTarget Portalstab in the iISCSI Initiator Properties dialog windand then clickAdd. Enter the IP address of the Cisco MDS 9000
Series IP services module Gigabit Ethernet porvedhe Socket number as the default, 3260.

EMS Seevens Parsstent Tasgets Inisstor Setlings
Terget Foststs Avallable T argets Active Sessiant

Add Target Portal

Type the [P addeess or DNS name and socket numbes of the poetal you
wianl to add Click Advanced bo select speciic settings for the decoveny
edsion bo the porlal.

IP address or NS name: Socket
1010107 ] [advanced.. |
(o)

= (]

ok |[ conce

© 2004 Cisco Systems, Inc. All right reserved.
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Upon clickingOK, an iSCSI session will be established. Once cdioreto the Target Portal is established, this iSi@lator will have an
entry created in the Fibre Channel Name Serves)fdatabase. The Cisco MDS 9000 Series will assignde world wide number ("hWWN)
and pWWN with an associating FCID to this iISCSésti This forms the iISCSI-to-Fibre Channel addhésding.

COMPLETING ISCSI CLIENT ACCESS TO STORAGE
On the iSCSI client, open the Microsoft iISCSI drigenfiguration panel. Under the Available Targets, clickRefresh. The iSCSI target that
is associated to the accessible Fibre Channelttdeyéce will appear. Once the iSCSI target appdaghlight the entry and clickog On....
Check the boAutomatically restor e this connection when the system boots, then clickOK. A screen shot of this action follows:
2]
Log On to Target ]

Target name: ]

- |iqn.1 987-05. com. cigco: 05, ct-vegas1.03-03. 500601 681 D601 4f5

™ Enable multi-path

& Only select thiz option if iISCS] muli-path software iz already installed
O Your computer.

Advanced... QK | Cancel |

Mame | Status |
ign.1987-05.com. cizco: 05, ct-vegas1.03-03.500... Inactive

“a

Log On... | Fiefrezh |

ok | Cancel | |

At this point, the iISCSI client will have accesghe assigned Fibre Channel disk. In some casesyitbneed to go tdisk M anagement
under the Microsoft Window’'s Computer Managementdeiw to initiate a rescan of the disk devices fon#dws to recognize and assign a
device ID to the newly discovered disk.

You will need to format these new iSCSI disks. Béegemember that the Microsoft iISCSI driver dogssnpport Dynamic disks. So when
creating a new volume from the iSCSI disk, make shat the disk(s) are Basic disks. A screen shahat the disk(s) should look like
follows. If they are Dynamic, you can reset thenB&sic by right-clicking the disk and selectiRgvert back to Basic.

© 2004 Cisco Systems, Inc. All right reserved.
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£ Computer Management [_[7]x]

fcton  ew 4= =5 EIE-‘EIE? Dxfsgg

Tree | Velame [ Lavout | Type
[B Corprer Management (Local) = Pastidon Basic
= i Sstor T ST Partion Basic

2 i = EINEW VOLUME. ., Partoon s

Srstem Informason EFSTI_DATALF:)  Partioon Basic

- P |
Basic
34,10 6B LIRLY

Orine Unalocatad
IrDRom 0
CORom (E:) >
W Unslocaied [l Fimay Pattion [l Extendad Pastiion [l Logcsl Dive
astml Hasym= 12:10 P14

& cisco M05 5000 Mansge . | & ]Iava Softwere Instaled -.| wladmiristietive Tocks | [Elcomputer Manageme... | O S&dp

USING THE IOMETER PERFORMANCE TEST TOOL

lometer is a test tool that is used to simulatdieation input/output (I/O) for the purposes oftieg storage and storage networking devices.
Using lometer, one can build I/O profiles that siate the 1/0 workload that an application or grad@pplications might perform. lometer
offers many options, but only a few basic configi@aoptions are needed for the purposes of tesHAEI.

The two basic configuration tasks are to configheeapplication, or worker, simulation and to cgofie the I/O profile or 1/O workload to be
simulated.

To download the latest lometer test tool for Windpgo tohttp://www.iometer.org/doc/downloads.html.

Below are some snapshots of the configuration @meithe tests results performed for this guide. pasmeters for the tests used were:

« 1 worker (one I/O generation agent)

¢ 2000 sectors = 1 MB of data written to disk

« 5 outstanding 1/O (default)

This configuration sets the worker simulation pagters as shown in the dialog below. The numbeutdtanding I/O requests will affect
performance. If you only have one outstanding l{@eans that the next I/O sent will have to waitilthe first 1/O is completed. When testing
for performance, the storage array will determioe fmany outstanding 1/O requests will give the lpestormance. Typically this number
ranges from 5 to 10, according to these test esult

When using the lometer to test for performancentbee physical disks that the I/O hits, the betterperformance. So in case of storage arrays
that have RAID capability, the host might see amg LUN but might be actually hitting 10 differgpttysical striped disks as an example. In
either case, when running the lometer test, theermbiNs (drives) hit, the better the performancdoles a screen shot of the lometer.

© 2004 Cisco Systems, Inc. All right reserved.
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http://www.iometer.org/doc/downloads.html

Tometer !H B

. e | — . !
= =0 e[ » ]
Topolegy Diigk, Taigats INotmk Talgs!s] Access Suucii'lcdlons1 Resuts Diwl 1cstScIupt
— — Tangels
T .gh:nnﬁ:scsn D@ CHCSTe3s [kt
= Worker 1 0 (2 DSTI_DATA 2000 Sectarz
8wl @ 23 F5CS|_Disk! !
B @ GiSCS|_Disk2 - Stating Dick Sactec
B @& Hi5C51_Disk3 ]
[SIR8Y 1i5C51_Dickd

4 of Dutstanding |0z

’51—‘ perianget

Test Corinection Fate:

1 I 3 Tianzactions per connection

>

The next step is to configure the 1/O profile, foe /O workload that is to be used to simulate @plieation. Several parameters can be
configured, including I/O size, reads vs. writd€ tandomness, etc.

Note: Because this is a test of iISCSI and not the diskce itself, it is important to configure thesegraeters to maximize the performance of
the disk array. The goal is to see the performaf¢®8CSI over a variety of I/O operations (readge®) with different block sizes, and
therefore it is important not to make the disk witself a bottleneck. This condition would creataccurate results. However, it is important to
use realistic I/0 sizes as well that are represigstaf the simulated applications. This is disagskter in the document.

The dialog below shows the configuration that wsedufor this test. The I/O profile consisted ofk® read operations that were sequential in
nature, thereby maximizing the performance of tisk drray.

Edit Access Specification
Drefaudt Azsigrment
|Honc :_J
Size % Access| % Fead| % Random| Delay | Burst Abgnment Regh Inzert Before
OMB 32KB (8 100 100 1] ] 1 sechor none 4'
Irizet After |
Delete I
Transter Request Size Petcent of Access Specification Percent ReadAvrite Distibution
b H =2 Hp A J .J
0% 1005
Megabutes  FKilobytes Bytes 100 Percent Write Read
Percent Randam/Sequential Distrbution Bursliness Align /05 on
J— Transter Delay - Buist Lenglh ' Seclor Boundaries
100% 0 0 ms | | |1 1/0s £ 5 I 3 i ! 3
Sequential Random Megabites  Kilobples Bytes
Reply Size:
% Mo Rephy
Megables Kiobytes  Bytes Cancel
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WHAT I/O PROFILE SHOULD | USE TO SIMULATE MY APPLIC ATION?

1/0 testing tools like lometer are normally useditmulate actual application 1/0O patterns (e.g.m@oft SQL, Microsoft Exchange). Some of
these /O characteristics, including 1/0 randomnessad or write operations, and block sizes, ghletel on the specific application
requirements. Customers often ask about the rigicklsize for a specific 1/0O test. To answer thesjion, it is important to understand real
applications and their respective block sizesVWiadows environment. To help scope the I/O prafidafiguration, the following section
offers some background on Windows-based file syst@md applications. Remember, the 1/O size retatasblock-based operation only. Even
when trying to simulate large file transfers, efiehtransfer is composed of multiple smaller bldzksed transactions.

First, most applications perform read and writerapiens to a Windows file system and not direablytraw disk device. Windows NT File
System (NTFS) is the most common file system inviliedows operating system. Therefore it is necgswsannderstand the logical block size
or cluster size (in Microsoft terminology) of NTF®.general, smaller cluster sizes are more stoeéfggent, but they also slow down drive
1/0 performance because of the high numbers ofif@ads. Table 1 shows the default cluster sia¢TéfS depending on the partition size
(sector = 512 B) for optimal storage efficient af@d performance.

Table 1
Default Cluster Size of NTFS

Partition Size Range (GB) Default Number of Sectors Per Cluster Default Cluster Size (KB)
<=0.5 1 0.5

>0.5t01.0 2 1

>1.0t0 2.0 4 2

>2.0 8 4

Therefore a 4 KB block size should normally be usean lometer test to simulate the environmeMi©FS read/write with mixed file sizes.
For some special applications, people configureowgp 64 KB block (cluster) size for high throughputstreaming purposes (discussed below).

Within Windows NT/2000/XP, it is not possible toeusuffered I/O, which results in applications peritng direct I/0 automatically. This
feature actually gives much flexibility to appliats to use variable block sizes for different msgs. It means you have the luxury of
choosing a relatively larger application block siEbere are many advantages to using a relatiaedjelblock size. For example, in database
applications, one of the most significant advanséégehe savings in /O operations for index-baamstkss paths for database applications such
as decision support systems (DSS) sequential datss

Table 2 describes advantages and disadvantagé&feoéit block sizes for database applications aisd specifies the range of block sizes for
this type of application. In summary, it is obvidhst 2 K to 32 K is the most-used block size ramggatabase applications.

Table 2
Block Size Advantages and Disadvantages

Block Size Advantages Disadvantages
Small (2K-4K) Reduces block contention Has relatively large overhead
Good for small rows or lots of random access You may end up storing only a small number of rows, depending on

the size of the row

Medium (8K) If rows are of medium size, you can bring a group of Space in the buffer cache will be wasted if you are doing random
rows into the buffer cache with a single I/O access to small rows and have a large block size

© 2004 Cisco Systems, Inc. All right reserved.
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Block Size Advantages Disadvantages
Large (16K-32K) There is relatively less overhead, thus more room to Large block size is not good for online transaction processing (OLTP)
store useful data environment

Good for sequential access, DSS or very large rows

The most common sizes of the I/O requests areah®.16 KB for transaction-oriented processing iappibns and 16—-32 KB for sequential
data processing. It is therefore recommended tdheseelevant block size in lometer for similar Bgations that customers wish to test.

However, for applications such as backup, vided,audio streaming using SCSI streaming command8)S&2—64 KB I/O sizes are the
more common block size. As streaming media teclygyoéxpands, different demands and needs will aaisé,system tuning will change to
address these needs with varied block size. Otimabte parameters may exist for enhancing perfocméor these applications. However, so
far, from block size perspective, 32—64 KB is gtié common best practice.

By default, most tape backup and recovery apptioatuse either 32 KB or 64 KB 1/O sizes as theulefape block size setting. In addition to
the data compression consideration, the optimalkii@nsfer size of each discrete tape drive medeéés. Some drives work best with 64 KB
transfers, and some deliver optimal performand#aaik sizes of 32 KB. Larger block sizes do notessarily result in improved throughput.
The architectural foundation of each particulavelmodel dictates the optimal transfer size. FangXe, for DLT drives, a 64 KB 1/O size is
the optimal buffer size for the best performance.

Using Microsoft Exchange Server as a sample agfgitadifferent 1/0 block sizes are used for diéfet functions. Without going into the
architectural details of each application, an ergeadatabase, for example, actually consists ofites the properties store .EDB and the
streaming store .STM. These files have differentas characteristics, depending upon the typeaesftslthat will be supported. For example,
the streaming store .STM file typically uses a 32K®8 block size.

Table 3 summarizes which Microsoft Exchange I/Ouation profiles can be used within lometer.

Table 3
Using Microsoft Exchange I/O Simulation Profiles with lometer

Database Store Logical block size (KB) Characteristic of I/0
.EBD 4 Random (50/50 R/W)
.ST™M 32-64 Random (50/50 R/W)
.LOG 4 Sequential (100 W)

Based on a configured iSCSI test, Figure 1 showsddferent lometer performance test results basetlock sizes ranging from 2 KB to 256
KB. Keep in mind that these numbers are providdg as reference points for a single host with iIS@&less to show CPU, 1/O operations per
second (IOPS), throughput, and latency. With déffethardware, different versions of the iISCSI liister, and different disks, the
performance numbers could be different.
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Figure 1

CPU % Utilization Number of /O per second
3500 -I 1 12000.00 -
3000 I 10000.00 T
i:; gg | [a 100% Reads £000.00 @ 100% Reads
" | |m 100% Writes 6000.00 B 100% Wiites
1000 | M g | | Rendom 400000 o Random
000 T v v | 0.00 T i
2KB 4KB 8KB 32xB 258KB 2KB 4KB KB 32KB  256KB
Block Size Block Size
Throughput in MB/s Average VO Response Time
140 00 20.00 4
120.00 |
100 1500
gog a 100% Reads | o 100% Reads
e = 100% Writes 10.00 = 100% Writes
o Random | a Random
4000 5.00
00 FREE H_I_ |
000 ' . . v 0.00 A=l -—-—|,-I-1,|. .
2KB 4KB BKE 32KB 25EKB 2KB 4KB 8KB 32KB 256KB
Block Size Block Size

lometer Performance Test Results

SUMMARY

When running performance tests using lometer fraimgle host, multiple factors will affect perfornt. In most cases, the host is usually the
bottleneck. If the host has a slow processor asdfficient memory, test performance will be affect&he fact that iSCSI uses processing
power from host CPU for the iISCSI stack could ptitdly affect performance as well. One can comptn&a this by using multiple hosts to
generate more iSCSI aggregate I/O or by usinggesinitiator with higher CPU and memory resourcd®e other major performance factor
will be the block size of the 1/O hitting the diststape. When determining the optimal block sareafpplication performance, keep in mind
that the block size range mentioned in this papgstre used only as a guideline. If customers Bpeeific applications that they wish to use
lometer to run the simulation tests on, modificasianust be made in block size and other I/O paemn&d make the 1/O test closely resemble
the application I/O. Finally, the number of disk&ldhe number of outstanding I/Os will also affénet performance. Generally speaking, the
more disks and the higher number of outstanding that are configured, the higher the aggregateéi@rmance.

The most important thing to consider is to ensheschosen I/O parameters for the test closely relgetine 1/0 patterns of the target
production applications for iSCSI. Running a 1 MB kize profile, for example, does not resembleraalistic application and will only serve
to consume time because 99 percent of today'sagijdns will never use 1/O sizes above 64 KB.

APPENDIX A

Clariion CX600 Configuration

Depending on which storage array is used, host btdisking might need to be configured on the stosauggy. In the example, EMC’s Clariion
CX600 is used, and host LUN masking needs to bégrord. With Access Logix being used on the Ctarjicreation of RAID groups,
storage groups and LUNs will be needed beforehartbat the iISCSI client can access the LUNs. HenlitiNs are configured through the
RAID group will affect the performance. The moreygisal disks the LUNs are mapped to, with the lb¢kte performance. The Clariion CX

© 2004 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 14 of 17



models support RAID 0, RAID 5, and RAID 1+0. CondtMC engineers for exact configuration of LUNstbe Clariion. On the EMC
Clariion, after the iSCSI client has logged inte gtorage port, the Clariion needs to registertibat to that specific storage port.

APPENDIX B
Below are the CLI configurations on the Cisco MWtsh and how to accomplish each task:

1. Enable i SCSI on Cisco MDS swi tch

e« Switch# config termnal <enter>
« Switch(config)# iscsi enable <enter>
¢« Switch(config)# end <enter>

2. Configure G gabit Ethernet interface

e Switch# config termnal <enter>

« Switch(config) interface gigabitethernet 3/3 <enter>

e Switch(config-if)# ip address 10.10.10.1 255.255.255.0 <enter>
e« Switch(config-if)# iscsi authentication none <enter>

e Switch(config-if)# no shutdown <enter>

«  Switch(config-if)# end <enter>

3. Configure i SCSI interface

e« Switch# config termnal <enter>

« Switch(config)#interface iscsi 3/3 <enter>

¢« Switch(config-if)#node store-and-forward <enter>
e« Switch(config-if)#no shutdown <enter>

¢ Switch(config-if)# end <enter>

4, Create iSCSlI initiator

e Switch# config termnal <enter>

e« Switch(config)#iscsi initiator ip-address 10.10.10.87 <enter>
e« Switch(config-(iscsi-init))# vsan 1 <enter>

e« Switch(config-(iscsi-init))# end <enter>

5. Auto inport of FC targets

e Switch# config termnal <enter>
e« Switch(config)# iscsi inport target fc <enter>
e« Switch(config)# end <enter>
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Create ZoneSet and Zone

Swi t ch#config term nal <enter>

Swi tch(config)# zoneset name i SCSI vsan 1 <enter>

Swi tch(confi g-zoneset)# zone nane i SCSI _host1 <enter>

Swi t ch(confi g-zoneset - zone) # nenber pwwn 50: 06: 01: 68: 10: 60: 14: f5 <enter>
Swi t ch(confi g-zoneset - zone) # nenber ip-address 10.10. 10. 87 <enter>

Swi t ch(confi g-zoneset - zone) # end

Activate ZoneSet

Swi t ch#config term nal <enter>
Swi t ch(confi g)#zoneset activate nane i SCSI vsan 1 <enter>
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