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Executive Summary

The Global Distributed Storage Engineering had proposed secure build configuration for SAN in 2005. APPC’s existing SAN configuration was built before proposal of these global guidelines. APPC Storage Operations had already raised the CAP # 0854/0855-MCCA, in July, to address the known issues in the SAN infrastructure. Storage Engineering and Operations teams have since been working in understanding how to implement and customize the solution for APPC setup.

Potential risk were cited with respect to security and monitoring of the APPC SAN environment and Business Issues (BI) were reported during the August 2005 APPC mid-range/SAN audit. 

The findings were as follows:

1) The activity logs of SAN administrator and vendor support staff were not reviewed for system activities including remote access connections, storage management activity, access control configuration, account maintenance and audit log management. Also no controls to timely detect modification of the audit log.

- Addressed in CAP#855

2) One SAN administrator is responsible for account creation and maintenance for the SAN environment. There is also no process to review account entitlements and login violations.

- Addressed in CAP#855
3) Vendor Support Staff are allowed to remotely dial-in to the SAN infrastructure from the vendor site. The remote dial-in connection is not disabled when not in use.

- Addressed in CAP#854

APPC Storage Operations raised an NSR 2005/1026 in December 2005 with the objective of formalizing the CAP implementation / gap closure exercise via a Project.

Implementation, setup and configuration of the following modules are required in the APPC SAN environment in order to address the BI:

1. Setting up SOE remote management console for Clariion, HDS and Connectrix

2. Log consolidation for Storage subsystems using eTrust audit

3. SAN change and monitoring tool (SANScreen implementation)

4. Security enhancement in SAN fabric via implementation of SANTegrity

5. Solution Enabler implementation on SUN Solaris. 

6. Vendor remote dial-in via WWDS

APPC has no prior experience with the implementation of the above modules for securing the SAN environment. Hence Regional Storage Engineering team was requested to conduct a Proof Of Concept (POC), in order to assess if these modules could be successfully implemented / incorporated into the APPC SAN environment.

The POC scope has been reviewed by Storage Operations to verify that:

1. All required aspects of the SAN Secure Build to be implemented are covered

2. Audit findings / BI in CAP #0847-MCCA are addressed.

The POC implementation expected completion date is by end of April 2006.

1 Business Case

The POC aims to provide recommendations, solution architecture for APPC Integration and Operations groups to successfully implement SAN Secure Build modules with the objective of addressing audit findings / BI reported in CAP # 0847-MCCA.

To summarize, the following output is expected from the POC study:

a. Confirmation whether the Secure Build modules for SAN can be successfully implemented at APPC and audit findings is addressed.

b. Solution architecture documents for implementation of SAN Secure Build modules at APPC.

c. Hardware and software requirements for implementation of SAN Secure Build modules
d. Leverage on engineering recommendations and best practices.
Requirements

1.1 Scope

The Scope of the POC is to validate the following as per global guidelines:

· Administration of storage sub-systems like Clariion, Connectrix & Hitachi Data Systems using the management server.  

· Consolidation of Logs from various sub-systems as per the eTrust Audit configuration guidelines.

· Tracking of Changes across various sub-systems in the SAN environment using SANScreen.

· Usage of SANTegrity to enhance security in a fabric.
· Using a SUN Solaris server to do storage management through Solutions Enabler.

1.2 Technology Requirements

Following are the hardware, software & infrastructure requirements for initiating the POC:

	No
	Management Console
	Versions Required

	1
	Windows server 
	SOE

	2
	Navisphere manager, Hitachi HiCommand Device manager, Connectrix manager client
	nams6110, naha611a,hdsm4110 

	3
	Clariion, Connectrix, HDS Test systems
	 

	
	 
	 

	
	SANScreen
	 

	1
	Windows server 2cpu/ 2GB RAM/ Dual NIC/ 500MB Disk space
	SOE

	2
	Solution enabler package for windows
	ewse55  or ewse6010

	3
	SANScreen package
	sans2910 or sans2965

	4
	Connectivity to below mentioned systems
	 

	
	UAT SE server( with symm connected) IP address 
	SE 5.x 

	
	UAT Navisphere IP address and read only user id on Navisphere
	 

	
	UAT CNX SVP IP address and read only user id on EFCM
	EFCM 6.x, 7.x and 8.x

	
	UAT HDS SVP IP address and user id
	

	5
	Server in CT2  - 1cpu/ 1GB RAM/ Dual NIC/ 500MB Disk space
	SOE (If Available)

	
	 
	 

	
	 Log consolidation
	 

	1
	Connectivity to UAT eTrust Audit servers
	 

	2
	IP address of UAT Policy manager server and Audit collector
	 

	3
	eTrust audit client software
	eacl1510

	4
	Message parsing files for the storage infrastructure
	 

	5
	POC Server & UAT Symm / DMX box to install client software
	 

	
	
	

	
	SANTegrity
	

	1
	Minimum two switches in a separate fabric
	

	2
	SANTegrity fabric binding Evaluation license for the switches
	

	
	
	

	
	Solution Enabler on Solaris
	

	1
	Solaris 8 SOE Build server with 2 HBA cards
	

	2
	Required SE licenses
	

	3
	UAT Symm/ DMX Array
	

	4
	EMC Solution Enabler 5.5 package
	emcsolena5.5.0_A2

	5
	Min. two gatekeepers and VCMDB device from every Symm array
	


1.3 POC Architecture
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CAP 0855-MCCA and the addressed items

	CAP Task #
	Description
	Addressed in Sections of this document

	1
	Migrate Management Station for EMC Symmetrix to Solaris Operating System
	5.8

	2
	Migrate Management Station for all hardware devices to Wintel SOE (Standard Operating Environment)
	5.1, 5.2, 5.3, 5.4

	6
	Apply Tracking on changes in SAN environment
	5.5, 5.6, 5.7

	6.1
	Apply Tracking on storage administrator and vendor activity within the SAN environment by monitoring changes to the overall configuration of the SAN
	5.5, 5.6

	6.2
	Apply Tracking on remote access connections to the Symmetrix and Connectrix service processors.
	5.7

	6.3
	Apply Tracking on storage management activity performed by the vendor with the SymmWin storage management application.
	5.7

	6.4
	Apply Tracking on storage management actions executed from the Solutions Enabler and the NaviCLI applications.
	5.8 

	6.5
	Apply Tracking on storage management actions executed from the Navisphere storage management application.
	5.7

	6.6
	Setup Entitlement review process based on SOE Build
	Will model after existing entitlement review process – Discussion with ISA ongoing.


2 Identification of Success Criteria

The establishment of the success criteria for the POC is detailed in the table below

	Objectives and benefits achieved
	· Be able to demonstrate that SAN Secure Build modules can be successfully implemented at APPC and audit-findings / BI reported can be addressed.

	Solution documentation
	· Receive solution architecture documents for the implementation of SAN Secure Build modules at APPC.


Please refer section 5 of this document, which provide further illustration of various test criteria and their results for the different modules involved in this POC.

POC Testing and Results

2.1 Management Server 

The scope of a management server in SAN secure initiative is to provide a central entry point to get connected to do SAN administration. The management server is setup to manage sub-systems like Clariion, HDS & Connectrix switches. This server would also log activities as per the eTrust Audit initiative and send for review. Also, the server would host applications like SANScreen to monitor and alert changes happening in the SAN.

2.2 Clariion Management:
The Clariion storage sub-systems are managed by the navisphere manager application. All the clariion SPs along with the management server are connected to a non-routable network segment. This network could be accessed only through the management server. The Navisphere Web application is configured to run on the non-routable segment. The support personnel would have to login to the management server and do the administration typically by launching the management server’s web browser, which will access the navisphere application.

Following are the tests to be performed:

	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Configure non routable ip for one interface
	To be able to connect to clariion domain.
	Domain access successful
	Pass
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	2
	Accessibility to the Domain manager 
	To be able to login as admin
	Login successful
	Pass
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	3
	Test connectivity to NaviSphere manager thro browser
	To be able to manage other arrays
	Management possible
	Pass
	 
[image: image4.wmf]Ev5.2.3.jpg



	4
	Test for concurrent sessions to NaviSphere manager
	Two or more clients should be able to communicate to the domain concurrently
	Tested with two sessions and successfully able to connect
	Pass
	 N/A

	5
	Connectivity using WWDS
	Should be able to connect and manage the system
	Connected and managed as expected
	Pass
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	6
	Test for monitoring storage arrays 
	Monitoring ids should be able to view and not change
	Error reported when trying to change using monitor id
	Pass
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2.3 Connectrix Management:
The Connectrix sub-systems are managed by the Connectrix manager application. The Connectrix service processors are connected to their respective dedicated storage network. The Connectrix manager clients running in the management server would access the Connectrix manager server process running in each Connectrix service processor. The management personnel would have to launch the Connectrix manager client after login to the management server, in order to do the administration.

Following are the tests to be performed:

	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Accesibility to CNX Manager in test SVP
	Client should be able to communicate
	Accessibility successful.
	Pass
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	2
	Test for managing switches 
	Admin ids should be able to manage switches
	Management successful
	Pass
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	3
	Test for concurrent  sessions  to  CNX manager
	Two or more clients should be able to communicate to the SVP concurrently
	Tested with two sessions and successfully able to connect
	Pass
	 N/A

	4
	Connectivity using WWDS
	Should be able to connect and manage the system
	Connected and managed as expected
	Pass
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	5
	Test for monitoring switches 
	Monitoring ids should be able to view and not change
	Error reported when trying to change using monitor id
	Pass
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2.4 HDS Storage sub-systems Management:
The administration of Hitachi storage sub-systems could be done using two applications, namely Device Manager and Storage Navigator. The HDS service processors are connected to their respective dedicated storage network. Individual storage navigator server applications run in each of these service processors. These server applications could be accessed from web browsers.

The Hitachi HiCommand Device manager is a centralised approach to do the administration of all Hitachi sub-systems from a single window. The Device manager application runs in the management server and would be configured to access all the storage sub-systems with administrative privilege. Device manager application could be accessed through the web browser.

The support personnel would have to login to the management server and do the administration typically by launching the management server’s web browser, which will access either the storage navigator server or the device manager, whichever is configured. The global directive is to use HiCommand Device manager for HDS sub-system management due to its seamless integration with eTrust Log consolidation and SANScreen initiatives.

Following are the tests to be performed:

	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Accessibility to test SVP in storage network
	Client should be able to communicate
	Accessibility successful.
	Pass
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	2
	Test for administration using Storage Navigator 
	Should be able to manage
	Management successful
	Pass
	 
[image: image14.wmf]Ev5.4.2.jpg



	3
	Test for concurrent client sessions  to  SVP
	Two or more clients should be able to communicate to the SVP concurrently
	Tested with two sessions and successfully able to connect
	Pass
	 N/A

	4
	Test for monitoring
	Monitoring ids should be able to view and not change
	Monitoring id does not have options to change configuration.
	Pass
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	5
	Test for administration using Device Manager
	Should be able to manage
	Management possible
	 Pass
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	6
	Connectivity using WWDS
	Should be able to connect and manage the system
	Connected and Managed as expected
	Pass
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	7
	Test for simultaneous admin of different sub-systems using Device manager
	Should be able to communicate to the SVPs concurrently
	Simultaneous admin of different sub-systems successful 
	Pass
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2.5 SANScreen Monitoring

SANScreen is an application to monitor and track the changes happening in the SAN. SANScreen application communicates with various SAN administration tools like the Navisphere manager, Connectrix Manager, Symmetrix/DMX solution enabler host and Hitachi Device Manager and record changes done in each of the respective sub-systems. This application communicates only through the ip network and hence no fabric connectivity is required.

Following are the tests to be performed:

	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Switch discovery (name, WWN/IP, model, ports, fabric, connected/non-connected ports)
	Should discover these attributes
	Discovers all switch attributes.
	Pass
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	2
	Zone set, Zone names discovery
	All zone sets and zone names should match with CM
	Discovers the active zone set only. Zone names match the CM zones.
	Pass
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	3
	Change tracking in zoning
	Should be able to report the changes
	zone changes listed
	Pass
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	4
	Topology discovery
	Graphical View of fabric with connectivity, ISL etc
	Presents topology 
	Pass
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	5
	Symmetrix Array discovery (name, serial, microcode, model, capacity, hypers, metas, RAID, SRDF, BCV, FA )
	Should discover these attributes
	Discovered
	Pass
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	6
	Masking information discovery
	Which LUNs are masked to which hosts
	Discovered
	Pass
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	7
	Change tracking in storage allocation
	Should be able to report the changes
	Changes reported
	Pass
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	8
	Connectivity using WWDS
	Should be able to connect and use the application
	Connection successful
	Pass
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	9
	Clariion Array Discovery
	Discover the CX domain and report info like Name, serial#, capacity, RAID groups, LUNS
	Discovered as expected
	Pass
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	10
	Change tracking in CX Arrays
	Should be able to report the changes
	Changes tracked 
	Pass
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	11
	HDS discovery
	Discover the HDS Array and report info like Name, serial#, capacity, Storage groups, LUNS
	Discovered
	Pass
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	12
	Change tracking in HDS Arrays
	Should be able to report the changes
	Changes reported
	Pass
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2.6 SANTegrity Testing

SANTegrity is a feature to be enabled in the fabric to enhance the security as the existing SAN security practices have gaps related to connectivity, binding, filtering, and spoofing. The global mandate recommends the following steps be taken for all XXXXgroup SANs that include McData switches and directors.

· Implement SANtegrity Port Bindings on all switch ports in the fabrics. This would include switch ports that have nothing plugged into them.

· Implement SANtegrity Fabric Bindings with Insistent Domain IDs on all fabrics.
Following are the tests to be performed:
	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Bind all ports on the switch by WWN.
	Bindings check box should show up checked for all ports.
	As expected
	Pass
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	2
	Enable fabric binding on the identified two switches in the membership list.
	Should show a fabric membership list of all switches in fabric. 
	As expected
	Pass
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2.7 ETrust Log Consolidation testing

eTrust Audit has been a XXXXgroup standard for monitoring UNIX server access. GDSE has determined that it is technically feasible to use eTrust Audit to capture and analyze logs generated by EMC SymmRemote, SymmWin and Navisphere Manager. EMC personnel use the SymmRemote application to remotely connect to the Symmetrix and Connectrix service processors. EMC uses the SymmWin application from the Symmetrix Service Processor to manage the Symmetrix/DMX storage arrays. Navisphere Manager is used to manage the CLARiiON storage array. Storage Navigator is used to manage the HDS USP storage array. The eTrust client agents running in each of the sub-systems would collect the logs and send to the central collector server for review.

Following are the tests to be performed:

	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Check on all clients have received the policies pushed from policy manger server
	Policy file should be received by clients
	Received the policies
	Pass
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	2
	Check the generated CNX logs on SVP
	Logs should be and ready for sending
	Logs are generated successfully
	Pass
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	3
	Check the generated clariion logs on management server
	Logs should be and ready for sending
	Logs are generated successfully
	Pass
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	4
	Check the generated Symm/DMX logs  on SVP
	Logs should be and ready for sending
	Logs are generated successfully
	Pass
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	5
	Manually copy logs from HDS to management console
	Should be able to copy via storage navigator
	Logs copied successfully
	Pass
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	6
	Check the generated CNX logs on Audit Viewer
	Should be able to view the logs 
	Logs viewed successfully
	Pass
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	7
	Check the generated Clariion logs on Audit Viewer
	Should be able to view the logs 
	Logs viewed successfully
	Pass
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	8
	Check the generated DMX logs on Audit Viewer
	Should be able to view the logs 
	Logs viewed successfully
	Pass
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	9
	Check the generated HDS logs on Audit Viewer
	Should be able to view the logs 
	Logs viewed successfully
	Pass
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2.8 Solution Enabler in SUN Solaris Testing

Solution enabler is the application to be run for storage management of EMC Symmetrix/DMX Storage sub-systems. The global guideline is to carry out this LUN masking functionality from a SUN Solaris host. 

Following are the tests to be performed:

	No.
	Test Criteria
	Expected Result
	Obtained Result
	Result
	Evidence

	1
	Discovery of Storage Arrays from the Sun host
	Should discover the sub-systems
	Discovered as Expected
	Pass
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	2
	LUN masking from the SUN Host
	Should be able to assign LUNs to the requesting host
	LUN masking done successfully
	Pass
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Conclusions and Recommendations 

The POC has been completed successfully and was able to address all the requirements. The proof of the solutions provided would help APPC to address all the required audit findings.
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Script started on Fri Mar 24 18:48:33 2006

root@ssun4d: symcfg list      

root@ssun4d: symcfg discover &

root@ssun4d: 



[1]	6453



root@ssun4d: 



This operation may take up to a few minutes. Please be patient...







[1] +  Done                    symcfg discover &



root@ssun4d: 



root@ssun4d: 



root@ssun4d: 



root@ssun4d: 



root@ssun4d: symcfg list







                                S Y M M E T R I X                         







                                       Mcode    Cache      Num Phys  Num Symm



    SymmID       Attachment  Model     Version  Size (MB)  Devices   Devices 







    000285701758 Local       8830      5568       32768       9      1853



    000287750833 Local       2000S-M2  5670       16384       4       943



    000287890720 Local       3000-M2   5670       73728      14      3638







root@ssun4d: 



root@ssun4d: 



root@ssun4d: 



root@ssun4d: symmaskdb -sid 720 list database







Symmetrix ID            : 000287890720







Database Type           : Type4



Last updated at         : 12:23:33 AM on Fri Mar 24,2006







Director Identification : FA-3A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000023b5da  Fibre  shpu20           3aa               017F



                                                            0181



                                                            0183:0184



                                                            0188



                                                            018A:018B



                                                            018D:018E



                                                            02B9



                                                            0432:0438



                                                            05EE



                                                            05F2



                                                            05F6



                                                            05FA



50060b00000100fe  Fibre  shpu23           3aa-4aa           0190



                                                            0192



                                                            0194



                                                            0196:0197



                                                            019A



                                                            019D



                                                            01A0:01A1



                                                            01A5



                                                            01A9



                                                            01AC



                                                            01AE



                                                            02B8



                                                            044B



50060b00000b5dca  Fibre  shpu11           3aa-4aa           0149



                                                            014B



                                                            014D



                                                            014F:0150



                                                            0153



                                                            0156



                                                            015A:015B



                                                            015F



                                                            0163



                                                            0167



                                                            016A



                                                            016E:016F



                                                            0172



                                                            0175



                                                            0178



                                                            017B



                                                            02BA:02BD



50060b00002598ac  Fibre  shp02            4aa               None



50060b00001df1e6  Fibre  shpu15           3aa               0231



                                                            0233



                                                            0235



50060b00000b89a4  Fibre  shpu36           3aa               01B0



                                                            01B2



                                                            01B4



                                                            01B6:01B7



                                                            01BA



                                                            01BD



                                                            0447



50060b000007dbe2  Fibre  shp65            3aa               01D2



                                                            0439



                                                            043D



                                                            043F



                                                            0443



50060b0000078756  Fibre  shpu19           3aa               0468:0471



                                                            0473



                                                            0475



                                                            0477



                                                            047A



                                                            047D



                                                            0480



                                                            0600



50060b000023b5d6  Fibre  shpu18           3aa               0484:048B



                                                            048D



                                                            048F



                                                            0491



                                                            0494



                                                            0602



50060b000023b49a  Fibre  shpu21           3aa               049B



                                                            049F



                                                            04A3



                                                            05FE



50060b000024067e  Fibre  shp61            0-2-0-0           0000:0003



50060b000010199a  Fibre  shpp25           1-0-14-0-0        0000:0003







Director Identification : FA-4A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000009bc72  Fibre  50060b000009bc72 50060b000009bc72  02BF:02C1



                                                            02C4



                                                            02C6:02C8



                                                            02CB



                                                            02CF



                                                            02D3



                                                            02D7



                                                            02DA:02DC



                                                            02E1



                                                            02E6



                                                            02EB:02EC



                                                            0453:0455



                                                            0604:0607



                                                            0609



                                                            060B



                                                            060F



50060b000010067a  Fibre  50060b000010067a 50060b000010067a  0311



                                                            0314



                                                            0318



                                                            031A



                                                            031D



50060b00002597aa  Fibre  shp35            4aa               0309



                                                            030D



                                                            034B



50060b00002597da  Fibre  shp55            4aa               0309



                                                            030D



                                                            0321



                                                            0325:0326



                                                            032B



                                                            0330



                                                            0335



                                                            033A



                                                            033F:0341



                                                            0346



                                                            034B:034C



                                                            0351



                                                            0355



50060b00000aa848  Fibre  shpu02           13aa-4aa          02F0



                                                            02F3



                                                            02F5:02F8



                                                            02FB



                                                            02FF



                                                            044F



                                                            04A7:04AA



50060b000032cf82  Fibre  shpu47           3-0-10-1-1        0458



                                                            045C



                                                            065C



                                                            065F



                                                            0663



50060b000032cb9a  Fibre  shpu48           3-0-2-1-1         0460



                                                            0464



                                                            0669



50060b00002598ac  Fibre  shp02            4aa               0302:0307



                                                            0326



                                                            032B



                                                            0330



                                                            0335



                                                            033A



                                                            0341



                                                            0346



                                                            034C



                                                            0355



50060b000032c9fe  Fibre  shpu45           4aa               05AA



                                                            05AE



50060b000025acc2  Fibre  shpu43           0-0-14-1-0        0314



                                                            059A



                                                            059E



50060b0000251aee  Fibre  shpu38           7-0-4-0-0         0613



50060b00002350d4  Fibre  shpu28           10-0-4-0-0        0616:061F



                                                            0621



                                                            0623



                                                            0627



                                                            062B



                                                            062F



                                                            0633



                                                            0637



                                                            063B



                                                            063F



                                                            0643



                                                            0648



                                                            064D



                                                            0652



                                                            0657



50060b000030cea8  Fibre  shpu44           1-0-12-1-0        05A2



                                                            05A6



50060b000032cba2  Fibre  shpu46           2-0-4-1-1         05B2



                                                            05B6







Director Identification : FA-7A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000021b324  Fibre  shpu12           1-0-3-1-0         042D:0431



                                                            068B:068C



                                                            0691



                                                            0696



                                                            069B



50060b00001df1e6  Fibre  shpu15           3aa               04AB:04AE



50060b00000aaade  Fibre  shpu03           7aa               05DD:05E0



50060b000023b5d6  Fibre  shpu18           3aa               04AF







Director Identification : FA-8A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000025a496  Fibre  shpu52           8aa               01E4:01EC



                                                            01F0



                                                            01F4



                                                            01F8



                                                            01FC



                                                            0201



                                                            0206



                                                            020B



                                                            0210



                                                            0215



                                                            021A



                                                            021F



                                                            0224



                                                            0229



50060b00002fe630  Fibre  shpu22           8aa               01D4



                                                            01D8



                                                            01DC



                                                            01E0



                                                            03FD



                                                            0401



                                                            0405



                                                            0409



                                                            040D



                                                            057D



                                                            0586



50060b0000330f58  Fibre  shpu52           0-0-2-1-0         01E4:01EC



                                                            01F0



                                                            01F4



                                                            01F8



                                                            01FC



                                                            0201



                                                            0206



                                                            020B



                                                            0210



                                                            0215



                                                            021A



                                                            021F



                                                            0224



                                                            0229



                                                            06A0



                                                            06A4







Director Identification : FA-9A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b00002597ac  Fibre  shpu52           9aa               01E4:01EC



                                                            01F0



                                                            01F4



                                                            01F8



                                                            01FC



                                                            0201



                                                            0206



                                                            020B



                                                            0210



                                                            0215



                                                            021A



                                                            021F



                                                            0224



                                                            0229



50060b00002fe422  Fibre  shpu22           9aa               01D4



                                                            01D8



                                                            01DC



                                                            01E0



                                                            03FD



                                                            0401



                                                            0405



                                                            0409



                                                            040D



                                                            057D



                                                            0586



50060b000032f8e0  Fibre  shpu52           0-0-10-1-0        01E4:01EC



                                                            01F0



                                                            01F4



                                                            01F8



                                                            01FC



                                                            0201



                                                            0206



                                                            020B



                                                            0210



                                                            0215



                                                            021A



                                                            021F



                                                            0224



                                                            0229



                                                            06A0



                                                            06A4







Director Identification : FA-10A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000021ce9a  Fibre  shpu12           1-0-12-1-0        042D:0431



                                                            068B:068C



                                                            0691



                                                            0696



                                                            069B



50060b00000aa84c  Fibre  shpu03           10aa              05DD:05E0







Director Identification : FA-13A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000006d7d8  Fibre  50060b000006d7d8 50060b000006d7d8  02BF:02C1



                                                            02C4



                                                            02C6:02C8



                                                            02CB



                                                            02CF



                                                            02D3



                                                            02D7



                                                            02DA:02DC



                                                            02E1



                                                            02E6



                                                            02EB:02EC



                                                            0453:0455



                                                            0604:0607



                                                            0609



                                                            060B



                                                            060F



50060b0000101aac  Fibre  50060b0000101aac 50060b0000101aac  0311



                                                            0314



                                                            0318



                                                            031A



                                                            031D



50060b00002597d6  Fibre  shp35            13aa              0309



                                                            030D



                                                            034B



50060b00002597d0  Fibre  shp55            13aa              0309



                                                            030D



                                                            0321



                                                            0325:0326



                                                            032B



                                                            0330



                                                            0335



                                                            033A



                                                            033F:0341



                                                            0346



                                                            034B:034C



                                                            0351



                                                            0355



50060b00000aa898  Fibre  shpu02           4aa-13aa          02F0



                                                            02F3



                                                            02F5:02F8



                                                            02FB



                                                            02FF



                                                            044F



                                                            04A7:04AA



50060b000032cf0e  Fibre  shpu47           3-0-12-1-1        0458



                                                            045C



                                                            065C



                                                            065F



                                                            0663



50060b000032b416  Fibre  shpu48           3-0-4-1-1         0460



                                                            0464



                                                            0669



50060b00002598c8  Fibre  shp02            13aa              0302:0307



                                                            0326



                                                            032B



                                                            0330



                                                            0335



                                                            033A



                                                            0341



                                                            0346



                                                            034C



                                                            0355



50060b000032cb7e  Fibre  shpu45           13aa              05AA



                                                            05AE



50060b000030cf0c  Fibre  shpu43           0-0-12-1-0        0314



                                                            059A



                                                            059E



50060b0000251af4  Fibre  shpu38           7-0-6-0-0         0613



50060b000022cf6c  Fibre  shpu28           10-0-6-0-0        0616:061F



                                                            0621



                                                            0623



                                                            0627



                                                            062B



                                                            062F



                                                            0633



                                                            0637



                                                            063B



                                                            063F



                                                            0643



                                                            0648



                                                            064D



                                                            0652



                                                            0657



50060b000025a494  Fibre  shpu44           1-0-14-1-0        05A2



                                                            05A6



50060b000032c446  Fibre  shpu46           2-0-2-1-1         05B2



                                                            05B6







Director Identification : FA-14A



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b000023b5d8  Fibre  shpu20           14aa              017F



                                                            0181



                                                            0183:0184



                                                            0188



                                                            018A:018B



                                                            018D:018E



                                                            02B9



                                                            0432:0438



                                                            05EE



                                                            05F2



                                                            05F6



                                                            05FA



50060b000000feb4  Fibre  shpu23           14aa-13aa         0190



                                                            0192



                                                            0194



                                                            0196:0197



                                                            019A



                                                            019D



                                                            01A0:01A1



                                                            01A5



                                                            01A9



                                                            01AC



                                                            01AE



                                                            02B8



                                                            044B



50060b00000b604a  Fibre  shpu11           14aa-13aa         0149



                                                            014B



                                                            014D



                                                            014F:0150



                                                            0153



                                                            0156



                                                            015A:015B



                                                            015F



                                                            0163



                                                            0167



                                                            016A



                                                            016E:016F



                                                            0172



                                                            0175



                                                            0178



                                                            017B



                                                            02BA:02BD



50060b00000b6734  Fibre  shpu36           14aa              01B0



                                                            01B2



                                                            01B4



                                                            01B6:01B7



                                                            01BA



                                                            01BD



                                                            0447



50060b0000079160  Fibre  shpu19           14aa              0468:0471



                                                            0473



                                                            0475



                                                            0477



                                                            047A



                                                            047D



                                                            0480



                                                            0600



50060b00002350d8  Fibre  shpu21           14aa              049B



                                                            049F



                                                            04A3



                                                            05FE



50060b0000245ede  Fibre  shp61            0-5-0-0           0000



                                                            00A9:00AB



50060b000021cbf0  Fibre  shpp25           1-0-12-0-0        0000



                                                            00A9:00AB



50060b000023b5d2  Fibre  shpu18           14aa              0602







Director Identification : FA-3B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c9393e81  Fibre  ssunu25          3ba               00E6



                                                            00E8



                                                            00EB



                                                            00EF



                                                            00F1



                                                            00F5:00F6



                                                            0239



                                                            058F:0590



10000000c938e4b0  Fibre  ssunu27          3ba               00F7



                                                            00FA



                                                            00FE



                                                            0102



                                                            0106:0108



                                                            010B



                                                            0256



                                                            0259



                                                            0595:0596



10000000c93d1801  Fibre  ssunu11          3ba               010C:0111



                                                            0113:0115



                                                            0117



                                                            011C



                                                            0121:0122



                                                            0599



10000000c93d80cf  Fibre  ssunu17          3ba               0111



                                                            0121:0124



                                                            0127:0128



                                                            012A:012C



                                                            0599



10000000c93d4244  Fibre  ssunu54          3ba               00D0



                                                            00D5



                                                            00D8



                                                            00DC



                                                            00E1







Director Identification : FA-4B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c941da80  Fibre  10000000c941da80 10000000c941da80  06F7:06F9



                                                            06FB



                                                            06FE



                                                            0702



                                                            0706







Director Identification : FA-7B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



200000e0691052db  Fibre  200000e0691052db 200000e0691052db  03AF:03B1



                                                            03B3



                                                            03B6



                                                            03B9



                                                            03BC:03BF



                                                            03C3



                                                            03C7



                                                            03CB



                                                            03CE



                                                            03D2



                                                            03D6



                                                            03DA



10000000c9393c5b  Fibre  10000000c9393c5b 10000000c9393c5b  035A



                                                            035F:0360



10000000c939d049  Fibre  10000000c939d049 10000000c939d049  0393



                                                            0398



                                                            039A



                                                            039E:03A0



                                                            03A2



                                                            03A5



10000000c93ded32  Fibre  10000000c93ded32 10000000c93ded32  0361



                                                            0366



10000000c93d4300  Fibre  10000000c93d4300 10000000c93d4300  0367



                                                            036C



                                                            036E



                                                            0373



10000000c94714f1  Fibre  ssunu61          7ba               0378



                                                            037D



                                                            0380



                                                            0383



                                                            0386



                                                            06B6:06B7



10000000c93d41f2  Fibre  ssunu62          7ba               0389



                                                            038E



                                                            0390



                                                            06B0



                                                            06B3



10000000c9393c6b  Fibre  ssunwbu05        7ba               03A8:03A9



                                                            03AC



                                                            03AE



                                                            06B8



200000e069201222  Fibre  ssunwbu04        7ba-10ba          03DE



                                                            03E2



                                                            03E6



                                                            03EA



                                                            03EE:03EF



                                                            03F3



                                                            03F7



                                                            03F9:03FB



10000000c93464b3  Fibre  ssunu07          7ba               04C9



                                                            04CC



200000e06940678a  Fibre  ssunu21          7ba               05E2



                                                            05E5



10000000c9347365  Fibre  ssunu31          7ba               04D1



10000000c9398b09  Fibre  10000000c9398b09 10000000c9398b09  06F7:06F9



                                                            06FB



                                                            06FE



                                                            0702



                                                            0706







Director Identification : FA-8B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c94361f4  Fibre  ssunu53          8ba               023C



                                                            023F



                                                            0242



                                                            0245



                                                            0248



                                                            024B



                                                            0264



                                                            0268



                                                            026C



                                                            0270



                                                            0274



10000000c9435fb6  Fibre  nsgct2-ivm01     8ba               0278



                                                            027C



                                                            0280



                                                            0284



                                                            0288



                                                            028C



                                                            0290



                                                            0294



                                                            0298



                                                            029C



                                                            02A0



                                                            02A4



                                                            02A8



                                                            02AC



10000000c9325885  Fibre  ssunwbu04        8ba               03DE



                                                            03E2



                                                            03E6



                                                            03EA



                                                            03EE:03EF



                                                            03F3



                                                            03F7



                                                            03F9:03FB



                                                            0410:0413



                                                            0415



                                                            0417



                                                            06C1



10000000c94715c5  Fibre  ssunsmm31        8ba               041C



                                                            0421



                                                            0425



                                                            0429



10000000c94361fc  Fibre  ssunu28          8ba               024E



                                                            0251



                                                            025C



                                                            0260



                                                            04D6



                                                            04DB:04DC



                                                            04DF



10000000c941f0b7  Fibre  ssunu64          8ba               06A8



                                                            06AC



                                                            0751:0752



                                                            0756



10000000c943655e  Fibre  ssunacs9         lpfc1             0000



                                                            004F:0051



10000000c9393c5b  Fibre  10000000c9393c5b 10000000c9393c5b  035A



                                                            035F:0360



10000000c943651a  Fibre  ssun4d           lpfc0             0000



                                                            004F:0051



                                                            06C2



                                                            06C6







Director Identification : FA-9B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c943618a  Fibre  nsgct2-ivm01     9ba               0278



                                                            027C



                                                            0280



                                                            0284



                                                            0288



                                                            028C



                                                            0290



                                                            0294



                                                            0298



                                                            029C



                                                            02A0



                                                            02A4



                                                            02A8



                                                            02AC



10000000c93288ab  Fibre  ssunwbu04        9ba               03DE



                                                            03E2



                                                            03E6



                                                            03EA



                                                            03EE:03EF



                                                            03F3



                                                            03F7



                                                            03F9:03FB



                                                            0410:0413



                                                            0415



                                                            0417



                                                            06C1



10000000c947115f  Fibre  ssunsmm31        9ba               041C



                                                            0421



                                                            0425



                                                            0429



10000000c94713f9  Fibre  ssunu28          9ba               024E



                                                            0251



                                                            025C



                                                            0260



                                                            04D6



                                                            04DB:04DC



                                                            04DF



10000000c9471425  Fibre  ssunu64          9ba               06A8



                                                            06AC



                                                            0751:0752



                                                            0756



10000000c9393c93  Fibre  ssunacs9         lpfc0             0000



                                                            0067:0069



10000000c939cb50  Fibre  10000000c939cb50 10000000c939cb50  035A



                                                            035F:0360



10000000c941d9f2  Fibre  ssun4d           lpfc1             0000



                                                            0067:0069



                                                            06C2



                                                            06C6







Director Identification : FA-10B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



200000e0691052cc  Fibre  200000e0691052cc 200000e0691052cc  03AF:03B1



                                                            03B3



                                                            03B6



                                                            03B9



                                                            03BC:03BF



                                                            03C3



                                                            03C7



                                                            03CB



                                                            03CE



                                                            03D2



                                                            03D6



                                                            03DA



10000000c939cb50  Fibre  10000000c939cb50 10000000c939cb50  035A



                                                            035F:0360



10000000c939d07d  Fibre  10000000c939d07d 10000000c939d07d  0393



                                                            0398



                                                            039A



                                                            039E:03A0



                                                            03A2



                                                            03A5



10000000c94715c7  Fibre  10000000c94715c7 10000000c94715c7  0361



                                                            0366



10000000c93d42c6  Fibre  10000000c93d42c6 10000000c93d42c6  0367



                                                            036C



                                                            036E



                                                            0373



10000000c947145f  Fibre  ssunu61          10ba              0378



                                                            037D



                                                            0380



                                                            0383



                                                            0386



                                                            06B6:06B7



10000000c93d411e  Fibre  ssunu62          10ba              0389



                                                            038E



                                                            0390



                                                            06B0



                                                            06B3



10000000c9393c55  Fibre  ssunwbu05        10ba              03A8:03A9



                                                            03AC



                                                            03AE



                                                            06B8



200000e069101222  Fibre  ssunwbu04        10ba-7ba          03DE



                                                            03E2



                                                            03E6



                                                            03EA



                                                            03EE:03EF



                                                            03F3



                                                            03F7



                                                            03F9:03FB



200000e069a18cff  Fibre  ssunu28          10ba              04D6



                                                            04DB:04DC



                                                            04DF



200000e069418109  Fibre  ssunu21          10ba              05E2



                                                            05E5



10000000c9398b74  Fibre  10000000c9398b74 10000000c9398b74  06F7:06F9



                                                            06FB



                                                            06FE



                                                            0702



                                                            0706







Director Identification : FA-13B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c941dfaa  Fibre  10000000c941dfaa 10000000c941dfaa  06F7:06F9



                                                            06FB



                                                            06FE



                                                            0702



                                                            0706







Director Identification : FA-14B



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c938e4ae  Fibre  ssunu25          14ba              00E6



                                                            00E8



                                                            00EB



                                                            00EF



                                                            00F1



                                                            00F5:00F6



                                                            0239



                                                            058F:0590



10000000c938e294  Fibre  ssunu27          14ba              00F7



                                                            00FA



                                                            00FE



                                                            0102



                                                            0106:0108



                                                            010B



                                                            0256



                                                            0259



                                                            0595:0596



10000000c93d803f  Fibre  ssunu11          14ba              010C:0111



                                                            0113:0115



                                                            0117



                                                            011C



                                                            0121:0122



                                                            0599



10000000c93d1754  Fibre  ssunu17          14ba              0111



                                                            0121:0124



                                                            0127:0128



                                                            012A:012C



                                                            0599



10000000c93d41ac  Fibre  ssunu54          14ba              00D0



                                                            00D5



                                                            00D8



                                                            00DC



                                                            00E1



10000000c9348b37  Fibre  10000000c9348b37 10000000c9348b37  0254:0255







Director Identification : FA-7C



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c92a48dc  Fibre  sina00           7ca               04E3



                                                            04E7



                                                            04EB



                                                            04F3



                                                            04F7



                                                            04FB



                                                            04FF



                                                            0503



                                                            0507



                                                            050B



                                                            0593



10000000c9228a95  Fibre  sina02           7ca               04E3



                                                            04E7



                                                            04EB



                                                            04F3



                                                            04F7



                                                            04FB



                                                            04FF



                                                            0503



                                                            0507



                                                            050B



10000000c92280bc  Fibre  sina04           7ca               04E3



                                                            04E7



                                                            04EB



                                                            04F3



                                                            04F7



                                                            04FB



                                                            04FF



                                                            0503



                                                            0507



                                                            050B







Director Identification : FA-8C



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b00000b65ec  Fibre  shpu10           8ca               05EA:05ED







Director Identification : FA-9C



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



50060b00000b6764  Fibre  shpu10           9ca               05EA:05ED







Director Identification : FA-10C



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c92a5730  Fibre  sina00           10ca              04E3



                                                            04E7



                                                            04EB



                                                            04F3



                                                            04F7



                                                            04FB



                                                            04FF



                                                            0503



                                                            0507



                                                            050B



10000000c9227e29  Fibre  sina02           10ca              04E3



                                                            04E7



                                                            04EB



                                                            04F3



                                                            04F7



                                                            04FB



                                                            04FF



                                                            0503



                                                            0507



                                                            050B



10000000c9227e9f  Fibre  sina04           10ca              04E3



                                                            04E7



                                                            04EB



                                                            04F3



                                                            04F7



                                                            04FB



                                                            04FF



                                                            0503



                                                            0507



                                                            050B







Director Identification : FA-4D



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c92d66ea  Fibre  aixu01           4da               022E



                                                            05BA:05BF



10000000c946df21  Fibre  saixu23          4da               02B0:02B1



                                                            02B3



10000000c94f9c1d  Fibre  saixu33          4da               05C0



                                                            05C4



                                                            05C9



                                                            05CE



                                                            05D3



                                                            05D6



                                                            05DA







Director Identification : FA-13D



Director Port           : 0







                               User-generated    



Identifier        Type   Node Name        Port Name         Devices 



----------------  -----  ---------------------------------  ---------



10000000c92ec73d  Fibre  aixu01           13da              022E



                                                            05BA:05BF



10000000c946df3a  Fibre  saixu23          13da              02B0:02B1



                                                            02B3



10000000c94f9a33  Fibre  saixu33          13da              05C0



                                                            05C4



                                                            05C9



                                                            05CE



                                                            05D3



                                                            05D6



                                                            05DA







root@ssun4d: 








_1207477657/Ev5.8.2.txt
root@ssun4d: symmaskdb -sid 720 -file 720backup.24apr06 backup



Backup Symmetrix SymMask database on Symmetrix 000287890720 to backup file 

720backup.24apr06 (y/[n])? y



Symmetrix SymMask database backed up to file 720backup.24apr06 

from Symmetrix 000287890720



root@ssun4d: 

root@ssun4d: ll 

sh: ll:  not found

root@ssun4d: ls

720backup.24apr06  logins             ssunu51.add

kk                 ssunu07.add        u51devs

root@ssun4d: ls -l

total 784

-rwxr-xr-x   1 root     root      337589 Apr 24 19:03 720backup.24apr06

-rw-r--r--   1 root     root        8192 Apr 24 19:00 kk

-rw-r--r--   1 root     root       21932 Apr 24 18:58 logins

-rw-r--r--   1 root     root         476 Apr 24 18:54 ssunu07.add

-rw-r--r--   1 root     root         447 Apr 24 19:00 ssunu51.add

-rw-r--r--   1 root     root          40 Apr 24 19:01 u51devs

root@ssun4d: vi ssunu51.add

"ssunu51.add" 8 lines, 447 characters 

#10000000c939d049 Fibre ssunu51          lpfc0     ---> 7ba

#10000000c939d07d Fibre ssunu51          lpfc2     ---> 10ba

#-------------------------------------------------------------------

#DR830 dated 23-APR-2006

symmask -sid 720 -wwn 10000000c939d049 -dir 7b -p 0 add devs "6dd,6de,6df,6e0,6e2,6e4,6e7,6ea,6ed,6

f2"

symmask -sid 720 -wwn 10000000c939d07d -dir 10b -p 0 add devs "6dd,6de,6df,6e0,6e2,6e4,6e7,6ea,6ed,

6f2"

#--------------------------------------------------------------------

symmask -sid 720 refresh -noprompt

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

~

"ssunu51.add" 8 lines, 527 characters 

root@ssun4d: id 720 -wwn i ssunu51.add

root@ssun4d: symmaskdb -sid 720 -wwn 10000000c939d049 list devs



Symmetrix ID        : 000287890720



Originator Port wwn : 10000000c939d049

User-generated Name : ssunu51/lpfc0



Sym Dev                                               LUN

Name    Dir:P  Physical Device Name     VBUS  TID  SYMM HOST  Attr  Cap(MB)    

------  -----  -----------------------  ----  ---  ---- ----  ----  -------          

0393     7B:0  Not Visible                 0    0   11  N/A   (M)     43157  

0398     7B:0  Not Visible                 0    0   12  N/A   (M)     17263  

039A     7B:0  Not Visible                 0    0   13  N/A   (M)     34526  

039E     7B:0  Not Visible                 0    0   14  N/A            8631  

039F     7B:0  Not Visible                 0    0   15  N/A            8631  

03A0     7B:0  Not Visible                 0    0   16  N/A   (M)     17263  

03A2     7B:0  Not Visible                 0    0   17  N/A   (M)     25894  

03A5     7B:0  Not Visible                 0    0   18  N/A   (M)     25894  



root@ssun4d: symmaskdb -sid 720 -wwn 10000000c939d07d list devs



Symmetrix ID        : 000287890720



Originator Port wwn : 10000000c939d07d

User-generated Name : ssunu51/lpfc2



Sym Dev                                               LUN

Name    Dir:P  Physical Device Name     VBUS  TID  SYMM HOST  Attr  Cap(MB)    

------  -----  -----------------------  ----  ---  ---- ----  ----  -------          

0393    10B:0  Not Visible                 0    0   11  N/A   (M)     43157  

0398    10B:0  Not Visible                 0    0   12  N/A   (M)     17263  

039A    10B:0  Not Visible                 0    0   13  N/A   (M)     34526  

039E    10B:0  Not Visible                 0    0   14  N/A            8631  

039F    10B:0  Not Visible                 0    0   15  N/A            8631  

03A0    10B:0  Not Visible                 0    0   16  N/A   (M)     17263  

03A2    10B:0  Not Visible                 0    0   17  N/A   (M)     25894  

03A5    10B:0  Not Visible                 0    0   18  N/A   (M)     25894  



root@ssun4d: sh ssunu51.add

The following devices are already assigned in at least one entry:



06DD 06DE 06DF 06E0 06E2 06E4 06E7 06EA 06ED 06F2 



Would you like to continue (y/[n])?y





Symmetrix FA directors updated with contents of SymMask Database 000287890720



root@ssun4d: symmaskdb -sid 720 -wwn 10000000c939d049 list devs



Symmetrix ID        : 000287890720



Originator Port wwn : 10000000c939d049

User-generated Name : ssunu51/lpfc0



Sym Dev                                               LUN

Name    Dir:P  Physical Device Name     VBUS  TID  SYMM HOST  Attr  Cap(MB)    

------  -----  -----------------------  ----  ---  ---- ----  ----  -------          

0393     7B:0  Not Visible                 0    0   11  N/A   (M)     43157  

0398     7B:0  Not Visible                 0    0   12  N/A   (M)     17263  

039A     7B:0  Not Visible                 0    0   13  N/A   (M)     34526  

039E     7B:0  Not Visible                 0    0   14  N/A            8631  

039F     7B:0  Not Visible                 0    0   15  N/A            8631  

03A0     7B:0  Not Visible                 0    0   16  N/A   (M)     17263  

03A2     7B:0  Not Visible                 0    0   17  N/A   (M)     25894  

03A5     7B:0  Not Visible                 0    0   18  N/A   (M)     25894  

06DD     7B:0  Not Visible                 0    0   51  N/A            8631  

06DE     7B:0  Not Visible                 0    0   52  N/A            8631  

06DF     7B:0  Not Visible                 0    0   53  N/A            8631  

06E0     7B:0  Not Visible                 0    0   54  N/A   (M)     17263  

06E2     7B:0  Not Visible                 0    0   55  N/A   (M)     17263  

06E4     7B:0  Not Visible                 0    0   56  N/A   (M)     25894  

06E7     7B:0  Not Visible                 0    0   57  N/A   (M)     25894  

06EA     7B:0  Not Visible                 0    0   58  N/A   (M)     25894  

06ED     7B:0  Not Visible                 0    0   59  N/A   (M)     43157  

06F2     7B:0  Not Visible                 0    0   5a  N/A   (M)     43157  



root@ssun4d: symmaskdb -sid 720 -wwn 10000000c939d07d list devs



Symmetrix ID        : 000287890720



Originator Port wwn : 10000000c939d07d

User-generated Name : ssunu51/lpfc2



Sym Dev                                               LUN

Name    Dir:P  Physical Device Name     VBUS  TID  SYMM HOST  Attr  Cap(MB)    

------  -----  -----------------------  ----  ---  ---- ----  ----  -------          

0393    10B:0  Not Visible                 0    0   11  N/A   (M)     43157  

0398    10B:0  Not Visible                 0    0   12  N/A   (M)     17263  

039A    10B:0  Not Visible                 0    0   13  N/A   (M)     34526  

039E    10B:0  Not Visible                 0    0   14  N/A            8631  

039F    10B:0  Not Visible                 0    0   15  N/A            8631  

03A0    10B:0  Not Visible                 0    0   16  N/A   (M)     17263  

03A2    10B:0  Not Visible                 0    0   17  N/A   (M)     25894  

03A5    10B:0  Not Visible                 0    0   18  N/A   (M)     25894  

06DD    10B:0  Not Visible                 0    0   51  N/A            8631  

06DE    10B:0  Not Visible                 0    0   52  N/A            8631  

06DF    10B:0  Not Visible                 0    0   53  N/A            8631  

06E0    10B:0  Not Visible                 0    0   54  N/A   (M)     17263  

06E2    10B:0  Not Visible                 0    0   55  N/A   (M)     17263  

06E4    10B:0  Not Visible                 0    0   56  N/A   (M)     25894  

06E7    10B:0  Not Visible                 0    0   57  N/A   (M)     25894  

06EA    10B:0  Not Visible                 0    0   58  N/A   (M)     25894  

06ED    10B:0  Not Visible                 0    0   59  N/A   (M)     43157  

06F2    10B:0  Not Visible                 0    0   5a  N/A   (M)     43157  



root@ssun4d: exit



script done on Mon Apr 24 19:06:06 2006
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