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1.0 Purpose (Why)

A Problem ticket is a record in Global Infoman created to document the occurrence of a customer or user impact/outage. This record is used to track and report on Problems that occur within the Citigroup Information Services environment.

2.0 Persons Affected (who uses the procedure)

· Reporting Unit 

· Command Center

· Automation

· Resolver Groups

3.0 Definition of Procedure terms

Infoman – Computer system software utilized to monitor the problem tracking life cycle.

4.0 REsponsibilites

· Command Center  - is responsible for escalating the issue to Technical Services, Application Support, and appropriate management levels, and to initiate an investigation of the problem.

· Technical Services – is responsible for resolution of issues under their control

· Application Management – is responsible for resolution of issues under their control

5.0
Procedure

9.1
Creating a Problem ticket utilizing the Web Interface to Infoman.

Access the Web Interface to Global Infoman.   
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From the Main Menu, select ‘Problem Management’ under the Functions section.
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Under the ‘Create’ section click the Go button to manually create a Problem record.
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Enter the Global Infoman Group ID that the Problem record will be assigned to for resolution. Click on the drop down arrow for a list of available Group Ids. 

Note: Refer to Appendix B for a list of available resolver groups for your area.

Select the proper answer for the Customer Visible field to indicate if the problem was visible to the customer.

When ready click the ‘Continue’ button.
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The system will present the above screen, which is the detail entry for creating a problem record. Many fields are already filled as they were defaulted from the Group ID selected to resolve the record and from the profile of the Reporter of the Problem

An (R) in front of the field indicates the field is Required to be filled out.

You may overtype any field data if necessary. The Date/Time Occurred fields have been defaulted with the current time. These may be changed to indicate the correct time if applicable.

The Status field has been defaulted to Assign, which it will stay until the Assignee group has accepted the record.

Note: Check the Appendix A for a description of each field including the data values in the drop down list.
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Important fields that help identify and enable proper tracking of Problem records are:

Affected Business / Location Code / Platform / Division Code. These fields are used to identify and locate the problem occurrence.

You will notice that if you selected ‘YES’ for the Customer Visible field, you will be required to fill out the following fields. 
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Continue until you have completed all required fields including the Summary Text. The Summary Text is a freeform text field where you must describe the Problem, in detail.

Once you have done this, click the CONTINUE button. 
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The system will log your information into the database and give you a record number. You will get the above popup window, showing the Infoman record number created for the problem you created.

Click the OK button.
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You will then get the above popup window. Click OK if you wish to continue to update the record; however, click CANCEL if you are finished. You will be returned to the Problem Management Functions page.

9.2 Escalation Procedures Using Global Infoman

The local Command Center will be the primary contact for Problems that occur. The owning group and/or support groups will be called immediately, if required. The contact information for all groups in Infoman is contained in the Group ID record for that group. 

On the Global Infoman Main Menu under Functions, select Group ID Records. 
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The following screen will appear.
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If you know the Infoman Group ID of the group to be called, type it in the first field, and click the GO button.

Note: If you are not sure of the Group ID name, there are several searches in the drop down list, including by manager name, by division code, etc.
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The above screen is the Group ID record for Change Management / Technical Support. Scroll down to the Contact Information to see who is on call for the various components / applications or time periods.

[image: image12.png]Contact Information U]

Date Date
Beginning Ending

Conpenent Supported

WEB INTERFACE TO INFOMAN Iocxsan
PDSHAN Iocxsan
SPECIAL HANDLING Iocxsan
INFOMAN MAINFRAME INTERFACE Iocxs24
BATCH PROCESSING Iocxpoi
REPORTS ZIocxpoi
12710403  12/23,03 INFOMAN HELPDESK I0CK530
12/24/03  01/06/04 INFOMAN HELPDESK I0CKS24
01/07/04 01/20/04 INFOMAN HELPDESK I0CKDO1

INFOAN HOTLINE 605-331-7197
Freeform Text Description : ]

This is the Infoman Support group. Following is the Coverage
infornation for the group
View Option #, Contact List from the Sumnary page

* Jin Rome Preferred comtact = 800-724-3624 pin #1926339
* Cellular 605-341-6631
* =1 605-331-7137

* Web Interface (VEBBLX0,WEBBLY1)
* EDSHAN

* Special Handling

* Changelfan/Infonan Interface

KRrxkaax





You will see that on call information is coded in several ways: by component, by time period, or by indicating an 800 or hotline number.

Note: This Contact Information is reported on and written to the Open Web Site under the following link, Corporate and Investment Bank, under the Reports section. The contact information is in the report titled, CIB NA Command Center Coverage List, and contains the coverage information for all the CIB NA Mainframe groups.

9.3
Accepting a Problem

This section deals with finding problems assigned to your Group ID, and accepting them into your working queue. This process is important for two reasons. One, it notifies the Command Center or any interested party of the fact you are working the issue. Secondly, it removes this record from your incoming queue making it easier to spot new problems that require your attention.

Note: This process must be followed within 24 hours of the problem being assigned to you, or it will be escalated to the next level of management.
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From the Problem Management Functions page, you may access several queues by selecting the drop down list as shown above. When problems are assigned to your Group ID, they will be found in the Assigned Incoming Records queue.
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Review the list of problem records. To review the record, simply click on the record number. As you can see in the drop down list, you have several options that can be performed from this screen.
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Clicking on the record number in the search results list pulls the record up for review of the details of the problem. If this problem is to be resolved by your group, then click the button marked ACCEPT TO WORK.
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The above screen will popup and you will be required to identify a ‘Target Completion Date’ for when this problem will be resolved. Enter your best estimate as to the date, and time for resolving the issue. Click the UPDATE button.

This will change the status of the record to ACCEPT from ASSIGN. This also moves the record from the ASSIGNED INCOMING queue to your working queue called your ACCEPTED RECORDS.

This record will stay in this queue until the resolution has been determined, and the problem corrected.

9.4
Marking the Problem Resolved

Once the resolution has been determined and the problem corrected, then the Problem record must be marked Resolved.
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Select from the Drop Down list, ACCEPTED RECORDS, and click the GO button.
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Click the number of the record to be marked resolved. The record number is a link and will bring that record to your screen for updating.
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Click the button marked ‘RESOLVE PROBLEM.
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The above screen will be displayed. The system requires that you enter a valid CAUSE CODE from the drop down list as to why the problem occurred. Complete the remaining required fields and complete any of the remaining fields that apply.

Update the Resolution Text field with how the problem was resolved.

Click the UPDATE button when completed, and the system will return you to the update screen of the Problem record. 

Note: To complete the transaction and properly close the record, click the ‘Close Window; button, of the Problem record, and you will be returned to the Problem Management Functions page.

9.5
Re-Assigning a Problem Record

This section explains the process of re-assigning a problem record to another Group ID for resolution. This is done if the Problem record does not belong to your group, or if it must be resolved or updated by another group. You will need to know the Group ID of the group before you can re-assign the record to them.

Select the record to be re-assigned as before. You will get the following screen. 
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To re-assign the record to another Group ID in Infoman, click on the button marked, Re-Assign Group.

Note: See Appendix B of this document for a list of the applicable groups for resolution.

[image: image22.png]03545625 - Netscape

Py

C I Reassign Problem Record

Record Nunber 03545625
Problen Sumnary

APP ID DOESN'T REFRESH ASSIGNEE OR MGR DETAIL

Please enter the target complstion Date Mi/DD/TY
Select Group ID to be assigned

Description Text

[ihen the application 1D is changed on a problem ticket via the web <
the assignee and mansger details etc. do not change to reflect the

details from the new application ID that has been entered. This is not
changed at the time that it is entered or on the storage of the ticket

|
Update | Cancal





You only need to select a new Group ID from the drop down as the new assignee group. It may also be of benefit to update the freeform text with why you are re-assigning this record to them. 

Once completed, click the UPDATE button, and you will be returned to the normal update screen. To complete the transaction click the CLOSE WINDOW button on the record.

Note: Remember in order to see updates to the record on the original screen; you must click the RELOAD button to refresh the screen after your updates.

9.6
System Closure of Problem Records

Marking a record as resolved indicates that the Problem has been fixed, and requires no further action. The Global Infoman process leaves Problem records in Resolved status for three days to allow the Command Center or other interested parties to review the resolution. If there is disagreement as to the resolution, they have this time period to re-open the Problem record.

Once three days have passed the System will mark the record status as Closed, and lock the record from further updates. At this point it cannot be re-opened.

9.7
Monitor Problem Records Using “Interested Party”

This section describes the option on a Problem record called “Interested Party”. This option allows a group to add their Privilege class to a specific problem record as a way of marking that record for later follow up. One reason to do this is that they are particularly interested to ensure that a permanent resolution has been made.

Pull the record up as normal.
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You will get the record in a format like the above screen. Scroll down to find the Section marked “Interested Privilege Classes.
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The button is used to add your privilege class to the record as an Interested Party. All you need to do is click the button.
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The above window will be displayed, which tells you that your class has been added to the record. Simply click the CLOSE button, and then click the CLOSE WINDOW button on the record.

Once this is done you will be able to search for records that have been marked ‘resolved’ and have your ‘interested party’ on the record. This gives you the opportunity to review the record and reopen if necessary. There may be many other reasons for using the ‘interested party‘ function.

9.8 Problem Searches 

This section contains a description of the Freeform Search Option on the Problem Management Functions menu. This option will enable you to create search arguments to find records that meet many different criteria.
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From the Problem Management Function page above, select Freeform Search Options under the Freeform Searches section.
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Example Search:

Find Problems for my group that occurred this past month that are ‘closed’.

· From the drop down list for Group ID, select your Group ID, and click the radio button for YES. 

· Find the Problem Status field and pull the drop down. Select the data value, CLOSED, or whichever status you want to search for, and click the radio button for YES.

· Find the Date Occurred field and enter the date range you wish, i.e. 2003/11/01 and 2003/11/30, and click the radio button marked RANGE. 

· Scroll down to the bottom, and click the SUBMIT button. 

You will get a list of the records that meet your criteria. 

Note: Be careful to define your search so that you do not get more than 150 records. If you do the system will not complete your search and will request that you refine your argument to get fewer records.

Note: The radio button, NOT, is used in the search argument to exclude the data value specified, but finds all others. As an example, if you search for Record Status, and you specify a value of DESIGN, but click the NOT button, you will find records with a status of all other values except DESIGN.

Appendix A
Definition of the Fields of Problem Management

The following is a list of all the fields in a Problem Record with a short description of that field’s use or meaning. Many fields have a table of values that limit what can be entered into the field, and are shown in an accompanying drop down list. The fields are in the same order as listed in the record. The headings in bold indicate the section in the record where the fields are found.

Reporter Data:

Reported By…
Person reporting the problem 

Reporter Phone…
Work Phone number of Reporter 

Reporter Dept…
Infoman Department Code defaulted by system from profile 

Date Occurred…
Date Problem occurred 

Time Occurred…
Time Problem occurred 

Problem Summary…
45 character summary description of Problem

Problem Detail:

Group ID Assigned…
Problems are assigned to the resolver group using the Group ID in Infoman (see group id definition)

Problem Status…
Status of the Problem record 




Assign – Record has been assigned to a group but not picked up




Accept – Record has been accepted for resolution 




Resolved – Problem is resolved and record pending closure




Closed – System has closed Record




Tempfix – Problem has been temporarily resolved

Severity Code…
Severity of the Problem recorded




1 ...No fallback, no service, customer impact     

2 ...No fallback, no service, back office impact  

3 ...Fallback, restricted service, customer impact

4 ...Fallback, restricted service, back office    

5 ...Fallback, using work-around, non-critical    

Problem Type…
Type of Problem that occurred




APP – Application Software




SSW – System Software 




NET – Network Hardware or Software




HDW – Hardware




FAC – Facility 




COB – Continuity of Business 

Affected Business…
Business code of the business impacted by Problem 

Region…

Global Region where Problem occurred

Country…

Country where Problem occurred

Location Code…
Location where Problem occurred

LPAR/CPUID…
LPAR or CPU ID where Problem occurred

Platform…

Platform where Problem occurred

Key Item Affected…
Freeform field to indicate the key item impacted by the Problem

Failing Jobname…
Batch Jobname that failed

Failing Program…
Program name that failed

Abend/Error Code…
System or User issued abnormal end (ABEND) codes

Node Name…

Server name where Problem occurred

Customer Impact:

Customer Visible…
Whether the problem was perceptible to the Customer   (Yes/No)

# Customers Impacted

Number of Customers impacted by the Problem

Is there a Financial Impact?
Did the problem cause any financial impact?

Is there an Access Problem?
Was the Problem caused by an Access problem?

Is the Information correct?
Was the problem caused by incorrect information?

Assignee Data:

Group ID Assigned…
(field duplicated here for clarity)

Assignee Name…
Name of person Assigned to resolve Problem

Assignee Dept…
Infoman Department code – defaulted from Group ID record

Assignee Phone…
Phone number of person assigned

Manager Name…
Name of the Assignee’s Manager

Manager Phone…
Phone number of Manager

Fix Target Date…
Date being targeted for resolution

Date Assigned…
Date that Problem was assigned   

Time Assigned…
Time that Problem was assigned  

Priority…

Estimated priority of resolving this Problem




H – High




M – Medium




L – Low




Q – QI (QI Impact)




C – Crisis (Show Stopper)

Division…

Infoman Code to signify the Command / Data Center monitoring Problem

Statistical Data:

Original Problem #…
Infoman Problem number of the original problem record entered

Cause Change #…
Infoman Change number that caused the Problem

Fix Change #…
Infoman Change number of change record fixing Problem

Related Project #…
Project number related to Change that caused problem

Date Started…

Date when resolution was started

Time Started…
Time when resolution was started

Date Finished…
Date when resolution was finished

Time Finished…
Time when resolution was finished

Meantime to Repair…
Length of time worked to resolve problem

Six Sigma Type…
Six Sigma codes to signify cause




O – Online   




C – Data currency




J – Job completion




P – Process issue

Assignment Status…
Status of the Problem while being worked




Active




Waiting




Testing 

Division…

(field duplicated here for clarity)

Special Project…
List of key major projects for tracking purposes

Record Type…
Code for identifying Infoman record type (P = Problem)

Resolution Data:

Resolved By…
Name of person resolving problem

Resolver Phone…
Phone number of resolver

Resolver Dept…
Infoman Department code defaulted by system

Cause Code…

Code from a table of values used to indicate standard cause

Date Resolved…
Date Problem resolved

Time Resolved…
Time Problem resolved

Date Closed…

Date System Closed Problem record

Time Closed…
Time System Closed Problem record

Duplicate Count…
Count of Infoman problem records opened for same occurrence

Outage…

Indication of the amount of time lost due to problem occurrence

Interested Privilege Classes:

Interested Classes…
List of Infoman Privilege Classes that are monitoring resolution of this Problem

Freeform Text Screens:

Summary Text…
Freeform text detailing the facts surrounding the occurrence of the Problem

Resolution/Timeline…Freeform text describing the resolution to the Problem

Impact…
Freeform text describing the number of users impacted, the length of time impacted, and the impact the users experienced

Appendix B
Assignment Group Ids for NA CIB
Group ID
Description 
Management

DCOUTP
OUTPUT SERVICES                      
Jim Greene / Rick Speranza

DCVMLIN
VM/LINUX SYSTEMS SUPPORT             
Richard Kneisz / George Delanty

DCTPNS
STRESS TESTING                       
Aaron Graves / Ken Barry

DCSEC
INFORMATION SECURITY ADMINISTRATION  
Bill Herd / Laura Luftus

DCSDASD
STORAGE MANAGEMENT                   
John Dybus / Ken Smith

DCSAUTO
SYSTEM AUTOMATION                    
Rick Paleogos / Steven Damato

DCRITS
CRITICAL SYSTEMS/PROPERTY MGMT
James Carney / John Markson

DCPSER
PRODUCTION SERVICES                  
Giro Mazzone / Phil Gasparino

DCPERF
MAINFRAME PERFORMANCE & CAPACITY
Rick Paleogos / Tom Maier

DCOP390
DATA CENTER OPERATIONS 390
Giro Mazzone / Ed Cunningham

DCMESRV
MESSAGING SERVICES              
Richard Kneisz / Nancy Macdonald

DCHDWP     
HARDWARE PLANNING & ENGINEERING      
Daniel Gargano / William Brocco

DCDSS
DISTRIBUTED SCHEDULING SYSTEMS 
Anthony Disanto / Andrew Barbera

DCDBW      
DATABASE SUPPORT (ECOM)  
Richard Kneisz / Robert Hoffmann

DCDBSFT    
DATABASE SOFTWARE              
Richard Kneisz / Robert Hoffmann 

DCDBSAL    
DATABASE SUPPORT SALOMON/TLA   
Charlie Ortmann

DCDBS      
DATABASE SUPPORT (NYC)         
Richard Kneisz / Robert Hoffmann

DCDBIMS    
DATABASE IMS SOFTWARE          
Richard Kneisz / Ada Micozzi

DCINTS
RETAIL ECOMMERCE
Ashvin Parmar

DCCOM      
COMMUNICATION SYSTEMS          
Aaron Graves / Demi Liapis

DCSYS
MVS OPERATING SYSTEMS
MVS Hotline 877-209-6805

DCCIC6     
CICS SOFTWARE                  
Richard Kneisz / John Halupa 

DCCIC5     
CICS SYSTEM SOFTWARE SUPPORT   
Richard Kneisz / John Halupa

DCBOPT     
BATCH OPTIMIZATION             
Rick Paleogos / Jim Zweier

DCCOBI     
CONTINUITY OF BUSINESS
Mike Schouten / Ron Gillespie

DSBCNT
BUSINESS CONTINUITY SERVICES
Luis Guerreiro 

DCCMDV
CHANGE MAN DEVELOPMENT               
Steven Mase / Anthony Tabbanella

DCSBCC
MAINFRAME CHANGE CONTROL             
Steven Mase / David Dean

DCSALCC
SALOMON SYSTEM CHANGE CONTROL        
Steven Mase / Charlie Ortmann

TLDDAS
TLA DISTRIBUTED DA SUPPORT              
Steve Dowling 

TLHSTOP
TRAVELERS LIFE & ANNUITY HOST OPS 
Steve Dowling

TLHRPAY
TLA HR Payroll
Susan Legier / Tom Darna
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