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Preface

The SANscreen User Manual describes SANscreen functionality and usage,
providing you with a thorough understanding of the features and procedures
required to analyze and validate your storage network environment — and to
notify you of problems, discover their root cause, and resolve them.

SANSscreen assures successful SAN change and growth processes across
complex storage environments. By following this manual, you will learn
how to validate the change process, to discover and investigate problems,
and to ensure continuous availability of your storage network while
complying with existing requirements and policies.

Customer Service

For questions, comments, or suggestions, contact Onaro at:

support@onaro.com
or
617.338.0068

Onaro is proud of being not just a leading-edge technological innovator in
the important area of SAN availability assurance, but also a customer-
focused and service-oriented company.

We will be happy to hear from you!
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Quick Start Instructions

Please follow the steps below to get SANscreen up and running as quickly as

possible:
Task For details see...
1. Install the SANscreen software. The SANSscreen Installation and
Administration manual.
2. Access the SANscreen Portal and The SANSscreen Installation and
configure SANscreen. Administration manual.
3. Access the SANscreen client. Chapter 2 Working with the
SANscreen Client
4. Discover and visualize the storage The SANSscreen Installation and
network by configuring the Data Administration manual.
Sources for your SAN devices.
5. Identify generic devices Chapter 11 Identifying Generic
automatically. Devices
6. Define host clusters. Chapter 7 Defining and Validating
Clusters
7. Visually lay out the SAN topology. | Chapter 3 Establishing Topology
Layouts
8. Review the paths that SANscreen Chapter 4 Viewing and Authorizing
discovered. Logical Paths
9. Apply service-level policies to the Chapter 5 Viewing Authorized Paths
paths in your SAN.
10. ldentify, investigate, and correct Chapter 6 Identifying and
violations. Investigating Violations
11. Review and correct vulnerabilities. | Chapter 9 Assessing Vulnerabilities
12. Review changes. Chapter 8 Reviewing Changes
13. Plan and pe-validate future tasks Chapter 10 Creating, Validating and
before implementation. Tracking Tasks
14. Obtain on-demand operational Chapter 13 Reports
reports that detail your SAN
information, including trend
analysis and a change history.
15. Audit user activities, as needed. Chapter 14 Auditing User Activities
x ¢ Preface Onaro




Ilcons

Device and Menu Icons

Icon Represents...

Violation(s). Displays green if a violation has been resolved.

Authorized path(s).

ol

=]
a

Path(s).

Changes (history).

Vulnerability(ies).

Switch(es).

Host or cluster(s).

Storage device(s).

Tape device(s).

[
_2? Plans (future SAN changes).
=4
F -
f
%

’.;El Generic device(s). Shown as the lower form when used to
identify generic devices.

Q}j Zone(s).

Topology.

SANSscreen Installation and Administration manual.

© Acquisition unit(s). Acquisition units are discussed in the

Data sources(s). Data Sources are discussed in the SANscreen
Installation and Administration manual.

Fabric (s). Used to report fabric status in the change history.

o

Link(s). Used to report link status in the change history.

¥ | w®
| s

Adapter (i.e., fibre-channel network) card(s).
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Table Management

Icon

Click to...

——

)

Change (regroup) how records are presented.

Reverse the order of fields in a column.

Compress (collapse) data in a table.

Expand data in a table.

Clear all column filters.

m g ([eo] Mo | =

Select the time period for which to display information (today,
this week, etc.).

Filter the displayed information according to any of several
options available in the drop-down menu.

& <

Open the list in a Web browser.

Detail Tab Icons

Icon

Toggles Display of the...

il
-

Layer Control panel.

D

View Control panel.

Properties detail pane.

Paths detail pane.

Ports detail pane.

ko
-

Zone Members detail pane.

Volumes detail pane.

Violations detail pane.

Masking detail pane.

Change List detail pane.

e ARSI C

(4
\\-\.

Errors detail pane (available from Plans processing).

xii ¢ Preface
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Tool Icons (Topology View)

Tool

Used to...

Toggle Layers — Display or hide the Layer Control panel.

Toggle Views — Display or hide the View Control panel.

Pan — Drag the topology display around on our screen.

Select — Select individual devices in the topology display.

Zoom To Fit — Fit all topology inside the area displayed.

Zoom In — Zoom in to focus on a specific environment.

B L BT c & w

Zoom Out — Zoom out to show more of the topology.

Zoom Box — Enlarge and center the area where you drag the
tool.

el

Expand/Collapse Selection — Show/hide detail for the selected
item (the group layout if you select a group (site), or individual
ports if you select a host, switch, or storage device).

Focus on Selected Group — Bring the currently selected group
or site to the center of the topology display.

| @

Create a New Group — Open a dialog that lets you create a new
group (typically a site).

Delete Group — Delete the currently selected group.

B | M

Rename Group — Rename the currently selected group.

Other Icons

Icon

Description

Informational message (unknown).

[}

Work in progress.

kN

Warning (status).

SANscreen User Manual
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Acronyms

Acronym

Description

AP

Authorized Path.

APL

Authorized Path List.

Csv

Comma Separated Values — A file format that can be saved
from a spreadsheet application, and that’s used by SANscreen
to identify generic devices.

GB

Gigabytes.

GBIC

GigaBit Interface Converter.

GUI

Graphical User Interface.

HBA

Host Bus Adapter.

HTML

HyperText Markup Language.

HTTP

HyperText Transfer Protocol.

ISL

Inter-Switch Link

JRE

Java Run Time environment.

LUN

Logical Unit Number — used by a host to access a particular
volume.

SPF

Single Point of Failure.

VSAN

Virtual Storage Area Network — A fibre channel network
whose definition is similar to that of a VLAN.

WWN

World Wide Name.

XML

Extensible Markup Language — a file format that’s used to
export/import task actions.

xiv ¢ Preface
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Navigation Tips

Red, Red, Red
Color is important:

e When a path, text string, or field is highlighted in red, SANscreen has
detected a problem in your SAN. A quick glance at the data
presentation allows you to locate those items that need attention. Just
look for the red highlights!

e A path displays green when it’s operating normally.

e A path displays purple (magenta) when the cursor hovers over a link
between devices to provide detailed pop-up information.

Refreshing the Screen

Use the <F5> key to refresh the SANscreen display with current data. You
can set SANscreen to refresh automatically upon any change, using the Auto
Refresh option from the View menu.

Magnifying Glass View
When working in the topology
pane, you can create a
magnifying-glass as follows:

e Hold down the middle
mouse button if you have E 2
one, or press <Ait> and et

e Left-click the mouse.

Drag the magnifying-glass over those areas you want to view in greater
detail.

Fish-Bowl View

When working in the topology
pane, you can generate a fish-
bowl view as follows:

e  Press <Alt - shift> and

e Left-click the mouse.

SANscreen User Manuall Preface ¢ xv



Drag the circle over those areas you want to view in greater detail.

Required Fields

When using a form or wizard to enter data, all required fields are marked
with an asterisk (*).

Numbers in Parentheses

In the headings of tables — and sometimes in a column heading or row data
— you will sometimes see a number in parentheses, like this: "/ Perts @

These numbers indicate the quantity of the type of data they represent. For
example, the number 3 in the heading shown above means that there are 3
ports listed in the table.

Adjusting Column Order

You can drag and drop columns in the SANscreen tables, to best view the
data you’re infested in.

Adjusting Column Width

When you click the bars between columns in the heading row of any table,
the cursor changes to a double-headed arrow. Drag the column width to the
left or right to better view the data that’s most relevant to you. An ellipsis
(...) in a field means the field size is smaller than its current content.

Double-clicking a double-headed arrow sets the column width to match the
width of its widest cell.

Column Sorting (Ascending/Descending)
You can reverse the sort order of a column by clicking the column heading.

With the column selected, an icon to the far right indicates whether the
column is sorted in ascending or descending order:

TAPE 4 Host10

TAPE 4 TAPE 4

TAPE 4 TAPE 4

Host10 TAFPE 4
columns is sorted... ascending descending

Right-click any column heading to return to the default column order.

You can sort by multiple columns, by selecting and sorting the columns in
the desired order. If you sort first by one column, and then another, the table
will sort first by the first column selected, and then the second, etc.
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Filtering Table Data

You can filtering table data by clicking the filter symbol to the far left in the
column’s header (visible with the column selected): [ Device ],

After you click this symbol, SANscreen clears the column header. Enter the
filtering criteria you wish, then either hit <enter> or click out of the column,
to redisplay the table with only those entries that match the filtering criteria
(i.e., that contain the text or numbers entered).

HOST |

Host 1 '
Host1 Hpst

Host 1 ilter: HOS
Storage3 ! Host1

Entering then Displaying Filtering Criteria

To specify a range of numbers, enter n..n, for example: 50..100, entered in
the volume capacity column, will display only volumes with a capacity
between 50 and 100 GB.

In the example below, we first see an unfiltered list of LUNs (far left), then
we enter filtering criteria for the list, then we see the filtered list (far right):

[ LUN [ |EreeE] i

LUN
B2 8z ks o
g3 83 g5
84 a4
85 85
86 86
g7 87
88 88

Specifying a Range of Values in the Filtering Criteria

Selecting and Deselecting in Tables

With the cursor positioned on any row of a table, click the left mouse button
to select that row. This highlights the row, and displays information about
the row in both the topology and detail panes, as appropriate to the
processing. To select multiple rows:

o  Click the left mouse button and drag down the table to select a range of
consecutive rows, or hold down the <shift> key and click the first and
last rows in the range you want.

e Hold down the <shift> key and click the first and last rows in the range
you want.

e Hold down the <ctr> key to select/deselect multiple individual rows.
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e Use <ctrl-A> to select all rows.

To de-select a row, hold down the <ctri> key and left-click on the row to be
de-selected.

Expanding and Collapsing Data in Tables

If the Expand Z icon displays above a table, click it to view the maximum
amount of detailed data available in the table.

Similarly, click the Collapse = icon to roll detailed data into one or more
parent entries.

In some tables, individual rows can be expanded/compressed. These are
marked with a plus sign & (click to expand) or a minus sign =1 (click to
compress child members).

Right-Click Menus

Most SANscreen panes support right-click menus, which offer a selection of
options appropriate for the current view, or the currently selected item.
These options are also available from the Action menu.

Options that are not currently enabled are grayed in the menus.
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Chapter 1
Introduction to SANscreen

SANscreen is a foundation solution in Onaro’s suite of predictive SAN
change solutions. SANSscreen analyzes and validates SAN change processes,
by continually tracking the impact of SAN changes and events.

As SANs continue to grow, SAN managers face increasing pressure to
perform changes in complex environments, within strict time and resource
constraints, to:

e Prevent SAN-related problems from happening.
e Detect and correct SAN-related problems rapidly.

SANSscreen is designed to assist SAN managers in achieving these goals. Its
patent-pending technology is based on the fundamental notion of SAN
logical access paths. Each logical access path represents a relationship
between a particular application on a given server, and its data on a storage
device. Such a logical access path consists of a sequence of physically
connected components, each of which is configured to allow data flow along
that path (assuming proper zoning and masking).

Each logical access path has various properties that represent that path’s
availability, performance, and security. SANscreen ensures that all
authorized access paths — and only authorized access paths — exist in the
SAN and have the correct properties. This is critical, because any single
SAN event, such as a local change, or a failure, can affect the existence
and/or attributes of one or more logical access paths.

SANSscreen supports all phases of the SAN change process. Specifically,
SANSscreen:

e  Provides planning, simulation, and pre-validation of SAN changes.

e Enforces consistent, specific, action sequences for the execution of SAN
changes.

e  Performs extensive automatic post-validation.
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For every SAN event, SANscreen:
e Ensures correctness, and notifies you of violations and vulnerabilities.
e  Provides root-cause analysis of each violation.

o Keeps track of the event(s) in a time-based history repository, thereby
facilitating the generation of summary information, and display of the
SAN at any point in time.

When a violation occurs (often due to human error or a hardware failure),
SANSscreen detects it immediately, identifies the implications on its access
path, and analyzes the impact and the root cause of the problem in a manner
that enables rapid and effective corrective actions.

SANSscreen is a completely non-intrusive solution. It inter-operates with
virtually all SAN devices, does not require any host agents, does not affect
the SAN data paths, and never changes the state anywhere in the SAN.
SANscreen complements other storage management tools (such as SRM),
and can interoperate with any enterprise solution, including event-
management and change solutions.

By providing the above capabilities, SANscreen offers unique and
significant value to enterprises, including:

e Reduced time, cost, and problems when implementing SAN changes.
SANSscreen lets you support larger SANs without a corresponding
increase in the SAN management team.

e Reduced SAN problems with rapid detection and correction.
SANSscreen lowers the probability of outages and business disruptions.

e Increased overall SAN confidence, leading to controlled SAN growth
and consolidation.
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Chapter 2

Working with the SANscreen Client

The SANSscreen client application provides a graphical user interface (GUI)
to SANscreen’s predictive change management solution. The client
window is divided into five areas, illustrated in Figure 1:

Menu —— Navigation Tree Main Table Topology Pane
Q | een | FEIE
bl £ View [action telp ONARO
Vinlations 13 ,_,:5., Path List @ 11:57:41 AM 8720005
Daily Changes o =
Switch ports 120 F = F (B Haet [~]
;Xﬁﬁdﬁiun ® 7/ [Z] % [ Host .| Storage [ volume [ Capacity (5B) | Hostports | Hops | Host Fahrics [
WV at ® Host1{1) O 1  Hosti 8.00/ 2 12 1072~
iolations ® Host2(1) 0 1 Host2 8.00 2 21 10, ‘E
= Host3(1) © 1 Host3 8.00 2 21 102
Q\Authmed Paths 4 Host?  Storages 4 8.00 2 2,1 20:0000:00:00:00:00:00 1072
Py © Host4(1) 0 1 Hostd 8,00 1 2 1022
&7 Faths ® Host5(1) 11 Hosts 8.00 1 1 102}
g e 1 bl
Qchanges o
C s 1 P
ite. ‘
!EVulnerabnmeS & ¢ W
= f 14
@Flaﬂs s a
Inventary ¥ o 4 -~ ] 3
ham= = Swilch 3
Admin ¥ Switch 1
‘Audit ¥ =]
&
Storage3d
o o a =] q
[ Ol

’—‘ 54 Topology \'f:Erupemes W Ports |43, Zones 2%) Magking BVDIEV\ES -f,’“ﬂ Paths wym\almna Oghangea

Ports @

&/
=

2 ¥ [Boown [

&) Zone Members

= ‘[ I Fabric/VSAN then Zane

-]

\ Device Name

[ Port |

\ Fone hame | Fabrich/SAN

i Host3 (2) Host 3
[ Storage3(4) Storage3

(&)
(L]

by

[# 20:D0:00:00:00:00:00:00 {4)

ZoneHost 3 20:D0:00:00:00:00:00:0

-

<

| [+]

Detail Panes

Figure 1: SANscreen Client Display Explained
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This chapter first tells how to launch the SANscreen client, then describes
each of these five panes and their uses, in order as follows:

e Navigation Tree (described starting on page 6), which provides icons
used to switch between the various SANscreen views.

e Main Table (page 8), which displays detailed information corresponding
to the current view (violations, authorized paths, etc.).

e Topology Pane (page 9), which provides a graphical representation of
the SAN layout and data.

e Detail Panes (page 12), which provide detailed information about a
selected row in the main table, or a selected device in the topology pane.

e Menus (page 21), from which you’ll choose various actions and
activities that are appropriate for the current view.

Note: SANscreen does not provide default or demo data. The examples in
this chapter are based on a pre-configured SANscreen installation.
Check with your SANscreen administrator to ensure that your
enterprise’s Data Sources were added correctly, and that your SAN
data has been discovered by SANscreen already. Instructions to
define Data Sources, and to import host data, are included in the
SANSscreen Installation and Administration manual.

2.1 Accessing the SANscreen Client

You can run the SANscreen client from the Start menu or from a Web
browser, as detailed in the sections that follow.

2.1.1 Using the Start Menu

When launching the client from the same host where the SANscreen server
is installed, use the Start menu as follows:

& microsoft office 3 |

O sanscreen Explorer
1T} Start SARscresn
ICY stop SANscresn
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This opens a login window, illustrated to the — St i,
right. Enter your user name and password, then vsername: L]
click OK. If your user name is authorized oot I
through an LDAP server, your login name must [Cok | [ cancel |
include an @ sign followed by the domain (e.g.,
bob@US.onaro.com).

Note: The default (as-installed) user name is admin, and the password is

onaro. It’s a good idea to change these defaults as soon as possible
after installation.

After a successful login, the main client screen opens.

2.1.2 Using a Web Browser

From any Web browser, enter the following URL to access the
administration portal on the SANscreen server. The port number will be
either 80 or 8080, as configured at when the server was installed:

http://<SANscreen_hostname>:<SANscreen_port>

Note: If you’re accessing the client from the SANscreen server, enter:
http://localhost

After connecting with the SANscreen portal, the server opens a window
through which you can access various SANscreen Web services. Click the

Client link at the top of the Main Menu (left) to access the client login. This is
illustrated below:

) 5ANscreen by ONARD - Mozilla Firefox: =10l x|
Ele Edt Wew Go Bookmarks Tools  Help Q@

& - L:) - %‘ \:I @ [T retmiocahosts = G cl

SANscreen® sy ONARO

Main Menu

SANscreen login

Reports - fe :
= User Management b i Chent
Mail .
B SNMP
About
B Logout

Click here to launch SANscreen's

Firewall or MAT - If a firewall separates SANscreen's
server and your computer {or NAT is being used), then click
here to launch a client that uses the HTTP protocol.

@ License Manager
© Troubleshoot
© BackupfRestore

Java - Java 1.4 or later is required, Java 5.0 is recommended.
Click here to download and install a Java WM.

Onaro, Inc.

46 Waltham St.
Boston, MA 02118
Tek: (617) 338 0068
Fax: (617) 338 1444
infomonaro.com

| bone

4
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Request the login window by clicking here to launch SANscreen’s client.

Notel:1f the Java Run Time environment (JRE) is not installed on your PC,
SANSscreen displays a message indicating that you have to install it.
The Java link will direct you to a Windows JRE installation. If you’re
running a different operating system, please refer to the Java download
site at: http://java.sun.com.

Note2:If you are running an earlier version of the JRE, Onaro recommends
that you upgrade to Java 5.0. SANscreen’s client portal offers a link
for the Windows JRE version.

Note3:If a firewall separates the client PC from the SANscreen server, you
cannot use the regular method of communicating. Click here under
the Firewall or NAT notice in this case, to initiate communication via

HTTP.
Java opens a security window,
i I |UStratE'd tO the rlght for A Do you want to trust the signed application distributed by "ONARO"?
I ntemet EXpIOrer. C I iCk Start Publisher authenticity verified by: "WeriSign, Inc.
(Or OK, If us'ng another \14) The security certificate was issued by a company that is trusted,
browser)’ then proceed from \i)) The security certificate has not expired and is still valid.
the Iog inwi ndOW as dESCI'IbEd Caution: "ONARO" asserts that this content is safie. You should only accept
Starti ng On page 5 (tO enter this content if you trust "ONARO" to make that assertion.

=T
your user name and password,
etc)

2.2 Navigation Tree

The pane on the far left side of the SANscreen window provides a navigation
tree that let you switch between the various SANscreen views. Click any
icon to display the corresponding SANscreen main table, topology pane,
and/or detail tabs.

Note: Both panes contain the same icons. You can hide one of them using
the Wiew menu.
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The icons are grouped into three categories:

Category

Icons

Description

Validation

valations
% suthorized Paths

o P Paths

Changes
Yulnerahbilities

Flans

Ny

Display information used to
analyze your access paths and
violations.

Inventory

)

Switches

ne

)

Hosts & Clusters

F‘ Storage Devices
% Tapes
i')-l| Generic Devices
&Aj Zanes
ﬁi} Topology Wisw

Display detailed information for
all devices of a particular type, or
for all defined zones; or display a
high-level view of the SAN
topology (last icon).

Admin

m Acguisiton Units
& Data Sources

pj% Identify

Display information for each
Data Source and Acquisition
Unit, as described in the
SANSscreen Installation and
Administration manual. Also
used to identify devices that
SANSscreen detects but cannot
identify.

Audit

:'f Audit

Audit the actions taken by each
user.
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2.3 The Main Table

The main table, which displays to the right of the navigation icons at the top
of the window, displays detailed information that corresponds to the selected
view. Every main table is specific to a particular view, as reflected by the
title of the table (Path List, Task List, and so forth):

ﬁ;‘?’ Path List @6 1:13:27 PM 8/22/05
Tay
[ % [ & [ Host [  Storage | Wolume | Capacity (GE) | Hostpots | Hops

= @) 0 2 Host10 Storage2 15.81 2

@ Host10 Storagez 134-2317894 791 2

@’ Haosto Storage2 134-3366470 7. 2
{7} ] ¥ Host12 Storage2 55.34 2
(@) 0 0 Host11 Storage2 71.16 2
{10} 0 10 Host16 Storage2 79.06 2
{11) 0 11 Host15 Storage 86.97 2
{13) 0 13 Host10 Storage 102.78 2
{(13) ] 13 Host15 Storage2 102.78 2
{1 1 1 Host 5 Storaged 8.00 2
{1 1 1 Host 6 Storaged 8.00 2
{1 1 1 Host B Storage3 8.00 1 E
e 11 ] o

The color of each row reflects the current state of the item represented by
that row. For example, a red row in the Path List main table indicates a path
that is in violation of its currently defined policy. The Violation column (red
Violation icon W7 in the heading) has a number of 1 or greater if the row is
red.

Time Stamp

The time stamp, at the top-right corner of the main table, indicates the exact
time for which information is displayed. This is important, because
SANSscreen stores all past changes and events, and can provide an accurate
change-level image of the SAN as of any point in time.

Note: SANscreen automatically refreshes the window and updates the time
stamp when a change is acquired by the SANscreen server, if the View
menu’s Auto Refresh option is checked.

Refer to Navigation Tips (page xv) for instructions to arrange the column
order, adjust column widths, and work with table data in general.
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2.4 The Topology Pane

The topology pane appears below the main table, as appropriate to the
current view. This pane uses icons and graphical elements to visualize the
SAN data and analysis. Every SAN device is represented by an icon that
represents the device type, while physical connections appear as lines
connecting the icons.

Figure 2 shows a standard visualization of a small network as it appears in
the topology pane:

Site oM
-
Host C r
[7]&
Host B - q
- - Host &,
# Hosts #  Host4 <
# Host7 & Host3 &
Hhost & 4 Host 2 =
Host 5 =
e Host 1 a &
<l . Switch 1
=
Store;geB A
Storaged

Figure 2: Sample Topology Pane

With the topology pane displayed, several detail tabs run across the bottom
of the window:

3{4 Topology L Properties | 55 Ports | 484 Zones £%) Masking a\folgmes -s’,“-“- Paths Wyiolations {jghanges

e Click the Topology tab to toggle display of the topology pane.

e Use the other tabs to display details about the component that’s
currently selected in the topology pane. Click on any icon, then click
the detail tab for the information you want to see (component properties,
paths, ports, etc.). Refer to page 12 for a discussion of these detail tabs.

Refer to Navigation Tips (page xv) for information about arranging and
working with the topology pane. Also refer to Chapter 3 Establishing
Topology Layouts, beginning on page 25.
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2.4.1 Layers Control

Choose View — Layers from the main menu (or click the &d
Toggle Layers = icon in the toolbar) to toggle display of ~f-2ercommol
he L Control panel, which lets you show/hide various 4 Labels

the a)./er ontrol p , . .y : O Path anly
layers in the topology pane. This is particularly useful [ spf

with large networks, where the image may become [ Links
overcrowded if you include all the labels, paths, zones, f g;gﬁfs A
and so forth. Use the Layer Control panel to control the

display in this case, allowing you focus on the
information that’s most important at the time.

Each Layer Control setting can be turned on/off individually. Mark a check-
box to view the corresponding layer; un-mark the box to hide that layer:

e Labels — Toggles the display of device names beneath topology icons.
This is useful to reduce clutter when viewing large networks. With
Labels turned off, you can still view the name of a device by hovering
over the device icon with the cursor, and viewing its pop-up
information.

e Path only — Toggles a feature that displays only those devices that
participate in the currently selected path (applicable only when the main
table shows Paths, Authorized Paths, or Violations). When this feature
is off (not marked), the topology view includes all devices.

e SPF — Toggles display of the icon used to mark a single point of failure
(SPF) on the current path. Applicable when a path is selected in the
main table. With SPF turned on, the symbol ! appears next to any
device that is the single point of failure on the selected path.

e Links — Toggles display of the links that connect devices in the
network.

e Zones — Displays a list of fabrics defined in the SAN, and, for each
fabric, the zones defined within that fabric. Click the [+ indicator to the
left of the word Zone to display the fabrics, and the # indicator to the
left of each fabric to display its zones.
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To identify the devices in each zone =
k . Layer Control
in the topology display, mark the @ Linke
=z

check box next to the zone whose E|Dnlejsranricm-nn 5B on principal USGG_D2_gwi
devices you want to see (right). The e 3

Tl usce_Tapen12403
COIOr bIOCk at the upper Ieft corner [ fabric ZD.DU.ﬁgﬂeun principal Switch 1
Of the CheCk bOX iS the CO|0I’ that W|" [ fabric 10:00..EA on principal USCG_D1_Swi4

surround each device in that zone. If
you mark the fabric check box, SANscreen highlights all zones in the
fabric in the topology display, each using a distinct color.

e Fabrics — Displays a list of fabrics defined in the SAN. Click the
indicator to the left of the word Fabrics to display this list.

With the list open, mark the check box next to any fabric to highlight the
switches that are members of that fabric in the topology pane. The color
block at the upper left corner of the check box is the color that will
surround each switch in the selected fabric.

Note: VSAN-based fabrics cannot be highlighted.

2.4.2 Views Control

SANSscreen lets you organize your topology icons into groups and
subgroups. Each such group/subgroup is known as a view.

Views let you visualize your SAN devices according to a specific
perspective. The groups are typically organized by location, type, usage, etc.
You can create and save any number of views, as detailed in Section 3.4
Working With Views, starting on page 30.

Choose View — Views from the menu (or click the Toggle W
views @ icon in the toolbar) to toggle display of the View et [+]
Control panel, then click any view in the drop-down listto |z O &% sitet
display that view. The view must have been defined O % Tapes
previous|y_ i Site2
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2.5 The Detail Panes

The detail panes are located at the bottom of the main SANscreen window.
The detail panes are designed primarily to provide information about a
selected device in the topology pane, but are used for other displays as well
(e.g., for Inventory properties). For the Authorized Paths, Paths, and
Violations displays, they also are useful to review changes.

The content of the various detail panes are described later on in this manual.
If a tab is grayed, there is no data of that type to display.

You can manipulate the detail pane area in a number of ways, increasing or
decreasing the number of details panes you see at any time.

e At the bottom of the pane, click a tab to display its corresponding detail
pane. Click again to hide it. Detail tabs are grayed if they are not
available from the current view.

e Alternatively, use the Tabs option from the View menu to open/close a
detail pane. Mark a pane to open it; unmark a pane to close it.

With multiple panes open, drag the divider bars between the panes to view
more or less data for any topic.

Change the data displayed in the detail panes by:
e  Selecting a device icon in the topology view.

e  Selecting a row in the main table (applicable with the Changes detail
pane, and only for the Paths, Authorized Paths, and Violations displays).

In addition, you can expand, compress, sort, and filter detail-pane data, as
detailed under to Navigation Tips (page xv).

2.5.1 Properties Detail Pane

The Properties pane displays the properties associated with the currently
selected device. Properties are available for each SAN device, and the
information displayed varies depending on the type of device. Select a
device in the topology view, or from any main Inventory table (switches,
hosts, etc.), to view its properties.

Details about the information displayed in the Properties panes are included
where appropriate in this manual.
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2.5.2 Paths Detail Pane

The Paths pane displays information about each known logical access path
for the currently selected device. Select a device in the topology view, or
from any main Inventory table, to display the following information for its

paths:

Field Description

Violations icon — Displays if the path has a violation.

Q'Q Authorized Paths icon — Displays if a policy was defined
for the path.

Host Name of the host from which the path originates.

Storage Name of the storage device where the data for this path
resides.

Volume Name of the volume where the data for this path resides
(not applicable for tape devices).

Capacity Size of the volume, in gigabytes (not applicable for tape

(GB) devices).

Host Ports Number of host ports that can access the storage (tape
device or volume).

Hops Number of switch devices the path traverses from the host
to the storage. The comma-separated list shows the
number of switch hops for each physical path. For
example, one access path may have two potential physical
paths, each with different number of switch devices.

Since Date/time when the path was first discovered.

/ﬁ‘ Icon indicating that the path’s policy, specified when the
. path was authorized, is currently designated as a Work In
Progress (see page 47). No violations are tracked for a
Work In Progress.
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2.5.3 Ports Detail Pane

The Ports pane displays information about the ports on the currently selected
device. Select a device in the topology view, or from any main Inventory
table, to display the following information about the ports on that device.
Please be aware that the specific information shown will vary, depending on

the type of device:

Field Description

Port Applicable for switch and storage ports only. Port
identifier.

Port WWN WWN (World Wide Name) to identify the port.

Connected to Device and port to which the port above is physically
connected.

Fabric/VSAN | Fabric/VSAN on which the port is configured to operate.

State Current state of the port (taken from the device itself).
Please refer to the device documentation for an
explanation of values.

Status Applicable for switch and host ports only. Current status
of the port (taken from the device itself). Please refer to
the device documentation for an explanation of values.

Speed Speed capability of the port (not applicable for tape
devices).

GBIC Type of GBIC (GigaBit Interface Converter) used for the
port.

FC4 Applicable for switch ports only. FC4 (application layer)

protocol, displayed as any subset/combination of the
following values:

BASIC_LINK
EXTEND_LINK
FCIP

SCSI_FCP
FC_SERVICES
FC_SW

SNMP
FABRIC_SERVICES
FABRIC

DIAG

VI
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Field Description

Firmware Applicable for host ports only. Version of firmware
running on the port.

Vendor Applicable for host ports only. Name of the vendor who
sells the port.

Model Applicable for storage ports only. Manufacturer’s model
number.

Adapter WWN | Applicable for host ports only. WWN for the device port
adapter.

Node WWN Applicable for storage and host ports. WWN for the
port’s parent node.

2.5.4 Zone Members Detail Pane

The Zones pane displays a list of zones to which the currently selected
device belongs (i.e., is a member of), together with information for each
member in that zone.

Select a device in the topology view, or from any main Inventory table, to
display its zone information. The details in this tab vary, depending on the
type of device selected:

Field

Description

blank

Applicable with any presentation order ( [ - other
than No Grouping. Column that organizes the data
according to the selected grouping format. The
number in parentheses indicates the number of zones
reported in each row.

Zone Name

Name of the zone.

Fabric/VSAN

Fabric/VSAN in which this zone is configured.

Device Type

Type of device selected currently (Host, Storage,
Tape, or Generic Device).

Device Name

Name and IP address for the device.

Status

Status of the zone-member device (taken from the
device itself). Please refer to the device
documentation for an explanation of values.

Member

Zone member information, as known to the Switch or
Fabric zoning mechanism:
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Field

Description

e For WWN-based zoning, this is formatted as
follows:

(X) 10:B0:00:00:00:00:00:73

Where the value of X can be P, N, or G, to
indicate that the WWN that follows belongs to a
port, node, or generic device, respectively.

e  For switch-port based zoning, the formatting
varies depending on the type of switch, but looks
something like this:

13,fc0 (Switch 3)

Where 13 represents the domain ID, and fcO is the
port name. Together these two fields uniquely
identify the switch.

Type

Type of zoning used: WWN (for WWN-based) or
Switch Port (switch-port-based).

2.5.5 Volumes Detail Pane

The Volumes pane shows information about volumes configured on a disk
storage device, or for a host. Select a storage device or a host in the
topology view, or in the Storage Devices or Hosts main table, to display its
currently defined volumes. The exact detail will vary, depending on the

device selected.

Each row corresponds to a specific volume:

Field

Description

blank

Applicable with any presentation order ( [ ) other than
No Grouping. Column that organizes the data according
to the selected grouping format. The number in
parentheses indicates the number of volumes reported in
each row.

Storage

Name to identify the storage device.

Volume

Volume name.

Capacity (GB)

Size of the volume, in gigabytes.

Mapped Ports

Number of storage ports through which this volume is
accessible.
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Field

Description

Masked Hosts

Number of host ports that were defined, by the masking
mechanism, as being able to access the specific volume.

Type

Vendor-specific type of volume (e.g., BCV).

Redundancy

Level of mirroring defined for the volume.

2.5.6 Violations Detail Pane

The Violations detail pane displays violations related to a specific device, or
as of a particular time stamp. This pane is particularly useful from the:

e Topology pane, where you can click on an item and view the violations
relating to that item.

e Changes pane, where you can click on a change and view the violations
as of the selected change date/time.

For each violation, SANscreen displays the following information:

Field Description

blank Applicable with any presentation order ([ =] ) other
than No Grouping. Column that organizes the data
according to the selected grouping format. The
number in parentheses indicates the number of
violations reported in each row.

Planned

Icon ( ﬁ? ) indicating that SANscreen has correlated
one or more planned tasks with the violation.

Violation Type

Type of violation reported in this row.

Host

Name of the host from which the current path
originates.

Storage

Name of the storage device where the data resides for
the violating path. If there is no path for the violation
(e.g., for a Path Outage violation), this is the storage
device where the violation data resides.

Volume

Name of the volume where the data resides for this
path (not applicable for tape devices). If there is no
path for the violation (e.g., for a Path Outage
violation), this is the volume where the violation data
resides.

SANscreen User Manual

2: Working with the SANscreen Client ¢ 17



Field

Description

Capacity (GB)

Size of the volume, in gigabytes (not applicable for
tape devices).

Host Ports

Number of host ports that can access the storage
volume or tape device (blank if none), followed by the
number required by the policy, in parenthesis. There
is no number in parenthesis if the selected path is not
authorized, or no host redundancy is specified in the
policy. Please refer to page 47 for a description of the
host-port policy requirements.

This field is blank (i.e., unknown) for Path Outage
violations.

Hops

Actual switch hops between the host and the storage
(blank if unknown, as for a Path Outage Vviolation);
followed by the number required by the policy, in
parenthesis. There is no number in parenthesis if the
selected path is not authorized, or no switch-hop
maximum is specified in the policy. Please refer to
page 47 for a description of the switch-hop policy
requirements.

Sharing

Level of volume sharing permitted by the host, as
specified by the policy (Any, Cluster, or No Sharing).
Please refer to page 47 for a description of the
volume-sharing policy requirements.

Tasks

Comma-separated list of planned tasks that relate to
the violation.

2.5.7 Masking Detail Pane

The Masking pane displays all disk volumes that are masked and/or mapped,
for a particular disk storage device, or for a host. Select a storage device or a
host in the topology view, or in the Storage Devices or Hosts main table, to
display its currently defined volumes.

Note: SANSscreen supports the planning of future volume mapping and
masking operations. Please refer to Section 10.5.11 Add Volume Map
(page 131) for a description of how to define a volume map to
SANSscreen, and Section 10.5.12 Add Volume Mask (page 132) for a
description of how to add a volume mask.
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Field

Description

blank

Applicable with any presentation order ( [ ) other
than No Grouping. Column that organizes the data
according to the selected grouping format. The
number in parentheses indicates the number of
masked/mapped volumes reported in each row.

Storage

Name of the storage device for the volume referenced
below.

Volume

Name of the volume that’s masked to the host port
referenced to the right (described below).

Capacity (GB)

Size of the volume, in gigabytes.

Storage Port

Name of the storage port (on the above named storage
device) from which the volume is accessible.

LUN Logical Unit Number used by the host to access this
volume.
Status Mapping/masking status for the volume:
Status Indicates that the volume ...
No Mapping Is not mapped to a storage port.
Allocated (no Is mapped to a storage port and
masking) masked to a host, but the
masking has been disabled so
the volume is accessible to any
host (WWN security is
disabled).
No masking Is mapped but not masked.
Allocated Is mapped to a storage port, and
masked to a host.
Host Host to which the storage volume is masked.
Host WWN World Wide Name (WWN) for the host port to which
the storage volume is masked.
Storage WWN WWN for the storage port (above).

Detailed Status

Message indicating whether there’s any problem with
the masking.

Protocol
Controller

Protocol converter through which the volume is
mapped to the storage port (applicable only for some
types of storage devices, such as EMC Clariion).
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2.5.8 Changes Detail Pane

The Changes pane displays a list of changes related to the selected path,
violation, or device. To view change detail, first select either:

e A path or authorized path from the main table.
e Aviolation from the main table.
e Any device in the topology view, or from any main Inventory table.

SANSscreen displays the following information for each change that relates to
the selected item — or each set of changes that occurred at a specific

date/time:

Field Description

Time Date/time at which a Data Source reported this
event(s).

Note: For Plans processing, this is a list of future
changes, and this column is titled Action instead
of Time.

icon Icon indicating the type of event documented on the
line (see page xi for a list of icons and their meanings).
Event List of changes reported by the Data Source at the

Time indicated. Click the & symbol to display more

detailed change information for each event that

occurred at the reported date/time.

Use the =& option to generate an HTML (Web-based) report from the
information shown. For additional information (to filter the display, or
select a range of dates to see), please refer to Chapter 8, Reviewing Changes,
beginning on page 77.
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2.6 SANscreen’s Main Menu

This section discusses the available menus, in order left-to-right as they
appear in the menu bar.

2.6.1 File Menu

The File menu contains two options: File | Edit Viev
Exit
e  Exit closes the client application. Progress

Note: All policy and administrative changes are stored at the time they
are entered to SANscreen. EXxiting simply closes the SANscreen
client.

e  Progress opens a window that shows the progress of all acquisition-
related tasks (e.g., identifying a host while authorizing a path). You can
continue to work with the system while these tasks are processing.

2.6.2 Edit Menu

The Edit menu includes options as follows: Edit | View Action Help
Copy Ctrl-C

e Copy applies for all screens, and lets you copy
selected rows to an external application (Excel,
MS Word, etc.). For task management, Copy (or
<ctrl-c>) allows you to copy a task and paste it into the plan.

Switch Properties

e Paste (or <Ctrl-v>) applies for task management, and allows you to paste
a copied task into the plan.

e  <inventory type> Properties is active for Inventory icons only, and lets
you display an independent pop-up showing the Properties for switches,
hosts & clusters, storage devices, tapes, and generic devices:

Properties Window e|A|'=]
2% Switch Properties o
Froperty Yalu
Current Zoning Enforcement
Domain 1D 1
Fabrich/SAN 10:00:00:60:69:51:4E:6B
Firrmware w3021
Gateway 48.113.207.240
4] | L] )
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2.6.3 View Menu

The View menu includes options as follows: View | Action Help
[ Aurto Refresh

e Auto Refresh automatically refreshes the display O Views b

whenever a change is reported to the SANscreen O Layers etk

server. Tabs '
e Views opens the View Control panel (see page 11).
e Layers opens the Layer Control panel (see page 10).

e Tabs opens a submenu that includes all available detail tabs. Mark the
checkbox to open the corresponding pane; unmark it to hide the pane.
Please refer to page 12 for more information about these detail panes.

2.6.4 Action Menu

The Action menu lists specific actions that are Action | Help
available for the current view and selected item(s), Ll
.. . . Edit Authorized Path

and is illustrated to the right for the Paths display. Delete Autharized Path
You can also launch this menu by right-clicking
with the cursor hovering over the main table or L e

- CQZuum in +
topology pane. Because the actions vary, they are & zoom out
discussed where appropriate throughout this Gl zoom box
manual. =

Export Cirls

The top section of the Action menu contains actions t:’::s'“ :
that can be executed for the current view. For Manage N
example, with Paths displayed, the top section of D ,
the Action menu (shown here) lets you authorize, Groups v
edit, or delete the selected path; or analyze a View g

violation.

In the Action menu illustrated here, the next sections apply for the Topology
view, and offer actions that help manipulate that view, or manage/identify
the devices in that view. These features are described with the Topology
layouts in Chapter 3.
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2.6.5 Help Menu

The Help menu displays information about the version of SANscreen you are
running currently, and/or lets you open the SANscreen User Manual and
Installation and Administration Manual in PDF format.
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Chapter 3
Establishing Topology Layouts

The Topology pane provides a graphic representation of your SAN, allowing
you to visualize the SAN devices and their connections. Each user can
organize and save the layout in a way that’s most appealing to him/her.
Custom views can include groups and subgroups that classify the devices in
a way that’s meaningful to the user.

The instructions in this chapter describe how to manipulate the graphic view
and data displayed in the topology pane, thereby creating views that are most
useful. Please keep in mind that each topology icon and link is hot: you can
hover or click, to display relevant information when and where you need it.

To view the topology of your SAN:

1. Choose Topology View from the navigation tree. This presents a large
view of your SAN (and no main table data).

or

2. Choose Violations, Authorized Paths, Paths, or Changes from the
navigation tree. These views include an integrated topology pane below
the main table data. You can toggle display of the topology pane from
these views by clicking the Topology tab in at the bottom of the screen. :

Site2

& U0

Storaged

o e A

89 Topology () Properties 6 Porte ) Zones &%) Masking [ volumes o Paths Wyiolatio’
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3.1 The Topology Toolbar

The following tools are available to help create layouts that meet your
working needs. These tools are accessible through a toolbar located to the
right of the topology pane.

You’ll want to experiment to find the tools that work best for you.

Tool

Used to...

il
—

Toggle Layers — Display or hide the Layer Control panel.

D

Toggle Views — Display or hide the View Control panel.

Pan — Drag the topology display around on our screen.

Select — Select individual devices in the topology display.

Zoom To Fit — Fit all topology inside the area displayed.

Zoom In — Zoom in to focus on a specific environment.

Zoom Out — Zoom out to show more of the topology.

¥
k
kA
g
<

Zoom Box — Enlarge and center the area where you drag the
tool.

[#]

Expand/Collapse Selection — Show/hide detail for the selected
item (the group layout if you select a group (site), or individual
ports if you select a host, switch, or storage device).

Focus on Selected Group — Bring the currently selected group
or site to the center of the topology display.

| @

Create a New Group — Open a dialog that lets you create a new
group (typically a site).

Delete Group — Delete the currently selected group.

B |

Rename Group — Rename the currently selected group.
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3.2 The Topology Menu

In addition to the tools described above, Sgeame
SANSscreen provides several options that g:::::;

help lay out the topology in a meaningful =

way. The tools/options are accessible from |

the Action or right-click menu (shown to the | tinks

Manage

rlght) Device
Groups @
A
Menu See
Option Used to... page...
Export Export a graphic image of the SAN topology. 29
Layout Automatically arrange the topology icons. 28
Links Customize the style of your links. 35
Manage Launch the management console for a device, via a 39
telnet or a Web session.
Device Identify and manage devices, and perform other 37
device-related processing.
Groups Group devices so you can better manage and view 31
them.
View Create a new view, or rename or remove the 30
currently selected view.
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3.3 Using Layouts

Layouts lets you arrange your SAN [ Layout »| Runlayout iz
devices to best meet your IO

. Load layout Cirl-o
requirements. Follow the Savelayout  Cils
instructions below to do this: Delete layout __ Ct-d

1. Establish a starting point for the layout:

o Choose Run Layout from the Action or right-click menu.
SANSscreen positions the icons so as to minimize the number of
crossed paths.

o Alternatively, for SANs with a limited number of devices, use the
Run Grid Layout option to automatically arrange the icons in a grid,
with a constant distance between each icon.

2. Create groups and subgroups for fabrics, host groups, and data centers in
a way that correctly represents your organization. SANscreen does this
for you automatically, but you can create new groups and modify the
automatic groups as necessary. Please refer to Section 3.5 Working
With Groups, starting on page 31 for further details.

3. Drag the icons around the topology pane until the layout looks right.
Then save the layout (Save Layout) and assign it a name.

Saved layouts are available to all users, so other users can leverage your
work and load the layout you saved. You’ll typically use the Load Layout
option when a new user is running SANscreen, or when you’re running
SANscreen on a new machine and you want to return to the last stable
topology arrangement.

Use the Delete Layout option as necessary, to remove unused layouts.
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3.3.1 Exporting the Topology Layout

You can export the image of your SAN as it appears in the topology pane,
for incorporation into reports, or to be sent to a printer. To do this:

1. Open or create the layout you want in the topology pane.

2. Choose Export from the Action menu to open the Save dialog:

Save %]
Logk [n ‘U Onaro E| ‘@‘ ‘ﬂ‘ |2| | E”EE'
D,J BMPs client U,J Criginal Docs
(J BMPs Data Source changes only from Assaf LJ Reports Generated
Uj BMPS_admin_portal reviews from Assafv2.8
) DELIVERED J sanscreen_backups
Exports \U SANscreen_logs
D,J From Gadi and demo DBEs U,J starting 2.9.40
J From omri 1 visio art- Admin
<] |
File Marme:  [sxporttopology September Sth |
Files oTType:  [Portable Network Graphics =]
Open | ‘ Cancel |

3. Using this dialog:

o Select a location to store the new graphics file. As necessary,
change the Files of Type field to include the target directory. Use
the icons in the upper right corner to go up one level, open the
Desktop, create a new folder, provide a plain list, or provide a
detailed list, respectively.

o Enter a name for the file (File Name field).

o Select the type of graphics file to create (Files of Type field).
Selecting All Files results in a JPEG.

o Click save.

The layout is now available as a separate graphics file that can be printed or
incorporated into other files. As necessary, you can edit the image further

using a graphics program.
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3.4 Working With Views

SANSs can be quite large and include many devices, and a topology that
includes all devices is often too cluttered to be useful. You can create views
that include specific device groups, to simplify and organize the display.
The device groups can be nested, effectively creating subgroups. Please
refer to page 31 for information about groups.

To look at a list of available views from the topology
pane, choose View — Views from the menu (or click the
Toggle Views @ icon in the toolbar). The View Control
pane opens, with a drop-down list of the views that have

been saved.

The Default view is a standard view, and cannot be deleted
or renamed. This Default view always exists as the initial

topology representation.

x|
View Control

default [~]

= &> Sited
[ % Tapes
& Site2

The sections below tell how to create a new view, rename a view, or remove

aview.

3.4.1 Create a View

Use the right-click menu from the View
Control pane (right) to create a new view.
Alternatively, choose Action — View —
Create View from the menu.

Assign a name for the view, then click
OK:

Create view

o Create view

|NewView

| 0K | Cancel |

kadl
View Control
default [+]

B O gl Sitel
[ & Tape
& Site?

FoCus on group F2
i1 Create group
# Delete group

A Rename group

Create view

R view
Rename view

With the new view displayed, the icons maintain the same position they had
previously in the topology pane, but any group names are removed. Define
new groups for the view, then move your devices around to fit into the
groups/subgroups, as you wish. Please refer to Section 3.5 Working With
Groups for information about working with groups.
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3.4.2 Rename a View

Use the right-click menu from the View Control pane to rename an existing
view. Alternatively, choose Action — View — Rename View from the menu.

Enter the new name when prompted, then click OK:

Rename view

o Renarne view new view
|NewView Mame

| oK H Cancel

3.4.3 Remove a View

Use the right-click menu from the View Control pane to remove an existing
view and all its groups. Alternatively, choose Action — View — Remove View
from the menu.

You’ll be prompted to verify the delete.

3.5 Working With Groups

SANscreen automatically places new devices into topology groups and
subgroups as they are added to the SAN. These automatic groups are placed
in the Default view. SANSscreen creates new groups when required, and adds
devices to the most appropriate group/subgroup where they exist already.
The groups are named Island 1 (for the group defined when the first device is
discovered and added to the SAN), Island 2, Island 3, and so forth.

All the devices in each group have connectivity, and are be placed in up to
four subgroups:

e The Hosts subgroup contains one or more hosts that have connectivity
with the same set of switches.

e The switches subgroup contains all the switches for a particular fabric.
The subgroup name will be either the fabric-name, if available, or the
fabric WWN.

e The Storage Devices subgroup contains all disk storage devices that are
connected to the switches in the group.
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e The Tapes subgroup contains all tape devices that are connected to the
switches in the group.

As each new device is added, as long as it’s connected to a device in an
existing group, it will be placed in the appropriate subgroups for that group.
As soon as a device is added that’s not connected to a device in an existing
group, SANscreen creates a new group (Island 2, for example).

As necessary, you can create new groups — and/or manipulate the
automatic groups — for specific business reasons, such as dividing hosts by
user groups.

Groups are view-specific, and each view has its own grouping scheme.
After you create a view — or when working with the Default view — you
can define one or more groups within that view, to combine the devices in a
meaningful way.

Groups can be expanded to reveal the devices within, or they can remain
closed, making it easier to work with the other groups/devices in your
topology. You can nest groups, thereby creating (sub) groups within groups.

This section tells how to work with groups, and details each available
activity in order as the group options appear in the right-click menu available
from the View Control pane, and/or the topology pane. Before starting, make
sure you are working in the correct view by choosing that view from the
View Control pane.

3.5.1 Focus on a Group mnlCont ol =

Choose the Focus on Group
option to bring the group into
focus at the center of the topology
display.

4
| FOCus ongroup  F3
-1 Create subgroup
& Delete group

A Rename group
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3.5.2 Create a Group (or Subgroup)

While positioned at a particular view,
choose Create Group, or click the =

icon, to add a new group to that view. To

add a nested (sub) group, first select any
icon that’s part of the parent group, then

choose Create Subgroup.

Chose the most appropriate icon for the
group from the Group Type dropdown
(shown below), and assign a meaningful group name. Click OK when you’re

through.

Create

Group Type  |[:° Building ’T

x|

View Control

B O g Sitel

Focus on group F2

O ﬁTape|

! Create group

Gio» Site?

M Delete group
A Rename group

Create view

R view
Rename view

— " Building
|_ i) Generics
4 Hosts

8% Tapes

(3 FabricivSAn
ﬁ: Starage Arrays
& Island

SANSscreen adds the group to the View Control pane, and adds an empty
group box to the topology display. Drag the devices you want into the new

group.

3.5.3 Delete a Group

With the target group selected, choose Delete Group, or click the &l icon, to
delete an existing group. SANscreen verifies the request:

Delete group

@

Delete group MY C

[res | [ mo |

After you click Yes, any devices that were defined within this group will be

moved to the background.
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3.5.4 Rename a Group

With the target group selected, choose Rename Group, or click the A icon,
to rename an existing group:

Rename group

o Renarme group MY C

| Ok || Cancel

Type the new name then click OK.

3.6 Tools that Help View the SAN Topology

This section describes additional tools you’ll use when working with the
topology view.

3.6.1 Zoom Tools

The zoom tools let you to see the big picture, or drill in for a closer look at
any level. Select the zoom tools from the Action menu or the topology
toolbar.

e Zoom-to-fit [l — Resizes the topology view to fit within the screen.
This does not change the relative location of the icons and links but
rather changes the presentation ratio.

e Zoom-in q — Increases the zoom factor to 1.5 times the original size.

e Zoom-out Q — Decreases the zoom factor to 0.66 times the original
size.

e Zoom Box Q; — Enlarges and centers an area of the image within the
topology pane. (Drag the tool to the area of interest.)

3.6.2 Expand/Collapse Mode

Each SAN device can be viewed in an expanded mode by:

e Right-clicking the device and choosing the Expand Collapse option
from the drop-down menu.
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e

e Clicking the device, then the Expand Collapse button ; to the right.
or
e Double-clicking the device.

In either case, the Expand mode shows the ports of the device and connects
each link to the appropriate port. The port color reflects the port status, as
follows:

Port Color  Status

Green Functional
Blue Unused
Red Failure
Gray Unknown

A device appears highlighted (surrounded in color) if zone-highlighting is in
effect (described on page 10) and the port is a member of the highlighted
zone.

3.6.3 Determining Valid Actions
When a right-click menu is opened and the cursor is over a specific device,

all the actions relevant to that device are included at the bottom of the menu.
These are the same actions that appear in the Action menu.

3.6.4 Changing Link Style

SANscreen’s Action — Links option lets | Links » Round  shitd
you customize your layout views with
three different types of link style. You
can choose the style that best fits your requirements. The link style is saved
as part of a saved layout.

Square  Shifts

% £ % & 9 4
Host 3 Host 5 3 Host 3 Hast 5 t Host 3 Host 5 i
Switch 2 Syritch 2 Switch 2
Round Rounded Square
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3.6.5 Hovering Over an Icon to Display Detail

Detailed device, port, link, and zone information is available at a glance, by
hovering the cursor over objects and connections:

e Device properties — Let the cursor rest ==~

Switch 3
on any device to view that device’s Switch 3
properties (shown right). M fortan et e

Fabric {¢SAMN): 20:00:00:00:00:00:00:00
Domain ld: 13

Ports: 16
e Port properties — In expanded mode
(_=.), move the cursor over any port to
see the port detail:
USCG_TH _
Port fc13
® AT 20000:00:60:69:51 4F:.CD
Tapes [Mode WWH;  10:00:00:60:69:51 4F.CD [~
State: Offline
Speed: G
GEIC: Shart wave
Model: 9.2
Mot Connected
Fabric: 10:00:00:60:69:51:4E:6E

e Link properties — With the cursor over a link, the link is highlighted
and its properties display (shown to the left below). If you’re working
in expanded mode, each link is tied to its corresponding port (shown to

the right):
Y e AT =
’-_'.',-\ ““""—-——-—_— Ay
Switch 3 R
Link is0) Link 750 Switch I
DEVICE PORT DEVICE PORT| <7
Switch 3fe15 Switch 3fe15 | Host§
Switch 2 fed Switch 2 fel
Collapsed Mode Expanded Mode

e Zone properties — When zones are highlighted (see page 10), position
the cursor over any zone rectangle to see the zone detail:

Switch 2

<
Host &
F’ Zone Zone Host 6
S‘tnr!agg4 Fabric {4SAMN): 20:00:00:00:00:00:00:00

Connectto Fabric (WSAN): frue
Devices: 2
Type: AT
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3.7 Manually Identifying a Generic Device

SANscreen supports automated Manag |

methods of identifying host EW'Z e -
devices and their HBAs, based

on RegExp and DNS. These Properties .2
methods are further explained in e :
Chapter 11.

This section describes the manual methods available to identify a host with
its HBAs, as well as to undo the identification for a device that was manually
identified previously.

By selecting a device in the Topology view and using the Device submenu
from the Action or right-click menu, you can manage the device as follows.

Note: Some of these features are also available from the Inventory Action
menu. Please refer to Chapter 12 for details about the inventory
displays.

e Identify Generic Device — Opens the Identify Selected wizard, which
is used to identify generic devices (applicable only when clicking on the
20 icon). Follow the instructions on page 169 to identify the device.

e Undo Identification — Removes the Lnidentbenics
identification of a device. (You Pd)  Unidentiy Host HO004
cannot undo the identification for
devices that are discovered through Les J [ o |

Data-Source acquisition.)
SANscreen will verify the request, as
shown to the right. Click Yes to remove the device’s identification data
from the database, and to change its icon to a generic device icon.

3.8 Other Device-Related Activities

By selecting a device in the Topology view and using the Device submenu
described above, you can also perform the following device-management
activities.

Note: Some of these features are also available from the Inventory Action
menu. Please refer to Chapter 12 for details about the inventory
displays.
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e Delete Inactive Device — Removes a Doleds iactive devices
device from the SANscreen database, € ﬂ:‘;;ET':;g‘:E“E“‘E“D}
typically after you decommission a piece
of equipment in your SAN. SANSscreen
will verify the request. After you click
Yes on the confirmation widow, the
device is removed from the SANscreen
database and disappears from the topology
view.

[es | [ 1o |

If you remove a host device, its HBAs will now appear as generic
devices.

Before using this feature:

o Make sure the device is marked as inactive. The device icon and
inventory device rows should be grayed, and there should not be
any links to any other devices in the topology view. This happens
automatically when you remove the Data Source corresponding to
the device, as detailed in the SANscreen Installation and
Administration manual.

o Ifthis is a storage or host device, go to the Authorized Paths screen
and delete all APs originating from, or targeted to, the inactive

device.
e Delete Inactive Adapter/Controller — | Releteinactve adaptericontroller
- - (;: . Delete inactive adaptaricontroller from
Deletes an inactive host ¢/ Miwyrrr

adapter/controller (applicable only with
a host device selected). SANscreen will
verify the request. After you click Yes
on the confirmation widow, the
adapter/controller is removed from the

SANSscreen database. (The host device (o]
will remain connected to any other
HBAs.)

e Properties — Opens a separate Properties window, with information
that’s the same as in the Properties detail pane for the selected device.

e Select all Connected — Selects all devices that are connected to the
currently selected device. This is useful when building groups (see page
31), to select all the devices you want to place together into a group.
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3.9 Managing a Device via Telnet or HTTP

SANSscreen lets you open a telnet or Web-based management session to a
SAN device. To do this:

1.

Highlight the device with which you want to connect — either in the
topology pane or in a main Inventory table.

Click the right mouse button to open | Manage »| it
the drop-down menu, or open the Telnet
Action menu.

From the topology view, choose Manage then select either Http or
Telnet. From the inventory displays, simply choose Http or Telnet:

o Http opens a browser and attempts to connect to the IP address of
the selected device.

o Telnet opens a console window and attempts to establish a
connection with the selected device.
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Chapter 4
Viewing and Authorizing Logical Paths

A logical path is the relationship between a host server and its data residing
on a storage device (disk volume or tape). Each logical path is defined and
identified by these two end points: the host server on one end, and the
storage volume on the other. A logical path comprises physical links —
starting from the link between the server and its edge switch, optionally
followed by links between core switches, and completed by the link between
an edge switch and a storage volume (or tape). Your SAN can have multiple
physical paths for each logical path.

Each path has attributes — including the specific devices on the path
between the end points, the number of possible physical paths between the
two end points, the level of security of the path between the end points,
volume sharing, volume mapping/masking, and so forth.

This chapter describes how to view logical paths and their attributes using
the Path List main table, the topology pane, and the detail panes. It also
describes how to authorize a path, which involves defining a policy that you
want to enforce for the path.

4.1 Reviewing the Path List Main Table

The main Path List table lists all the logical paths in the storage area

network. Click the Paths icon. “=” from the navigation tree (Validation
category) to view this table, shown in Figure 3 on page 42.

The number following the table’s title, in parentheses, identifies the total
number of logical access paths in the list. Each row represents a single
logical path. (If your list is grouped ([ -), you'll have to explode the
groupings to see this level of detail.) If the row is red, SANscreen has
detected a path-related violation.
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q Q i 0

Figure 3: Sample Path List

Each row contains the following information:

Field Description

blank Applicable with any presentation order (] ) other than No
Grouping. Column that organizes the data according to the
selected grouping format. The number in parentheses
indicates the number of logical paths reported in each row.

Icon that indicates a path violation. For the No Grouping

display, if SANscreen detects a violation, it highlights the
row in red and displays this icon in the row. For displays
that are grouped ([ -|), SANscreen highlights groups/paths
that have a path violation in red, and lists the number of
violations detected for the row in this field.

Please refer to page 62 for a description of possible
violations.

% Icon that indicates an authorized path. Either this icon

appears in the row (for the No Grouping display), or the
number of authorized paths in a grouping appears in this
row, as explained above for the Violation icon.

Host Name of the host from which the path originates.

Storage Name of the storage device where the data for this path
resides.

Volume Name of the volume where the data for this path resides

(not applicable for tape devices).
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Field Description

Capacity Size of the volume, in gigabytes (not applicable for tape
(GB) devices).

Host Ports | Number of host ports that can access the storage (volume or

tape device).

Hops Number of switch devices the path traverses from the host

to the storage. This comma-separated list shows the
number of switch hops for each physical path. For
example, one access path may have two potential physical
paths, each with a different number of switch devices.

Host Comma-separated list of fabrics to which the host is
Fabrics connected (fabric name if available; otherwise the fabric

WWN). By filtering this field, you can view only those
hosts that are connected to a particular fabric(s).

Since Date/time when the path was first discovered.

' #. Icon indicating that the path’s policy, specified when the

path was authorized, is currently designated as a Work In
Progress (see page 47). No violations are tracked for a
Work In Progress.

4.2 Looking in Detail at an Access Path

When you select a logical path in the Path List main table, SANscreen
highlights the row, and displays information related to the selected path in
the Topology and Change List panes.

In the Topology pane, SANscreen highlights the links in the currently
selected path, as shown in Figure 4 (page 44). The highlighting is
green when you select an authorized path, and red when you select a
violating path.

If the logical path has two fully redundant physical paths, SANscreen
highlights both paths. If the logical path does not have two fully
redundant paths, SANscreen highlights the two shortest physical paths
instead.

By default, SANscreen displays only the path you select in the Path List,
helping you to focus on relevant configurations, particularly in large
SAN environments. If you want to display all paths (with only the
selected path highlighted), unmark the Path Only option in the Layer
Control panel.
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e The Change List (Changes detail tab) displays all the changes that
occurred in the SAN related to the currently selected path. The list of
changes includes all the physical actions and configuration changes
performed on devices belonging to the path, implications of these
actions (such as the path appearing or disappearing), and changes to the

corresponding authorized path.

Please refer to Chapter 8, Reviewing Changes, starting on page 77, for a

general description of the Changes pane.
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Hops | Host Fahrics |
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Figure 4: Selecting a Logical Path in the Path List, and the Topology Pane
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4.3 Authorizing a Logical Path

In addition to the common operations supported by all main tables
(described on page 8), the Path List lets you authorize logical paths by
creating a policy for each path. You can only authorize a path that has not
yet been authorized, and that originates from a host.

Note: Paths originating from a generic device cannot be authorized. You
must identify the generic device as a host before authorizing the path.

You can authorize paths one at a time, or you can group paths that will use
the same policy settings, and authorize them in a single step. In either case:

1. Select the path(s) in the Path List main table that you want to authorize.
You can select a range of paths (using the <shift> key), or multiple non-
contiguous paths (using the <ctri> key). Each selected path will have
the same policy applied.

2. Choose Authorize Path from the Action Host 141)|_ Authorize Path

or right-click menu. Host4 (1) Edit Authorized Path
Delete Authorized Path

SANSscreen opens the first page of the
Path Authorization wizard, which lists the path(s) you selected:

Authorize paths - Paths to approve X
i i Host | Storage | Yolume

% Path Authorization Host15 Storage2 134-6512198
Use the "Path Authorization Wizard" to define Host15 Storage? 161-1301826
the access, availability and performance Host1 Storage2 188-4431686
palicies ofthe selected paths. By pressing the Hostls Storagel 161-2850502
"Next" hutton you confirm that the paths listed at Host4 Storage? 134-75B0774
the table will be subjectto policy change Host15 Storage2 161-3899078
defined throughout this wizard session. Hostl5 Storage? 161-5956230
Host14 Storage? 188-2334534

Host15s Storage2 134-8609350

1. Authorized paths Host15 Starage? 188-3383110

2. Aftributes Host5 Storage2 168-12685058

3. Confirmation Host15 Starage? 161-4947654

Host14 Storage? 134-9657926

* Green background marks already authorized paths
** Red backaround marks unsupported paths

| <mack || mMex> || Finish | | cancel

3. Review the entries and then click Next. The second page lets you
specify the policy settings:

Note: You can click Finish at any time, to complete the authorization
using all default values.
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Authorize paths - Attributes: x|

selected paths.

1. Authorized paths
2. Attributes

# Redundancy jevel-

# Sharing -

volume

access the volume

the changes view

3. Confirmation

<3 Path Authorization

Use the "Path Authorization Wizard" to define the
access, availability and performance policies of the

O None - No redundancy is required

O No Spf- The path must be have access
to the volume frorm two redundant rautes

O Dual Fabric Redundancy - The path is Wark in progress [
able to access the volurme through two
fabrics and without single point of failure

Type

Redundancy level ‘DualFabr\c

Afributes

Sharing ‘Any

Min hostports [

!!E [

Max switch hops [

& Ali- Any hostis permitted to access the

O Cluster- Members oTthe same cluster
are permitted to access the valurme
O No Sharing - A single hostis permitted

* Min host ports - Minimum number of host
ports that can access the volume

& Max switch hops - Maximum switch hops that
seperate the server from the volume

# Work in progress - Check when path is notin
production. These violations are not listed in

| < Back H Mext > H Finish | | Cancel |
———

4. Complete the fields to define the policy you want SANscreen to enforce
for the selected paths. Table 1 describes each parameter.

Table 1: Policy Options to Authorize a Path

Field

Description

Redundancy Level

Desired redundancy level:

Dual Fabric — The policy requires the host to
reach the storage device through at least two
different fabrics.

No SPF — The policy requires at least two paths
between the host and its storage device, and
SANscreen should verify that each path travels
through unique devices. In other words, all SAN
devices traversed by a given path must be
redundant. If two paths use the same switch, the
switch is a possible point of failure for both paths
and would be flagged as a violation.

None — No redundancy is required on the path.
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Field

Description

Sharing

Level of volume sharing permitted by the host, as
follows:

e Any — Any host can access the storage, irrelevant
of its cluster membership.

e  Cluster — Members of the same cluster can
access the storage, but other hosts cannot. If a
host is a member of more than one cluster (or no
cluster), that host cannot access the volume.

e No Sharing — Only a single host can access the
volume. All access paths to the volume must
originate from the same host device.

Min Host Ports

Minimum number of host ports that should be active
(i.e., have access to the storage volume or tape device)
for each path.

Maximum Switch
Hops

Maximum number of switch hops on the shortest path
between this host and its storage data. This parameter
helps with SAN performance issues.

Work in Progress

Check-box used to indicate that the policy should not
be enforced yet (typically because SAN changes are
not yet complete). By marking this box, you will not
receive violation messages. You will have to return
here to uncheck this box in order for SANscreen to
monitor the path(s).

5. Click Next to open the final page of the Path Authorization wizard:

ize paths - 3} hi

settings as summarized.

1. Authotized paths
2. Aftributes
3. Confirmation

<} Path Authorization Tove

Use the "Path Authorization YWizard" to define the
access, availability and performance policies of
the selected paths. Please confirm the policy

Redundancy level |Dua| Fahric |

Aftributes

Sharing  [Any |

Min host ports |2 |

Max switch hops |1 |

Paths

Host | Storage Wolume
Hostl 2 Storage2 134-4415046
Host12 Starage? 134-5463622
Host! 2 Storage? 107-5979580
Host! 2 Storage?2 187-9188806
Host12 Starage? 107-3862438
Host! 2 Storage? 107-4931014
Host! 2 Storage?2 188-0237382

* Green background marks already authorized paths
** Red hackaround marks unsupported paths

| <Back || [| Finisn | | cancer |
——— - S
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6. Confirm your selections and click Finish.

After completing the wizard, the paths you just authorized will have an
authorized-path icon @ in the main table, and will display in the Authorized
Path List. SANscreen will monitor these paths according to your policy
settings.

To make changes to the policy settings, please refer to the instructions in
Section 5.4.2 Editing an Authorized Path, starting on page 56.
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Chapter 5
Viewing Authorized Paths

SANscreen monitors your SAN based on access-control policies. These
policies comprise authorized paths that:

e Authorize the access between a host and its data on a volume (i.e., a
logical path).

e Define the required level of redundancy for the given path.

This chapter describes how to view and manage authorized paths in
SANSscreen. It also includes instructions to:

e Analyze the violation for a selected Authorized Path.

e  Authorize a new path, should you choose to do so from the Authorized
Path List

e  Edit or delete a path’s authorization.

Note: For the most part, you’ll authorize paths from the Path List, as described
in Chapter 4. This is because you can only authorize a path that has not
yet been authorized, and the Authorized Path List, described in this
chapter, includes only paths that have been authorized already.

5.1 Reviewing the Authorized Path List Main Table

The main Authorized Path List (APL) table includes a list of all authorized
paths (APs) defined to SANscreen (see Figure 5 on page 50). Click the
Authorized Paths icon from the navigation tree (Validation category) to
view this table.

The number following the table’s title identifies the total number of
authorized access paths in the list. Each row in the table represents an
authorized path between a server and its data on a specific volume. (If your
list is grouped ([ 2], you'll have to explode the groupings to see this level
of detail.) If the row is red, SANscreen has detected a policy-related
violation.
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Figure 5: Sample Authorized Path List

Each row contains the following information:

Field

Description

blank

Applicable with any presentation order ([ -|) other
than No Grouping. Column that organizes the data
according to the selected grouping format. The
number in parentheses indicates the number of
authorized paths reported in each row.

Icon that indicates a policy violation. If an authorized
path does not currently comply with the policy defined
for it, SANscreen highlights the row in red and
identifies the number of violations detected. Please
refer to page 62 for a description of possible
violations.

Host Name of the host from which the authorized path
originates.

Storage Name of the storage device where the data for this
authorized path resides.

Volume Name of the volume where the data for this authorized

path resides (not applicable for tape devices).
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Field Description
Capacity (GB) Size of the volume, in gigabytes (not applicable for
tape devices).
Owner Name of the user who defined, and is responsible for,
the authorized path.
Redundancy Required redundancy level, as defined when the path
was authorized:
e None — No redundancy is required on the path.
e No SPF — All SAN devices traversed by this
path are redundant; therefore, failure within a
single device will not cause the logical path
corresponding to this authorized path to go down.
The policy requires at least two paths between the
host and its storage device, and SANscreen
verifies that each path travels through unique
devices.
e Dual Fabric— The host can reach the storage
device through at least two different fabrics.
Sharing Scope of the volume sharing, as defined when the path

was authorized (see page 47):

e Any — Any host can access the storage, irrelevant
of its cluster membership.

e  Cluster — Members of the same cluster can
access the storage, but other hosts cannot. If a
host is a member of more than one cluster (or no
cluster), that host cannot access the volume.

e No Sharing — Only a single host can access the
volume. All access paths to the volume must
originate from the same host device.

Min Host Ports

Minimum number of host ports that are active (i.e.,
that have access to the storage data). Value is Any if
the policy does not specify any host-port redundancy.

Max Hops Maximum number of switch hops in the authorized
path, between the host and its storage data. Value is
Any if the policy does not specify a maximum number
of switch hops.

Since Date/time when the authorized path was first defined.

%

Icon indicating that the policy specified when the path
was authorized is currently designated as a Work In
Progress (see page 47), so that violations are not
tracked.
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5.2 Looking in Detail at an Authorized Path

When you select an authorized path in the main APL table, SANscreen
highlights the row, and displays information related to the selected path in
the Topology and Change List panes.

e Inthe Topology pane (illustrated on page 50), SANscreen highlights the
links in the logical path corresponding to the currently selected
authorized path. The highlighting is green if there are no policy
violations; red when you select an authorized path that has violations.

If the logical path has two fully redundant physical paths, SANscreen
highlights both paths. If the logical path does not have two fully
redundant paths, SANscreen highlights the two shortest physical paths
instead.

By default, SANscreen displays only the path you select in the
Authorized Path List, helping you to focus on relevant configurations,
particularly in large SAN environments. If you want to display all paths
(with only the selected path highlighted), unmark the Path Only option
in the Layer Control panel.

e The APL Change List (Changes detail tab) displays all the changes that
occurred in the SAN related to the currently selected authorized path, as
illustrated below:

O SANscreen (test) Ll kel
File Edit View Action Help 0 NA Ro
Violations 13 ] ]
Authorized Path List & 1:64:08 FM 9/22/05
Daily Changes 1]
Switch ports 151 T = ¥ @ Host [~]
Walidation 2 [ ] Host [ storage [volurme| Capacity (81| owner [ Redundancy [ Sharing [Min Host Parts] Max Hop:
WV' st Host1{1) 0 Host1 8.00 admin  No SPF Any 2
ieations = Host2(1) 0 Host2 .00 admin _ No SPF Any 2
Host 2 Storaged |3 8.00/admin Mo SPF Ay
QA”““U”ZEU aits Host3(1) 0 Host3 8.00/admin _ No SPF Any 2
% Host4{1) 0 Host4 8.00 admin  Mone Any Any Al
¥y Faths S HostA{1} 0 Hosth 2.00admin Mo SPF Ay 2
Hosta |storagez 115 B.00adrmin Mo SPF Aty 2 =l
Qchanges
| ] [
Y. !EVumerabwlmes QAPL Changes ®
= —
_&Plans G Iz [@Em o e ]
Time \ |Event
Inventory I orzama 2:37 . Oy + Fabric/WSan 20:00:00:00:00:00:00:00 on orincipal Switch 1 configuration changed (by Unknown)
Admin ¥ orzama g:a7 . Oy + Fabric/wSan 20:.00:00:00:00:00:00:00 on orincipal Switch 1 configuration changed (by Unknown)
Audit % | |1022/03 8:25 .. % + Link added between Switch Switch 2 port {9 and Host Host & port 10:80..:73 (by Unknown

10422i03 822 .. %% + Link added between Host Host & port 10:B0. ;72 and Switch Switch 1 port I£9 (by Unknown)
1002203 8:16 .| |+ Host Host &5 up (by Unknown)
10021003 412 . f‘ + Storage Storaged configuration changed (by Unknown )

] 8 Topology | (1) Properties [ Ports 63 Zones &%) Masking [ Volumes o Paths W violations | £ Changes

Figure 6: Selecting an Authorized Path and Viewing Changes
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The list of changes includes all the physical actions and configuration
changes performed on devices belonging to the path, implications of

these actions (such as the logical path appearing or disappearing), and
changes to the authorized path itself.

Please refer to Chapter 8, Reviewing Changes, starting on page 77, for a
general description of the Changes pane.

5.3 Analyzing the Violation For an Authorized Path

If an Authorized Path displays in red, SANscreen has detected a policy-
related violation. Follow these steps to analyze the violation;

1. Choose Analyze Violation from the Action or right- fiction | Help
- Add Authorized Path
CIICk menu Edit Authorized Path
Delete Authorized Path
2. SANscreen analyzes the situation, then displays BT

relevant information in the Analyze Violation
window, using three tabs (Summary, Details, and Tests):

Analyze Violation A

[ summary || Details | Tests |

Single Point of Failure {SPF) violation

Yiolation description

Path Single point of failure violation between Host Host 5 and volume 13 of Storage Storaged.

Violation analysis

Connectivity: Murnber of connected storage ports. Should be at least 2. Currentiy 1
Switch Switch 3 iz a single point of failure.

B ‘I m,:

Please refer to Chapter 6 Identifying and Investigating Violations for further

details, particularly the discussion starting on page 66, which explains the
violations display.

SANscreen User Manual 5: Viewing Authorized Paths ¢ ¢ 53




5.4 Authorization Activities

In addition to the common operations supported by all main tables
(described on page 8), the Authorized Path List lets you authorize (and
define) a new logical path, edit an authorization, and/or delete an authorized
path, as described in the sections that follow.

5.4.1 Authorizing a New Logical Path

You can only authorize a path that has not yet been authorized, so typically,
paths are authorized from the Path List (available by clicking the Paths
icon). The Authorized Path List does not list any path that’s not already
authorized; however, SANscreen provides a modified version of the Path
Authorization wizard for use from the Authorized Path List screen. This
version lets you select a host, storage device, and volume(s) individually to
create a path that may not yet physically exist in your SAN, and to set policy
for that path.

As with the regular Path Authorization wizard, you cannot assign policy for a
generic device.

To access the APL’s Path Authorization wizard from the APL main table:

1. Choose Add Authorized Path from the Action or Action | Help
right-click menu. This opens the first page of the | & Authorized Path
, . . . . . Edit Authorized Path
APL’s Path Authorization wizard, which lists all Delete Authorized Path
available host and storage devices:
Authorize paths - Select path end points x|
<3 Path Authorization Kot ost 1 3
Host 2
Use the "Path Authorization Wizard" o Host 3
define the access, availability and Host 4
i lici fth lected path
Please selet 1 and poirs ofine - &
additional paths incluging host, storage Storage  [Storaget A
and luns [T
Storage?
Storage3 —
1. Path end points Storaged
2. Attributes TAPE 1 =]
3. Confirmation
volume 11(~]
12
13
137|
14
157
18
17[=]
<k || Met> || Finish | cancer |
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Select the host and storage devices for the path.

2. After you select a storage device (above), the volumes defined on that
device appear in the Volume list. Select the volume(s) to include in the
path, then click Next.

3. The second page of the wizard prompts for policy settings:

Authorize paths - Attributes: ]|
A
<) Path Authorization | ™
Use the "Path Authorization Wizard" to Retinuancylleel ‘NU”E E“
define the access, availability and
performance policies of the selected Alirihutes
[T Sharing ‘NU Sharing E“
. =]
1. Autharized paths Win host ports [ | H
2. Attributes N
® Redundancy level- Maux switch hops [ [ 15
O Nonpe - Mo redundancy is
required
O No Spf- The path must be Warkin progress [
have access 10 the volume
from twa redundant routes
O Dual Fabric Regundancy -
The path is able to access the
wolume through tio fabrics
| < Back | || Mext > ” ‘ Finish ‘ ‘ Cancel |

Complete the fields for the policy you want SANscreen to enforce for
the path, referring to Table 1 (page 46) for a description of each
parameter.

4. Click Next to open the final page of the APL’s Path Authorization

wizard:
Authorize paths - Summary x|
<) Path Authorization T
Use the "Path Authorization Wizard" to Redundancy level ‘Nnne |
define the access, availability and Atiributes
performance policies of the selected
paths. Please canfirm the policy settings Shating ‘Nn Sharing |
as summarized
Host | Storage \ Yolume
1. Authorized paths Host1 Storaged 1
2. Atfributes Host 1 Storaged 12
3. Confirmation Host 1 Storaged 13
| < Back | | Mest > | ” Finish H Cancel

5. Confirm your selections and click Finish.

After completing the wizard, the path you authorized will be included in the
Authorized Path List. It will also have an authorized-path icon L in the
main table of the Paths display (see Chapter 4).

SANSscreen begins to monitor the path according to your policy settings.
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5.4.2 Editing an Authorized Path

After a path is authorized, select it in the Authorized Path List to make
changes. You can change the policy for one path at a time, or you can group
paths that use the same policy, and change the policy settings for all of them
in a single step. In either case:

1. Select the authorized path(s) you want to change in the main table. You
can select a range of paths (using the <shift> key), or multiple non-
contiguous paths (using the <ctrl> key). Each selected authorized path
will have the same changes applied to its policy.

2. Choose Edit Authorized Path from the Action or Action | Help

right-click menu Add Authorized Path
' [ Edit Authorized Path

Delete Authorized Path

If you selected more than one authorized path and
they are currently defined with different policy
attributes, you will receive a warning message (below). Click Yes to
continue:

Mixzed attributes

) The selected authorized paths have mixed attributes,
= Continue authorizing?

[res || o |

3. SANscreen opens the first page of the Path Authorization wizard, which
lists the logical paths corresponding to the authorized paths you
selected. Proceed as described for path authorization starting on page 46
(step 4), editing the current values as necessary.

Please note that when editing the policy for multiple paths, the second
page of the wizard (i.e., the policy settings) will display default values if
the paths currently have different attributes.

5.4.3 Deleting a Path’s Authorization

When changes are made to the physical/logical connections in your SAN, it
may be easiest to remove the authorization for paths that are involved. You
can delete authorization for one path at a time, or you can group paths and
delete their authorization in a single step. In either case:

1. Inthe main table, select the authorized path(s) you want to remove.
You can select a range of paths (using the <shift> key), or multiple non-
contiguous paths (using the <ctri> key).
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2. Choose Delete Authorized Path from the Action or | action | Help
right-click menu. This opens the Delete Path Rdd Althorizen Path
. . d I h h I h h Edit Authorized Path
Authorization dialog, which lists the path(s) you L
selected:
Delete authorization - List of paths: &
. Host | Storage \ Wolume |
h}, Delete _Pat_h Host11 Storage? 161-7044806|~
= Authorization Hostt1 Slorage? 188-6528638
. Hostl1 Storage? 188-0723142
Delete the authaorization of paths displayed Hostl1 Storagez 1620100534
Hostl1 Storage2 188-5480262
Host11 Storage? 161-31415958
Host11 Storage2 188-7577414
Hostl1 Storage? 188-8674566
Host11 Storage? 1B8-8625990
Host1s Storagel 108-4368281
Host14a Storage! 108-2271129
Host15 Storage2 161-4947654
Host15 Staraget 135-0706585
Host14 Storagel 1356-2803737
Host1s Storagel 108-5416857 —

* Green background marks authorized paths
** Red background marks unsupported paths

| < Back || Mext > H Finish 1 ‘ Cancel

3. Review the list of authorized paths to be removed, then click Finish.

After you complete the wizard, the authorization is removed from the
specified paths, making each one of them a violation. The paths will remain
on the violations list (see Chapter 6) until you physically/logically remove
them from the SAN.
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Chapter 6
Identifying and Investigating Violations

Violations are inconsistencies between SAN paths as they appear in the Path
List table (see Chapter 4), and the corresponding authorized paths (i.e.,
policies) as defined in the Authorized Path List (see Chapter 5). For planned
tasks, violations are the same, but are based on planned activities instead of
actual existing paths.

Each violation identifies a physical SAN connection that does not comply
with its authorized path. To correct a violation, either modify the
physical/logical connection(s) in your SAN, or update the authorized path.

This chapter explains how to identify violations, how to understand their
cause, and how to correct them.

6.1 Identifying Violations

Click the Violations icon. from the navigation tree (Validation category)
to open the main Violation List, shown below with the Topology pane open.
This list, shown in Figure 7 on page 60, reports existing or planned
violations in your SAN.

The number following the table’s title, in parentheses, identifies the total
number of violations shown. The Violation List includes one row for each
open violation. If your list is grouped ([ 2]), you’ll have to explode the

groupings to see this level of detail.

Note: Violations that have been corrected do not appear in this table, but can
be viewed from the Changes tab.

By default, all violations display in the main table; however, you can limit
the list to include only those violations that are:

e Planned — These violations correlate to a task that’s in Implementation
mode (see page 96). Once a task is put into Implementation mode,
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SANSscreen automatically correlates that task to any outstanding
violations.

e Not Planned — These violations do not correlate to any planned task,
but are based on existing paths and authorized paths.

To limit the list, use the filter to the far right in the toolbar at the top of the
main display:

— Click nsoli hild r nder rent entry.
Click to expand a Click to consolidate child rows under a parent entry

row that has a + to

—— CI Il il Filter to see All, Planned,
the left. ear all filters.

or Not Planned.

= Use the drop-down list to e A
File Edit View Action Help rearrange hOW you View ONARO
sjolanons 12 ‘? Violdtion List | the data. 16959 P 822105
Daily Changes 0
Switch ports 161 z = EP |L 2] Yinlation Type E“ ‘,ﬁ All
Validation = | Planned \ Yinlation Type | Host | Storage | Yolume | Cagaclngl
. = Missing Redundancy (1) Missing Redundancy
v Violations
Missing Redundancy Host10 TAFE 4
i ) Path outage (3} Path outage
Q Authorized Paths || e gingle Paint of Failure (3) Single Paint of Failure
\j A i Path (R lnautharized Path
o P Paths 4 ——. ]
6Changes Site2 =
\ & [
P\ vuinerabiites o ‘o
- Host 3
&P\ans 9
& Y X
Inventory ¥ i
Admin ¥ F’ (52|
Audit v — A «
Switch 3 Storaged
/—| £2 Topolooy u Properties ) Ports &3 Zones £%) Masking a Volumes v"; Paths ? violations O Changes

Figure 7: Sample Violation Display

The Topology pane highlights the path corresponding to the currently
selected violation. By default, only the path for the selected violation
displays in the Topology pane. You can change this to display all paths (with
only the selected one highlighted, as illustrated in Figure 7), by unmarking
the Path Only option in the Layer Control panel.

The detail panes, available at the bottom of the topology layout, provide
information about selected devices in the topology view.

Within the Violation List, each row contains the following information:
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Field

Description

blank

Applicable with any presentation order ([ -|) other
than No Grouping. Column that organizes the data
according to the selected grouping format. The
number in parentheses indicates the number of
violations reported in each row.

Planned

Icon ( 4,4? ) indicating that SANscreen has correlated
one or more planned tasks with the violation. If you
see this icon, look in the Tasks field for a list of
planned tasks that correlate to this violation.

Violation Type

Violation type, as detailed in Section 6.2 Types of
Violations.

Host

Name of the host from which the path originates.

Storage

Name of the storage device where the data for this
path resides.

Volume

Name of the volume where the data for this path
resides (not applicable for tape devices).

Capacity (GB)

Size of the volume, in gigabytes (not applicable for
tape devices).

Host Ports

Number of host ports that can access the storage
volume or tape device (blank if none), followed by the
number required by the policy, in parenthesis. There
is no number in parenthesis if the selected path is not
authorized, or no host redundancy is specified in the
policy. Please refer to page 47 for a description of the
host-port policy requirements.

This field is blank (i.e., unknown) for Path Outage
violations.

Hops

Actual switch hops between the host and the storage
(blank if unknown, as for a Path Outage violation);
followed by the number required by the policy, in
parenthesis. There is no number in parenthesis if the
selected path is not authorized, or no switch-hop
maximum is specified in the policy. Please refer to
page 47 for a description of the switch-hop policy
requirements.

Sharing

Level of volume sharing permitted by the host, as
specified by the policy (All, Cluster, or No Sharing).
Please refer to page 47 for a description of the volume-
sharing policy requirements.
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Field

Description

Host Fabrics

Comma-separated list of fabrics to which the host is
connected (fabric name if available; otherwise the
fabric WWN). By filtering this field, you can view
only those hosts that are connected to a particular
fabric(s).

Since

Date/time this violation was first detected.

Icon indicating that the path’s policy, specified when
the path was authorized, is currently designated as a
Work In Progress (see page 47). No violations are
tracked for a Work In Progress.

Tasks

Comma-separated list of planned tasks that relate to
the violation. This list only applies with the Planned
(@) icon. Please refer page 70 for more about how

to investigate planned violations.

6.2 Types of Violations

SANSscreen detects the following types of violations. In all cases, use
SANscreen’s Analyze Violation capability (detailed starting on page 66) to
investigate the problem and fix it.

The table below includes suggestions to clear each type of violation. Please
refer to Section 6.4 Correcting a Violation, starting on page 71, for a more
comprehensive list of suggestions.

Violation

Description

Missing
Active Host
Ports

A path exists (or is planned to exist) between a server and
a specific volume, but too few host ports have access to
the volume.

e Risk: Path performance is compromised.

e Fix: If the path requires more host ports to operate
correctly, correct your SAN to add the additional
hosts.

If the path can operate with fewer host ports, edit the
policy to adjust or remove the requirement for host-
port redundancy.
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Violation

Description

Missing
Redundancy

An authorized path exists (or is planned to exist) between
a server and a specific volume, but the required dual-
fabric redundancy does not exist. The policy specifies
that the host must reach the storage device through at
least two different fabrics.

e Risk: Because the redundancy level is not met, a
single failure could cause downtime.

e Fix: If the path requires redundancy, add the second
path to your SAN.

If the path does not require redundancy, edit the
policy (i.e., the authorized path definition) to remove
the redundancy requirement.

Path Outage

According to the current SAN configuration, no path
exists (or is planned to exist) between a server and a
particular volume, but such a path is currently defined as
an authorized path in the SANscreen database.

e Risk: The path is inactive and the server cannot
access its data volume, which results in downtime.

e Fix: Ifthisis a path you intend to use, analyze the
cause of the outage and correct the SAN
configuration.

If this is a path that you removed, delete the
corresponding authorized path.

Single Point
of Failure

An authorized path exists (or is planned to exist) between
a server and a specific volume, but the required no-SPF
redundancy does not exist. The policy specifies that all
SAN devices traversed by this path must be redundant.

e Risk: Path availability is compromised. Any device
that’s included in the path could present a single
point of failure.

e Fix: If the path requires protection against a single
point of failure, correct your SAN as necessary.

If the path does not require protection against a
single point of failure, edit the policy to remove the
no-SPF restriction.

Switch Hop
Count

A path exists (or is planned to exist) between a server and
a specific volume, but there are too many switch hops in
the path.

e Risk: Path performance is compromised.
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Violation

Description

e Fix: If the path requires fewer switch hops, correct
your SAN to streamline the path.

If the path can operate with more switch hops, edit
the policy to reflect this.

Unauthorized
Path

A path exists (or is planned to exist) between a server and
a specific volume, but the path is not authorized (that is,
no policy is defined for it).

e Risk: This could be the result of a SAN change that
inadvertently led to the creation of an invalid path, or
it might represent a potential security problem.

e Fix: If this is the result of a recent SAN change and
the path is required, authorize the path with the
correct level of redundancy and performance,
referring to page 45 for instructions.

If the path was created unintentionally, remove its
enabling configuration parameters.

Unauthorized
Sharing

The path volume is shared (or is planned to be shared)
and accessible by too many hosts, in violation of the
sharing policy.

e Risk: Data access violation, security breach,
compliance and regulation issues, or a simple
mistake that may turn into application downtime and
data corruption.

e Fix: If the volume should be shared across multiple
servers, define it as such (either All or Cluster).

If the volume should not be shared to the extent that
it is currently specified in the policy, change the SAN
configuration to fix this problem.
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6.3 Root Cause Analysis of Violations

The SANSscreen solution includes various tools that aid in analyzing and
identifying the cause of violations, as described in this section. Using this
information, you can quickly correct the problem.

e Section 6.3.1 The Topology View, below, tells how to highlight a
violation in the Topology pane.

e Section 6.3.2 Detail Pane Data tells how to use the detail panes from
the topology view to review device-level details.

e Section 6.3.3 Changes-Based Violation Investigation, starting on page
66, tells how to view the change history for devices involved in a
violation.

e Section 6.3.4 Analyzing Violations, starting on page 66, tells how to
use the Action or right-click menu to analyze violations.

e Section 6.3.5 Displaying Tasks for Planned Violations, starting on
page 70, tells how to use the planned task display to investigate planned
violations.

6.3.1 The Topology View

When you select a violation in the Violation List, the Topology pane displays
the corresponding violating path, as illustrated in Figure 7 on page 60. Use
the detail panes, available from the bottom of the topology view, to review

information about devices in the topology (described next).

6.3.2 Detail Pane Data

When you select a device icon in the topology view, the detail tabs display
information about that device, including connectivity, ports, logical
configuration, historical changes, and so forth.

This is illustrated below for a Single Point of Failure violation, where we
requested a list of properties and ports for a particular switch:
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(e] SANscreen fest) ol
Fle Edit View Action Help ONARO
Lo 1= | 7 violation List 19 VAR
Daily Changes 1]
Switch ports nz2 T = @ [E)vioaton e ] [@a -]
Qhﬁﬂaliun A [ Planned| Violation Type | Host [ Storage | Volume | Capacity (GB) [ HostP
W ol = Single Point of Failure (3) Single Point of Failure =]
ilalang Single Paintof Failure HostB  Storaged 14 8.00
. Single Point of Failure  HostB | Storage3 128 8.00 E
#A“‘“””M Faths e Single Point ofFailure Hosts  Storaged 13 .00 |I|E‘
] Kl 0 |
a’:b Paths =
Site2 F
achanges - =
= in
!!Vu\nerebmnes B
- 4 [ a9
=
@P\ans < x
Inventory ¥ Sinrlaged E
\Admin 2 (22|
e [ <] {3
Audit ¥ . = ;
<% Switch Properties 29 o/ Ports 08
Property [ Value For] Fort v [
Current Zoning Enfarcement  Unknown [+ ffc15 10:80:00:00.00:00:00:71 Switch Switch 2, portf |
Diornain 10 13 E fc14 10:B0:00:00:00:00:00:70 Storage Storaged, pnn
Fabric//SAN 20:00:00:00:00:00:00:00 ife13 10:B0:00:00:00:00:00:68 Storage Storage3, port
Firmveare [fc11 |10:B0:00:00:00:00:00:67 HostHost €, port 10:80
Gateway 190.190.180.3 (10 10:B0:00:00:00:00:00:66 HostHost B, port 10:B0
HW Zoning Capabilities E‘ fed  10:B0:00:00000:00:00:60 HostHost 8, port 10:B0,
gl 1 ) (<. e e
’—‘ 14 Topology Properties | & Forts 634 Zones &%) Masking a Yolumes \r,“,' Paths v Yiolations O Changes

6.3.4 Analyzing Violations

To analyze a violation:

1. Select the violation in the Violation List. Make sure to expand the table
so you’re only working with a single path.

2. Choose Analyze Violation from the Action or Action | Help
right-click menu. Authorize Path
Edit Authorized Path
. - Delete Authorized Path
3. SANscreen analyzes the situation, then [ Arbys ickaion

displays relevant information in the Analyze
Violation window, using three tabs (Summary,
Details, and Tests).

Summary Tab

SANscreen summarizes the violation analysis on the first tab. The summary
looks something like this, but will vary depending on the specific violation:
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hnabyzeViolaton s

ﬁmmaw ” Details 1El
Path outage violation

Yiolation description

Path outage violation between Host Host 8 and volume 19 of Storage Storaged.

Yiolation analysis

Volurne MappingiMasking/Connectivity: Masking and Mapping for the wolurme do not share a
cannected starage and host ports

Details Tab
Click the Details tab for additional information about the violation.

_ Analyze Violation _ ]

L
Surnmary | Details | Tests |

Yolurme masking definition for Valume 19 | 3
Host | Host i | Storage Port Wi | Storage port | Status | Detailed status
Host8  |(P) 10:B0.00000:00:00:00:22  110:B0:00:00:00:00:00:04  |FA-OAPOrtD  Allocated  Disconnected Storage

Zone definition for Host Host 8 and Storage Storaged

Device Marme Fabric//SAN \ Zone name \ Mernber | Type
Storaged (110.100.101.2) 20:D0:00:00:00:00:00:00 Zone Host & FA-0 A Port:1 Wi
Storaged (110.100.101.2) 20:00:00:00:00:00:00:00 Zone Host 4 FA-O A Port1 Wi
Host 7 (1921.168.7) 20:00:00:00:00:00:00:00 Zone Host 7 (P} 10:B0:00:00:00:00:00:21 T
Storaged (110.100.101.2) 20:D0:00:00:00:00:00:00 Zone Host 6 FA-0 A Por Wi
Host C{192.1.168.11} 20:00:00:00:00:00:00:00 Zone Host C (= i

110.100.101.2) ne Host cult,
0:B0:00:00

Storaged (11 CTI0T01.2)
Host4(1921.168.4)

00 (o
20:00:00:00:00:00
20:00:00:00:00:00:00:00

Zone Host 4

(F) 10:B0:00:00:00 e
FAD A Part )
(F) 10:B0:00:00:00:00:00:14

Parts definition far Host Host 8 and Storage Storaged

Device Narme \

Port

Rode Wi

Cannected to

Storaged
Storaged
Storaged
Storaged
Host g

FA-OAFPort2
FA-OAPort3
FA-OAPartn
FA-0AFPort1
10:B0:00:00:00:00:00:22
10:B0:00:00:00:00:00:23

40:C0:00:00:00:00:00:01
40:C0:00:00:00:00:00:01
40:C0:00:00:00:00:00:01
40:C0:00:00:00:00:00:01
40:A0:00:00:00:00:00:14
40:A0:00:00:00:00:00:15

Switch Switch 3 portfcl4
Switch Switch 2 port fcd
Switch Switch 3 port fcd

20:00:00:00:00;
20:D0.00:00:00;
20:00:00:00:00{~ |

Host &
4

The details pane includes three tables:

e Volume Masking Definition — Details the masking in effect for the
volume that appears in the currently selected violation (in the main
table). Please refer to the discussion of the Masking Detail pane for field
descriptions (page 18). This table helps identify issues related to
masking and mapping errors.

e  Zone Definition — Details zone membership information. There’s one
row in this table for each storage port and host port, for all devices
involved in the violation. If a port is a member of a zone, a separate row
displays for that zone to show zone membership information. This table
helps identify host or storage ports that are either not zoned, or that are
zoned incorrectly.
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Field Description

Device Name Name of the host or storage device reported on this
line.

Fabric/VSAN Fabric/VSAN in which the reported zone
participates.

Zone Name Name of the zone in which the reported port
participates.

Member Name of the host or storage port referenced above
(usually applicable only for storage ports).

Type Type of zone member: WWN or Port.

Status Status of the port reported on this line:

Status Indicates that the
zoned port is...

Port connected Connected to a switch
in the same zone.

Port not connected Not connected.

Port connected to Connected to a switch

another switch that is not in the same
zone (possibly
indicating a
configuration mistake)

Port is connected to a Connected to a fabric

fabric other than the that is not in the same

zone’s fabric ZOne.

Port is connected but is Connected but not

not a VSAN member configured as a
member of VSAN.

The port is unusable
until it configured to
be a VSAN member.

Unnecessary zoning
defines a switch’s WWN

Unknown WWN Identified by an
unknown WWN (was
not discovered by
SANSscreen).
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e  Ports Definition — Details port connectivity. There’s one row in this
table for each storage port and host port involved in the violation. This
table helps identify connectivity issues.

Field Description

Device Name Name of the host or storage device reported on this
line.

Port Name of the host or storage port referenced above

(usually applicable only for storage ports).

Node WWN WWN for the host or storage port.

Connected to Switch port where the reported host/storage port is
connected.

Fabric/VSAN Fabric/VSAN in which the reported port participates.

Status Port status.

Tests Tab

Click the Tests tab for a list of the tests run by SANscreen to analyze the
cause of the violation. Those tests that were successfully completed have a
check mark to the left of them. Tests that could not be completed are
colored in red, and reflect the root cause of the violation:

Analyze Violation e A]x

I| Summary | Details | Tests ‘
Path outage violation

Violation description

Path outage winlation between Host Host B and wolume 19 of Storage Staraged.

Tests result

Iz the Host active?

|5 the Storage active?

Connectivity: |s the Host connected?

Connectivity: |5 the Starage connected?

Connectivity: Are Host and Storage connected to the same fabric?

Zoning: Are there zones defined for the Host?

[l Zoning: Are there any zaning definition for the host connected ports?

Zaoning: Are there zoning definitions for the starage?

ZaningCannectivity: Are there Zaning definitions far the connected starage ports?

[ Zoning: Do Host and Starage ports share zones?

Zoning/Connectivity: Do connected Host and Storage ports share zones?

Yolurme Mapping: Does Valume mapping exist for the valume?

Yolurme Masking: Does Yolume masking exist for the Yolume and Host?

[A violurne kapaingibtasking: Do Masking and Mapping for the volurne share the storage port?
Cvolurme Mapping/Masking/Connectivity: Do the Masking and Mapping definitions far the volume share a connected st
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6.3.5 Displaying Tasks for Planned Violations

When a violation correlates to a planned task, SANscreen displays the
Planned icon (ff?) for that violation, and identifies the planned task(s) that
relate to the violation in the Tasks field. It’s useful in this case to locate the

offending task(s) in the Plans display. You can do this easily, by right
clicking the violation and selecting Goto Tasks.

W Violation List ) 10:5827 AM 8126105
z = y ‘[iJVm\almm Type E“ |§ Planned E“
\ Planned \Vm\atmmT pa\ Host \ Storage |Vn\ume \Capacw |HnstF | Hops \ Sharing | Host Fabrics \ Smne\ e \ Tasks
= Path outage (3) Path outage 23.91 {1y Any 1
> Path outage  Host| Authorize Path 791 Any 10:00:00:60:... 107201 Add Yolure to Host 12
& Path outage  Host N B 8.00 {1 ANy 20:00:00:00:... 107251 ‘ﬁ Add wolume to Host C
Path outage Hosts  EUit Authorized Path .00 any 20000000, 101250 Add Storage 4 volume 15 10 H
Single Point of Fai Single Point... Delete Authorized Path | gpp  2¢1) 1 (1) Any 10/25i...0
Unauthorized Patl Unauthoriz... Anatyze Violation 791 2 1 10/20/... 0
Goto Tasks
\Opens the Plans view and shows the Tasks that are related to selected Violation 2o
! 1 [

SANSscreen opens the Plans display, with only the offending task(s) listed in the
Task List. Review the actions and errors for each task, as illustrated below:

— Description of the violation.

Tasks that correlate to the violation.

o SANscreen test) EEE
File Edit View Action Hel 0 NA Ro‘

V\n.\atmns 13 @Task list [

Daily Changes 0

St 151 ¥iolfion 'Path oytage’ between host 'Host12' and storage 'Storage1’ - volume

'108-1222553"

i XY E.M
lealluns D | Ticket # |

Mame \ Owner | State | Status
oadmin 09/2002005 13:31 AddYolumeto Host12  admin  Implementation (Automatic validation)  Hot completed
% Authorized Paths
| ] [}
°';§’ Paths Actions
# \ State | Description | Qwner
Changes 1 Connect admin
- Port 10:00..:E0 ofHost Host12 to
¥ !E Vulnerabilities - Port fc10 of Switch USCG D2 SWH1
2B Connect admin
AP Fians - Port 10:00.:46 of Host Host12 to
Inventory ¥ - Port fc2 of Switch USCG D1 _SW4
= 3 Connect admin
Atimin # - Port 10:00.:40 ofHost Host12 to
Audit w - Portfc2 of Switch USCG D1 SW2
4= Authorize paths admin
from Host Host12

e B ]

)
(@)Errors

Action \ Description
4 Cunﬂguratlﬁ Prohlem: Authorize path redundancy is differnet than expected

1] e ———H Action list for the selected task

[ ] :|Isskaclions| | |Erots Fut\Areym\atmns Future Chany (offending action(s) have a red X).
\

Error(s) causing the violation.
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When you’re through reviewing the information shown, you can return to the
Violations display, or click Plans in the navigation tree to return to the
standard planning view.

6.4 Correcting a Violation

The existence of a violation means that the actual path properties as captured
by SANscreen do not comply with the path attributes that were established
when the authorization was defined (or planned). The discrepancies could
result from a problem in the SAN configuration, or an incorrect policy
setting for the path.

e If the violation represents a problem in the SAN (actual or planned),
alter the SAN configuration as necessary to resolve the violation.
SANscreen will clear the violation automatically, after the change is
made to the SAN.

e If the policy definition is missing or incorrect, futhorize Rath

either add, edit, or delete the policy, as necessary

Edit Authorized Path
Delete Authorized Path

to clear the violation. Use the Action or right- Analyze Violation

click menu, then refer to the appropriate

discussion (below) for further detail:

(0]

To authorize a path that exists physically, but was not yet
authorized, please refer to Section 4.3 Authorizing a Logical Path,
beginning on page 45.

To establish policy for a path that does not yet exist, refer to Section
5.4.1 Authorizing a New Logical Path, beginning on page 54.

To edit the policy for an existing authorized path, refer to Section
5.4.2 Editing an Authorized Path, beginning on page 56.

To delete a path’s authorization policy, refer to Section 5.4.3
Deleting a Path’s Authorization, beginning on page 56.
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Chapter 7
Defining and Validating Clusters

If more than one host services the same application(s) and those host devices
must have access to the same volumes to work correctly, you should define

these hosts as part of the same cluster.

Follow the steps in this chapter to define and validate host clusters.

7.1 Defining Clusters

You can add a host to a cluster through vulnerabilities processing, as
described for Shared VVolume Masking (page 89). In addition, you can add a
host to a cluster from the inventory list, as described below.

&
From the Hosts & Clusters inventory list 7,
described in Section 12.2 Hosts & Clusters, use the
Action menu to add a host(s) to a cluster:

e Add to Cluster — Adds one or more selected
host(s) to a cluster. If this is the first definition
for the cluster, this option defines the (new)
cluster in SANscreen.

Action | Help

Undo identification

Add to cluster

Auto clustering

Hitp
Telnet

Before choosing this option, use the <ctri> key and the left mouse button
to select multiple hosts from the host list. After you choose Add to
Cluster, SANscreen prompts for the cluster name and description:

Add hosts to cluster

&l

Cluster: |CIusler5_West E“

Description: [All hosts to access West Sales DE| |

[ ok || cancer |
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This screen is pre-filled according to the most recent add-cluster
processing. Make any changes to the description and/or cluster name,
then click OK.

e Auto Clustering — Creates a cluster by extracting the cluster name
from one or more selected hosts that are named using a format similar to
this:

<host-name>_<cluster-name>

Auto clustering lets you define a regular expression (RegExp) that
allows extraction of the cluster name from the host name. Enter the
expression in the Cluster field:

Automatically add hosts to cluster %]
Cluster | ‘
Host Cluster
Host B | Cluster_East
‘ QK | | Cancel ‘

For example, with your host names formatted as shown above:
<host-name>_<cluster-name>

Enter the regular expression .*_(.*) to automatically fill in the cluster
names for all the hosts.

After you fill in the regular expression field, SANscreen displays the list
of host names, and the cluster name extracted from the host names using
the RegEXp.
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7.2 Validating Clusters

Click the Vulnerabilities icon @ from the navigation tree (Validation
category) to validate the cluster. In the top part of the display, illustrated
below, look for the Incomplete Cluster Volume Sharing vulnerability. If the
Occurrences count is 1 or more, at least one volume is not shared correctly
by all hosts in the cluster.

g Vulnerabilities o

21214 PM 8722005

Mame

| Description

Elocked hosts
Disconnected switch portzane members
Disconnected Witk zone members
High fabric port usage
High masking fan-out ratio

o =) [

Incomplete cluster volume sharing

\Vulumes that are not shar;

L "

Huogts that are connected to a fabric but cannot access any valume or tape on that 722
Farts defined in a portzoning canfiguration and have no device connected to them |
WIS defined in & Wi zoning configuration and are not connected to the fabric i
Fabrics inwhich the number of connected ports is higher than 90%

Storage ports where numhber of masked hosts exceeds 8

" " iy 3 =R AT

ed by all cluster hosts

L L . L

X

bared wollrne rmackino
1 e——

ollrnes raitkad o maze than ane hast

Incomplete cluster volume sharing @

Ta¥ [ows [

Click the cluster vulnerability in the main

table to display vulnerability details.
u/ play ty

\ Cluster | Storag

= Cluster_west (2) Cluster_west 2
Cluster_west Storage3 4 8.00Host 3
Cluster_west Storaged 12 8.00Host 4

<5

| ¥

Yulnerabilities Details

To view details about the vulnerability(ies) in the lower part of the display,
click on the Incomplete Cluster Volume Sharing vulnerability in the main
table. This vulnerability, and the details reported for it, are described with
the other system vulnerabilities starting on page 88.
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Chapter 8
Reviewing Changes

You can display a history of SAN changes in three ways:

By clicking the Changes icon in the navigation tree (Validation
category) to open the main Change List (illustrated below).

e By clicking in the topology pane with the Changes detail pane open, to
view a list of SAN changes that relate to the currently selected device,
path, authorized path, or violation.

e By selecting a path, authorized path, or violation in the main display
with the Changes detail pane open, to view a list of SAN changes that
relate to the currently selected item.

e By selecting a host, storage, or switch device in the Inventory, and
opening the Changes detail pane.

Current
‘Change timestamp
tlmestamp
(o] SANscreen (test) le]fa]x]
File Edit View Action Help 0 Nt\RO
Violations 13 C A
ange List v2 217:37 PM 8/22/05
Daily Changes 0 @ g
Switch ports 15 0@ | 2 @ =] [ran =]
Validation 2 [~] [Time_ ¥ [ [Event |
) 8r30/05 320 P 13 + Fabric/vSAN Our McData Switch on orindinal Our McData Switch () configuration changed (by H
W Violations datasource EFC_lab)
Adth d % + Switch Qur McData Switch () configuration changed (by datasource EFC_lab)
utharize
Paths 9r20/05 320 PM pk| + Link added between Generic Device 20:00:00:E0:88:05:0F:4C port 21:00..:4C and Switch T2015440
port fcd (by datasource McData_lab)
0"‘:&1 Paths O + Fabric/WSAN 10:00:08:00:828:03:55:0C on princinal T2015440 is up (hy datasource McData_lah)
. %y Switch 72015440 is up (by datasource McData_lab)
Changes ) Generic Device 20:00:00:E0:88:05:0F:4C i up (by datasource McData_lah)
9r20/05 328 PM 3 + Fabric/vSaN 10:00:00:60:5%:22:0F:80 on principal Brocade Lab2 is up (by datasource Brocade_lab2)
£ SVuInerabiI\ties % Switch Brocade Lab2 is up (by datasource Brocade_lab2)
(=) BII0/06 328 PM i Murnber of ports in Host Host 4 that can access Storage Storaged changed from 1 to 2 for
ﬁp\aﬂs = Wolume list: 12 (by datasource Brocade_labl) [~]
B Topology |+ <0 Properies £ Pots 63 Zones &% Masking [ volumes o7 Paths W violations £ Changes

Figure 8: Sample Change List

The Change List includes physical and logical modifications to SAN
devices: equipment additions and removals, zoning and volume masking
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changes, cabling reconfigurations, outages, and so forth. Policy changes are
recorded as a well, because they affect the identification of violations.

The number following the table’s title identifies the total number of changes
in the list. Each row in the table represents a specific change, and reports the
impact of the change on access paths, and any violations created/resolved as
a result of the change.

All changes include a time stamp to identify when the change occurred. All
changes that occurred from a single action within the SAN are stamped with
the same time. Thus SANscreen can recreate and display the state of your
SAN at any point in time. By clicking on any change entry in the main table,
you can see the state of your SAN at the moment of the change, including
the topology and detail panes.

8.1 Working with the Change List

Each entry in the Change List (main table or detail pane) includes a time
stamp, an icon identifying the type of change, and a description of the
change action that occurred. By default, the most current change is listed at
the top, and the changes are in descending order by time stamp. Click the
Time column heading to reverse this order, as necessary.

Use the icons above the display as follows:

e Click Show Details = and Hide Details = to display more or less detail.

e Use the calendar drop-down tool to specify a time range to filter
the displayed changes:

1. Click on the arrow on the right of the calendar to [l eekto sate] -]
open a list of available time-range options (shown %/

to the rlght) This week

Weekto date

. . . This month
2. Choose from the available options or click Month to date

Custom.... For the available options (Today, This Gustort.

week, etc.), SANscreen limits the data in the list

according to your selection (changes from today, for just this week,
and so forth).
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For Custom..., SANscreen Salget oharges startfivm =
prompts for the starting gl s ________5
date/time for the changes you O Tt BB
want to see. Choose any

combination of day and time.
Clicking the Today button
moves the highlighted date to [Taday]

today on the calendar. In our ok [[cancel |

B 7 8 8 10 11 12
13 14 15 16 17 18 19
20 21 22 23 3 15 26
2F 28 29 30 1 2 3

example, we request changes
starting from November 2" at 11:30 a.m.

Click OK. SANSscreen displays the change list entries beginning at
your selected time, and ending at the present time.

e Use the filtering 3 drop-down tool to focus your attention on a
particular type of change data. The tool allows you to view only logical
changes, device-related changes, or device-related up/down events.

1. Click on the arrow on the right of the filter [ [
drop-down tool to open a list of filtering L athe, APL and vilations
options (right). Devices

Device upidown

2. Choose from the available options, as
described below. The Change List adjusts to include only the
information requested.

Filter Option Used to display...

All All changes.

Paths, ALP and | Events relating to logical paths, policies, and
Violations violations.

Devices Events relating to device configuration.
Device Events related to devices shutting down or
up/down booting.
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8.2 Using the Topology Pane to View History

SANSscreen lets you go back in time and view the state of your SAN before a
violation occurred, then step through each action taken thereafter. This
simplifies the process of troubleshooting and correction.

In the main Change List table, click on any change to view the topology as of
the date/time that change was made (illustrated in Figure 9). Then step your
way through the list, watching the topology change. As devices are added,
you can select them and review the detail panes to ensure that they were
added correctly.

File Edit View Action Help ONARO
pllsies i 6 Change List @25 2:26:30 PM 9120105
Daily Changes o
Switch ports nell: & T = Al =] [ran =]

WValidation 2 | [Time [ JEvent [
[ —— 1izam3 gz . (|t L violations created between Host Host S and Storage Storage4 (by Unknown) &

; Violations 7|+ 1 vinlations created betwsen Host Host & and Storage Storaged (by Unknown) :

) w1 wiolations created between Host Host 8 and Storage Storaged (by Unknown)
Authorized Paths :
s 1 Paths removed between Host Host C and Storage Storaged for

D]D “olume list: 137 (by Unknown)

ki "4 Faths <= Nurnizer of switch hops between Host Host 4 and Storage Storaged changed from 1 to 1 for
Wolume list: 12 (by Unknown)
ecmnges o+ Link removed between Storage Storaged port FA-0 & Port:0 and Switch Switch 1 port fol4 (by E‘

' "_5Vu\nerab\hties Site2 = =

by
_& Flans l o

= Host 4
[mventory ¥ m
{Admin ¥ L
\Budit ¥

=
( Switch 2 @&
S S

Switch 3 1 Swrtch 1 &

lE o

Storaged | =

S MEA T
4] &

] £ Topology {_EErUpedies ) Ports 484 Fones .,‘f,l Masking [ Volumes o3 Paths vyiulatiuns eghanges

Figure 9: Change list with Violation
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8.2.1 Generating an HTML Report of Changes

Click the printer icon = from the Changes display to generate a Web-
based report of changes. If you have filtered the display (by time or
content), the report includes only the changes that are displayed currently.

As required, use standard browser options to distribute or print the report.
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Chapter 9
Assessing Vulnerabilities

In addition to identifying access-path violations, SANscreen reports
vulnerabilities — configuration and usage issues that can cause problems,
even though they don’t result in a path violation. SANscreen looks for
vulnerabilities continually as it monitors your SAN changes.

9.1 Viewing Vulnerability Data

Click the Vulnerabilities icon ES from the navigation tree (Validation
category) to view SANscreen’s vulnerability data, as illustrated in Figure 10:

J.S Vulnerabilities «o 2:26:12 PM 82005
Marme | Description

Blocked hosts Hosts that are connected to a fabric but cannot access any

Disconnhected switch portzone mernbers Ports defined in & port-zoning configuration and have no de

Disconnected VW zone mernbers il defined in a WA zoning corfiguration and are not o

High fabric port usage Fabrics inwhich the nurnber of connected ports is higher th

High masking fan-out ratio Storage pors where number of masked hosts exceeds &

High valume allocation Storage devices inwhich percentage of masked volumes &

Incomplete cluster volume sharing YYolumes that are not shared by all cluster hosts

Lo fahric port usage Fabrics inwhich the number of connected ports is lower tha

Shared volume masking YYolumes masked to more than one host

Unused masked volumes Masked volumes that are not reachable by any host

T ] 0l

Disconnected WWN zone members @

Fabtic | Zone I Mermber [ Status [ Devicet
20:00:00:00:00:00:00:00 R Zone Host2 FA-0A Port2 P ort not connected Storage3
20:00:00:00:00:00:00:00 R Zone Host2 FA-0A Port3 P ort not connected Storage3
20:00:00:00:00:00:00:00 Zane Host 4 FA-0A Port.0 P ort not connected Storaged
20:00:00:00:00:00:00:00 Zane Hosta FA-0A Port.0 P ort not connected Storaged
20:00:00:00:00:00:00:00 Zane Host B FA-0A Port.0 Faort not connected Storaged
20:00:00:00:00:00:00:00 Zane Host 7 FA-0A Port.0 Faort not connected Storaged E|
4] AT | [+

Yulnerahilities Details

Figure 10: Sample Vulnerabilities Display

This screen is divided into two parts:

e The Vulnerabilities main table lists each type of vulnerability
SANscreen monitors (one row per type, known as a vulnerability topic),
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and tells how many occurrences there are of each type. Specifically, it
includes the following information:

Field Description

Name Short description of the vulnerability.

Description More detailed description of the vulnerability.

Occurrences How many instances of this vulnerability have
been detected in your SAN. If the countis 1 or
more, the row displays in red and the
Vulnerabilities Details tab applies.

e Vulnerabilities Details apply when you click on a red vulnerability
topic in the main table. The detail pane provides appropriate
information about each occurrence of the selected vulnerability. The
number following the table’s title identifies the total number of reported
vulnerabilities of the selected type.

Each row represents a single vulnerability, and the content of the detail
is specific to the selected vulnerability topic, as described starting on
page 85.

9.1.1 Establishing Vulnerability Thresholds

The vulnerabilities Action menu lets you set MimeranTiies Meshods

N

various thresholds that determine when Hoh mastinuten o
SANSscreen reports a condition as a
vulnerability. Proceed as follows to set these
thresholds:

Mumber of Hosts masked per port:

High volume allocation

Percentage of masked volumes -

Low fabric port usage

Fercentage of connected ports: m

1. Choose the Configure Vulnerabilities
option from the Action or right-click L JE T S T
. . . Percentage of connected ports:
menu in the main table display.

Restore Defaults || Cancel || ok |

2. Use the dialog that opens to configure
your thresholds:

Causes SANscreen to report a
Field vulnerability for each...
High masking fan-out ratio Port for which the number of
Number of hosts masked per port | masked hosts exceeds the stated
number.
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Field

Causes SANscreen to report a
vulnerability for each...

High volume allocation
Number of masked volumes

Storage devices for which the
percentage of masked volumes
exceeds the stated percent.

Low fabric port usage
Percentage of connected hosts

Fabric in which the number of
connected ports is lower than
the stated percent.

High fabric port usage
Percentage of connected hosts

Fabric in which the number of
connected ports is higher than
the stated percent.

9.2 Vulnerability Types

The following sections provide information about each type of vulnerability
that SANscreen monitors, in order as follows:

Vulnerability Type See page...
Blocked Hosts 85
Disconnected port zone members 86
Disconnected WWN zone members 86
High fabric port usage 87
High masking fan-out ratio 87
High volume allocation 88
Incomplete cluster volume sharing 88
Low fabric port usage 89
Shared volume masking 89
Unused masked volumes 91

9.2.1 Blocked Hosts

SANSscreen identifies hosts that are connected to a fabric but cannot access

any volume or tape on that fabric.

Vulnerabilities Details

The vulnerability details include a list of blocked hosts.
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9.2.2 Disconnected Port Zone Members

SANSscreen identifies ports that are defined in a switch-port based zoning
configuration, but that have no device connected to them.

Vulnerabilities Details
The vulnerability details include:

Field Description

blank Applicable with any presentation order ( [+]) other than
No Grouping. Column that organizes the data according
to the selected grouping format. The number in
parentheses indicates the number of items reported in the

row.
Fabric Fabric where the port is defined.

Zone Zone where the port is defined.

Switch Name of the switch for the unconnected port.
Member Number to identify the unconnected port.

9.2.3 Disconnected WWN Zone Members

SANSscreen identifies unconnected ports that are defined in a WWN-based
zoning configuration.

Vulnerabilities Details
The vulnerability details include:

Field Description

Fabric Fabric where the port is defined.

Zone Zone where the port is defined.

Member WWN to identify the unconnected port.

Status Status of the vulnerability (e.g., port not connected).
Device Name | Name of the switch for the unconnected port.
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9.2.4 High Fabric Port Usage

SANSscreen identifies fabrics in which the number of connected ports is
higher than the percent configured via the Vulnerabilities Thresholds dialog,
page 84 (defaults to 90%).

Vulnerabilities Details

The vulnerability details include:

Field

Description

Fabric/VSAN

Fabric/VVSAN that’s nearing capacity on port usage.

Used Ports

Number of ports in use currently.

Total Ports

Number of ports available for use.

Switches

Number of switches on this fabric.

9.2.5 High Masking Fan-Out Ratio

SANSscreen identifies disk storage ports for which the number of masked
hosts exceeds the number configured via the Vulnerabilities Thresholds
dialog, page 84 (defaults to 8).

Vulnerabilities Details

The vulnerability details include:

Field

Description

Storage

Name of the disk storage device.

Port

Number to identify the port.

Host Count

Number of masked hosts for the port.

Hosts

Name(s) to identify one or more hosts that access
volumes that are mapped to this port (comma-separated if
more than one host).

SANscreen User Manual

9: Assessing Vulnerabilities ¢ 87



9.2.6 High Volume Allocation

SANSscreen identifies disk storage devices where the percentage of masked
volumes exceeds the percent configured via the Vulnerabilities Thresholds
dialog, page 84 (defaults to 90%).

Vulnerabilities Details

The vulnerability details include:

Field Description

Storage Name of the disk storage device.

Total Number of volumes currently defined on this device.
Volumes

Allocated Number of masked volumes on the device.

Volumes

9.2.7 Incomplete Cluster Volume Sharing

SANSscreen identifies volumes that are not shared by all hosts in a cluster.

Vulnerabilities Details
The vulnerability details include:

Field Description

Cluster Name of the cluster being reported.

Storage Name of the storage device for the volume below.

Volume Name of a volume that’s not shared by all hosts in the
cluster.

Capacity Size of the volume, in GB.

Hosts with List of host names that are masked to access the volume

Paths referenced above, but that cannot actually access that
volume (because of an invalid zoning configuration,
cabling errors, a bad mapping, connected to the wrong
fabric, and so forth).

Hosts without | Name of each host in the cluster that cannot access the

Paths reported volume.
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9.2.8 Low Fabric Port Usage

SANSscreen identifies fabrics where the number of connected ports is lower
than the percent configured via the Vulnerabilities Thresholds dialog, page
84 (defaults to 70%).

Vulnerabilities Details
The vulnerability details include:

Field Description

Fabric/VSAN | Fabric/VVSAN that’s low on port usage.

Used Ports Number of ports in use currently.
Total Ports Number of ports available for use.
Switches Number of switches on this fabric.

9.2.9 Shared Volume Masking

SANSscreen identifies disk volumes that are masked to more than one host
but should not be, in cases where they are not a part of the same cluster.

Note: This vulnerability is not reported for hosts that access the same
volume and are members of the same cluster.

Vulnerabilities Details

The vulnerability details include:

Field Description

blank Applicable with any presentation order (=) other than
No Grouping. Column that organizes the data according
to the selected grouping format. The number in
parentheses indicates the number of items reported in the

row.
Storage Name of the storage device.

Volume Name to identify the volume.

Capacity Size of the volume, in GB.

Accessing Name(s) to identify one or more hosts to which the
Hosts volume is masked (comma-separated if more than one

host). The host information is based on the volume-
masking configuration.
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Field Description

Masked Only | Name(s) to identify one or more hosts that are enabled to
access the volume via the masking mechanism, but that
cannot physically access the volume (comma-separated if
more than one host).

Actions

From the vulnerability details pane, right-click to open a menu that lets you
add the accessing host to a cluster:

Shared volume masking o

T = =N Grnupng‘

Storage Wolume Accessing Hosts Masked Only
Slorejed | Aqd accessing hosts to cluster |~ Hoste
Auto clustering L
Yulnerahilities Details
Respectively, the options let you:
e Add the host to a cluster:
Add accessing hosts 1o cluster x|
Cluster: |CIuster_West E“
Description: | |
‘ Ok | Cancel |

e  Extract the cluster name automatically using a regular expression:

Cluster

The processing is identical to that described in Section 7.1 Defining
Clusters, starting on page 73.
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9.2.10 Unused Masked Volumes

SANSscreen identifies masked disk volumes that cannot be reached from any
host.

Vulnerabilities Details

The vulnerability details include:

Field Description

blank Applicable with any presentation order (|| ) other than
No Grouping. Column that organizes the data according
to the selected grouping format. The number in
parentheses indicates the number of items reported in

the row.
Storage Name of the storage device for the masked volume.
Volume Name of the masked volume that’s not reachable.

Capacity (GB) | Size of the volume, in gigabytes.

Type Vendor-specific type of volume (e.g., BCV).

Storage Port Storage port to which the volume is masked.

Host WWN WWN to identify the host to which the volume is
masked.

Host Name of the host to which the volume is masked.

APL Authorized Paths icon — Displays if the masked volume

participates in an authorized path (i.e., if an authorized
path exists from any host to this volume).

Unused Since Date and time that the volume was last accessible from
any host.
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Chapter 10
Creating, Validating and Tracking Tasks

SAN change-management, when performed in the production environment,
is a major contributor to application downtime (planned and unplanned).
Change-management processes require validation to assure application
availability, and to maintain a validated SAN at all times. By using
SANscreen’s planning capabilities, you can minimize application downtime.

Follow the steps below to maintain a validated SAN change process:

1. Create a change plan using the Plans tools and Templates. (A template
provides a convenient way to define repetitive tasks that add storage to a
new or existing host, as detailed further starting on page 108. Templates
are also used to decommission a host device.)

2. Pre-validate the change plan using the Plans tools.

3. Generate task-validation reports and distribute them by email as a hard
copy.

4. Execute the plan using vendor-specific tools, tracking the execution
using the Plans screen.

5. Locate any deviations from the plan and resolve them.

6. Discover any violations, investigate, and resolve them, referring to
Chapter 6 (page 59) for instructions.

This chapter first introduces the Plans screens, then provides a description of
the steps required to follow the validate change process (outlined above).
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10.1 Plans Screen Overview

Click to expand a
row that has a + to

=
Open the Plans screen by clicking the Plans icon ﬁ? from the navigation
tree (Validation category):

Click to consolidate child rows under a parent entry.

Clear all filters.

the left.
-- e i Use the drop-down list to rearrange L o Al
how you view the data. ONARO
Yiolations 13
Daily Changes
Switch ports 151
Validation 2 [} [ Ticket# | Marme [ Crmer | State [T
— . 123 Add Host18 admin  Planning (Manual walidation) Mot currE
V‘U‘a“U”S 124 AddHostle admin  Planning (tanual validation) @ Fatcarr
125 Fix redundaney of host Host! 5 admin  Implermentation (Autormatic validation) Mot corr
%AUTHDV'ZE“ Faths 126 Fix redundany of host Host! 7 admin  Implementation (Autornatic validation) chu
Q‘“ 127 \Ehutdnwn switch USCG_D1_Sid |admin Implementation (Automatic validation) Mot co
0"; Faths I 120 b e Siiite b adrin Irmnlarmentatinn (8 taematic valicatinn Rat e
o 3 — — - i
@C“a”ges Actions o
Ny # e Desciption [ Quimat [
AN 10 Shuti men Switch USCG D1 SW4 admin
= °
ﬁPlans
[ e e——————s e T ] =
Imsentory ¥
Admin ¢ /(@) Errors W Future Violations 031 @ Future Changes 07
Audit | 7 i s
Action I T = F [ End points S T & [ weekiodae[~]
[ iolation Type lsction [ TEvent [
@27 1 7|+ 12 Vinlations
) created between [
Host Host10 and
(18 Storage Storagel
14y (by admin
22) Sg7|+ 1 Vidlations
A [t .\ v] [ created between [+
l—‘ Taszk actions Errors Fulu;&m@uns Future Changes X /.

\

Pre-validation panes

Figure 11: Sample Plans Screen

The Plans screen includes the:

. @ Task List main table, which lists the planned tasks.

e Actions table (available by clicking the Task Actions tab), which lists the
sequence of actions required to complete the task selected in the Task
List. These actions should be executed in the order that they appear at
the table.
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. Q Errors detail pane, which lists any errors made in planning the
tasks. Please note that errors differ from future violations because they
refer to problems that do not affect access paths, but that will still
prevent a successful implementation of the task (for example, trying to
connect a cable to a port that’s not free).

. Future Violations detail pane, which lists any access-path violations
that will occur at the end of the completed task, if not resolved before
implementation.

. Future Changes detail pane, which lists the changes that will be
created as a result of the ordered execution of the task actions.

10.1.1 The Plans Action Menu

With the Plans screen open, the Action menu displays a combination of the
right-click menus for the Task List and Actions tables. Each entry is
described below:

Add task
Edit task
Delete task
Add action
Topology
Report
State »+| O Planning Add action
Validate task [ Implementation Edit action
Templates... O Completed Delete action
Disable action
Export
Import Topology
Add Tasks From Excel
Update Tasks From Excel Move down
Task List Drop-Down Menu Actions Drop-Down Menu

Task List Menu Entries

Option Description

Add Task Opens the Add New Task dialog so you can add a task.

Edit Task Opens the Edit Task dialog to show the definition of the
selected task, allowing you to make changes.

Delete Task | Deletes one or more selected task (after verification).

Add Action | Opens the Add New Action wizard, used to define a new
action for the selected task. (Same as Add Action from the
Actions list drop-down menu.)
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Option Description

Topology Displays a graphical view of the SAN as it will look after
execution of all actions in the selected task.

Report Opens a Web browser and shows the validation report for
the selected task. Enter your SANscreen user name and
password to view the report.

State Changes the state of one or more selected tasks (from
Planning to Implementation to Completed).

Validate Validates one or more selected tasks.

Task

Templates Opens the Templates dialog, which displays the currently
saved templates. You can edit, delete, and generate a task
from and existing template; or you can create a new

template.
Detach from | Removes the association between a task and the template
Template used to create it originally, so you can edit actions
individually.
Export Saves the task in an XML format that can be used for

integration purposes.

Import Creates new tasks based on task information in an XML
user data file.

Add Tasks Define one or more new tasks by importing them from an
From Excel | Excel file (available for limited actions).

Update Update tasks that were previously defined by importing
Tasks From | them from an Excel file (detailed on page 107).
Excel

Actions List Menu Entries

Option Description

Add Action | Opens the Add New Action wizard, used to define a new
action for the selected task. The new action will be added
to the end of the action list. (Same as Add Action from the
Task List drop-down menu.)

Edit Action | Opens the Edit Action dialog to show the definition of the
selected action, allowing you to make changes.

Delete Deletes the selected action.
Action
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Option Description

Disable Turns the action into a Work In Progress, allowing you to

Action validate the task without this action. (The action will be
ignored during validation, and related violations will not
be tracked.)

Enable Reverses a previous Disable Action to remove the Work In

Action Progress status.

Topology Displays a graphical view of the SAN as it will look after
execution of all actions, up to (and including) the selected
action.

Move Up Moves the selected action up in the list, to precede other
actions.

Move Down | Moves the selected action down in the list.

10.2 Creating a Change Plan

A change plan is a step-by-step set of instructions that provide a work order
for someone to accomplish a specific SAN change. Change plans comprise
a set of distinct tasks that you define, similar to a project designation in
many enterprises. Each task (project) includes a series of ordered actions to
be performed as part of the task.

Follow the instructions below to add tasks to your change plan. There are
several approaches you can use, and you can combine these approaches to
formulate your plan:

1. Importing from Excel: You can import task definitions from an Excel
spreadsheet. Please refer to Section 10.2.3 Importing and Updating
Tasks From Excel (page 101) for related information.

2. Using templates: If the task is:
o A repetitive task to provision storage for a host (existing or new).
or
A task that decommissions a host.

...please follow the instructions in Section 10.2.4 Defining Templates
(page 108) to define the template (applicable only for provisioning
storage), and Section 10.2.5 Generating Tasks and Actions Using
Templates (page 110) to generate a task based on a pre-defined template.
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3. Using action wizards: For any other task, the action wizard lets you
build a specific change plan. Please follow the instruction in Section
10.2.1 Adding a Task to the Task List (page 98) to add the new task, and
in Section 10.2.2 Defining Actions Using the Action Wizard (page 100)
to add actions for the task.

4. By copying one or more selected tasks (<Ctrl-C> or Edit — Copy from the
menu) from the task list, then pasting them into the task list (<Ctrl-v> or
Edit — Paste from the menu). The copied tasks will be placed at the top of
the list. Make sure to rename the copied tasks, as appropriate.

In addition to adding new tasks as described above, you can export a task to
an XML file, then import that file (task) into SANscreen. This is useful to
copy a task into the database. To do this, please follow the instructions in
Section 10.2.6 Exporting and Importing Tasks (page 112).

10.2.1 Adding a Task to the Task List

The main Task List table lists the tasks you define, in the order that you
specify them. To add a task to this list:

1. Choose Add Task from the Action or right-click menu to open this
dialog:

Add new task %]

Mame: || |

= |

Depends on: |Nune E‘

State: |F'Ianmng (Manual validation) E”

Ticket#: | | Onwner: | |

S e -1 = E—

Comments:

| cancer |

Fill in the fields to define the new task:

Field Description

Name Name of the task. Choose a name that will make it
easy for you to identify the task in the list.

ID Internally generated ID (read-only). Do not enter this
field.
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Field

Description

Depends On

Task whose completion is a prerequisite to
performing the task you’re adding. If another task
must be completed before this one can begin, select
that task from the drop-down list.

State

Current status for the task:

e Planning — You are planning and entering the
task. In this state, SANscreen does not validate
your task actions unless you request it to do so by
selecting Validate Task from the Action menu.

e Implementation — You have begun execution of
the task. In this state, SANscreen continuously
pre-validates the task. Make sure to update the
State field to take advantage of this feature. The
Implementation state consumes more server
resources and is recommended only when you are
actually executing the task.

e  Completed — The task is completed but remains
for historical tracking purposes. In this state, no
further validations are performed unless you
specifically request them.

Ticket #

Number of the task/project as it appears in the change
ticketing/help desk system, or any other number that
identifies the change.

Owner

Name of the person in charge of completing the task.
If you do not enter a name, it defaults to your own
SANSscreen user name.

Starting

Starting date/time for the change.

Ending

Ending date/time for the change.

Comments

Text field, available for free-form comments.

Click OK to complete the task entry, and to add the new task at the end

of the task list.

Enter the ordered list of actions required to complete the task, described
next. Double click an action in the Actions list to edit it, as necessary.
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10.2.2 Defining Actions Using the Action Wizard

The Add New Action wizard steps you through the process of creating a
specific list of actions for the selected task. The available action types are
predefined, and each type of action requires that specific data be supplied in
order that SANscreen can pre-validate the effects of the action on your
existing SAN. For example, when the task requires the addition of a storage
controller, you will have to provide the number of ports on the new
controller, its name, and the name and IP address of the storage device where
it will be installed.

You must supply all of the necessary information for each action. Required
information is shown in the wizard using underlined blue text.

To add an action using the wizard, first click on the parent task, then:

1. Choose Add Action i el
from the Action or T N
right-click menuto | o=l
open the dialog e
shown to the right.

Add a 0*paort Controller contraller* to Storage narne 1Py

2. Select the Type of Parsimeter - Contoller
action to perform Y
from the drop-
down list. Please
refer to Section
10.5 Action Types,
starting on page
117, for a
description of each available action type.

‘ OK H Cancel

3. ldentify the Owner of the action — either the person who will perform
the action or the one who is responsible for seeing that the action is
completed. If you do not enter a name, it defaults to your own
SANSscreen user name.

4. Click on each of the blue underlined entries in the Description field, then
enter (or select) the required information for that field. Refer to Section
10.5 Action Types, starting on page 117, for instructions that are
specific to each type of action you can choose. In many cases,
specifying one field value will define other fields automatically.

5. Click OK to complete the definition of the action, and to add the action
at the end of the actions list.
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10.2.3 Importing and Updating Tasks From Excel

SANSscreen lets you import tasks from any Excel file that’s compliant with
the following versions of Excel:

Excel 97 Excel 2003
Excel 2000 Excel XP

SANSscreen generates tasks and actions based on the operations imported
from Excel. This section tells how to import tasks from a spreadsheet, as
follows:

e General Rules outlines some general rules that apply when importing
task data.

e Spreadsheet Format for Task Import (page 102) details the required
format of the input data.

e Steps to Follow to Import Tasks from a Spreadsheet (page 106) tells
how to use the task file to import tasks and actions.

e Steps to Follow for Task Update or Delete Via Spreadsheet Import
(page 107) tells how to update previously imported task and action data.

General Rules

Each task must relate to a single host device and a single storage device (but
the storage can have multiple volumes). All lines with the same Ref number
relate to the same task.

You can import the following types of tasks/operations. For each set of
operations, SANscreen generates a task name using the format shown (varies
by action):

e Add Host — Adds a new host, then adds a path from that host to disk
storage. . The task name is generated as:

Add new host <host-name>(<host IP>) to Storage <storage-name>

e Add Storage to Host — Adds a new path from an existing host to disk
storage. The task name is generated as:

Add storage <storage-name> to host <host-name>(<host 1P>)
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e Add Tape — Adds a new path from an existing host to tape storage.
The task name is generated as:

Add Tape <storage-name> to host <host-name>(<host IP>)

e Host Decommission — Decommissions a host from the SAN (similar to
the processing described starting on page 111). The task name is
generated as:

Decommission host <host-name>

The switches and storage devices referenced by the task operations must
exist already before tasks can be imported from a spreadsheet; however, the
Add Host and Add Storage to Host operations can add new volumes.

Spreadsheet Format for Task Import

The input spreadsheet file must contain the following fields in fields B1, B2,
and B3, respectively. These fields serve to identify the file, and must be
unique across all task-import files:

Date, in mm/dd/yy format (e.g., 09/30/05)
Time, in hh:mm am/pm format (e.g., 09:50 am)
Name of the submitter (free-form text)

The rest of the file contains one line for each task or action being added or
updated, as follows. Fields are listed below moving left to right, starting
with column A. All fields are required unless otherwise noted below:

Field Description

Ref Reference number of the task/project as it appears in
the change ticketing/help desk system, or any other
number that identifies the change.

Note: When the Ref number displays in the main Task
list, it shows up as the concatenation of this
value plus the task’s obyjid.

Use the same reference number on all rows (actions)
that apply for the same task. All lines with the same
Ref value relate to a single host and storage device.

By Name of the person in charge of completing the task.

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

102 ¢ 10: Creating, Validating and Tracking Tasks Onaro



Field Description

Ticket# Optional. Number of the task/project as it appears in
the change ticketing/help desk system, or any other
number that identifies the change.

Operation One of the following to identify the task action:
e Add Host.

e Add Storage to Host.

e Add Tape.

e Host Decommission. For this type of operation,
the only fields that are required (in addition to the
identifying information, Ref, By and Ticket
Number) are the Host Name and Host IP. All
other fields are ignored.

Host Name Target host for the task, identified by name.

Must be the same for all lines having the same Ref
number, or must appear in only the first line for a
particular Ref.

Host IP Target host for the task, identified by IP address.

Must be the same for all lines having the same Ref
number, or must appear in only the first line for a
particular Ref.

Adapter World Wide Name for the HBA adapter.

HBA WWPN | World Wide Port Name of the HBA adapter. Must
comply with WWN format:

hh:hh:hh:hh:hh:hh:hh:hh
hh hh hh hh hh hh hh hh
hhhhhhhhhhhhhhhh

Where h is a single (case-insensitive) hexadecimal
digit.

HBA Switch Name or WWN to identify an existing switch that’s
connected (or will connect) to the HBA.

HBA Port Switch port that’s connected (or will connect) to the
HBA port, formatted as:

<unique switch name>/<port number>

Where the <unique switch name> provides enough
characters to uniquely identify the switch port. For
example:

R1-FabricA-shelf1/21
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Field

Description

The referenced switch port must exist already in the
SAN. If the identifier is not unique, the row will be
excluded and an error message generated.

Fabric

Optional. Fabric/VSAN where the HBA and storage
port are connected (must exist already in the SAN).

Storage/Frame

Optional. Name of the existing storage device (only
one per Ref number). You must provide either the
entire name, or enough of the name to uniquely
identify the storage device. If the name is not unique
(and equally identifies two or more storage devices),
the row will be excluded and an error message
generated.

Storage ID

ID of the existing storage device (e.g., Symmetrix
serial number). You may specify only one storage 1D
per Ref number.

FA

Optional. Name of the existing FA for the path. Must
exist already in the SAN.

FA WWN

WWN of the existing FA port (i.e., storage
controller).

FA SW

Name or WWN to identify an existing switch that’s
connected (or will connect) to the storage port.

FA Port

Number of the existing switch port that’s connected
(or will connect) to the storage port, formatted as:

<unique switch name>/<port number>

Where the <unique switch name> provides enough
characters to uniquely identify the switch port.

The referenced switch port must exist already in the
SAN. If the identifier is not unique, the row will be
excluded and an error message generated.

Zone Name

Name of the zone for the HBA and storage port.

Volumes

Comma-separated list of volumes in the path (ALL
for a simple disk device or a tape). Do not include
ranges (i.e., use 00a, 00b, 00c instead of 00a..00c).

Must be the same for all lines having the same Ref
number, or must appear in only the first line for a
particular Ref.

Cluster

Applicable when the host is a cluster member. Cluster
name to which the host belongs (required when you
specify the Volume Sharing).
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Field

Description

Redundancy

SANscreen policy — Desired redundancy level for
the new path, as detailed on page 46 (Dual Fabric (or
DF), No SPF (or NS), or None).

Host ports

Optional. SANSscreen policy — Maximum number of
host ports that can access the storage (tape device or
volume referenced by the task).

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

Switch Hops

SANscreen policy — Maximum number of switch
devices the new path should traverses from host to
storage.

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

Volume
Sharing

Optional. SANscreen policy — Level of volume
sharing permitted by the host, as specified by the
policy (Any, Cluster, or No Sharing). Please refer to
page 47 for a description of the volume-sharing policy
requirements.

If you specify this field, you must specify the Cluster
name field as well.

Start Date

Starting date for the task, specified in a field defined
as having a Date format in the spreadsheet.

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

Start Time

Starting time for the task, specified in a field defined
as having a Time format in the spreadsheet.

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

End Date

Ending date for the task, formatted as described for
the Start Date, above.

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

End Time

Ending time for the task, formatted as described for
the Start Time, above.

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

Comments

Optional. Text field, available for free-form
comments.
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Field

Description

Include only in the first line for the task (i.e., with the
first line that includes the task Ref number).

Steps to Follow to Import Tasks from a Spreadsheet

To initiate the task import from a spreadsheet:

1. Choose Action — Add Tasks from Excel from the menu to open a
selection window:

2.

Open x|

Look [n ‘u From Omri E“ ‘ﬁ‘ ‘ﬂ‘ |g| [E”El

) Add_East_Hosts_allxls ] Sym-03084 x5
| Add_\West_Hosts_3xs |_) Sym-04962 %5
) Add_west_Hosts_allxls _] Sym-04870xs
) reportxls ) Sym-20953xs
I report2xls ) Sym-21168xs

) Sym-01086.xs
) Bym-01184.xls
) Bym-02123.xs

File Mame: |Add7West7Hnstsj ¥s |

Files of Type: |Exce| Files E|

‘ Qpen H Cancel |

Select the spreadsheet to import, then click Open.

3. SANSscreen imports the task data, following the rules below:

(0}

Create a new task for each task that was not previously imported
using the same Reference ID (from a file with the same B1-B3 file-
identifying data).

Include in the same task all rows with the same reference number.

Generate the following action(s) for each task, as appropriate:

Add Host

Add Hosts to Cluster
Add HBA to Host
Add Volume

Add Volume Map
Add Volume Mask
Add Zone

Add Zone Member
Connect Ports
Authorize Path
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4. Inthe event of an error (i.e., a violation of one or more field constraints),
SANSscreen generates a report that looks like this:

Import Task From Excel x|

The following errors were found in the excel file

Row | Errar
i Walue of column Redundancy [na] is illegal. Should be ane ofthe fallowing: Maone 7 Mo-
The switch with the name orwwn [Name  3xSpace], defined in column 'HEBA W, coul
Could notfind storage with serial number [Mame  3xSpace] in SAN
Storage portwith wwn[50:06:04:832:C0:93:8F .C0] does not existin SAN
Walue of column Redundancy [na] is illegal. Should be ane ofthe fallowing: Maone 7 Mo-
Could notfind storage with serial number [ %850 _+=-[V7, 14 ¥==] in SAN
The gwitch with the name arwewn [EsF %AE50_+=-[V,[1:7=<], defined in column 'HEBA
Storage portwith wwn[50:06:04:832:C0:93:8F .C0] does not existin SAN

FEEIEIRIRIR]

4] ]

Lo |

Each line identifies the exact row, in the spreadsheet, that caused the
violation. Note that a single error does not stop the validation process,
so the error report provides a complete list of errors for the file.

Steps to Follow for Task Update or Delete Via Spreadsheet Import

An imported spreadsheet task file can be used to update or delete task data,
as follows:

e To update task data — You can modify a spreadsheet that was used to
add tasks, then submit that file again to update those tasks. Make sure
the identifying information in fields B1 — B3 is identical to the
information in the original file.

e To delete task data — You can delete one or more tasks that were
added via a spreadsheet. Simply resubmit the file as an update (above),
minus whatever tasks you wish to delete. To delete all tasks, submit a
file that’s blank except for the identifying information in fields B1 — B3.
This identifying information should be identical to the information
provided when the tasks being deleted were added to the plan.

To update/delete task data:

1. Choose Action — Update Tasks from Excel from the menu to open a file-
selection window (illustrated above for the add operation).

2. Select the task file to import, then click Open.

3. SANscreen imports the task data, following the rules below:

SANscreen User Manual 10: Creating, Validating and Tracking Tasks ¢ 107



o Delete tasks that were previously imported from a file with the
same B1-B3 file-identifying data, but that are missing from the
current file.

o Modify (i.e., redefine) tasks that were previously imported from a
file with the same B1-B3 file-identifying data, and that are also
included in the current file.

o Include in the same task all rows with the same reference number.

o Include with each task an Authorize Path action.

10.2.4 Defining Templates

Templates provide a way to generate tasks and actions based on the
template’s structure and pre-defined data, thereby enforcing uniform task-
entry procedures. SANscreen templates let you:

e Define repetitive tasks that add storage to a new or existing host.
e Define tasks that decommission a host.

You can define any number of storage-to-host templates. The host-
decommission template is pre-defined by SANscreen, and available for use
as-is.

To initiate template processing, choose Templates from the Action or right-
click menu of the Plans display. The opens the Templates dialog:

T |’

T Templates

MName | Qwyner
Diecommission Host
AddHost admin

| create || Edt || Remove || cenersteTask | | close |

This dialog lists the templates you have already created and saved. You can
create new storage-to-host templates from this dialog, you can select an
existing template to edit or delete, or you can generate a task from a saved
template.
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Creating a New Template

To create a storage-to-host template, click the Create button to open this
dialog:

Create Template Ll

1 Create Template

Add new host

NumberofHEAs: [ |
PotsinHBA [ |

Add ports to ¥EAN [
Volume map/mask by, [Hostport [+ ]

Storage: |Any E

Fixed Policy
Redundancy level: ‘Nune E“

volume Sharing Stope:
Hiogt port redundancy: E

Max switch hops:

‘ Ok || Cancel ‘

e  Enter a name for the template.

o |dentify the owner of the template (defaults to your SANscreen user
name).

e Enter choices to create the content of your template. State the best
practices of your storage management, including zoning and volume
map/masking types, redundancy level, volume sharing, and switch hops.
If you identify a particular Storage device, every task that’s generated
using the template will be specific to that device; otherwise you can
choose the target storage device each time you create a task using the
template.

e  Click OK to save the template.

Editing or Deleting a Template
Edit and delete functions apply only for storage-to-host templates:

e To edit a template, select the template you want to change then click
Edit. Proceed as described above for Create processing, modifying
fields as necessary then clicking OK.
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e To delete a template, select that template then click Remove.
SANSscreen confirms that you want to delete the template before
proceeding.

Generating Tasks From a Template

To generate a task from a template, click the Generate Task button, then
proceed as described next in Section 10.2.5 Generating Tasks and Actions
Using Templates.

10.2.5 Generating Tasks and Actions Using Templates

Proceed as follows to add a task or action based on a template. This is
detailed for the two types of templates below (storage-to-host then host-
decommission).

Generating Storage-To-Host Tasks

1. From the Plans display, choose Templates from the Action or right-click
menu.

2. Select the template you’ll be working with, then click Generate Task to
open the following dialog:

% Geneate task from template ‘AddHost! | A
Taskname Cner. Depends an |Add Host16 (124) - Mot completed Iz\‘
Starttime: [ws0s 9554 ||| End time: [a/30i05 9:56 an | [E5] | o | |
Comment, Cormiments Ticket#: |
State. |Planmng (Manual validation) Iz\‘
Host name: | Hostip: | cluster. | ]
Storage: Mo storage selscted Volurmes: Mo volumes selected
Policy: Wone redundancy, Cluster valume sharing scope
Huost | Connected to | ‘ ‘
HEAVIAN ] Fort Y | Fort [ Fabnewsen | StoragePort Zone name
Editar
| ok || cancel
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3. Complete the fields as required to define the task. When you click a
blue underlined link, the bottom pane displays a list of items you can
select to define that field.

To define an action for an existing task, complete the task identification
fields (top-most pane) with the same information contained in the
original task. The action will be added to the existing task.

4. When adding Storage, SANscreen includes the status of each volume, to
help determine whether a particular volume is masked or reserved by
other tasks. The possible status values are detailed on page 132.

You can limit the volumes shown, by filtering SRR .
the display. Click the Volumes variable to open lﬁ*‘”’!—|—|7
a filter that lets you display only the available swailable only

volumes, or only those volumes that are already MESkediRes eredioniy

masked and/or reserved (right).

5. Click OK to add the task or action.

Generating Host-Decommission-Tasks

1. From the Plans display, choose Templates from the Action or right-click
menu.

2. Select the Decommission Host template, then click Generate Task to
open the following dialog:

4 Geneate task from D ission Host' A x|
Task name awner: Depends an |Nnne E‘
Starttime: [wems oot am |G| Entime [wwns ronaw |G| o [ \

Comment Comments Ticket# [RE21-8778 |

State: [Planning vanual validation) =]

Host: Hostt

Select Host

= LJ Hosts E
3

7 Host2

% Ho[Hest1(192.1.168.13
7 Host4
oot 2 =

Eptiptint)

‘ Ok H Cancel ‘

3. Click the Host field, then select the host to decommission from the drop-
down list. Add comment if you wish, clicking on the Comment field
then entering the comments in the lower pane.
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Complete the fields as required to define the task. When you click a
blue underlined link, the bottom pane displays a list of items you can

select to define that field.

4. Click OK to add the task, and to automatically generate a set of actions
to decommission the host (Remove Authorized Path, Remove Volume

Mask, etc., down to Shutdown Host).

Note: If the actions are appropriate for the current time but may be
invalid at a later date, SANscreen displays a warning.

10.2.6 Exporting and Importing Tasks

Using the Export and Import task-list

/ﬁ{_ Task list @

options, you can export a task to an ID_| Ticket# | Name
XML file, then use that file: e At
124 Add task 15
e Toimport into the same task list 129  Eelttask ik
. . . 12 Delete task _ S
(essentially using it as a copy-and- 12
paste tool). Tapology
] Report —
e To import the task into another Actiong State i
2 Validate task I
SAN. Templates... ft16 (Ho
.. Detach from template iBAtak
This is useful for tasks that perform a p— ST
common function. Import LE2 ofH
Add Tasks From Excel 3:““7“'
Simply follow the prompts after Update Tasks FromExcel o o'c
choosing the Export/Import option, to e A maskdne: Allow s
identify the new (to be created) XML
file, or the XML file from which you want to import a task.
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10.3 Pre-Validating a Task

When a task is in Implementation mode (see page 99), Sk

it’s automatically validated any time the SAN changes. EZ'.:N:S.‘

If the task is in the Planning or Completed mode, use :;':;f‘u':"

the drop-down menu to manually pre-validate the 1 Report

integrity of the task, as necessary. State ’

Validate task

Templates...

To do this, choose Validate Task from the Action or D————
right-click menu, with the task selected. SANscreen Export
pre-validates the task and refreshes the Plans screen. if,f,";sks From Excel

This can take a few seconds to complete. You’ll see an Undate Tasks From Excel

hourglass (E) in the Status field as the validation
proceeds.

10.3.1 Reviewing Task Validating Results

The first indication of the validation status is visible through the color of the
corresponding row in the Task List:

e Red indicates that if the task were performed, new violations would be
introduced to the SAN.

e Blue indicates that implementation of the task would not result in a new
violation.

Review the Pre-validation column in the Task List for further details about
the validation results: Failed indicates a failure and Passed indicates a
successful task validation. When a validation fails, use the detail panes to
investigate the violation, as described below (following this table of column
values).

When a task validation fails, please refer to the information in the detail
panes to investigate the problem(s):

1. View the Future Violations detail pane, illustrated below, to review the
future task violations. You can analyze these violations using the
Analyze Violation tool from the right-click menu, as described in Section
6.3.4 Analyzing Violations, starting on page 66. This tool only works
on a single path, so expand (+) the Future Violations list to display each
path you want to analyze.
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ﬁ Task list 04
T2y
D

\ Ticket# | Marme \ Oivher \ State \ Sta
123 Add Host18 admin  Planning iManual validation) Mot cormf =]
124 Add Host1s admin  Planning {Manual walidation) Mot comy
125 Fix redundancy of host Host1 5 admin  Implerentation (dutomatic validation) Mot comp
126

Fiv rarlundanc nf hoet Host 7 admin__Imnlarmantatinn (4

| Summary | Details | Tests |
FeThiD @ Missing Redundancy Violation

# State
10 Shu

atic validation) Mot camy

atic validation) Mot EG%E

127

Kl

Yiolation description

Fath Redundancy violation between Host Host10 and valume
107-9125401 of Storage Storage?

41

T/ Future Violations
E = y [ ,-] End points Foning/Connectivity: Mot enough connected fabrics with shared

zones hetween Host and Storage devices. Minimum 2. Currently 1

Yiolation analysis

te[+] | [ A

\ Yiolation Type |

= @7 HilL || iclatiors created . E
W Active Host . Hostl0 At =] BEtWeen Host Host10 an
Missing ctve oet... ot storagen Storge Storape1. (o achin)

— 9 - 9 v + 1 Wiolations created

Missing Active Host ... Host1o Storagel betwesn Host Host10 and
Missing Active Host ... |Host10 Storage | Storage Storagel (by admin

4 T 7 + 13 Violations created

Taszk actions Errars | Future Wiolations | Future Changes

2. View the Errors detail pane to look for action-related errors. Each error
listed has an identifying step (i.e., action) number to the left:

Errors

Action Description
5Resource Prablem: Port 10:00..:82 is already connected to Switch USCG_D1_SW2, port fcb

3. View the Future Changes detail pane to review actions that have not yet
been implemented, including future violations those actions will create:

@ Future Changes u7

S T = weekto date =] | [ Al =]
| |Evem ‘
1 W + 13 Violations created betwesn Host Host10 and Storage Storagel (by adming

W + 1 ¥iolations created between Host Host10 and Storage Storagel by admin
W + 13 ¥iolations created between Host Host10 and Storage Storagel (by adming
W + 2 Yiolations created between Host Host10 and Storage Storage?2 by admin
W + 2 Yiolations created between Host Host10 and Storage Storage?2 by admin

S 1 O oot Eocl bok. Dok Uoetdd and o, o, D fe ack 4
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10.3.2 Generate a Task Pre-Validation Report

Choose the Report option from the Task List’s right-click menu to generate a
Web-based task pre-validation report. Then use standard browser options to
distribute or print the report.

Task Report - Mozilla Firefox - EI|5|
file Edit Wiew @Go Bookmarks Tools  Help Q

@-gp- & @ [ hetp:focaostionaroftaskatask=10005 o«

|} customizeLinks | | Free AOL & Unlimite... | | Mermont State Park... | | Free Hotmall # InZones, awesome ... | | MSN | | Windows Media | | Windows

Task Pre-Validation Report

Refg 123
Name: Add Host 18
Designer: admin
Start Date: 11Jun 2128 04:53 End Date: 11 Jun 2128 04:53
Pre-validation status: Invalid Status: Motcompleted State:  Flanning (Manual validation)

WARMIMG: Pre-validation process is MOT successiul, Please refer to the errors and viclations listed below

Actions |
State # Implementation directions By Time
O 1. Add Host Host18 {192.168.0.66) admin
O 2. Add a 1-port HBA 20:00:00:61:68:00:4E:00 to Host Host18 (192.168.0.66) admin
O 3. Add a 1-port HBA 20:00:00:61:68:00:4E:00 to Host Host18 (192.168.0.66) admin
O 4. Connect admin
- Port 10:00:00:61:68:00:4E:01 of Host Host18 to
- Port fc12 of Switch USCG_D1_Sw<
O 5. Connect admin

- Port 10:00:00:61:68:00:4E:02 of Host Host18 to
- Port fc11 of Switch USCG_D1_Sw2

O 6. Add mapping: Alow access to Volume 107-3882521 of Storage Storagel through Port Bay 2, Slot  admin
1,Port A as LUN LUN

7. Add masking: Allow access from Host Host18, Port 10:00:00:61:68:00:4E:02 to Volumes volumes + admin
of Storage Storagel through Port Bay 2, Slot 1, Port A

N EN

| Done
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10.4 Tracking Task Execution

The check box to the left of each action (State field) indicates the status of

that action:

2? Task list 14

=¥
1D

\ Ticket# | MNarme

- Port 10:00...01 of Host Host18 to

4]

\ O er \ State
123 Lauu Host18 |admm Flanning (Manual validatio
124 Add Host16 admin  Planning (Manual validatio
125 Fix redundancy of host Host1 5 admin  Implermentation (dutorn atic
126 Fix redundancy of host Host1 7 admin  Implementation (Automatic
127 Shutdown switch USCG_D1_8Wd4  admin  Implementation (Automatic,
T 1
Actions s
# | State | Description |
10 ~dd Zone USCG Disk012403 to fabric 10:00...EA on principal ad
USCG D1 SWd
128 Add Wik 50:05..:DF of Storage Storage1 to Zone USCG Disk012403 of ad
fabric 10:00...EA on principal USCG D1 SW4
128 #dd Zone USCG_Disk012403 to fabric 10:00..:6B on principal ad
USCG D2 SwW1
158 Add Wik 50:05..:DF of Storage Storaged to Zone USCG Disk012403 of  adm
fabric 10:00..:6B on principal USCG_D2 SW1
10 #dd Host Host18 (192.168.0.66° adm
20 Add a 1-port HBA 1o Host Host18 (192.168.0.66 adm
30 Add a 1-portHBA to Host Host18 (192.168.0.66° adm
40 Caonnect adm

Taskactions

Errors  Future Wiolations  Future Changes

Refer to this check box to verify the correct execution of the task, as follows:

e A green check mark indicates that the action was performed

successfully.

e Arred X indicates an error during the execution of the action (host not

physically added, etc.).

e An empty check box indicates that the action has not been executed

yet.
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10.5 Action Types

This section describes the various actions that can be included in a task, and
tells how to configure each type of action.

Each action type is described in the sections that follow, in order as they
appear in the Add Action menu (and as summarized in Table 2). For each
action type, the following information is provided:

A sample screen.
Description — Short description of the action.

Parameters — Definition of parameters used to configure the action,
including underlined (variable) and dark blue parameters. The dark blue
parameters are provided automatically after you define or select a value
for an underlined parameter. A red asterisk indicates that a field is
required.

Validating — Information on how the SANscreen tracks the action.

Prerequisites — Requirements that must be fulfilled before the action
can be evaluated during task pre-validation.

Implicit actions — Additional activity/actions that occur when the
described action is executed.

Table 2: Action Types (Plans Processing)

Action Type Used to... Page
Add Controller to Add a new port controller to an existing disk 120
Storage storage device.
Add Controller to Add a new controller to an existing tape 121
Tape device.
Add HBA to Host | Add a new host bus adapter (HBA) to an 122
existing host.
Add Host Add a new host. 123
Add Hosts to Add one or more selected hosts to a cluster, 124
Cluster and optionally define a new cluster for this
purpose
Add Ports to Add one or more ports on a Cisco switch to a 125
VSAN virtual SAN (VSAN).
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Action Type Used to... Page

Add Storage Add a new disk storage device. 126

Add Switch Add a new switch. 127

Add Tape Add a new tape device. 129

Add Volume Add a new volume to a disk storage device. 130

Add Volume Map Add a mapping between a volume and a disk 131
storage port.

Add Volume Mask | Add a masking between a volume (disk 132
storage port) and a host.

Add VSAN Allocate one or more VSAN-enabled switch 134
devices to a new or existing VSAN.

Add Zone Add a new zone to a fabric. 135

Add Zone Member | Add a particular switch port to a zone. 136

(by Switch Port)

Add Zone Member | Add a new zone member, identified by 137

(by WWN) World Wide Name (WWN).

Authorize Path Authorize paths and set policy for the paths. 138

Connect Port Verify that some device is connected to a 139
particular switch port.

Connect Ports Connect two ports. 140

Disconnect Ports Disconnect two ports. 141

Edit Authorized Edit an authorized path. 142

Path

Enable zone Enable zone configuration. 143

configuration

Remove Remove an authorized path. 144

Authorized Path

Remove Controller | Remove a controller from a disk storage 145

from a Storage device.

Remove Controller | Remove a controller from a tape device. 146

from a Tape

Remove HBA from | Remove an HBA from a host. 147

a Host

Remove Ports from | Remove one or more ports (on a specific 148

VSAN switch) from a VSAN.
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Action Type Used to... Page

Remove Volume Remove one or more volumes from a disk 149
storage device.

Remove Volume Remove the mapping between a disk volume 150

Map and a storage port.

Remove Volume Remove the masking between a disk volume 151

Mask (storage port) and a host.

Remove VSAN Remove a VSAN from one or more switch 153
devices.

Remove Zone Remove a zone from a fabric. 154

Remove Zone Remove a member from a particular zone. 155

Member

Shutdown Host Shut down a host. 156

Shutdown Storage | Shut down a disk storage device. 157

Shutdown Switch Shut down a switch. 158

Shutdown Tape Shut down a tape device. 159
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10.5.1 Add Controller to Storage

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: [Add Controller to Storage =]

Qwner. [admin

Description

Add a 3-port Controller contraller®to Storage name (P}

Parameter- Ports

Part 1N I
10E0:0000:00:00:00:02
10E0:00:00:00:00:00:03
[10:B0:00:00:00:00:00:04 ‘

Add

‘ Rermove |

| ok || caner |

Adds a new port controller to an existing disk storage device.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

# of Ports — Number of ports on the controller. Click Add once for each
port, then specify the WWN for that port. Click Remove to delete a
selected port.

Controller — WWN for the controller.

Storage name (IP)— Storage device for which you’re adding the controller,
identified by name and IP address. Select the device from the list of
available devices.

Test that the controller is up.

The storage device must be defined in SANSscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

If the controller was removed and now is being added (all in the same task),
this action restores all of the controller’s ports, port connectivity, volumes,
and volume mapping/masking.
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10.5.2 Add Controller to Tape

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: [Add Controller to Tape -]

Owner: [admin

Description

Add a 2-port Controller 20:05:07:63:00:40:458:92 to Tape name*|F)

Parameter- Contraller

WM |50.06:07:63:00:40:4B.92

‘ Ok H Cancel |

Adds a new controller to an existing tape device.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

# of Ports — Number of ports on the controller. Click Add once for each
port, then specify the WWN for that port. Click Remove to delete a
selected port.

Controller — World Wide Name for the controller.

Tape name (IP)— Tape device for which you are adding the controller,
identified by name and IP address. Select the device from the list of
available devices.

Test that the controller is up.

The tape device must be defined in SANSscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

If the controller was removed and now is being added (all in the same task),
this action restores all of the controller’s ports and port connectivity.
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10.5.3 Add HBA to Host

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: [Add HEA o Host =]

Owner: [admin

Description
Add a Z-portHBA 10:00:00:00:C9:3E:90:21 to Host Host 1 (192.1.168.0)

Parameter- Host

B JHnsts E
)
9 Host 2
7 Host3
9 Host4 -
7 Hosts
7 Hosté
9 Host7
1
o aney =
‘ oK H Cancel |

Adds a host bus adapter (HBA) to an existing host.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

# of Ports — Number of ports on the HBA. Click Add once for each port,
then specify the WWN for that port. Click Remove to delete a selected
port.

HBA Adapter— World Wide Name for the HBA adapter.

Host name — Host where you’re adding the HBA, identified by name and
IP address. Select the host device from the list of available devices.

Test that the HBA is up.

The host must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

If the HBA was removed and now is being added (all in the same task), this
action restores all of the host’s ports, port connectivity, volumes, and volume
mapping/masking.
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10.5.4 Add Host

Description

Parameters

Validating
Prerequisites

Implicit
Actions

Add new action 1]

Type: [Adtd Host -]

Owner: [admin

Description

Add Host name*{(|P*

Parameter- Host

Name ‘ |

IF address ‘ |

‘ Ok | Cancel

Adds a new host.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Host name (IP) — Name and IP address to identify the host. You’ll be
prompted to enter these values separately.

Test that the host is up and the IP correlates to the host name.
None.

If the host was removed and now is being added (all in the same task), this
action restores all the host’s ports, port connectivity, volumes, and volume
mapping/masking.
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10.5.5 Add Hosts to Cluster

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Add hosts to cluster =]

Description

Add hosts Host 6.Host 7 to cluster cluster*

Parameter - Hosts

=+ Hosts

4 Host1

9 Host2

¥ Host3

7 Host4

7 Hosts

7 oste

"' Host 7 member of cluster Clusters_\West

pane =

| OK || Cancel ‘

Adds one or more selected hosts to a cluster, and optionally defines a new
cluster for this purpose.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Hosts — Name to identify the host(s) being added. Select one or more hosts
from the list of available hosts.

Cluster — Cluster to which the selected host(s) should belong. Choose an
existing cluster from the drop-down list, or enter a cluster name to
define a new cluster. Please note that any given host can only belong to,
at most, one cluster.

Test that the host is up and not already a member of another cluster. If the
host is a member of another cluster, this action takes it out of that cluster
before adding it to the new cluster.

The host(s) must already be defined to SANscreen.

None.

124 + 10: Creating, Validating and Tracking Tasks Onaro



10.5.6 Add Ports to VSAN

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Add Ports to VEAN =]

Qwner. [admin

Description

Add 1 pors of switch ems_switch2 1o VSAN ems vsan(25) on principal ems_switch2

Parameter- YVSAN

E- () FabricsiSaNS
WSAN ems_vsan(25) on principal ems_switch2

| ok || caner |

Adds one or more ports on a Cisco switch to a virtual SAN (VSAN).

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

# of ports — Number of switch ports being added to the VSAN. Select one
or more ports from the list of available switch ports.

Switch name — Name of the switch whose ports are being added (filled in
automatically after you select a port(s), above).

VSAN — VSAN to which you’re adding the new ports. Select a VSAN
from the list of fabric/\VSANSs.

Verify by testing the VSAN configuration.

The VSAN and ports must be defined in SANscreen, either as part of the
SAN environment, or previously in the current plan, or in a plan that’s
executed before the current plan (i.e., a plan on which the current plan
depends).

None.
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10.5.7 Add Storage

Description

Parameters

Validating
Prerequisites

Implicit
Actions

Add new action %]

Type: [Add Storage -]

Owner: [admin

Description

Add Storage name* (IP*

Parameter - Storage

Name ‘ |

IF address ‘ |

‘ Ok | Cancel

Adds a new disk storage device.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Storage name (IP) — Name and IP address to identify the storage device.
Test that the storage is up and that the IP correlates to the storage name.
None.

If the storage device was removed and now is being added (all in the same
task), this action restores all the device’s ports, port connectivity, volumes,
and volume mapping/masking.
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10.5.8 Add Switch

Add new action %]

Type: [Add Switch =]

Qwner. [admin

Description
Add 0% port Switch USCG D1 SW4

Parameter- Switch

Wame [usco D1 g |

WA [10:00:00 60:60:51:4F:CD |

Y5AN Enabled

| ok || cane

Description Adds a new switch.

Parameters Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want.

If you plan to generate blade/ports (for switch cards), it’s a good idea to
identify the Switch parameter first, because this information is required for
port generation.

# of ports — Number of blades/ports on the switch. Click the appropriate
tab — Blades to add switch cards, or Ports to identify the switch ports
individually. Then:

o For blades (i.e., switch cards), click Add once for each blade on the
switch, then fill in the unique, numeric, blade for the blade, and the
number of ports per blade:

Parameter - Ports

Hlades [ Ports |

Blade number ] Parls | ‘ Add |

Click Generate to automatically add (generate) the ports for each
blade. SANscreen calculates the ports based on the switch WWN
and blade numbers, assigning each blade port a unique WWN.
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Validating

Prerequisites

Implicit
Actions

(You’ll have to enter the switch name and WWN before generating

ports.)

As necessary, click Remove to delete a Ports alvsady configted
Thi rts tahl T ty.

selected blade or port. If you get the D o aipos

message shown to the right, go to the [ | [no |

Ports tab and Remove all the generated
ports (use <CTRL-A> to select all ports),
then return to the Blades tab and regenerate.

o For ports, click Add once for each port on the switch, then fill in the
WWN to identify each port. If you identified the switch already,
SANSscreen will pre-fill each port WWN with the WWN of the
switch, followed by a dash and a port number:

Parameter - Pors

‘ Blades ‘ Ports ‘

Port WV [ A ]

‘ Remove ‘

20:20:20:30:40:00:00:00-0
20:20:20:30:40:00:00:00-1
20:20:20:30:40:00:00:00-2

Switch — Name and WWN to identify the switch being added, and an
indication of whether the switch is VSAN-enabled. If enabled
(checked), policy is determined by the VSAN, and you can add first
switches (Add VSAN action) then switch ports (Add Ports to VSAN
action).

Policy — Applicable only if the switch is not VSAN-enabled. Policy
settings that apply for the switch (Domain ID, Priority, and so forth).
Please refer to your switch documentation for detailed information about
these settings.

Test that the switch is up and that all the policies match what was specified
above.

None.

None.
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10.5.9 Add Tape

Description

Parameters

Validating
Prerequisites

Implicit
Actions

Add new action %]

Type: [Add Tape -]

Owner: [admin

Description

Add Tape name*{P*

Parameter - Tape

Name ‘ |

IF address ‘ |

‘ Ok | Cancel

Adds a new tape device.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Tape name (IP) — Name and IP address to identify the tape device.
Test that the tape is up and that the IP correlates to the tape name.
None.

If the tape device was removed and now is being added (all in the same
task), this action restores the device’s previous connectivity.
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10.5.10 Add Volume

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Add Volume =]

Qwner. [admin

Description

AddVolumes 43,44,45 to Storage name™

Parameter - Storage

B J Starage Devices
Storage1
Starage2
= Storage3
Storaged

&

| ok || cane |

Adds a new volume to a disk storage device.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Volumes — Volumes to be added. Click Add once for each volume, then
specify the volume name. Click Remove to delete a selected volume.

Storage name — Name of the storage device for which you’re adding the
volume(s). Select the device from the list of available devices.

Test that the volume is up.

The storage device must be defined in SANSscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

None.
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10.5.11 Add Volume Map

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Add Volume Map =]

Owner: [admin

Description

Add mapping: Allow access to Volume 107-3882521 of Storage Storagel
through Port Bay 1, Slot1, Port B as LUN LUR

Parameter - Storage Port

=i Storage Devices -
= ':"‘ Storage1
= 60:05:07:63:00:C0:95:DF

. Bay1,Slot1, Port A connected to Switch USCG_D2_ 83 via part fo7 (]
5 [Bay 1, Siot 1, Port B connected to Switch USCG_D_SW2 via port o7
. Bay 1, 8lot 2, Port A connected to Switch USCG_D1_8Wid wia port fe 7 (]
5 Bay1, Slot 2, Port B connected to Switch USCG_D2_SWW1 via portfc7
2 Bay 2 Slot1, Port A connected to Switch USCG_D1_8W2 via port 5

o 0t 1 Dot D 10 Cusiteh 110 T S win maet fry

[ |

‘ Ok H Cancel |

Adds a mapping between a volume and a disk storage port.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Volume — Name of the volume for which you’re adding the mapping.
Select a volume from the list of available volumes. The drop-down list
includes the status of each volume, as detailed on page 132. This helps
to better understand if this is the right volume (i.e., whether this volume
is masked and/or reserved by other tasks).

Storage name — Storage device where the volume is defined (filled in
automatically after you select a volume, above).

Port — Port, on the storage device, to which the volume is mapped. Select a
port from the list of available ports on the selected volume.

LUN — Logical Unit Number used by the host to access this volume.

Test that the mapping is defined. Please note that the LUN number is not
validated.

The volume must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

None.

SANscreen User Manual 10: Creating, Validating and Tracking Tasks ¢ 131



10.5.12 Add Volume Mask

Description

Parameters

Adds a masking between a volume (disk storage port) and host.

Add new action

Type: [Add Volume Mask =]

Description

Add masking: Allow access frormn Host Host 1, Adapter 40.40:00:00:00:00:00:00 to
Volumes yolurnes™ of Storage harne* through Port port*

Parameter- Volumes

t Storage2
= Storage3
B Volumes
8
£ 2-already masked and reserved-by-anothertask
£ 3-already masked
£ 4-already masked and resered-by-anothertask

E}a

‘ Ok H Cancel |

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Initiator (and WWN)— Host port or adapter to which the storage volume is

masked. Select an Adapter or Port from the list of available

adapters/ports. Both are identified by WWN in the list of available ports
for each host. The host name is filled in automatically after you select
an adapter/port.

Volume — Name of the volume to be masked to the host adapter or port
identified above. The drop-down list includes the status of each volume,
as detailed below, as well as an icon that’s appropriate to that status:
masked = [, available = &, etc. This helps to better understand if this
is the right volume (i.e., whether this volume is masked and/or reserved
by other tasks):

(0]

no special text (available volume) — The volume is not masked,
either by the current SAN configuration, or by a planned action.

Already Masked — The volume is masked (i.e., in use by the current
SAN configuration), as noted by the text that follows the status.

Reserved ... — The volume is masked by another action or task in
the plan, as noted by the text that follows the status.
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o Already Masked and Reserved... — The volume is masked in the
current SAN configuration, and the volume is reserved by at least
one other action or task (as noted by the text that follows the status).

Storage name — Storage device where the volume is defined (filled in
automatically after you select a volume, above).

Port — Name of the storage port (on the above named storage device) from
which the volume is accessible to the host initiator.

Validating Check that the masking definition on the storage device matches this
definition.

Prerequisites  The volume must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

Implicit None.
Actions
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10.5.13 Add VSAN

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: [Add VSN =]

Qwner. [admin

Description

Add a VEAN ems wsan(25) on principal ems Switch2 to Switches ems switch with
palicy

Parameter - policy

Darnain 1D

Priority [12g |
Werge contrel [pERM T =]
Defautt zone benhavior [pERMIT =]
Mamain [L YT [ ———— [l B
(o) o |

Allocates one or more VSAN-enabled switch devices to a new or existing
VSAN.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

VSAN — Indication of whether the VSAN is new. Mark the New or Existing
check box. If new, enter an ID between 1 and 4094, and a unique
VSAN name. If existing, select the VSAN from the list of available
VSAN:S.

Switches — Switch(es) that will be a part of this VSAN. Choose one or
more switches from the list of available switches.

Policy — VSAN policy settings (Domain ID, Priority, Merge Control, and
so forth). Please refer to your VSAN documentation for detailed
information about these settings, as necessary. If you select more than
one switch, this field is always “default policy.”

Test that the VSAN is up.

All switch devices must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

Creates the VSAN and/or fabric if it does not exist already.
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10.5.14 Add Zone

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]
Type: [Add Zone =]

Description

Add Zone Hostl 2 to fabrict/SAK*

Farameter - Fahrich/SAN
- FabricsiSANS
fabric 10:00:00:60:69:51:4E.8B on principal USCG_D2_Swi1
() fabric 10:00:00:60:68'51 4E EA on principal USCG_D1_SWid
(3 fabric 20:00:00:00:00:00:00:00 on principal Switch 1

‘ Ok H Cancel

Adds a new zone to a fabric.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Zone name — Unique name to identify the zone.

Fabric/VSAN — Fabric/VSAN where you’re adding the zone.

Check this definition against the zoning configuration information received
from the switch.

The fabric to which the zone is added must be defined in SANscreen as part
of the SAN environment.

If the zone was removed and now is being added (all in the same task), this
action restores its members.
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10.5.15 Add Zone Member (by Switch Port)

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: [Add Zone Member oy switch por) [

Owner: [admin

Description

Add Port fc1 of Switch Switch 2 t0 Zone zone * of fabric/SAN

Parameter- Zone

B FabricsiSaNS
) fabric 10:00:00:60:69:51:4E 86 on principal USCG_D2_Swi
E- 0 fabric 10:00:00:60:69:51 4E:EA on principal USCG_D1_Swd
&4 USCG_Disk012403
&4 USCG_Tape012403
(3 fabric 20:00:00:00:00:00:00:00 on principal Switch 1

‘ Ok H Cancel

Adds a particular switch port to a zone.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Port — Port to add to the zone. Select a port from the list of available
switch ports.

Switch — Name of the switch whose port is being added (filled in
automatically after you select a port, above).

Zone — Zone where you’re adding the new member. Select a zone from the
list of available zones.

Fabric/VSAN — Name of the fabric/VSAN where the selected zone is
configured (filled in automatically after you select a zone, above).

Check this definition against the zoning configuration information received
from the switch.

The fabric, zone, switch, and port must be defined in SANscreen, either as
part of the SAN environment, or previously in the current plan, or in a plan
that’s executed before the current plan (i.e., a plan on which the current plan
depends).

None.
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10.5.16 Add Zone Member (by WWN)

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: [Add Zone Member (oy W) |

Owner: [admin

Description

Add Wil 10.B0..:42 {fc2) of Switch Switch 2 to Zone zone™ of fabric VYSAM

Parameter- Zone

£ FabricsiSaNS
B0 fabric 10:00:00:60:69:51:4E BB on principal USCG_D2_Swi
€& Host17_Backup
€ USCG_Disk012403
& USCG_Tape012403
(3 fabric 10:00:00:60:68'51 4E EA on principal USCG_D1_Swid
(3 fabric 20:00:00:00:00:00:00:00 on principal Switch 1

‘ Ok H Cancel |

Adds a new zone member, identified by World Wide Name (WWN).

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

WWN — WWN to identify the member being added to the zone. Select a
member from the list displayed host adapters and ports, switch ports,
etc.

Device — Device type and name (filled in automatically after you select the
zone member).

Zone — Zone where the new member will be added. Select a zone from the
list of available zones

Fabric/VSAN — Name of the fabric/VSAN where the selected zone is
configured (filled in automatically after you select a zone).

Check this definition against the zoning configuration information received
from the switch, to validate that this member was added to the zone.

The fabric, zone, and device must be defined in SANscreen, either as part of
the SAN environment, or previously in the current plan, or in a plan that’s
executed before the current plan (i.e., a plan on which the current plan
depends).

None.
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10.5.17 Authorize Path

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type. |Aumunze Path E”

Description

Authorize paths

from Host Host 2

to Storage Storace1 (192168101 1) Volumes 107-4931087 107-5378673 having
Policy None redundancy, Cluster volume sharing scope

Parameter - Policy
Type

Redundancy Level ‘Nnne Iz”

Aftributes

Waolume Sharing Scope ‘Cluster E‘

Host port redundancy [

Max switch hops [

| 0K || Cancel ‘

Authorizes and sets policy for one or more paths that connect a specific host
server and its data residing on a storage device (disk volume or tape).

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Host — Name of the host from which the path(s) originate. Select a host
from the list of available devices.

Storage name (IP) — Name of the storage device where the data for this
path resides. For a disk device, select one or more volumes.

Policy — Policy attributes for the path(s). Please refer to step 4 on page 46
for information about these policy fields.

Locate the exact authorized paths in SANscreen.

The host, storage devices, and volumes must be defined in SANscreen, either
as part of the SAN environment, or previously in the current plan, or in a
plan that’s executed before the current plan (i.e., a plan on which the current
plan depends).

None.
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10.5.18 Connect Port

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Connect Por =]

Owner: [admin

Description

Connect Port Port* of Device

Parameter- Port

Uj Hosts
U,J Switches
IJJ Generic Devices
= LJ Storage Devices
g Storaget
= § Storage?
=} 50:05:07:63.00:C0:95:A4
£ Bay1, Slot 1, Port & connected to Switch USCG_D2_SWi1 wia port fe
=== £l

14
] 1ot 1 Bt iq B 12 s mwmﬁ
[]
‘ Ok | Cancel |

Verifies that some device is connected to a particular device port.

This action is useful when there is a plan to connect a particular switch port
to a port WWN, but that port WWN is currently unknown. With the action
in place, you can track the State check-boxes (Ports detail pane) to see when
the connection is actually made.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Port — Name of the port to check for a connection.

Device — Name of the device where the port is defined (filled in
automatically after you select a port).

Check that the port is connected to a device.
The device must be defined in SANscreen as part of the SAN environment.

None.
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10.5.19 Connect Ports

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Connect Ports =]

Owner: [admin

Description

Connect
- Port 1+ of Device 1o
- Port 27 of Device

Farameter- Port 1
Uj Hosts
=) LJ Switches
% Switch 1
EF 2% Switch 2
& fel connected to Switch Switch 3 via pot f¢15 ¢fabric 20:00:00:00:00:00:0C
© fe1 connected to Host Host 1 via port 10:B0:00:00:00:00:00:09 {fabric 20:C
¢ fc2 connected to Host Host 2 via port 10:B0:00:00:00:00:00:11 {fabric 20:C
¢ fc3 connected to HostHost 3 via port 10:E0:00:00:00:00:00:13 (fabric Q%Z\
£ dn Lnct Linet i A4 A0DO NN NN AN & Fabrie D

‘ Ok H Cancel |

Connects two ports.

Click each Port parameter (underlined in blue) to display the available
selections in the Parameter area. Then proceed as described below to
identify the option you want:

Port 1 and Port 2 — Ports that you want to connect.

Device — Name of the device where each port is defined (filled in
automatically after you select each port above).

Verify that the two ports are connected.

If the two ports are switch ports that belong to different fabrics, verify that
the two fabrics can be merged.

Both ports must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

Neither port can be connected to anything else.

If connecting two switch ports that do not belong to the same fabric (and for
which the fabric cannot be merged), this action removes the fabric.
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10.5.20 Disconnect Ports

Add new action %]
Type: |Disconnect Ports =]
Description
Disconnect
- Port 1+ of Device frorm
- Port 27 of Device
Farameter- Port 1
) Hosts [«]
) Switches
[ Generic Devices
=+ Storage Devices
Storage
= Storage?
E- 1) 50:05:07:63.00:C0:95.44
# Bay1, Slot1, Port A connected to Switch USCG_D32_8W1 via port fil
O Qowd Clotl DorD 4oy Camsiteh 11D 17 CUED win mart
[]
‘ Ok | Cancel |
Description Disconnects two ports.
Parameters

Click either parameter (underlined in blue) to display the available selections

in the Parameter area. Then proceed as described below to identify the
options you want:

Port 1 and Port 2 — Ports that you want to disconnect. The second (i.e.,
connected) port displays automatically after you select the first port:

Description

Disconnect

-Port Bay 1, Slot 1, Port A of Storage Storage2 from
- Port f¢1 of Switch USCG_D2_SW1

Parameter - Port1
1) Hosts

I]J Switches
u Generic Devices
= 'u Storage Devices

Storagel
= | Storagez
=+ || 50:05:07:63:00:C0° 8524
[Bav 1, Slot 1, Port A connected to Switch USCG_D2_SW1 via port fi

1
G FERETE-r 1 w15 1 ”EE
1

Device — Name of the device where each port is defined (filled in
automatically for both ports, after you select the first port above).

Validating Check that the exact path is deleted in SANscreen.

Prerequisites  Both ports must be defined in SANscreen, either as part of the SAN

environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

Both ports must be connected to each other.
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Implicit If disconnecting two switch ports that belong to the same fabric, this action
Actions creates a fabric and presents a single ISL (Inter-Switch Link) of the fabric.

10.5.21 Edit Authorized Path

Add new action

Type: ‘Edn Authorized Path

[-]

Description

wolume sharing scope

Parameter - Policy
Type

Update AP 1 APs frorm Host Host 2 to Storage Storage3 None redundancy, Mo Sharing

Redundancy level |Nnne E‘
Attributes
Sharing |Nn Sharing E‘
Min hostports [
Max switch haps (] [
| ok || cane

Description Edits an authorized path.
Parameters Click each parameter (underlined in blue) to display the available selections

in the Parameter area. Then proceed as described below to identify the

options you want:

Update AP — Click no paths selected to view the table of currently

authorized paths, then scroll through the list and select the path you

want to edit.

None redundancy — Click to view the policy parameters that can be
changed, then select the new policy attributes for the path:

Please refer to step 4 on page 46 for information about these policy

fields.

Validating Verify that the policy was changed according to the policy attributes

assigned above.

Prerequisites

Implicit None.

Actions

The authorized path must be defined in SANscreen.
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10.5.22 Enable Zone Configuration

Description

Parameters

Validating
Prerequisites

Implicit
Actions

Add new action %]

Type: [Enable Zone Configuration =]

Owner: [admin

Description

Enable Zone Configuration*®

Farameter - Enable Zone Configuration

£ FabricsiSaNs
) fabric 10:00:00:60:69:51:4E B on principal USCG_D2_Swi
Qlfahric 10:00:00:60:68:51:4E:EA on principal USCG_D1 SWM
(3 fabric 20:00:00:00,00.00:00:00 on principal Switch 1

‘ Ok H Cancel |

Enables zone configuration, whereby the task validation process uses a zone
set for a particular fabric/\VVSAN that’s defined within the management
console, but that has not yet been activated. By using this action, the
validation will take into account all underlying changes — including
added/removed zones and zone members.

This action is useful to pre-validate zone-configuration changes that are
entered from a switch management console (but not yet applied).

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Zone configuration — Fabric/\VVSAN from which to load the zone
configuration information.

Check that the configuration was activated.
The fabric must be defined in SANscreen.

The configuration is imported whenever the task is validated. Zoning
actions occur according to the imported configuration. These actions are
temporary and are available only to the validation process.
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10.5.23 Remove Authorized Path

Description

Parameters

Validating
Prerequisites

Implicit
Actions

Add new action %]
Type: [Remove Authorized Path =]

Description

Remove po paths selected™ authorized paths

Parameter - Authorized paths

Host Storage Yolume
“ Hostin F TaPE 2 B nun E
7 Host18 ¥ storagez & 108-0173894
7 Hostl6 ¥ sStorage2 3 135-2802654
7 Host16 ¥ storage? 3 108-2271046
7 Host16 ¥ Storage2 B 1351755078
7 Hosti6 ¥ starage? 3 103-3318622
7 Host18 ¥ storagez B 1085418774
7 Hostl6 ¥ sStorage2 & 107-7029166 o
T LTI M A nvaernn
‘ oK ‘ | Cancel |

Removes an authorized path.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the option
you want:

Remove — Click no paths selected to view the table of currently authorized
paths, then scroll through the list and select the path for which to remove
the authorization.

Check that the path is removed from the Authorized Paths table.

The path must currently be authorized within SANscreen.

None.
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10.5.24 Remove Controller from a Storage

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %

Type: ‘Remove Controllet from a Storage \E“

Owner: [admin

Description

Remove Controller 50:05.07:63:00:C0:95:DF from Storage Storagei

Parameter - Storage

= J Starage Devices
=) f‘ Storage1

60:05:07:63:00:C0:95:DF
Storage2
Storage3

Storaged

[t

‘ Ok H Cancel |

Removes a port controller from a disk storage device.

Click the Controller parameter (underlined in blue) to display the available
selections in the Parameter area. Then proceed as described below to
identify the options you want:

Controller — WWN of the controller you want to remove.

Storage name — Corresponding storage name (filled in automatically after
you select a controller, above).

Check that the controller is removed.

The controller must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

The ports are disconnected.

The controller’s nodes and ports of the are removed, and the corresponding
volumes and volume mapping/masking are removed from the storage device.
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10.5.25 Remove Controller from a Tape

Add new action x|

Type: ‘Remove Controllet from a Tape \E“

Owner: [admin

Description

Remove Controller 50:05:07:63:00:00:38:64 from Tape TAPE 1

Parameter- Tape
= Q Tapes
£ 8 TAPE 1
# TAPE 2
% TAPE3
 TAPE 4
W TAPE 5

‘ Ok H Cancel |

Description Removes a controller from a tape device.

Parameters Click the Controller parameter (underlined in blue) to display the available
selections in the Parameter area. Then proceed as described below to
identify the options you want:

Controller — WWN of the controller you want to remove.

Tape name — Corresponding tape name (filled in automatically after you
select the controller, above).

Validating Check that the controller is removed.

Prerequisites  The controller must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

Implicit The ports are disconnected.
Actions

The controller’s nodes and ports are removed.
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10.5.26 Remove HBA from a Host

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action x|

Type: [Remove HEA from a Host =]

Owner: [admin

Description

Remove HBA 40:40:00:00:00:00.00.00 from Host Host 1

Parameter- Host

= J) Hosts
B 7 Host1
40:A0:00:00:00:00:00:01

9 Host2

7 Host3

7 Host4

% Hosts

1

D ane: G|

‘ oK ‘ | Cancel

Removes an HBA from a host.

Click the HBA parameter (underlined in blue) to display the available
selections in the Parameter area. Then proceed as described below to
identify the options you want:

HBA — WWN of the HBA adapter to remove.

Host — Corresponding host name (filled in automatically after you select
the HBA, above).

Check that the HBA is removed.

The HBA must be defined in SANSscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

The ports are disconnected.

The HBA’s nodes and ports are removed.
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10.5.27 Remove Ports from VSAN

Add new action L

Type: |Remnve Parts fram VSAN B‘

Description

Remove 0*parts of switch switch-name from VSAN

Parameter- Ports

U wisnes|
| 0k | | Cancel ‘
Description Removes one or more ports (on a specific switch) from a VSAN.
Parameters Click the ports parameter (underlined in blue) to display the available

selections in the Parameter area. Then proceed as described below to
identify the options you want:

Remove ports — Port(s) to be removed from the VSAN. Select one or
more ports from the list of available switch ports.

Switch name — Name of the switch whose ports are being removed (filled
in automatically after you select a port(s), above).

VSAN — VSAN from which you’re removing the ports (filled in
automatically after you select a port(s), above).

Validating Verify that the port is no longer in the VSAN.

Prerequisites ~ The ports and VSAN must be defined in SANSscreen, either as part of the
SAN environment, or previously in the current plan, or in a plan that’s
executed before the current plan (i.e., a plan on which the current plan
depends).

Implicit The VSAN is removed if all ports are removed from the VSAN.
Actions
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10.5.28 Remove Volume

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]
Type: ‘Remove Walume E“
Description
Remove Yolumes 108-0173894 from storage Storage?
Farameter - Volumes
=) Q Yolumes E

£ 107-3682430 - already masked =
[ 107-4831014 - already masked | ‘
£ 107-5979590 - already masked
£ 107-7028166 - already masked
6
£ 108-1222470- already masked
B 108-2271046 - already masked
£ 102-3219622 - already masked E

F AR EAAETTA alenrh ennnlend

‘ Ok H Cancel |

Removes one or more volumes from a disk storage device.

Click the Volumes parameter (underlined in blue) to display the available
selections in the Parameter area. Then proceed as described below to
identify the options you want:

Volumes — Volume(s) to be removed. Multiple volumes, if specified, must
be defined on the same storage device. The drop-down list includes the
status of each volume, as detailed on page 132.

Storage — Name of the storage device where the volume(s) are defined
(filled in automatically after you select the volume(s)).

Check that the volume(s) are gone.

The volume(s) must exist on the storage device(s), either as defined to
SANSscreen part of the SAN environment, or as defined previously in the
current plan, or in a plan that’s executed before the current plan (i.e., a plan
on which the current plan depends).

None.
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10.5.29 Remove Volume Map

Add new action %]
Type: ‘Remove volume Map \E“

Description

Remove mapping: Yolume name * of Storage name* is no longer mapped to Port name*
a5 LUN name*

Farameter - Volume Map
=) Storage Devices
=) ':"‘ Storage1
= valumes
= @ 107-388257
! Volume Map: Access through port Bay 2, Slot1, Port B as LUN 215
“ Wolume Map: Access through port Bay 2, Slot 2, PortAas LUN 2158
B 107-4931097
B 107-5079673

-

- H e sromarn o

‘ Ok | Cancel |
Description Removes the mapping between a disk volume and a storage port.
Parameters Click the Mapping parameter (underlined in blue) to display the available

selections in the Parameter area. Then proceed as described below to
identify the options you want:

Mapping — Mapping to be removed. All other parameters display
automatically after you select a mapping:

Description

Remove mapping: Volume 107-3882521 of Storage Storage1 is no longer mapped to
Port Bay 2, Slot 2, Port & as LUN 21504

Parameter - Volume Map

2 ) volumes =]
B 107-3882521

“ Wolume Map: Access through port Bay 2, Slot 1, Port B as LUN 21

r Nn\ume Map: Access through port Bay 2, Slot 2, Port A as LUM 215
B8 107-1821097
8 107-5979673
B 107-7028249

@ 1078076825
& 107 01n0ci0s [=]

K| | [

i

FI- (- (F

Volume name — Name of the volume whose mapping is being removed
(filled in automatically after you select a mapping, above).

Storage name — Storage device where the volume is defined (filled in
automatically after you select a mapping, above).

Port name — Port, on the storage device, for which the volume mapping
will be removed (filled in automatically after you select a mapping,
above).
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LUN name — Logical Unit Number used by the host to access this volume
(filled in automatically after you select a mapping, above).

Validating Verify that the mapping configuration was removed from the storage device.

Prerequisites ~ The volume mapping must be defined in SANscreen, either as part of the
SAN environment, or previously in the current plan, or in a plan that’s
executed before the current plan (i.e., a plan on which the current plan
depends).

Implicit None.
Actions

10.5.30 Remove Volume Mask

Add new action x|

Type: |Remove Volume Mask =]

Qwner. [admin

Description

Remove masking: Deny access from initiator *, wwn® through Port port® of Storage
name* to Volume volume*

Farameter - Volume masking
=) Storage Devices
=) ':"‘ Storage1
= valumes
= B 107-3882521
“ Wolume Mask: Access from Host Host 0, port 10:00:00:00:C9:2E:E
° Volume Mask: Access from Host Hostl 0, port 10:00:00:00:CA:2E:C
B 107-4931007
B 107-5879673
-

H-{Hf

[ R | EE
| ok || caner |
Description Removes the masking between a disk volume (storage port) and a host.
Parameters Click the Masking parameter (underlined in blue) to display the available

selections in the Parameter area. Then proceed as described below to
identify the options you want:

Masking — Volume mask to be removed. Select a mask from the list of

available masks. All other fields display automatically after you select a
mask:
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Description

Rermove masking: Deny access fram Host Host10, Port 10:00:00:00:C9:2E:BF:AS
through Port Bay 2, Slot 1, Port B of Storage Storage1 to Volume 107-3882521

FParameter - Yolume masking

=) Storage Devices

= E Storage1

= volumes
= @ 1072882521

& Mme Mask: Access from Host Host10, port 10:00:00:00:C9:2EE

“ Volume Mask: Access from Host Host10, port 10:00:00:00:C9:2E:C
@ 1074831087
B 107-5979673

@ 102 zonangn [=]
[« D]

AgEigt

Initiator — Host port for which the masking is being removed (filled in
automatically after you select the mask, above).

Through port — Storage port for which the masking is being removed
(filled in automatically after you select the mask, above).

Storage name — Storage device where the volume is defined (filled in
automatically after you select the a mask, above).

Volume — Name of the volume that’s currently masked to the host port, and
for which the masking is being removed (filled in automatically after
you select the a mask, above).

Validating Verify that the masking configuration was removed from the storage device.

Prerequisites ~ The volume masking must be defined in SANscreen, either as part of the
SAN environment, or previously in the current plan, or in a plan that’s
executed before the current plan (i.e., a plan on which the current plan
depends).

Implicit None.
Actions
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10.5.31 Remove VSAN

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]

Type: |Remova VSN =]

Description

Remove ¥SAM ems vsan(25) on principal ems switchd from Switch switches*

Parameter- switches

= LJ Switches
A% ems_switch2

‘ Ok H Cancel |

Removes a VSAN from one or more switch devices.

Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

VSAN — VSAN being removed. Select a VSAN from the list of available
VSANS.

Switch — Switch(es) from which the VSAN is being removed. Chose one
or more switches from the list of available switch devices.

Verify that the VSAN was removed from the SAN.

The VSAN must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

None.
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10.5.32 Remove Zone

Description

Parameters

Validating

Prerequisites

Implicit
Actions

Add new action %]
Type: ‘Remove Zone E“

Description

Remove Zone Zone™from fabric/YSAN~

Parameter- Zone

B FabricsiSaNS
B fabric 10:00:00:60:69:51:4E BB on principal USCG_D2_Swi
& Host17_Backup
&) USCG_Disk012403
&4 USCG_Tape012403
() fabric 10:00:00:60:69:51:4E EA on principal USCG_D1_Swid
(2 fabric 20:00:00:00:00:00:00:00 on principal Switch 1

| ok || cane

Removes a zone from a fabric.

Click the Zone parameter (underlined in blue) to display the available
selections in the Parameter area. Then proceed as described below to
identify the options you want:

Zone — Name of the zone being removed.

Fabric/VSAN — Fabric/VSAN where the zone is currently defined (filled in
automatically after you select the zone).

Check against the zoning configuration received from the switch.

The zone and fabric must be defined in SANscreen, either as part of the SAN
environment, or previously in the current plan, or in a plan that’s executed
before the current plan (i.e., a plan on which the current plan depends).

All the members of the zone are removed.
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10.5.33 Remove Zone Member

Description

Parameters

Validating

Prerequisites

Add new action x|
Type: ‘Remove Zone Member E“

Description

Remove Zone member memhber*irom Zone zone of fabricAYSAN

Parameter- Zone member

EF(J FabricsiSaNS
) fabric 10:00:00:60:69:51:4E BB on principal USCG_D2_Swi
B0 fabric 10:00:00:60:69:51 4E:EA on principal USCG_D1_Swd
@4 USCG_Disk012403
EF @& USCG_Tape012403
0inHost10
0in TAPE
OinTAPE 5
(3 fabric 20:00:00:00:00:00:00:00 on principal Switch 1

‘ Ok H Cancel |

Removes a member from a particular zone.

Click the Zone Member parameter (underlined in blue) to display the
available selections in the Parameter area. Then proceed as described below
to identify the options you want:

Zone member — Member to be removed from its zone. All other fields
display automatically after you select a member:

Description

Remove Zone member Port 10:00_:72 of Host Host! 0 (HOST1 0 from Zone
USCG_Tape012403 offabric 10:00..:EA on principal USCG_D1_SWa

Parameter - Zone member

E-(J Fabriesivsans
(3 fabric 10:00:00:60:68'51 4E 6B on principal USCG_D2_8wi1
£ O fabric 10:00:00:60:69:51:4E EA on principal USCG_D1 _Swid
& USCG_Disk012403
[=F €& USCG_Tape012403
]
§ 0in TAPE 1
1 DinTAPES
O fabric 20:00:00:00:00:00:00:00 an principal Switch 1

Zone — Zone where the member is currently defined (filled in automatically
after you select the member).

Fabric/VSAN — Fabric/VSAN where the zone is currently defined (filled in
automatically after you select the member).

Verify that the zone member was removed from the zoning configuration.

The member must be defined within the zone in SANscreen, either as part of
the SAN environment, or previously in the current plan, or in a plan that’s
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executed before the current plan (i.e., a plan on which the current plan
depends).

Implicit None.
Actions

10.5.34 Shutdown Host

Add new action %]

Type: [Shutdown Host =]

Owner: [admin

Description
Shutdown Host name* (1Y

Parameter- Host

= Jj H'nsts ﬂ
4 Host1
[+ Host 2
[ 4 Host 2
4 Haost 4
[+ Hosta
4 Host &
[+ Host 7
&y G|
‘ Ok ‘ | Cancel
Description Shuts down a host.
Parameters Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the options

you want:

Host name (IP) — Host device to be shut down, identified by name and IP
address. Select the device from the list of available hosts.

Validating None.
Prerequisites  None.

Implicit None.
Actions
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10.5.35 Shutdown Storage

Add new action

Type: [Shutdown Storage =]

Owner: [admin

Description

Shutdown Storage name™* (1P

Farameter- Storage

B JJ Starage Devices
Storage1
Starage2
Storage3
Storaged

‘ Ok H Cancel

Description Shuts down a disk storage device.

Parameters Click each parameter (underlined in blue) to display the available selections
in the Parameter area. Then proceed as described below to identify the
options you want:

Storage name (IP) — Storage device to be shut down, identified by name
and IP address. Select the device from the list of available disk storage
devices.

Validating None.

Prerequisites  None.

Implicit None.

Actions
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10.5.36 Shutdown Switch

Description

Parameters

Validating
Prerequisites

Implicit
Actions

Add new action %]

Type: |Shutdown Switch =]

Owner: [admin

Description

Shutdown Switch name = W)

Parameter- Switch

= u Switches

A% Switch 1

% Switch 2

¥ Switch 3

4% USCG_D1_5W2
¥ USCG_D1_Sw4
4 USCG_DZ_SW1
A USCG_DI_BW3

e £y S 3

‘ Ok H Cancel

Shuts down a switch.

Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the options
you want:

Switch name (WWN) — Switch to be shut down, identified by name and
WWN. Select the switch from the list of available switch devices.

None.
None.

If the switch is between two other switch devices, and was the only channel
between those two devices, shutting it down will create a new fabric.
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10.5.37 Shutdown Tape

Add new action x|

Type: [Shutdown Tape =]

Owner: [admin

Description

Shutdown Tape name* (IE)

Parameter- Tape
= Jj Tapes
& TAPE 1
& TAPE 2
& TAPE 3
& TAPE4
& TAPE 5

‘ Ok H Cancel

Description Shuts down a tape device.

Parameters Click the parameter (underlined in blue) to display the available selections in
the Parameter area. Then proceed as described below to identify the options
you want:

Tape name (IP)— Tape device to be shut down, identified by name and IP
address. Select the device from the list of available devices.

Validating None.
Prerequisites  None.

Implicit None.
Actions
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Chapter 11
Identifying Generic Devices

When an HBA or HBA port is online and connected to a switch, that switch
sometimes reports back to SANscreen about other ports that are on unknown
devices. The unidentified ports, known as a generic devices until they are
identified, might be host, storage, tape or a switch ports. Specifically, a
generic device can be:

e An HBA with one or more ports.

e A storage controller or device with one or more ports.
e A switch device.

e Atape device.

Switch and storage devices are identified as soon as the correct Data Source
is configured. Tapes ports have to be manually identified as tapes. Hosts
represent the vast majority of generic devices, and can mostly — but not
always — be identified automatically through the acquisition process. The
ones that cannot be identified automatically show up as generic devices, and
you can identify them manually.

When SANSscreen detects an unidentified device, L I

it creates a new generic device that’s visible TR E T E e

throughout SANscreen, including the various ‘;W;Ni 1201001001501391”5 DR
orts?

main views and an icon in the topology pane, as
illustrated to the right (with pop-up information).
SANSscreen also places an entry in the Identify screen for the generic device,
as well as in the Generic Devices main table.

There are two ways to identify generic devices, as described in the rest of
this chapter:

e Automatically, through host resolution (applicable for host
devices/HBASs). This is described next, and involves setting up some
configuration parameters that tell SANscreen how to resolve host
names.
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e Manually, from any of several screens that display generic devices.
This is described stating on page 167.

In either case, you cannot identify (or un-identify) a device if it participates
in an authorized path. You’ll have to delete the authorized path first in this
case, and rebuild it after re-identifying the device.

Once a Generic Device, Always a Generic Device

Once a generic device is discovered, it remains classified as a generic device
even after it’s identified, allowing you, for example, to change its
identification as necessary.

Generic Devices and Violations

Generic devices may have access paths to volumes, and may be responsible
for Violations.

11.1 Identifying HBA Devices via Host Resolution

If, by convention, your zone names typically include the device name (for
example, zone AAA_host3_access, Where the device name is host3), you can
set up SANscreen so that it resolves generic host devices automatically,
using either of two techniques:

e The delimiter technique comes up with a host name by pattern-
matching the zone name(s) for the target device, then verifying that host
name using DNS.

e The RegExp technique lets you specify regular expressions that detail
how to determine the host name from the zone name(s).

Host resolution results in filling in the host name and IP address. Please
refer to Appendix B (page 201) for the specific algorithms used for each
technique.

Note: You can manually override any automatic host resolution.

Once you configure automatic host resolution, it occurs for all generic
devices that are not yet identified, each time a:

e New generic device is reported by the acquisition process.

e Zone is taken up or down.

e Member is added/removed to/from a zone.

e Host-resolution rule changes.
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11.1.1 Configuring Host Resolution

Choose Configure Auto Resolution from the Identify main table’s Action
menu to initiate host resolution processing.

Preferences Tab

SANSscreen opens the host-resolution configuration window on the

Preferences tab.

A

Automatic Host Resolution Configuration A x|

| Preferences " Methads | Storage Yendors |

Domain Names

Delimiters

Winimum length of Host Mame

\ |
N

Edit Regular Expressions... |

[ activate automatic host resolution serice | Cancel || 6128 |

Use this tab to enter preferences related to host resolution. Please refer to
Appendix B, Host Resolution Algorithms, for information about how
SANSscreen uses these parameters.

Field

Description

Domain Names

One or more domain names to be concatenated with
each potential host name before performing a DNS
lookup. Use commas to separate multiple names.

Delimiters

List of delimiter used to split the zone name(s) into
tokens for each generic device (defaults to an
underscore () and dash (-)).

Minimum Length
of Host Name

Minimum number of characters required in a host
name. SANscreen only performs DNS lookups for
host names that are this long or longer.

Edit Regular
Expression

Applicable only if using the RegExp technique.
Click to open a window used to enter/modify the
regular expressions used to extract a host name
from zone name(s). Then proceed to Section 11.1.2
Configuring Regular Expressions for instructions.
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Methods Tab

Click the Methods tab when you’re through with the Preferences:

matic Host Resolutic
Storage Vendors |

T
Preferences | Methods |

[ Wethar [ Validation
DELIMITERS DS Laokup
REGEXF DME Lookup
REGEXP Mone | Up

[ activate automatic host resolution service | Cancel | Ok

This tab lists each available resolution technique, and, for the RegExp
technique, indicates whether you want to validate each resolved host name
against DNS.

Mark each technique you want to use during host resolution, and make sure
they are in the desired sequence. For each generic HBA device, SANscreen
will try to resolve that device using the top-most technique that’s marked
(i.e., checked), then the next technique down, and finally the third technique
from the top (if all are marked). Use the Up and Down buttons to move a
technique up or down in the list, first selecting the technique you want to
move, then clicking the appropriate button.

Storage Vendors Tab

Click the Storage Vendors tab when you’re through with the Methods:

futomatic Host Resolutic

Preferences Methods | Starage VYendors |

“Wendor Mame |

3IPAR DATA H
ATL FRODUCTS

ATTO TECHNOLOGY, INC
CLARION
CROSSROADS 5YSTEMS, INC. " Remove |
DEC B
DIGITAL EQUIPMENT CORPORATION
EMC CORPORATION

LuTacan BACUITE O O C LT T o Whic 0T s e Aaal cTen

[ activate automatic host resolution service || | Ok |

-

This tab provides a list of vendors for which SANscreen should assume their
devices are storage devices (and therefore skip the device resolution). Each
vendor is assigned a 3-byte identifier when they register with the IEEE, and
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that 3-byte identifier is part of the WWN. SANSscreen compares a device’s
WWN to this list to determine whether the device is a storage device.

To add a device to this list, first click Add to generate a blank line. Then
enter the name of a storage vendor as it appears in the following IEEE Web
site:

http://standards.ieee.org/regauth/oui/oui.txt

Finishing Up
When you are through:

e Mark Activate automatic host resolution service to activate the host-
resolution feature.

e Click OK to save the configuration settings and close the window.

11.1.2 Configuring Regular Expressions

When you click the Edit Regular Expressions button from the Automatic
Host Resolution Configuration window, SANscreen opens this window:

(<

RE ic Host Resolution Regexp Wizard 7]
Regular Expressions

Regexp | Format Matches Add

Remaove ‘

Up

Dawn

Preview | [] DNS validation

Preview

Host Zone Mames

No Match

ST Zone Mames

| Cancel || 0K |

Use the upper area to specify the rules (i.e., regular expression(s)) used to
extract a host name for a generic device, filling in the fields as described
below. The host name is determined from the names of all zones that the
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generic devices is a member of, as detailed in Appendix B, Host Resolution
Algorithms.

Make sure to sequence the expressions in order as you want to use them to
extract the host name. Use the Up and Down buttons to the right to move an
expression up or down in the list, first selecting then expression you want to
move, then clicking the appropriate button.

Click OK when you’re through, to save the settings and close the window
(and return to the host-resolution configuration window). Click Cancel to
abort the operation and discard any changes made. In either case,
SANSscreen returns a message telling you what it’s going to do:

About to update configuration, and run resolution.
or
All changes will be discarded

Field Description

RegExp Regular expression used to extract the host name.

Notice the last (gray) line, which specifies an
empty format (.*). This matches any host devices
that do not match the other regular expressions,
allowing you to see which devices these are (i.e.,
which host devices you still have to identify).

Format Replacement string used to format the string
extracted using the expression (above), to create a
potential host name. Includes an optional prefix
and/or suffix.

Matches Display only. Number of matches.

Preview Click to preview (in the Preview pane) use of the
regular expression rule(s) to extract a host name.
This happens automatically after you edit a rule,
delete a rule, or change the order of the rules. Use
this button to preview use of the expression(s) at
any other time.

The lower part of the window (Preview) shows the
results of the simulation.

DNS Validation Mark this checkbox to validate each potential host
name against DNS.
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11.2 Identifying Devices Manually

Finishing Up

When you are through, Click OK to save the configuration settings and close
the window.

You can identify generic devices manually, from the Identify screen, the
Topology screen, or the Generic Devices list. The processing is essentially
the same regardless of the screen from which you initiate processing.

11.2.1 Identifying Devices Using the Identify Screen

To view generic devices in your SAN, click the Identify icon & from the
navigation tree (Admin category):

(o] SANscreen {test) = A
File Edit Wiew Action Help ONARO
Yiolations 13 |'?QQ Identify
Draily Changes 1] ; o v
W switeh ports 112 Errors:0 Warnings:0
| PR IP Marme Type Zones Wendar Errarsitvarnings
Hmaton ¥ [20:00:00:E0:8:01:19.. Unknown Alan1 GLagic Corp.
Inventory % | |20:00:00:E0:8B:03:D4; Unknown GLogic Corp
Admin 2 |20:00:00:60:16:36:E2:A8 Unknown Alant CLARNOMN
m 20:00:00:E0:8B:05:DF Unknown Alant GlLogic Corp
AQUISEN LS a0 n0:00.8016:38:8D Unknown Alant CLARION
E} Data Sources
'ltf);:@.\uemiry
Audit ¥
4] ™

The Identify main table contains a list of:

Detected device ports that require identification, and

Ports that were manually identified via the Add New Device option (see

page 169).

Such ports include host HBA ports, and possibly tape ports. The following
fields displays for each port:
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Field

Description

WWN World Wide Name assigned to the generic device.

IP IP address assigned to the generic device.

Name Name of the host, storage device, tape, or switch for
the generic device.

Type Type of device: Host, Storage (disk), Tape, or
Unknown.

Zones Name of the zone(s) to which this port belongs, to help
with the identification.

Vendor Name of the vendor who sells the generic device (i.e.,

port card), based on standard industry WWN
allocation ranges.

Errors/Warnings

Any errors/warnings that apply for the generic device,
such as the same WWN identified twice in the list, or
missing information.

Resolution Current state of resolution for the device:
Value Description
None Not resolved.
Manual Manually resolved.
Delimiter Resolved using the delimiter
technique.
RegExp (abc.*)  Resolved using the regular
expression technique. The actual regular expression
is enclosed in parentheses.

Validation Validation method used during the resolution of the

generic device: None or DNS lookup. This is
configured with the automatic resolution techniques in
effect, as described starting on page 165.

Use the Identify Action or right-click menu, as described next, to identify
devices — and for related processing. When you’re through, click Update
Changes at the bottom of the Identify display to commit the changes to the
SANSscreen database.
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Identify Action Menu
You can perform the following actions using the | Action | Help

Action or right click menu from the list of Add new device
generic devices.

e Add New Device — Add a port that has not
been discovered yet by SANscreen, but is Identify from file
planned for the near future. Pre-defining a Configure auto resolution
device ensures that once SANscreen
discovers the device, it will be identified
correctly. After you choose this option, SANscreen adds a row to the
main table. Click each field (WWN, IP, etc.) and fill in the information.

e Delete Identification — Clears any previous device identification from
the selected row(s).

e Cancel Selected —

e Identify Selected — Lets you identify the devices in one or more
selected rows. If more than one port belongs to the same device, select
all the ports (generic devices), then click this option and proceed as
described below.

Identify Selected X

22 Idenitify Selected
IP Name Type
| I Jiarr [-]
IP Marme Device Type
192.1.168.1 Host1 Host
HOST12 Host13 Host
HOST12 Host12 Hiost
HOSTI0 Host10 Host
192.1.168.8 Host 8 Host
HOST17 Host17 Host
000.000.000.005 TAFE S Tape
192.1.168.5 Host 5 Hiost
192.168.101.2 Storage2 Storage
192.1.168.9 HostA Host
‘ Cancel |

o For new devices, enter the IP, Name, and Device Type to identify
the host, storage device, tape, or switch for the generic device, then
click OK.

o If the generic device (port) is on a device that’s known to
SANSscreen, use the list at the bottom to select the parent device. As
necessary, fill in the fields at the top to filter the list according to
your specifications (by device type, for example). Click OK when
you’re through.
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e Identify From File — Use the dialog that opens to identify a CSV-
formatted file that contains a pre-defined list of ports and their device

x|

names:
Qnen

Lookin: [ onaro EREIEEEEE S
U EMPs client U SANscreen_backups

(J BMPs Data Source changes only from Assaf(J SANscreen_logs

IJJ BMPS_admin_partal Wisio art- Admin

() DELIVERED (J wisio art- UG

() dern DEs

U Original Docs

) reviews v2.8

[T |

File Name:  [ldentify_From_Fila_List_of_Devices.cev |
Files of Type: |CSY - Comma Seperated Valug =]

| Open | | Cancel |

Format each line of the file as shown below:

WWN,IP,Name,Type

For example: 11:22:33:44:55:66:77:88,123.23.34.45,myserver,Host

Configure Auto Resolution — Initiate host resolution processing, as
described starting on page 163.

e Suggest Resolution — Runs a host-resolution check for all selected

generic devices (see page 162).
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11.2.2

Identifying Generic Devices From the Topology Pane

Generic devices are represented by the '@,{,’ icon in the Topology view. Hover
over the generic device icon with the cursor to reveal its pop-up information:

(o] SANscreen (test) ] x|
Eile Edit View Action Help ONARO
Violations 13
Daily Changes 0
Switch ports 151
Island 1 ﬁ =
Malidation ¥ o
Generic Devices
Inventory A oon 5 Ly
W Switches ?g& ﬁﬁ Erocade_Labi o
& 2 o500:00:E0:86:03:04:62 x
=7 Hosts & Clusters VAT 20:00:00:E0:8E:03.D4:62
Paortg: 1 [52]
F‘ Storage Devices
L ot
T [E]
@ ELIH [« [ ] O] &
f2)) cerent Davces @) Generic Device Prop &) Zone Members & =, Paths
Qﬁzgngs T Plisiaty | ] T = ¥ |[@Fabricvsanthen |- T = @ | |[Z)No Grouping
ode
Parts 5 [ Zorename .| Fabrichéa] [ 97 [ ®& | Host .| Storage
ﬁf] Topalogy View TR = 10:0 10:00:00:61
endor # 10:0clariion 10:00:00:61
Admin ¥
= VAN 20:00:0(~]
Audit Ao —=rr—| v || [ nio=r=] o
2 Topology Eroperties (5 Ports |3 Zones &%) Masking [ volumes <-Paths W violations ¥ Changes

To identify generic devices from this view, first click on the icon. This lets
you view information about the device in the detail panes. The amount of
information obtained during acquisition varies by manufacturer and model,
so the information available in the detail panes will vary correspondingly.

Use the right-click or Action menu (Device = Identify Generic Device), to
open the Identify Selected wizard, then follow the instructions on page 169 to
identify the device.

11.2.3 Ildentifying Generic Devices From the Generic Device List

As an alternative to the processing above, you can identify generic devices
from the Generic Device list (under the Inventory category). Please refer to
page 182 for detailed information about this list.

Click on the device you want in the inventory list, to view information about
the device in the detail panes. The amount of information obtained during
acquisition varies by manufacturer and model, so the information available
in the detail panes will vary correspondingly.
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From the Generic Device inventory list, select Identify a Generic Device from
the right-click or Action menu. This opens the Identify Selected wizard.
Follow the instructions on page 169 to identify the device.
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Chapter 12
Viewing Inventory Data

The second section of the shortcut icons and navigation tree contains an
Inventory of the devices in your SAN, organized by device type. Click on
each icon to view information about the corresponding device type, then
refer to the appropriate section below for further details:

e Switches — see page 173.

e Hosts & Clusters — see page 176.
e Storage Devices — see page 177.
e Tape — see page 181.

e Generic Devices — see page 182.
e Zones — see page 184.

e Topology — see page 186.

12.1 Switches

The Switch List £% displays the switches that SANscreen detects in your
SAN. The main table reflects the data configured in the switch itself, based
on the manufacturer’s configuration procedures. The number following the
table heading (in parentheses) is the total number of switches:
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(o] SANscreen (test) ol
File Edit View Action Help ONARO
Wiolations 13 & Switch List @ 3:02:01 PM 920005
Daily Changes 0 =
Switch ports 112 Marme [ Fabrich/SAN [ A [ IPAddress | Vendor | Model | Gtatus
= Switch 1 20:00.00:00:00:00:00:00 | 20:00:00:00:00:00.00:00 Brocade | Brocade Silkitio un
WValidation ¥ | |Gwitch 2 20:0000:00.00:00:00:00  20:00:00:00:00:00.00:01 Brocade  Brocade Silkitio un
Inventory # | [switch 3 20:00.00:00.00:00.00:00 | 20:00:00:00:00:00:00:02 Brocade  |Brocade Silkitio un
P USCG_D1_Sw4  10:0000:6068:51 4EEA  10:00.00:B069:51 4EEA  48.113.8857  Brocade  SilkWorm 3800+ OK
p USCG_D2_SW3  10:0000:6068:51 4EEA  10:00.00:8069:51 4ED5  48.113.8769  Brocade  SilkWorm 3800+ OK
& o USCG_D1_SW2  10:00.00:6068:51 4E68  10:00.00:8069:51:4F:CD  48.113.207.191 Brocade  SilkWorm 3800+ OK
osts &LIUSIerS il isco_p2 swl 10:00:00:50:69:51 4E68  10:00:00:80:68:51 4E BB 48.113.208.195 Brocade  |SilKWorm 3800+ OK
: < T
E’ Storage Devices I 1 E‘
@LT #w Switch Properties 9
apes
Property | Walug
o E
@K”/' et Disvires Current Zoning Enforcement  Unknown
- Comain D 12
&%\‘3 Zonas Fabric//SAN 20:00:00:00:00:00:00:00 =
Firmware
K . Gateway 1901901802
33 Topology.Mew Hwy Zoning Capabilities
‘Admin | [InBand
InBand Nethlask
e ¥ [Manufacturer
Max Modules ]
’—| Properties &) Ports g?}';;anes . ! o [ vVolumes -J.T" Paths vy\o\atians Oghanges

The following information displays in the main table for each switch,
assuming the information is available from the switch itself:

Field Description

Name Name to identify the switch.

WWN World Wide Name assigned to the switch.

IP Address IP address assigned to the switch.

Vendor Name of the vendor who sells the switch.

Model Manufacturer’s model number.

Fabric/VSAN Fabric/VSAN on which this switch is configured to
operate.

Status Current status of the switch (taken from the device
itself). Please refer to the device documentation for an
explanation of values.

Number of Ports | Number of ports defined on the switch.

Additional information is available from the detail tabs, at the bottom of the
screen. Click on any row in the main table to view detailed information
about the corresponding switch in the lower pane. Please refer to page 12
for information about these detail panes. This section only describes the
Switch Properties display, which is unique to the Switch List.
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12.1.1 Switch Properties Detail Tab

Click the Properties tab to display detailed information about the selected
switch, as follows. Please refer to page 174 for an example of this display.

Field

Description

Current Zoning

Current zoning enforcement code, taken from the

Enforcement switch.

Domain ID Fabric Domain 1D for the switch.

Fabric/VSAN Fabric/VSAN on which the switch is configured to
operate.

Firmware Version of firmware running on the switch.

Gateway Switch’s out-of-band IP gateway address.

HW Zoning Zoning support provided by the switch’s hardware.

Capabilities

InBand In-band IP address used for IP over FC.

InBand NetMask

In-band IP network mask used for IP over FC.

Manufacturer Name of the manufacturer for the switch.

Max Modules Maximum number port modules on the switch.

Model Model number for the switch.

Name Switch name, as provided by the SAN manager at the
switch console.

OutBand Out-of-band IP address used for switch management.

OutBand NetMask

Out-of-band IP network mask used for switch
management.

Ports Number of physical ports on the switch.

Role Switch fibre-channel role — Subordinate or
Principal.

SW Zoning Zoning support provided by the switch’s software.

Capabilities

State Current state of the switch:

State Description
Online Up and running.
Offline Shut down.
Testing
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Field Description

Cold Reboot Booting from shutdown.

Warm Reboot  Restarting.

Functional
Unknown State cannot be determined.
Status Current status of the switch (taken from the device

itself). Please refer to the device documentation for
an explanation of values.

Switch ID Manufacturer’s switch identifier.

Time Zone Time zone the switch is configured to use.
Vendor Name of the vendor who sells the switch.
WWN WWN for the switch.

Zoninglnstalled Switch zoning support (for licensing purposes).

12.2 Hosts & Clusters

The Hosts & Clusters list s displays the hosts that SANscreen detects in
your SAN, and any clusters that are in use and defined to SANscreen. A
cluster is a group of host servers, usually dedicated for the same application,
for purposes of redundancy and performance:

e Redundancy — A failure of one server will not cause the application to
fail over to another server in the cluster.

e Performance — Several servers running together increase the speed and
performance of the application.

You can view the table by OS, cluster name, or host name (No Grouping,
illustrated below). The number following the table heading (in parentheses)
is the total number of host devices in the SAN:
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[e) ShNscreen (test) e GEE

| Bt Edit wiew action Heln ONARO |
:‘S::;tig:;ges i “ Hosts & Clusters 19 P
| gwitch ports wal|: ® g @
‘:Validatiun ¥ Host Mame \ IF Address \ 05 | Cluster Description \
Inventory 2 Host 1 19211681
Host 2 19211682
@' Switthes Host 3 18211883 Cluster_west All hosts in westwing main facitily
Host 4 19211684 A\I hosts in west wing main facitiliy
Hosts & Clusters Host & 182116845
E‘ Storage Devices Host B 19211686
%‘Ja n “ Host Properties on
= i Property [ Walue
p\ Sereric Devices gixztsrnum Cluster_west i
Q‘) Zones Cluster Description All hosts in wiest wing main facitiliy
S OB Count
%3 Topology Wiew SS?ZS (nsag;e
Admin | [FS Total (GB)
= FS Used (GB)
it ¥ |Host Mame Hast 4
IP Address 192.1.168.4 E
: 19 Topology Properties ) Ports (3 Zones 4% Masking [ volumes o Paths W Vinlations &) Changes |
The following information displays in the main table for each host, assuming
the information is available from the host device:
Field Description
blank Applicable with any presentation order ( [=']) other
than No Grouping. Column that organizes the data
according to the selected grouping format. The
number in parentheses indicates the number of hosts
reported in each row.
Host Name Name to identify the host.
IP Address IP address assigned to the host device.
(O] Operating system running on the host.
Cluster Name of the cluster (applicable if the host is a member
of a cluster).
Description Description of the cluster (applicable if the host is a
member of a cluster).

Additional information is available from the detail tabs, at the bottom of the
screen. Click on any row in the main table to view detailed information
about the corresponding host in the lower pane. Please refer to page 12 for
information about these detail panes. This section describes the Host
Properties display, which is unique to the Hosts & Clusters list, then it
describes clustering operations, and how to view the history for a host
(including clustering changes).
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12.2.1 Host Properties Detail Tab

Click the Properties tab to display detailed information about the selected
host, as follows. Please refer to page 177 for an example of this display.

Field Description

Alias Alias for the host, if any.

CPU Count Number of CPUs running on the host.

Cluster Cluster in which the host participates (blank if the
host is not a member of a cluster).

Cluster Description of the cluster (blank if the host is not a

Description member of a cluster).

DB Count Number of databases for the host.

Domain Name

Host DNS name.

FS Free (GB)

Amount of free storage in the host file systems, in
gigabytes.

FS Total (GB)

Total amount of storage in the host file systems, in
gigabytes.

FS Used (GB)

Amount of storage in the host file systems that’s
used, in gigabytes.

IP Address IP address assigned to the host.

Memory Total amount of memory available on the host.
Model Manufacturer’s model number.

Host Name Name to identify the host.

0S Operating system running on the host.

OS Class Operating system class.

OS Level Operating system level.

OS Release Release of the operating system running on the host.
Vendor Name of the vendor who sells the host device.
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12.2.2 Adding Hosts to a Cluster and Related Processing

Use the Action menu to perform cluster operations, as follows. Please refer
to Section 7.1 Defining Clusters, starting on page 73, for details about how
to define a cluster.

e Add to Cluster — Adds one or more selected host(s) to a cluster.

e Auto Clustering — Creates a cluster by extracting the cluster name
from one or more selected hosts.

e Remove From Cluster — Removes one or more selected hosts from a
cluster. SANscreen verifies the request before finalizing it:

Remove from cluster

T/ Removing hogt Host 6 from cluster Cluster_West

‘YesHan

12.2.3 Viewing History

Use the History detail tab to view the history for a selected host, including
clustering changes:
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12.3 Storage Devices

The Storage List E.displays the disk storage devices SANscreen detects in
your SAN. The number following the table heading (in parentheses) is the
total number of disk storage devices:

Q SiNscreen fest 1)
Eile Edit Yiew Action Help ONARO
\SO\‘&ITICD:S ;3 F Storage List 3:12:58 PM 8i20/05
aily Changes
Switch ports 112 Name | IP | Capacity (GE) | Vendor | Model Serial Number Microcade Version
— Storagel 192.1668.101.1 253.00 |BM F1o 013-22588
Validation ¥ | |starage? 192.168.101.2 324.16/IBM F10 013-22546
Inventory # | |Storage3 192.168.101.4 96.00 HDS
St 4 110.400.101.2 88.00/HDS
k.’?’ Switches LDl

&
= Hosts & Clusters

E’ Storage Devices
@_Tapes

e
ﬂ:ﬂ! Generic Devices

f’ Storage Properties @

szDnes Property Value
Capacity (GB) 253.00 =.

33 Topology View P 1921681011 ]

Microcade Version T
Admin v | [Model F10

MName Storaget ]
Audit ¥

<1 1 [
1 BTopoe Eroperties & Pots &) Zones 45 Masking B Volumes < Paths T Wiolations ) Changes

The following information displays in the main table for each device,
assuming the information is available from the device itself:

Field Description

Name Name to identify the storage device.

IP IP address assigned to the storage device.

Vendor Name of the vendor who sells the storage device.
Model Manufacturer’s model number.

Serial Number Serial number for the storage device.

Microcode Version of firmware running on the storage device.
Version

Additional information is available from the detail tabs, at the bottom of the
screen. Click on any row in the main table to view detailed information
about the corresponding storage device in the lower pane. Please refer to
page 12 for information about these detail panes.
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The Storage Properties detail pane contains the same information as the
main table, presented in alphabetical order.

12.4 Tapes

The Tape List & displays the tape devices SANscreen detects in your
SAN. The number following the table heading (in parentheses) is the total
number of tape devices:

(o) SANscreen (test) TN
Eile Edit Yiew Action Help 0 NARO
\So\?tlcu:ﬁ ;3 % Tape List © 3:14:05 PM 8I20/05
Ay anges
Switch ports 112 Mame \ P \ WVendor \ Model \ Serial Mumber |
—— TAPE 1 000.000.000.001
Validation ¥ | [TAPE2 000.000.000.002
Imventory & | [TAPE3 000.000.000.003
[TAPE 4 000.000.000.004
Ay
S Swltches ITaPE & 000,000,000 005

&
= Hosts & Clusters

E’ Storage Devices

@_Tapes
2 cenerico
eneric Devices -
& & Tape Properties &
szDnes Praperty | Valug
IP 000.000.000.002
sz Topology View JilzeLe]
Mame TAPE 2
Admin w | [Seral Mumber
Audit | [Wendor
] Properties &) Ports &3 Zones A0 tacking [ volumes o Paths W Violations &) Changes

The following information displays in the main table for each tape device,
assuming the information is available from the device itself:

Field Description

Name Name used to identify the tape device.

IP IP address assigned to the tape device.
Vendor Name of the vendor who sells the tape device.
Model Manufacturer’s model number.

Serial Number Serial number for the tape device.

Additional information is available from the detail tabs, at the bottom of the
screen. Click on any row in the main table to view detailed information
about the corresponding tape device in the lower pane. Please refer to page
12 for information about these detail panes.
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The Tape Properties detail pane contains the same information as the main
table, presented in alphabetical order. .

12.5 Generic Devices

The Generic Device List I!'Ej ) displays any unidentified device ports that
SANSscreen detects in your SAN. Such generic devices include host HBA
ports, storage ports, storage controller ports, and switch ports. The number
following the table heading (in parentheses) is the total number of generic

devices:
(o SANscreen (test) Ll
file Edit Wiew Action Help ONARO
p . " .
RS ¥ '8) Generic Device List & E0011 AM 8123105
Daily Changes 0 gl
Sl s 151 WA | IF Address Wendor [
—— 7 |20:00:00:E0:88:01:18:01
[iligiation ¥ = [ooonoenssnznaaz
Inventory # || [zoooooED SRS DR 4G
S Switches
A [l
Hosts & Clusters | Ll
- . . N
‘ @) Generic Device Properties
* Siorage Devices =
Property \ Walue
[ hiodel H
S ORE
s e (1] |Ports 1
P
'!';5‘ Generic Devices \sz;ldagrumber
&) AT 0:00:00:E0:8B:05:DF 4C E
(&) zones & L | Dl

/—| Topology Properties I@ Ports &3 Zones &%) Masking QVU\gmes J‘* Faths vym\atluns aghangz

The following information displays in the main table for each generic device,
assuming the information is available from the device itself (and was
reported by the Data Source that discovered the generic device) — or was
provided during device identification:

Field Description

WWN World Wide Name assigned to the generic device.

IP Address IP address assigned to the generic device.

Vendor Name of the vendor who sells the generic device (i.e.,

port card), based on standard industry WWN
allocation ranges.

Model Manufacturer’s model number.

Ports Number of physical ports on the generic device.

Additional information is available from the detail tabs, at the bottom of the
screen. Click on any row in the main table to view detailed information
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about the corresponding generic device in the lower pane. Please refer to
page 12 for information about these detail panes. This section describes the
Generic Device Properties display, which is unique to the Generic Device
List; then it points to instructions that tell how to identify a generic device to
SANscreen.

12.5.1 Generic Device Properties Detail Tab

Click the Properties tab to display detailed information about the selected
generic device, as follows. Refer to page 182 for an example of this display.
Remember that SANscreen can only report the information that’s available
from the generic device itself, and was reported by the Data Source that
discovered the device.

Field Description

Model Same as in the main table.

Ports Same as in the main table.

Serial Number Serial number to identify the generic device.
Vendor Same as in the main table.

WWN Same as in the main table.

12.5.2 Identifying a Generic Device

Please refer to Chapter 11 for general information about generic devices and
how to identify them. To identify a generic device from the Generic Device
List, choose Identify a Generic Device from the Action or right-click menu.
This opens open the wizard described in Section Identify Action Menu, under
Identify Selected. Follow the instructions on page 169 to identify the device.
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12.6 Zones

The Zone List % displays the zones within each fabric in your SAN. The
number following the table heading (in parentheses) is the total number of

zones in your SAN:

o Siltscteon tesy. EFPS
File Edit View Action Help ONARO‘
“inlations 13 R A
23 8:02:07 AM 9623105
Daily Changes 1] &@ Zone LISt (23
Validation ¥ Z \ Fabrici/SAR | Zone name | Connected initiators \ Connected targets ‘ Fonetyp
T 000000, E
Inventory 2 "
My cvitches = 1:4E 1:4EEEA z
[10:00.00:6068.61:4EE8 |USCG Disk. 7 2 ]
&
oot & Clusters 10:00:00:60 6351 4EEA | USCO_Tape. 1 2
60:69:51:4F 60:69:51:4E:6B
----- I

q <
E‘ Storage Devices !

%Tapes

&) Zone Members ()

- T =y |[] Mo Grouping |z”
PJ' CErEHCIRECES Device Type \ Device Mame | Status Member Type
S Haost Hostl 0 ¢HOST1m) Port connected (P 10:00:00:00:20:2.,. W
Zones a0
Host Host11 (HOST11) Port connected (M) 20:00:00:00:C9:2 . W
K Host Host12 (HOST12) Paort connected (Fy10:00:00:00:C9:2. MWW
'[53 Topology Yiew L) IHost Hostl 3 (HOST13) Fort connected (F) 10000000082, WM
Lot Hostld FH0CT A Part By A 0000000 ™0 ) EE
Admin ¥ o il ]
B8 Topology | ) Eroperties @) Ports | Zones &8 Masking B Volumes «fx Paths Y@ wiolations ) Changes

The following information displays in the main table for each zone:

Field Description
blank Applicable with any presentation order (|| ) other
than No Grouping (i.e., with Fabric/VSAN grouping).
Column that organizes the data according to the
selected grouping format. The number in parentheses
indicates the number of zone configurations reported
in each row.
Fabric/VSAN Fabric/VSAN in which the zone is configured.
Zone Name Name of the zone.
Connected Number of host ports configured as initiators in the
Initiators zone.
Connected Number of target storage (disk and tape) devices
Targets configured in this zone.
Zone Type Type of zoning in effect:
Zone Type Description
blank
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Field

Description

Standard port zoning
QuickLoop definition zone
Fabric assist definition zone
FC4 specified traffic only
Illegal type

Additional information is available from the detail tabs, at the bottom of the
screen. Click on any row in the main table to view detailed information
about the corresponding zone in the lower pane. Please refer to page 12 for
information about these detail panes. This section only describes the Zone
Members display, which is unique to the Zone List.

12.6.1 Zone Members Detail Tab

Click the Zones tab to determine the members (devices) in the zone that’s
selected in the main table (illustrated on page 184). The following detailed
information displays for each member:

Field

Description

blank

Applicable with any presentation order ( [ -] ) other than
No Grouping. Column that organizes the data according
to the selected grouping format. The number in
parentheses indicates the number of zone members
reported in each row.

Device Type

Type of this device described on the line (i.e., that’s a
member of this zone): Host, Storage, Tape, or Generic
Device.

Device Name

Name of the device.

Status

Status of the device (taken from the device itself). Please
refer to the device documentation for an explanation of
values.

Member

Zone member information, as is provided to the Switch or
Fabric (WWN) zoning mechanism. The format of this
field is detailed on page 15.

Type

Type of zoning used: WWN (for WWN-based) or Switch
Port (switch-port-based).

SANscreen User Manual

12: Viewing Inventory Data ¢ 185




12.7 Topology View

For information on the topology view, please refer to Chapter 3
Establishing Topology Layouts, beginning on page 25.
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Chapter 13
Reports

Operational reports are available on-demand through the administrative
portal of the system. These reports:

e Summarize the SAN configuration, violations, and utilization.

e Report on specific devices, such as EMC Symmetrix storage devices.
e |dentify violation trends in the configuration..

e Report changes.

e Display task pre-validation information.

This chapter describes the reports, and provides instructions to generate
them.

13.1 Accessing the Reporting Capabilities

To generate the reports, first open the administration portal by entering the
following URL to any Web browser. The port number will be either 80 or
8080, as configured at when the server was installed:

http://<SANscreen_hostname>:<SANscreen_port>
If you’re accessing the client from the SANscreen server, enter:
http://localhost

With the portal screen open, click the Reports link from the main menu:
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Then select the category of report you want. Refer to the page number
referenced below for further details about each report.

Report Category | Description See page...
Custom Reports Summarizes the state of your SAN. 189
Symmetrix Details all discovered Symmetrix 192

Discovery Report | storage devices.

Trend Report Identifies violation trends in your SAN 193
configuration.

Changes Report Summarizes the SAN access and 194
inventory information, and reports all
device-configuration changes for a
specified time frame.

Task Report Pre-validates planned tasks. 196
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13.2 Custom Reports

Select one or more custom report(s) from the list provided, then click
Generate Report. Use Select All to request all the reports at once:

SANscreen®

Main Menu
Client
Reports
User Management
Mail
B SNMP
About
Logout

© Licarse Mansger
@ Troubleshoot
© BackupRestore

Custom Reports

I SAN Summary

M Host Summary

I Fabric Summary

¥ Storage Surnmary

M Firmware Levels

' Host Usage

 Biling

¥ Fabric Report

' Storage Array - Masked Hosts
F Storage Volumes

W Viclations

' Switch Connectivity Format 2

sy ONARO

W Select Al

Generate Report

SANSscreen generates the reports into an Excel file (report.xls), then prompts
you to save the file. Assign a unique name, to avoid overwriting older

reports.

Each page of the Excel spreadsheet contains a different report. Click each
page, in turn, to view the requested reports.

SANscreen Installation and Administration

13: Reports ¢ 189



Report Description
SAN Summary Summary of SAN Summary
your SAN
enV|r0nment, Number Of Fabrics 3
H H Number of Switch devices 7
InCIUdlng a Number of available switch ports 112
fabric summary Number of active switch ports 54
" [Switch pert utilization (%) 75
a storage

Sun_]mary’ and_ a Number of storage devices 4
|og|ca| ana|ys|s Total capacity 1B 0.74
. Used capacity TB 0.63
Summary (I 'e'1 Available capacity TB 0.12
Orphaned LUNs TB 0.02
paths and Storage utilization (%) g4.2

violations).
Number of logical paths G6
Total reached capacity TB 0.63
Total violations TB 0.11
Violation (% of reached capacity) 17.3

Host Summary

Lists all host devices in the SAN, including a count of
the following for each host: ports on the device,
logical paths, total allocated capacity (GB), and
violations involving the host.

Fabric Summary

Lists all fabrics in the SAN, including the switches
that are members of the fabric (one line per
fabric/switch combination). For each switch, this
report includes the firmware version, the number of
ports in the fabric, and of those, the number of ports
that are in use currently (i.e., defined in a logical
path).

Storage Summary

Lists all storage devices in the SAN, including the
vendor, model number, microcode version, and a
utilization summary (total capacity, allocated
capacity, orphaned LUNS, and number of ports).

Firmware Levels

Includes one line per host, and reports the OS, HBA
vendor and model, HBA firmware version, and the
firmware version of the connected switch. This report
is used to analyze compliance when performing a
firmware upgrade for either a switch or an HBA.

Host Usage

Reports storage utilization by host (one row per host),
with all the storage devices that are accessed by each
host reported to the right. Includes the number of host
ports, number of logical paths for the host, and
allocated capacity used by the host per storage device
(GB). This report is used to analyze host use of a
particular storage device.
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Report Description

Billing Detailed view of storage utilization, by host —
together with the cost of that storage. Also includes
the Tier-1 and -2 cost per GB.

Fabric Report One row for each switch port that’s a member of a
fabric. Identifies the fabric, switch (including
firmware version), and port. For each port, the report
identifies the connected device.

This report is used to find out where a specific device
is connected, and/or to locate a free switch port.

Storage Array —
Masked Hosts

Storage Volumes | Lists each storage device, together with the microcode
version for that device, and volume information
(volume identifier, capacity, type, and redundancy).

Violations

Switch Lists all the end-point servers in the SAN, and their
Connectivity connectivity (HBA WWN, HBA switch-port numbers,
Format 2 and assigned storage port).
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13.3 Symmetrix Discovery Report

The Symmetrix Discovery Report option creates and Excel-formatted report
for every Symmetrix device in your SAN, and downloads the reports to you
as a single zip file. Unzip the files to view them.

Each report details the configuration settings for the storage device, as
shown below for device Sym-02123. There’s one row for each volume on
the device:

B4 Microsoft Excel - Sym-02123.xls 0] x|
DEEa8RY | s®ES > - [@= hil3
Courier Hew -w - o= BH s %, @ zggivav,\_vv|
] Fle Edt Wiew Insert Formst Took Data Clicktn Conwert Window Help Acrobat = 5[‘

AQ4 =l =] 11aA

Type

Sym Wol|lAlternate-Wol| M1 | M2 | M3 | M4 | Spc Typ |Size CYL|Size GB| Se
0ooo Data |Data |N/4 |N/4 |WCHDB 0|edm3-Pool0-stgeb03
0001 Data |[Data [N/A [N/ A [Volume O|ktazp71
000z Data [Data [N/A4 [N/ A4 [Volume O|ktazp71
0003 Data [Data [N/A4 [N/ A [Volume O|ktazp?1
0004 Data [Data [N/A [N/ A [Volume O|ktazd?2 / ktazp7e
0oos Data |Data |N/4 N/ 4 [Volume 0|ktaza7z / krazprz
0006 Data |Data [N/ 4 [N/ 4 [Volume 0[ktazp7l
0007 Data [Data [N/ 4 [N/ 4 [Volume 0[krazpile
0008 Data [Data [N/ 4 [N/ 4 [Volume 0[krazpite
00039 Data [Data [N/4 N/ 4 [Volune Olkrazpile
0004 Data |Data |N/4 [N/ 4 |Volume 0[10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17:58 / krazp
000E Data |Data |N/4 [N/ 4 |Volume 0[10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17:58 / krazp
noog Data [Data |N/4 [N/ |[Volume 0[10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17:88 / ktazp
000D Data [Data |N/4 N/ |Volume 0[10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17:88 / ktazp
O00E Data |Data |N/A4 [N/ A |Volume Olktazd418 / 10:00:00:00:CP:2h:16:43 / 10:00:00:00:C9:24:17
000F Data |Data |N/A4 [N/ A |Volume Olktazd418 / 10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17
0010 Data |Data |N/4 [N/ A |Volume Olktazd418 / 10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17
0011 Data |Data |N/A4 [N/ A |Voluwme Olktazd4ls / 10:00:00:00:C9:2A:16:43 / 10:00:00:00:C9:24:17
o012 Data |Data |N/4 N/ 4 [Volume 0[10:00:00:00:C9:24:16:43 / 10:00:00:00:C9:24:17:88
0013 Data |Data [N/ 4 [N/ 4 [Volume o knazpvz / krazd72
4]« » [M}\Sym-02123

Ready

The report includes the following fields:

Field Description

Sym Vol Volume number reported on this line (hexadecimal).

Alternate-Vol Not used.

Type Mirror set for the volume.
(M1,M2,M3,M4)

Spc Typ Specialty type.

Size CYL Number of cylinders in the volume.

Size GB Size of the volume, in gigabytes. For a meta volume,
this is the total size of the meta (vs. individual
member size).
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Field

Description

Server Name of each host server that’s masked to this
volume (slash separated). Displays the WWN for the
server is the name is not available.

OS Type Operating system for each server (slash separated,
and in order to correspond to the Server list).

FA Mapped Logical Unit Numbers for each FA on the

(Hex Lun #, Dec
Lun #)

device, presented in order left-to-right according to
the Symmetrix FA Rule 17. The LUNs are provided
in hexadecimal (Hex) and decimal (Dec) format.

Meta Head

Applicable if the Spc Type field is Meta. Meta head
number for the virtual volume represented by this
line.

Meta Mem Num

Applicable if the Spc Type field is Meta. Meta rank
(i.e., index) level for each meta member, presented in
order as the volumes are defined in the meta volume.

UCB Not used.
BCV / RDF Not used.
Device Group

BCV / RDF Not used.
Composite Group

Comments Not used.

13.4 Trend Report

The trend reports are not used in the current release.
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13.5 Changes Report

The Changes report summarizes the current access and inventory
information for your SAN, then lists the device-configuration changes that

occurred during the reported time frame. Follow these steps to request the
Changes report:

1. Select the From and To dates for which to report the changes (mm/dd/yy
hhmm format, on a 24-hour clock):

———————_ _ _________________________________________|
o

SANscreen® s ONARO
MainiMenu Create Changes Report

Client

E Reports

& User Management From Ciate [06/25/05 1200 To Date [06/25/05 1548

M Limit |5E|

S IEN

About .

E Logout

% License Manager
© Troubleshoot
© Backup/Restors

2. Specify the maximum number of changes you want to see (defaults to 1000).

3. Click Report.

SANSscreen generates the report and displays it in the portal window. The
top of the report gives the current date and time, a summary of access
information (violations, APLs, and logical paths), and a summary of the
current inventory:

Main Menu Press here to launch S4Mscreen 0
Client
SAN Status reported by SANscreen
Reports atus repor Y
User Management  p 1 ort time: Thu 08/25/05 03:52 FM
2 Mail
ShMP Access information:
About
Logout + 5308 Violations
+ 20497 Approved paths
+ 21224 Logical paths
Inventory information:
+ 2 Fabrics
+ 20 Switches
+ 459 Hosts
+ 86 Generic devices
+ 15 Storages
SN ElEE + 15913 Volumes and 109135017 MB

@ Troubleshoot

.
© Backup/Restore 1 Tapes
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A prompt at the very top (Press here...) lets you launch the SANscreen
client.

The next part of the report lists all the changes for the reported time period:

————-—e, |
® 8

SANscreen sy ONARO
Main Menu New Changes detected by SANscreen B

Client

El Reports Time interval from: Ilon 04/25/05 12:00 PM to Thu 08/25/05 03:52 PM

User Management

B Mail Change Time :Mon 06/13/05 04:48 PDM

B sNMP

About Device configuration change List

E Logout

+ Configuration changed m fabric FA-CORCHI0%-D1 on principal FA-CORCINI03-D1
FA-CORCII09-D1

+ Configuration changed m fabric FB-CORCII{09-D2 on prncipal FB-CORCHI09-D2
FB-CORCNI053-D2

+ Configuration changed m generic device 50:06.04:84 CC:19.74.35

+ Configuration changed m generic device 50:06.04:84 CC:19.74.38

© Licensz Manager + Configuration changed m generic device 50:06.04:84 CC:19.74.37

N ;m:b::;:“ft + Configuration changed in generic device 50:06.04.84-CC:19.74.36
actpiestare o Morfimation chanaed in aeneric dewice SNN6N4-2 47167420 =
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13.6 Task Report

The Task Pre-Validation Report lets you see detailed information about any
task defined to SANscreen. Please refer to Chapter 10 for information about
task planning.

To generate the report, select the task to pre-validate from the drop-down
list, then click Generate Report:

SANscreen® sy ONARO’

Main Menu 2 Task Report
2 Client

= Reports Talks | 1803 B

B User
Management
B Mail Generate Repont
SNMP
About
Logout

© Licanse Manager
© Traubleshoot (I
© Backup/Restore LI

SANSscreen displays the results in the portal window. The top of the report
shows the basic task information. The bottom lists the actions defined for
the task, together with a pre-validation status for each action.

——— |
® 0
SANscreen sy ONARO
Main Menu 5 005 16:14 =
Client A -
Task Pre-Validation Report
B Reports
USE-!I' Management Refs
B Mail
SNMP Name: 1803
B About Designer: anonymous
Logout Start Date: 11 Jun 2128 04:53 End Date: 11 1un 2128 04:53
Pre-validation status: Valdated Status: MNotcompleted  State:  Planning (Manual validation)
Actions
State # Implementation directions By Time
5| 1. Comnect ANy MoUs

- Port 10:00:00:00:C9:37:C1:66 of Host ktazp1803 to
- Port fc81 of Switch FA-EDGCNX11-D3 (FA-EDGCNX11-D3)

2, Connect ANonymous
- Port 10:00:00:00:C9:37:C1:62 of Host ktazp1803 to
- Port fcB1 of Switch FB-EDGCNX12-D3 (FB-EDGCNX12-D3)

=

Add mapping: Alow access to Wolume 025F of Storage Sym-20953 throlgh — anomymaous
Port FA-7B Port: 0 as LUN LUN

=
=

. Add mapping: Alow access to Volume 0260 of Storage Sym-20953 through  anonymous
Port FA-7B Port: 0 as LUN LUN

]
o

. Add mapping: Alow access to Volume 0261 of Storage Sym-20953 through — anonymous
Port FA-7B Port: 0 a3 LUN LUN
© License Manager
© Troubleshact . Add mapping: Allow access to Volume 025D of Storage Sym-20953 through  anonymous
@ BackupyRestore Port FA-7B Port: 0 as LUN LUN =l

=
@
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Chapter 14
Auditing User Activities

SANSscreen generates audit entries for any user activities that affect the SAN
or its management, including:

User login

Authorizing/unauthorizing a path.
Updating an authorized path.

Setting thresholds.

Adding/removing a Data Source.
Starting/stopping a Data Source.
Updating data source property values.
Adding/editing/deleting a task.
Adding/removing hosts from a cluster.
Removing a cluster.

Identifying/unidentifying/changing identification for a generic device.

Open the Audit screen by clicking the Audit icon ;j from the navigation
tree (Audit category):
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Q SANscreen fect) ECEIES

Fle Edit View Action Help ONARO
Violations 13 J.j Audit @

Daily Changes 7T

Switch ports 151 =g |[-ﬂNa Groupng‘ A\I E“

‘ﬂhﬁdﬂﬁnn ¥ Time | Username ] Action \ Details
W“W v 9720005 323 FM |admin User login Useradmin logged in from Host &

0 9/20/05 3:24 PM \admin Tack added Task Add Volumes to Host 5 added, owner admin, id admin 09:20/2005 15:24, ticket# NA
Mﬂ.’liﬂ ¥ o205 .25 PM admin Tack added Task Add volumes to host 7 added, owner admin, id admin 09/20/2005 15:25, ticket# NA
Qu(hl A |8rz20i05 325 PM admin Task added TaskDecommission host 2 added, owner admin, id admin 09/20/2005 15:25, tickek# NA
}:j Audit 9/20/05 3:28 PM |admin Add data source  Datasource Brocade _lab1 added, vendor Brocade, model All models using AP1 3.2, ip

/2005 3:28 PM \admin Add data source  Datasource Brocade _lab2 added, vendor Brocade, model All models using AP1 3.2, ip
9/20/05 3:20 PM admin (Add data source Datasource McData_lab added, vendor McData, model Sphereon, ip 192.168.0.201
9/20i05 3:20 PM admin Add data source  Datasource EFC_lab added, vendor McData, model Enterprise Fabric Connectivity

For each activity, the display includes:

Field Description

Time Date and time the activity took place.

User Name | User who performed the activity.

Action Brief description of the activity performed.
Details Activity-specific details, including attributes set, as
appropriate.

Use the left-most drop-down to group the report — by user name or activity

type. Use the calendar | drop-down tool to limit the report to specific
dates, referring to page 78 for instruction, as necessary .
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Appendix A
Copyright Notices

This product includes and/or is shipped with code that’s copyrighted by the
third parties listed below. Further copyright and license information for open
source code is included in the documentation.

This product includes code licensed from RSA Security, Inc.

Some portions licensed from IBM are available at
http://oss.software.ibm.com/icu4j/

This product includes software designed by the MX4J project. Copyright ©
2001. MX4J. All Rights Reserved.

This product includes software developed by the Apache Software
Foundation. Copyright © 1999-2003 the Apache Software Foundation. All
Rights Reserved.

This product includes software developed by Intalio Inc. Copyright © 2000-
2002 Intalio Inc. All Rights Reserved. ExoLab Project (www.exolab.com).

This product includes JoeSNMP — SNMPv1 & v2 compliant libraries for
Java. Copyright © 1999-2001 Oculan Corp. All Rights Reserved.
Copyright © 2001-2003 INCORS GmbH - All Rights Reserved.
Copyright © 1999 the Apache Software Foundation. All Rights Reserved.
Copyright © 2002-2003 ymnk, JCraft, Inc. All Rights Reserved.

This product includes software developed by the JDOM Project
(http://www.jdom.org/). Copyright © 2001 Brett McLaughlin & Jason
Hunter. All Rights Reserved.

This project includes the Ino software package developed by Jordan Russell.
Copyright 1997 — 2003 Jordan Russell. All Rights Reserved.

The contents of this file are subject to the Mozilla Public License Version
1.0 (the “License™). You may not use this file except in compliance with the
License. Yu may obtain a copy of the License at
http://www.mozilla.org/MPL/.
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Software distributed under the License is distributed on an “AS IS” basis,
WITHOUT WARRANTY OF ANY KIND, either express or implied. See
the License for the specific language governing rights and limitations under
the License.

The Original Code is used.
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Appendix B
Host Resolution Algorithms

This appendix documents the algorithms used by SANscreen to extract a
host name for a generic device. The host name is determined from the
names of all zones that the generic devices is a member of. The processing
varies, depending on whether you are using the delimiter technique or the
RegExp technique. Please refer to Section 11.1 Identifying HBA Devices
via Host Resolution (page 162) for information about how to set up host
resolution.

B.1 Delimiter Technique Algorithm

SANSscreen proceeds as follows to extract a host name using the delimiter
technique:

1. List all the zone names of which the generic device is a member.

2. Split each zone name into tokens, based on the delimiter(s) specified
with the host-resolution preferences (see page 163). Split the zone
names first using the first delimiter specified, then using the second
delimiter, and so forth until you have used each delimiter. If you
specified two delimiters, each zone name will be split twice.

3. Create a list of possible host names, using every combination of adjacent
tokens. For example, for zone site_host-3_access-building3, and an
underscore delimiter, the list of host names would be:

Site

Host-3

Access-Building3

Site_host-3
Host-3_Access-building3
Site_host-3_ Access-building3

If we had a second dash (-) delimiter, these additional names would be
added to the list:
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site_host

3_access

building3

site_host-3_access
3_access-building3
site_host-3_access-building3

SANSscreen includes as potential host names only those substrings that
can be formed from all the zone names. Any substrings that can only be
formed using some — but not all — zone names are dropped. For
example, in our example above, if the device belonged to another zone
called zone site_host-3_access-building4, SANscreen would drop any
names that included “building3” or “building4.”

4. Drop any potential host names that are shorter than the minimum length
specified with the host-resolution preferences (system default is three
characters).

5. Sort the list of potential host names from the longest to the shortest, with
the longest at the top (i.e., checked first in the next step).

6. For each name in the list, perform a DNS lookup, first using no domain
name.

Note: SANSscreen uses the DNS server(s) configured for the system it’s
running on.

If the DNS lookup comes up with a match to the host name, mark the
generic device as resolved, and update its host name and IP address. If
more than one IP address is configured for the host, use the one with the
smaller hash code.

7. 1f no match is found, repeat the DNS lookup for each name in the list,
but using the domain names specified with the host-resolution
preferences (one name at a time starting with the first name). Mark the
host as resolved at the first match.
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B.2 Regular Expression Technique Algorithm

SANSscreen proceeds as follows to extract a host name using the RegExp
technique:

1.

For the first regular expression that matches all the zone names for the
generic device, use the replacement string — including the prefix and
suffix, if configured — to construct the potential host name from the
zone name(s). For example, for zone AAA_host3_BBB, assuming the
RegExp extracted “host3”, a Format of oracle_/1 would result in a
potential host name of oracle_host3.

If validation is configured, perform a DNS lookup for the extracted host
name. If the DNS lookup comes up with a match, mark the generic
device as resolved, and update its host name and IP address. If more
than one IP address is configured for the host, use the one with the
smaller hash code.

If validation is not configured, mark the generic device as resolved and
update the host name. Insert the host name in the IP field as well.

SANscreen User Manual
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Index

A

about SANscreen, 1-2
icon summary, Xxiii
navigation tips, Xvii—xx
quick start instructions, Xii
accessing the SANScreen client, 4-6
acquisition
devices identified during, 37
displaying progress of related
tasks, 21
information gathered during, 171
units, xiii, 7
acronyms list, xvi
Action menu
described, 22
same as right-click menu, xx
actions, task, 94-95. See also
planning SAN changes; tasks, for
future plans.
adding, 100, 111
described, 120-59
listed for future plans, 94
menu options, 96
not validating in planning state, 99
status of, 116
summary of action types, 117-19
viewing
errors for an action, 114
future violations for an action,
114
administrative icons, summary of, 7
administrative portal, xii. See also
Web browser
accessing reports from, 187

accessing through a Web browser,
5,187
starting the SANscreen client
from, 5
and navigation
authorized paths, displaying, 25
audit icon, 7, 197
auditing user activities, xii, 197-98
authorized paths. See also authorizing
a path.
changes, reviewing for, 77
deleting, 56
described, 1, 49
displaying
changes for selected, 20
topology and changes for, 52—
53
editing, 56, 118, 142
icon used to identify, xiii
identifying in
path display, 42
main table, 49-51. See also paths;
topology view.
authorizing a path from, 54-55
deleting authorizing from, 56—
57
editing authorizing from, 56
removing, 56, 118, 144
topology view displayed with, 25,
52
authorizing a path. See also
authorized paths.
auditing, 197
from the authorized path list, 54—
55
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from the path list, 45-48, 49 tracked by SANscreen, 1-2

in planning, 118. See also saved when entered, 21
authorized paths. stored as history, 8

policy settings, 46-47 topology view as of a change, 78,

violation if 80
no logical path, 63 topology view displayed with, 25
unauthorized, 64 used to view corrected violations,

59
C changes detail pane. See also detail

panes.
described, 20
timestamp for, 78
used to review history for a path or

violation, 12

clusters. See also hosts; hosts &
clusters; inventory; topology view.
adding a host to, 73-74, 90, 179

calendar drop-down tool, 78, 198
change plan, SAN. See planning SAN
changes.
changes. See also changes detail
pane; detail panes; topology view.
deleting authorization after
connection changes, 56

displaying . auditing cluster activities, 197
for7s7elected authorized path, 53, described, 176

icon used to identify, xiii

removing a host from, 179

shared volume masking
vulnerability, and, 89

viewing changes for, 179

vulnerabilities related to
incomplete cluster volume

sharing, 75, 88

for selected device, 65, 77
for selected device (host), 179
for selected path, 44, 77
for selected violation, 77
violations as of a change, 17, 78
future changes, displaying, 95, 114
generating an HTML report of, 81,
194
icon used to identify, xiii
incomplete marked as work in
progress, 47
main table, 77-78
filtering, 79
timestamp for, 78
what’s included, 78
refreshing after, xvii, 8, 22
SAN
creating violations during, 64
looking for vulnerabilities

color

used to highlight
switches in fabric, 11
zones in topology, 11, 35

used to report status
blue, 113
green, xvii, 116
in the main table, 8
of planned task actions, 116
of pre-validation, 113
port status, 35

purple, xvii
be(?ause of, 83 o red, xvii, 113, 116
planning and pre-validating, copying

93-116. See also planning

rows to external applications, 21
SAN changes.

tasks in planning, 21, 98
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customer service, Xi

D

Data Sources, 4, 20
auditing, 197
configuring, xii
discovering generic devices using,
182, 183
displaying information for, 7
icon used to identify, xiii
identifying unknown
switch/storage ports, 161
removing, 38
detail panes
changes
description of, 20, 78
displayed for
authorized path, 52, 53
host (inventory), 179
path, 43, 44
topology detail, 60, 65
topology icon, 77-78
errors (planning), 95, 114
future changes (planning), 95, 114
future violations (planning), 95,
113
icons used to display, xiv
masking, description of, 18-19
opening from View menu, 22
overview of (topology view), 12
paths, description of, 13
ports, description of, 14-15
properties
description of, 12
generic devices, 183
hosts, 178
storage, 181
switch, 175-76
tape, 182
zones, 185
used to
investigate violations, 113-14

verify changes, 80
used to view
generic device details, 171, 183
host & cluster details, 177
storage details, 181
switch details, 174
tape details, 182
zone details, 185
violations, description of, 17-18
volumes, description of, 16-17
vulnerabilities, 84
blocked hosts, for, 85
disconnected port zone
members, for, 86
disconnected WWN zone
members, for, 86
high fabric port usage, for, 87
high masking fan-out ratio, for,
87
high volume allocation, for, 88
incomplete cluster volume
sharing, for, 75, 88
low fabric port usage, for, 89
shared volume masking, for, 89
unused masked volumes, for, 91
zones, description of, 15-16

detail tabs, 9. See also detail panes.

Layers. See layers control.

summary of icons, xiv

Topology tab, 9, 25. See also
topology pane; topology view.

Views. See views control.

devices. See also hosts; storage

devices; switch devices; tape

devices.

changes, reviewing for, 77

connecting, 118, 140

deleting inactive, 38
adapter/controller, 38

disconnecting, 118, 141

displaying properties by hovering,
25, 36. See also hovering;
topology view.
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managing via telnet or HTTP, 39

names, displaying in the topology

pane, 10
revealing in groups, 32
disk devices. See devices; storage
devices.
DNS

used for host resolution, 164, 166,

202, 203
dual-fabric redundancy. See also
redundancy level, for authorized
paths.
described, 46
violation if not present, 63

E

Edit menu, described, 21
errors

differing from future violations, 95

icon, Xiv

errors detail pane, 95, 114. See also
detail panes.

expand/collapse tools, summary of,
Xv, 26, 35

F

fabrics/VVSANS. See also VSAN;

Zones.
adding a zone to, 118, 135
creating groups for, 28
displayed for

a host in a path, 43

a port, 14, 86

a switch, 174, 175

a zone, 15, 68, 136, 137, 154,

155, 184

violations, 62, 69
Domain ID for, 175
dual-fabric redundancy

described, 46

for authorized paths, 51

violation related to, 63
highlighting in the topology pane,
11
icon used to identify, xiii
importing zone information for,
143
removing a zone from, 119, 154
reporting, 190
specifying for a zone, 135
thresholds, defining, 85
vulnerabilities related to
blocked host, 85
high fabric port usage, 87
low fabric port usage, 89
zones in, highlighting in the
topology pane, 10
File menu, described, 21
filtering
by date/time, 78
by fabric, 43, 62
by volume availability, 111
change list, 79
column data, xix
table data, xiv
detail panes, 12
violations, planned/not planned,
59
firewall, using HTTP with, 6
future changes detail pane, 95, 114.
See also changes; detail panes.
future violations detail pane, 95, 113.
See also detail panes.
future violations, differing from
errors, 95

G

generic devices. See also HBA;
hosts; inventory; storage devices;
switch devices.
action taken by SANscreen for,
161
auditing activities for, 197
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authorization, and, 45, 54
definition of, 161
icon used to identify, xiii
identifying, xii
from CSV file, xvi, 170
from Generic Device list, 172,
183
from ldentify screen, 167-70
from topology view, 27, 37, 171
via host resolution, 162-64, 170
main table, 161, 182-83. See also
inventory.
properties, explained, 183
removing identification of, 37, 169
viewing inventory information for,
182
WWN used to identify zone
member, 15
groups. See topology view, groups.

H

HBA
adding to host, 117, 122, 147
as generic device, 161, 167. See
also generic devices.
host resolution of, 162-64, 170,
201-3
removing from host, 118
history of SAN changes, tracking, 2,
78-79. See also changes.
host-port redundancy. See also
redundancy, host-port.
defining for authorized paths, 47
violation if not present, 62
hosts. See also clusters; detail panes;
HBA,; hosts & clusters; inventory;
paths; ports; topology view.
accessing storage through host
ports, 43
adding
storage to, 108
to a cluster, 73-74, 90, 179

to the SAN, 117, 123
authorizing access from, 49, 54-55
auto grouping, and, 31
creating groups for, 28
decommissioning, 102, 103

using templates for, 97, 108,

111
displaying

masking for selected item, 18

volumes for selected item, 16

zone-membership for, 67
icon used to identify, xiii
importing data from, 4
masking, and, 84

adding masking for, 118, 132

removing volume masking, 151
paths originating from, 9, 13, 41,

42, 45, 50, 61
properties, explained, 178
redundancy required for, 46, 47,

51, 61, 62

violation if not met, 63
removing from a cluster, 179
removing HBA from, 118, 147
reporting, 190

firmware levels, 190

storage utilization, 190
resolution of, automatic, 162-64,

170

algorithms used for, 201-3
SANscreen server installed on, 4
sharing volumes between, 47, 51

displayed for violations, 18
shutting down, 119, 156
switch hops from, 43, 47, 51
vulnerabilities related to

blocked host, 85

high fabric port usage, 87

incomplete cluster volume

sharing, 75, 88

low fabric port usage, 89

masking fan-out ratio, 87

shared volume masking, 89
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unused masked volumes, 91
hosts & clusters. See also clusters;
hosts; inventory.
main table, 176-77
viewing inventory information for,
176
hovering over icons for details, 10,
25, 36, 171
HTML. See Web browser.

icons
authorized path
in Path display, 13, 42, 48, 55,
91
device icons in topology view, 9,
28
displaying labels for, 10
dragging on screen, 28
grayed for inactive devices, 38
hovering over for details, 10,
25, 36
organizing into groups, 11, 28,
33
organizing into views, 30
using to view details, 9, 12, 65.
See also detail panes.
generic device in topology pane,
161, 171
hovering over for details, 171
inventory, displaying properties
for, 21
navigation, 4, 6-7
summary of, xiii
topology view tools, for, 26
used to expand/contract table
displays, xx
used to indicate the type of change
made, 20, 78
violation in Path display, 8, 13, 42,
50

work-in-progress, used to identify,

13, 43, 51, 62
identify main table, 167-68

using to identify generic devices,

167-70
inventory, 173

displaying

changes for selected item, 20,
77
masking for selected item, 18
paths for selected item, 13
ports for selected item, 14
properties for selected item, 12,
21

volumes for selected item, 16
zones for selected item, 15

icons, summary of, 7

managing devices from main
table, 37
via telnet or HTTP, 39

J

Java Run Time environment
required for SANscreen client, 6
security window displayed, 6

L

layers control (topology view), 10
displaying current path only, 10,
52, 60
displaying links, 10
highlighting
devices in a zone, 10
switches in a fabric, 11
including device labels, 10
opening the control panel, 22
SPF, highlighting, 10
layouts. See topology view.
LDAP, used to authorize SANscreen
users, 5
links, 34
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customizing the style for, 27, 35

displaying properties by hovering,
xvii, 25, 36

Expand mode shown connected to
device ports, 35

highlighting in topology view, 43,
52

in logical paths, 41

missing for inactive devices, 38

toggling display of (topology
view), 10

logical access path, defined, 1, 41.
See also authorized paths; paths.

magnifying glass view, xvii
main tables, 4, 25, 59-62
Audit List, 198. See also auditing
user activities.
Authorized Path List, 49-51. See
also authorized paths; paths.
Change List, 77-78. See also
changes; changes detail pane.
displaying details for selected
item, general, 4, 12

Generic Devices, 161, 182-83. See

also generic devices; inventory.

Hosts & Clusters List, 176-77. See

also clusters; hosts; hosts &
clusters; inventory.

Identify, 167—68. See also identify
main table.

Inventory. See also Inventory.

launching action menu from, 22

navigation used to display, 6-7

overview of, 8

Path List, 41-43. See also
authorized paths; paths.

Storage List, 180. See also
inventory; storage devices.

Switch List, 173-74. See also
inventory; switch devices.

Tape List, 181. See also inventory;
tape devices.
Task List, 94-95. See also
planning SAN changes.
viewing generic devices in, 161
Violation List. See also violations.
Vulnerabilities, 75, 83-84. See
also vulnerabilities.
Zones, 184-85. See also
inventory; zones.
mapping. See volume mapping.
masking. See also masking detail
pane; volume mapping; volume
masking.
icon used to identify, xiv
IP network, 175
masking detail pane, 18-19. See also
detail panes.
menus
Action, described, 22. See also
Action menu.
Edit, described, 21
File, described, 21
View, described, 22. See also
View menu.

N

navigation

auditing, 197

authorized paths, displaying, 49

changes, displaying, 25, 77

generic devices, displaying for
identification, 167

inventory, displaying, 173

paths, displaying, 25, 41

plans, displaying, 94

through the SANscreen client, 4,
6-7

topology view, displaying, 25

violations, displaying, 25, 59

vulnerabilities, displaying, 75, 83
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no-SPF redundancy. See also
redundancy level, for authorized
paths.
described, 46
violation if not present, 63
violation illustrated, 65

(0

overview of
icons, explained, xiii
navigation tips, xvii—xx
quick start instructions, Xii
SANSscreen, 1-2
SANScreen client, 3-4
accessing the client, 4-6
main table, 8
menus, 21-22
navigation, 6-7
topology pane, 9-11

P

password
default to access SANScreen
client, 5
to view validation reports, 96
Path Authorization Wizard, 45-48,
54, 56
paths. See also authorized paths;
topology view.
authorizing. See authorizing a
path.
changes, reviewing for, 77
described, 41
displaying
active-only in the topology
pane, 10
changes for selected, 20
topology and changes for, 43—
44
icon used to identify, xiii

main table, 41-43. See also
topology view.
authorizing a path from, 45-48
topology view displayed with, 25,
43
violations, and, 8, 13, 41, 42, 71
paths detail pane, 13. See also detail
panes; paths.
planning SAN changes, 1, 93
Action menu for, 95-97
adding actions, 100, 111
detailed descriptions of action
types, 120-59
general instructions, 117
summary of action types, 117—
19
copying tasks, 98
creating a change plan, 93, 97-112
current task status, 99
defining dependent tasks, 99
executing the plan, 93, 116
future changes display, 20, 95, 114
identifying
errors, 95, 114
violations, 93, 95, 113
importing tasks for, 96, 97, 101-8
overview of processing, 94-95
pre-validating changes, 93, 113-
15
reporting pre-validation results,
115, 196
steps to planning, 93
using as planning tool
action wizards, 95, 98-100, 98—
100, 98-100
an XML file, 96, 98, 112
templates, 96, 97, 108-11
plans, icon used to identify. See also
planning SAN changes.
policies. See authorized paths;
authorizing a path.
ports. See also fabrics/VSANS; hosts;
ports detail pane; storage devices;
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switche devices; volume mapping;
volume masking.
adding to a VSAN, 117, 125
color used to reflect status, 35
connecting, 118, 140
disconnecting, 118, 141
displaying
detail by expanding, 26, 35
detail for selected device, 65
properties by hovering, 36
zone-membership for devices,
67
generic device. See also generic
devices.
identifying ports for, 169
in inventory display, 182
in properties display, 183
manually identified, 167, 169
HBA, 147
identifying, 122
highlighting by zone, 35
host
accessing storage through, 13,
18, 43, 61
fabric port usage, 85, 87, 89
masking a volume to, 19, 84
minimum active for a path, 51
redundancy of, 47, 61, 62
zone initiators, 184
icon used to identify, xiv
mapped, 16
name displayed for a violation, 68,
69
name used to identify zone
member, 15
storage
accessing a volume through, 19
add mapping for, 118, 131
add masking for, 118, 132
controller, 100, 117, 120, 145
remove mapping for, 119, 150
remove masking for, 119, 151
too many masked hosts, 87

switch
adding to a zone, 118, 136, 137
identifying blades/ports on,
127,128
in inventory display, 174
in properties display, 175
removing from a VSAN, 118,
148, 153
verifying a connection, 118,
139
tape controller, 146
identifying, 121
unidentified as generic devices,
161, 167, 182. See also generic
devices.
used to identify SANscreen server,
5
vulnerabilities related to, 86, 87,
89
WWN used to identify zone
member, 15, 137
ports detail pane, 14-15. See also
detail panes; ports.
progress
displaying for acquisition tasks, 21
work-in-progress, identifying, xv,
13, 43,51, 62
properties
detail pane, used to show device
properties, 12, 65
displayed by hovering over a
device icon, 10, 36
displaying for inventory icons, 12,
21
generic devices, explained, 183
host, explained, 178
icon used to identify, xiv
storage device, 181
switch, explained, 175-76
tape device, 182
zone, explained, 185
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Q

quick start instructions, xii

R

redundancy
host clusters used for, 176
host-port, 18, 47, 61, 62
in task templates, 109
level, for authorized paths, 49, 51,
63, 64, 142
defining, 46
volume, 17
refreshing the screen, xvii
after pre-validation, 113
automatically after acquiring
change info, 8, 22
reports generated through the
administrative portal, xii, 187-96
reports, custom, 189-91
reserving volumes. See volumes,
reserving
right-click menus. See Action menu

S

SANScreen client, overview of
window, 3
saved layouts, 35

sharing volumes. See volume sharing.

shortcuts. See navigation.
single point of failure, displaying in

the topology pane, 10. See also no-

SPF redundancy.

sorting
column headings, xviii
detail panes, 12

Start menu, to access SANScreen
client, 4

storage devices. See also detail
panes; devices; inventory; paths;
ports; topology view; volume
masking; volume mapping.

adding, 118, 126
masking for, 118, 132
new volume to, 118, 130
port controller to, 117, 120
volume mapping for, 118, 131
as generic devices, 161, 167. See
also generic devices.
authorizing access to, 54-55
auto grouping, and, 31
displayed for a
path, 13, 42, 50
violation, 61, 68, 69
zone, 185
zone (count of), 184
displaying
masking for selected item, 18
volumes for selected item, 16
zone-membership for, 67
for a path, 9, 41
icon used to identify, xiii
main table, 180. See also
inventory; storage devices.
properties, 181
provisioning storage via
import/export XML file, 112
templates, 97, 108-11
removing
a port controller from, 118, 145
volume mapping from, 119, 150
volume masking from, 119, 151
volumes from, 119, 149
reporting, 190, 191
Symmetrix, 192-93
utilization by host, 190, 191
shutting down, 119, 157
switch hops from, 51
thresholds, defining, 85
viewing inventory information for,
180
violations related to, 17
vulnerabilities related to
high volume allocation, 88
masking fan-out ratio, 87
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shared volume masking, 89
unused masked volumes, 91
switch devices. See also detail panes;
devices; inventory; paths; ports;
switch hops; topology view.
adding, 118, 127
port to a zone, 118, 136, 137
ports to a VSAN, 117, 125
zone to a fabric, 118, 135
allocating to a VSAN, 118, 134
as generic devices, 167. See also
generic devices.
auto grouping, and, 31
connecting ports, 118, 140
disconnecting ports, 118, 142
displayed for
disconnected port zone
member, 86
disconnected WWN member,
86
high fabric port usage (count
of), 87
low fabric port usage (count of),
89
for a path, 41
highlighting switches in a fabric,
11
icon used to identify, xiii
main table, 173-74. See also
inventory.
no SPF redundancy, and, 46
pre-validating zone configuration
for, 118, 143
properties, explained, 175-76
removing
ports from a VSAN, 118, 148
VSAN from, 119, 153
zone from a fabric, 119, 154
reporting, 190, 191
connectivity report, 191
firmware levels, 190
shutting down, 119, 158
verifying a connection, 118, 139

viewing inventory information for,
173
switch hops
defining for authorized paths, 47
displayed for
authorized paths, 51
paths, 13, 43
violations, 18, 61
in task templates, 109
violation if too many, 63

T

tape devices. See also detail panes;
devices; inventory; paths; ports;
storage devices; topology view.
adding, 118, 129
port controller to, 117, 121
as generic devices. See also
generic devices.
auto grouping, and, 32
for a path, 41
icon used to identify, xiii
main table, 181. See also
inventory.
properties, 182
removing port controller from,
118, 146
shutting down, 119, 159
viewing inventory information for,
181
Task List, main table, 94-95
tasks, for future plans. See also
actions, task; planning SAN
changes.
actions to complete, 94
adding a new task, 97-112
auditing, 197
defined, 97
importing from Excel, 96, 97,
101-8
menu options, 95
pre-validating, xii, 113-15
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tracking execution of, 116
technical support, xi
telnet, managing a SAN device using,
27,39
templates. See planning SAN
changes.
thresholds, setting
auditing, 197
fabric port usage, for, 85
storage devices, for, 85
volume masking, for, 84
time stamp
displaying as of a time stamp
topology, 78
violations, 17
in Changes display, 78
in main table display, 8
toolbar. See topology view, toolbar.
topology pane. See also topology
view.
and path processing, 41
authorized path processing, and,
52
changes processing, and, 77
controlling the information shown
layers, 10
views, 11
described, 4, 9-11. See also detail
panes.
displaying
current path only, 10, 43, 52, 60
device names in, 10
links, 10
SPF icon, 10
highlighting
devices in a zone, 10
switches in a fabric, 11
link style, changing, 35
navigation used to display, 6-7
overview of, 9-11, 25
path processing, and, 43
showing/hiding, 25
violations processing, and, 60

topology view. See also topology
pane.
Action menu for, 22, 27, 34, 35
changes displayed for selected
item, 77
detail panes
filtering, 12
general, 4
overview of, 12
sorting, 12
displaying
changes for selected item, 20
masking for selected item, 18
paths for selected item, 13
ports for selected item, 14
properties for selected item, 12
violations for selected item, 17
volumes for selected item, 16
zones for selected item, 15
groups, 25, 27
creating automatically, 31-32
creating, defining, deleting,
renaming, 28, 32-34
focusing on, xv, 26
organizing
device icons into, 11, 33
into views, 30-31
hovering over icons for details, 10,
25, 36, 171
included with
authorized path display, 25, 52
changes display, 25, 78, 80-81
path display, 25, 43
violations display, 25, 65
launching action menu from, 22
layouts
creating, saving, and deleting,
28
exporting and printing, 29
managing devices from, 37
via telnet or HTTP, 39
projecting after completion of
planned task, 96, 97
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recreating as of a specific
timestamp, 78, 80-81
toolbar
expand/collapse tools, xv, 26,
35
fish bowl view, xvii
magnified view, xvii
overview of, 26
zoom tools, xv, 26, 34

U

user
authorizing through an LDAP
server
login requirements, 5
user name
defaulting for
planned actions, 100
planned tasks, 99
SANScreen client access, 5
to view validation reports, 96
used as default for template
ownership, 109

Vv

validating. See also validation.
actions, 100
future SAN tasks, xii, 96, 113, 143
reviewing results, 113-14
SAN, overview, xi, 1-2, 93
tasks in planning stages, 99
validation. See also validating.
completed tasks, 99
icons
Authorized Paths, 49
Changes, 77
Paths, 41
summary of, 7
Violations, 59
Vulnerabilities, 75, 83
ignoring tasks during, 97

report, generating, 115, 196
requirements, by action type, 117,
120-59

View menu

Auto Refresh option, xvii, 8

described, 22

opening/closing detail panes using,
12

views control (topology view)

creating groups using, 32-34
opening the views panel, 22
organizing
device icons into groups, 11
groups into views, 30-31
overview of, 11

violations. See also topology view;

violations detail pane.
affected by policy changes, 78
analyzing, 2, 66-69, 66—69
changes, reviewing for, 20, 77
contrasted to vulnerabilities, 83
corrected, viewing, 59
creating when removing
authorization, 57
defined, 59
detail panes, and, 60, 65
filtering, 59
flagging SPF if shared switch, 46
future, identifying, 95, 113
future, investigating, 113-14
generic devices responsible for,
162
identifying
and correcting, xii, 53, 59, 65,
66, 71, 80, 93
icon used to identify, xiii
in authorized path display, 49,
50, 52, 53
in path display, 8, 41, 42, 43
main table, 59-62
topology view and, 60, 65
not tracked for work in progress,
13, 43, 51, 62
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establishing a WIP, 47, 97
notification of by SANscreen, 2
planned tasks, correlating to, 61,

62, 65, 70
topology view displayed with, 25,

65
types, explained, 62—-64

violations detail pane, 17-18. See

also detail panes; violations.

volume mapping. See also masking

detail pane; volume masking;
volumes.
adding, 118, 131
as path attribute, 41
hosts that access mapped port, 87
in task templates, 109
ports mapped to volumes, 16
removing, 119, 150
after remove storage, 145
restoring after adding a
controller, 120
HBA, 122
host, 123
storage, 126

volume masking. See also masking;

masking detail pane; volume
mapping; volumes.
adding, 118, 132
as path attribute, 41
changes, displayed, 78
in task templates, 109
masked hosts, 17
removing, 119, 151
after remove storage, 145
restoring after adding a
controller, 120
HBA, 122
host, 123
storage, 126
thresholds, defining, 84
violations, and, 67
vulnerabilities related to
high masking fan-out ratio, 87

high volume allocation, 88
shared volume masking, 89
unused masked volumes, 91

volume sharing, 51

described, 47. See also authorizing
a path; volumes.
displayed for violations, 18

volumes. See also paths; storage

devices; volume mapping; volume
masking; volumes detail pane.
adding, 118, 130, 149

authorizing access to, 49

for a path, 13. See also paths.

icon used to identify, xiv
removing, 119

reserving, 111, 132
vulnerabilities related to, 75, 88

volumes detail pane, 16-17. See also

detail panes; volumes.

VSAN. See also fabrics/VSANS.

adding ports to, 117, 125
allocating a switch to, 118, 134
enabling a switch for, 128
removing, 119, 153

removing ports from, 118, 148

vulnerabilities. See also

vulnerabilities detail pane.
contrasted to violations, 83
icon used to identify, xiii
main table, 75, 83-84
notification of, 2
setting thresholds for, 84-85
types
described, 85-91
summary of, 85

vulnerabilities detail pane, 75, 84.

See also detail panes;
vulnerabilities.

W

Web browser. See also administrative

portal.
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managing a SAN device using, 27,

39

opening the administrative portal,
187

using to access the SANscreen
client, 5

viewing SAN changes with, 20,
81, 194

viewing validation reports with,
96, 115, 196

work in progress, identifying, xv, 13,
43,51, 62
Z

zones. See also fabrics/VVSANS;
inventory; VSAN; Zones main
table; zoning.
adding member to, 118, 136, 137
adding to fabric/VSAN, 118, 135
configuration, enabling, 118, 143
detail pane, 15-16. See also detail
panes.
violations, and, 67
displaying properties by hovering,
36

highlighting in the topology pane,
10, 35

icon used to identify, xiii

properties, explained, 185

removing from a fabric, 119, 154

removing member, 119, 155

using to identify generic devices,
168

viewing inventory information for,
184

Zones main table, 184-85. See also

inventory; zones; zoning.

zoning. See also zones, Zones main

table.
changes, displayed, 78
enforcement (switch), 175
in task templates, 109
member identification for
switch-port based zoning, 15,
185
WWN-based zoning, 15, 185
support (switch), 175
vulnerabilities related to, 86

zoom tools, summary of, xv, 26, 34
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