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8.0 1.0 Purpose

This document provides level III processes and procedures  on the Hitachi TagmaStore™ Universal Storage Platform
2.0 Revision history

	Date
	Rev. No.
	Change
	Ref. Section(s)

	03/12/06
	1.0
	New Procedure
	Not Applicable

	03/24/06
	1.1
	Updates to PCM Procedure
	N/A

	03/26/06
	1.1
	Updates to PCM Procedure
	10-16

	04/12/06
	1.2
	Updates to LUSE volume creation
	Section 8

	05/03/06
	1.3
	Updates to access to storage navigator and managing user id’s
	Section 7.1

	08/05/06
	1.4
	Updates to Audit Trial
	Section 7.2

	11/14/06
	1.6
	Update User Id Model
	Section 7.1


3.0 Scope

These procedures apply to the Legacy SAN and SOE Distributed Computing Storage Area Network (SAN) environment.  The Distributed Storage Management  Group (DSMG) follow these procedures in accordance with the requirements set forth in the SOE Resources Management PCM.

4.0 Policy

This policy was created for:

Level III Procedures  for the Hitachi Data Systems

Level III Procedures are implemented to satisfy Audit requirements. 
5.0 Definitions:

HDS – Hitachi Data systems (http://san.ny.ssmb.com/GDSE_docs/GDSE-05015-SG.pdf)

FED – Front End Director FICON

HBA- Host Bus Adapter

LUN – Logical Unit Number

WWN – World Wide Number unique 16 digit alpha numberic number 

FC port – Fiber Channel port

HSD – Host Storage Domain can be defined on each fc port on storage subsystems for LUN security Mangement.  HSD is a logical object used to manage LUN and WWN combination under a  physical FC port.

GDSE Solutions Guide - http://san.ny.ssmb.com/GDSE_docs/GDSE-05015-SG.pdf
6.0 Responsibilities

 Distributed Storage Management is responsible for performing these    procedures. 

 7.0  Storage Navigator

Storage Navigator consists of a group of Java applet programs that enable the user to manage the Tagmastore Universal Storage Platform system (USP).

7.1 Access to Storage Navigator and Managing user id’s

Storage Navigator is the default GUI that DSM will use to initially allocate Storage, it should be access from the perspective SANscreen workstation.

On Storage Navigator, an ID needs to be created for each Storage Administrator, using the Storage Administrator’s SOEID.
All TagamaStore Universal Storage Platform Navigator SVP (Web client) users are required to log on to the Storage Navigator SVP (Web Server) with a valid user ID and password before executing the Storage Navigator Java applet program.  Only the Storage Navigator administrator can register Storage Navigator users and assign or modify the users’ access privileges.

7.1.2 - User Access Levels
The Storage Navigator Java™ applet program provides varios security entitlements.  Please see GDSE Solutions guide for specific information in regards to those entitlements. 
7.1.4 – Accessing Storage Navigator

· User Logon to SANscreen workstation (Go to http://gdsm.ny.ssmb.com/sandoc/working/NA-Consolidated-SAN-Management-Workstation-List.html  for a list of SANscreen servers and corresponding IP addresses.

· Start a web browser on your SANscreen workstation

· To open the storage device list panel, specify the URL of the Main SVP as follows:

http://xxx.xxx.xxx.xxx/cgi-bin/utility/sjcmain.cgi
· Click on the SVP you want to log on to.

· Enter the user ID and password
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· Storage Navigator Certificate select always
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·  Administrator Permissions 
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· Setting up the Environmental Variables
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· Viewing the users permissions
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· Only Super user can create other users

· General users can not create other users

· Creating a new user and modify permissions
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7.2 Backing up and Auditing Log Files

Log on to Storage navigator as stated in section 77.1 Adding a user


Log file BACKUP

Note: There are 3 types of files that need to be backed up regularly.

· Storage Device list and Environment Parameter List will be backed up by DSM Team Leader or Manager.

· User accountant list will be backed up by DSM Manager to meet CITMP Audit compliance.

	TYPE OF FILE
	FREQUENCY
	LOCATION 

	Storage Device List
	Daily
	GSMG //nasny06 share Docs folder

	User account list
	Weekly
	GSMG //nasny06 share Docs folder

	Environ Parameter List
	Weekly
	GSMG //nasny06 share Docs folder


Click on the  the Log Tab
[image: image9.png]Control Panel
|

1l Log Information

User Entry

seteny. |

g | powntoad

Restore

Logon Access Log

Toot, 2004
Zoot, 2004
Zoot, 2005
Zoot, 2005
Zoot, 2005
Zoot, 2005

Error Log

12:2:12:44:54,0,1
12:7:12:8:24,0,1

6:27
6:27
6:20
6.29

,2005:6:29:12:59:23, 2,
Toot, 2005:6:20:12:50. 3
root, 2005:6:29:13:0:4,
1ikjeadf, 2005:6:29:13
Toot, 2005:6:20:14:3:42

2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23
2004/11/23

72
22
22
22
22
22
22
22
22
22
22

Operation Log

[
05
05
05
05
05
05
05
05
05
05

02
04
11
17
17
18
15
20
21
22
23

38,0
030
642,0
180,0
500,10
742,0
7130
755,10
917,0

EF1362, Notify
EF1205 Notify
EF1283, Notify
EF1284, Notify
EF1384) Notify
EF1304) Notify
EF1285 Notify
EF1365 Notify
EF1305 Notify
EF1202, Notify
EF1203, Notify

Teap
Trap
Trap
Trap
Trap
Trap
Trap
Trap
Trap
Trap
Trap

=lolx|

Sseart| | 1 @ &

|| = & B = & X] X| 2 & & o 2 &y m{ B

Radess [0 VD3 00

Nome

S |

e
ey

[y

0. e

Fle Edt View Favortes Took Help




[image: image10.png]=101 x| w B
Control Panel

UserEntry | SetEnv. | 100 | Download | Restore
|l Log Information

Logon Access Log
Toot, 2004:12:2:12:44:54,0,1 =
Zoot,2004:12:7:12:8:24,0,1

Zoot, 2005

Zoot, 2005
Zoot, 2005
Zoot, 2005
,2005:6:29:12:59:23, 2,
Toot, 2005:6:20:12:50. 3
root, 2005:6:29:13:0:4,
1ikjeadf, 2005:6:29:13
Toot, 2005:6:20:14:3:42

Exror Log
2004/11/23 22:05:02:398, 0:EF138Z, Notity Trap
2004/11/23 22:05:04:031, 0:EF1205, Notify Trap
2004/11/23 22:05:11:642, 0:EF1283 Notify Trap
2004/11/23 22:05:17:180, 0:EF1284, Notify Trap
2004/11/23 22:05:17:600, 0:EF1384, Notify Trap
2004/11/23 22:05:18:742, 0:EF1304, Notify Trap
2004/11/23 22:05:19:713, 0:EF1285 Notify Trap
2004/11/23 22:05:20: 755, 0:EF1385, Notify Trap
2004/11/23 22:05:21:917, 0:EF1305, Notify Trap
2004/11/23 22:05:22:608, 0:EF1202, Notify Trap
2004/11/23 22:05:23 EF1203, Notify Trap

Operation Log
DRCHaintenance, 04/11/24 00:12:18:105 GHT _ ServerTine=2004/11/24
l00:12:18:105

DGMaintenance, 04/11/24 00:12:18:105:GMT . StartMI End

DRCMaintenance, 04/11/24 00:12:18:205: 0T . Init() Start

DECMaintenance, 04/11/24 00:12:18:205:GMT  getDataChangeTable Start
DECMaintenance, 04/11/24 00:12:18:205:GMT  getDataChangeTable Start
DEGMaintenance, 04/11/24 00:12:24:284: 0T getDatabhangeTable Normal End
DROMaintenance, 04/11/24 00:12:24:284: MT

6:27
6:27
6:20
6.29

c

Output requirement tine!
DROMaintenance, 04/11/24 00:12:24:304: GMT

Output completion tine

-t Et Yew Insert Format Tooks Table Window telp

wiesS DEHS GRY |4 BT oo gD

Tlems

St 0 H || 28001 s ] XX %] &) &) il 2] &) ®{ g | HPS e




Select the file you wish to Backup and use the Browse button to save file to the \Temp folder in the the following name format “Name of USP”_log_”YYYYMMDD.  The file can now be copied or Email to the appropriate location (See above table).

Click on the Download Tab and select
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7.2.1 Audit Trail Review and Reconciliation

As part of the daily Hitachi Data Systems (HDS) audit log review, a Distributed Management Storage person will retrieve the logs files and provide evidence of any changes made to the environment and reconcile the changes against infoman change tickets. The evidence will be store on the shared  \\nasny06 Global Storage Management checker/maker evidence folder.

7.3 Restore Log Files

Follow same procedure as BACKUP after clicking Restore tab.
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7.4.0 Host Port Balancing and Redundancy

On the USP, any port can be configured to allow access to any device on the system. Any given host should be connected to at least two host ports (via redundant and independent fabrics). All devices on both storage groups should be identical. The port attributes (and host storage group attributes) should also be the same to ensure proper load balancing from the host. 

The array has absolute redundancy across the cluster barrier (Cluster 1 <CL-1> and Cluster 2 <CL-2>). Each cluster is has its own power, replicated cache, and internal communication and comprises the overall array redundancy. The primary host port card slots are CHA-1F (Cluster 1) and CHA-2Q (Cluster 2). Additional cards are added to slots CHA-1E (Cluster 1) and CHA-2R (Cluster 2). Cards and ports can be viewed by selecting the Port tab of the LUN Manager screen.  There are two types of host port cards, 8-port and 16-port. The 8-port cards have 4 processors (called MPs) per card. Since the cards are purchased in pairs to be split across the cluster barrier, HDS describes the pair of cards as a 16 Port Feature. The 16-port cards have 8 MPs per card and are added as a 32 Port Feature.  Citigroup uses 8-port cards primarily. Two-HBA hosts (one HBA per redundant fabric) should have one HBA connected to each member of a card pair.

For example: 

A host using Fabric A HBA is connected to port 1A, then the Fabric B HBA should be connected to port 2A. 

Host PortCard 1Host PortCard 3Host PortCard 2Host PortCard 4

Note: The 16-port cards are mainly used when there is significant external storage connectivity. This functionality is not yet supported by Citigroup. 

Having four HBAs, one needs to consider the processors on the host port cards. Each processor controls two ports (every other port on each card is controlled by the same MP). For example, the same MP controls 1A & 5A. Therefore, a quad host HBA configuration would have fabric A connections to ports 1A and 3A to use different MPs. The fabric B connections would be 2A and 4A to span the different MPs. 

Maximum Host Port Performance 
To maximize performance, a single port per MP configuration should be used. If 32 ports are purchased (4x 8-port cards) and only 16 connections to the SAN (8 per fabric) are made, then it would be prudent to follow this method. Under these conditions, the following ports should be configured (based on 8-port cards): 

	Fabric A 
	Fabric B 

	1 
	1A (Slot CHA-1E, Port 1) 

WWN: 50060e80xxxx00 
	2A (Slot CHA-2Q, Port 1) 

WWN: 50060e80xxxx10 

	2 
	3A (Slot CHA-1E, Port 2) WWN: 50060e80xxxx20 
	4A (Slot CHA-2Q, Port 2) 

WWN: 50060e80xxxx30 

	3 
	1C (Slot CHA-1E, Port 5) WWN: 50060e80xxxx02 
	2C (Slot CHA-2Q, Port 5) 

WWN: 50060e80xxxx12 

	4 
	3C (Slot CHA-1E, Port 6) WWN: 50060e80xxxx22 
	4C (Slot CHA-2Q, Port 6) 

WWN: 50060e80xxxx32 

	5 
	1E (Slot CHA-1F, Port 1) WWN: 50060e80xxxx04 
	2E (Slot CHA-2R, Port 1) 

WWN: 50060e80xxxx14 

	6 
	3E (Slot CHA-1F, Port 2) WWN: 50060e80xxxx24 
	4E (Slot CHA-2R, Port 3) 

WWN: 50060e80xxxx34 

	7 
	1G (Slot CHA-1F, Port 5) WWN: 50060e80xxxx06 
	2G (Slot CHA-2R, Port 5) WWN: 50060e80xxxx16 

	8 
	3G (Slot CHA-1F, Port 6) WWN: 50060e80xxxx26 
	4G (Slot CHA-2R, Port 6) WWN: 50060e80xxxx36 


The WWN of each port is shown above. The “xxxx” is the four hexadecimal digit equivalent of the serial number. For example, the serial number 10192 converts to “27d0”. The following is the USP WWN pattern: 

	WWN Component 
	Value 

	Prefix (HDS TagmaStore) 
	50060e80 

	Serial Number (Convert to Hex) 
	x x x x 

	Port Card Number: 
	CL# (zero-based, so subtract 1) 

	Port Card Bank: 
	A=0 

C=2 

E=4 

G=6 

J=8 

L=A 


For example, a USP SN#10192, the port CL2-A would have a WWN of 50060e800427d010 and port CL5-C would have a WWN of 50060e800427d042. 

7.4.1 Provisioning with Storage Navigator

Login to SN
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Storage Navigator Loads
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The array should be preconfigured for Fabric P-t-P.  If it is not one selects the ports and enables this.

Note:  You need to be in modify mode in order to make changes.

Error! Bookmark not defined.7.9 Changing to Modify Mode to implement changes in LUN Manager



Confirm 
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7.4.1.1 Add new host Storage Domain

Select  Port that you want to add a New Host Storage Domain to. 

Ensure that Lun Security is Enabled

The port will list all WWN logged in select the WWN.
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Name the HSD and select Host mode In this example we will select Solaris
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There are Host Mode Options.

As an example if we were using VCS and wanted to have coordinators one has to enable this setting.

[image: image18.png]Ahty

@ user: demota

rosoft Internet Explorer

b

T3, Lo wanager [ L Path 8 security
B oo

=181x]

Slorag Nav igator; E

Version 50.05.21100

L o |G @ [ @

) Partormance.

My Twecory

) Universal Rep.
g raaommase
g roecopyzo
Qumvuﬁ\ Fep

L

CULDEV | Erlation |_capacty | Ram | patn

) 00:1A-GOD(D9[Solaris])
L (20FD0060E9900851)
(CL3-AEB) (LUN Security.Enable) Target
) CLE-AES) (LUN Security Disable) Target
CL7-A(E2) (LUN Security.Disable) Target
CL1-B(E1) (LUN Security Disable) Target

CLT-BOM
‘ ° ladd New Host Group

b R icoch Tagmastorevse
CLE-B(DC)

I—

[1022 Remaining LUNS(GRF):0

Ll

5
= Fofr

[ tostorap | br [ RAD [rertyGrop[ P |
I el s s
5 R oo
e o]
= A
o
— oo sanein |12
Universal Vol. r 7 |Automatic recognition function of LUN. GB| 5(3D+1P) 11
|12 Undeply funcin o ghost LUV R A

B Coniguation T | 15 Shtvepor ot taure R _'_I

= = ==
appy | cancel |
Bstot| @ ©  |[B5 mtemete - (5] sntt-Worckod | @~ | X~ | 101552154 .| o vebet 10.15.5.. | g Tenet 10.155... | [N o WH8 W 2P





At this point we have done the following.

Selected an  FED PORT.

Found the WWN for the Host.

Created a HSD and set Host mode options.
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Now we are read to add LUNS

We select the LUN and assign them to the host.
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We have Defined Paths and we select the affirmative.
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Next will be a confirmation of the settings
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Now one highlights the LUNS from the first path Copies them.

Once one repeats the above step for the next port once can paste the LUNs.
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For additional information on using LUN Manager go to DSM shared DOCS/HDS manuals/Hitachi LUN Manager and user’s Guide.
7.4.1.2 Adding storage to existing host

Follow the same steps as in section 7.4.1 with the exception of defining a new host domain.

Once you select the host that you want to add additional capacity you need to look for free luns to be assign.

7.4.1.3 Changing the Name or Host Mode of a Host Group

WARNING: Before changing the host mode of a host group, you should first back up the data on the affected port. The operation should not be destructive, but data integrity cannot be guaranteed without a backup.

To change the name and/or host mode of a host group:

1. Change to Modify mode. Select the LUN Manager button ( ) to open the LUN Manager/Port panel. The LUN Manager tab is the default view.

2. In the LU Path outline (upper left corner of LUN Manager tab), select and then rightclick a host group.

3. Select Change Host Group from the pop-up menu to display the Change Host Group Confirmation Message.

4. If you want to change the name of the host group, enter a new name in the Group Name box.

5. If you want to change the host mode, select the new host mode from the Host Mode

drop-down list.

6. If necessary, select the Option button to open the Expanded Change Host Group panel , and then select the check box for the desired host mode option. For

detailed information about host mode options.

7. Select OK to confirm the changes, or select Cancel to cancel the changes.

Note: The settings are reflected in the LU Path table in blue bold italics, but not yet

implemented.

8. If you want to apply the changes to the subsystem, select Apply, and then select OK on the confirmation message. If you want to cancel the changes and not apply them to the subsystem, select Cancel, and then select OK on the confirmation message.

7.4.2 Swap Host Bus Adapter (HBA)
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Fig. 7.4A
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Fig 7.4B

In order to replace an HBA 

Select Port, Select HSD and change Change   WWN. 
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Fig 7.4C
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Fig 7.4D

Changing WWNs and Nicknames of Host Bus Adapters

To change the WWN and/or the nickname of a fibre-channel host bus adapter:

1. Change to Modify mode (refer to section 7.9 if you need instructions). Select the LUN

Manager button ( ) to open the LUN Manager/Port panel. The LUN Manager tab is the

default view.

2. In the LU Path outline (upper left corner of LUN Manager tab), verify that LUN security

has been applied to the port you want to change.

Note: If the icon has a key on it, LUN security has been applied. For instructions on how

to apply and remove LUN security, see section 7.8.

3. In the LU Path outline detail, double-click a fibre-channel port, and then select and

right-click an HBA.

4. Select Change WWN & Name from the pop-up menu (see Figure 4.15) to display the

Change WWN & Name Panel (see Figure 7.D):

– If you want to change the WWN, either enter a new WWN or select another WWN in

the WWN drop-down box.

– If you want to change the nickname, enter a new nickname in the Name box.

5. If you want to reflect the change in this panel to other ports, select the Apply this

change to other ports, too check box.

For example, if the same WWN or nickname is located below ports CL1-A and CL2-A in

the outline view, if you select the WWN or nickname from below one of the ports and

change the name to hba1, the WWNs adapter below the other port will also be renamed

hba1.

Note: Selecting the Apply this change to other ports, too check box will not affect

ports with any of the following characteristics:

– LUN security is disabled, or

– A host bus adapter, host group, or WWN connected to that port already has the same

nickname.

6. If you want to make the specified changes, select OK in the Change WWN & Name Panel:
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7.7 Troubleshooting Hitachi TagmaStore™ Universal Storage Platform (USP)

The Hitachi TagmaStore™ Universal Storage Platform (USP) includes a suite of performance management software products. These products allow you to monitor and tune disk subsystem performance. The Performance Manager suite of software consists of the following:

􀂄Performance Monitor

􀂄Volume Migration  (Not Licensed)

􀂄Server Priority Manager (SPM) (Not Licensed)

Performance Monitor lets you obtain usage statistics about the physical hard disk drive, logical volumes, processors, or other resources in your disk subsystem. Performance Monitor also lets you obtain statistics about workloads on disk drives and traffic between hosts and the disk subsystem. The Performance Monitor panel displays a line graph that indicates changes in the usage rates, workloads, or traffic. You can view information in the panel and analyze trends in disk I/Os and detect peak I/O time. If system performance is poor, you can use information in the panel to detect bottlenecks in the system. 

The Hitachi TagmaStore™ Universal Storage Platform (USP) performance manual is available from DSM shared Docs\HDS manuals folder.
7.8 Using LUN Security

This section discusses the following topics:

􀂄Enabling LUN security (see section 7.8.1)

􀂄Disabling LUN security (see section 7.8.2)

LUN security allows you to secure LUs against unauthorized access. By default, LUN security

is not applied to any of the ports.

Notes:

􀂄You cannot enable LUN security on an external port.

􀂄You cannot enable LUN security on a NAS port.

7.8.1 Enabling LUN Security

To enable LUN security on a port:

1. Change to Modify mode (refer to section 7.9 if you need instructions). Select the LUN

Manager button ([image: image30.wmf]) to open the LUN Manager/Port panel. The LUN Manager tab is the

default view.

2. In the LU Path outline (upper left corner of LUN Manager tab), locate the desired port.

An icon, the port name, the port address, and the LUN Security status are displayed.

3. If LUN security has not been enabled, select and right-click the port. Select LUN

Security: Disable -> Enable from the pop-up menu (see Figure 7.19).

4. A message displays asking whether you want to change the LUN security setting (see

Figure 7.20).

5. Select YES. The changes are not yet applied to the subsystem.

6. If you want to apply the changes to the subsystem, select Apply, and then select OK on

the confirmation message. If you want to cancel the changes and not apply them to the

subsystem, select Cancel, and then select OK on the confirmation message.
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7.8.2 Disabling LUN Security

Caution: Do not remove LUN security from any port when host I/O is in progress.

To remove LUN security from a port:

1. Change to Modify mode (refer to section 2.3 if you need instructions). Select the LUN Manager button ([image: image32.wmf]) to open the LUN Manager/Port panel. The LUN Manager tab is the default view.

2. In the LU Path outline (upper left corner of LUN Manager tab), locate the desired port. An icon, the port name, the port address, and the LUN Security status are displayed.

3. If LUN security has been enabled, select and right-click the port. Select LUN Security:

Enable -> Disable from the pop-up menu (see Figure 7.21).

4. A confirmation message displays informing you that only host group 0 (group #00) will be available if LUN security is disabled (see Figure 7.22). Select YES to close the message.

5. The icon will change to indicate that LUN security is not applied. The changes are not

yet applied to the subsystem.

6. If you want to apply the changes to the subsystem, select Apply, and then select OK on the confirmation message. If you want to cancel the changes and not apply them to the subsystem, select Cancel, and then select OK on the confirmation message.

Note: If LUN security is removed from a port, the host groups corresponding to that port

except for the host group 0 are grayed out in the LU Path outline.
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7.9 Changing to Modify Mode to implement changes in LUN Manager

If you are going to implement any changes for LUN Manager, you must be in Modify mode. The subsystem information icons (see Figure 2.2) are on the upper right corner. These icons are described in detail in TagmaStore Storage Navigator (MK-94RD206). If you want to change from View mode to Modify mode and back, two of the icons are important:

􀂄Exclusive lock icons indicate the operation mode of all currently logged-in users. If all users are operating in View mode, the Unlocked icon ([image: image34.png]


) is displayed. If a user is

operating in Modify mode, or if subsystem maintenance or SNMP operations are being

performed, the Locked icon ([image: image35.png]


 ) is displayed.

􀂄Mode-Changing buttons allow users to change the operation mode between View mode

([image: image36.png]


) and Modify mode ([image: image37.png]


 ).

Note: Only one user at a time can be in Modify mode.

To change between View and Modify modes:

1. You must have administrator or write access for the option that you want to use. For

details on assigning user access, see TagmaStore Storage Navigator (MK-94RD206).

2. Verify that the subsystem is unlocked. If all users are operating in View mode, the

Unlocked icon ([image: image38.png]


) and the View Mode icon ([image: image39.png]


) are displayed (see Figure 2.2). If a user

is operating in Modify mode, or if subsystem maintenance is being performed, the

Locked icon ( ) is displayed, and you cannot change to Modify mode.

3. Select the Mode Changing icon ([image: image40.png]


), which should be in View mode. A confirmation

message displays (see Figure 2.3). Select OK.

4. The Mode Changing icon changes from View mode to Modify mode ([image: image41.png]


 ). The Locked

icon ([image: image42.png]


 ) displays (see Figure 2.4).

5. Change back to View mode once you have applied the change. Select the Mode

Changing icon ([image: image43.png]


 ). The confirmation message displays (see Figure 2.3).

6. Select OK to return to View mode.
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8.0 LUSE Volume Creation

Select LUN Expansion for left hand side of window
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Select  LDEV with no paths.  This will be the new metahead for the LUSE volume.

[image: image46.png]@ user: gots207

T

[T

15 contguiation

\f Licares ey !

P enanse B

Internet Explorer 6

LN Expansion v |

[ Lun Expansion (LusE)

Slorage Nav igator; E

Version 50.03.98100

P e e N el |

=] e Emulsion Capaciy RAD [ PG [ Path || Capacity Unit—
L 11:01 OPEN-V CVS 3469 GE_ 5(7D+1P) 3-4 & 68
" MB
(@) LDEv11:03
&) LDEV11:04
(&) LDEV 1105
(&) LDEV 11:08
O woeviior Selected LDEVS
@) LDEV 11:08 A PREl] 0
Number of LDEVs : 1 Select an LDEV =] Volume Gourt [Seect ot =]

Capacity EGEICER Expanded LDEVS

[& 1101 ol

Selected LDEVS: 0 S

start || [ @ 51 || &]storage evice List - Inte... | [ EThetp:/7172.31.90.68/

Free LDEVS cu 1
LDEV Copariy RAID PG

102 31.69GE_5(7D+1P) 3-5 | af

Add 1103 34.69 GE_5(7D+1P) e |
— FEET) 34.69 GE_5(7D+1P) 11
1108 34.69 GE_5(7D+1P) ]
1108 34.69 GE_5(7D+1P) 12
Delete 1107 34.69 GE_5(7D+1P) 5.2
— 1108 34.69 GE_5(7D+1P) 13

1108 34.69GF_5(7D+1P) 5.3 |

< >

Selected LDEVS: 0

Apply cancel

[OF=E 0N




Select from the free LDEVs list “shift key +  mouse right click”
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Click add button to add LDEVs to expanded LDEV section (LUSE)
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Highlight the Expanded LDEVs,  You will see Selected LDEVs: Change to the number of LDEVs highlighted.
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Click the SET button to expand volumes to LUSE volume.
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You have now created a 277.52gb LUSE LUN.  That is a OPEN-V*8 CVS ( open volume composed 8 LDEVs)
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Click Apply button to initiate change.[image: image52.png]Internet Explorer 6
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Click OK 
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Storage Navigator comes back request is completed
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Notice the graphics icon on left hand side of hightlight LDEVs.  This icon represents a LUSE volume that now is ready for provisioning.

Error! Bookmark not defined.7.4.1 Provisioning with Storage Navigator
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8.1 Creating LDEV Volume

Volume (LDEV) Definition 

Use the Virtual LVI/LUN VLL tool to create a large size LDEV that has the same performance as a regular LDEV provided by Hitachi.  The draw back is the amount of time needed to create this volume.  Generally speaking you will do all allocations before creating such a volume, because you will be unable to allocate storage until the large LDEV creation is completed.

If you are creating a volume out of existing volumes, skip to step 5. If you are creating volumes from free space then go to step 1. 

1. Select the Volume Definition screen (LUN Expansion Option _ VLL tab). 

2. Volumes can be created out of free space by selecting a BOX then a Parity Group. Right click on the free space and select Install CV. 

[image: image56.wmf]
3. Enter capacity of volume and click Set. 

4. Click Next and go to next step. 

[image: image57.wmf]
5. You cannot delete the last LUN on a Parity Group. If you want to make new volumes out of the last volume, then Right Click on existing volume to select Make Volume (WARNING: this will destroy volume). 

[image: image58.wmf]
6. Enter capacity of volume and click Set. 

7. Click Next. 

8. Assign a CU number and select an address for the volume(s). There are up to 255 addresses per CU number. You will need to select the volume on the upper list and then click on an unused volume address (non-grey box). The interval function is used to disperse (or skip addresses) between the physically sequential volumes. To use this function, all of the volumes need to be selected from the upper list and then click on the first (unused) address box. The interval value is the number of RAID (parity) groups that will have designated addresses within the CU address range. This is recommended for creating multiple volumes to prevent assigning physically sequential volumes to the same host. 

[image: image59.wmf]
9. If the wrong address was selected, right click the volume in the upper volume listing and select Clear. This will removed the address selection. 

10. If an additional volume is desired, then click the Back button to start over on the addressing. 

11. Click the Next button. 

[image: image60.wmf]
12. Confirm the creation of the volume addressing by clicking on the OK button. 
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13.Review of volumes to be created. The bold blue (in italics) volumes and resulting free space are to be created. 
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14. If all volumes to be added have been addressed, then click the APPLY button to start the disk formatting process. This process will take a few minutes, depending on the number of volumes to be created and the size of the parity group(s). 

8.2 Destroying a LUSE/LDEV volume

Note:  In order for the HDS to let you Destroy a LUSE volume no path can be allocated.

Select LUN expansion button left hand side of window

Highlight the CU that the LUSE volume you want to destroy is on.

Destruction of LDEVs and LUSE Volumes

Unless LDEVs are destroyed via a Make Volume operation, the timing is

approximately 5 minutes for an inactive array to complete the operation.
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Highlight the OPEN-V*8 CVS and right click mouse….Select Release LUSE Volume.

You will receive the pop-up window below select OK to proceed.
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The LUSE volume gets put back as LDEVs.  Letters appear in dark blue.
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Click Apply button to execute  

Select OK button to confirm
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Storage Navigator comes back request in process
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Click OK

9.0 Array Configuration Backup,Recovery, and Large-Scale Changes

Warning: This will overwrite the existing configuration, which may corrupt /

disable a portion or the entire array. Do not upload a file without being

absolutely sure about the changes being made.

Configuration File Loader:

The Control Panel is used to backup, review, or restore current configuration files. 

Configuration File Loader is used to make large-scale or “batch” changes to the LUN Manager configuration of the TagmaStore™ USP subsystem, using either a

text editor or spreadsheet software to edit configuration definition files

(spreadsheet files) and apply the changes. You can apply the same configuration

definition file to different subsystems, and you can define the configuration when

you are offline. To import or export the configuration into a single file, select the

Configuration File Loader option from the main menu.

If no files have been recently uploaded, then this screen will be blank. It normally

contains the errors encountered during an upload.

To export a configuration select the Export button and the following dialog will

appear:
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The whole filename can be entered (must end in .spd) or the Reference button

can be selected to browse for a specific location. To export the configuration

after the filename has been specified, select the Export button on this screen.

Select Close to exit the screen.

To import a configuration select the Import button and the following dialog will

appear:
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The whole filename can be entered (must end in .spd) or the Reference button

can be selected to browse for a specific location. To import the configuration

after the filename has been specified, select the Import button on this screen.

Select Close to exit the screen. Any errors or status associated with the import

will be displayed on the Configuration File Loader screen.
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Note:  Frequent backups should be made as frequently as array changes are

made to ensure a restorable configuration in case it is lost. 

 The file format created here is a compressed file that contains a .csv file (comma separated spreadsheet).

9.1 Entitlement Review
Entitlement reviews will be done on a semi-annual basis please refer to the GSMG Information Security PCM, Entitlement Review section for the process.

http://www.citigroup.net/ti/northamerica/gsmg/crm/pcm.htm
Storage Navigator User Entitlements

The best reporting for Storage Navigator users and their entitlements is to

perform a print screen of the Edit User Screen. For more information and how to

access this screen go to http://san.ny.ssmb.com/GDSE_docs/GDSE-05015-SG.pdf Security in Storage Navigator.
 10.0 Security Practices and Compensating Controls

This product is dependent on a SOE Management server (Windows), SOE CLI Management server (Solaris), a CEP/firewall, eTrust Audit, WWDS, and Onaro SANScreen. To meet the security requirements the following compensating controls are to be implemented: 

	Security Issue 
	Compensating Control 

	Password Management (CISS 2.1, 2.2.2, 2.4.1, 2.5, 2.8) Failed Login Attempts (CISS 2.7) Unique UserIDs (CISS 2.2.1) Warning Banner (CISS 3.7) 
	SOE Management Workstation configured to limit access to SAN Management team. The SOE Management system(s) is(are) the only system able to reach the array using Device Manager and Storage Navigator through the CEP/firewall. 

	CLI Auditing 
	SOE Management system (CLI) is configured to limit access to only the SAN Management team. This system is the only system able to reach Device Manager via a (HTTPS) command line interface. All command line functions are controlled and audited by PowerBroker. For more information see PowerBroker Configuration (CLI and CCI Only). 

	Auditing (CISS 3.4) 
	eTrust is configured to pull (with some manual processes) audit log files to be sent to a centralized eTrust Audit server. See Audit Logging (eTrust). 


10.1 Security Incident Response

For more information please refer to the GSMG Information Security PCM, Security Incident Response section for the process and the GDSE link below:

http://san.ny.ssmb.com/GDSE_docs/GDSE-05015-SG.pdf 

11.0 Account Management

Please refer to GSMG Information Security PCM located on CTI Global Storage Management Group website: 

http://www.citigroup.net/ti/northamerica/gsmg/crm/pcm.htm
12.0 COB Testing

Please refer to GSMG Continuity of Business PCM located on CTI Global Storage Management Group website: (note LDRPS plan is located in COB document)

http://www.citigroup.net/ti/northamerica/gsmg/crm/pcm.htm
13.0 Password  Aging

Currently there is no password aging for the Storage Navigator GUI. 

However, to log onto Storage Navigator, you must access it via a SOE Management Workstation configured to limit access to SAN Management team. The SOE Management system(s) is(are) the only system able to reach the array using  Storage Navigator through the CEP/firewall.  , which is your NAM/SOE account – this has password aging. 

The process for changing the Storage Navigator default password can be found at:

http://san.ny.ssmb.com/GDSE_docs/GDSE-05015-SG.pdf
14.0 IPL’ing the Hitachi TagmaStore™ Universal Storage Platform (USP)

Once a USP is powered on it is non-stop platform all upgrades, microcode exchanges and corrective maintenance is done online. As long as hosts have dual paths to the frame, on separate FED clusters data availably is unaffected.

15.0 Maintenance Hitachi TagmaStore™ Universal Storage Platform (USP)

All maintenance procedure to replaced a failed component(s) such as (Disks, Controller cards, Gbics, Service Processors, firmware and software upgrades etc..) by a Hitachi Customer Engineer will follow standard operations procedures for SAN storage frames. 

· Submit a Change Record/Problem Ticket. 

· Backup Frame Configuration

· Apply necessary changes

· Perform checkouts

16.0 Change Control 

Infoman will be utilized to perform all planned changes.  Approver classes should be DCGDSMM and DCGDSIM.  Change control will follow normal change control processes for Distributed Storage Management. 

  Please refer to the GSMG Baseline Change Control PCM located at the following website:

CTI Global Storage Management Group 

17.0 Problem Management

Standard problem management system will be opened for all issues on HDS frames.  Issues related to the HDS frame will follow normal processes for Distributed Storage Management.

Please refer to GSMG SAN Change Control PCM located on CTI Global Storage Management Group website:

http://www.citigroup.net/ti/northamerica/gsmg/crm/pcm.htm
18.0 HDS USP Availability

The HDS USP Storage Array is designed and engineered to run 24x7. There are redundant paths from the host to the disks in the storage array. The disks and cache are also mirrored to protect against a disk failure.  Remote replication is not part of the supported configuration at this time.

19.0 HiCommand Device Manager

Apendix A: GDSE Standard LUN Assignments
GDSE has created a set of standards for LUN assignments in Citigroup
STD SIZE RAID10 LUs 
( Device Numbers 0-4095) 

 STD SIZE RAID5 LUs 
(Device Numbers 4096-8191)

CMD Devices LU
 
(Device Numbers 15360-15871)

Qourum Device LU 

Device Numbers 15872-16383)
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GDSE Standard LUN Configuration

The following RAID Groups (also called Parity Groups) have the best

performance characteristics on the HDS USP:

	Disk Configuration
	Relative Capacity of Array
	Relative performance level

	RAID 10 73GB (4+4)
	Lowest
	Highest

	RAID 10 73GB (4+4)
	- - -
	- - -

	RAID 5 73GB (7+1)
	-------
	------

	RAID 5 146GB (7+1)
	Highest
	Lowest


The other RAID configurations did not have acceptable performance and

redundancy cost characteristics (RAID 5 3+1 and RAID 10 2+2).

Note: 300GB drives have not yet been certified. RAID 5 (6+2) has not yet been

certified. 146GB (15K) drives have not been certified.

For large-scale deployment it is recommended that each array be deployed

with 100% of a given RAID type. This may reduce some efficiency of

utilization in the short-term, but it reduces complexity and management

costs in the long-term. The RAID-type for the array should be selected

based on application resource requirements for performance and cost.

Therefore there are four possible recommended configurations:

1. 100% 73GB (15K) R10(4+4)

2. 100% 146GB (10K) R10(4+4)

3. 100% 73GB (15K) R5(7+1)

4. 100% 146GB (10K) R5(7+1)

 Spare Drives

There should be at least one spare drive per BED or Back-End Director

(formerly called ACPs). The following chart is a summary of the number of

BEDS and recommended spare drives (2 spares is the minimum

recommended):

	Configuration
	HDS USP
	Number of Beds
	Number spare Drives

	Small
	100
	1
	2

	Medium
	600
	2
	2

	Large
	1100
	4
	4


Logical Device (LDEV) Numbering
In order to have consistent configurations worldwide, use the following CU

(Logical Device – LDEV) numbering scheme

• Format: CU_Num:Addr

• For example, 01:00 is the first address for CU01. This would be a

RAID 5 (7+1) volume (LDEV) 

	CU Prefix (Hex)
	Address Range (Hex)
	Raid Type
	Drive Type

	CU 00
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 01
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 02
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 03
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 04
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 05
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 06
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 07
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 08
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 09
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 0A
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 0B
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 0C
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 0D
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 0E
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU 0F
	00-FF
	RAID 10  (4+4)
	73GB, 146GB

	CU10

CU 11
	00-FF

00-FF
	RAID 5    (7+1)

RAID5     (7+1)
	73GB, 146GB

73GB, 146GB

	CU 12
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 13
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 14
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 15
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 16
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 18
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 17
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 19
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 1A
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 1B
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 1C
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 1D
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU 1F
	00-FF
	RAID 5    (7+1)
	73GB, 146GB

	CU  20-2F
	00-FF
	FUTURE USE
	FUTURE USE

	CU 30 – 3B
	00-FF
	 FUTURE USE
	 FUTURE USE

	
	
	
	

	CU 3C
	00-FF
	QUORUM DEVICES
	73GB, 146GB

	CU 3D
	00-FF
	QUORUM DEVICES
	73GB, 146GB

	
	
	
	

	CU 1D
	00-FF
	CMD DEVICES
	73GB, 146GB

	CU 1D
	00-FF
	CMD DEVICES
	73GB, 146GB

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Note: 300GB drives are not recommended (will be certified at a alter date),

RAID 5 (6+2) is not recommended (may be certified), and RAID 10 (2+2) is not

recommended.

QUO Devices are for clustering. Clustering on the USP is not certified by GDSE.

Dispersed mode load balancing:

To achieve proper load balancing for sequentially numbered LDEVs, the

array should be configured initially using DISPERSED mode. This address

schema (performed by HDS/SUN staff at array set-up) will balance the

LDEVs across all of the RAID groups (parity groups) assigned to a CU

range. The result will be balanced addresses that can be allocated to

hosts sequentially without impact to performance.

Manually assigning addresses for multiple devices:

When manually assigning the addresses for multiple devices, the interval

function should be used. The interval function is used to disperse (or skip

addresses) between the physically sequential volumes. To use this

function, all of the volumes need to be selected from the upper list and then

click on the first (unused) address box. The interval value is the number total number of RAID/Parity groups to spread the addresses over (usually

the total number of parity groups). This is recommended for creating

multiple volumes and preventing assignment of physically sequential

volumes to the same host.

RAID Types:

The following RAID Groups (also called Parity Groups) have the best performance characteristics on the HDS USP: 

	Disk Configuration 
	Relative Capacity of Array 
	Relative Performance Level 

	RAID 10 73GB (4+4) 
	Lowest 
	Highest 

	RAID 10 146GB (4+4) 
	… 
	… 

	RAID 5 73GB (7+1) 
	… 
	… 

	RAID 5 146GB (7+1) 
	Highest 
	Lowest 


The other RAID configurations did not have acceptable performance and redundancy cost characteristics (RAID 5 3+1 and RAID 10 2+2). 

Note: 300GB drives have not yet been certified. RAID 5 (6+2) has not yet been certified. 146GB (15K) drives have not been certified. 

For large-scale deployment it is recommended that each array be deployed with 100% of a given RAID type. This may reduce some efficiency of utilization in the short-term, but it reduces complexity and management costs in the long-term. The RAID-type for the array should be selected based on application resource requirements for performance and cost. 

Therefore there are four possible recommended configurations: 

1.100% 73GB (15K) R10(4+4) 

2.100% 146GB (10K) R10(4+4) 

3.100% 73GB (15K) R5(7+1) 4.100% 146GB (10K) R5(7+1) 

10.3Spare Drives 

Note:  There should be at least one spare drive per BED or Back-End Director (formerly called ACPs). 

Appendix B HDS Support

HDS provides a toll free number for our customers to place service requests.  It is 800/446-0744.  You will initially be asked your name, account name, and site id. This initial contact will be to a level 1 person.  Once the HDS representative enters your information into Clarify, the HDS system does the rest.  Depending on the severity of the call and/or Customer requests, level 2 personnel will return call to the customer, or the level 1 person will page the account CE for service commencement.  This page will occur within minutes of the initial call.  Your Customer Engineer will then call the IRC to get an immediate update on your service request. The  Customer Engineer can also view your call via laptop computers.  Alert notification is automated and notifies the Duty Manager should one of several scenarios occur, such as a system down condition, no response by an HDS employee, or any call that is open over 2 hours.

IMMEDIATE RESPONSE CENTER(IRC)

PRIMARY  #  1-800-446-0744

BACK-UP   #  1-800-348-4357

DIRECT    #  1-858-537-3046

SITE ID NUMBERS FOR CURRENT CITIGROUP  LOCATIONS:

Weehawken

R017827

Silver Spring

R002248

Rutherford

1412019

Roanoke

R050252

SWDC

R051419

 

ESCALATION PROCESS

	Completion Time
	Action Item

	Service Call
	HI-TRACK( or Customer calls IRC. In the event of a ‘Call Home’ function with defective component isolation completed, parts along with a service representative are dispatched simultaneously. Severity of call may dictates immediate management escalation1.

	+ 15 Minutes
	CE returns service call2 and gives Estimated Time of Arrival (ETA) to customer and IRC. If "System Down" condition3, Duty Manager and Technical Assistance Center are automatically notified via CCM System. CE notifies Duty Manager4 if "System Down" severity indicated and District Specialist is Notified.

	+ 2 Hours
	CE arrives at customer site, analyzes available data of failure and executes diagnostics as indicated by documentation. CE either orders parts as isolated by the diagnostics, or if failure has not been identified, notifies the Duty Manager and Technical Support. Requests on-site assistance from the Hardware Specialist5.

	+ 3 Hours
	Hardware Specialist is alerted and reviews CE problem determination actions.

	+ 4 Hour
	At a four-hour period District Manager will provide a formal action plan for remedy of system malfunction.


	(1)
	On customer initiated calls, an awareness should be made for severe error or system down problem situations. An immediate escalation and awareness to HDS duty management will take place. Hi-Track call home functions escalate severe errors automatically.

	(2)
	Assumes problem "Ownership".

	(3)
	The Term "System Down" as used herein refers to the situation where an equipment failure of any type is responsible for disabling the customer's central processor or processors or is prohibiting the customer from meeting their processing requirements.

	(4)
	The "Duty Manager" responsibility is rotated among District Managers and Field Service Personnel.

	(5)
	Hardware Specialist assumes problem "Ownership" from CE.


Silver Spring Escalation

· Jim Silverman – 301-680-1066

· Cell –240-472-9818

· Ralph Erice – 301-680-3890

· Cell –301-728-9589

· Jorge Martinez – 301-680-1026

· Cell –240-678-0593

390 Greenwich Escalation

· Emma Thomas – 212-816-6021

· Cell—917-627-9960

· Pager—800-250-6323 x9174010651

· George Dennis – 212-723-5200

· Cell—917-882-8094

111 Wall Street Escalation

· Lou Teverini – 212-657-7639

· Pager—800-250-6323 x9173140480

· Jim Landano – 212-657-0936

· Pager—800-250-6323 pin917-314-0489

Rutherford Escalation

· Iris L. Sanchez – 201-231-3408

· Cell—347-247-9695

· Pager—800-946-4645 x1406223

· Robert Murphy – 201-231-0422

Appendix C  Citigroup HDS DASD Cleaning Process

Purpose:  To define steps needed to remove DASD from the datacenter by a HDS CE after a disc replacement.  This process applies to all vendors at all datacenter sites.

Step 1:  HDS CE is called to datacenter site to replace a disc drive for any reason.  STR # or  Change # opened.   

Step 2: HDS CE replaces disc drive.

Step 3: HDS CE turns over disc drive that has been removed from the system to the Citigroup onsite SDT personnel, or Disk Cleaning Team personnel with the STR or Change ticket number clearly written on the return box.

Step 4:
HDS CE completes a Billable Service Form. 

Step 5: The SDT person or the DASD cleaning group will sign in the drive to the internal

Citigroup tracking database.  

Step 6: The disc drive will be cleaned in accordance to DOD standards. 

Step 7: As the drives are processed and certified, the DC team will coordinate the return with HDS for credit. The CE will be requested to initial a log indicating that they did receive  the drive back. All drives are tracked via drive serial numbers. 

Step 8:  HDS will invoice Citigroup for the replacement cost of the disc drive, if the drive is not  returned to HDS or is destroyed by Citigroup

Appendix D HDS remote access subsystem monitoring and Dial out process

Remote Access Storage subsystem monitoring

The array will be monitored for status and component failure via a dial-out process directly to HDS/Sun Microsystems. If the vendor needs to remotely connect to the array, this will be accomplished via a WWDS dial-in process. 

SMNP 
The USP array does support SNMP event broadcasting. However, this feature will not be utilized at this time. It will likely be certified for use at a later date. 

Vendor Notification (Dial-Out) 
The Hitachi HiTrack remote maintenance application will periodically send configuration and status information to the HDS/Sun support center(s) including SIM alerts. HiTrack utilizes an analog modem that is built into the SVP. A dual-SVP configuration shares this modem line. The modem line should be provisioned (or configured) for dial-out purposes only. This is typically configured at the PBX. 

Vendor Remote Access (Dial-In) 
Remote access (dial-in) by HDS and/or SUN Microsystems is governed by the Vendor Remote Access Policy. Under this policy: 

1. The vendor will call a specified Citigroup help desk requesting dial-in access. The help desk will provide the username / temporary (Safeword) password (and the dial-in number if necessary). 

2. The vendor will then dial up the WWDS modem bank using a RAS-type connection. Upon connection, the vendor’s system will be assigned an IP address and will be attached to the Citigroup network. The vendor should have IP access only to SVPs that are located within a CEP / firewall. 

3. The vendor will then use Microsoft Remote Desktop client to connect and control the SVP to obtain information /correct problem. 

4. The vendor will disconnect the Remote Desktop session and the WWDS connection.

DIAL IN Procedures

The following steps will take place whenever HITACHI needs to dial into one of the HITACHI frames within a Citigroup Data Center.    
1. HITACHI will call the Southwest Command Center and request the Master Console Operator.  
800-235-7080, opt 2, opt 3, opt 1 or 817-317-8262

1. HITACHI will provide the Southwest Command Center with:

HITACHI case number

Serial Number of the affected box

Physical Location of the affected box

Name of Specialist assigned to the case

The Southwest Command Center will then advise HITACHI they will be called back shortly with the dial up credentials.

2. The Southwest Command Center will:
Call the HITACHI Global Support Center Line:

1 800 446-0744 or 1 858 537-3046

Ask to be transferred to the Specialist assigned to the case.

Advise  the HITACHI Specialist you are calling to verify that HITACHI case number is valid.

3. If the HITACHI case number is valid, provide the following to the HITACHI Specialist:

Safeword Userid and Access Number acquired from Safeword Token Card. 

Note, “Rotate” the use of the 12 Safeword cards

4. At the MVS Console, enter the following Command, which will initiate an Automation Script that will log the information into a dataset. 

 A B C D<hit enter>

A = The four digit Box Id, e.g. 1083

B = Hitachi Case #, e.g. 1351234

C = Location of Box, e.g. Rutherford 

D = Safeword ID

Citigroup Data Center Locations

Rutherford

111 Wall St

Silver Spring

Gaithersburg

Nevada

390 Greenwich

Weehawken

Solana 

Las Colinas

5. The HITACHI Specialist will Dial in and update the HITACHI case number and update the responsible FE.   
6. If a hardware repair is required based upon HITACHI’s diagnosis:

HITACHI will contact the command center responsible for the hardware at the affected location.
The normal process of the affected command center will be followed to allow HITACHI onto their site for hardware repairs. 
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