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7 Introduction

The Actifio CDS (Copy Data Storage) product is a solution designed to enable the fast creation
and access of application data copies. It is a data storage management product that provides
efficient management of copies of data from database products and other data centric solutions.
It can also provide file system protection. The product is provided in an appliance form factor.
The appliance comprises two nodes configured in an HA configuration.

7.1 Scope

The Actifio product for Citi is positioned to provide data protection and access for short term
copies of data. Typically the expected lifecycle of the data is up to thirty days. Data retention
requirements for longer than this will need to use other existing technologies in Citi.

7.2  Applicable Environments

The first release of Actifio in Citi is restricted to the OraaS environment. Later releases will also
provide protection for other environments. Suitable candidates for Actifio storage are databases
that are in a fast development cycle and require frequent access to previous instances of the data
set in order to dewvelop the supported product or resolve problems. Other databases that have
similar requirement to re-play batches or refresh UAT environment would also benefit from Actifio.

The Citi OraaS environment will access the Actifio storage through the iSCSI storage network.

7.3 References

Actifio vendor site: http://www.actifio.com/
CATE Actifio site: Actifio CDS 1.6

CATE OraaS site: Citi OraaS

CATE Oracle site: Citi Oracle

CATE iSCSI on RHEL: SANgria 2.0

8 Architecture

The Actifio CDS product is a specialist copy data management solution. This means that it is
optimized to provide fast and efficient access to copies of data for certain data centric
applications. For Citi, the Oracle application was in scope for this evaluation.

Actifio works be providing storage to a sener to be used for writing copies of application data
which are then managed by the Actifio Appliance. These copies are made available to hosts that
need access tothem so the administrators can go back in time and select the required version to
recover or use. The data is accessed from the Oracle host via fibre channel or iISCSI storage and
is therefore theoretically as fast as the primary database storage. As new data copies are
created, and based on retention rules, older data is processed through a deduplication engine, to
reduce its size.

In addition to the improvements to the traditional backup and recowvery scenario, the copies
created through this technology can also be used to quickly provision new environments, based
on the Actifio snapshots. Because those copies will only require storage for the new or changed
blocks, and not the original database footprint, the amount of storage required is reduced
dramatically. This cloning capability allows the creation of new copies very quickly, regardless of
the database size, which represents a big improvement ower the traditional approach, which can
take several hours or even days in some environments.

©Citigroup Inc. 2015, All Rights Resened.

This document contains material confidential to Citigroup. The contents are protected by specific
employee and contractor agreements regarding confidentiality. Reproduction for distribution
outside of Citigroup is prohibited.


http://www.actifio.com/
https://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/ActifioCDS.aspx
https://catecollaboration.citigroup.net/domains/ETS/Forms/AllItems.aspx?RootFolder=%2Fdomains%2FETS%2FOracle%20as%20a%20Service%20%28OraaS%29&FolderCTID=0x0120002016216630E60D41B5827998FBF8F12E&View=%7b0532674A-DC8C-4A67-B59C-D9736ED37016%7d
https://catecollaboration.citigroup.net/domains/platstor/db/TechStdsHmpgs/Oracle.aspx
https://catecollaboration.citigroup.net/domains/platstor/gdse/products/services/SANStacks/CSBE-15032-SG.pdf

The following diagram shows at a high level the component interaction between a physical sener
and an Actifio Appliance. The grey arrows show the usable data storage allocated to the physical
host and the Actifio Appliance from the EMC/Hitachi storage arrays. The blue arrows show the
path taken when backing up or protecting data from the physical host to the Appliance. Multiple
copies/deltas of this data can be taken. The first copy is always a complete block for block copy,
and subsequent copies are just deltas that can be merged with the preceding one and the original
full to make a full copy.

The storage used by the Actifio is Citi provided SAN storage and contains the data copies. The
copy data is presented to the application host over the Citi iSCSI networks.

Physical Host

i
iz, octo
Acifiio Appliance

Producti en Data Copy Data

Figure 1: Data Protection Path

The Actifio CDS Appliance comes as a hardware solution in the form of a pair of 2U seners in a
highly available configuration. The model is the M4 series. There is no data storage by the M4 so
this will have to be provisioned from the Citi SAN.

The following diagram shows how multiple copies are kept of the application (e.g. Oracle) data
image. All applications require a full base copy to be create from which additional snapshot can
reference.
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Figure 2: Data Copies

The number of data copies retained will depend on the nature of the databases protected.

9 Installation Overview
Review the following sections and plan the work accordingly.

9.1 Actifio CDS Sizing Guidelines

This release of Actifio CDS at Citi uses SAN bronze lewvel storage to store the data copies. The
sizing of this storage is dependent on the following factors:

e Size of database to be protected
o Number of copies retained
e Change rate of the database

A high lewvel sizing guide is to provision four to five times the original data set size on the Actifio
Appliance. This factor is still subject to change during the RFT period.

9.2 Appliance Installation Overview

The following steps detailed in the table below need to be planned before installing and
configuring the Actifio M4 Appliance. The initial configuration and installation of the Appliance will
be done by the vendor, so arrangement must be made for them to access the Citi site for the
physical work and then via WebEXx for the further preparation before handing owver the Citi.

Task Detail Implementation
Physical Raise request to the relevant data centre Data centre site
installation request | team. The space and power information is management to allocate rack
provided in section 10. The M4 unit will need | space and power cabling in
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to be in a location where both SAN fibre
channel and iSCSI network connectivity is
available. Also, the SAN storage array may
need to be different tothe Actifio client SAN
arrays for resilience.

the appropriate location. The
hardware must

Raise change for
physical install of
M4 appliance pair.

It is required in some data centres that the
hardware is pre-configured and tested in a
local staging room prior to physical
installation in production racks. Once the
location is confirmed, the network and fibre
channel cabling requests can be raised.

Data centre site
management will advise on
the installation procedure to
the Appliance for the local
data centre. The vendor will
have to be present to ensure
the Appliance is functional
and that the batteries are
fully charged. They will also
have to ensure the batteries
do not discharge during
before the final configuration
in the production rack. The
fibre channel WWPNSs will
also be recorded at this time
and passed to Citi.

Network cabling
request

Raise the request/workflow for the required
network cabling. Typically this will be 8
cables total with 10 IP address. See table x
in Section 10. This will need to be done prior
to the date of the Appliance installation into
the production racks.

Data centre cabling team to
provision cables once the
units are installed in the
production racks

Fibre channel
cabling request

Raise the request/workflow for the required
fibre channel cabling. This will be for 8
cables in total. See table x in Section 10.
This will need to be done prior to the date of
the Appliance installation into the production
racks.

Data centre cabling team to
provision cables once the
units are installed in the
production racks

Confirm production
rack installation
date and arrange
for Actifio engineer
to attend site.

The M4 units will be installed in the required
racks and powered on.

The Actifio engineer will be
present to ensure the
network connections are
plugged into the correct ports
in order to bring the
Appliance on to the Citi
network. After this has been
completed successfully, the
rest of the configuration and
testing can be done
remotely.

Raise fibre channel
zoning request to
storage team.

On each M4 node, there are two FC
connections to each SAN fabric as shown
Figure x in Section 10. In addition to this, the
ports on each node need to be zoned
together across the associated fabrics. This
is to enable the M4 cluster to ‘heartbeat’ over
the fibre channel.

Citi storage team to
implement request and verify
M4 initiators are \isible on
the fabric. The Actifio
engineer with verify this over
Webex with the Citi
integration team.

Raise a storage
allocation request
to the storage
team.

Both M4 nodes need to have the same
storage provisioned from the SAN. For data
storage, this will usually be in 1.2TB luns, up
to the licensed storage limit. In additions to
this, two smaller guorum luns of 20GB

Citi storage team to
implement request and verify
M4 SAN storage groups are
present. The Actifio engineer
with verify this over Webex
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minimum need to be allocated. This is for the
cluster functionality.

with the Citi integration team.

Arrange with Actifio
to complete the
build and cluster
installation.

Arrange a WebEXx with the vendor who will
log in to the Appliance and complete this
task.

Actifio to verify the zoning
and to configure the cluster.
The Actifio software will also
need to be updated as
required. Licenses will also
be added.

Arrange with Actifio
to configure the
two iSCSI network
connections on the
Citi storage IP
network

Arrange a WebEx with the vendor who will
log into the Appliance and complete this task.

Actifio to configure the
network connections and the
required routes. This also
includes some local scripting
to enable the networks to
recover correctly from link

failures.

Verify that the

cluster host names
are added/updated
in Aperture (or the
current datacenter
inventory system)

As of version 0.6 of this document, the host
names of data centre installed units (servers,
appliances etc.) are created in TCRS and

then flow into Aperture. This must complete
before the Appliance can be fully configured.

Check Aperture for the
correct information. Contact
support if not present.

Actifio will add the Citi SAN
luns to the Appliance and
create the storage pools as
required.

Add storage to the
Appliance for data
use

The initial storage configuration on the
Appliance should be done by the vendor.
Arrange a WebEx with Actifio for the vendor
to complete this

Table 1: Actifio Installation Overview

The Actifio M4 Appliance is maintained by the vendor and Citi staff do not have root access to do
the initial configuration. All the tasks listed above should be completed with the help of Actifio.

Further Citi specific configuration is detailed in section 11.

9.3

For the first release of Actifio at Citi, data protection is only offered to Oracle 11g databases in the
OraaS environment. This environment should be running RHEL 6.4 or greater and also have the
SANgria 2.0 SAN stack installed. For details, see the following document:

Oracle Server Preparation

SANgria 2.0

Each sener in the OraaS environment should have two 10GigE network connections to the Citi
storage network. These should be configured using standard networking commands and routes
to the Appliance networks configured. This will have to be done after the Appliance installation
has been completed.

The following shows how one of the two 10GigE interfaces in configured on a RHEL sener. The
static route is detailed in the route-eth3 file as shown

[guest@oraas-sw-tppb network-scripts]$
%guest@oraas—sw—tppG network-scripts]$ pwd
/etc/sysconfig/network-scripts
[guest@oraas-sw-tpp6 network-scripts]$
[guest@oraas-sw-tpp6 network-scripts]$ ifconfig eth3
eth3 Link encap:Ethernet Hwaddr 00:50:56:9A:4D:52
inet addr:10.124.64.58 Bcast:10.124.64.63 Mask:255.255.255.192
UP BROADCAST RUNNING MULTICAST MTU:8800 Metric:1
RX packets:7819528 errors:0 dropped:0 overruns:0 frame:0
TX packets:19101756 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
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RX bytes:2052884130 (1.9 GiB) TX bytes:52736338947 (49.1 GiB)

[guest@oraas-sw-tpp6 network-scripts]$
[guest@oraas-sw-tpp6 network-scripts]$ cat ifcfg-eth3
DEVICE=eth3

BOOTPROTO=static

IPADDR=10.124.64.58

NETMASK=255.255.255.192

MTU=8800

NM_CONTROL LED=yes

ONBOOT=yes

TYPE=Ethernet

[guest@oraas-sw-tpp6 network-scripts]$
[guest@oraas-sw-tpp6 network-scripts]$ cat route-eth3
10.124.95.192/26 via 10.124.64.1

[guest@oraas-sw-tpp6 network-scripts]$

The following shows the complete routes

[guest@oraas-sw-tpp6 /]$ netstat -r
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
192.168.4.0 % 255.255.255.248 U 00 0 eth2
192.168.3.0 * 255.255.255.248 U 00 0 ethl
10.124.31.192 10.124.0.1 255.255.255.192 UG 00 0 eth4
10.52.32.64 * 255.255.255.192 U 00 0 ethO
10.124.64.0 * 255.255.255.192 U 00 0 eth3
10.124.95.192 10.124.64.1 255.255.255.192 uG 00 0 eth3
10.124.0.0 * 255.255.255.192 U 00 0 eth4
169.254.128.0  * 255.255.128.0 U 00 0 eth2
Tink-Tocal * 255.255.128.0 U 00 0 ethl
default 10.52.32.65 0.0.0.0 UG 00 0 ethO

[guest@oraas-sw-tpp6 /1%

Where the Appliance destination networks are the 10.124.31.192 and 10.124.95.192 subnets
shown abowe.

Following this, the Actifio connector needs to be installed on the RHEL sener via the DMA
infrastructure. The connector is the Actifio agent. Then the sener can be added to the appliance
and the iSCSI storage can be discovered. This will have to be done after the configuration work in
section 11 has been completed.

The following example shows the storage discowvery procedure. Note that there will only be one
iISCSI target listed per node, even if there are two or more paths to the storage.

[IDENbuUTId root @ oraas-sw-tppb ~]
# iscsiadm -m discoverydb -t sendtargets -p 10.124.31.250:3260 --discover -P1l
Target: iqn.1986-03.com.ibm:2145.actm4swdc0100-1-vip.actm4swdc0100
Portal: 10.248.147.103:3260,1
Iface Name: default
Portal: 10.124.95.250:3260,1
Iface Name: default
Portal: 10.124.31.250:3260,1
Iface Name: default
#IDENbu11d root @ oraas-sw-tpp6 ~]

Note there are three interfaces tothe storage as one route is via the virtual iISCSI network. Then
print a summary of the \isible targets.

[IDENbuild root @ oraas-sw-tpp6 ~]
# iscsiadm -m node -P1l
Target: ign.1986-03.com.ibm:2145.actm4swdc0100-1-vip.actm4swdc0101
Portal: 10.124.95.251:3260,1
Iface Name: default
Portal: 10.124.31.251:3260,1

©Citigroup Inc. 2015, All Rights Resened.

This document contains material confidential to Citigroup. The contents are protected by specific
employee and contractor agreements regarding confidentiality. Reproduction for distribution
outside of Citigroup is prohibited.




Iface Name: default
Target: iqn.1986-03.com.ibm:2145.actgtdc0l.actgtdc0101
Portal: 168.72.71.25:3260,1
Iface Name: default
Target: ign.1986-03.com.ibm:2145.actm4swdc0100-1-vip.actm4swdc0100
Portal: 10.248.147.103:3260,1
Iface Name: default
Portal: 10.124.95.250:3260,1
Iface Name: default
Portal: 10.124.31.250:3260,1
Iface Name: default
[IDENbuild root @ oraas-sw-tpp6 ~]
#

Note in the example abowve, there is one target for each of the nodes in the cluster (starting
actm4swdc) plus a node for another Appliance used in earlier testing on this particular server.

10 Appliance Physical Requirements

The following table provides the information required to allocate data centre space for the
planning and installation of the M4 Appliance.

Dimension or Rating Value
Weight 30kg max
Dimensions Height: 86.5mm (2U)
Width: 445mm
Depth: 746mm
Electrical Power 100 — 240v AC
50 — 60Hz
Power 100 to 127 (nominal) VAC: 50 or 60Hz; 8.9A

200 to 240 (nominal) VAC: 50 or 60Hz; 4.5A
Two power inputs for cluster node

BTU Heat Output Maximum 3480 Btu/hour (780 waitts)
Operating Temperature 5 to 40 degrees Celsius, altitude 0 — 960 m
Operating Humidity Server on: 8 to 80%, maximum dew point 24

degrees Celsius, maximum rate of change 5
degrees Celsius per hour

Space and Power Requirements

The following graphic shows an example of the rear view of an M4 cluster complete with the
interfaces required. This is taken from a vendor manual with some additional Citi mark-ups.
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Actifio M4 Cluster Layout

Each M4 cluster pair will require 2 x 100Mbit interfaces and 2 x 1GigE interfaces on the corporate
network (GRN) and 4 x 10GigE interfaces on the Arista storage IP network. There will be one IP
address for each interface plus two additional IP addresses for shared addresses for the cluster
on the 1GIigE network, making a total of ten.

The suggested cluster naming conventions are as follows:

Naming Vendor Model Location Instance Node number
Component number
Example act m4 gtdc 02 00
Explanation Actifio Cluster Data centre Starting 01 00 and 01 only
model location

Actifio M4 Cluster Naming

The following table provides information on the network patches and IP address allocations for
the M4 appliance as well as examples of the naming convention. The names are a guideline only.

IP addresses Purpose Suggested Naming

required

Network Interface

actm4swdc0100-imm
actm4swdc0101-imm

IMM @100 100mb Hardware management

and vendor installation

2 - One per node

actm4swdc0100-mgt
actm4swdc0101-mgt

Node Interface @ Cluster node address

1GigE

2 - One per node

Cluster address for actm4swdc01-vip
functional access (-vip

stands for cluster virtual IP)

Virtual Interfaces 1 - Cluster address

1 - iSCSI address actm4swdc01-ci

This address is required at
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the build stage only (-ci
stands for cluster iISCSI)

iSCSI @10GigE

4 - Two per node
These must be on
the Arista storage
network

traffic only. These
interfaces must be on

bonding of failover.

For storage data protection

separate subnets with no

actm4swdc0100-iscsiO
actm4swdc0100-iscsil

Actifio M4 Cluster Network Connections and IP Requirement

11 Configuration Guidelines

Once the Actifio Appliance build has been completed, the copy management functional
configuration and testing can be started.

11.1 Appliance Configuration Checklist
The following table provides and overview of the tasks required.

Task

Detail

Implementation

Add web
certificates from
the Citi certificate
authority (CA)

In order to make the Appliance a trusted host
for Citi web browsers and the Adobe AIR
based user interface, a customized certificate
must be installed on the Appliance. The
Appliance must be registered in Aperture for
the certificate to be generated.

The installation must be done
as the root user, and
therefore a WebEx with the
vendor must be arranged as
the root account is not
accessible to Citi staff.
Details are provided belows

Add the certificates
for LDAP operation

The Appliance also requires AD certificates
to be installed in order to query Active
Directory for user and group information.

Another WebEXx must be
arranged with the vendor to
install the required
certificates. Note that these
one go into a separate
certificate store.

Configure the
Appliance to use
LDAP.

All users must be linked to LDAP.

Use the GUI to configure and
test LDAP as shown in
below.

Add Appliance
administrators

Add the Citi administrative users to the
appliance. Use the SOE ids as they existin
AD.

Add the required users using
the GUI as shown in detail
below.

Configure
Appliance
notifications

Configure email and SNMP reporting on the
Appliance. This will be used for both alerting
via Senice Now and informational
messages.

Use the GUI to configure this
as shown in detail below.

Configure
command line
access to the
Appliance for key
users

The Appliance administrators must have
command line access to the Appliance to
perform some operations.

Configure command line
access for users as shown in
detail below.

Configure
Organizations

The applications (e.g. Oracle databases) that
are protected by the Appliance can be
organized into Organizations within the
Appliance in order to separate the data
access between business units and users

Create high lewel
Organizations and then
agree with the user
community how to name the
sub organizations within
these.

Configure policies

Configure Policies on the Appliance.

The Polices govern the type
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and frequency of data
protection. Agree with the
user community what types
of protection are required.

Add users Configure the application users needed and Add users to the appropriate
add them to the required organizations. organizations and with the
minimum required
permissions.

The tasks in the checklist about are shown in more detail in the sections below:

11.2 Add User Interface Certificates

In order for the Actifio user interface to work without constant authentication warnings, a
certificate must be installed on the Appliance cluster that has been signed by the Citi certificate
authority (CA). The procedure is outlined below, note however that this example is for the
dewelopment environment. For an Appliance deployed in a Citi datacenter, all the network
interfaces must be in both DNS and Aperture (the current Citi inventory application).

1. Arrange a WebEx with the vendor to enable a root terminal session on the Appliance.
This level of privilege is required in order to access the Java key stores.

2. Generate a certificate signing request as shown below. Note that the values shown below
are just an example.

[09:54:35] citiactOInl: /tmp #
[09:57:03] citiactOlnl:/tmp # /act/jre/bin/keytool -genkeypair -alias
warren_actifiol -keyalg RSA -keysize 2048 -keypass actifiol -keystore
/act/certs/.keystore
Enter keystore password: actifiol
what is your first and Tast name?
[Unknown]: 11b4-actifio-01-mgt3.nam.nsroot.net
what is the name of your organizational unit?
[Unknown]: 153826
what is the name of your organization?
[Unknown]: Citigroup Inc.
what is the name of your City or Locality?
[Unknown]: Wwarren
what is the name of your State or Province?
[Unknown]: N3
what is the two-Tletter country code for this unit?
[Unknown]: uUS
Is CN=11b4-actifio-01-mgt3.nam.nsroot.net, 0ouU=153826, O=Citigroup Inc.,
L=warren, ST=NJ, C=US correct?
[no]: vyes

[09:58:26] citiactOlnl:/tmp #

List the generated CSR and output to a file.

[09:58:39] citiactOInl:/tmp # /act/jre/bin/keytool -I1st -keystore
/act/certs/.keystore
Enter keystore password: XXXXXXXX

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

tomcat, Sep 15, 2014, PrivateKeyEntry,

Certificate fingerprint (SHAL):
09:28:6F:52:09:E8:62:6C:A7:D7:4E:FC:67:BF:97:37:F0:96:F1:55

warren_actifiol, oct 8, 2015, PrivateKeyEntry,
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Certificate fingerprint (SHAD):
2F:EB:BB:84:0C:B5:B1:AC:5B:F1:BC:56:70:01:9F:2F:E3:F6:BA: 69
[09:59:40] citiactOlnl:/tmp #
[10:00:10] citiactOlnl:/tmp # /act/jre/bin/keytool -certreq -alias
warren_actifiol -file actifiol.csr -keystore /act/certs/.keystore
Enter keystore password:
[10:03:34] citiactOlnl: /tmp #
[10:03:35] citiactOlnl:/tmp # file actifiol.csr
actifiol.csr: RFC1421 Security Certificate Signing Request text
[10:03:51] citiactOlnl:/tmp # which openss]
/usr/bin/openss]
[10:04:09] citiactOlnl:/tmp # openssl req -in actifiol.csr -noout -text
Certificate Request:
Data:

version: 0 (0x0)

Subject: C=US, ST=NJ, L=Warren, O=Citigroup Inc., 0U=153826, CN=11b4-
actifio-01-mgt3.nam.nsroot.net

Subject Public Key Info:

Public Key Algorithm: rsaencryption

Public-Key: (2048 bit)

Modulus:
00:b8:T4:d3:66:01:88:80:5e:57:ac:c5:f2:3e:44:
S5b:2e:ba:12:4a:38:4a:a4:bf:cl1:93:8b:c5:27:fe:
1f:cc:6a:b4:53:10:d6:c4:f2:6c:dl:af:40:14:2e:
5d:1le:b2:27:94:fa:ed:f6:09:b2:87:6d:d4:69:3a:
d4:ec:18:26:2a:8a:97:09:68:e1:24:91:06:3b:cb:
4d: ff:b2:0c:07:1b:91:75:16:00:73:25:8f:27:31:
67:a7:b7:c4:a2e:88:69:85:9e:62:0b:b9:75:bf:87:
d5:d3:f1:dc:70:03:48:fb:0c:a5:93:91:80:78:99:
f6:2d:9f:91:9e:6b:74:4d:ce:43:31:f2:9e:9d:a9:
1b:el:b9:3e:d9:20:83:28:1a:b7:bd:04:a4:13:7d:
c5:b6:f0:9f:68:72:3c:89:41:17:aa:c5:15:ea:87:
43:d7:1b:bd:5a:33:fc:55:3d:11:4e:b9:a5:aa:dc:
62:fd:54:59:bc:15:6c:65:9a:e7:bd:a9:0b:31:70:
f6:5€:93:35:92:65:cc:de:72:fd:53:1d:53:18:b5:
ba:57:20:fa:fb:d7:1c:39:25:c8:d9:01:d6:54:d2:
C€6:92:19:9f:90:0a:5d:61:59:75:4e:52:b0:26:e7:
aG:Eg:ce:c8:1e:40:O9:77:23:60:eb:b6:47:ee:a5:
ee:

Exponent: 65537 (0x10001)

Attributes:

Requested Extensions:

X509v3 Subject Key Identifier:
62:4D:69:19:FB:D9:25:D0:00:C2:B2:04:9A:4C:8D:52:F7:BE:F7:C2
Signature Algorithm: sha256wWithRSAEncryption

19:fd:33:40:c5:01:e1:89:bf:68:21:4f:12:9f:ed:e2:d0:d3:
46:70:e6:bd:01:cd:f4:5e:84:27:a8:cb:09:64:e2:b7:51:c7:
e8:al1:d4:31:1d:93:e9:6b:66:c7:9a:52:92:70:03:95:88:27:
6d:ff:12:c8:39:21:3d:2d:09:2d:f9:bb:63:3e:45:19:22:1f:
e8:f5:33:4e:al:ce:b8:ce:7d:44:9d:8b:74:4d:1c:bd:a8:93:
e0:e4:d0:a7:cb:c3:f0:f8:56:4f:74:c5:c2:03:25:c5:9f:83:
81:0d:db:d3:91:61:b3:c4:c7:09:36:90:27:38:43:4a:d0:69:
c0:ba:45:9e:af:e5:8d:e8:62:40:86:de:e4:81:52:cb:91:5b:
bl:44:f4:82:f9:2a:83:a7:fa:95:a1:38:d5:b9:47:f5:0c:9d:
52:24:07:23:29:32:98:b1:1d:18:98:48:1c:6b:61:d2:cb6:c7:
63:6d:42:eb:7b:c7:e6:8f:de:53:57:20:e2:b6:64:b6:43:ca:
47:24:2b:92:af:9c:f8:83:3c:a6:f8:ed:1la:ab:e9:55:c5:a7:
59:ec:70:15:f0:ae:d1:7d:8a:0b:88:30:a5:9f:5a:5c: fc:16:
a5:ce:e2:10:79:c8:d7:2b:47:5b:04:69:5b:1c:5b:59:5c:9a:

[10:05:02] c1t1act01n1 /tmp #

[10:16:53] citiactOlnl:/tmp # cat actifiol.csr

————— BEGIN NEW CERTIFICATE REQUEST-----

MIIC+TCCAe ECAQAWGYMXCzAJBgNVBAYTATVTMQswCQYDVQQIEwWI0S jEPMAOGA IUEBXMGV2 FycmVu
MRCWFQYDVQQKEw 5DaxXRpz33 vdXAgSW57j LjEPMAOGALUE CXMGMTUZODI2MSwWwK gYDVQQDEYMXMW IO
LWFjdG Tmaw 8tMD Etbwd OMy5 uYWQubnNyb290Lm51 dDCCASIWDQYJIK0ZIhvcNAQEBBQADgYEPADCC
AQOCQgEBAL j002YBiIBeV6zF875EWYy66Ek045qS/wZOL XxST+H8xqt FMQ1sTyb NGVQBQUXR 6y15T6
7fylsodtlGk61lowylqqKlwl 04SSRBJVLTT+yDAchkXX2 AHM1jycxz6e3xK6IaYweygu5db+H1dPx
3HADSPsSMpZORgH 12912 fkz5 rde30QzHy np2pG+G5 Ptkggygat 70EpBN9xbbwn 2hyPI 1BF6 rFFegH
Q9cbvwvoz/FU9EU65parcYvluwbwVvbGwa572pCzFw9T16TNZIT1zN5y/vMdUxilulcg+vvxXHDkTyNkB
1TTSXpIZn5AKXWFZdU5SsChnpvfOyB5ACXC]j YOU2R+61 71 SCAWEAAQAWMC4AGCSQGSIb3DQEID] Eh
MB8WHQYDVR 00BBYEFGJ NaRn 72SXQAMKY BIpMjVL3 vvFCMAOGC SQGS Ib3DQEBCWUAA4 IBAQAZ/TNA
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XQHh1b90IU8Sn+370NNGc0a9Ac30xoQngMsJ ZzOK3 UcToodQxHZzPpa2bHm TKScAOViCdt/XLIOSE9
LQkt+btjPkuzIih/09TNO0C64zNn1ENYtOTRY9IqIPg5NCny8Pw+FZPAMXCAYXFn40BDdVTkWGZXMC]
NPANOENKOGNnAukWwer+wN6GJAht7 kgvLL kVuxRPSC+SgDp/qvoTjVuUflDI1SIACjqTKYSROYmMEQC
a2HSxsdjbuLre8fmj95TvyDitmS2Q8pHICuSr5z4gzym+00aqg+1vxadz7HAV8K7RTYoLiDCInlpc
/BalzuIQecjXKOdbBGTbHFtZzXJIrzz9fc

————— END NEW CERTIFICATE REQUEST-----

[10:16:59] citiactOlnl:/tmp #

Record the CSR in a text file and save on the Citi network. This complete the step
required via WebEX Another WebEX will be required later.

3. Raise a Citi Marketplace (CMP) request for a certificate. Search for the following item:
Venafi MS-PKI On Demand Device Certificate - 163513 - Create/Revoke
Certificate. AUTO
Complete the request with the following values, note some will be updated automatically
on lookup.
Field Selection or input
CSI ID 169060
Organization Unit by Region e.g. NA
Action Create
Which Certificate Authority Prod
Target Hosthame Select host from pick list.
If it is not there, check that the host is linked to
the CSI in Aperture
Type Required MS CA Web Sener
Port 443
Senice Generated or User provided CSR CSR
Enter CSR Paste the CSR from the Java key store
generated in step 2 abowe.
Generate the output in Base64 Base64
Certificate Subject Alternative Name (SAN) List all host names for the cluster separate by
DNS name(s) commas with no spaces.
4. When the CMP request has been submitted, the user will receive an automatic email

from CMP containing a signed certificate. This needs to be installed on the appliance
along with the relevant certificate chain. An example process is shown below, but the
certificate and chain will be different in production.

The certificate chain can be downloaded as a single file from the following SharePoint
site:

https://catecollaboration.citigroup.net/domains/security/isp_standards/dpstds/stdshmpgs/
MicrosoftPKl.aspx

On the right hand side of this page are the latest certificate packages for the Citi
environments. For production, select Production CA Certificates in PEM format. This will
download a file which will need to be copied to a RHEL host. This file comprises a
number of linked certificates (in a functional chain). The suggested method is to use the
standard UNIX vi text editor to create discreet certificate files from the combined
certificate file. Create the files as certl.pem, cert2.pem in the reverse order in which they
appear in the file, so the last certificate is certl.pem.

The certificates will need to be added to the store as shown below. A WebEx will be
required with the vendor for this step.
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5. Create the Citi signed certificate on the Appliance by copying the contents of the email
into a text file.

[07:36:05] citiactOInl:/tmp #

[07:36:06] citiactOlnl:/tmp # cat > actifiol.cer

————— BEGIN CERTIFICATE-----

MIIHXTCCBKkWgAwWIBAQIKGACWTQAAAAAQWDAN BgkqghkiG9IwOBAQUFADBYMRMWE QYK
CZImiZPyLGQBGRYDbmVOMRYWFAYKCZImiZPyLGQBGRYGbnNyb290MSkwIwYDVQQD
EyBDaXRpIETudGVybmFsIERTdm] jZUNBIFVudHI1c3R1ZDAeFWOXNTEWMDkXMDIS5
MzhaFwOxNz EwMD gxMDI 5Mzh aMIGDMQswCQYDVQQGEwIVUZELMAKGA TUECBMCT kox
DzANBgNVBACTB1dhcnJ 1bjEXMBUGALUE ChMOQ210awdy b3vwIETuYy4xDZANBgNV
BASTBJ EIMzgyNj ESMCOGALUEAXMJMTFiNC1lhY3RpzmlvLTAXLW1lndDMubmFtLm5z
cm9vdC5uzXQwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGYEKAOIBAQCA4INNMAYiA
X1esxfI+RFsuuhJKOEqkv8GTi8Un/h/MarRTENbE8mzR rOAUL 10esieU+u32CbkH
bdRpOtTsGCaqipclaOEkkQY7y03/sgwHG5F19gBzIY8nMwent8SuiGmFnmILUXw/
hoxT8dxwAQ j7DKWTkYB4mfYtn5Gea3RNzkMx 8p6dqRVhuUT7ZI IMOG re9BKQTf cw2
8390cj yIQrReqxRXghOPXG71aM/xVPRFOuawqg 3GLIVFm8 Fwx 1mue9qQsxcPzek zwWS
Zczecv 1THVMYtbpXIPr71xw53cjzAdzU0saSGz+QCT1hwXvou rAam56b3zsgeQAl3
I12Drtk fupe4rAgMBAAG jggP 7MIID9zAd BgNVHQ4E FgQUYk1lpG vzl dAAw rIEmkyN
Uve+98 IwHwYDVR 0jBBgwWFOAURNP fnPsMD9b14x+Z+8DJ dye3ujAwggFhBgNVHRSE
ggFYMI IBVDCCAVCgggFMOIIBSIZXxaHROcDovVL2NT cnRpzmljYXRTcmv2b2NhdGTv
bmxpc3QuYy2VvydGImawNhdGVzLnRpLmNpdGTncm91cC5uzXQvUEtIUm9vdCIDaxXRp
JTIwSW50ZXJuYwWwIMjBEZXZpY2VDQSUYMFVUdHI1c3R1ZC5jcmyGgdIsZGFwOi8v
L2NuPUNpdGk1MjBIbnR1cm5hbCUyMERT dm17j ZUNB ITIwVW50cnvVzdGVKL ENOPXV]
YWd0ZGNjYWRwcD EsQ04 9QORQLENOPVB1Ymxp YyUyMEt1eSUYMFN1cnzpY2vzL ENO
PVN1cnzpY2VzLENOPUNVbmzpz3VyYXRpb24sREMIbnNyb290L ERDPW5 1dD9jZzX30
awzpY2 FO0zv311dm9jYXRpb25MaxNOP2Ihc2U/b23qzwWwN0Q2xhc 3MIY1IMRG1zdHIp
Ynv0aw 9uuG 9pbnQwggF YBgg rBgE FBQCB AQSCAUowggFGMHOGC CSGAQUFB zAChnFo
dHRwO1 8vY2VydG TmawNhdGVyzXzZvY2F0aw9ubG1zdC5jzxJ0awzpY 2F0ZXMudGku
Y210awdyb3vwLm51dCc9Qs01Sb290LONpdGkTMjBIbnRT cm5hbCUYyMERTdm1jZUNB
ITIWVW50cnVvzdGVkLmNydDCBXAY IKwYB BQUHMAKGgbds ZGFwOi8vL 2NuPUNpd Gk
MjBIbnR1cm5hbCUyMER 1dm1 jZUNBITIwVW50cnvVzdGVkLENOPUFJIQSXDT j1QdwJs
awM1Mj BLZXkTMjBTZXJ2awN 1cyxDTj1TzX32awN1cyxDTj1Db25mawdlcmFOaw9u
LERDPW5zcm9vdCxEQz1uzXQ/YOFDZXJ0awzpY2F0ZT91 YXN1P29iamVjdENSYXNz
PWNTcnRpzm1jYXRpb25BdXRob3J pdHkwDgYDVROPAQH,/ BAQDAgWgMDWGC SSGAQQB
gjcvBwQVMCOGIS SGAQQBRgjCcVCISA3yyH /uAvh4wNGOTWNEGT/UIbg6yZCoT11i 1sC
AWQCAQQWEWYDVR O'1BAWWCGY IKwY BBQUHAWEWGWY J KwYBBAGCNXUKBA4WDDAKBggr
BYEFBQCDATBEBgkghkiG9w0BCQ8 ENZA1MA4GCCqGSIb3DQMCAGIAgDAOBggghkiG
9wODBA ICAI AwBwYFKw4 DAgcwCgY IKoZI hveNAwWCwLgYDVRORBCcwIYIJMTFiNClh
Y3RpzZmTvLTAXLW1ndDMubmF tLm5zcm9vdC5uzXQwbDQYJ KoZIhvcNAQEFBQADYGJER
AIBTuxc83ZQtX7 cBDAS15zWCsgLouuMCjaB+gNz1XjgL 5dRM/+]jGO6NYXsg7N/L
sknPI1Cx19yMB2vykeOy1BnS+7QUeS3B06GGt42CPgP8U685GjUYbYEUIBX0OhY/A
eeazZ78AAHECP0OC2i16/9LsWQNs4pspl6p3LfwqF4rewBOR5zCPPiT/ywfLdSOdFhp
6s1zgHBQ4FOYQBKMzZNTTEVE jPACVv1pgNriIwB7FkXrepjzln+f1QjpSPvmyiM7tk
AS//sh5Xrp2ubldHmyFDK1vXk3cjOGjQweRQCkLWcOKbdsDyi 8x0TQnLHpn8b fFd
+dz+1+D0iveolLt1li8h6wAWI=

————— END CERTIFICATE-----

[07:40:32] citiactOlnl:/tmp #

Check the certificate is readable using the openssl command on the Appliance.

[07:40:42] citiactOInl:/tmp #
[07:40:43] citiactOlnl:/tmp # openss1 x509 -in actifiol.cer -noout -text
Certificate:
Data:
version: 3 (0x2)
Serial Number:
19:d0:96:4d:00:00:00:00:10:cO0
Signature Algorithm: shalwithRSAEncryption
Issuer: DC=net, DC=nsroot, CN=Citi Internal DeviceCA Untrusted
validity
Not Before: oct 9 10:29:38 2015 GMT
Not After : oct 8 10:29:38 2017 GMT
Subject: C=US, ST=NJ], L=Warren, O0=Citigroup Inc., 0U=153826, CN=11b4-
actifio-01-mgt3.nam.nsroot. net
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
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ModuTus:
:b

ee:2b
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
62:4D:69:19:FB:D9:25:D0:00:C2:B2:04:9A:4C:8D:52:F7:BE:F7:C2
X509v3 Authority Key Identifier:

keyid:44:D3:DF:9C:FB:0C:0F:D6:E5:E3:1F:99:FB:C0:C9:77:27:B7:BA:30
X509v3 CRL Distribution Points:
Full Name:

URI:http://certificaterevocationlist.certificates.ti.citigroup.net/PKIRoot/Citi
%20Internal%20DeviceCA%20Untrusted.cril

URI:ldap:///cn=Citi%20Internal%20DeviceCA%20Untrusted,CN=ucagtdccadppl,CN=CDP,C
N=Pub11c%20Key%20Services,CN=Services,CN=Configuration,DC=nsroot,DC=net?certifi
cateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers -
URI:http://certificaterevocationlist.certificates.ti.citigroup.net/PKIRoot/Citi
%20Internal%20DeviceCA%20Untrusted.crt

CA Issuers -
URI:1dap:///cn=Citi%20Internal%20DeviceCA%20Untrusted,CN=AIA, CN=Public%20Key%20
Services,CN=Services,CN=Configuration,DC=nsroot,DC=net?cACertificate?base?objec
tClass=certificationAuthority

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
1.3.6.1.4.1.311.21.7:

[..d 0-.%+..... 7..... A N..B....
X509v3 Extended Key Usage:
TLS web Server Authentication
1.3.6.1.4.1.311.21.10:
0.0
R
S/MIME Capabilities:
...... 0...+....0050...%.H..
* . H..

X509v3 Subject Alternative Name:
DNS :11b4-actifio-01-mgt3.nam.nsroot.net
Signature Algorithm: shalwithRSAEncryptio

80:53:bb:17:3c:25:94:2d:5f:b7:01:0c:04:a5:e7:35:82:b2:
02:e8:ba:e3:02:8d:a0:7e:a8:dc:e5:5e:38:0b:e5:d4:4c:ff:
e2:63:1b:a3:72:5e:c8:3b:8c:df:cb:b2:49:cf:22:50:97:23:
dc:8c:07:6b:f2:91:ed:32:94:19:d2:fb:b4:14:79:2d:cl:d3:
al:86:b7:8d:82:3e:03:fc:53:af:39:1a:35:18:6f:21:14:20:
1c:74:85:8f:c0:79:€6:99:ef:c0:00:1c:47:0f:al:cd:a2:eb:
ff:4b:b1:64:0d:b3:8a:6c:a4:9e:a9:dc:b7:f0:a8:5e:2b:79:
60:4e:47:9c:c2:3c:f8:93:ff:25:9f:2d:d4:8e:74:58:69:ea:
c9:73:a8:70:50:e0:5d:18:40:12:8c:ce:77:d3:11:51:23:3d:
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d0:af:d6:9a:8d:ae:22:30:07:b1:64:5e:b7:29:8F:39:67:79:
£9:50:8e:94:8f:be:6c:a2:33:bb:64:01:2f:ff:b2:1e:57:ae:
9d:94:6f:57:47:9b:21:43:2a:55:57:93:77:23:d0:68:d0:59:
e4:50:0a:42:d6:70:e2:9b:76:c0:f2:8b:cc:74:4d:09:cb:1le:
99 fc:6d:f1:5d:f9:d6:7e:d7:e0:f4:8a:f7:a8:2e:dd:62:f2:
e:b0:01:62
[07:41: 21] citiactOlnl: /tmp #

6. Create the other certificates for the Citi CA chain.

[08:55:58] citiactOInl:/tmp # cd devcerts/

[08:56:02] citiactOlnl:/tmp/devcerts # cat > certl.pem

————— BEGIN CERTIFICATE-----
MIIGhDCCBWYgAwIBAgQIKF4fXhgAAAAAABjANBgkqghkiGIwOBAQUFADBWMRMWE QYK
CZIMiZPyLGQBGRYDbmVOMRQWEQYKCZImiZPyLGQBGRYEQ2T10a TEpMCCGALUEAXMg
Q210asBIbnR1cm5hbCBQb2xpY31DQSBVbnRy dXNOZWQWHhCNMTQWODEZMTUOOTE4
WhCNMJj AwWOD EzMT U1OTE 4wWjB YMRMWEQYKCZImiZPyLGQBGRYDbmVOMRYWFAYKCZIm
1ZPYyLGQBGRYGbnNyb290MSkwIwYDVQQDEYBDaxXRpIETudGvybmFsIERTdm1jZUNB
IFVUdHJI1c3R1ZDCCASIWDQY JKoZIhvcNAQEBBQADYYEPADCCAQOCYJYEBALOIdjrf
£/Q6/j5sv1cTLKsjMc3X2X8 jwkmnADbaEpFo4PePBgji6jy6rzyYwIJTyY INpfcRj
ryk4sxqIcG5Mo+tH3Fr014yguxfy8culXL4zHpN6 IDhwvXzaMdMnx 8QQSNPb8gm7
+G0GJa87t1+7TOCPO/QQUED /gtFvzRX8M+kGkdmQX+5mvjm2JaurB6XLLyha/TVA
+9B2/B1INxf++i46031dgjloD41n77btH7AU4eQ8ABGzzN34G/SJdalvVt EBfKG8A
bDwlYXkx1JEfMx kfPbi 0GdveIuzLt3zwmkK66GOCcIwAZzg8BAVN /ruoxmI3Ys5pA2R
LI9rYQiwsavi3xn8CAWE AAAO CAIAWggNMMABGA1Ud EWEB /WQFMAMBA f8wHQYDVR0OO
BBYEFETT352z7DA/w5eMfmfvAyXcnt7owMASGA1UdDWQE AwIBh jAQBgkrBgEEAYI3
FQEEAWIBADAZBgkrBgEEAYI 3FAI EDB4KAFMAJQBi AEMAQTATBgNVHSMEGDAWgGBS6
KnIrzgqslYwzd3+2hoS1im1gFNTCCAWEGALUdHWSCAVgwggFUMIIBUKCCAUYgggFI
hnFodHRwOi8vY2Vde1maWthGVyZXZvYZFOaw9ubG1deS?ZXJOaWZpYZFOZXMu
dGkuy2 T0awdyb3vwLm51dC9Qs0T1Sb290LONpdGkIMjBIbnR1cm5hbCUyMFBVbGTj
eUNBITIwVW50cnVzdGVKLmNybIaBOmxk YXA6LY8vY249Q210aSUyMETudGvybmFs
JTIWUG9sawN5Q0 ETMjBVbNRydXN0zZwWQs Q049 dwNhz3Rk Y2NhcHBWMSXDT j1DRFAS
Q049UHVibG1jITIWS2V5ITIWU2VYydm13jZzXMsQ049U2vydm1jzxmMsQ049Q29uzmln
dXx3hdGTvbixEQz1uc331vb3QsREM9bmVOP2NT cnRpzmljYXRIUMV2b2NhdG1vbkxp
c3Q/YmFzZzT9vYmp1Y3RDbGFzcz1ljUukxEaxXNOcm1i dXRpb25Qb2TudDCCAVYGCCSG
AQUFBWEBBI IBSj CCAUYWTQY IKwYBBQUHMAKGcWhOdHAGLY9jZXJ0awzpY2F0zXJ1
dm9jYXRpb2 5saXNOLmNTcnRpzm1jYXR1cy50as5jaxRpz3IvdXAubmvOL1BLSVIv
b3QvQ2 10aSUYME TudGVybmF sJTIWUG9s awN5QOE 1MjBVbnRydXNOZwQuY 3JOMIHE
BggrBgEFBQCcwA0aBt2x kYXA6LY8vY249Q2T10aSUyMETudGvybmFsI TIWUG9saWN5
QOETM3j BVbnRydXN0OzZWQsQ049QU1BLENOPVB1YmxpYyUyMEtTeSUYMFN1cnzZpY2vz
LENOPVN1cnzpY2VzLENOPUNvVbmzZpz3VvyYXRpb24sREMIbnNyb290L ERDPW51dD9j
QUNTcnRpzm1jYXR1P23hc2U/b23qzWwN0Q2xhc3MIY2VydGTImawNhdG1vbkF1ldGhy
cm10eTANBgkghk i GO9w0BAQU FAAOCAQEAS852GgokRTpJQ9z7y1JEche5Ge5RY rvC
YfQfkImM4cjott9Tor7CcbPIZU/r9rinnF/PALg/F5KE3ufQcaHmvVubq34DQWLGT1zZ
wKiBpJ90z7 PU4Cxs6bwaqvwwtfWNQAONQNItI PepBig2d/acTLjkSY3ztHjsY20VE
255BHk4AgMrLqgB1pToVRUVCYLT jp2GMIyvDD79MEUQV j/vOVUWEML+4YTYpOF9r
4+KufkklawpIIQ8HaALE1aE06CIDIDWXKrouosqudbo3ezuckkMuakaOtNBX/bM3
JAfkIhRG/k txfgzPbFjOmNs POEGo8Tuwscib09vzrtb92euct SApeQ==

————— END CERTIFICATE-----

[08:56:48] citiactOlnl:/tmp/devcerts #

And repeat this step for the other certificates required. Note there may be up to seven of
these.

Check the title of the certificates, as this will be needed to create the alias when importing
them into the Java key store.

[09:04:38] citiactOIlnl:/tmp/devcerts # openssl x509 -text -in certl.pem | grep
Issuer

Issuer: DC=net, DC=Citi, CN=Citi Internal Root CA Untrusted
[09:04:47] citiactOlnl:/tmp/devcerts #

7. Then import the certificates into the Java key store.

[09:06:23] citiactOInI:/tmp/devcerts # /act/jre/bin/keytool -import -alias _
citiinternalrootcauntrusted -keystore /act/certs/.keystore -trustcacerts -file
cert3. pem
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Enter keystore password:
owner: CN=Citi Internal Root CA Untrusted, DC=Citi, DC=net
Issuer: CN=Citi Internal Root CA Untrusted, DC=Citi, DC=het
Serial number: 62e8b8c0d672d6ad4dabb6f23d524c92
valid from: Thu Mar 20 19:16:31 EDT 2014 until: Tue Mar 20 19:26:25 EDT 2029
Certificate fingerprints:
MD5: 51:48:7A:B3:10:4D:BE:45:08:9A:28:E3:8A:0F:52:2A
SHALl: 5B:74:CA:Al:68:FE:9B:D5:4C:C8:DF:39:AF:50:1D:C9:E6:8C:3E:0A
SHA256:
1A:DD:DA:22:38:B6:71:04:7F:63:20:AF:29:4E:A1:4D:E3:6C:4D:5C:87:2B:07:FC:97:D5:8
6:F3:F5:C0:3F:E8
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 04 00 43 00 41 ...C.A

#2: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#3: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen: 2147483647

#4: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 52 84 FD 42 43 CE 84 F3 75 DD 40 F2 DO 7B B1 9A R..BC...u.@.....
0010: 83 A6 6B 22 k!

]
]
Trust this certificate? [no]: yes

Certificate was added to keystore
[09:09:34] citiact0lnl:/tmp/devcerts #

Repeat this for all certificates in the chain. Then import the signed certificate.

[09:25:10] citiactO1nl:/tmp # /act/jre/bin/keytool -1mport -alias
warren_actifiol -keystore /act/certs/.keystore -trustcacerts -file actifiol.cer
Enter keystore password:

Certificate reply was installed in keystore

[09:26:08] citiactOlnl:/tmp #

8. Listthe certificates in the Java keystore. The certificate names are highlighted. Then
delete the tomcat certificate

[06:46:55] citiactOlnl:/act/certs # /act/jre/bin/keytool -Tist -keystore
/act/certs/.keystore
Enter keystore password:

Keystore type: IJKS
Keystore provider: SUN

Your keystore contains 5 entries

citiinternaldevicecauntrusted, oct 12, 2015, trustedCertEntry,
Certificate fingerprint (SHAl):
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20:B6:21:27:14:E5:B9:42:F3:3A:A0:74:0E:A7:B3:F1:4E:6B:8B: 6F
tomcat, Sep 15, 2014, PrivateKeyEntry,

Certificate fingerprint (SHAl):
09:28:6F:52:09:E8:62:6C:A7:D7:4E:FC:67:BF:97:37:F0:96:F1:55
citiinternalpolicycauntrusted, oct 9, 2015, trustedCertEntry,
Certificate fingerprint (SHAL):
20:B6:21:27:14:E5:B9:42:F3:3A:A0:74:0E:A7:B3:F1:4E:6B:8B:6F
citiinternalrootcauntrusted, oct 9, 2015, trustedCertEntry,
Certificate fingerprint (SHAl):

5B:74:CA:A1l:68 :FE:9B:D5:4C:C8:DF:39:AF:50:1D:C9:E6:8C:3E:0A
warren_actifiol, oct 9, 2015, PrivateKeyEntry,

Certificate fingerprint (SHAL):
96:38:8D:68:42:8A:67:D3:C7:6E:CB:27:8B:3A:FC:8B:DF:EE:1D: A6
[06:47:18] citiactO0lnl:/act/certs #

[06:48:29] citiactOlnl:/act/certs # /act/jre/bin/keytool -delete -alias tomcat
-keystore /act/certs/.keystore Enter keystore password:
[06:49:13] citiact0lnl:/act/certs #

[06:49:15] citiactOlnl:/act/certs #

[06:49:15] citiactOlnl:/act/certs # /act/jre/bin/keytool -Tlist -keystore
/act/certs/.keystore

Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 4 entries

citiinternaldevicecauntrusted, oct 12, 2015, trustedCertEntry,
Certificate fingerprint (SHALl):
20:B6:21:27:14:E5:B9:42:F3:3A:A0:74:0E:A7:B3:F1:4E:6B:8B:6F
citiinternalpolicycauntrusted, oct 9, 2015, trustedCertEntry,
Certificate fingerprint (SHAL):
20:B6:21:27:14:E5:B9:42:F3:3A:A0:74:0E:A7:B3:F1:4E:6B:8B:6F
citiinternalrootcauntrusted, oct 9, 2015, trustedCertEntry,
Certificate fingerprint (SHAl):

5B:74:CA:A1l:68 :FE:9B:D5:4C:C8:DF:39:AF:50:1D:C9:E6:8C:3E:0A
warren_actifiol, oct 9, 2015, PrivateKeyEntry,

Certificate fingerprint (SHAL):
96:38:8D:68:42:8A:67:D3:C7:6E:CB:27:8B:3A:FC:8B:DF:EE:1D: A6
[06:49:27] citiact0lnl:/act/certs #

It is then necessary to restart the tomcat process on the server. This will cause the
certificate store to be re-read by the tomcat web server.

[06:50:23] citiactOInl:/act/certs # monit restart tomcat
[06:50:40] citiact0lnl:/act/certs #

[06:50:45] citiactOlnl:/act/certs # monit summary

The Monit daemon 5.5.1 uptime: 20d 17h 59m

File 'node.trc.exists' Accessible
Process 'omd' Running
Process 'adhd' Running
Process 'postgres' Running
Process 'psrv' Running
Process 'tomcat' Running
Process 'udppm' Running
System 'citiactOlnl' Running

[06:50:52] citiactOlnl:/act/certs #
[06:51:20] citiactOlnl:/act/certs #

The Actifio AIR GUI should now work without constantly having to confirm the trusted identity of
the senver.

11.3 Add Active Directory Certificates

This process is similar to the one described in the previous section. Obtain the combined
certificate file from the SharePoint and then create the individual certificates, starting from the
root. Arrange a WebEx with Actifio and import the certificates. Note however, that the Java
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keystore is different for the AD certificates. The location is shown below, after the example
certificates have been imported.

[04:40:19] citiactOInl:/ #

[04:40:20] citiactOlnl:/ # cd /act/jre/lib/security
[04:40:33] citiact0lnl:/act/jre/lib/security #

[04:40:35] citiactO0lnl:/act/jre/1ib/security # /act/jre/bin/keytool -Tist -
keystore cacerts | grep citi

Enter keystore password: XXXXXXX
citiinternaldeviceca03Tab, Nov 10, 2015, trustedCertEntry,
citiinternaldeviceca0l, Nov 10, 2015, trustedCertEntry,
citiinternalusercaO03lab, Nov 10, 2015, trustedCertEntry,
citiinternalpolicyca, Nov 10, 2015, trustedCertEntry,
citiinternalusercaO0l, Nov 10, 2015, trustedCertEntry,
citiinternaldevrootca, Nov 10, 2015, trustedCertEntry,
[04:40:49] citiact0lnl:/act/jre/lib/security #

After this process has completed, root access to the Appliance will no longer be required.

11.4 Configure LDAP/AD User Authentication

The Actifio Appliance can be configured to use the Citi Ac
This step can be done using the Actifio GUI as shown below.

1. Open the GUL If thisis not yet installed, see Appendix B for instructions of how to do
this. Go to the Domain Manager Button at the bottom of the window and click on this.

| actilfio desktop 6.1 (6,1,4.54920) & adeindcitiactol

Applications Job History {last 1 day) . Evonts (fast 24hrs}

211 424

unprotected 4 1 7 errors

jobs failed

System Health

Disk Usage

~ _ " . sslmpul-n Pool

’ D TE
G 06 Tl i =

ﬁ Prunary Pool
managed data Dedup Async o 7 [ o pot

Hasdware

Direct Dadup oy ‘is!nuu;u
é Vhek Utizatian
Software

Job Status History é Loce Soapshot

AZA4TE IR v Uit
o oniurt

'Ogjcal copy data Aemote Protaction

Dedup poolused 8588 GE

Dedup efMoency
s Domain Manager

Wil L@
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This takes you to the configuration screen shown below.

actifio desktop 6.1 (6,1,4.54920) :: adeingcitiactol

@ Cloman Mzanager Laus il VOisks Bephcaian Top 10 Ternplates

VOisk Sumemary Snapshot Memory Sumimarey
- 13 IRy - 1 | ]
P ONOAmIATIONS Appllance ©
» UGERS {LDAFY 520025136446 163 JIMB
aqe 177 M8
» hoLe Appliance Name
casci pe A
- (3 e
- CONFIGURATION Appliance B A ’
10406059 anming Manitor ming
T —
@ Sorage Foole 0% 00% o% 100%
s = =)
@ Do) Setung (o ans,
"j Apttnnce Seting
@ Connacior Managenent
@ nanestion Rephcaton Memory Summary Mirrar Memory Summary
Loy
» HOBTS
» HOQ NOOE I MB 1 MB
T AVE 20 M6 19MB
70 KB i ty J0MB
» ACTIVE IMADE
» DIAGNOSTICS
na MNor f 1}
0% I 100% o% ' | 100%
L anN

T —
Wlelle BUL =@ )

2. From the Domain Manager screen, select Configuration from the left hand pane and the
Appliance Settings. Then, select the LDAP button from the top of the pane, as shown
below.
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actifio desktop 6.1 (6,1,4.54920) = admind@citiactol

» ORBARIZANION Use LDAP Aythertication ®
cxracn iy Appllance ©

» UBERS 5800211354456 Senves IP | DNST namdey nsroctdey net

» Appliancs: Name
G 0 citiact0n Pof # 6536 ?
v CONFISURATION Appliance ¥ Usa SSL o

g 10 a0 60 55 y

@ Reivarce =

Usze cached credentinis when
¥ Sorage Fools ! ¥

@ Sorage Foc diractory 15 unavalatsa o 7

@) Do) Sehung

M Apteunte Seling BaseDN"* DC=namdev DC=ns1ootdev DC=net ?

@ Connactor Managenent —

@ Use Direct Dind
Haneaton

@ Loy
S e Lockup by Altnbute sAMAccouniName 7
» HOQ NOOE Ahae ey 3
Lookup Usar DN sdTI35Eamdey. nsrootdes net 4
LD RYE
Pazsword” wennne

» ACTIVE IMADR

» DIAGHOSETICS

v LOa¥ OROUS MaPPnls

Q ' X Selact robes tor (¥SU_PPG

Wiale BeL =@ )

3. Complete the details under the LDAP Settings as shown abowe. Note that this will vary
between AD domains. Also note that a functional user will need to be available before
this process can be done.

4. Click the Test button to verify AD connectivity. This brings up a Test Credentials window
as shown below.
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actifio desktop 6.1 (6,1,4.54920) = ademincitiactol

Test Cradantials

Enter the credentials of a user for that AD domain and hit the Test button. It is
recommended that this test is performed for at least two different users in order to ensure
the correct functioning of the configuration. If the tests are successful, the configuration
can be sawved. Atfter this, the Users menu in the Domain Manager screen will show
{LDAP} to indicated AD is now being used for all users, except the built in admin user, as
show below:

actifio desktop 6.1 (6.1.4.54920) :: admin@citiact01

Desktop
Damain Manager

(Qerter search x| LDAP Seftings

~ SECURITY ¥ APPLIANCE DETAILS
b ORGANIZATIONS Appliance ID
b USERS [LOAP} 530021138446

This completes the configuration. Before logging out, itis necessary to add some
Administrators to the Appliance as detailed in the next section.
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11.5 Add Administrators

Following the AD configuration abowe, users with Administration privileges need to be added to

the environment.

1. From the Domain Manager screen, select the New User option from the “cog wheel”
menu on the bottom left as shown below:

actifio desktop 6.1 {6.1.4.54920) :: admin@citiact01

Deskkop
Domain Manager

I ™ .

Q, enter zearch * ! admin

* SECURITY * DETAILS

b ORGAMIZATIONS Created On

b USERS [LOAPT 2014-09-1512:38:1
b ROLES Last Modified

- SYETEM 2015-12-17 06:54:00
b COMFIGURATION CLl Access

Authenticated

P HOETS

& Hew Organization...
+ Hew User...
% Hew Role...
% Hew Host...

& Add new HAS Server

) Join Appliance...

9 Certificate Exchange...
4 Upload Certificate...

¥ Download Certificate...

& Archive Job History...
% Add CLI Access

X Remove CLI Access

4 Upload System Update

X Delete

Wil

This operation will create a new user immediately. The details need to be added as

shown below
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actifio desktop 6.1 (6,1,4.54920) = adeningec Lmdsmde D100 | vip

» DRBARIZANIONS Croated On I- word orfirm F ward
- UBERS 0151222083395 e eeeseeee
F CLI Access R First Last
& dbac Nt Autheracated il uey Snowe
T —
" Emal
» hOLE { .
- ‘
xa - Time Zone
» LONFISURATION Locatic
AmsncaNew York
L] =
» B0 HOOES Accass to sensitive data Won @ off
HA ’ - il
: Natas |»..vr nent
» MCTIVE IMAGES CT Administeatod
nasne

T —
Wiele BeL =@ )

2. Edit the user details as required. The password can be left blank as AD is being used. It
is good practice to put the role in the Comments box at the bottom.

3. Click on the Roles button at the top of the screen and check the Administrator role as
shown below:
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actifio desktop 6.1 (6,1,4.54920) = adeningac tmdsmde 0100 | -vip

t 2
Q i3 Avallabss Roles
v SECURIT v UETANILS Select Al Notw
RSRRDANAHNS Craated On
- UBERE 2015-12-15 1524 58 ¥ Admmistrato
P Last Modifeed ] Basic

0151215162952

& rewuser CUl Access

Not Autherdicated

» LONFISURATION

L Backup Admin

wiele SQL =& @

This completes the user addition.

11.6 Configure AD Group to Role Mappings

The feature has been tested successfully, but the Citi implementation details are still to be
decided.

11.7 Configure Command Line Access

As of version 0.6 of this document, command line access is available on the Windows platform
only using either Tectia or PUTTY. Note that Tectia is the Citi supported tool for ssh connectivity.
The RHEL Tectia access is under investigation.

The following shows an example configuration using Tectia on Windows 2008. Note that the user
must already be added to the Appliance and the account verified.

1. On Windows, open a Tectia SSH terminal and go to Tectia Connections...

©Citigroup Inc. 2015, All Rights Resened.

This document contains material confidential to Citigroup. The contents are protected by specific
employee and contractor agreements regarding confidentiality. Reproduction for distribution
outside of Citigroup is prohibited.



tia - SH Terminal
|| Eie [[Edt wew window Help
|| B copy Ctrl+Insert

[B<E;

\

Aste ohitt4Insert

>-v->lll'. 1
SVE SESCOON LD a e,

Select Al

Select Screen

Select None
Rectangular selection

M Find...

T, Tectia Connections...
&% User Interface Settings. ..

2. Then select Keys and Certificates on the left hand pane and click New key...
3. In Advanced Options select RSA/1024

Enter a passphrase (although it will work without) and hit next

Then hit Cancel

You should then see the key in the bottom pane (example below)

©Citigroup Inc. 2015, All Rights Resened.

This document contains material confidential to Citigroup. The contents are protected by specific
employee and contractor agreements regarding confidentiality. Reproduction for distribution
outside of Citigroup is prohibited.



ﬁ Tectia Connections Configuration

=-General
i ~Defaul Connection
~~Proxy Rules
~Loggng
“-Chents
= Connection Profiles
| |- 11b4-actifio-01-mgt3
- avamar-labl 1a-g4-utl
-avamar-labl 1b-g4-utl
~i10-legato-ym01
i~ick-emcdpa-vm01
—icl-emcdpa-vm02
—namgdse04
~namgdse14
~nive-viocls
—sddc-vm-10812
=-User Authentication
“Keys and Certificates
“~Key Providers
=-Server Authentication
“~Host Keys
-~CA Certificates
~LDAP Servers
“~CRL Prefetch
~Automatic Tunnels

Keys and Certificates

Manage key pairs and certificates used in user authentication,

Default keys

| C:\Usersisd03933\AppDat a|Roaming|SSHiUserkeys

Default certificates I Ci\Users\sd03933\AppData\Roaming|SSH UserCertificates

~Additional Directories and Files -

Type | Content

Adddrectoryl

Comment

~Key and Certificate List
File name | Status | Type
key_sd03933 open  RSA 1024 bits
Change passphrasej Upload.,. l

1024-bit rsa, sd03933@i10-dse-vm01, Mo

This key exists in the following folder in a user's home area

\users\<soeid>\appdata\roaming\ssh\userkeys

4. Copy the .pub key with a text editor (or use type at the cmd prompt on windows)
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5. You then need to log into the Actifio interface and go to the Domain Manager screen

Under Users on the left hand pane, find your user name and highlight it.
The details should appear in the right hand pane.

6. Then click on the gear wheel at the bottom left and select Add CLI Access (as shown
below)

¥ Hew Organization...
& Hew User...
% Hew Role...
% Hew Host...

& Add new HAS Server

%) Join Appliance...
I 2 Certificate Exchange...
4 Upload Certificate...
¥ Download Certificate...

& Archive Job History...

I % Add CLI Access

| X Remove CLI Access
4 Upload System Update

> Delete

8l e

You then need to paste you key into the window provided.

7. To testthe access, open a new SSH Terminal and enter the Actifio cluster name and the
user name with the default port 22. This should then bring up a terminal with the Actifio
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command prompt. If a pass key was selected during the configuration process (step 3
abowe), then the user will be prompted for this before access is granted. Otherwise the
user will be logged in automatically

11.8 Configure Notifications

This feature has been tested successfully, but the Citi implementation details are still to be
decided. To add email notification and a trap receiver, go tothe Domain Manager view and then
from the left hand pane expand Configuration and select Notification

1. Under the SMTP Sener tab, enter the details following the format below:

actifio desktop 6.1 (6,1,4.54920) & ademingcitiactl

@ Cromain Mananer
i * ' Email Configuration EMTP Sarver | Evert Moahcacn | ColHome | Swiores & Storage
FEL - L MARCE DETA | L
Sarver NamaP
il Appliance D
ERS {(LDA] 530021136446 madbub 207 nam nsroot net

Apphiance Nams

Bt r '”'
- ‘ N
- CONF \ Appliance & 25 [ vsge 851
10406059
@r
@) Sorage Fools Host Name
@) Do) Setn 1b4-actdo-0t-mgt3@nam nsroot net
& Apvenne Settng
@} Connactor Managenent Email*
@ Loy
» HOD
Pa r

-

T —
wiele St =@ @

Use the Test button to verify the connectivity values.

2. Under the Event Notification tab, switch the senice on and set the other values shown as
required.
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3. To configure SNMP notifications, click on the SNMP button at the top of the window and
add the details as directed by the Monitoring team. As of 0.6 of this document, this
feature is working, but the Tivoli workflow is not yet completed. An example of the UAT
trap received configuration is shown below
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12 Appliance Operations

The following steps will need to be completed at least once on the Appliance and they may hawe
to be repeated as the usage of the environment increases. The sections below just give an

oveniew of what is necessary and recommended for Citi. The vendor reference manuals should
be consulted for more details.

12.1 Create Organizational Units

In order to separate data access between business units and applications, Organizations must be
created. These should be done in a hierarchical manner with the main Citi businesses at the top
and sub businesses and applications beneath them, as shown in the following example.
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Note that there is a Child Organization of ICG abowve. This child Organization will contain hosts
and applications.

12.2 Create Policy Templates

Policy Templates are used to govern how an application on a sener is protected. For example,
whether the snapshots are also stored in the de-dupe pool, and how frequently application
protection is performed. There are some preconfigured Templates provided. As of version 0.6 of
this document, the Profile usage is not finalized.

The following shows the details of a snapshot and de-dupe policy
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To view and create Policies, go to the SLA Architect screen and select the Policy from the left

hand panel. This will show the data flow on the local Appliance and if a Dedup Backup is used or
not.

12.3 Create Resource Profiles

Resource Profiles are used to allocate storage again a Policy. This can be used if storage on the
Appliance is segregated between applications. As of version 0.6 of this document, the Profile
usage is not finalized.

12.4 Create Hosts

Before creating a host, ensure that the connector has been deployed. This is the client Actifio
agent. To add a host, go to the Domain Manager screen and select New Host from the “cog
wheel” menu on the bottom left of the screen. This will automatically add a template host and the
details can be changed as appropriate.
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Ensure that all iISCSI network interfaces are included in the client definition. Also ensure that it is
put into the correct Organization. This can be done by clicking the Orgs button at the top of the

screen.

12.5 Discover Host Applications

After a host has been added to Actifio, the applications on the host can be discovered via the
client connector installed on the host. To do this, go to the Application screen (yellow button at
the bottom of the window and then select Discover Apps from the “cog wheel” menu, as shown

below.
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Once the applications on a host hawe been discowvered, they can be protected by selecting the
application from the left hand pane and the assigning a Template and Profile as shown below and
clicking the protect button.
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In the above example, the /optware filesystem is protect with a snapshot only template.

12.6 Adding Storage

Additional storage for the Appliance will need to be added in the usual way for SAN clients at Citi.
To utilize the new allocated storage on the Appliance, go to the Domain Manager window and
select the Snapshot Pool for which storage needs to be added. Then click on the “pencil” icon to
edit the pool as shown below.
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Click the green + button to add them to the pool and click Submit. The new storage will become
available immediately.

12.7 Monitoring Overview

Monitoring from the Actifio GUI is document at length in the vendor documentation. See the
references section.

13 Oracle Operations

This topic is still under development by CATE Database Automation and is currently documented
elsewhere. References will be provided by the end of January 2016.

The OraaS environment is operated via a web portal.

14 Appendix A

14.1 Actifio GUI

The main interface for Actifio is via the AIR based GUI. This can be downloaded directly from the
Appliance cluster interface as shown below:

©Citigroup Inc. 2015, All Rights Resened.

This document contains material confidential to Citigroup. The contents are protected by specific
employee and contractor agreements regarding confidentiality. Reproduction for distribution
outside of Citigroup is prohibited.



éAct‘lﬁo Resource Center - |ie] N

@I:: ° Ié} http: //actm4swdc0 100-1-vip.nam.nsroot.net/ ,OLI ¥4 «ili Citigroup.net | Home l Tl Marketplace ] = Ac
File Edit View Favorites Togls Help
actiflo Resource Center for v6.1.4
Radically Simple
CONNECTORS
‘?’ Windows Connector
&y AlX Connector
@ HP-UX Connector
3 Solaris Connector SPARC| | x86
g} Linux Connector 32 Bit || 64 Bit

To manually install the Actifio Desktop. click on the links
below:

REPORT MANAGER
E Download the Adobe Air Player 0 Deployment guide

. Download the Actific Desktop Air File

To install the AIR Player, Administrator rights are required on the desktop or server. Note that the
AIR installation will prompt the user to upgrade the installation directly from Adobe as and when
the vendor releases updates. When the AIR installation is complete, download and install the
Actifio Desktop Air File. This also requires Administrator rights.

14.2 Actifio CLI

The command line option is available to all users. The commands available on the cluster
depend upon the privileges a particular user has.
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