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The Veritas Disaster Recovery Advisor (DRA) User's Guide is for IT staff, system
integrators, services providers, and resellers who want to assess and optimize
their data protection and also detect and handle disaster recovery problems,
also known as “gaps.”

This guide includes the following chapters:

Chapter 1, “Introducing Veritas Disaster Recovery Advisor” on page 17
summarizes DRA’s functionality and features.

Chapter 2, “Getting started with DRA” on page 21 describes the typical
workflow for using DRA.

Chapter 3, “Installing or upgrading DRA” on page 31 describes how to
deploy or upgrade DRA.

Chapter 4, “A quick tour of the DRA interface” on page 49 describes the
DRA user interface and its main modules.

Chapter 5, “Using the Dashboard” on page 63 describes how to view details
about the last full system scan using the Dashboard.

Chapter 6, “Configuring DRA” on page 69 describes how to configure DRA
for your environment.

Chapter 7, “Using the Tickets module” on page 255 describes the Tickets
module and how to use it to investigate and resolve gaps in your
environment.

Chapter 8, “Using the Topology module” on page 279 describes the
Topology module and its operation.

Chapter 9, “DRA reporting” on page 317 describes how to generate and
view DRA reports.

Chapter 10, “Using the Comparison module” on page 353 describes the
Comparison module and its operation.



m  Chapter 11, “Viewing DRA SLA information” on page 371 describes how to
view SLA information for business entities.

m  Glossary on page 377 defines terms and acronyms used in this guide.

Note: Screens/windows in this document are examples only.
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Introducing Veritas
Disaster Recovery Advisor

This chapter includes the following topics:

m “What is DRA?” on page 17 describes the DRA application, its technology,
and key benefits.

m “DRA benefits” on page 18 describes the benefits of using DRA for data
protection risk assessment.

m “DRA components” on page 19 describes DRA’s software components.

What is DRA?

DRA is a data protection risk assessment solution that lets you diagnose disaster
recovery problems (also called gaps) and optimize data protection. DRA enables
enterprises to effectively manage business continuity implementations to
ensure that critical business data is protected. DRA automatically detects and
alerts you to any potential gaps, best practice violations, or service level
agreement (SLA) breaches.

DRA is an agentless enterprise discovery and monitoring tool that automatically
scans your infrastructure and detects gaps and infrastructure vulnerabilities in
your disaster recovery (DR) implementation.

DRA gathers information about your environment and does the following:

m  Provides automated insight into your data replication environment to
provide an online, detailed, and up-to-date disaster recovery topology.

m  Automatically detects and analyzes gaps and unprotected production areas
using a signature knowledge base of over 5,000 signatures.

m  Discovers the current data protection status of your critical applications and
compares it to the state needed to comply with disaster recovery SLAs.
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DRA benefits

DRA uses this information to provide the following:

m  Detailed recommendations on how you can improve your environment,
based on best practices and recovery objectives.

m  Detailed lists and information about current data protection and disaster
recovery risks and the prioritized actions for fixing them. DRA also provides
avariety of tools that let you drill down and analyze your environment using
detailed tables and topology maps. You can use this information to fix the
problems that DRA detects.

m  Auditing and compliance documentation, including a map of your
production environment, disaster recovery configuration, and

dependencies.

DRA benefits

DRA offers the following benefits:

More protection

Timely protection

Efficiency

Budget justification

DRA is an intelligent automated tool. It can detect a level of
detail that far surpasses any manual process. DRA lets you
exponentially increase your level of protection and recovery.
DRA detects known, unknown, and suspected vulnerabilities in
your environment.

Because a manual audit is so complex and time-consuming, it
is only done periodically. Your systems remain exposed and
risks can remain undetected for a long time. After the initial
deployment, DRA constantly monitors your environment and
business continuity configurations to automatically detect and
alert you of any potential issues as they occur.

DRA generates risk reports much faster than a manual process
and initially only involves a few hours of time by your staff.
Later, the time required is negligible.

IT personnel may suspect that their configurations do not meet
business recovery service levels, but they cannot support this
suspicion with hard facts. DRA clearly articulates the current
environment status and business service levels that are not
met. DRA's reports let you identify the resources you need to
achieve the required level of protection. They also give you all
the information you need to prepare for a meeting with
management to discuss your budget.



Introducing Veritas Disaster Recovery Advisor | 19
DRA components

DRA components

The DRA technology consists of the following technical components.

IT Discovery and Scanning engine

Based on a schedule you define, DRA's IT Discovery and Scanning engine
periodically scans all the hosts, storage arrays, and databases in your
environment. DRA is an agentless technology; you do not have to install any
software or hardware throughout your network.

For example, DRA collects information from host servers using protocols, such
as Windows Management Instrumentation (WMI), secure shell (SSH), and
Telnet. It logs into each host with the credentials that you supply and extracts
information about the host (its configuration, storage asset details, and installed
databases). It stores the information in the DRA database. DRA can also connect
to storage resource management software, such as EMC Control Center (ECC), to
gather information about storage elements and their replication environment.

Data Dependency engine

DRA's Data Dependency engine builds an object model of your data and its
behavior. The information compiled in this process is subsequently used to
analyze gaps.

The DRA Data Dependency engine automatically discovers which data is
protected, its actual protection service levels, and which data areas are not
protected. This proprietary engine identifies the dependencies between servers,
storage devices, their databases, and their replications in the production
environment.

DRA then automatically verifies the data recovery protection side to check if
there is an identical relationship that ties back to the server from the production
environment.

This technology also identifies the actual protection levels, which are then tied
back to the business services protection to identify service-level violations.
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DRA components

Gap Analysis engine

Symantec has compiled a database of over 5,000 potential gaps. DRA's
proprietary Gap Analysis engine uses this information to automatically analyze
the data map compiled by the DRA Data Dependency engine. The DRA Gap
Analysis engine compares its extensive database of potential gaps and best
practice signatures with the object models compiled from your enterprise,
identifies any violation patterns, and recommends solutions.

DRA Gap Analysis engine also verifies customer-specific SLAs. For example, it
can identify areas that are either under-protected or too aggressively protected,
or identify components of your disaster recovery environment that cannot
provide the required level of performance or availability.

Gap and risk detection

The DRA Gap Analysis engine detects the following types of gaps and risks, and
gives you suggestions about how to fix them:

Data completeness Incomplete data comparison between source and standby
systems

Data inconsistency Inconsistent data comparison between source and
standby systems

Data accessibility and data Incorrect mapping of data or applications, or zoning and

path problems masking problems, which prevent standby data access,
and so on

Incorrect deployment or Incorrect deployment or incorrectly performed

maintenance actions maintenance actions

Data tampering Evidence of inappropriate modification of data copies at
the DR site

General faults Specific or sporadic problems, including events out of
their recommended sequence, inefficient practices, and
S0 on

Saving opportunities Inefficient resource usage, not called for by the required

corporate Business Continuity SLA

Report generator

DRA's automatic report generator automatically produces detailed reports
describing your configuration and the gaps that it detected. These reports are
more detailed than any manual process.
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Getting started with DRA

This chapter presents a quick tour of how to work with DRA.

Step 1 See “Installing DRA” on page 22.

Stap 2 See “Configuring DRA” on page 25.

Step 3 See “Full scan cycle” on page 26.

See “Viewing, investigating, and tuning” on

4
Step page 28.
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Installing DRA

As shown in the following illustration, DRA is installed on a dedicated server:

O Hic d/C dView
API for HDS/HP XP
Storage arrays

| ' © ZAPI API for NetApp filers J
. <[ ©® SSH for SVC storage }

Servers [ VMs

© SYMCLI / NaviCLI /
DSCLI / XCLI Unix

proxy(ies) for EMC / IBM
storage

=

@ I1E6 (web)
and Java 1.6+

Disaster Recovery Advisor

Veritas

® Windows
2008 R2 Server
5 @ SSH /| WMI usi
@ oOracle 11g = QA& using
- [ valid user credentials

List of servers can be
automatically imported
from EMC Control Center

(ECC) StorageScope APIL,
Databases HiCommand,

VMware CommandView, etc

VirtualCenter
© vMware API [ Using / vSphere
read-only user credentials — © IDBC using read-only
user credentials

m A DRA installation consists of a Windows Server 2008 R2 64-bit application
server and a dedicated Oracle 11g repository to store the collected and
analyzed data (items 1 and 2 in the illustration).

m  Various IT sources (3-9) that DRA collects data from for daily risk analysis
m A Web interface to use and manage DRA (10).
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The DRA server configuration has the following requirements:
Table 2-1 DRA server requirements
# of scanned  CPUs/cores RAM  Free Operating system
hosts disk
space
Up to 100 2 Intel / AMD 8GB 80GB  Windows Server 2008 R2 !
(4 recommended) Standard or Enterprise Edition
64-bit 2
100-500 2 Intel/ AMD 16 GB 100GB

(4 recommended)

500-1,000 4 Intel / AMD 32GB 120GB

Above 1,000 Specific sizing required

1: If your organization does not plan to use Windows Remote Management (WinRM) to

collect data from Windows servers, you can also use Windows Server 2003/2008 64-bit.

2: Although a 32-bit operating system is not recommended, you can use one if you have a
small to midsize environment. If you install a 32-bit operating system, you need at least
4 GB of RAM.

The following server requirements also apply:

m  Database: Oracle 11g Standard or Enterprise installed with full database
administrator rights.

m  Server: Apache Tomcat 6.0 (the only supported version). If Tomcat is not on
your system, it is automatically installed.

m  Web client access:
m Internet Explorer 6 or later with Java client 1.6 or later.

m  HTTP access from clients to the DRA server through port 8080
(configurable).

DRA requires administrator rights on the DRA application server.

Note: If you use VMware, take particular care to reserve the required CPU and
memory.

23
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The recommended collector configuration is as follows:

Table 2-2 Collector requirements
# of scanned  CPUs/cores RAM Free Operating system
hosts disk
space
Up to 100 2 Intel / AMD 4GB 40GB  Windows Server 2008 R2 !
Standard or Enterprise Edition
100-500 2 Intel/ AMD 8 GB 50 GB .
64-bit
500-1,000 4 Intel / AMD 16 GB 60GB

Above 1,000 Specific sizing required

1: If your organization does not plan to use Windows Remote Management (WinRM) to
collect data from Windows servers, you can also use Windows Server 2003/2008 64-bit.

DRA collectors require administrator rights on the server.

Note: If you use VMware, take particular care to reserve the required CPU and

memory.
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Configuring DRA

After you install DRA, you must configure the elements it uses and the schedule
for running the discovery process. This is done in the Configuration module,
which is accessed by selecting the Configuration tab, as shown in the following

Configuration tab
s ——— S S oo
s | Oty (e (it
o | @

/* Confguration Wizard. Description Type » Policy site Verified Enabled  Status
& Distibuted Collection loarev HiCommand loarev HDS Policy Unknown Site @ )
© & policies
= & Advanced Scan Configuration
” standby Defnition
# HACluster Defiition
® SBusiness Entities
I sLaDefnition
= & Expansion Packages
Q, pata Collection
B Host Comparison
@ Risk Detection
HhReporting
512 scheduling
19 Full Scan Scheduling
19 Report Scheduling
19 Email Settings @
= E systemLog
B scan Troubleshooting { Page 10f1 & search P [regxp| & Displaying 1-10f1 | Show| 100+ |tems

@ s @es @8 (& & Yol
« Next 3 v

® 4 Advanced Configuration

Note: Configuration operations can only be performed by Admin users.

Use the configuration wizard to configure the following elements:

m  Management Console Definition
See “Management console definition - configuring EMC ECC, Hitachi Data
Systems (HDS) HiCommand, IBM HMC, and VMware vCenter” on page 72.
m  Storage Discovery
See “Storage discovery - configuring EMC SYMCLI, EMC NaviCLI, IBM
DSCLI, IBM XCLI, IBM SVC, Hitachi HiCommand, and NetApp proxies” on
page 81.
m  Site Definition
See “Site definition - configuring sites” on page 91.

m  Host Groups and Policies
See “Hosts groups and policies - configuring hosts” on page 95.

m  Database Groups and Policies
See “Database groups and policies - configuring databases” on page 105.
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You may also configure the following elements, which are accessed in the tree
structure in the Configuration window's left pane:

m  Standby Definition
See “Configuring distributed collection” on page 115.

m  HA Cluster Definition
See “Configuring high availability (HA) clusters” on page 126.

m  Scheduling
See “Scheduling” on page 129.

m  Policies
See “Configuring policies” on page 148.

m  Business Entities
See “Configuring business entities” on page 158.

m  SLA Definition
See “Defining SLA policies” on page 172.
m  Expansion Packages

See “Configuring expansion packages” on page 179.

m  System Log
See “System log” on page 211.

m  Advanced Settings
See “Configuring advanced settings” on page 217.

For more information about the configuration process, see
Chapter 6, “Configuring DRA” on page 69.

Full scan cycle

Based on a schedule you define, DRA periodically scans the hosts and storage
arrays in your environment. The default is once a day.

DRA is an agentless technology; you do not have to install any hardware or
software in your environment.

After DRA performs its first full cycle, it regularly repeats the scan, based on
your scheduling criteria.
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Data discovery and collection

Gap analysis

DRA investigates your environment and data protection configuration and
collects information about IT assets, business applications, configurations,
current SLA, and additional customer-specific policies.

DRA collects the information that you configured from each of its storage and
host probes using the credentials that you defined. The collection phase of the
scanning process involves connecting to the devices to be scanned, collecting
data from them, and then closing the connections. DRA scans probe-by-probe,
accessing all the instances of a probe type. For example, it first handles all EMC
SYMCLI probe instances, then all NetApp probe instances, and then all EMC ECC
probe instances.

After DRA collects data during the scanning process, it reviews the collected
data and applies a set of enhancement rules. These enhancement rules add
logical connections between items and properties of items in your environment.
DRA uses these logical connections, but they do not physically exist in your
environment.

For example, if your environment contains entities A, B, and C, where Cis a
replica of B and B is a replica of A, DRA applies an enhancement rule that
logically connects A and C, even though they are not physically connected in the
environment.

After the actual assets of your configuration are detected, DRA maps and models
the dependencies between these IT elements. DRA also discovers their data
protection and disaster recovery configurations.

After DRA collects and enhances the data obtained during discovery, it analyzes
the gaps in your environment.

As part of this process, DRA issues tickets for each gap that it finds. A gapis a
definition of a particular problem type. A ticket is a unique instance of that
problem found in your environment. It specifies the problem and the
environment entities associated with that problem.

Symantec has compiled a database of hundreds of potential gaps, which is used
to automatically analyze the data map compiled by the DRA Data Dependency
engine. The DRA Gap Analysis engine compares its extensive database of
potential gaps and best-practice signatures with the data models complied from
your enterprise to identify violation patterns and to recommend solutions. It
also verifies customer-specific, service-level requirements.

For example, DRA can identify critical data that is not protected properly,
standby hosts that do not have access to the replicated data, SLAs that are too
strict or too lenient, and so on.

27



28 | Getting started with DRA
Viewing, investigating, and tuning

Viewing, investigating, and tuning

The last phase in the DRA workflow, and the one in which you are most
involved, is viewing the information that was collected and analyzed, and fixing
the problems in your environment.

DRA has a variety of viewing and investigation tools to help you analyze and fix
problems. These include many tables of linked information and a graphical
topology environment map that lets you quickly see the items in your
environment.

DRA has extensive drill-down capabilities for quick navigation, so you can easily
examine how items relate to one another.

You can also use queries to search your environment and drill down to an item's
children and subcomponents.

For more information, see the following:
m  Chapter 7, “Using the Tickets module” on page 255.
m  Chapter 8, “Using the Topology module” on page 279.

“Monitoring the Dashboard” describes one option for investigating a gap.

Monitoring the Dashboard

The Dashboard page summarizes the information collected during the most
recent full scan of the environment and includes details about any problems
that may have occurred. It also lists open tickets, beginning with the most
severe.

For more information, see “Dashboard” on page 51.

Click a ticket in the Dashboard to open it in the Topology module, as described in
“Handling a ticket.”

Handling a ticket

The Topology module lets you view details, including lists and a graphical object
topology of the tickets that DRA detects. It shows the object model of your
environment relevant to the detected gap, identifying the hosts and storage
arrays involved in the detected data protection gap.

The Topology module describes the gap in detail, its impact on your
environment, and suggests ways to fix it.

For more information, see Chapter 7, “Using the Tickets module” on page 255
and Chapter 8, “Using the Topology module” on page 279.
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The Topology module shows information about the scanned object model of
your environment (hosts and storage arrays, their relationships, and so on) and
provides extensive drill-down capabilities. For each item, it also shows all open
gaps and relevant information about each object.

Reports

DRA's Reports module lets you generate and view system reports.

For more information, see Chapter 9, “DRA reporting” on page 317.

Ticket lifecycle

Table 2-3 lists the states that a ticket goes through in its lifecycle.

Table 2-3 Ticket lifecycle

Current states New states Event description

None Open The system found a ticket.

Open Closed The system can no longer find the ticket.

Open Suppressed The user marked this ticket as suppressed.
Note: Suppressing the gap does not change
the ticket status.

Open Solved The user marked the ticket as solved.

Solved Reopen The system reopened the ticket.

Solved Closed The system can no longer find the ticket.

Closed Reopen The system reopened the ticket.

Automatic opening and closing of tickets

The simplest case of a ticket is as follows:

m  During a full scan, DRA detects the ticket and opens it.

m  If DRA does not detect the ticket in the next full scan (for example, because
you resolved the issue), DRA closes it.

m  During the next full scan, if DRA detects the problem again, it reopens the
ticket that you marked resolved. The ticket returns to the open state and
shows the time and date that it was first detected.



30 | Getting started with DRA
Viewing, investigating, and tuning

Handling an open ticket
You can handle an open ticket in the following ways:

Resolve the ticket

Suppress the ticket

Suppress the gap

You can mark it as resolved, which closes it before the next scan.
If the gap has actually been resolved, the ticket is marked as
closed during the next full scan.

You can suppress a ticket, because it does not impact your
environment, and you do not want it to keep appearing. This
suppresses a specific gap for a specific host or storage element
in your organization. You can suppress a ticket permanently or
from the current date to a specific date in the future.

You can suppress a gap, because it does not impact your
environment, and you do not want it to keep appearing. This
also suppresses any specific tickets opened for all the hosts or
storage elements in your organization.
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DRA

This chapter includes the following topics:

m  “Installation procedure” on page 31 describes pre-installation requirements
and provides a procedure for installing or upgrading DRA.

m  “Security considerations” on page 46 provides complete security guidelines
and instructions for DRA, including user management, Oracle database
security, server hardening, and data collection.

Installation procedure

The following provides complete DRA installation instructions, including
pre-installation requirements, followed by detailed guidelines for preparing
your computer for DRA's installation and itemized instructions for installation.

Pre-installation requirements

For more information about pre-installation requirements, see Veritas Disaster
Recovery Advisor Support Requirements.
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Preparing the computer for installation or upgrade

Before you install or upgrade DRA, if Apache Tomcat is installed on your
computer, stop the Tomcat server.

To stop the Apache Tomcat server

1

Do one of the following:

m  Inthe Tomcat Monitor, click Stop.

m  Onthe command line, enter the following:
net stop tomcaté

Note: If you need to start the Tomcat server, enter
net start tomcat6 onthe command line.

If you have DRA installed on your computer and want to perform an
upgrade, close any Web browser logged to it.

Note: It is assumed that an Oracle 11g database is installed on a computer
with an accessible path that must be specified during installation. If not,
install the Oracle 11g database before installing DRA. This database should
be dedicated to DRA.

Installing or upgrading DRA

This section describes the default procedure for installing DRA and the
following required software: JRE 1.6u20 and Tomcat 6.0 (32- or 64-bit versions)
on drive C. Click Next to progress through the installation wizard. This section
only describes important windows or ones on which you enter data.

The procedure for upgrading DRA is almost identical to that for installing DRA.
To upgrade DRA to the latest version, run the installer and then follow the
instructions described in “To install DRA” on page 32.

To install DRA

1

Run the DRA 6.1.1.exe file to display the first DRA installation wizard
window.

Note: When you launch the executable file, the wizard may display a
message that your computer is running an unsupported operating system.
If this message is displayed, read it carefully and decide whether you want
to continue.
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Follow the displayed instructions and click Next to progress through the
steps. The following window opens:

ﬁ Setup - Veritas Disaster Recovery Advisor EI [=] @
Java Runtime Environment 5 —\ !
Java Runtime Environment 1.6 is required to run Veritas Disaster Recovery Advisor Ly A
b
Java Runtime Environment wersion 1.6 is required to install and run DRA
JRE is currently installed at:
C:\Program Files\Java\jre6
Would you like DRA Setup to install JRE 1.6?
Yes. install JRE 1.6 and use itwhen running Ventas Disaster Recovery Advisor.
@)iNo, use the currently installed JRE when running Veritas Disaster Recovery Advisor
hitp:/fwww.symantec.com <Back H Next> l | et |

Do one of the following:

m  If you want to install Java Runtime Environment (JRE) 1.6, select Yes,
install JRE 1.6 and use it when running Veritas Disaster Recovery
Advisor. When you select this option, a wizard opens to guide you
through the JRE 1.6 installation process.

m  IfJRE 1.6 is already installed on the designated path, select No, use the

currently installed JRE when running Veritas Disaster Recovery
Advisor.
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4

5

Click Next. The following window opens:

ﬁ Setup - Veritas Disaster Recovery Advisor EI [=] @
Apache Tomcat 9 _\
Apache Tomcat 6.0 is required to run Veritas Disaster Recovery Advisor Ly A
b

Apache Tomcat 6.0 is required to install and run DRA
Tomeatis currently installed at

C:\Program Files\Apache Software Foundation\ Tomcat6.0
DRAwill be installed under Tomcat.

Would you like DRA Setup to install Apache Tomecat6.0?

Yes. install Tomcat 6.0 and use twhen running Veritas Disaster Recovery Advisor

@) No, install Veritas Disaster Recovery Advisor under the current Tomcat installat

http: /fwww.symantec.com | <Back H Next> l | Cancel

Do one of the following:

m  If you want to install Apache Tomcat 6.0, select Yes, install Tomcat 6.0
and use it when running Veritas Disaster Recovery Advisor. When you

select this option, a wizard opens to guide you through the Apache
Tomcat installation process.

m  If Apache Tomcat 6.0 is already installed on the designated path, select

No, install Veritas Disaster Recovery Advisor under the current Tomcat
installation.
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6  Click Next. The following window opens if Windows Remote Management
(WinRM) is not installed:

ﬁ Setup - Veritas Disaster Recovery Advisor EI [=] @
Windows Remote Management 5 —\
Windows Remote Management 2.0 is recommended to run Veritas Disaster Recovery Ly A
Advisor LT d
Windows Remote Management 2.0 is recommended to be used with DRA
Would you like DRA Setup to install Windows Remote Management 2.07
es, install Windows Remoate Management 2.0 and use itwhen running Veritas Disaster:
Recovery Advisor.
(") No, skip installation of Windows Remote Management 2.0.
hitp:/fwww symantec.com I <Back “ Next > l I et ‘

7 If youintend to use WinRM to scan Windows hosts, select the Yes radio
button. When you select this option, a wizard opens to guide you through
the WinRM installation process.

8 Click Next.
If an earlier version of DRA is installed, an upgrade window opens. If you
want to upgrade, select the Yes radio button and click Next.
If no previous DRA version is installed, the window in step 9 on page 36
opens.
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9  Click Next. The following window opens:

ﬁ'_?}! Setup - Veritas Disaster Recovery Advisor El [=] @
License Agreement 5 _'ZI_" '_'_
Please read the following important information before continuing. 5 gl
e
Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.
SYMANTEC SOFTWARE LICENSE AGREEMENT
SYMANTEC CORFPORATION AMDI/OR. ITS AFFILIATES (*SYMANTEC™) IS
WILLING TO LICENSE THE LICEMSED SOFTWARE TO YOU AS THE
INDIVIDUAL, THE COMPANY, OR THE LEGAL EMTITY THAT WILL BE
UTILIZING THE LICENSED SOFTWARE (REFEREMCED BELOW AS
YOU™ OR “YOUR™) ONMLY ON THE CONDITION THAT YOU ACCEPT ALL
OF THE TERMS OF THIS LICENSE AGREEMENT ("LICEMNSE
AGREEMENT"). READ THE TERMS AMD COMNDITIONS OF THIS —
@ | accept the agreement
() | do not accept the agreement
http ./ fwww . symantec.com [ < Back ][ Next > l [ Cancel
10 Select I accept the agreement and click Next to display the following
window:
ﬁ'_?}! Setup - Veritas Disaster Recovery Advisor El [=] @
License Agreement _\‘__'ZI—Q\I'_'_
Please read the following important information before continuing -
A~
Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.
GMNU GENERAL PUBLIC LICENSE -

Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <hitp.//f=f ong,/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for

() | do not accept this agreement

http://www symantec.com < Back ][ e = l[ Cancel
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11 Select I accept this agreement and click Next to display the following
window:

‘ﬁ! Setup - Veritas Disaster Recovery Advisor

Database information
Flease enter the required database information.
The installer will not create the database . Create it before proceeding.

Database SID:

Port number:
1521

Server name:
(Modify only if using remote database)

localhost

http-/www symantec.com [ < Back ][ Next = ]’ Cancel

h

12 Fill in the fields and click Next. The following window opens:

35 Setup - Veritas Disaster Recovery Advisor = = ==

Schema information _\‘_':'_':{:»_
Please enterthe name of an existing schema or of a new schema to be created. B =

You can create this new schema in the next step. (.,{_',:\/‘

Schema name:
rguser

Schema password:

Corfirm schema password:

hitp:/www symantec.com [ < Back ][ MNext > ][ Cancel ]

Note: If you are running an upgrade, continue with step 20 on page 41.
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13 Specify the database schema name and password and click Next. The
following window opens:

i3 Setup - Veritas Disaster Recovery Advisor EI_Iﬂ—hJ

Schema creation

In order to successfully install Veritas Disaster Recovery Advisor, a database schema
must be created.

eritas Disaster Recovery Advisor setup can create the database schema automatically.
Altematively, you may choose to be presented with the SQL statements required to
create the schema.

Would you like Setup to create the schema?

Note: f you choose to manually create the schema, execute the SGL stetements as
shown before continuing with the installation.

No, show me the SQL to exscute.

(@ iYes, create the required schema on this computer

hittp -/ www.symantec.com [ < Back ][ Next > ][ Cancel ]

h

14 This window deals with creating the schema required by DRA. Do one of the
following:

m  To have DRA create the schema automatically, select Yes, create the
required schema on this computer.

m  To have the database owner create the schema, select No, show me the
SQL to execute and execute the following text:

DROP USER drauser CASCADE;

CREATE USER drauser PROFILE "DEFAULT" IDENTIFIED BY "<password>"
ACCOUNT UNLOCK;

GRANT UNLIMITED TABLESPECT TO drauser;

GRANT "DBA" TO drauser;

QUIT;
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15 Click Next. The following window opens:

‘E%-l Setup - Veritas Disaster Recovery Advisor [ = =
DBA Login Details \:\

Please enter the database’s SYSDBA user name and password to create the 5\ . -
required schema. e
SYSDBA User Name:
5ys
SYSDBA Password:
SRR RORN

Corfirm Password:

http /A symantec .com [ < Back ][ Mext > ][ Cancel ]

16 Enter the username and password for the DRA database administrator and
click Next. The following window opens:

ﬁ';'_::yj Setup - Veritas Disaster Recovery Advisor E =] @
DRA User configuration 5‘__':':';'\]'_»_
Please enter the required DRA administrator and user passwords Ll
bl d

User password:

Conrfirm user password:

Admin password:

Conrfirm admin password:

http-/ A symantec .com < Back ” Mest > ]l Cancel
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17 Specify the password for the user and admin DRA users and click Next. The

following window opens:

ﬁ';jj! Setup - Veritas Disaster Recovery Advisor =] @ =3
Select Start Menu Folder \';I
Where should Setup place the program'’s shortcuts? oy
bl

] Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Mext. f you would like to select a different folder, click Browse.

SymartecDisaster Recovery Advisor Browse. ..

hittp /A www symantec.com [ < Back ][ Mes = l[ Cancel ]

18 Specify where to store the DRA program shortcuts by clicking Browse and

navigating to the required folder.
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19 Click Next. The following window opens:

f@ Setup - Veritas Disaster Recovery Advisor E\ [=] @
Select Additional Tasks (S5
Which additional tasks should be performed? o4
g
Selectthe additional tasks youwould like Setup to perform while installing Veritas Disaster
Recovery Advisor, then click Next
Start Apache Tomcat 6.0
hitp:/fwww.symantec.com l <Back " Next > l l Cancel ‘

20 Specify whether or not to launch Tomcat during installation. Select or
deselect the Start Apache Tomcat 6.0 check box.

21 Click Next. If you are installing DRA, rather than upgrading, the following
window opens:

ﬂg Setup - Veritas Disaster Recovery Advisor EI (=] @
Ready to Install \_\I :
Setup is now ready to begin installing Veritas Disaster Recovery Advisor on your [ . -
computer, b g

Click Install to continue with the installation, or click Back if you want to review or change any
seftings

Veritas Disaster Recovery Advisor Product Location: -
C:\Program Files\Apache Software Foundation\Tomecat 6.0\webapps\DRA

Veritas Disaster Recovery Advisor Data Location:
C\Program Files\Symantec\Disaster Recovery Advisor\Data

Start Menu folder.
Symantec\Disaster Recovery Advisor

Veritas Disaster Recovery Advisor Database settings:
DB Host localhost 1521
Connection String: rguser/******@rgdb
Setup will create the specified schema using DBA user 'sys'

hitp:/fwww. symantec.com <Back H Install | I Cancel
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22 After specifying your installation settings, verify your installation
selections and click Install to install DRA. At the end of the installation
process, the following window opens:

ﬁ! Setup - Veritas Disaster Recovery Advisor El =] 22
.  Completing the Veritas Disaster
L(,; .-'./-' Recovery Advisor Setup Wizard
l_l'\
Setup has finished instaling Vertas Disaster Recovery Advisor
on your computer. The application may be launched by
selecting the installed icons.
Click Finish to exit Setup.
JSyma ntec.
hittp -/ waney symantec. com

23 Click Finish to complete the installation.

Logging in

After you install DRA, you can log in to the application.

To log in to DRA

Enter the following string:

http://server name:Tomcat port/DRA

For example:

http://localhost:8080/DRA

Alternatively, click the DRA desktop icon or access the application from the
Start menu.
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Uninstalling

DRA can be easily uninstalled, when necessary.

To uninstall DRA

Select Start > Programs > Symantec > Disaster Recovery Advisor >
Uninstall Veritas Disaster Recovery Advisor. This removes DRA from the
machine. Note that the database and the data folder that were created
during the installation are not deleted.

Installing a Collector

This procedure describes how to install a collector for use by DRA to scan an
environment, as described in “Configuring distributed collection” on page 115.

Java is required to install a collector. If it is not already installed, use the
jre-6u22-windows-x64 .exe file provided by Symantec to install Java.

Defining a collector for DRA involves the following steps:

1 Download the collector installation file, as described in “Configuring
distributed collection” on page 115.

2 Install the collector on the machine on which it will run, as described below.

3  Use the Add New Collector button to configure the collector in DRA, as
described in “Configuring distributed collection” on page 115.
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To install a collector

1 Extract the contents of the DRACollector-6.1.0.0.zip collector
installation file.

Note: The name of the directory in which the zip file is extracted cannot
contain spaces.

2 Runthe setup.bat file. The following window opens:

I Veritas Disaster Rea 1 (==

Welcome to Veritas Disaster Recovery Advisor
Collector Setup Wizard

This will install Veritas Disaster Recovery Advisor Collector £.1.0.0 on your
computer.

It is recommended that you close all other applications before continuing.
Click Next to continue, or Cancel to exit Setup.

http:/fwmw, symantec, com Back MNext Cancel

3 Click Next. The following window opens:

(e

Veritas Di Recovery Advi Collector Setup Wizard

Java Runtime Environment

Java home directory | c:\program Files\Javalires

http:ffwww. symantec.com | Back H Mext || Cancel
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4  Specify the Java home directory and click Next. The following window
opens:

Veritas Di Recovery Advi Collector Setup Wizard

Select the DRA Collector name and installation directory

Connectivity port 27000

Install directory path | c:\pRACollector
Start DRA Callector after installation is finished

http: /. symantec.com [ Back ]| Mext |[ Cancel ]

L

5 Specify the connectivity port number through which the collector will
communicate with the DRA server, and the path where the collector will be
installed. The default port is 27000.

6 Check the Start DRA Collector after installation is finished check box to
launch DRA after collector installation.

7  Click Next. The following window opens:

(] Vertes Disaster o]

Veritas Disaster Recovery Advisor Remote Collector Setup Wizard

Finish inataliation

Thank you for instaling Veritas Disaster Recovery Advisor Collector.
Please configure preferred sites for this Collector using DRA user interface.

http:/fwww.symantec. com Badck ext

8  Click Finish to complete collector installation. You must now configure sites
for this collector, as described in “Configuring distributed collection” on
page 115.
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Security considerations

DRA security

This section describes various aspects of DRA security relating to the various
users that can access the system, the Oracle database that DRA uses, the server
on which the product is installed, and the ways data is collected and stored in
DRA.

User management

DRA has two kinds of default users: user and admin. The admin username
should only be used to administer the application. The user username should
perform routine tasks or add other users, as needed.

The user username has user privileges and can do the following:
m  Use the Dashboard, Reports, Tickets, and Topology modules
m  Search and view tickets

m  Change the ticket lifecycle to resolve or suppress types/gaps
m  Change the topology browser items that are displayed

m  Generate reports

The admin username has administrator privileges. It has all the privileges of the
user account, and can also do the following:

m  Add items and connections

m  View and change the configuration
Both the admin and user usernames can access DRA through the web.

The password for both users is set during the installation. Keep the password in
a safe place. If you forget it, contact technical support.

The system log records login operations that have been done for audit.

Oracle database security

DRA uses an Oracle database. The schema name, user name, and password are
all set during installation.

The Oracle database stores all the configuration and collected data. All sensitive
data (credentials) are stored encrypted using a 128-bit encryption key.
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Server hardening
The DRA server is hardened. This includes the following:

m  All unnecessary services are disabled.
m  Only Web ports are opened for incoming communication.

m  The following ports are opened for outgoing communication:
m  Oracle listener port
m  Java Database Connectivity (JDBC)

= SSH

m  Telnet

= Remote shell (rsh)
= WMI

Note: If you enable Automatic Updates, you must use the required FTP port. For
more information, see “Automatic import” on page 237.

Data collection

Which data is collected and how - general overview

DRA uses an agentless solution to collect data. You do not have to install
anything on the scanned servers. There is no footprint on the servers
themselves during the collection process.

DRA collects data by connecting to the external machine using a standard
protocol and standard commands.

Executed commands during data collection

When you configure DRA, you determine the data collection commands it runs.
Before each command is run, it is validated to make sure it has not been
tampered with since DRA was installed.

Neither of the DRA authenticated users (admin and user) can use Web access to
change commands, either intentionally or unintentionally. All commands are
read-only, so no changes can be made that cause external damage.

Some of the commands require root credentials to the server. However, it is
possible to log in to the server as a non-privileged user and execute a privileged
command using a sudo mechanism. For more information, as well as a list of
commands, contact technical support.
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Credentials

DRA uses an agentless solution to collect data. You do not need to install
anything on the scanned servers. Instead, DRA communicates with the server to
retrieve the required information.

Connecting with the server requires the setting of the correct credentials. The
credential level depends on the data that is retrieved. It can be credentials with
user privileges or with administrator privileges. In both cases, all credentials are
stored encrypted in the Oracle database, which is password-protected. No one
(not even the DRA administrator) can view these credentials. Only DRA uses
them in an encrypted manner to authenticate against the server.

Collected data

DRA only collects configuration information and not the actual data. For
example, DRA does not collect the data in a storage device, but only the
configuration data (its volume, size, and other properties). It also collects
configuration information for the data that is collected and stored in the Oracle
database, which is password-protected.



A quick tour of the DRA
interface

This chapter includes the following topics:

“Main window” on page 50 describes the DRA main window.

“Dashboard” on page 51 introduces DRA's Dashboard, which summarizes
the information collected during the most recent full scan of your
environment. It also lists any problems that may have occurred during the
last scan.

“Topology module” on page 51 introduces the Topology module and
describes its operation.

“Tickets module” on page 53 introduces the Tickets module, which lets you
search for specific tickets or ticket types.

“Reports module” on page 54 introduces the Reports module, which lets you
view and generate system reports.

“SLA module” on page 55 introduces the SLA module, which lets you view
SLA information about business entities.

“Comparison module” on page 56 introduces the Comparison module, which
lets you compare the configurations of various hosts.

“Configuration module” on page 57 introduces the Configuration module,
which lets you configure all aspects of DRA for an environment.

“Session pane” on page 58 describes the Session pane, which you can
display or hide in the Topology, Tickets, and Reports modules.

“Controlling the window display layout” on page 60 describes how you can
control the window display in the Topology, Tickets, and Reports modules.

“Controlling table displays” on page 61 describes how you can control table
displays in DRA modules.
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Main window

The DRA main window is shown below. After you log in, the Dashboard page,
described on page 51, opens by default. DRA has the following modules, each of
which is designated by a tab at the top of the window:

m  Dashboard
m  Topology module

m  Tickets module

m  Reports module

m  SLA module

m  Comparison module

m  Configuration module

Note: The Configuration module is for use by Admin users only.

Click a tab to open its respective module.

Dashboard  Tickets SLA Configuration
Topology Reports Comparison

Dashboard | Topology. Tickets Reports SLA Comparison.., . Configuration.

N scon Coverage Summary )

DataRisk  AvallabiityR... Optimization | SLA

2 @ @r

e
S Yo
o

®© ® e ® & @®
& ©® ® ® @
® ® ®@ @

& Tcket Sommary o

&) Top5Tickets |

» Detection Date s Summary Businoss Entitos
3% J119,201231501 Pl

29 1119,201231501 Pl

st
B
&)

315 0119, 201284815 A 5] esksdat belowin bokwng )
o
o
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26 0119, 20128481520
s 119, 20128481580
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The right side of the main window includes the following links.

About | Suggest Gap | Help | FAQ | Logout

Suggest Gap lets you give input to Symantec about potential disaster recovery
problems.
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Your suggestions help Symantec address the specific needs of your enterprise,
and other companies benefit from a more comprehensive gap database.

Clicking Suggest Gap takes you to Symantec Connect, a secure site for Symantec
customers and partners. To enter your comments and suggestions, you must
have a SymAccount and register on the Symantec Connect. If you do not have a
SymAccount, you will be prompted to create one.

Dashboard

The Dashboard page summarizes the information collected during the most
recent full scan of your environment, and describes any problems that may have
occurred.

For more information, see Chapter 5, “Using the Dashboard” on page 63.

Topology module

The Topology module opens the topology browser. The browser provides a map
of your environment that lets you quickly see the items in it. You can search the
objects in your environment by clicking on the objects in the browser, clicking
the links in the table, or using queries to supplement your data analysis and
problem solving.

When you perform a search, data that was collected during the last scan and
then analyzed is retrieved from the DRA database. The parameters you specify
for a search may vary, depending on the item(s) you specify in your query.

To open the Topology module, click the Topology tab. When you first open this
module, it displays your environment’s high-level topology.

Toolbar Dashboard

Session
pane

Navigator

Topology
tree
Graphical
view

Detail
tabs

6495

an

67180
002150300215
‘Symmetnx 3000442

Hame 002150
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Topology module

The Topology page has the following areas:

Session pane Displays or hides topologies and search results

Graphical view Displays the topology map, including the following:
m  Navigator
Provides an easy way of navigating to the area of interest in
the topology browser
m  Topology tree
Provides access to all the items shown in the topology browser
in a hierarchical tree

Detail tabs Displays tables of detailed topology information at the bottom of
the window in a series of tabs

You can also perform searches in the Topology module. After you perform a
search query, the browser shows a graphical map of your environment relevant
to the searched item. You can navigate to display additional item details. Click
an item in the graphical or tabular views to drill down to the item's children
and/or subcomponents.

The Topology module also has a series of operation buttons with more viewing
and navigation options.

For more information on using the Topology module and its browser, see
Chapter 8, “Using the Topology module” on page 279.
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Tickets module

The Tickets module lets you filter the list of DRA tickets in the system to search
for a specific ticket or ticket type. After DRA displays the query search results,
you can drill down to see the ticket’s details, as well as view the ticket’s topology
in the Topology module.

The ticket describes the problem, the items it affects, its impact on the system,
and suggests how to fix it.

To open the Ticket Search page, click the Tickets tab.
Tickets tab

Dashboard., . Topology. Tickets Reports sia Comparison... Configuration
@
ickets Searck—Foind 92 disinctGokels
o e = =
Fiter Tree = sius Severty AN Ctegory: Genes Resetiter
= (rooty =
= Business Entties (66)
B o1y 9 rove ke y: Gap Type + 9 ExpotTkels -
Boue D Labeis Detection Date. Status  Summary Rating Severity
Bowne) E) )
B o)  WetApp network il share replication i bad state (1)
@ et
e C1)) @ Oracle archive split time before data split time (2)
= stes (92)
£ 5oston (e9) = Partial replica sets (6) O
75 s v 8928201051045 Pil cma
cricase 09 J b kxR AL
 Oatbases @5) vage| 1otz ¥ M | Semn: Al regee Diplying 1-500152 | Show[$0_ |~ toms
Q 082 uabhost moss (3) 1§
v Deal
Q052 uashostroy 3) S
Q ys saL server B Ticket 75 sk 4 (ctosn) ([ Miark as Resobed | [ Suppress Ticket | [ Suppress Gap ] Open Topalogy ] (i3} 2
saprogt mesasenver 6
Q7 S Descrption impact Resolution History Notes Symptoms
QY oracie dwhpb1 (1) Veritas DG bc on Solaris cluster node crm of VCS clstr2 at site Boston is stored on Symmetrix devices that have partial replica sets.
Q orace! ST D TicketID: 75 Detected On: Sep 28,2010 5:10:45PM GapID:  00304TRESTRCTMIS External
Qo Status:  OPEN LastVerfied On:  ar09,201124539FM  Name:  Partal repica sets icket
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For more information about using the Tickets module, see Chapter 7, “Using
the Tickets module” on page 255.
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Reports module

The Reports module lets you generate and view system reports. To open the
Reports page, click the Reports tab.

Reports tab

Dashiboard.., . Topology.... . Tickets Reports SLA__.  Comparison . Configuration
R e R e e
Tools RN S ——————NNhih——nhh—iiiuinnini———————5—5—5—5—s..§
Session 55} e Seon stass I
No session tems = smwgﬂﬁ;fmv5°="°W='=v=
[0 ool N — gstaus [l Dispiay catases inons taie

Please ek giabase Replica Synchionization
Database Storage Utization
Host Confguration Diferences
Host HBA Comparison
Hosts ith a Single SAN 10 Path
Infastructure Change Log
Instaled Sofow
License Usage
MIS SL Senr Backup Summary
NetApo Filer Replication Summary

Opunization
Roplcated Tomgorary Databases

Scan Troubleshoating

Uneplicated Data on Replcated Hosts
Un-scannad Seners / Arays
Unsynchonized Remoto Replication

For more information, see Chapter 9, “DRA reporting” on page 317.
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SLA module

The SLA module lets you to view service level agreement data for business
entities to determine which business entity has a problem with one of its
resources. To open the SLA page, click the SLA tab.

SLA tab

Dashboard.__ | Topology. Tickets. Repoits SLA Comparison. . | Configuration

Tools @ | £RP Replication SLA
Session =
o = | Showstatusfor mostupdated  + ()] Rebuild Cache

[F Replicaton SLA | [ Component Addtonainto | SLA Protscton | SLA nformaton B

Baiing 98 & s e = D

Last scan T208201 42207 P @ P) Locat Remote Local Remote Loaal Remote
Bere
= o oo Norepicas | Norepicas-NA | Moreplcas | Norepicas-NA

o
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Components marked with * are not fully scanned
Data age for Pointin-Time copies is

i scan of the st
Default age for asynchronous replication with no lag information is 00:00:30

For more information, see Chapter 11, “Viewing DRA SLA information” on
page 371.
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Comparison module

The Comparison module helps you identify the host configuration drifts hiding
in your IT. Such drifts often fail cluster failover processes, and reduce the
availability of your organization’s applications. In this module, you can create
comparison groups that include hosts, clusters, or business entities, and easily
track configuration differences between them. To open the Comparison page,
click the Comparison tab.

Dashboard.., . Topology Tickets Reports SLA omparison | Configuration

[+ Host Comparison

eomomrio ot
(9@ =0 o

= B custers oa Worksheet
Easly detect the host confguration differences that reduce appiication availabilty

2 hact

= Hosts o8 P Name  Worksheet 2
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Author admin

= (2) Business Entty oa
@ e 9] Stanaby aware comparison

= @ GotdenComy ea

B waooant
winzk

(SIENCEIREINE (&)

For more information, see “Using the Comparison module” on page 353.
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Configuration module

The Configuration module lets you configure all aspects of your environment,
including sites, business entities, probes, scheduling, and advanced settings.
Only the admin user can access this module.

For more information about DRA users, see “Configuring user management
settings” on page 217.

To open the Configuration page, click the Configuration tab.

For more information, see Chapter 6, “Configuring DRA” on page 69.
Configuration tab

Dashboard . | Topology, Tickets Reports SLA Comparison.., Configuration

Tools "+ Management Console Configuration and Host Discovery

Session “ q Management Storage ste Host
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Session pane

The Session pane is displayed in the left pane of the Topology, Tickets, and
Reports modules. This list is a useful tool for tracking the operations performed
since the current session began, and helps you analyze and fix problems in the
system.

The Session pane has the following sections:

Topologies Includes item and ticket topologies viewed in the Topology module

Search Results Includes the search results of ticket, topology and report search
queries

Reports Includes reports viewed in the Reports module

DRA automatically adds report items to the pane. You must manually add

&
Topologies and Search Results items using the Capture button ﬁ‘ in the
toolbar. If you need to, you can also remove elements from the Session pane.

Dashboard. Topology. Tickets. Reports SLA Comparison_ | Configuration

dargnion Hoan G P J L= J B &
Ticket 202 Topology As of Har 9, 2011 24539 PIA

= ~ R 8] (comomusn ] corsmin oot

[ Ticket 202 Topology ioon

[BTicket 75 Topology

=N

[l Ticket Detaits

[l Scan status. @ || [ oston

The item names in the Session pane match the item labels in the Topology
module graphical view.
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The Session pane uses icons to identify the types of activities performed in the
system. They include the following:

Item topology

Shows the topology in the context of a specific item, which was probably
selected in the Topology Search window.

Note: The icon that displays to indicate an item in the topology depends on the
type of item. The sample icon shown here represents a site.

For a description of all the item (object) icons used in the system, see “DRA
object model” on page 295.

Ticket topology
Shows the topology for a specific ticket.
Topology search

Shows the Topology Search window.

Tickets search
Shows the Tickets Search window.
Report

Shows a specific report generated by the system.

To add an element to the Session pane

&
& To add an element, click the ﬁ‘ button. If the element is a topology, it is
added to the Topologies section in the Session pane. If the element is a
search query result, it is added to the Search Results area of the pane.

Note: DRA automatically adds reports to the Session pane. You must manually

2
add Topology and Search Results items to this pane using the ﬁ)‘ button.

To delete an element in the Session pane

& Next to the element you want to delete, click the E button. The element is
deleted from the Session pane.

59



60 | A quick tour of the DRA interface
Controlling the window display layout

Controlling the window display layout

You can manually adjust the window layout for the Topology, Tickets, and
Reports modules. Between the panes on the right, drag the separator bar up or
down to the position you want.

Dashboard  Topology Tickets Reports. sLa Comparison... Configuration,

| T

S vt crntine R e—— = ] (Searcn]
= Siatus Open |Reopen Severty AN Category General Ticket Label Al £ ot
Minimize/ TS (TR
estore —
button for
Ticket search Wi o
2020, 20105:1045PH [ *kk AT e
eparator o
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Minimize/ T T —
estore
button for Description
Ticket area S
) o

You can also minimize and restore the two panes on the right (above and below
the separator bar) using the Minimize/Restore buttons for each area.

For example, in the window above, to maximize the Ticket search area so that

only it appears in the right pane, click ~ | at the top of the Ticket area. After
you maximize the window, it looks similar to the following:
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Note: To automatically minimize and restore the Tickets area, click Ctrl+Space
in the Tickets module.

Controlling table displays

You can adjust how tables are displayed in DRA modules using the following
toolbar:

Page 1 of1 &  search P | RegExp| 2 Displaying 1-10f1  Show 100 | ¥ jtems

It contains the following tools:

n d | First page
Displays the first page of the table.
q ‘ Previous page
Displays the previous page of the table.
— Pages
Page 1 |of 7
— Displays the current page number out of the total
number of pages in the table.
b Next page
Displays the next page of the table.
F‘u | Last page
Displays the last page of the table.
- Refresh

Refreshes the table information. During the
refresh, the icon spins.

Show
Show 50 | items

Indicates the number of items to display.

Search
Search: L

Searches for the text you enter in the box in the
Summary column of the table. Click

L to begin the search. Click X to end it.
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[[] RegExp

5]

Regular Expression

Select the check box to search for a regular
expression. Then, enter the expression in the
adjacent Search field. You can use wildcards.

Export to Excel

Exports ticket summaries to Excel.



Chapter 5

Using the Dashboard

This chapter includes the following topic:

m  “Viewing Dashboard information” on page 64
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Viewing Dashboard information

The Dashboard page summarizes the information collected during the most
recent full scan of the environment and describes any problems that may have
occurred. Information is refreshed every five minutes and is read-only.

After you log on, the Dashboard page opens by default. The top-left area of the
window, just above the Dashboard, displays the name of the currently logged on
user.

Dashboard | Topology. Tickets

© ®© ®8 © ® @¢

sssssss

011920128415 A o
28 0119201284415 A B belwint: 2. bokwins )

The Dashboard has the following areas, each of which summarizes a different
type of information:

m “Scan Coverage Summary area” on page 64
m  “Scan Coverage Details area” on page 65

m “Collector Status area” on page 65

m  “Ticket Summary area” on page 66

m  “Ticket Tabs area” on page 66

m  “Business Summary area” on page 67

Scan Coverage Summary area

¥ Scan Coverage Summary (-]
Hosts Storage Databases Clusters
18112 24 o8 a2m2

[ Scanned [ Not scanned [ Pertilly scanned [ Authentication [ Down

You may decide to use DRA to protect all your hosts, storage devices, and
databases or only part of them.
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This area summarizes the hosts, storage devices, databases, and clusters that
are protected and indicates how many of them are not protected.

The section title bar displays the number of sites and business entities that have
been scanned.

Each component is represented by a color-coded pie chart: one for hosts, one for
storage devices, one for databases, and one for clusters. Green indicates how
many items were scanned. Red indicates how many items were not scanned.
Orange indicates how many items were partially scanned. Yellow indicates how
many items were authenticated. Purple indicates how many items were down.

The ratio of scanned items to the total is shown above each pie chart. For
example, above the Storage pie chart, shown above, “23/23” indicates that DRA
scanned 23 of 23 storage devices.

Scan Coverage Details area

The Scan Coverage Details area shows information about the scan status of
Hosts, Storage, Databases, and Clusters.

3 Scan Coverage Details -

Dashboard last update Aug 08, 2012 2:51:14 PM

Hosts Storage Databases Clusters

Scanned 116 Scanned 2 Scanned 0 Scanned 20

Not Scanned 87  MNot Scanned 2 Not Scanned & Not Scanned 13

Authentication Errors 412  Authentication Errors 0 Authentication Errors 0 Partially Scanned 0
Down 0

Collector Status area

This area displays the status of the data collector.

* . Collector Status B
Collector Name Location Status
Boston Collector Boston & Down

Local Scan Server Chicago - Idle
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Ticket Summary area

The Ticket Summary area shows how many tickets were opened today, in the
past week, and the total that are currently open. DRA groups tickets by category.

& Ticket Summary |

78 -
&0 -
1 __ag
g S > T -
ﬂﬁ; ‘F(gl' O‘Q

E %‘5‘
B ) & £ %
R e} 3, “a i {\q
() %o, ¥ &

Mew in pastweek [ Mewtoday [ Total open

Ticket Tabs area
The Ticket Tabs area includes the following:

m  Top 5 Tickets Tab
As shown in the following figure, this tab lists the most severe tickets in
descending order. Generally, these are the tickets that you should handle
first.

&1Top 5 Tickets | 4] New 5 Tickets

0 Detection Date status
150 Sep02,2009 6:11:12 P 5] ode in VCS VIACLUSTER at ste Boston is missing a required mount point directory Biling
68 Sep 02,2009 6:08:18 PM [J Passive node of VCS VIACLL Billing
iz Sep 02,2000 6:08:41 PU 5] methods for on Windows host nev1 OWH
o
b

Business Entities

BB b3S

154 Sep10,200911:1629 PH VG udbvg lica set ERP
125 Sep02,20096:10:04 P

m  New 5 Tickets
This tab lists the most severe tickets that were detected in the last scan in
descending order.
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Business Summary area

The Business Summary area uses color codes to indicate ticket severity. DRA
groups the open tickets for each business entity by Data Risk, Availability Risk,
and Optimization (by super-category). You can click on any of the colored balls
to view those types of tickets for the given business entity.

To use this section, you must configure business entities.

For more information, see “Configuring business entities” on page 158.

=, Business Summary
Scan Business Entity Data Risk Availability R... Optimization SLA
,-’_'-\ =g GCustomers ‘ I-c-l?!:-f ‘ Ict:l’ ‘ Icl:l’ ‘ :c-t?!:f
100%
Total: 0 Total: 0 Total: 0 Total: 0
@ 8 @.. @, @.. @&..
9% Scanning issves: 3
CRM Total: 49 Total: 4
@ = aese (@) avee
11% Scanning issuss: 411 14T & L4 &
T Total: 0 Total: 0
@ =" @®.. @.
100%
Total: 7 Total: 0
@ =501 @ @7
B Scanning issues: 18
Ene Total: 4! Total: 4
Q} :ﬁ s : @) sz e D) Avit
EI%, Scanning issues: 62 M:4T & +4 &

The Scan column shows a pie chart that indicates how much of the business
entity has been scanned. The percentage below the pie chart indicates the
percentage of the business entity scanned.

When you hover over a pie chart, a tooltip displays the number of hosts,
databases, and storage volumes scanned during the current scan. This
information can help you determine the reliability of the information in the
columns to the right. For example, if you see that only 10% of a business entity
has been scanned, you may not have a true indication of all the scanning issues
for that business entity.

If you click on a pie chart, the Business Entity Scan Coverage report
automatically opens for that business entity. For more details about this report,
see “Business Entity Scan Coverage report” on page 347.
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Viewing Dashboard information

The Data Risk, Availability Risk, Optimization, and SLA columns represent
different types of ticket categories. Each column shows a total, which is the
number of tickets opened on the host for that business entity of that ticket
category. Note that a ticket can be related to more than one ticket category (Data
Risk, Availability Risk, and so on).

Scan Business Entity Data Risk Availability R... Optimization SLA

Total: 49 Total: 0

\,;_:) L CRM J T-:'.a_:wz.

A2 4

11% Scanning issues: 410

Each ticket category column also contains an A entry and an M entry. In this
context, A represents the number of tickets since the last analysis and M
represents the number of tickets in the last 30 days. The arrows adjacent to the
A and M entries indicate whether the tickets situation is improving or

worsening for that ticket category. An arrow pointing upwards (%) indicates
that the value in the column is higher than the previous scan. This means that
the tickets situation is worsening in that ticket category for the business entity.
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This chapter includes the following topics:

“DRA probes” on page 70 describes the probes installed on your DRA server.

“Configuration Wizard” on page 71 describes how to configure management
consoles, storage proxies, hosts, databases, and sites in DRA.

“Configuring distributed collection” on page 115 describes how to configure
collectors in DRA.

“Configuring standby definitions” on page 119 describes how to configure
primary/standby host/cluster pairs.

“Configuring high availability (HA) clusters” on page 126 describes how to
configure HA clusters in DRA.

“Scheduling” on page 129 describes how to configure DRA scanning and
data analysis tasks and email report deliveries.

“Configuring policies” on page 148 describes how to configure system
policies.

“Configuring business entities” on page 158 describes how to configure
business entity groups, types, and roles.

“Configuring expansion packages” on page 179 describes how to configure
various types of expansion packages in DRA.

“System log” on page 211 describes how to view the DRA system event log.

“Configuring advanced settings” on page 217 describes how to manage and
configure gap information, user passwords, system properties, external
ticketing, ticket labels, and system tools.



70 | Configuring DRA
DRA probes

DRA probes

You install DRA probes on the DRA server to collect data from the configured
hosts and storage devices in your enterprise. DRA uses an agentless system, so
you do not have to install any agents on endpoint devices.

DRA uses a suite of probes to retrieve information from different types of
entities. For example, EMC ECC and EMC SYMCLI probes collect information
from EMC arrays. The probes are created automatically in the background as
you configure your environment in DRA; for example, when you configure EMC
ECC as a management console in DRA, an ECC probe is created in the
background. Each probe can have multiple instances.

Note: DRA is provided with a fixed set of probes. If you need another type of
probe, contact Technical Support.

You do not have to configure a probe type under the following conditions:
m  Your environment does not have that type of device.

m  You do not want to analyze that type of device.

The Configuration Wizard lets you configure the following types of probes:

EMC ECC, HDS See “Management console definition - configuring EMC ECC,
HiCommand, and Hitachi Data Systems (HDS) HiCommand, IBM HMC, and VMware
VMware vCenter vCenter” on page 72.

EMC SYMCLL EMC  See “Storage discovery - configuring EMC SYMCLI, EMC NaviCLI,
NavCLI, and NetApp IBM DSCLI, IBM XCLI, IBM SVC, Hitachi HiCommand, and NetApp
proxies” on page 81.
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Configuration Wizard

The Configuration Wizard lets you configure various system components,
including management consoles, storage proxies, sites, and hosts. You should
run the wizard the first time you run DRA and again whenever you need to
update the configuration.

Complete the Configuration Wizard step-by-step, in the following order:

m  “Management console definition - configuring EMC ECC, Hitachi Data
Systems (HDS) HiCommand, IBM HMC, and VMware vCenter” on page 72

m  “Storage discovery - configuring EMC SYMCLI, EMC NaviCLI, IBM DSCLI,
IBM XCLI, IBM SVC, Hitachi HiCommand, and NetApp proxies” on page 81

m  “Site definition - configuring sites” on page 91
m  “Hosts groups and policies - configuring hosts” on page 95

m  “Database groups and policies - configuring databases” on page 105

Note: Many of the pages in the Configuration Wizard contain a Status column,
indicating the current state of the selected entity (host, management console,
storage proxy, database, and so on). For more information about determining an
entity's status, see “Viewing the status of an entity” on page 113.

Click the View Scanning Issues =#==2 icon in each step of the wizard to open the
Scanning Issues window in a new window of your Internet browser. Click the

View System Event Log D icon to open the System Event Log in a new
window.

On the bottom right of each wizard page, you can use the Next>> and <<Back
buttons to move forward or backward through the configuration pages.

After you complete the Configuration Wizard, configure the other features,
according to the nodes in the tree. Follow the instructions beginning with
“Configuring high availability (HA) clusters” on page 126.

71



72 | Configuring DRA

Configuration Wizard

Management console definition — configuring EMC ECC, Hitachi Data
Systems (HDS) HiCommand, IBM HMC, and VMware vCenter

The first step in the Configuration Wizard is configuring the management
consoles. You can configure the following types of consoles:

m EMC Control Center (ECC)
See “Configuring EMC ECC consoles” on page 72.

m  HDS HiCommand
See “Configuring HDS HiCommand consoles” on page 72.

s [BM HMC
See “Configuring IBM HMC consoles” on page 73.

m  VMware vCenter
See “Configuring VMware vCenter consoles” on page 73.

Configuring EMC ECC consoles

EMC ECC consoles configure, maintain, and monitor EMC arrays along with
other entities in your environment. DRA uses the ECC to gather information
about hosts in your environment.

To configure an EMC ECC console, you must specify the IP address of the
machine on which the ECC Repository is installed and the policy required to
access this device (user/password).

A popular policy username is stsview and password is sts (these are ECC
Repository RAMBDB credentials). Most ECC Repository systems are configured
with this default login.

Typically, you only need one EMC ECC instance. However, sometimes you may
have more than one copy of the EMC ECC software running to control your
environment. In this case, you may need to configure more than one EMC ECC
console.

Configuring HDS HiCommand consoles

HDS HiCommand consoles configure, maintain, and monitor HDS arrays. DRA
uses HiCommand consoles to gather information about hosts and HDS Storage
Arrays in your environment.

To configure a HiCommand console, you must specify the IP address of the
machine on which HiCommand is installed and the policy required to access this
device (user/password).
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Typically, you only need one HiCommand instance. However, sometimes you
may have more than one copy of the HiCommand software running to control
your environment. In this case, you may need to configure more than one HDS
HiCommand.

Configuring IBM HMC consoles

IBM HMC consoles configure and maintain IBM-managed systems. DRA uses
HMC consoles to gather information about LPARs VIO configuration in your
environment.

To configure an HMC console, you must specify the IP address of the HMC and
the policy required to access it (user/password).

Configuring VMware vCenter consoles

VMware vCenter consoles configure, maintain, and monitor VMware host
systems (ESX, ESXi).

DRA uses vCenter consoles to gather information about virtual machines and
host systems in your environment.

To configure a VMware vCenter console, you must specify the IP address of the
vCenter server and the policy required to access this server (user/password).

Some environments have more than one VMware vCenter running. In this case,
you may need to configure more than one VMware vCenter console.

You can perform the following operations from the Management Consoles page:

Add Management Console (L:% Adds a new management console definition.

Edit Management Console c?:;} Modifies a management console’s properties.

Delete Management Console %:} Deletes a management console.

Note: If the management console has discovered
hosts that were inserted into the system, the Delete
Management Console Wizard opens. For more
information, see “Deleting a management console”
on page 78.

Verify Connectivity cb:‘j Verifies if the management console is reachable by
I trying to log in to it using the specified policy. If it is
successful, the Verified field in the table on the Host
Discovery page is checked. (The Verified field can also
be checked if the Discover Hosts and Execute Scan
operations succeed.)
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Discover Hosts | i3

Execute Scan %,:é

View Hosts @

Add Host Manually

Uses the management console to discover all the
hosts in your environment. To display the hosts, click
View Hosts.

Connects to the selected management console and
collects information. When you press this button, the
system runs a full scan on the selected EMC ECC,
HiCommand, or vCenter console:

m  For ECC, it gathers information about entities in
your environment (hosts, arrays) that will be
used for the Unscanned Servers/Arrays report.

m  For HiCommand, it gathers a variety of
information about HDS arrays (disks and
replications), and about hosts in your
environment.

m  For vCenter, it gathers a variety of information
about entities in your virtual environment
(ESXs, virtual machines, and so on).

Usually, you should not run a full scan in the
Configuration Wizard. Because a full scan may take
some time to complete, you should only run one after
the initialization process ends or during a full cycle.

Lists the hosts that were discovered when the
Discover Hosts button was clicked. View Hosts lets
you manually add, edit, or delete a host.

For more information, see “Adding hosts” on page 78.

Opens the Host window so you can manually add a
new host.

For more information, see “Adding hosts” on page 78.
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To configure an EMC ECC, HDS HiCommand, or VMware vCenter console
1 To access the Configuration page, click the Configuration tab.
2 In the tree hierarchy, click Configuration Wizard. The Host Discovery page
opens.
Configuration Wizard
Dashboard Topofogy. . . Tickets. Reports SLA \.Comparison. Configuration
o
e @ Emererenenen Ry e (XFrere e
= & s scan Cntpion
' Configuration Wizard Description Type » Policy site Verified Enabled ~Status
& Distributed Collection loarev HiCommand loarev HDS Policy Unknown Site @ o @
8 poiicies
= & Advanced Scan Configuration
& standby Defnition

& HA Gluster Definion
® Slpusiness Enties

3514 Defintion

© & Expansion Packages
Q, pata Collection
B Host comparison
© Risk Detection
(hReporting

=12 scheduling
13 Full Scan Scheduling
13 Report Scheduling
13 email setings @

© B systemiog

3 At the bottom of the page, click Add Management Console (). The
following window opens:

Management Console

Properties

Type

Description

IF address

Policy CLARIION Palicy
Site Unknown Site
Enable

% J[cwen i ]

For an EMC ECC console, the Type field value is always ECC.
For an HDS HiCommand console, the Type field value is always
HiCommand.

For a VMware vCenter console, the Type field value is always vCenter.

B ::: ::ag:ment(nnmk 5 [ soaccic P Regrp| [ Displaying 1-10f 1| Show | 100 | v [gems
. Advanced Configuration L — . |
@os aes WD (& & e

< v
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10

11

In the Description field, enter a name or description for this management
console.

In the IP field, enter the IP address for this management console.

In the Policy field, select a policy from the drop-down list. Initially, one
default policy is defined, named ECC default policy, which enables you
connect to an ECC.

To add a new policy, click the Add Policy button, which is to the right of the
drop-down list.

For instructions on how to add a policy, see “Adding a policy” on page 148.

Note: Typically, the user name and password are the same in all
installations. To change the user name or password, select the Policies
branch in the tree on the Configuration page as described in “Configuring
policies” on page 148.

In the Site field, select a site in the drop-down list.

To enable the scanning of the ECC/HiCommand/vCenter servers during the
full system scan, select the Enable check box. If you do not select this check
box, information from the management console is not collected during the
next full system scan. To return to previous menu, click OK.

To save your settings and exit the window, click OK. The management
console is added as a new row in the Management Consoles list.

To verify connectivity to the management console, click Verify Connectivity

(\&I). If it can connect, the Verified field in the table on the Host
Discovery page is checked.

To use this management console to discover all the hosts that can be

accessed from this management console, click Discover Hosts (\@).
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To display the discovered hosts, click View Hosts (
window opens:
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You can also manually add a host.

For more information, see “Adding hosts” on page 78.

Click Next. The Storage Discovery page is displayed, letting you configure
EMC SYMCLI, EMC NaviCLI, Hitachi HiCommand, and NetApp proxies, as
described in “Storage discovery - configuring EMC SYMCLI, EMC NaviCLI,
IBM DSCLI, IBM XCLI, IBM SVC, Hitachi HiCommand, and NetApp proxies”
on page 81.
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Deleting a management console

To delete a management console, select the management console in the
Management Consoles list and click Delete Management Console. If this
management console was never scanned, it is deleted immediately. Otherwise, a
deletion wizard opens to guide you through the safe removal of the management
console.

_"u ‘Management Console Removal Options

The ECC that you have chosen to remove is the sole data source for 1046 hosts.

What do you want to do?

@  Manage the hosts discovered by this Management Consaole with
a different Management Console

Remove Management Console, but keep hosts discovered by it

Remaove Management Console, including all hosts discovered
by this console

ﬂ « o [ ) [0 v | (oo &)

Adding hosts

From the Management Console Definition page, you can select Discover Hosts to
use the selected console to find all the hosts in your environment. Then, you can
click View Hosts to list the discovered hosts. To connect to a specific host that
does not appear in the list, you must add it in one of the following ways:

m  Using the Add Host window

m  Importing host information from a comma-separated values (CSV) file

Adding a host using the Add Host dialog box
The Add Host dialog box lets you add a host quickly and accurately by providing
drop-down lists with predefined values for the Type, Policy, and Group values.
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To add a host using the Add Hosts window

On the Management Console Definition page, click Add Host (). The
following window opens:

1

r
€ -- Webpage Dialog

Host Properties
Name

Type

Primary IP

Site

Policy

Group

=)

servername

Linux -
192.168.68.1

Chicago -
Unix Policy -
Default -

o v e i |

S

‘79

Note: You can also access the window by clicking View Hosts () on the
Management Console Definition page, and then in the Host window clicking

Add Host.

Enter the following host details:

Name

Type

Primary IP
Site
Policy

Group

The host name.

Note: If you enter the FQDN of a host, DRA truncates it to the
simple host name.

The type of operating system on the host, such as Windows,
HP-UX, Solaris, AIX, or Linux.

The host primary IP address.
The host site.
The type of policy to be used to connect to the host.

The group to which the host belongs.
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Click OK. The window closes and the Hosts window lists the new host.

Notes: To edit a host, select the host in the View Hosts list and click Edit
Host. Note that you cannot change the host name, only the operating
system type, and the primary IP.

If you want to change the host name, you must delete the existing host and
recreate it with a new name.

To delete a host, select the host in the View Hosts list and click Delete Host.

Adding a host from a CSV file

You can add hosts to DRA by creating a comma-separated values (CSV) file and
importing it. When you create a CSV it must exactly match the format shown in
the CSV sample figure.

To add a host from a CSV file

1
2

On the Host Discovery page, click Import Hosts from CSV File (k-\‘_%).

On the Import Hosts from CSYV file screen, review the file format. Your file
must match this format exactly.

€l (=]

CS5V file format:

=+ Name *:The hostname
= |P*:The primary IP address ofthe host
#» OS*:The Operating System, must be one ofthe following:

= Solaris

s HPUX

e Linux

* AlX

* Windows

A B £

1 Name P 05
2 |serverl 192.168.2.45 Windows
3 | serverd 192.168.2.46 HPUX
4 |server3 192.168.2.47 Linux
5 |serverd 192.168.2.48 Solaris
6 servers 192.168.2.49 AlX

Download sample

_ Importing a host list might take several moments. Use the "Refresh” button to refresh the host
"{’ lizt. If the hosts are not added after more than one minute, please verify that the file format is
according to the instruction above

Import from file...
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3 Create a CSV file using a text editor or by saving an Excel spreadsheet to CSV
format. Your file must include the following:

Heading The first line of your file must be the following:

Name, IP,0S

Name The name of the host.
1P The primary IP address of the host.
oS The operating system must be one of the following:
m AIX
s HPUX
m  Linux
m  Solaris
m  Windows

4  Save your file with the extension .csv.
5 On the Import Hosts from CSV file screen, click Import from file.

6 Browse to your file, select it, and click OK to import it.

Storage discovery — configuring EMC SYMCLI, EMC NaviCLI, IBM
DSCLI, IBM XCLI, IBM SVC, Hitachi HiCommand, and NetApp proxies

Configuring EMC SYMCLI proxies

To run Symmetrix Command Line Interface (SYMCLI) commands on EMC
Symmetrix storage arrays, you must run the commands from a machine that is
directly connected to the storage array. Because DRA is not directly connected
to the storage array, it cannot issue the SYMCLI commands required to retrieve
data from the storage array.

Therefore, for scanning EMC SYMCLI proxies, DRA must make an intervening
connection using either SSH or Telnet to a machine that serves as a gateway.
The gateway is physically connected to the storage array from which data will be
obtained.

DRA can then connect to the gateway machine, from which it executes the
necessary SYMCLI commands to retrieve data from the storage array. You can
use either Linux or UNIX machines for these gateway connections.
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For EMC SYMCLI proxies, there are one or more gateways that connect
physically to all the Symmetrix storage arrays in the environment.

Note: If no single (gateway) machine is physically connected to all the devices
from which you want to collect data, you must define multiple gateways.

Configuring an EMC SYMCLI gateway is similar to configuring an EMC ECC
management console. However, when you configure an EMC SYMCLI gateway,
you must specify the name or IP address of the gateway machine, as described
below.

The designated credentials must enable access to the gateway machine, and
they must have root privileges to enable DRA root access to run SYMCLI
commands.

You can choose to scan some of the discovered Symmetrix arrays using a
specific proxy. To do so, select the proxy you added and click Edit Proxy Scope

52 s
( (?..g ). Select the arrays to scan and click Scan By This Proxy ( L‘\é ). To disable

o7
scanning of an array by the proxy, click Do Not Scan By This Proxy ( (Hs ).

Configuring EMC NaviCLI proxies

To run NaviSphere Secure Command Line Interface (NaviSecCLI) commands on
EMC CLARIiiON storage arrays, you must run the commands from a machine
that has a connection to the storage array.

Because DRA does not support a Windows NaviCLI gateway, it cannot issue the
NaviSecCLI commands required to retrieve data from the storage array.

Therefore, for EMC NaviCLI scanning, DRA must make an intervening
connection using either SSH or Telnet to a machine that serves as a gateway,
which is connected to the storage array from which data will be obtained.

DRA can then connect to the gateway machine, from which it executes the
necessary NaviCLI commands to retrieve data from the storage array. You can
use either Linux or UNIX machines for these gateway connections.

For EMC NaviCLI proxies, there are one or more gateways that connect to all the
CLARIiON storage arrays in the environment.

Note: If more than one gateway machine is connected to all the arrays from
which you want to collect data, you must define multiple gateways.

Configuring a NaviCLI proxy is similar to configuring an EMC SYMCLI proxy.
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To configure the scope of an EMC NaviCLI proxy and to discover the CLARiiON
arrays

1

Select the newly created proxy and then click . The following window
opens:

2] Es

Storage Arrays Discovered by Proxy

Proxy Name: My CLARIION proxy

Scanned By T... Type Name Policy Scan Status Connectivity Status

{ Pagel 1loft b bl @ search RO regexp [ No data to display | Show 50 | tems.
You can perform the following operations from this window:
Add CLARGON Array i Adds a new CLARiON array
Edit CLARiiON Array ? Modifies the properties of the selected CLARiiON
B array

Delete CLARiiON Array ? Deletes a CLARIiiON array

Scan by This Proxy Enables scanning of the selected storage arrays
using the currently selected proxy

Do Not Scan by This Proxy Disables the scanning of the selected storage arrays
using the currently selected proxy

Change Policy gilzr;{geé ItIhe policy assigned to the selected
iiON array
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2 Click Add CLARIiiON Array ( i ). The following window opens:

&| -- Webpage Dialog @
CLARNON

CLARIION Array Propeties

Target IP:
Target Port: 7 ]
Palicy: ECC default policy -

oK & H Cancel & ]

ke

3 Inthe Target IP field, enter the IP address of one of the storage processors
for the CLARiiON array.

4 In the Target Port field, enter the port number. The default port is 443.

5 Inthe Policy field, select the policy for the CLARiiON probe.
To add a new policy, click the Add Policy button, which is to the right of the
drop-down list.
For instructions on how to add a policy, see “Adding a policy” on page 148.
Make sure that the credential for the policy is a CLARiiON type.

Note: Typically, the user name, password, and scope are the same in all
installations. To change the user name, password, or scope, display the
Configuration page and select the Policies branch in the tree, as described in
“Configuring policies” on page 148.

6 To save your settings and exit the window, click OK and wait until array
discovery completes. The array is added as a new row in the Storage Arrays
Discovered by Proxy window.

7 DRA retrieves information from all the CLARiiON arrays it discovers using
the NaviCLI proxy. If you do not want DRA to use this proxy to retrieve
information on all arrays, select the arrays to be scanned and disable all
others. To return to the previous menu, click Close.

Note: To delete an array, select the array in the Storage Arrays Discovered by

Proxy window and click Delete CLARiiON Array ().
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Configuring IBM DSCLI proxies

To run DS Command Line Interface (DSCLI) commands on IBM DS storage
arrays, you must run the commands from a machine that has a connection to the
storage array.

For IBM DSCLI scanning, DRA must make an intervening connection using
either SSH or Telnet to a machine that serves as a gateway, which is connected
to the storage array from which data is to be obtained.

DRA can then connect to the gateway machine, from which it executes the
necessary DSCLI commands to retrieve data from the storage array. You can use
either Linux or UNIX machines for these gateway connections.

For IBM DSCLI proxies, there are one or more gateways that connect to all the
DS storage arrays in the environment.

DSCLI proxy configuration and array discovery is similar to EMC CLARiiON
proxy.

Note: If the DS arrays are partitioned, multiple DS arrays may be discovered for
the same IP address provided in the Add IBM DS Array page.

Configuring IBM XCLI proxies

To run XSCLI commands on IBM XIV storage arrays, you must run the
commands from a machine that has a connection to the storage array.

For IBM XCLI scanning, DRA must make an intervening connection using either
SSH or Telnet to a machine that serves as a gateway, which is connected to the
storage array from which data is to be obtained.

DRA can then connect to the gateway machine, from which it executes the
necessary XCLI commands to retrieve data from the storage array. You can use
either Linux or UNIX machines for these gateway connections.

For IBM XCLI proxies, there are one or more gateways that connect to all the XIV
storage arrays in the environment.

XCLI proxy configuration and array discovery is similar to EMC CLARiiON
proxy.
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Configuring SVC proxies

The scanning of SVC storage arrays is performed by connecting directly to the
SVC. Therefore, you must configure a proxy for each SVC storage array you
want to scan.

For example, if you have five SVC storage arrays, you must configure five SVC
proxies.

Configuring an SVC is similar to configuring an EMC SYMCLI proxy, as
described below.

Configuring Hitachi HiCommand proxies

For more information about configuring Hitachi HiCommand proxies, see
“Management console definition - configuring EMC ECC, Hitachi Data Systems
(HDS) HiCommand, IBM HMC, and VMware vCenter” on page 72.

Configuring NetApp proxies

The scanning of NetApp filers is performed by connecting directly to the
NetApp operating system. Therefore, to configure NetApp filers for scanning,
you must configure a proxy for each NetApp storage filer. For example, if you
have five NetApp storage arrays, you must configure five NetApp proxies.
Configuring a NetApp proxy is similar to configuring an EMC SYMCLI proxy, as
described below.

Note: As there is no actual need for NetApp filers in a proxy, the term proxy in
this context refers to the definition of the IP address of the filer and the policy
used for scanning.
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To configure a storage proxy

1 From the Management Console Definition page (described in “Management
console definition - configuring EMC ECC, Hitachi Data Systems (HDS)
HiCommand, IBM HMC, and VMware vCenter” on page 72), click Next. The
Storage Discovery page opens.

Dashboard._. . Topology.

Configuration Di ry ition
< /* Basic Scan Configuration
& Configuration Wizard Description Type P Policy site Verified | Enabled ~Status
B Toarey HiCommand Toarey HDS Policy Uninown site @ o
© 42 Atvanced Scan Contguration | | nstaspt Netop 10216868100 etko Potcy Uninown ste @ o
35LADetniton 1010222 Smeu 1010222 CLARION Polcy Uninown St @ o
& Expansion Packages.
Q, pata Collection
B Host comparisan
@ Risk Detection
(IbReporting
=19 scneauling
1 Full Scan Scheduling
19 Report Scheauling
9 Email Settings @
= B systemLog
B scan Troutleshooting Cick her oy 2t B Depiobg 17017 Shoul 18 v e
& anced Conturaton : o —
Goes aes a Lol
& Back |Net » v
You can perform the following operations in this window:
Add Storage Proxy :‘!:f;; Adds a new proxy.
Edit Storage Proxy Definitions :‘:ﬁ Modifies the properties of a proxy.
Edit Proxy Scope @ Enables you to select the exact storage arrays to

scan for each storage proxy. In a large
environment, this can reduce the full system
scan duration.

Delete Storage Proxy ﬁ} Deletes a proxy.

Verify Connectivity {& Verifies the connectivity to the proxy by trying
E— to log in toit. If it is successful, the Verified field
in the table on the Storage Discovery page is
checked. (The Verified field can also be checked
if the Discover Storage Arrays and Execute Scan
operations succeed.)

Discover Storage Arrays @u Uses the proxy to discover all the storage units.
- You can display the discovered storage units by
clicking View Storage Arrays.

Execute Scan {:‘B Connects to the selected proxy and collects
— information. This may take several minutes.
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View Storage Arrays }‘i Lists the storage arrays discovered by the
- proxies. You cannot manually edit or add to this
list.

5o
At the bottom of the page, click Add Storage Proxy (). The following
window opens:

r@ -- Webpage Dialeg : - - &J
Properties
Type SymCLI -
Description i
IP address
Palicy CLARION Policy - |5
Site Unknown Site -
Enable

ox v

Enter the proxy details. In the Type field, select SymCLI, NetApp, or NaviCLI
according to your requirements. If HiCommand was already defined on the
Management Console Definition page, it is automatically available on this

page.
In the Description field, enter the name or a description for this proxy.
In the IP field, enter the proxy’s IP address.

In the Policy field, select a policy from the drop-down list.

To add a new policy, click the Add Policy button, which is to the right of the
drop-down list.

For instructions on how to add a policy, see “Adding a policy” on page 148.

Note: Typically, the user name and password are the same in all
installations. To change the user name or password, see “Configuring
policies” on page 148.

In the Site field, select a site from the drop-down list.

Select the Enable check box to enable scanning using this proxy during the
full system scan. If you do not select this check box, the information from
this proxy is not collected during the next full system scan.

Click OK to save your settings and exit the window. The proxy is added as a
new row in the Discovery Probes list on the Storage Discovery page.
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10 Click Verify Connectivity () to verify if the probe is connected and if the
policy is correct by trying to log in to it. If it is successful, the Verified field
in the table on the Storage Discovery page is checked.

o7
11 Click Discover Storage Arrays (\ﬁ/) to use this proxy to discover the
storage arrays that can be accessed from this proxy.
The storage discovered can be displayed by clicking View Storage Arrays

(&,

&) -- Webpage Dislog [=X=]
Storage Arrays

Type Name Source Scan Status Connectivity Status
Symmetrix 000187870349 Symmetrix proxy - storagesrv (192.168.68.151) (< &
Symmetrix 000187910448 Symmetrix proxy - storagesrv (192.168.68.151) Q? &
Symmetrix 000187880222 Symmetrix proxy - storagesrv (192.168.68.151) -\ &

{ |Page tlof1| b Pl | @ search R[] RegExp| [] No data to display  Show 50 | ¥ tems.

Fl

Note: The Discover Storage Arrays option finds only storage arrays in your
environment. The Execute Scan option collects information about all other
data related to those arrays: disks, replications, and so on. It is not
recommended to execute a scan during the initial configuration of the
system, because the scan may take some time. You should only run the
Discover Storage Arrays option. The Execute Scan itself is a part of the Full
System Scan process.

12 You can select the Symmetrix/CLARiiON storage arrays that you want to
scan using a specific proxy.
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Click Edit Proxy Scope ( LS"Q ) to open the following window:

2] — Webpage Dialog =
Storage arrays discovered by Proxy
Proxy Name: Symmetrix proxy - storagesrv
I scan all storage arrays discovered by this proxy
Type Name Sca.. Scan Status Connectivity Status
Symmetrix 000187870349 o @ Y
e @ &
o « &
14 4 Page, 1lof1| » bl | & | Scarch P71 RegExo| [ Displaying 1-3 0f3 | Show 50 | ¥ iems.

Uncheck the Scan all storage arrays discovered by this proxy check box and
then select the storage arrays you want to scan.

7o,
13 Click Scan By This Proxy ( é"B ), and then Close.

14 Click Next. The Sites page is displayed, letting you configure the sites.
See “Site definition - configuring sites” on page 91.

To delete a storage array

1 Onthe Management Console Definition page (described in “Management
console definition - configuring EMC ECC, Hitachi Data Systems (HDS)
HiCommand, IBM HMC, and VMware vCenter” on page 72), click Next. The
Storage Discovery page opens.

2 Click View Storage Arrays () to view the storage arrays that exist in the
system.

3 Select the storage arrays you want to delete and click Delete Storage Array

(?‘).
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Site definition — configuring sites
This step lets you configure the physical sites of your environment in DRA. A
site is an abstract group of hosts and storage arrays, such as the Boston site, the
Finance department, the 2nd floor, and so on, along with the criteria for
connecting to these objects. The objects you can map to a site include hosts and
storage arrays. An item can only belong to one site.
You can add new sites and edit or delete existing ones.

DRA includes a default site called Unknown Site. It contains all the entities that
are not connected to any other site.

Note: If you are using LVM site tagging in your environment, you should use the
same site names as the names in the LVM. Configuring the same names
automatically activates site-tagging-related gap signatures.

You can perform the following operations from the Sites page:

Add Site @ Adds a new site

Edit Site Definitions @ Modifies a site’s properties and changes the host/storage
association

Delete Site ; Deletes a site
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To configure a new site

1 From the Storage Discovery page (described in “Storage discovery -
configuring EMC SYMCLI, EMC NaviCLI, IBM DSCLI, IBM XCLI, IBM SVC,
Hitachi HiCommand, and NetApp proxies” on page 81), click Next. The Sites
page opens.

R S S S ST SR s
o [ b

. 0y © O O

[oConfiguraton | (2) whats Site Definition”

= & Basic Scan Configuration

& Configuration Wizara. Name. Description #of tems located on site:
 Distriuted Collection Chicago DRsite kG
® & poices Boston Procucton st w

= & Aavanced Scan Configuration
 stanavy efintion
&7 HA Cluster Definition

© lgusiness Entiies

IsLADemniton

= & Expansion Packages
Q pata Cotlecton
B Host Comparison
© Risk Detection
(bReporting

=13 scheduling
1 Ful Scan Scheauiing
10 Report Scheduling
@ email setings @

= B systemiog [ Page| tlor1 » Ml @ searen A Regixe (5 Daplayng 1-2012] Stow| 100 |+ tens
X
Bl scan Troubleshooting Cickhere toadd asite __gnedto any site: 0
=7 N, Ger o Starage arays not assigned o any site: 0

Cole (& (&) Q@R
The right pane lists the sites defined in DRA, including the site name,
description, and the number of connected items.

2 To define a new site, click Add Site (). The following window opens:

£ - Webpage Dialog ===
Site

Site Properties

Name: Chicago

Descriptian DR site

Site Entities Configuration

Available Enfities Entities Associated to Site

Search: R0 Regxp| (9] Search: R0 RegExn| 38

O Type Name Primary IP site O 1ype Name Primary IP

[ cLarion CK12345600002 Boston [ symmetrix 000231300111

[ Symmelrix 000231300011 Boston ﬂ [ Solaris tileyp 1020213

[} CLARION CK12345600004 Boston [ Symmetrix 000231300109

[C] symmerix 000284701283 Boston [C] symmetrix 000231300151

[ Solaris lan 1010215 Boston B [ windows nevi 1020218

[T NethppFiler prodfiler Boston @ [] HDS 12301

[] Windows nevaeh 1010212 Boston [ Symmetrix 000231300003

[ Linux kaylap 1020215 Boston [ Linux wastd 10.1.0.224

[E] symmetrix 000231300005 Boston [ Linux 102 10.1.0.200

[ Solaris sam 10.2.0.206 Boston = [] CLARION CK12345600001 =1
4 4 [Page, 1lof1| ¥ #l | @&  Dsplaying1-410741 Show 100 |~ fems U4 4 [Page tlof1| » Fl @  Displaying 1-190f19 | Show| 100 |~ items

ERA =Ty

3 Inthe Name field, enter a name for the site. This name identifies the site
throughout the application.

4 In the Description field, enter a description for the site. You can now define
related item information for the site.
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5 In the Site Entries Configuration area, in the Available Entities list,

highlight the items you want to connect to the site, and click the right
arrow. The selected item(s) is moved into the Entities Associated to Site list.
To remove an item from the Entities Associated to Site list, select the item

and click the left arrow.

Note: You can only assign a host/storage array to a single site. After you
assign a host/storage array and it appears in the Entities Associated to Site
list, it is no longer available in the Available Entities list to be assigned to
other sites.

Note: You can find specific hosts in the lists by entering all or part of their
name in the Filter field, selecting the Match Case check box (if relevant),
checking the Regular Expression check box (if the value you entered in the
Filter field is a regular expression), and clicking Go.

6 To save your settings and exit the window, click OK. The site is added to the
Sites list.

7 To proceed to the next step, click Next. The Host Groups & Policies page is
displayed, letting you configure the hosts groups and policies.
See “Hosts groups and policies - configuring hosts” on page 95.

Note: After an item mapping is listed in the Entities Associated to Site list
on the Add Site or Edit Site pages, you can remove it by selecting it and

clicking the left arrow.

To edit a site

1  On the Sites page of the Configuration Wizard, click Edit Site Definitions
(@),
2 Modify the site's properties as required and click OK to save your changes.

3 Click Next.
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Adding a site from a CSV file

You can add sites to DRA by creating a comma-separated values (CSV) file and
importing it. When you create a CSV file, it must exactly match the format
shown in the CSV sample figure.

To add a site from a CSV file

1  On the Site Definition page, click Import Site Definitions From CSV File

(-\'_g}‘-‘]). The following window opens:

CSV file format:

« Site *: The site name
» Host*:The server name. Mote that only physical server associations will be imported

A B
1 Site Host
2 |Manhattan serverl
3 Chicago server?
4 New JerseyLlab  server3

Download sample

'@ If the site associations are not added, please verify that the file format is according to the instructions above

Import from file...

L o

2 Review the file format. Your file must match this format exactly.

3 Create a CSV file using a text editor or by saving an Excel spreadsheet to CSV

format. Your file must include the following:

Heading The first line of the file must be the following:

Site, Host
Site The site name.
Host The server name.

Note: Only physical server associations are imported.

4  Save the file with the extension *.csv.
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5 In the Import Site definition from CSV file window, click Import from file ...

( Impart from file... )

6 Browse to your file, select it, and click OK to import it.

Hosts groups and policies — configuring hosts

You can organize hosts into logical groups so you can manage which hosts are to
be scanned now and which should not be scanned. You can assign each host to a
policy which defines the connection protocols and credentials DRA uses to

communicate with it.

The following information is shown for each host:

Name
1P
Type

Policy

Site
Associated Groups

Physical Host

Note

Scan Status

Connectivity Status

The host machine name.
The host machine’s IP address.
The type of operating system.

The name of the policy used to connect to the host. The policy is
a virtual item that defines the way to communicate with the
host, management consoles, and storage proxies. The policy
contains the credentials used to log in and other definitions,
such as proxy, and sudo.

For more information, see “Configuring policies” on page 148.
The site where the host is located.
The scanning groups to which the host is assigned.

The name of the physical host. For a VM, the name of the
physical host running that VM is shown.

A note attached to the host (if provided by the user).

The last scan status of the host. This status changes only after a
full scan of the host.

The status of the last connection attempt to the host.

You can perform the following operations from the Host Groups & Policies page:

Manage Groups | (g

Lets you define logical groups of hosts.

For more information, see “Managing host groups” on
page 101.

An empty default group is defined during installation.
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Manage Host Connectivity
Policies r&'“'j

Rules for Automatic
Association of Databases
to Groups and .
Connectivity Policies gj

‘ -
&

Ping Hosts

Verify Connectivity
Discover Databases @

Execute Scan

Verify and Correct IP

Address E
View Hosts Q

View Databases

Add Host @d
Edit Policy

Add Note j

Lets you select the policy associated with the selected host.

For more information, see “Managing host policies” on
page 100.

You can configure automatic association of databases to
groups and policies. The application automatically assigns
newly discovered databases to the scanning group and policy
defined in the rule, and the database is scanned in the first
full system scan after it is discovered.

For more information, see “Managing automatic association

of databases to groups and policies” on page 110.

Tries to ping the specified host. The status of this operation is
shown in the Connectivity Status column of the Host Groups
& Policies page.

Verifies whether the selected hosts are connectable by trying
to connect to them. If it is successful, the Verified field in the
table on the Host Groups & Policies page is checked.

Performs a light scan to discover the databases installed on
the selected hosts. To display the discovered databases, click
View Databases.

Scans the selected hosts.

Resolves the host name using the DNS server. If the resolution
is successful, the IP address of the host changes accordingly.

Lists the hosts discovered by ECC, HiCommand, or vCenter, or
those that were added manually.

Lists the databases found when Discover Databases is clicked.
Lets you manually add, edit, or delete a database.

For more information, see “Adding databases” on page 102.

Manually adds a host to the system.

Changes the policy assigned to a host probe.

Attaches a note to the host for easier maintenance of the
scanned environment.
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View Custom Collection  Lists the data collected using data collection expansion
packages.

Note: You can select more than one host and click Verify/Discover/Execute/Edit
Policy.

To define host groups and policies

1 From the Sites page, click Next. The Host Groups & Policies page is
displayed, listing the hosts to be scanned when you perform a full scan for
all the enabled groups:
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For more information on the Sites page, see “Site definition - configuring
sites” on page 91.
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2

To assign a policy to a specific host, click Manage Host Connectivity Policies

(). The Policy page opens.

] - Webpage Dizlog ==
Current Policy:  Windows Policy -
Wosts ha areno assned o carrent Folcy
Search Al rea e B Searcn Pl reg el
O Name P OSfType  Policy AsS.. Sca. Con.. [ Hame P 0SfType. Assig... Scan.. Conn..
[ sam 1020206 Solaris UnixPolicy g @ & [] blakep blakep Windows @ @ &
O wler 1020201  Linux unxPoliy @ G & [ nevt 1020218 Windows @ @& &
0 bl 1020204 Solaris UnixPolicy @ @ [] blaked blaked Windows @ @ »
B w1 1010208 Linux unixPolicy g @ & 7] nevaen 1010212 Windows (=] e &
[ dwhp 10.5.180240 Linux UnixPolicy @ @ g [ nev2 1020219 Windows @ @ »
] 1an 10.1.0.215  Solaris unixPolicy g @Gy & ] rgdo-xp 192.168.68.50 Windows =] @
£ mia 1020212 Solaris UnixPolicy @ @y & @
] riamp 1020216 Linux UnixPolicy @ Gy I @
[ rileys 10520660 Solaris UnixPolicy @ G &
[7] udohost  udbhost  AIX UnixPolicy @ @ &
[ jagen 105.180222 Solaris unxPoliy @ G &
[ kaylap 1020215 Linux UnixPolicy g @ &
] prerm 1020205  Solaris UnixPolicy g @y o
[l gavin 1010211 Linux UnixPolicy @ @ & [7]
{ page loft » sl @ Displaying 1 -27 of27  Show 100 v tems 4 pagel toft bkl Displaying 1-60f6 Show 100 v ftems
o v

For more information on managing policies, see “Managing host policies”
on page 100.

To save your changes and close the Policy window, click OK.

To define a logical group of hosts, click Manage Groups (). The Group
Definitions window is displayed, letting you control which hosts are scanned
according to the group(s) you select.

For more information managing groups, see “Managing host groups” on
page 101.

To save your changes and close the Group Definitions window, click OK.

To discover the databases that are installed on a specific host, go to the
Hosts to be Scanned in the Next Scheduled Full Scan table, select the host

that you want to scan, and click Discover Databases (
more than one host.

). You can select
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7 To display the discovered databases, select View Databases (). The
following window opens:

] — Webpage Dialog ==
Databases

Host Name Host P Type Name ~ Virtual IP Port Policy Scans... Connec.

crmd 1020217 Oracle vaneml Oracle policy aQyr ey []

amd 1020217 Oracle vandesk Oracle policy aqr q?

tristan 10.1.0.216 Oracle stat tristan 1529 Oracle policy Qy &

blaked blaked MS SOL server sgbdr04 10.13.18,10.133.. 3279 MSSQLSenver Policy G Q7

blakep blakep MS SOL server s5gbar03 10.13.18,10.133.. 2630 mssaLsenver Policy G a?

Dlaked biaked S SQL server 5g0ar03 10.1.3.18,10.133.. 2630 MssQLServer Palicy G q?

Dlakep Diakep S SQL server 5g0ar02 101.3.18,10.133.. 1859 mssaLserver Palicy G q?

blaked blaked MS SQL server s5gbdrd2 10.1.3.18,10.133.. 1859 MSSQLServer Palicy G a?

blakep blakep MS SQL server 5g0dr01 10131810133, 1033 MSSQLServer Palicy G a?

blaked blaked MS SOL server sgbdr01 10131810133, 4904 MSSQLServer Policy @ -\

3] 10.1.0.208 Oracle rhbch10 Oracle policy (e @

udbhast udbhost DB2 Ty NIA DB2 QY &

rgdb-xp 192.168.68.59 Sybase r9dnip rgdb-xp 5000 Sybase policy =% ]

01 192.168.68.41 Oracle rgdn a0 1521 Cracle palicy Q Q

rgdb-xp 192.168.68.59 Oracle orag Oracle policy @y B

udbhost udbhost DB2 moss A DB2 ay =

rrmd AN20217 Aracla rmnn Aracla nolici m? 2 E
| |Page 10f3| b Bl & Search P Regbxp| [ Displaying 1- 20 of 57 | Show 20 |V |iems
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To manually add more databases in this window, see “Adding databases” on
page 102.

Optionally, you can click Execute Scan (-) to scan the defined hosts, and
then select View Databases to display the discovered databases.

Click Next to proceed to the next step. The Database Groups & Policies page
is displayed, letting you configure the database Groups and Policies, as
described in “Database groups and policies - configuring databases” on
page 105.

‘99
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Managing host policies
This section describes how to assign and unassign policies to and from hosts.

To manage host policies

1 To assign policies to one or more specific hosts, click Manage Host

&=
Connectivity Policies (

). The Policy window opens.

£| - Webpage Dialog | =
Current Policy:  Windows Policy =
ot that 1o ot asigned o crtont Py
Search P [ Regexp [ Search: P[] Regexp| (4]
[ Name 1P OSfType: Policy Ass... Sca... Con... [ Hame P OS/Type Assig... Scan ... Conn...
[ sam 1020206  Solaris UnixPolicy @ @y & [T olakep blakep Windows @ o &
[ tyter 1020201 Linux unixPolicy @ Gy & [T nevt 1020218 Windows @ QU &
0w 1020204 Solaris unixPolicy @ @ [ olaked blaked Windows @ & w
[ 161 1010208 Linux UnixPolicy @ @ & [[] nevaen 1010212 Windows @ a &
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[ 1an 10.1.0.215  Solaris unixPolicy g @y g ] rgdbxp 192.168.68.560 Windows [*] aQy &=
[F] mia 1020212 Solaris unixPolicy @y & @
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[ rileys 10520660 Solaris UnixPolicy @ @y &
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{ |Pagel 1oft » bl | @  Displaying1-270f27 Show 100 ¥ |iiems 14 4 |page[ tlor1| b #I |2 Displaying 1 -6 016 | Show 190 ¥ |fems
x v

2 Select the policy to associate with the hosts.

3 On the left side of the page, in the Hosts that are not assigned to current
Policy list, select the hosts to assign the policy.

4 To assign hosts to the selected policy, click the @ button.

Note: To define a new policy in the Policy list, click Add Policy and follow
the procedure defined in “Adding a policy” on page 148. After you assign a

policy to a host, the host is removed from the Hosts that are not assigned to

current Policy list.

Note: To remove the association between hosts and policies, go to the right

side of the page, in the Host assigned to current policy list, and select the

policy and mark the hosts that you want to unassign, and click the lzl
button.

5 To save your changes and return to the Hosts page, click OK.
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This section describes how to define groups and manage the association of hosts

with those groups.

You can perform the following operations from the group definitions page:

Add Group Defines a new group

Edit Group %’ Modifies a group’s properties

Delete Group E Deletes a group

To manage a group

1  To define a logical group of hosts, click Manage Groups (

) in the

Configuration Wizard Host Groups & Policies page. The Group Definitions
window is displayed, letting you control which hosts are scanned according

to the group(s) you select.
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Note: You can assign a host to multiple groups.

Selecting a group in the Groups list at the top of the page displays the hosts
in and not in that group in the Hosts in Group and Hosts not in Group tables

at the bottom of the page.




102 | Configuring DRA
Configuration Wizard

2 At the top right, click Add () to define a new group. The following
window opens:
[ £ | -- Webpage Dialog ﬁ‘

Group Properties:

Mame

[C]Enable

IDK "4 ” Cancel 3¢ ]

ke

3 Enter the group name and enable the group by selecting the Enable check
box.

Note: If you do not enable the group, it is not scanned in the next scan cycle.
When a host is assigned to multiple groups, it is scanned only once if at
least one of its groups is enabled.

4  Click OK. The window closes and the Group Definitions page is displayed.

Adding databases

To discover all databases installed on the selected hosts, go to the Host Groups &
Policies page and click Discover Databases. After this, you list the discovered
databases discovered by clicking View Databases. To connect to a specific
database that is not in the list, you must manually define that database, as
described below.

Note: To discover Oracle databases, the Oracle process should be started or the
/etc/oratab or /var/opt/oracle/oratab file should be present.




To define a database

1

2

On the Host Groups & Policies page, click View Databases

Databases window opens.

Configuring DRA

Configuration Wizard

2] - Webpage Dialog
Host Name HostIP Type Name ~ Virtual IP
crmd 1020217 Oradle varm
crmd 1020217 Oracle vandesk
tristan 10.1.0216 Oracle stat fristan
blaked blaked MS SL sewver sgbdrod 10.1.3.18,10.1.3.3.
blakep blakep MS SOL sewver sgbdr3 10.1.3.18,10.1.3.3
Dlaked blaked S SQL server sgodr3 101.3.18,10.13.3..
Dlakep blakep MS SQL server sgbdr2 10.1.3.18,10.13.3
blaked blaked MS SL sewver sgbdro2 10.1.3.18,10.1.3.3.
blakep blakep MS SOL sewver sgbarod 10.1.3.18,10.1.3.3
Dlaked blaked S SQL server sgbdr01 101.3.18,10.13.3..
151 10.1.0.208 Oracle Tteoch10
udbhost udbhost DB2 roy
rgdb-xp 192.168.66.59 Sybase rgdbxp rgdb-xp
im0 1 192.168.68.41 Oracle rgdo 01
rgdo-xp 192.168.68.59 Cracle ara9
udbhost udbhost DB2 moss
pu—y 4050217 Arada hrmnn
14 4 page  1of3 b M @ search: R[] regExp| 3

Port

1529
3279
2630
2630
1859
1859
1033
4904

NiA

5000

1521

NiA

Policy
Oracle policy
Oracle policy
Oracle policy

MSSQLServer Policy
MSSQLServer Policy
MSSQLServer Policy
MSSQLServer Policy
MSSQLServer Policy
MSSQLServer Policy
MSSQLServer Policy

Oracle policy
DB2
Sybase policy
Oracle policy
Oracle policy
DB2

Aracla nalic

Displaying 1-20 of 57 | Show 20

Scan S.. Connec...

]

@ e [

~ tems.

Click Add Database (

). The following window opens:

-
& | -- Webpage Dialog

Database Properties

MName
Port
Virtual IP
Type
Hostname
Policy

Group

S5

MS SQL server

|[se|ect host]

- NO CHANGE —

- NO CHANGE —

oK ¢ | cancel % |
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Enter the following database details:

Name

Port

Virtual IP

Type

Hostname

The database name.

The port from which to connect to the database.

The IP address from which to connect to the database.

The database type; for example, Oracle, DB2, Sybase, MSSQL
Server, and so on.

The host to which the database is connected. To specify a host,
click the Select Host button. The following window opens:

B N
Comphotisty =
I O5Type Hame " Site Source Poticy Physical Host  Note Scan Sta.. Connectl.
Windows windkBervt 162 10868137 oq vCenter aa bb ga-labesxt Q -]
Limx sl 19216068140 o vienier 4 by ] qa-lad-esai w23 Q- s
| EsN galabemd 1SR AGE4Y o vCerder oo bb Pysical host Q4 b
j Es¢ qa-iab-estnt 192 1686842 o vlenter a0 bb Piysical host a &
| | Windowss gem 152 10808123 o wCenter aa bb ga-lab-es? Q’ >
| Windows. rggatl 19216868142 m vienter sa bb qa-labesat [+ 1 ;-
1 Windaws: g 192 68133 g vCenter a bb qa-iabeaxt q’ »
|
N
|
: Page 1ot Sawch 2P R Erp Dviglayeg 1- 7ol T Show 0 % ems
|
|
| OK o | Concel M
Policy The policy to use to connect to the database.
Group The group to which the database belongs.

Select a host and click OK. The window closes and the new database appears
in the list in the Databases window.

Note: To edit a database's properties, select the database from the list and
click Edit Database.

Note: To delete a database, select it from the list and click Delete Database.
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Database groups and policies — configuring databases

Like hosts, you can organize databases in logical groups so you can manage the
scan schedule of specific databases.

You can assign a policy to each database which defines the connection protocols

and credentials DRA uses to communicate with the database.

The following information is shown for each database:

Host Name
Database Type
Database Name

Ip

Port

Policy

Scan Status

Connectivity Status
Associated Groups
Business Entities

Roles

The host machine name.
The database type.
The database name.

The IP address used to connect to the database. It can be the host
machine’s primary IP address or a virtual address on it.

The port on which the database accepts client connections.

The name of the policy used by the database. The policy is a virtual
item that defines the way to communicate with the host, database,
management console, and proxies. The policy contains the
credentials used for login and other definitions, such as proxy,
sudo, and so on.

For more information about policies, see “Configuring policies” on
page 148.

The last scan status of the database. This status changes only after
a full scan of the database.

The status of the last connection attempt to the database.
The group associated with the database.
The business entity associated with the database.

The logical role associated with the database. For example, Backup,
DR, Production, and so on.

You can perform the following operations from the Database Groups & Policies

page.

Manage Groups ;

Lets you define a logical group of databases.

An empty default group is defined during installation.

Manage Database Connectivity Lets you assign policies to databases, as described below.

Policies | &
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Rules for Automatic You can configure automatic association of databases to
Association of Databases to groups and policies. The application automatically
Groups and Connectivity assigns newly discovered databases to the scanning

% roup and policy defined in the rule, and the database is
Policies &J group potey

scanned in the first full system scan after it is discovered.

For more information, see “Managing automatic
association of databases to groups and policies” on
page 110.

Verify Connectivity | 33 Verifies whether the selected databases are connected by
L)

trying to connect to them. If it is successful, the Verified
field in the table on the Databases page is checked.

Execute Scan Scans the selected databases.
View Databases A Lists discovered databases.
Add Database E Manually adds a database.
- Changes the policy assigned to the selected databases.
Edit Policy 'ﬂj

Edit Port and Virtual IP Qi’ ‘

Changes the port or virtual IP for the selected databases.

Note: You can select more than one database and click Verify/Execute.

To configure database groups and policies

1

From the Configuration Wizard Host Groups & Policies page, described in
“Hosts groups and policies - configuring hosts” on page 95, click Next. The
Database Groups & Policies page is displayed, listing all the databases
defined in the system.

To assign a policy to a specific database, click Manage Database
Connectivity Policies ( (2 ). The Policy page opens.
For more information about managing policies, see “Managing host

policies” on page 100.

To save your changes and close the Policy window, click OK.
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4  To define a logical group of hosts and/or databases, click Manage Groups

(). The Group Definitions window is displayed, letting you control
which databases are scanned according to the group(s) you select.

For more information on managing groups, see “Managing database
groups” on page 108.

5 To save your changes and close the Group Definitions window, click OK.

Managing database policies

This section describes how to assign and unassign policies to and from
databases.

To manage database policies

1 To assign a policy to one or more databases, click Manage Data base

¥

Connectivity Policies () in the Configuration Wizard Database Groups
& Policies page. The Policy window opens.

] - Webpage Dialog ]
Policy
Current Policy:  Oracle policy hd
utaases ot o crrnt Py
Search; P[] RegExp | 3] Search L0 RegExp| 3
[] HostName Database.. Type Policy Ass... Sca.. Con. [] HostName Database Ma... Type Assig... Scan ... Conn.
[ rgdvxp rgdoxp Sybase Sypasepal.. @ @ I3 [ sam do9 Oradle & @ &
] olakep sgbar01 MSsQLse. MSSQLSer. f@ @F @ [ tler do1 Oracle @ Q &
[T biakep sgbor02  MSSQLse.. MSSQLSer. @ @F @ o m 15 Oracle @ @ &
7] blakep sgbdr03 MSS0OLse. MSSQLSer. g @F @ £ 11 db18 Oracle =] e
[ blakep db42 MSSQLse. WSSQLser. fg@ @y & £ b1 rtebeh 10 Oracle =] Q Q
[ blaked sgbdr01 MSSQLse.. MSSQLSer. @ @° Q7 O 11 dote2 Oradle & @ &
] blaked sgbarn2 MSsaLse. MSSQLSer. f@ @F @ @ [ mia db24 Oracle @ aQ &
7] blaked 5gbdr03 MSsSQLse. MSsOLSer. g @7 @7 [ tiamp db28 Oracle =] Q@ &
[T blaked Sgbar04 MSsSaLse. MSsaLser. @ @7 & [ nevt db29 Oracle =] @ &
[] udbhost  moss oe2 B2 @ o & [ tan o34 Oracle @ @ &
[) udshost  roy DB2 DB2 @ @ & [ tan do3b Oracle & @ &
[ 1an do37 Oracle @ @ @
[ lan dod1 Oracle [*] e & B
| page loft » | &  Dispaying1-110f11 Show 100 ¥ items _ | page lof1 » | &  Displaying1-460f46 S_an 100 | v iteme

o o ]

2 Select the policy to associate with the databases.

3 Onthe left side of the page, in the Databases not assigned to current Policy
list, select the databases to assign the policy.
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To assign the databases to the selected policy, click the button.

Note: To define a new policy that is not in the Policy list, click Add Policy
and follow the procedure defined in “Adding a policy” on page 148. After a
policy is assigned to a database, the database is removed from the
Databases not assigned to current Policy list.

Note: To remove the association between databases and policies, go to the
right side of the page, in the Databases not assigned to current Policy list,
and select the policy and mark the databases that you want to unassign, and

click the button.

To save your changes and return to the Database Groups & Policies page,
click OK.

Managing database groups

This section describes how to define groups and to assign and unassign
databases to and from those groups.

You can perform the following operations from the Group Definitions page:

Add Group @ Defines a new group

Edit Group w Modifies the properties of a group

Delete Group W Deletes a group
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To manage a database group _

1 To define a logical group of databases, click Manage Groups () in the
Configuration Wizard Database Groups & Policies page. The Group
Definitions window is displayed, letting you control which databases are
scanned according to the group(s) you select.

£ — Webpage Dialog ==
Group Definitions
Group Name Enable
DB2 databases @
Default
Oracle databases
Search P Regbxp 2] Search P[] Reg Exp| (3]
[ Type Database ... HostName IP Ha. As.. Sc.. Co. O Type Database... Host Name IP Ha.. As.. Sc.. Co..
[] pB2 oy udohost  udbhost &I @ G & [] Oracle  dbdD lan 1010215 & @ G B
[ pB2 moss udohost  udbhost & @ Q@Y & [] Oracle  db30 ne2 1020219 & @ G & I
[[] MSSQLs.. sgbdr02  blaked blaked ¥ @ @ Q [] Oracle  db3 bl 1020204 & @ G g
[[] MSSQLs.. sgbdr02  blakep blakep B e Qo E] [C] cracie an13 awhp 105180 8 @ Q &
[[] MSSQLs.. sgbd03  blaked blaked 56 @ [€] |0 oracte  av12 dwhp 05180 @ @ Q &
[ MSSQLs.. sgbdr04  blaked blaked B 6 @ [] Oracle  do22 gain 01021 @ @ Q &
[] Sybase  rodoxp rgdbp  1921686. B @ QY g [] oracle  db9 sam 1020206 & @ Qf &
[[] MSSQLs.. sgbdr03  blakep biakep B 6 @ o [] Cracle  db4 prorm 1020206 @ @ Q & =]
[4 4 | pPage| tlor1| b b | & Displaying 1-11 of 11 | Showr 100 | ¥ tems. I4 4 [Pagel Tlor1| b bl | & Displaying1-460f46 Show 100 v tems
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Note: You can assign a database to multiple groups.

Selecting a group in the Groups list at the top of the page displays the
databases in and not in that group in the Databases in Group and Databases
not in Group tables at the bottom of the page, respectively.

2 To define a new group, go to the top right and click Add (
following window opens:

€| -- Webpage Dialog &

Group Properties:

Mame

[CIEnable

ok o " Cancel 3¢ ]
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3 Enter the group name and enable the group by selecting the Enable check
box.

Note: If you do not enable a group, it is not scanned in the next scan cycle.
When a host is assigned to multiple groups, it is scanned only once if at
least one of its groups is enabled.

4  Click OK. The window closes and the Group Definitions page is displayed.

Managing automatic association of databases to groups and
policies

This section describes how to automatically assign groups and policies to a
newly discovered database.

A policy and scan group rule specifies a criteria definition that is based on the
host and the database type. Each newly discovered database that matches a
rule’s criteria is automatically assigned to the policy and scanning group
configured in that rule.

You can perform the following operations from the Automatic Policy and
Scanning Group Assigning page:

Add Rule &% Defines a new rule. If the new rule is based on the same host and
— database type, the old rule is overridden.

Delete Rule j§ Deletes the rule.
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To manage an automatic policy and scanning group assignment rule
1

To define a new rule, click Rules for Automatic Association of Databases to

n
Groups and Connectivity Policies ( @j ) in the Configuration Wizard Host
Groups & Policies page or in the Database Groups & Policies page. The

Automatic Policy and Scanning Group Assigning window is displayed, which
enables you to control the rules defined in the system.

& --Webpage Dialog

Automatic Policy and Scanning Scope Assigning

‘When new databases are discovered by DRA, you might want these databases to be automatically scanned. To do so, DRA needs to assign
connectivity policy and scanning group to these databases automatically.

By creating automatic Policy and Scanning Scope rules, the application will assign the newly discovered databases (that match the rule criteria) to
the default scanning group and connectivity policy defined in the rule.

Click the Add Rule button to create rules.

Search:

P[] RegExp| [
Host Database Type Default Policy Default Scan Group Remove
All hosts Oracle Ora-Palicy New Oracle databases $'4
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2 To define a new rule, click Add Rule (@). The following window opens:

#| -- Webpage Dialog l&]
Policy and Scan Group Rule
Host All hosts
2

Select the host that you would like to apply this rule on. YWou can select All hosts, or selecta
specific host from a list.

Note: when selecting a specific host - this definition will override rule that was defined for "All
hosts".

Database Type Oracle -

The discovered databaze type to be automaticalty az=igned. For example: when selecting
"Oracle”, this rule will take affect on all of the newly discovered Oracle instances installed on
the selected host (or all hosts, if checked).

Default Policy Ora-Policy M

The default policy that will be assigned to the new databases.
In MS SOL servers, make sure that the type of the credential of the policy is of Windows
Authentication type.

Default Group Name Mew Oracle databases[

The default scan group that the new databases discovered wil be assigned to.

[0k | cancel % |

b

3 Enter the following rule details and then click OK:

Host The host to which to apply this rule. You can select a specific
host or check the All Hosts check box if you want this rule to
be the default rule for the selected database type.

Database Type The database type to which to apply this rule.

Default Policy The policy to which newly discovered databases that match
the rule criteria are automatically assigned.

Default Group Name The scanning group to which newly discovered databases that
match the rule criteria are automatically assigned.

In the example window shown above, every new Oracle database that is
discovered by DRA is automatically assigned to the policy called Ora-Policy
and to the scanning group called New Oracle databases.



Viewing the status of an entity

You may need to view the status of entities such as hosts and databases after
they are configured in the system. DRA provides an icon status indicator for
each entity. A tool tip is available for each icon.

Table 6-1 lists the DRA status indicators.

Table 6-1

Configuring DRA
Configuration Wizard

DRA status indicators

Status

Icon

Description

Not Verified

Q?ﬂ

The initial status assigned to an entity, before
connectivity to it has been attempted. This is
the default status.

Connection Verified

&

The system successfully connected to the entity,
but the entity has not yet been scanned.

Connection Failed

h_i

The system failed to connect to the entity.

Authentication Failed

o X

The system established a connection to the
entity, but authentication for the requested user
failed. This status typically indicates that an
incorrect password was provided.

Database Down _i The system tried to connect to a database and
was informed that the database was down.
Host Not Scanned The requested database was not scanned

because the host was not scanned during the
last 24 hours.

Connection Partially
Scanned

The entity was scanned successfully, but some
required information could not be retrieved.
Contact vendor support.

Missing Credentials

The user did not provide proper credentials.

Multiple Credentials

The user provided more than one set of
credentials for the entity.

Fully Scanned

The entity was successfully scanned.

Ping Failed

The ping operation failed.

Ping Succeeded

The ping operation was successful.
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Table 6-1 DRA status indicators
Status Icon Description
Data Collector Not The data collector is not currently available.
Available #.—,_'-

Scan Timed Out The scan timed out.

i
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Configuring distributed collection

DRA uses a distributed collection mechanism for scanning environments and
gathering data. Distributed collection enables multiple collectors to be defined,
with each one collecting the data of a single site and then sending it back to the
server. For distributed collection, different collectors can be installed on various
hosts, which improves network traffic as well as enables scanning of secure,
demilitarized environments.

Communication between the DRA server and a collector uses a single port
(default port is 27000), with communication flowing from the server to the
collector. A local collector is installed for DRA by default, named Local Scan
Server. If no additional collectors are defined in DRA, then DRA runs with only a
single collector.

When you define a collector, you define its primary sites and its failover sites.
Because it is possible to have many collectors per site, DRA must first determine
which collector to use for scanning a host. To do so, DRA searches for a collector
whose primary site is the same as the site of the host. Collectors must be online
(meaning, either idle or scanning) when making this determination, in order to
be considered for scanning. Any collectors that are offline (dlown) are not
considered.

If a single collector is identified that meets these criteria, that collector is used
to scan that host. If more than one collector is identified, then all applicable
collectors are used to scan the host, using load balancing between these
collectors. For example, let’s say that you want to scan 100 hosts, and that there
are two collectors that meet the required criteria. In this case, each collector will
scan 50 hosts.

If a collector is not identified that has the same primary site as the site of the
host, then the DRA attempts to identify a collector that has the host’s site
defined as its failover site, and whose status is online. If such a collector is
identified, it is used to scan the host.

To summarize, each site can have one or more collectors that are the primary
for that site and one or more collectors that are failovers for that site. All of
them are considered when determining the collector to use to scan a host.

If no primary sites or failover sites are defined for a collector, then the host is
scanned using the Local Scan Server (default collector).
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Defining a collector to run in DRA involves the following steps:

1 Download the collector installation file, as described on page 118.

2 Install the collector on the machine on which it will run, as described in
“Installing a Collector” on page 43.

3  Use the Add New Collector button, as described on page 117, to configure
the collector in DRA. Communication with the collector begins after you
define the collector in DRA.

The following information is shown for each collector:

Name
Hostname
Port

Location
Primary Sites
Failover Sites

Status

Connection Status

The name of the collector.

The name or IP address of the machine.

The port of the machine on which the collector runs.

The site on which the collector runs.

The name of the primary site on which the collector runs.
The name of the failover site on which the collector runs.

The current status of the collection, which can be Down, Idle, or
Scanning.

An icon indicating whether the collector is connected. The icon is
green when the collector is connected and red when it is not.
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To configure a collector

1 Select the Configuration tab.

Note: You must be an Admin user to perform this operation.

2 Inthe tree hierarchy, click Distributed Collection. The Distributed
Collection Management page opens.

Dashboard. . . Topology. Tickets. Reports SLA Comparison.,, Configuration

Tools - Distrbuted Collection Hanagement

Session .
Configuration -

[£ Confguraton
s Hame Hostname. port Location Connecti..
P Local Scan Server locatost " Boston « Boston o NewYork duae &
T N Collctr 192166.08.101 27000 New York o Newvork -
© 8 policies
& Advanced scan Configuration
& stanavy Detntion
WA Cluster Definition
® 2 Business Entiies
E3sLADefiniton

Primary Sites Failover Sites. Status

Dide &

= & Expansion Packages
@ Data Collection
B Host comparison
© Rikpetscton
bReporing
=19 scneauling
11 Ful Scan Scheduling
2 Reponischeduing
12 Email Setings @
o e 4 [ane] ot b b1 semr: Bl reaeel

LAEAARGAT AL ] )

Dipiaying 1-2012 | Show|100 |+ ltems
Bl scan Troubleshoating

aF

3  Click Add New Collector (E) to add a collector. The following window
opens:

<
#| — Webpage Dialog —— [
Fomecr — =

Collector Properties

MName

Hostname

Port 27000

Location Unknown Site -

Primary Sites none
Failover Sites nong
Enable

oK o " Cancel 3¢ ]
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4  Enter the following details and then click OK to save the collector definition:

Name The name of the collector.

Hostname The name or IP address of the machine.

Port The port of the machine on which the collector runs.
Location The site on which the collector runs.

Primary Sites The name of the primary site(s) on which the collector runs.
Failover Sites The name of the failover site(s) on which the collector runs.
Enable Indicates whether the collector is enabled or disabled. When a

collector is disabled, its Status field is yellow

You can perform the following operations from the Distributed Collection
Management page:

Add New Collector E Adds a new collector

= Edits the properties of a collector
Edit Collector Properties
: Delet llect
Delete Collector %’,&.‘ eletes a collector

Receive Logs

i Retrieves the collector logs and saves them in the Logs
directory on the DRA server

Restarts the collector

Restart Collector @';‘

7 Disconnects the communication of the server from the
Reconnect e . .
e -] collector and establishes a new connection

. @ Attempts to connect immediately to all offline
Search Connections [ | collectors; by default, DRA attempts to connect to
offline collectors every 30 seconds

Download Collector Installer Retrieves the installation file for a collector and stores
it on the machine on which the DRA GUI is being

B
ti) viewed.
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Configuring standby definitions

DRA lets you define which host/cluster is the standby host/cluster for a specific
primary host/cluster. You do this by defining a pair of primary and standby
hosts/clusters. Pairs can be defined by pairing:

Primary Standby

Host Host
Cluster Host
Host Cluster
Cluster Cluster

Symantec strongly recommends that you define primary/standby host/cluster
pairs so the system is more precise in its gap reporting. Defining
primary/standby host/cluster pairs lets the system verify both primary and
standby host/cluster issues.

When a primary/standby host/cluster pair is defined, it is assigned a default
standby policy. You can create other standby policies, as described in “Adding a
standby definition from a CSV file” on page 122.

You can edit and delete standby definitions as required.
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To configure a primary/standby host pair

1  Select the Configuration tab.

Note: You must be an Admin user to perform this operation.

2 In the tree hierarchy, click Standby Definition. The Standby Definition page

Dashboard _ _Topology.__ _ Tickets Reports SLAL [.Comparisony Configuration
oo = Standby Definition
:
Semch 211 regol & == )
P Type Selected P Type Selected
Clster "o Chster No
102 10w 1 Wandows Mo 1mes1 Widows No
. Glster "o Chster No
B oicies g 192168691 A Yes 192.16868.1 Ax Yes
e widows bos2 1521688812 Windows o ez Widows o
Ce juration aix_host2 192.168.68 2 AX Yes 192.168.682 AX Yes
= & standby Definition
pae|_ 111 2 6! Stow | ems 4 o Tt 2 e LI
5/ Expansion Packages
, pata Golecton Standby Pairs
Host Comparison Standby Policy Primary Name. Primary IP Primary Type Standby Name. Standby IP. Standby Type
@ Risk Detecton ons aix_hostt 192168681 Ax aix_host2 192.168.682 ax
Ih Reporting
=0 scheculng
3 Scan Schecuing
19 Report scheding
3 e setngs @
B opanin bl 1t 2 st 21 regesel & 1ty i | Shon| 201 ems
Q, scan Status P &
oo &R (@ &

3 Inthe Available Primary Hosts/Clusters pane, select a primary host or
cluster. The selected host/cluster is highlighted.

4 Inthe Available Standby Hosts/Clusters pane, select a standby host or
cluster. The selected host/cluster is highlighted.

5 Click Configure Standby Relationship Between the Selected Hosts/Clusters

@‘. The primary/standby host /cluster pair is added to the Standby Pairs
list at the bottom of the page.
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After the first full system scan, the storage paths are available. As a result,
DRA can suggest the standby pair according to the storage paths between

hosts/clusters. Click Automatically Suggest Standby Pairs ( ) to open the
following window:

| -- Webpage Dialog g
Standby pairs detected by DRA
Standby Pairs
[ Primary Name Primary IP Primary OS Type  Siandby Name Standby IP Standby OS Type
[ kaylap 10.2.0.215 Linux Ib1 10.1.0.208 Linwe
14 4 |page 1lof1| » »l | & Search P | RegExp (3] 1 Standby pairs | Show 100 |V jtems

Select the standby pair that you want to use and click OK.

To assign a standby policy to a primary/standby host/cluster pair, see
“Attaching a standby policy” on page 125.

To delete a primary/standby host /cluster pair

*

In the Standby Pairs list, select a primary/standby host/cluster pair and

click Delete Standby Definition ( g ).

Standby Pairs
Primary Name Primary IP Primary OS Type Standoy Name Standby IP Standby OS Type
starscream 922481002 Linux bumbletee 922481001 Linux
land of rising sun 800527001 Linux gradner of human happiness 61136001 HPUX

4 |Pagell Jof1| b Kl Show 20 | litems | Search: P [regexp| 5 2 Standby pairs
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Adding a standby definition from a CSV file

You can add standby definitions to DRA by creating a CSV file and importing it.
When you create a CSV file, it must exactly match the format shown in the CSV
sample figure.

To add a standby definition from a CSV file
1 Onthe Standby Definition page, click Import Standby Definitions From CSV

File (L:q-x_). The following window opens:

Import Standby definition from CSV file

CSV file format:

s Primary * : Primary host name
« Standby *: Standby host name

A B
Primary Standby
prodserverl drserverl
prodserver2 drserver2
prodserver3 drserver3
prodserverd drserverd
prodservers drservers

Downioad sampie f

oWk

@ If the standby pairs are not added, please verify that the fie format is according to the instructions above

Import from file...

I I
H
Close 3¢

L8

2 Review the file format. Your file must match this format exactly.

3 Create a CSV file using a text editor or by saving an Excel spreadsheet to CSV
format. Your file must include the following:

Heading The first line of the file must be the following:
Primary, Standby

Primary The primary host name

Standby The secondary host name

4  Save the file with the extension *.csv.
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5 In the Import Standby definition from CSV file window, click Import from

file ... ( Import from file... )

6 Browse to your file, select it, and click OK to import it.

Configuring standby policies

When a pair of primary and standby hosts/clusters is initially defined, it is
assigned a default standby policy. A standby policy specifies the type of
relationship between the primary host/cluster and the standby host/cluster.
This relationship determines how the members of the pair behave with respect

to one another, such as the type of validation and replication to be used between

pair members.

When the DRA system performs scanning, it looks for primary/standby

host/cluster pairs. After a pair is found, the system performs the checks that are

specified in the standby policy assigned to that pair.
Standby policies can be added and modified as required.

You can change the standby policy assigned to a primary/standby host/cluster
pair, as described in “Attaching a standby policy” on page 125.

To configure a standby policy

1  Select the Configuration tab.

2 In the tree hierarchy, click Standby Policies. The Standby Policies page
opens.

Dashboard Topology Tickets

B

8 eshos 2 Sesch 2l regip &
&7 Advanced Configuration

Displaying 12012 Show 100 tams.

AZR
The Standby Policies area lists only those standby policies that you create.
It does not include the default policy in this list.
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3 Toadd a new standby policy, click Add Standby Policy ( n}’ ). The following
window opens:

F hl
27 -- Webpage Dialog &J
Standby Policy

Standby Policy properties

Mame:

Description:

Standby Policy gap detection configuration

[C] Replication Visibility
Verify that all remotely replicated file systems, volume groups and database files of the primary
hosticluster are mapped to the standby host/cluster.

0 Compare Local File Systems
Verify that all local (unreplicated) file systems of primary hostsicluster exist in each standby
hosticluster.

[C] DNS search Order
Verify that the DNS best practices are met.

[0k v | cancel 3¢ |

h

4  Enter the following details and then click OK to save the policy definition:

Name The name of the standby policy.
Description A description of the standby policy. This field is optional.

Replication Visibility When this check box is selected, verification is performed to
ensure that all remotely replicated devices on the primary
host/cluster are mapped to the standby host/cluster.

Compare Local File ~ When this check box is selected, verification is performed to
System ensure that all local file systems of the primary host/cluster
exist on each standby host/cluster.

This means that tickets are opened if either of the following

conditions are not met:

m  The primary host/cluster has a file system that the
standby host/cluster does not have.

m  The standby side has the file system that the primary
side has, but its size is less than 90% of that on the
primary.
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DNS Search Order When this check box is selected, verification is performed to
ensure that DNS best practices are used, and that the DNS
server configuration of the primary and standby is reversed.

Note: In the default policy, all the checks are disabled.

To delete a standby policy
& In the Standby Policies list, select a policy and click Delete Standby Policy

AR,

Attaching a standby policy

By default, the default standby policy is initially assigned to a primary/standby
host/cluster pair. You can attach a different policy, as described below.

To attach a standby policy
1  Select the Configuration tab.

2 In the tree hierarchy, click Standby Definition. The Standby Definition page
opens.

3 Inthe Standby Pairs pane, select a primary/standby host/cluster pair. The
selected host/cluster is highlighted.

Standby Pairs
Standby Policy Primary Name Primary IP Primary Type Standby Name Standby 1P Standby Type.
©efauty HACH PowerHa hacz PowerHa
(efauy sc-proa ESX cluster sc-TesT ESX dluster

{ Page toft o o @ Searon Pl regere 3 2Siandoy pais| Show 20|~ fems

#
)

4  Click Attach Standby Policy ( a ) to open the following window:

Standby Policy

Standby Policy: - NO CHANGE - hd

o v [ coce ]
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5 In the Standby Policy drop-down list, select the standby policy to attach.
The drop-down lists all the currently defined standby policies. For example:

Standby Policy: - NO CHANGE - M |

- DEFAULT POLICY -
DNS
ALL

Note: Select NO CHANGE to leave the currently assigned standby policy.

6 Click OK.

Configuring high availability (HA) clusters

DRA can detect some cluster types automatically. Unsupported cluster
configuration can be manually defined as an HA cluster.

Symantec strongly recommends that you define the unsupported HA clusters in
your environment so that the system is more precise in its gap reporting.
Defining the unsupported clusters activates advanced gap signatures and
reporting.

You can edit and delete manually added cluster definitions, as required.

Note: It is recommended to configure the cluster after the first full system scan.
This is for two key reasons. Firstly, some of the clusters are automatically
detected by DRA. Secondly, DRA can automatically suggest the cluster
configuration once it has storage path information.
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To configure a cluster

1 Select the Configuration tab.

Note: Only an Admin user can perform this operation.

2 Inthe tree hierarchy, click HA Cluster Definition. The HA Cluster Definition

page opens.

Dashboard_ _ Topology Tickets Reports sLA Comparison. Configuration

Tools
Session Custer Nlame Cluster Nodes. Discovery
Configuration = wmcLusTeR system1 Automatically Discovered
[- Configuration system2

= & Basic scan Configuration a2 cmg

prem
J Contguraton Wizar mscs salrogt

Automatcally Discovered
J* Distributed Collection salprocz

Auomatcally Discovered

® 8 poicies L sunl ManualyConfgured
= & havanced scan Configuration
J” standby Detniton
WA Cluster Defintion
® Eusiness Enttes

Q, pata Collection
B Host comparison
© Risk Detection
[hReporting

=3 scheauiing
19 Full Scan Scheduling
12 Report Schecuiing
1 Email setings @

( Pagel toft b bl @ Searen LT regerp| X

FIEr)

3  Click Add HA Cluster ( @) to add a cluster. The following window opens:

&| --Webpage Dialog ﬂ
HA Cluster Definition

Cluster Name:

Cluster Nodes none|

Enter the following details and then click OK to save the cluster definition:

Cluster Name The name of the cluster

Cluster Nodes Opens a window in which you select the cluster nodes for this
cluster

5 To edit an existing cluster definition, click Edit HA Cluster ( @).

Displeying 1- 4074 | Show 100 |+ [gems.
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6  After the first full system scan, the storage paths are available. As a result,
DRA can suggest the HA clusters according to the storage paths between

hosts. Click Suggest HA Clusters ( ) to open the following window:

& -- Webpage Dialeg ﬂ
HS Cluster Suggestion

Double click a cluster suggestion to edit and accept:

Search: P |[7] RegExp| [3
Cluster Name Cluster Nodes
Cluster_1 e gab

» wastb

7 Inthe HA Cluster Suggestion window, double-click a cluster to open the
following window, in which you can provide the name of the cluster and
change the cluster nodes (if needed).

£| --Webpage Dialog ﬁ
HA Cluster Definition
Cluster Mame
Cluster Nodes: B wastv, aap

K | cone

8 Click OK to accept the suggested cluster.

To delete a cluster definition

€ You can delete an existing cluster definition by selecting it and clicking

Delete HA Cluster ( g ).
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Scheduling

DRA lets you schedule several types of scanning and data analysis tasks to
implement scan windows using scan tasks as well as email report deliveries.

129

Note: Only Administrators can access these options.

Scan Scheduling

Dashboard Topology. Tickets Reports. SLA Comparison_ Configuration

S schwdiing

Session * Scan Scheduling Configurations 9

Configuration — ||| TaskType Taskldentifier  Schedule Scan Scope Execute Data Analysis? Last Executi... Status

= Configuration
o J @
= & Basic Scan Configuration

& Configuration Wizard
&7 Distributed Collection

m

Full Cycle: One Time Full Cycle One time at 2012-6-22 12:15 . Custom scope: Management Consoles [2] Host Gro... Yes

WM m

Scan Task Weekly_00:15 Weekly at 12:15 Al Days: Su... Custom scope: Management Consoles (1], Host Gro... No
B Poicies

Configuration
‘Weekly Scan Plan

# & Standby Defintion
Sunday Monday Tuesday Wednesday Thursday Friday Saturday

7 HA Clster Defion
12am
* 21 Business Entiies 1215 A Local el
Weekly 00:15 Weekly_00:15 Weekly 00:15 Vieekly 0015
1 SLA Defintion Scan Task Soan Task Scan Task Scan Task

= J” Expansion Packages

Weekly 00:15 Weekly_00:15 Weekly_00:15
Scan Task Scan Task Scan Task

, Data Golection
B Host Comparison
© Risk Detection
(b Reporting

=12 Scheduing 3am
11 Scan Scheduing
181 Report Scheduling
19 Email Settings

= B systemog
Q scan Status Sam

e | QR0 0Q B @

The Scan Scheduling page has several areas:

m  Scan Scheduling Configurations area: Displays a separate row for each
scheduled task. The following information is shown for each task row:

Task Type Specifies the type of task, which can be a scan task, data
analysis task, or full cycle task.

Task Identifier Specifies the name of the scheduled task.

Each type of task must have a unique name. You can assign
the same name to different types of tasks. For example, a
scan task and a data analysis task can have the same name.

Schedule Indicates when the task is to run, which can be Monthly,
Weekly, or One Time.
Scan Scope Specifies the scope to be scanned, including which

management consoles, storage proxy servers, hosts, and
databases to scan.

B ¥ pdvanced Scan { Page  1)of1 2 search: P[0 RegExp| 3 Displaying 1-3of3 Show 100 ¥ items
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Execute Data Analysis Indicates whether or not data analysis is to be performed.
For a data analysis task, this value is always Yes, and for a
scan task it is always No. Typically, this value is Yes for a full
cycle task.

Last Execution A link that when clicked, displays the status of the last
execution of the task. If the task was not yet executed, the
following message is displayed:

Task status was not found. Perhaps the task was never executed?

If the task is currently executing, then a window opens
showing the task’s status.

@ aaaaa (Management console scanning)

ay Createasy:
& surea

Steps:

« & Storage and host discovery: Completed successiully

Scan Requests:

« & symCLI Discovery
St Comito suecstly
ot Cotecr Loomseon s

Sores

Sco ortion e

Probe Loadingstaus Scan status Scan Duration

us emeproy Response losded Q Fished successtuly 0seconds

« @ veenter scan

i Data Colector:
Started

This window shows who created the task and when it began
running. It also shows a separate bullet for each component
to be scanned, and its scan status.

Status Displays an icon that indicates the status of the task, as
follows:

] : Task executed successfully.

0 . . .
] O: Task is currently executing. The icon rotates
clockwise while the task is running.
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m  Weekly Scan Plan area: Displays a weekly calendar that shows an
at-a-glance view of the tasks with a weekly schedule. Scheduled tasks for all
task types (scan task, data analysis task, and full cycle task) are shown.

Weekly Scan Plan
Sunday Monday Tuesday Wednesday Thursday Friday Saturday
12am
12:15 Al [Local Time] 12:15 Al Local Tme] 12:15 Al fLocalTime] 12:15 AM [LocalTime] 1215 AM [Local Time] 1215 AM [Local Time] 12:15 AM [Local Tme]
Weekly_00:15 Weekly_00:15 Weekly_00:15 Weekly_00:15 Weekly_00:15 Weekly_00:15 Weekly_00:15
Scan Task Scan Task Scan Task Scan Task Scan Task Scan Task

The length of the blue rectangle for a task designates the duration of that
task. For example, in the window above, the task is scheduled to begin at
12:15 AM every day. This task has a duration of three hours. Therefore, the
blue rectangle goes from 12:15 AM to 3:15 AM every day on the calendar.

You can perform the following operations from the Scan Scheduling page:

Vs Creates a scheduled scan task that includes data
csc.\ag collection. The maximum duration of the scan is
Add Scan Task Scheduling . =" e .
specified, which once reached, stops the scan.

Creates a scheduled task that includes mapping and
modeling dependencies between scanned IT
elements. This data analysis task discovers
high-availability and data-protection configurations
and detects risk signatures.

c"\ﬁ
Add Data Analysis Task. oS

Creates a full cycle scheduled task.

{

Add Full Cycle Task r@

@ Edits the selected task’s scheduling or scan scope
Edit Task Scheduling configuration.

Suspend/Revive Task Scheduling  Suspends/revives a scheduled task. Suspend a task
e to deactivate it so that the system ignores its
configuration. Revive the task to reactivate it.

A suspended task appears grayed out in the Scan
Scheduling Configurations area.

/V} Deletes a scheduled task.
Delete Task Scheduling
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@ Refreshes the data on the page.
Refresh Data

Execute Selected Task Executes the selected task immediately.

Configuration .

Scheduling a scan task

A scan task only includes data collection. This type of task is performed for the

initial scan in an organization or when a new component is added in the system.
No data analysis is performed as part of this task. For more details about adding
a data analysis task or a full cycle task, see “Scheduling a data analysis task” on
page 137 and “Scheduling full cycle scans” on page 139, respectively.

To add a scan task

1
2

Select the Configuration tab.

In the tree hierarchy, click Scan Scheduling. The Scan Scheduling page
opens.

)
Click Add Scan Task Scheduling (==
window opens:

r 5
S| - Webpage Dialog [
*% Scan Task Schedule

) to add a scan task. The following

Scan Task Scheduling Configuration

Scan Task Identifier Default: DRA Master Server Time Zone -

Max Task Duration: 3 hours
Defines the hard limit for the scan task_ If the task reaches this time limit it is automatically terminated

@ Weekly schedule

12 »- 15 ~ - AM -
Sunday Monday Tuesday Wednesday Thursday Friday Saturday

One time

Monthly schedule

H & Net 3 ] IFlmsh ¥4 ”Cancel %
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Enter the following task details:

Scan Task Identifier

Time Zone

Max Task Duration

A free-text name for the task.

Select the time zone with which the task is associated. For
execution, the task starts at the designated time, based on the
location you specify here. For example, if you select
America/New York in the drop-down list and you specify that
the task should start at 10:00 AM, then the task will run when
it is 10:00 AM in New York.

The limit for the scan task. If the task reaches this limit, it is
automatically terminated.

Select one of the following radio buttons to specify when the task should

run:

Weekly schedule

One time

Monthly schedule

Schedules the task to run on a weekly schedule. Specify the
hour and minutes when the task is to run. Specify the days of
the week by selecting the corresponding check box(es).

@  Weekly schedule

12 . 15 . AM ~
Sunday Monday Tuesday Wednesday Thursday Friday Saturday

Schedules the task to run only once. Specify the date and time
when the task is to run.

o One time

2012622 5] 12 «. 15 v. AM ~*

Schedules the task to run on a specific day during the month.
Specify the day and time when the task is to run.

@ Monthly schedule
1st - 12 . 1% ~ . AM -
You can specify Last in the day drop-down list to designate the

last day of the current month, since the last day of the month
can vary.
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6  Click Next. The following window is displayed:
(8] —Webpage Dialog ——e =)

- - P =

Scan Task Scope Configuration

Please select the scope for this scan task

Scan default scope

The default scope includes all active management consoles, storage proxies and host/database
scanning groups.

Scan specific groups

This option lets you choose the management consoles, storage proxies and host/database scanning
groups that will be included in this scan task scope.

Scan specific business entities

This option lets you choose business entities that will be included in this scan task scope. Note that

for a storage array to be scanned, its storage proxy needs to be included in the scope, However,
only the arrays used by servers assigned to the business enttties selected will be scanned.

[& Back |[nat  » | [Finish w | [cancal 3

%

7  Select one of the following radio buttons to specify the scope for the scan
task:

Scan default scope Select to scan all active management consoles, storage
proxies, and host/database scanning groups. This is the
default setting.
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Select to specify specific management consoles, storage
proxies, and host/database scanning groups for scanning,
and then click Next to open the following window (for

example):

[] Scan all management consoles and storage proxy senvers

Scan al enabled management consoles and storage proxy servers, or select specific consoles or proxy servers fo scan.

Hote that disabled and proxy wil

SymCLI: us emc proxy
vCenter: MYVC B

[] Scan all hosts in scope [] can all databases in scope
Scan all hosts that are members of enabled scanning groups, or Scan all databases that are members of enabled scanning groups,
select speciic scanning groups to scan. Note that disabled or select specific scanning groups o scan. Note that disabled
scanning groups willnot be scanned. Scanning groups wilnot be scanned

Default Defaut

Unix Group B

«

l« Back ” Net ¥ ] ’lesh v Hcancsl 2]

Select the Scan all management consoles and storage

proxies check box to scan

all enabled management

consoles and storage proxy servers.

Or, specify the specific management consoles and
storage proxy servers to be scanned. Leave those that
you do not want to scan in the left pane and use the

E] arrow to move those to be scanned to the right

pane.

Select the Scan all hosts in scope check box to scan all
hosts that are members of enabled scanning groups.
Or, specify the specific hosts to be scanned. Leave
those that you do not want to scan in the left pane and

use the @ arrow to move those to be scanned to the

right pane.
Select the Scan all databa

ses in scope check box to

scan all databases that are members of enabled

scanning groups.

Or, specify the specific databases to be scanned. Leave
those that you do not want to scan in the left pane and

use the @ arrow to move those to be scanned to the

right pane.
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Scan specific business
entities

Select to specify the business entities for scanning and
then click Next to open the following window (for example):

*% Scan Task Scope

Sean all management consoles and storage proxy servers.
Scan all enabled management consoles and storage proxy Servers, or Select Speciic Consoles or proxy Servers to scan
Hotes:

Disabled management consoles and proxy servers wilnot be scanned

Only storage arrays used by hosts related to the selected business entiies wil be scanned

I |
Selectthe business entities that you want to scan

Make sure that all hosts, storage arrays and databases assigned to the selected business enifies are assigned to active scanning groups

& (root)
[] =& customers
[ B erp
[] *<cru
[ "= soa
[] ™S Energy

[« Back ” Net 39 ] [Fwsn v Hcancel x]

m  Select the Scan all management consoles and storage
proxy servers check box to scan all enabled
management consoles and storage proxy servers.

Or, specify the specific management consoles and
storage proxy servers to be scanned. Leave those that
you do not want to scan in the left pane and use the

E] arrow to move those to be scanned to the right
pane.

m  Inthe Scan the business entities you want to scan
area, select the business entity(ies) to be scanned by
selecting the respective check box(es).

= (root)

[C] ®= Customers
[ Berp

[[] ®=cRM

[ ™= s0A

[C] ™= Energy

Use the box for filtering to
easily find a business entity of interest.
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8 Click Next. The following window is displayed, which summarizes the
configuration for the scan task (for example):

*% Scan Task Scheduling

Scan Task Scheduling Configuration

Selected Scheduling:

[Canada/Eastern] Weekly at 12:15 AM, Days: Sun Mon Tue Wed Thu Fri Sat

Selected Scanning Scope:

Custom scope: Management Consoles [All], Host Groups [0], Database Groups [0]

» [ v |[cna u]

9  Click Finish to complete the scan task definition.

Scheduling a data analysis task

A data analysis task is a task that includes mapping and modeling dependencies
between scanned IT elements. It discovers high-availability and data-protection
configurations, as well as detects risk signatures. It does not include data
collection.

For more details about adding a scan task or a full cycle task, see “Scheduling a
scan task” on page 132 and “Scheduling full cycle scans” on page 139,
respectively.

To add a data analysis task

1  Select the Configuration tab.

2 In the tree hierarchy, click Scan Scheduling. The Scan Scheduling page
opens.
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v
3 Click Add Data Analysis Task (@) to add a data analysis task. The

following window is displayed:

-
2] --Webpage Dialog —— e Sl - - S — p— ﬂ
Data Analysis Scheduling
Data A Sc C
Task Identifier [ Default: DRA Master Server Time Zone -

@  Weekly schedule

12 v 15 ~. AM ~
I Sunday Monday Tuesday Wednesday Thursday Friday Saturday I

One time

Monthly schedule

v J[coren 2

L

Enter the following task details:

Task Identifier A free-text name for the task.

Time Zone Select the time zone with which the task is associated. For
execution, the task starts at the designated time, based on the
location you specify here. For example, if you select
America/New York in this drop-down list, and you specify that
the task should start at 10:00 AM, then the task will run when
it is 10:00 AM in New York.

Select the scheduling configuration type by selecting one of the following
radio buttons:

m  Weekly schedule
m Onetime

m  Monthly schedule

Click OK to save the data analysis task definition.
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Scheduling full cycle scans

The full cycle scheduling configuration specifies when the product executes a
full system scan and how often. A full system scan includes a comprehensive
scan of your entire environment using all the enabled configured proxies. It also
applies enhancement rules and identifies gaps. This process is repeated for each
full system scan.

Note: You can define multiple full cycle scheduling configurations; however, you
can only run one full system scan at a time.
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To configure a full cycle scheduled task

1 Inthe Configuration tab, in the tree hierarchy, click Scan Scheduling.

(v

2 Click Add Full Cycle Scheduling ( MQ) to open the following wizard:

r M
2] - Webpage Dialog SE— A —— S—— - - lﬁ
*% Full Cycle Schedule

Full Cycle Scheduling Configuration
Full Cycle Identifier: Default: DRA Master Server Time Zone -

@  Weekly schedule

12 . 15 v AM -
I Sunday Monday Tuesday Wednesday Thursday Friday Saturday I

One time

Monthly schedule

€ o [ ®] o v [Gom &)

3 In the Full Cycle Identifier field, enter an identifier for the scheduling
configuration.

4  Select the time zone with which the task is associated. For execution, the
task starts at the designated time, based on the location you specify here.
For example, if you select America/New York in this drop-down list, and you
specify that the task should start at 10:00 AM, then the task will run when it
is 10:00 AM in New York.

5 Select the scheduling configuration type by selecting one of the following
radio buttons:
m  Weekly schedule
m  Onetime
= Monthly schedule
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6  Click Next. The following window opens:

*& Full Cycle Scope

Full Cycle Scope Configuration

Please select the scope for this full cycle task

@ Scan default full cycle scope

The default scope includes all active management consoles, storage proxies and host/database
scanning groups.

©) Scan specific groups I

This option lets you choose the management consoles, storage proxies and host/database scanning
groups that will be included in this full cycle task scope.
) Scan specific business entities
This option lets you choose business entities that will be included in this full cycle task scope. Note that
for a storage array to be scanned, its storage proxy needs to be included in the scope, However, only
the arrays used by servers assigned to the business entities selected will be scanned.
(©) Don't scan anything

Selecting this option will skip the scan procedure and immediately proceed to the Data Analysis stage.

(€ o [ ) oo v (oo ]

7  Select the scanning scope for this full cycle scheduling configuration by
selecting one of the following radio buttons:

Scan default full cycle scope

The default scope includes all enabled management consoles and
storage proxies, and all hosts and databases that are assigned to
enabled scanning groups.

Scan specific groups

This option enables you to select specific scanning groups for scanning.
In addition, you can select whether to scan the storage and the
management consoles.

Scan specific business entities

This option enables you to scan only servers and databases assigned to
specific business entities. Note that when you select this option, the
storage arrays storing these hosts and databases are also scanned.
Don’t scan anything

This option skips the scanning stage and proceeds directly to data
analysis. This option provides seamless backwards compatibility.
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10

11

Click Next. The following window is displayed, in which you specify the
scope for the full cycle task (for example).

& Full Cycle Scope

[E] Scan all management consoles and storage proxy servers

Scan al enabled management consoles and storage proxy servers, or select specific consoles or proxy servers to scan.
Note that disabled management consoles and proxy servers will not be scanned.

SymCLI: us emc proxy

vCenter: MYVC @

[ scan all hosts in scope [T scan all databases in scope
Scan al hosts that are members of enabled scanning groups, or Scan all databases that are members of enabled scanning groups,
select specific scanning groups to scan. Note that disabled or select specific scanning groups to scan. Note that disabled
‘scanning groups will not be scanned. 'scanning groups will not be scanned.

Default Default

Unix Group E]

E=x)

In the Scan all management consoles and storage proxy servers area, select
the check box to scan all enabled management consoles and storage proxy
servers.

L

Or, specify the specific management consoles and storage proxy servers to
be scanned. Leave those that you do not want to scan in the left pane and

use the @ arrow to move those to be scanned to the right pane.

In the Scan all hosts in scope area, select the check box to scan all hosts that
are members of enabled scanning groups.

Or, specify the specific hosts to be scanned. Leave those that you do not

want to scan in the left pane and use the @ arrow to move those to be
scanned to the right pane.

In the Scan all databases in scope area, select the check box to scan all
databases that are members of enabled scanning groups.
Or, specify the specific databases to be scanned. Leave those that you do not

want to scan in the left pane and use the E] arrow to move those to be
scanned to the right pane.
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12 Click Next. The following window is displayed, which summarizes the full
cycle scheduled task configuration (for example).

*% Full Cycle Scheduling

Full Cycle Scheduling Configuration

Selected Scheduling:

Monthly, atthe 1st, 12:15 AM

I Selected Scanning Scope: I

Custom scope: Management Consoles [0], Host Groups [0], Database Groups [0]

Execute data analysis
The Data Analysis is the last phase of the full cycle. After the selected hosts, storage arrays and databases are scanned, the
Data Analysis phase analyzes the data returned from the scan; it calculates logical relations between the scanned entities and
detects configuration drifts in your environment.

Note: The Data Analysis process is essential for the data accuracy in the topology, reports and tickets modules.

‘

13 To execute data analysis at the end of scanning, select the Execute data
analysis check box.

14 Click Finish to save the full cycle scheduling configuration.
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Report scheduling

DRA lets you schedule when reports are automatically generated and sent to one
or more email destinations that you configure. You may also choose to save the
generated reports in the file system and access them later.

To configure the schedule by which reports are emailed

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, click Report Scheduling. The Report Scheduling
window opens.

Dashboard_, _ Topology, Tickets Reports sa Comy

Qata Gotect
& Host companison
® RikDetecton
_ oreporing

=19 scnsauing
3 scan Scheduiing
2 Repont scheduiing
@ mai setings @

Page 11 2 searn Plirease 2 Hoduatodepiy Show| 100 |

BEE R S= [emeRe—"—

| B

This window shows a row for each report that you schedule to be emailed. It
provides the following options:

Add E?}; Lets you create a new schedule for emailing a report,

as described in “Adding a new email report schedule”
on page 145.

Edit B Lets you edit the selected email report schedule. The

— Report Task Properties window is displayed, as

described in “Email settings” on page 147.

Delete D Deletes the selected report schedule definition.

Execute Now Generates and sends the selected report immediately

even if its scheduled time has not yet arrived and
even if the selected report's schedule is not enabled.
You may use this option to test your email report
schedule definition or when an emergency report
must be sent out immediately to the defined email
recipients.
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Enable All Scheduled Reports <= Enables all scheduled reports.
<l

isables all schedul . Wh ing thi
Disable All Scheduled Reports = Dls.ab es all scheduled r.eports When using this
< option, DRA stops sending reports.

Default Distribution List Defines the default distribution list to be used when
Default distribution list: creating new scheduled reports. The separator
manager@company.com @

between multiple emails is a semicolon (;).

Adding a new email report schedule

You can create new email report schedules at anytime. A schedule defines which
report is sent, where the email is sent, and how often it is sent - daily, weekly or
monthly. After you define and enable an email report schedule, the report is
automatically generated and sent at the scheduled time. To stop transmissions
you can uncheck the Enabled check box or delete the email report schedule.

To define a new email report schedule

1 Inthe Report Scheduling window, click Add ( |:'?}') to display the Report
Task Properties window:
'(e_ -~ Webpage Dialog ===

I Report Details I

|| Mame: Ticket Details - l
Use Filter: Recently opened ~ Openedinthe last day -
Status: Open | Reopen  Severiv: All Category: General
Show Summary [| Show Categories And Severity Distribution
[T] Show Closure Date
[} Show First Detection Date
[ show Suppression Date

Show Details Show Impact Show Resolution
Show Notes [T show Topology
[7] Show Rating [ Show Unique ID

Show Ticket Summary

Report output: Send by Email ~ Reportformat PDF =~
Email Details
Recipients: myname@mycompany.com
Subject Tickets opened in the last day
Body:
-1

Scheduling Details

Daily ~ Sendreporteverydayat 0 +: 0 -
Enable [] send ifempty

[
% v J[coen ]
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In the Report field, select the report to send. Most of the DRA reports
described in Chapter 9, “DRA reporting” on page 317 are provided for your
selection.

After you select a report, criteria are displayed for you to define the data to
be included in the report, such as host names or date ranges. You should fill
in these fields, as described for each report in Chapter 9, “DRA reporting”
on page 317.

A system property controls the email gateway.

For more information, see “Configuring system properties” on page 235.

In the Report output field, select whether to send the generated report by
email, or save it in the file system. If you choose to save the report to the file
system, you need to provide the directory path where the report should be
saved.

s B
Report Task Properties

Report Details I

i

I Name: Ticket Details - I
Use Filter: Recerthy opened ~ Openedinthe last day -
Status: Open | Reopen  Severity: All Category: General
Show Summary "] Show Categories And Severity Distribution
[Z] show Closure Date
[T] show First Detection Date
[T show Suppression Date

Show Details Show Impact Show Resalution
Show Motes [] show Topalogy
7] show Rating ] Show Unique ID

Show Ticket Summary

Repaort output: Savetofile system ~  Reportformat POF =
Qutput Folder
Save to folder: C\MyReports

Scheduling Details

Daily > Sendreporteverydayat 0 « 0 -
Enable [ send if empty

OK




Email settings

Configuring DRA | 147
Scheduling

5 Inthe Mail Recipients field, enter one or more email addresses, separated by
a semi-colon (;). The reports will be sent to these destinations.

6 Inthe Mail Subject field, enter the subject to appear in each email to be sent.
7 Inthe Mail Body field, enter the body of the email to be sent.

8 In the Mail Format field, select the format of the report attachment. You can
specify that the email is sent as an RTF, PDF, or HTML email attachment.

9 In the fields at the bottom of this window, select when the report is sent:

Daily Specify the time each day that the report is sent.

Weekly Specify the day and time that the report is sent.

Monthly Specify the day of the month and time the report will be sent.

End of Cycle Specify that the report is sent at the end of the scanning cycle.

Send if empty Specify that the email is sent even if it is empty and without
contents.

To enable email report deliveries, you must configure the email settings. DRA
provides various email settings, including security settings, zip options, and
distribution lists.

To configure email settings
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click Email Settings. The Email Settings page opens.

CECCELCL]

Cr}
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3
4

2

To edit the fields, click Edit ( =] ).

To verify the mail server and authentication configuration, enter your email

=
address and click Send Test Email (\E} ).

Configuring policies

A policy is a virtual item that defines how to communicate with a proxy, host, or
database, such as proxy, sudo, and so on.

When you configure policies, you can also configure the following:

Credentials
See “Configuring credentials” on page 151.

Proxy
See “Configuring a proxy” on page 156.

Sudo
See “Configuring sudo” on page 157.

DRA includes a default policy for each of these types.

Adding a policy

If you do not want to use the default policy, you can create a new policy for a
particular host probe by doing one of the following:

Performing Step 1 of the Configuration Wizard.
See “Management console definition - configuring EMC ECC, Hitachi Data
Systems (HDS) HiCommand, IBM HMC, and VMware vCenter” on page 72.

Selecting the Policies option in the tree in the Configuration window. The
procedure for adding a policy is described below.
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To add a policy

1 To access the Configuration page, click the Configuration tab. You can also
access this page from the Configuration Wizard.

2 Inthe tree hierarchy, click Policies and Add Policy (). The following
window opens:

#]| -- Webpage Dialog ﬁ

MName:

Connection Protocol

[7] use Protocal Automatic Protocol
[7] Use sude

7] Use Proxy

Credentials

Search: | Description =~

Description ~

ECC default credential
Storage - root

Unix - privileged

v

o v [ &

3 Inthe Name field, enter a policy name.

4  Select the connection protocol type with which to connect to the host. When

you select the connection protocol type, the button appears next to the
field, letting you add a specific protocol as required.

Connection Protocol

Use Protocol | [t hd |

Use Sudo | Default sudo |£||

Use Proy |proxy1 "|
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5 (Optional) If the protocol you need is not in the list or your connection

requires the use of a proxy machine or a sudo mechanism, click the
button corresponding to the protocol, sudo, or proxy to add it. Depending on
your selection, one of the following windows opens:

protocol

Protocol Properties

Name * My Custom SSH
! Type™* S5H -
il o 1134 I

AT

| sudo
Sudo Properties
Name * Sesudo
Path * Jusr/bin/sesudo
Credential ECC default credential -
PTY System Default -

% v | &
 ———

Proxy Properties

MName *

1P+

Protocol *

Credential *

v |k
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6  Enter the details and click OK. The window closes, and the new protocol,
sudo, or proxy is added to the drop-down list.

7 To select the credential to attach to the selected policy, highlight it in the

Available Credentials list and click the right arrow. The credential
appears in the Credentials in Policy list.
If the credential you need does not appear in the list, click Add Credential

&
(\‘—"/) to define a new one.
For information, see “Configuring credentials” on page 151.

Note: To delete a credential from the policy, select the credential in the

Credentials in Policy list and click the left arrow. The credential then
appears in the Available Credentials list.

8 In the Policy window, click OK. The window closes.

Editing a policy
This section describes how you can edit a policy using the Policies branch in the
tree in the Configuration window.
To edit a policy
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click Policies. The Policies window is displayed.

3 Select a policy and click Edit Policy (\5_}/).

Configuring credentials

The Credentials page lists all the credentials defined in the system for all
management consoles, proxies, hosts, and databases. You can use this page to
add, change, or delete credentials.

You can add credentials in the following ways:
m  Using the Credentials page

m  Importing credential information from a comma-separated values (CSV) file
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To add a new credential using the Credentials page
1 To access the Configuration page, click the Configuration tab.

2 Inthe tree hierarchy, under Policies, click Credentials. The Credentials page
opens.

Dashboard | Topology Tickets Reports st Comparison | Configuration
Tools
Session = || pescripton Usemame Tive
Confguraion = omce o UsemamePassword
{5 Configuration Sybase sys Usemame/Password
& Basic scan Configuration ussaLSener srs UsemamerPasswors
& Configuration Wizard. DE2 sy UsemamelPassword
& Distributed Collection HDS sys UsemamelPassword
© § Potciss Netégp s UsemamerPassword
8 cmtts £CC cetaut redental stsisw UsemamerPassword
Windows admin UsemamerPassword
8 proy Unix sys UsemamelPassword
8 suso Symm sis Usemame/Password
© & Advanced scan Configuration | CLARION s UsemamelPassword
7 Standoy Defiition
 HaCluster Definiton
® (%) Business Entties
EIsLaDenntion
= & Expansion Packages.
R, pata Collection
B Host comparison
@ Risk Detection
hReporing
=13 scheauiing

12 Full Scan Scheduling
9 ReportScheduiing
1 Email Setings @
o
B systemiog A regexp X Displaying 1-11 of 11 | Show 100 |v |gems
B scan Trousleshooting

© 4 Atvanced Configuration

3 Click Add Credential (). The following window opens:

& -- Webpage Dialog Q

Credential

Credential Properties:

Credential Type: Usemame/Password -
Description

Username

Password

Retype password

ok v | cancel % |
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4  Select one of the following credential types:

Username/Password Typically used for entities such as hosts and
databases

Windows Authentication A specific add-on for MS SQL server scanning

CLARIiiON Used to define CLARiiON credentials

SSH Public Key Authentication Used when SSH public key authentication is needed

Cyber-Ark Used when using Cyber-Ark to manage credentials
Rotating Password Used to define a mechanism by which the password is
automatically changed.

5 Inthe Description field, enter a description for the credential.

6 In their respective fields, enter the credential’s user name and password.

7 IfaCLARIiiON credential was selected, select a scope for the credential based
on the following:
Select Global for scope 0  Authorization is checked against the CLARiiON domain.

Select Global for scope 1 ~ Authorization is checked against the scanned CLARiiON
array.

Select LDAP for scope 2 A user account exists in the LDAP directory and applies
to any storage system that is configured to authenticate
against the LDAP server (for example, Active Directory).

8 To save your settings and exit the window, click OK. The credential is added
to the DRA master list of credentials.

To add a new credential by importing a CSV file
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, under Policies, click Credentials.

'
3 Click Import Credentials from CSV file (ﬂ).
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4

On the Import Credentials from CSV file screen, review the file format. Your
file must match this format exactly.

3 ==

CSV file format:

« Type *:Mustbe one of the following:
s Username/Password - for all platforms except the following:
« WindowsAuthentication - for M3 SQL server with Windows Authentication
« CLARIION - for CLARIION arrays (the NavySecCLI server needs normal "Username/Password” credentials)
Note: S3H public key authentication credentials cannot be imported from CSV

« Description * : Description for the credentials. This description will be used as Credential name and Policy name.
+ Username *:The usermname.
» Password: The password
« Scope (for CLARiION credentials only): Must be one of the following

« Global

e Local

s LDAP

A B £ D E

1 Type Description Username Password Scope
2 |Username/Password Linux@Chicago root rootpassword
3 |Username/Password Linux@MNewYork root rootpasswordNY
4 |Username/Password Windows@Chicago administrator adminpassword
5 WindowsAuthentication MS-SQL Server@Production sgladmin mypassword
6 |CLARIION CLARIION@Global strgadmin mypassword Global

Download sample

'3 If the credentials are not added, please verify that the file format is according to the instruction above

Import from file...

Close

Create a CSV using a text editor or by saving an Excel spreadsheet to CSV
format. Your file must include the following:

Heading The first line of your file must be the following:
Type,Description, Username, Password, Scope

Even if your credential does not include all these attributes, you
must include them in the heading row.

Type The credentials type must be one of the following, capitalized and
spaced exactly as shown.
m  Username/Password
m  WindowsAuthentication
m  CLARIiiON

Description The description field can contain any text you want. If you omit the
description, include two commas between the Type and Username
fields.

Username The username of the credential.
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Password The password of the credential.

If Password is the last field in your credential, you must add a
comma after it.

See the sample CSV file in step 4 on page 154.
Scope The Scope field only applies if you are creating CLARiiON

credentials. This field must be one of the following, capitalized
exactly as shown:

m  Global
m  Local
[ LDAP

Save your file with the extension .csv.
On the Import Credentials from CSV file screen, click Import from file.

Browse to your file, select it, and click OK to import it.

To delete a credential

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Policies, click Credentials. The Credentials page
is displayed.

Select a credential in the list and click Delete Credential (\&/). The
credential is deleted from the list.

To edit credential properties

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Policies, click Credentials. The Credentials page
is displayed.

Select a credential in the list and click Edit Credential (\—j/). The
Credential Properties window is displayed.

Modify the credential's properties as needed.

To save your changes and exit the window, click OK.
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Configuring a proxy
The Proxy page lists all the proxies defined in the system. You can use this page
to add, change, or delete proxies.

To add a new proxy

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Policies, click Proxy. The Proxy page is
displayed.

Click Add Storage Proxy (). The following window opens:

Proxy Properties
Mame *

P

Protocol *

Credential * A

%

Enter the proxy name, IP address, protocol, and credential.

Note: This protocol is used by the proxy machine to connect to the desired
host, and not the one that is used to connect to itself.

To save your settings and exit the window, click OK. The proxy is added to
the Proxy list.

To delete a proxy

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Policies, click Proxy. The Proxy page is
displayed, as shown above.

Select a proxy in the list and click Delete Proxy (). The proxy is deleted
from the list.
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To edit proxy properties

1
2

Configuring sudo
The Sudo page lists all sudos defined in the system. You can use this page to add,

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Policies, click Proxy. The Proxy page is
displayed, as shown above.

Select a proxy in the list and click Edit Storage Proxy Definitions ().
The Proxy Properties window opens.

Modify the proxy's properties as needed.

To save your changes and exit the window, click OK.

change, or delete sudos. DRA provides a default sudo.

To add a new sudo

1
2

3

4
5

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Policies, click Sudo. The Sudo page is displayed.

Click Add Sudo (). The following window opens:
(soto |

Sudo Properties

Name * Sesudo

Path * fusr/bin/sesudo

Credential ECC default credential -
PTY System Default e

o e &

Enter the sudo name, path, credential, and PTY.

To save your settings and exit the window, click OK. The sudo is added to the

Sudo list.
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To delete a sudo

1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, under Policies, click Sudo. The Sudo page is displayed.

3 Select a sudo in the list and click Delete Sudo (\_/W: ). The sudo is deleted
from the list.

To edit sudo properties

1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, under Policies, click Sudo. The Sudo page is displayed.

3  Select a sudo in the list and click Edit Sudo (\E/ ). The Sudo Properties
window is displayed.

4  Modify the properties of the sudo as needed.

5 To save your changes and exit the window, click OK.

Configuring business entities

DRA lets you organize items into logical groups called business entities. Such
groups are useful because they let you classify various items in your
environment for a particular purpose. For example, you could group all the
billing applications in your environment into a business entity called Billing.
This group can contain many hosts and databases.

You can also create hierarchical relationships between business entities, where
one business entity may contain one or more child business entities.

You can add, change, or delete business entities.

Note: An item can belong to only one site. However, an item may belong to
multiple business entity groups.

Configuring a business entity is similar to configuring a site, the one exception
being that you can assign multiple business entities to a single host. A business
entity may include hosts, databases, and/or file systems. During configuration,
you define the criteria for mapping items to the business entity. The Business
Entity Configuration wizard guides you through the configuration process.
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You can perform the following operations from the Business Entity
Management page:

Add Business Entity fﬁ}, Adds a new business entity
Edit Business Entity [ﬁ Modifies the properties of a business entity and

changes the hosts/databases association
Delete Business Entity | i Deletes a business entity

. . . . 2= Adds a new business entity using the Business
Add Business Entity Using Wizard ’[ﬁ Entity Wizard described below

7= Modifies the properties of a business entity and
Edit Busi Entity Using Wizard #5 L. A
ftbusiness Entity Lsing Wizar m changes the hosts/databases association using

the Business Entity Wizard described below

Import Business Entity from External Imports business information from an external

3 data source
Database %
=l
Imports business entities from a *.CSV file
Import Business Entities {ff;]

Note: Configuring a business entity external data source involves view/table
creation in the organization’s business management systems. To learn more
about external data source configuration, follow the instructions provided in the
popup link.

There are two ways to define business entities. The first one provides a simple
configuration that enables you to define the business entity and its contained
hosts and databases. The second method uses the advanced Business Entity
Wizard, which enables you to define advanced properties, assign hosts,
databases, VGs, file systems, NetApp filers, volumes, and Q-trees to the business
service, and to select the role and SLA policy for each contained resource.
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To configure a business entity
1

2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, click Business Entities. The Business Entity
Management window opens.

Note: Only Administrators can access this page.

Dashboard. . . Topology... .. Tickets._ . Repors. .. SLA__. . Comparison. Configuration
Session M_ -—-—
Contguration ® ame: e
5 Contguraton
T A S Descripton: 4P, HR, SCH
o connguraton wizara B v ® gusiness senice
& bistinuted Collecion <o Top Level
© B polcs e Resources & rrchy | nfuencodEns | R &UADsnton
= #* Advanced Scan Configuration Bown 363 reot)
& standoy Dennion Bow 3?;:.
WA Cluster Definiion 2
* Jousiness Enties 2 procton ot
[ ey
= Expansion Packages £ producton ost: nevaeh
R, pata Collection

2 production Host: sia2

2 Producton Host:siaré
0 Host comparison

2 production st sz
© Riskpetecton ) ProductionHost rsian
hReportng 4 productionHostyer

=12 scheauing

a0¢ roduction Host: udbhost
T Full Scan Scheduling

12 Report Scheduling
15 man setngs @
B systemLog
B scan Trowstoatng
# 4 Advanced Configuration

The right pane lists each business entity defined in DRA, including its
name, description, type, and the number of connected items.

To define a new simple business entity, click Add Business Entity ().
The Add Business Entity window opens.

&) - Webpage Dialog ==
‘Add Business Enity

Name: [

Description:
Type: Business Senice

Hosts || Databases

Search: P regexp 3¢ Search: P[] regexp| [38]

Name P Type site Name P Type site
udbhost udbhost AIX Boston

nevaeh 1010212 windows Boston

wally 1010214 Linux Boston B3]

kaylap 10.2.0.215 Linux Boston @

nevt 1020218 windows Chicago

wasto 1010224 Linux Chicago

rgdbxp 1921686859  Windows Boston
jaden 10.5.180.222 Solaris

Boston =]

I4 4 |page| tor1| b bl | @ Displaying 1-33 0733 | Show 50 |+ tems 4 4 |pagel Tor1| b bl | @ No data to dispiay | Shows 50 | ¥ items.
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4 Inthe Name field, enter a business entity name. This name identifies the
business entity throughout DRA.

5 Inthe Description field, enter a description for the business entity. You can
now define related-item information for the business entity.

6 Inthe Type field, select a business entity type. The options listed in the
drop-down list are defined in the Business Entity Types branch.

7 In the tabs below the Type field, you can assign hosts and databases to the
business entity. Select the hosts from Available Hosts list and click @ to

assign them to the business entity. In the same way, you can assign
databases in the Databases tab.

8 Toremove a host from the business entity, select the host from the Hosts
assigned to Business Entity list and click @ You can remove a database
from the business service in the same way, in the Databases tab.

9 To define a new business entity using the wizard, click Add Business Entity

Using Wizard ( ‘@ ). The Business Entity Configuration wizard opens
displaying the General Details page:

T ==)
Business Entity Details
16enerar> 2.Contained > 3.Contained > 4.Roles & SLA
Details Business Enlities Resources Configuration
Name: DWH
Description:  Marketing analysis subsystem
Type: Business Semice -
Top Level
& [ Next 3 I [ Finish o ] I Cancel 3¢ I

10 Inthe Name field, enter a business entity name. This name identifies the
business entity throughout DRA.
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11

12

13

14

In the Description field, enter a description for the business entity. You can
now define related-item information for the business entity.

In the Type field, select a business entity type. The options listed in the
drop-down list are defined in the Business Entity Types branch.
For more information, see “Defining business entity types” on page 168.

Optionally, if you want this business entity to be connected directly to the
business entity tree root node, select the Top Level check box. If you want
child business entities to automatically be displayed on the Dashboard, you
should also select this check box. Click Next. The Contained Business
Entities page opens.

Contained Business Entities
1 Genera\) 2 Contained 3.Contained ) 4 Roles & SLA

Details Business Entities > Resources Configuration

2 (roo0t)
- [ @ere
[ERC IV
- [ @cru
@ pwH
[ @ Bitling

[‘ Back " Next ¥ I [F\msh 4 I [Cance\ b4 l

Use this window to select another business entity that is contained in this
business entity. A tree hierarchy displays all previously-defined business
entities.

In the tree hierarchy, select a business entity. If you select a parent business
entity, its children are automatically assigned to this business entity. If you
select a child business entity, only it is assigned to this business entity.
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15 Click Next. The Contained Resources page opens:

£] - Webpage Dialog ==
Contained Resources
1.General > 2.Contained » 3.Contained 4.Roles & SLA
Details Business Entities Resources Configuration

Select the contained Resources

[T view Selected Only

Find HostDatabase

= (roat)

‘2 Hosts

"B [ ava (Solaris)

=/ Databases

* [7] db32 (Oracleinstance}
ile Systems

[ avad (Solaris)
[T] bl (Solaris)
“® [7] blaked (Windows)
® [¥] blakep (Windows)
= [ crmd (Solaris)
- Databases
[T if_retal (Oraclelnstance)
[] ivrmng (Oraclelnstance)
[7] vandesk (Oraclelnstance)
[7] vanxmi (Oracleinstance)
File Systems
=VGs
{8 O be
8 erma swan =

[( Back H Next 3 ] Iqusn " I [Dance\ F"] I

Use this window to specify the resources, including databases, hosts, file
systems, and NetApp filers that belong to this business entity. Assigning
resources to a business entity lets you easily identify where a problem
occurred in the organization. A tree hierarchy lists the resources.

16 Select the required resource(s) in the tree.
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17 Click Next. The Roles & SLA Configuration page opens.

18

Host nevl Production Bronze

& — Webpage Dialog ==

1General y, 2Contained g 3.Contained 4Roles & SLA
Details Business Entities Resources Configuration

Details
Type Hame Role SLA Policy
Host Jordan Production - Gold -
Host blakep Production - Gold -
Host blaked DR * —MNONE - hd
Host dwhp Production ~ Bronze -

Host nev2 Production Bronze

Rows perpage 100 ~ 1

» [ron ) [owel &

Use this page to assign roles and SLA policies to the resources of this
business entity.

For more information, see “Defining business entity roles” on page 170 and
“Defining SLA policies” on page 172.

From the Role drop-down list, select the role of the resources inside the
business entity (for example, Production, DR, Standby, Reporting, and so
on). You can add custom roles and determine the importance of each role, as
described in “Defining business entity roles” on page 170.

If you want to assign an SLA policy to a business entity resource, you can
select the policy from the drop-down list. After an SLA policy is assigned to
the resource, DRA ensures that the resource is enforced in the policy
requirements. Any deviation from the SLA policy results in a ticket. You can
create custom SLA policies according to your environment requirements in
the SLA Definition page. For more information, see “Defining SLA policies”
on page 172.
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19 To complete configuring the business entity, click Finish. The business
entity appears in the Business Entities tree.

33 (rooty Description:  Marketing analysis subsystem

@ 5iling
B Type: B gusiness Senice
Bioun Top Level
ERp
gma Resources & Hierarchy || Influenced Entiies | Role & SLADefinition

Note: All Top Level business entities are connected directly to the root node. All
parent business entities are automatically Top Level. Child business entities that
are defined as Top Level entities are shown in two places in the tree hierarchy:
directly under the root and as a child entity under its parent. Indicating Top
Level business entities in this manner lets you quickly see them in the tree, even
when the tree is collapsed.

To edit business entity resource roles and SLA policies
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click Business Entities. The Business Entity
Management window opens.
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3 Select the business entity you want to change, and then select the Roles &
SLA Definition tab. The following page opens:

Dashboard Topology Tickets. Reports SLA Comparison_ Config
Tools - Business Entity Management
=g Bl ooses=Erites e ———
ontguraton 5 Nome:  ERP
Configuration
= S50 Description: AP, HR, SCH
2 Basic Scan Configuraton e
& Contiguration Wizara Bere
& Distributed Collection .
=8 Ques Role & SLA Definti
Polices o < | Roe ntion
9 J° Advanced Scan Configuration Bowm Role SLA Policy
& Standoy e Bow Producton Goig
& HA Gluster Defintion Eroducion I
® Production cod
® ZJgusiness Entiies o
= Producion ol
SLADefmton - ey
2 & Expansion Packages Production A
Q, pata Collection Production Na
Producton A
Producton A
Production A
Producion A
=19 scnecuing
12 Fu Scan Seheduiing
19 Report schecuiing
12 Email Sefings @
& 8 systemLog
Bl scan Troudlesnooting 14 4 [ page| tlof1| b bl | @ Searcn Bl reyexp () Displaying 1-11.0f 11 Show| 50|+ tems,
9 Advanced Configuraton &
By B (ww & (&) ]

4 In the Roles & SLA Definition tab, you can select the resources you want to

change. To do so, click Edit Role and SLA Definition (l IE ]). The following
window opens:

[ €| --Webpage Dialog ﬁ
Properties
Role:
SLA Policy: Bronze v

|0k« | cancel ¥ |

5 Select the required role and/or SLA policy, and click OK. The role and/or SLA
policy is changed for all the selected resources.

To add a new business entity by importing a CSV file

1 To access the configuration page, click the Configuration tab.

2 Inthe tree hierarchy, click Business Entities. The Business Entity
Management window opens.
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Click Import Business Entities from CSV file ( L-;-nﬁ]). The Import Business
Entities from CSV file page opens.

CSV file format:

= Business Entity * : Business Entity name
Note: if the business entity does not exist, the system will create it

« Business Entity Type: Not mandatory, unless the business enlity does not exist - this field determines the type of the newly created entity.

Note:
» [fthe business enfity exists, this field is ignored.
# [fthe business enlity does not exist, and the type is emply - the business entity will not be created.

= Host: The host name to assign to the business entity (see sample figure, lines 2,3).

» Site: If the host name is unique across all sites - this field is not mandatory. Otherwise (eg. virtual machines with the same name on different sites), this field
helps the system to determine the correct host to assign to the business entity. the field must contain the name of the site exactly as it appears in the
Configuration Wizard, step 3. (see sample figure, lines 2,3).

« Database: The database name to assign to the business entity. If you want to assign host only - this field value should stay empty.

Note: When assigning database to business enfity, the hostwill not be assigned to the business entity. Te assign the host you must add a specific row for the
host, without any database. (see sample figure, lines 4,5).

« Role: Not mandatory. If not provided, the system will use the default role. Ifthe role does not exist, the system will create it with the rating given in *Role Rating”.
(see sample figure, lines 2-8).

« Role Rating: Not mandatory. If the role does not exist, the system will create it with the rating provided in this field. (see sample figure, line 8). Ifthis figld is
empty, the default value is 4.

Nate: [fthe role exists, this field will be ignored.

+ SLA Policy: Not mandatory. This field represents the name of the SLA policy to assign to the host/database for this business entity (see sample figure, lines 2-
8). Ifthe SLA policy does not exist, the system will not create it, and the value will be ignared

+ Sub Business Entity: Not mandatory. To create hierarchical business structure, you can add sub-business entities under other business entities (see sample
figure, lines 8,10). Ifthe sub-business entity does not exist, the system will not create it. Therefore, ifthe sub business entity is a new entfity, it must appear
previously in the file.

Note: When you assign sub-business enlity, the rest of the fields (host, database, role, SLA policy, etc.) are ignored

A B C D E F G H |
1 |Business Entity Business Entity Type Host Site Database Role Role Rating SLA Policy Sub Business Entity
2 |SAP Applic erpappl New York Production Tier 0 PRD
3 [SAP erpapp2 New York Production Tier 0 PRD
4 sAap erpbck New York Backup Tier 0BCK
5 SAP erpbck New York ORCL Backup Tier 0BCK
6 |SAP erpdr Chicago DR Tier 0 DR
7 |ERP DEV erpdevenv Chicago Development Tier 6 Dev
8 |ERP DEV erptestenv Chicago CustomRole 4 Tier6 Test
9 ERP Business Service SAP
10 |[ERP Business Service ERP DEV

Download sample

@ ifthe business entties are not a0ded, please verify that the fiie format is according to the instruction above

import from fi.

On the Import Business Entities from CSV file screen, review the file format.
Your file must match this format exactly.

Create a CSV file using a text editor or by saving an Excel spreadsheet to CSV
format.

Save your file with the extension .csv.
On the Import Business Entities from CSV file screen, click Import from file.

Browse to your file, select it, and click OK to import it.
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Defining business entity types

Business entity types categorize business entities into groups, based on your
criteria. When you define these groups, you may use any criteria you like.

You can perform the following operations from the Business Entity Type
Management page:

Add Business Entity Type Adds a new business entity type

Edit Business Entity Type Modifies the properties of a business entity type

Delete Business Entity Type Deletes a business entity type

To define a business entity type
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click Business Entity Types. The Business Entity Type
Management window opens.

Note: Only Administrators can access this page.

i i e i Conssio

-~

] enice e, oruncton (e.g, "Sales)
[ Application

° Web Senice

A collecton of ITresources inuse by an application (2.9, "84 RY)

Acollecion of T resources in use by the infernet portal

< & havanced Scan Configuration
& standby Definition

EIBusiness Entity Roles
£5LADefinion
= &7 Expansion Packages

2, paa ctlscton
8 ostcomparson
© RiskDatcton
Reporing
= scneduing
13 Funsean sensuing
13 Report Scheduling
19 et setnss @
= B i
8 saan roustssnang
#J” Advanced Configuration

Page| 1lof1 b bl @ Searcn EISEEE)

LI )

In the right pane, this page lists each business entity type defined in DRA,
including its name and description.

Dispiaying 14014 | Show 100 | |tems
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3 To define a new business entity type, click Add Business Entity Type ().
The Business Entity Type window opens.

& --Webpage Dialog @

Business Entity Type

Business Entity Type Properties

MName [

Description
Select an image for the business entity type

ARO<CERERNOHANOOCODODEO®
aEEERLIC IR0 P@LFHNEIE

o v [cared &

4 Inthe Name field, enter business entity type name. This name identifies the
business entity type throughout DRA.

5 Inthe Description field, enter a description for the business entity type.

6  Select an icon to represent the business entity type and click OK. The
business entity type appears in the Business Entity Type Management
window.
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Defining business entity roles

Business entity roles rate a business entity to indicate its importance in the
system. DRA uses a 5-star system. One star (% ) indicates the lowest level of
importance and five stars ( 9 ¥ +# + v ) the highest.

You can perform the following operations from the Roles Management page:

Add Business Entity Role @ Adds a new business entity role
Edit Business Entity Role @ Modifies the properties of a business entity role
Delete Business Entity Role ﬁ Deletes a business entity role

To define a business entity role
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click Business Entity Roles. The Roles Management
window opens.

ISR ——
Toos
) Default Jek kK )
= 4 Basic Scan Configuration S dekkkk
& Configuration Wizard o 2. 8.3 (]
#* Distributed Collection Producton DI L
B Policies R 0.0,
© J Atvanced Scan Contiguration s xhkk o
e v o
#° Stancoy Deinton e okk
& HA Cluster Definition
< SIBusiness Entities.
©JBusiness Entity Types.
Jusiness Entty Roles
3 8LA Definition
= & Expansion Packages
Q pata Collection
@ Risk Detection
hReporting
= scheduling
19 Full Scan Scheduling
19 Report Scheduling
19 Email settings @
= B systemLog
mpEl Scatilipublc=niouting Page  1of1 & search: P Regexp 3 Displaying 1-80f8 Show 100 v fems
GG

In the right pane, this page lists each business entity role defined in DRA,
including its role name and its rating. The default role has a green

checkmark & | next to it.
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3 Todefine a new business entity role, click Add Role (). The Role window
opens.

T

Role Properties

MName

[C] Set as Default Role

Calculate for SLA
ltems assigned to business entities with role that is not marked with Calculate for
SLA are ignored when calculating the high-level replication SLA data. Setting this
property correctly is the key for usable and informative high-level SLA view.

Please rate the role importance

[0k« | cancel 3¢ |

4 Inthe Name field, enter a business entity role name. This name identifies
the business entity role throughout the application.

5 Optionally, to automatically assign this business entity the default role,
select the Set as Default Role check box.

6 To indicate the importance of this role, click the relevant number of stars.
The more stars, the more important the role. Click OK. The business entity
role appears in the Role Management window.
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Defining SLA policies

SLA policies define a set of data protection and availability properties. These
properties can be applied on business entity resources. Using the Rule engine,
DRA verifies an SLA policy to ensure that its components are enforced on
business entity resources. Any deviation from the defined SLA results in a
ticket.

You can perform the following operations from the SLA Policies page:

Add SLA Policy R} Adds a new SLA policy
Clone SLA Policy a Clones the selected SLA policy as a new editable policy
Edit SLA Policy & Modifies the properties of an SLA policy

Delete SLA Policy R Deletes an SLA policy

To define an SLA policy
1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click SLA Definition. The SLA policies window opens.

Note: Only Administrators can access this page.

Dashboard . __Topology Tickets Reports sLa Comparison onfiguration
e ———
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= &7 Expansion Packages
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&l Host comparison
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[hiReporing

=13 seneauling

9 Full Scan Scheduling sl Jci et L0 Resto & Dapnying -1 071 | Show| 100 e,
2 Reportscheduiing
2 emai setings @ Business Entiy Name Business Entty Type Role Component Type Component Name

B systemLog

B scan Trouslesnooting
4 Advanced Canfiguration
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3 To define a new SLA policy, click Add SLA Policy ( n" ). The SLA Policy

window opens.

SLA Policy

SLA Policy properties
Name: ﬁerU
Description Production Tier 0 SLA

Data Protection | Availabilty || StandbylDR Capacity Plan | Database Replication |

RPO (doubleclick any item to edit)

& Add RPO

Enforce RPO Site: Replication Path Remove

= Up to date Local SRDF P-4

Retention (double-click any item to edit)

(& Add Retention

Enfo... Frequency MNumber of Copi... Copy Type Site Replication Path Seen By Hosts  Remove
& Hourly 24 Logically protec_. Local Snapshot P4

= Daily 6 Physically prote... Local BCV n

|
oK

4 Inthe Name field, enter the SLA policy name. This name identifies the SLA

policy throughout DRA.

5 Inthe Description field, enter a description for the SLA policy (for example,

Remote RPO 0, 3 local daily copies).

173



174 | Configuring DRA
Defining SLA policies

6 In the Data Protection tab, you can add Recovery Point Objective (RPO) and

retention definitions. To do so, click LI I. A new RPO definition is

added to the table. Double-click an RPO definition to edit it. The following
window opens:

f a -- Webpage Dialog MW

RPO: Up to date - || f

RPO (Recovery Point Objective) - the acceptable amount of data loss in the event of
recovery (measured as time-delta).

Select the desired RPO from the list (to add your own RPO, click the "+" button).
Note: for synchronous replication choose Up to date.

Site: Local -

Select a site to which this RPO apply:

= “You can select any specific site defined in the application; OR; I

# Local: The same site of the compenent (host, filer, and so on) this policy is
assigned to; OR;

= Any remote: Any site other than Local

Replication path: Don't care =11
Specify the replication path for this RPO configuration by clicking "+".

Enforce

Check this option to generate a ticket whenever this RPO policy is violated

[0k« | cancer 3¢ |

.

7 To save the RPO changes, click OK.
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To create a new retention definition, click | ) A9 Retention | The new retention
definition is added to the table. To edit a retention definition, double-click it.
The following window opens:

s
a -- Webpage Dialog _ g
[Retentor |

Frequency: Hourly -8

The frequency of Point in Time copies.
Select the desired freguency from the list, or add your own to the list by clicking the "+" button.

Mumber of copies: 1

The minimum number of copies to retain, in the frequency specified above.
For example: if recovery to any of the last 24 hours is required, you should specify 24 x Hourly.

Copy type: Don't care -

The type of copy can be one of the following:

#+ Physically protected: indicates a full, high-performance copy is required (in other words, not a
snapshot, or partial clone). Even if the source is physically damaged, the copy will remain usable.
Logically protected: indicates the copy can be linked, or dependent on source. This is usually
faster, but does not ensure the same data protection, or performance as Physically protected.

Replication path: Don't care 2@

Specify the replication path of the point-in-time copy you want to monitor by clicking "

Seen by hosts no hosts selected
Specify the hosts you would like make sure that the poini-in-time copies are mapped to.

Enforce

Check thiz option to generate a ticket whenever this retention policy is violated

Site: Local - I
Select a site to which this Retention apply:
#+ “ou can select any specific site defined in the application; OR; i
# Local The same site of the component (host, filer, and 80 on) this policy iz assigned to; OR; l
= Any remote: Any site other than Local

To save the retention definition, click OK.
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10 In the Availability tab, you can define the minimum number of SAN I/O

paths, the minimum number of LUN maps, and the RAID level.

2] -- Webpage Dialog

Fomig ————————————————————— —|
SLA Policy properties
Mame Tier 0
Description: Production Tier 0 SLA

Data Protection Availability ] Standby/DR Capacity Plan Database Replication
Availability properties

Minimum number of IO paths: 4

Enforces the minimum required number of SAN VO paths from the server to the storage volumes. It is highly recommended to set this property to minimum
of 2 U0 paths to avoid a single-point-of-failure and to gain better VO performance.

Standby number of VO paths ratio: 80 o
Enforces the number of SAN VO paths ratio between primary and standby servers (production vs. DR).

For example: if your production tier SLA requires minimum 8 SAN VO paths, and you want to verify that the standby servers of this tier have a minimum
of 4 VO paths - set the value of this field to "50%".

Select the detection method for the standby servers:

Enforce the ratio only on replicated storage volumes of the primary server, which are mapped to the standby server
This configuation is suitable for storage-based replication environments

Enforce the ratio on all storage volumes used by the standby server.
This configuration is suitable for host-based icati

or for acli cti

Enforce the ratio on all storage volumes mapped to the standby server (both used and unused storage).
This configuration is suitable for backup servers that do not mount any volume group or file system on the storage. It provides a complete O
(to the ratio defined) for all storage volumes mapped to the standby server.

Note: this configuration will be enforced only on servers that have a Standby Server. To define the standby relationships, go to Configuration Moduls -
Standby Definition.

Minimum number of LUN maps: 2
Enforces the minimum required number LUN maps (array port mappings) of the SAN storage voluems used by the server. It is highly recommended to set

this property to minimum of 2 LUN maps to avoid a single-point-of-failure and to gain better ¥O performance.

RAID level: RAIDS

I Enforces a specific RAID level of the SAN storage volumes used by the server.

ot |
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In the Standby/DR Capacity Plan tab, you can define the minimum capacity
ratio for standby hosts.

2] --Webpage Dialog e h — ==

SLA Policy properties
Name: Tier 0
Description Production Tier 0 SLA

Data Protection H Availability ” Standby/DR Capacity Plan ” Database Replication

The Standby/DR Capacity Plan allows you to to define the desired capacity ratio between the production and the standby servers

Each ratio configured in this section will be enforced only on servers that have a standby server, according to the Standby configuration. To
define the standby relationships, go to Configuration Module - Standby Definition.

You should fill this section only if this policy is intended to primary servers. Assigning a policy with Standby/DR Capacily Plan to standby
servers will resultin false tickets

Inform me (with a ticket) when hosts assigned to this policy have no standby server
Production vs. DR/Standby Server Capacity

Number of HBA ports ratio: 50 o

The number of HBA ports installed on the standby server must be at least X% of the number of HBA ports installed on the primary server.

Memory size ratio: 70 o

Standby server must have at least XX% of the memory size (RAM) that the primary server has.

Production vs. DR/Standby Computing Power

[E] MNumber of cores ratio: l:l o,
The number of cores (CPUs) installed on the standby server must be at least XX% of the number of cores installed on the primary server.
[E] CPU speed ratio: l:l %

CPU speed of the standby server must be at least XX% of the primary server CPU speed.

Total computing power ratio: 80 o

I Standby server total computing powier must be at lease XC% of the primary server I
Total computing power = (Number of CPUs) X (CPU speed).

177



178 | Configuring DRA
Defining SLA policies

12 Inthe Database Replication tab, you can define the preferred RPO and RTO
for the Oracle Data Guard application.

P Raiertea Dia"’gh o

SLA Policy properties

Name: Tier 0
Description: Production Tier 0 SLA

| DataProtection || Avallabilfy | Standby/DR Capacity Plan | Database Repiication |

Oracle Data Guard
Transferred Data (Recovery Point Objective)
Acceptable Time Lag: Upto date - @

The acceptable time lag for data to be transferred to the standby database.

Acceptable Log Sequence Lag: \:I

The acceptable log sequence lag between primary and standby databases for transferred data.

The acceptable SCH lag between primary and standby databases for transferred data.

Applied Data (Recovery Time Objective)
Acceptable Time Lag: Up to date M=)
The acceptable time lag for data to be applied on the standby database.

Acceptable Log Sequence Lag: \:I

The acceptable log sequence lag between primary and standby databases for applisd data.

The acceptable SCN lag between primary and standby databases for applied data.

13 To save the SLA policy, click OK.
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The following is an example of a common SLA policy:

— wernese Do L
- =

SLA Policy

SLA Policy properties
Name: Platinum
Description: RPO 0 at the DR site, with one copy every 30 minutes. Local retention using snapshots

Data Protection [ Availability ” Standby/DR Capacity Plan ” Database Replication I
RPO (double-click any item to edit)

(& Add RPO
Enforce RPO Site Replication Path Remove
= Up to date Any remaote Don't care '

Retention (double-click any item to edit)

(& Add Retention

Enfo... Frequency Number of Copi... Copy Type Site Replication Path Seen By Hosts ~ Remove
= Daily T Logically protec.. Local Dont care - x

[7]  Weekly 4 Logically protec... Local Daon't care - 3

& Every 30 minutes 1 Physically prote... Any remote Don't care - 3

& Wanthly 12 Logically protec... Local Don't care - 3

= Hourly 24 Logically protec... Local Don't care - F4

o v Joma

Configuring expansion packages

DRA expansion packages enable you to add new functionality to the product. For
example, you can run your own scripts or commands, or gather data specific to
your environment.
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Defining data collection packages

Data Collection Packages define what additional information should be collected
from your servers. You can specify new configuration items such as files and
directories (content and meta data), registry entries as well as output of scripts
or commands.

Data Collection Packages can tightly integrate with Host Comparison Packages
(see “Defining host comparison expansion packages” on page 193), Risk
Detection Packages (see “Defining risk detection expansion packages” on

page 198), and Report Packages (see “Defining reporting packages” on

page 208). The new configuration items included in the package are
automatically added to the System API (SAPI).

A Data Collection Package is a logical container of configuration items that you
want to add and the methods for obtaining the required data. There are two
basic types of Data Collection Expansion Packages: one for UNIX platforms and
one for Windows. The following table lists the types of available configuration
item types:

Table 6-2 Data collection package structure
Type Supported Platform | Description
File Meta Data UNIX, Windows Contains the file privileges, ownership,

create/modify date, checksum, and size.

File Content UNIX, Windows Text file content.

Directory Structure | UNIX, Windows Directory structure and meta data.

Command UNIX, Windows Executes the specified command and
command arguments, and captures the
output.

Registry Entry Windows Registry entry values for the entries

that match a specified pattern.

WMI Query Windows Collects data from WMI using a query
statement.

VB Script Windows Executes a VB script on the Windows
host.

Shell Script UNIX Executes a script on the UNIX host.
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Multiple data collection expansion packages can be defined.

Dashboard_ _ Topology. Tickets Roports sta Comparison.. Configuration

T
Sessl | R R ——————N—————————————————
-
@ S

Managing Data Collection Packages

B prow ot Cotacion Paciage suctre

8 suo Windows.
= & Aavanced Scan Confguration Twve Suppored Platorms  Descripton
s Winds

Page 101 s sl @ Search: Pl regre = Displaying 1-1071 Show 100 | ems.

1) (B3]

Each row in the Data Collection Packages page represents a separate data
collection package. The following information is shown for each package:

Name The name of the data collection package
Author The author of the data collection package
Supported Platforms  The platforms on which the package can run

Description A description of the package

You can perform the following operations from the Data Collection Packages
page:

Add UNIX Platform Package

e
Add Windows Platform Package -

Adds a new UNIX collection package.

Adds a new Windows collection package.

ifies th ies of th llecti
Edit Package @ 1:::11(; ;e;s the properties of the data collection
Delete Package fg Deletes the selected package.
Import Package | i}’ Imports the selected package.

; E he sel kage.
Export Package @ xports the selected package
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Exports the Data Collection Expansion Package
Summary report in either PDF or RTF format.
Use this option to back up a package, or to share
it with other parties. This report can be accessed
here, or from the Reports tab.

% Export Package Summary Report ™ |

l._i}apmpmanmmm v_I

'3 Export to PDF Document

B Export to RTF Document

Specifies the permissions that the user must

=¥ VWiew Reguired Permissions .
C4 = have in order to run the package.

To add a UNIX data collection package

1  Click Add UNIX Platform Package (). The following window opens:

I Data Collection Package I
Properties
I Package Name I
Author
|
Description
Assigned ltems
Sites none
Business Entilies 21 [none|
Clusters none,
Hosts none
D add... ~
Configuration ltem Remove

o v Jomen ]

2 In the Package Name field, enter a name for the package.

3 Inthe Author field, enter a name for the package author.
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In the Supported Platforms area, select the check box(es) corresponding to
the operating systems on which the package is supported.

In the Description field, enter a description for the package.

In the Assigned Items area, specify the hosts on which to run the package.
This area acts like a filter to define the specific scope of the package, by
selecting specific entities on which to run the package, including:

m  Sites: The package applies to all hosts located at the selected site.

m  Business Entities: The package applies to hosts that are members of
the selected business entities (and their sub business entities).

m  Clusters: The package applies to nodes of the selected clusters.

m  Hosts: The package applies to the selected hosts.

Hosts from different item categories (if more than one is used) are joined to
define the final scope for the package. For example, if you select Boston
under Sites, and ERP under Business Entities, all hosts in Boston (even if not
part of the ERP business entity), as well as all ERP hosts (even if not in
Boston) are part of the package scope.

To specify a particular item, click the adjacent None link, to open a window
in which you make your selection for that item (sites, business entities,
clusters and hosts).

Click the #4949~ hytton to define what the package does. This action
opens the following drop-down list, in which you select the type of
functionality the package is to perform.

| add.. -

i Command

i) Directory Structure
[£] File Content

|.g File Meta Data

i Shell Soipt
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You can select the following functionality types:

Command

Command functionality executes the specified command and
command arguments and captures the output. The command
must be installed on your servers in the specified path. You
can also configure an Awk parser to parse the output and input
the results of the parsing to DRA. To enable parsing, check the
Awk Script check box, and then enter the script in the area
below it. If the Awk Script check box is not checked, then no
parser is used.

Configuration
& command

Executes the specified command and command arguments, and captures the output
Mote that the specified command must be installed on your servers, in the specified path.
You can also configure an "awk’ parser that will be applied to the output before saving itin
the RecoverGuard database

Properties
Identifier

Command

Command arguments

[ Awk Script
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Directory Structure functionality enables you to compare the
structure of a directory, meaning its folders, subfolders,
signatures, size, permissions and so on. Enter the name of the
directory and indicate whether the structure is recursive
(includes subfolders) or non-recursive (does not include
subfolders).

l
@ pirectory Structure

Directory structure and meta-data.

Properties

Directory name

Recursive Not Recursive =
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File Content

File Content functionality retrieves the contents of a file, and
uses it for comparison. You can also configure an Awk parser
to parse the output and input the results of the parsing to
DRA. To enable parsing, check the Awk Script check box, and
then enter the script in the area below it. If the Awk Script
check box is not checked, then no parser is used.

i -
File Content

Texi file content. You can configure an "awk’ (after the famous Unix utility) parser that will be
applied to the content before storing it in the RecoverGuard database.

Properties
Identifier

File name

[C] Awk Script
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File Meta Data functionality checks the meta data for a file,
such as its privileges, ownership, creation date and so on.

|  File Meta Data

Contains the file privileges, ownership, create/modify date, checksum and size.

Properties
File name
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Shell Script Shell Script functionality executes the specified script on the
UNIX host. You can also configure an Awk parser to parse the
output and input the results of the parsing to DRA. To enable
parsing, check the Awk Script check box, and then enter the
script in the area below it. If the Awk Script check box is not
checked, then no parser is used.

|| B snhen script
Provide shell scipt that will be executed on the Unix host. You can configure an "awk’ (after
the famous Unix utility) parser that will be applied to the content before storing it in the
RecoverGuard database.
Properties
Identifier
Script
[C] Awk Script
x v

8 Click OK to save the package definition.
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To add a Windows package

e
1 Click Add Windows Platform Package (i@). The following window opens:

Webpage Di

Data Collection Package

Properties

Package Name

Author

Description
Assigned Items
Sites none
Business Entities EI[none
Clusters none,
Hosts none
(D add. ~
Configuration ltem Remove

2 Follow steps 2 through 6 in the To add a UNIX data collection package
procedure on page 182.
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3 Click the #4497 phytton to define what the package does. This action
opens the following drop-down list, in which you select the type of
functionality the package is to perform.

|l Add... = |

w
)
[
)
u‘
|

jl

Command
Directory Structure

File Content

) File Meta Data

Registry Entry
VB Soript

WAl Query

You can select the following functionality types:

Command

Directory Structure

File Content

File Meta Data

Command functionality for a Windows data collection package
is the same as that for a UNIX data collection package. See
page 184 for details.

Directory Structure functionality for a Windows data
collection package is the same as that for a UNIX data
collection package. See page 185 for details.

File Content functionality for a Windows data collection
package is the same as that for a UNIX data collection package.
See page 186 for details.

File Meta Data functionality for a Windows data collection
package is the same as that for a UNIX data collection package.
See page 187 for details.
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Registry Entry Registry Entry functionality compares registry values for the
entries that match the pattern specified by the Registry Key
field.

# Registry Entry

Registry entry values for the entries that match the pattern provided in the "Registry Key”
parameter.

Properties

Registry kay
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VB Script

VB Script functionality executes the specified script on the
Windows host. You can also configure an Awk parser to parse
the output and input the results of the parsing to DRA. To
enable parsing, check the Awk Script check box, and then
enter the script in the area below it. If the Awk Script check
box is not checked, then no parser is used.

Provide VB scipt that will be executed on the Windows host. You can configure an
"awk’ (after the famous Unix utility) parser that will be applied to the content before staring it
in the RecoverGuard database

Properties
Identifier
Script

[T] Awk script
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WMI Query WMI Query functionality collects data from WMI using a
query statement. Enter the required parameters and the query
statement to be used.

o]
& —-Webpage Dialog ﬂ

& WMI Query

Collect data from WMI using a query statement.

Properties
j| Identifier
Namespace
| CQuery
1 |

o v [cone &

4  Click OK to save the package definition.

Defining host comparison expansion packages

Host Comparison Packages extend the functionality of the Host Comparison
Module and the Host Configuration Differences Report, by introducing means to
compare configuration items collected using Data Collection Packages. In effect,
they define the rules to be used to compare the data you collected.

Within a Host Comparison Package, you can choose which configuration items
to compare, and define how to compare them (you can even add more than one
comparison method for a given item).
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For each package, DRA automatically adds a new comparison category
(activated through a check box) to the Host Comparison Module and the Host
Configuration Differences Report. Differences found based on the comparison
methods included in the package are highlighted.

Dashboard _ _ Topalogy Tickets Reports sia Comparison_ C

ey ) (A e

5
- Packages ~
“
@ wniom)

= 8 poiices

Managing Host Comparison Packages

8 credentials
8 proxy
& sudo
% & Advanced Scan Configuration
% & standy Def

roncos eportand in e Comparison odute

Name Status Author Descripton

Page N e Plinegsel & Mo dta o dispay Snow 100+ tams

I IFTNEIED

Each row in the Data Collection Packages page represents a separate data
collection package. The following information is shown for each package:

Name The name of the host comparison package

Status Indicates whether the host comparison package is valid or
invalid.

Author The author of the host comparison package

Description A description of the package

You can perform the following operations from the Host Comparison Packages
page:

Adds a new host comparison package
Add Package P P 8
T Modifies the properties of the host comparison
Edit Package @ package
Delete Package fi Deletes the selected package
Import Package i} Imports the selected package

N
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Export Package @ Exports the selected package

To add a host comparison package

1 Click Add Package (@). The following window opens:

Properties
| Package name I

Author

Description

(@ Add

Comparison Comparator Remove

o5 |[comen K]

2 In the Package Name field, enter a name for the package.
3 Inthe Author field, enter a name for the package author.

4 In the Description field, enter a description for the package.
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5

Click /%99 to define the rules for comparing data. This action opens the
following window:

a -- Webpage Dialog ﬂ
Properties
Identifier
Data Collection Expansion Package: -
Configuration ltem -
Comparison Method: Textual A

Comparison Parameters

Show results in diff mode Yes +
Sort lines before comparing Yes -
Trim spaces in lines Yes -
lgnore empty lines Yes -
Case sensitive Yes ¥

lgnare lines that matches regular expression
Accept only lines that matches regular expression

Difference Impact

on v J[con ]

In the Identifier field, enter a name for the comparison. This identifier i
used in the Host Configuration Differences report and in the Host
Comparison Module.

In the Data Collection Expansion Package drop-down list, select the
applicable data collection package. This value, along with the value you
specify in step 8, define what to compare.

In the Configuration Item drop-down list, select the configuration item you
want to compare. The items presented in the list vary, depending on the
items you defined for the data collection package you selected in step 7.

Configuration ttem: Directory Structure: /home Recursive -

Directory Structure: fhome Recursive
File Meta Data: /etc/group
hello

host status
Is and ps
passwd
ps
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In the Comparison Method drop-down list, select the comparison method to
be used. The options that display vary, depending on the items selected in
steps 7 and 8 above. The following methods are available:

m  Textual: Advanced text comparison that lets you define various text
manipulations before comparison is executed.

m  XML: Comparison method designed for XML files and outputs, which
ignores indentation, spaces, and attribute order in tags.

m  Registry: Comparison method designed for registry entries (recursive
and non-recursive).

m  Directory structure: Comparison method designed for directory
structure (recursive and non-recursive).

m  File meta data: Comparison method designed for file meta data. This
method collectively compares size, checksum, owner, and permissions.

m  Custom Java comparator: Enables you to implement your own

comparison method using Java. To do so, create a class that follows the
template below, compile it (with Java 6 Compiler) into a jar file and copy
this file to $ { TOMCAT HOME}/webapps/DRA/WEB-INF/1lib/ on

the DRA server.

public class MyCustomCompar,

param: inputMap: Java. T -> value).

param: outputMap: java

returns: boolean val e diffe

public boolean areValuesEqual (java.util.Map<Integer, String> inputMap, java.util.Map<Integer, String> outputMap) {
0DO - check if values are different...

After the jar deployment is completed, provide the full class name
(including the package) in the Comparison Method field.

10 Inthe Comparison Parameters area, define the parameters for the

comparison.
Comparison Parameters
Show results in diff mode Yes -
Sort lines before comparing Yes -
Trim spaces in lines Yes -
lgnore empty lines Yes w
Case sensitive Yes w

Ignore lines that matches regular expre=ssion

Accept only lines that matches regular expression

11 Inthe Difference Impact area, provide a textual description of the impact
expected when an inconsistency between hosts is detected in the specified
configuration item.

12 Click OK.

each nost (nost -> value).
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Defining risk detection expansion packages

Risk Detection Packages enable you to define two types of custom gap
signatures on collected data:

m  Custom Collection Based, which are based on the configuration items
defined in Data Collection Packages.

m  Generic Java, which provides full custom functionality using Java code. This
custom signature type gives you maximum flexibility by providing your own
Java code, which can access the entire DRA System API (SAPI).

Dashboard_ _ Topology. Tickets Reports sta Comparison.. Configuration

Too DY ek beecvonpchones

= | DRARisk Detection Packages

B e cecson s st

JJJJJJJ

Poge 1011 2 searen 2llreeo & Noatatodapiay | Show 100 | toms

L YEAEY

Each row in the Risk Detection Packages page represents a separate package.
The following information is shown for each package:

Name The name of the risk detection package

Status Indicates whether the risk detection package is valid or invalid
Author The author of the risk detection package

Description A description of the package

The operations that you can perform from the Risk Detection Packages page are
the same as those described on page 194.
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To create a gap signature based on a custom collection package

1 Click Add Package ('ﬁ ). The following window opens:

| Risk Signature Package |

Properties

Package name

Author

Description
D add.. -
Signature Type Remove

o v [coen &)

2 In the Package Name field, enter a name for the package.

3 Inthe Author field, enter a name for the package author.

4 In the Description field, enter a description for the package.

5 Click % to define the gap signature. This action opens the following
drop-down list:

Oada.w|

Custom Collection Based Signature

SAP| Query Based Signature

Generic Java Signature
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6  Select the Custom Collection Based Signature option. The following window

opens:
&) - Webpage Dialog (e
‘Gap Configuration
Properties
Signature Name
Area of Responsibility [C] storage [ Servers [ Databases
Data Collection Expansion Package: A
Configuration Item: A
Detection Method
Value analysis Equals to A
Value
Case sensitive Yes ~
Trim spaces Yes -
Ignore line breaks Yes -
@
Summary
Description
Impact
Severity Error -
Categories: none
Resolution
o v

7 In the Signature Name field, enter a name for the gap signature.

8 In the Area of Responsibility field, select the check box for the team
responsible for the related open ticket.

9 Inthe Data Collection Expansion Package drop-down list, select the package
to which the signature applies.

10 In the Configuration Item drop-down list, select the configuration item you
want to compare. The items presented in the list vary, depending on the
items you defined for the data collection package you selected in step 8.
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11 Inthe Value analysis field, select the value analysis method for the

configuration item from among the following:

Empty
Not empty

Equals to

Different from

Contains

Does not contain

Matches

Doesn’t match

Greater than

Less than

Between

Not between

Registry key existence

Registry value

The value of the configuration item is empty.
The value of the configuration item is not empty.

The value of the configuration item equals the provided
parameter.

The value of the configuration item is different than the
value provided as a parameter.

The value of the configuration item contains the string
provided as a parameter.

The value of the configuration item does not contain the
string provided as a parameter.

The value of the configuration item matches the regular
expression provided as a parameter.

The value of the configuration item does not match the
regular expression provided as a parameter.

The value of the configuration item is greater than the
value provided as a parameter (numeric only).

The value of the configuration item is less than the value
provided as a parameter (numeric only).

The value of the configuration item is within the range
provided by the minimum/maximum parameters
(numeric only).

The value of the configuration item is not within the
range provided by the minimum/maximum parameters
(numeric only).

The registry key provided as a parameter does not exist.

The value of the registry key provided matches the
defined criteria.
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Custom Java Analyzer You can use your own Java class. To do so, create and
compile a Java class that complies with the following
format, using Java 6. Export a jar file and copy it to
${TOMCAT HOME}/webapps/DRA/WEB-INF/1lib/ on
the DRA server. The required format is illustrated by the
following sample:

public class MyCustomGaphnalysis {
public boolean shouldOpenTicket (String hostname, String value) {
// TODO - check if walue is not OK...

To use your code, provide the full class name (including
the package name) in the Java Class Name section.
12 Inthe Value field, select the value for the comparison.

13 Define the method of comparison using the following fields:
m  Case Sensitive
m  Trim spaces
= Ignore line breaks

14 [Optional] Click 1) to view information about ticket patterns.
15 Enter the applicable details in the Summary, Description, and Impact areas.
16 In the Severity drop-down list, select the severity of the gap.

17 Click the Categories link to select the impact categories of the risk
signature.

18 In the Resolution field, specify the resolution patterns for the signature.

19 Click OK to save the gap signature.
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To create a gap signature based on a SAPI query-based package

1 Click Add Package (ﬁ ). The following window opens:

| Risk Signature Package |

Properties

Package name
I

Author

Description
D add.. ~
Signature Type Remove

o v Jomer i

2 In the Package Name field, enter a name for the package.
3 Inthe Author field, enter a name for the package author.

4 In the Description field, enter a description for the package.

5 Click % to define the gap signature. This action opens the following
drop-down list:

) Add. v |

Custom Collection Based Signature

SAP| Query Based Signature

Generic Java Signature
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6 Select the SAPI Query Based Signature option. The following window opens:

[ -- Webpage Dialog @
‘Gap Configuration

Properties

Signature Name

Area of Responsibility [7] storage  [7] Servers  [C] Databases I
H
Query
Query analysis Empty result set -

Opens a ticket when the query is returned empty

Summary

Description

Impact

severity.  Error -
Categories: none

Resolution

o v oo &]

k

7 In the Signature Name field, enter a name for the gap signature.

8 Inthe Area of Responsibility field, select the check box for the team
responsible for the related open ticket.

9 Inthe Query field, enter the SQL query. The SQL query is based on an SAPI
schema. The query result is the raw material for gap detection.

10 Use the Query analysis field to represent the manipulation of the query
results, meaning the data returned by the query. Possible values are:
= Empty result set: Opens a ticket when the query is returned empty.
= Not empty result set: Opens a ticket when the query returns results.

m  Ticket per row: Opens a ticket for each row returned by the query.
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m  Number of rows: Opens a ticket if the number of rows returned by the
query matches the provided criteria.

m  Key column: Opens a ticket for each group of rows, according to the
specified column.

In the Value field, select the value for the comparison.

Define the method of comparison using the following fields:
m  Case Sensitive

m  Trim spaces

= Ignore line breaks

[Optional] Click 1) to view information about ticket patterns.

Enter the applicable details in the Summary, Description, and Impact areas.

In the Severity drop-down list, select the severity of the gap.

Click the Categories link to select the impact categories of the risk
signature.

In the Resolution field, specify the resolution patterns for the signature.

Click OK to save the gap signature.
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To create a gap signature based on a generic Java package

1 Click Add Package (ﬁ ). The following window opens:

| Risk Signature Package

Properties |

Package name
i

Author

Description
D add.. ~
Signature Type Remove

o v Jomer i

2 In the Package Name field, enter a name for the package.
3 Inthe Author field, enter a name for the package author.

4 In the Description field, enter a description for the package.

5 Click % to define the gap signature. This action opens the following
drop-down list:

Oada.w|

Custom Collection Based Signature

SAP| Query Based Signature

Generic Java Signature
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Select the Generic Java Signature option. The following window opens:

Properties

|
Signature Name I

Area of Responsibility [T] storage [*] servers  [[] Databases

Java Class Name

Summary

Description

I Impact I

Severity: Error -
Categories: none

Resolution

o v (o & |

In the Signature Name field, enter a name for the gap signature.

In the Area of Responsibility field, select the check box for the team
responsible for the related open ticket.

In the Java Class Name field, enter the name of the class that implements
the signature.

[Optional] Click '{’ to display information about how to write your own Java
code.

Enter the applicable details in the Summary, Description, and Impact areas.
In the Severity drop-down list, select the severity of the gap signature.

Click the Categories link to select the impact categories of the risk
signature.
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14 In the Resolution field, specify the resolution patterns for the signature.

15 Click OK to save the gap signature.

Defining reporting packages
Reporting Packages enable you to create custom reports, based on the DRA
System API (SAPI), which are automatically added to the available report list
(under Custom Reports). Custom reports have the same functionality as built-in
reports (including exporting, scheduling, and so on).

Dashboard_ . Topology. Tickets Reports SLA Comparison. Configuration

Toow

[F Configuration e
5

e Name Author Report Name Description
& Configuration Wizarg
J Distributed Callection

8 poicies

7 J” Advanced Scan Configuration
& stanaoy Definton
J HA Gluster Defintion

# S usiness Enties

354 Defiiton

= &7 expansion Packages
Q, pata Collection
) Host Comparison
@ RiskDetection
(i Reporting

913 scheduling
19 Ful Scan Scneguling
19 Report scheduing
19 Emai Setings @

= @ systemog
Bl scan Troubleshooting

#* Atvanced Configuration

Page 1)of1 | Search: P Regixp (3 No data to display  Show 100 v items.
EIEVFEIEY

Each row in the Reporting Packages page represents a separate package. The
following information is shown for each package:

Name The name of the reporting package
Author The author of the reporting package
Report Name The name of the new customer report
Description A description of the package

The operations that you can perform from the Reporting Packages page are the
same as those described on page 194.
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To create a reporting package

=
1 Click Add Package ( ). The following window opens:

4 n
€| — Webpage Dialeg ﬁ
Reporting Package
Properties
Package Name
| Author I
Description
f
| Properties
Report Name
SQL Query
[
I
v

In the Package Name field, enter a name for the package

In the Author field, enter a name for the package author.

a A W N

In the Description field, enter a description for the package.

In the Report Name field, enter a name for the report. The name that you

specify is used to identify the report in the Reports Module, under Custom

Report.

6 Inthe SQL Query field, enter an SQL query, which extracts the data for the

report.
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Note: You can use parameters that are text variables (or macros) that are
passed to the query when the report is generated. If parameters are
specified, the user is presented with additional form fields to complete
when configuring the report. To use parameters, simply include the
expression in the format ${ParamName} inside the query, where
ParamName is the parameter name (may include spaces, and are case
sensitive).

For example, when you specify the following query;

SELECT PRIMARY_IP

FROM SAFI_HOST

WHERE MAME LIKE "%{HostMame Pattern}%’

A new text field labeled Host Name Pattern is added to the report
generation form.

Click OK to save the package.
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System log

DRA stores internal events in the system event log, including when a full scan
starts or stops, or when the system fails to connect to a host. These events may
be assigned a severity of Info, Warning, Error, or Critical. Most events are
information-only; you do not have to do anything about them. However, you
may have to take action to fix a Warning, Error, or Critical event.

Event ID Severity Created At Description

Dashboard. . . Topology.... . Ticke Reports SLA.._.. . Compaison,, | Configuration
Sesslon show uents notifiedinthe tast 2 flays Search
Conguraton = |
= Contouraten |

=5 Event Sovert Crestea At~ Descrition
7 Basic Scan Configuration J =
5 SoH_ovosi ¢ 0123, 2012 120051 A Optimizaton fepo i stiecRecoueGuard Report-Optmizaton™) was sent.
& Configuraton izara x E el v OAREatY
, cre_oa0n 2, 2012 124053 PM System ropers p— e
# Disvioutea Callecon e
© 8 ru SCH_00051 @ Ju12¢,2012 120035 A P ot =) was sent
o p soH_oon 124, 201223059 PM
# Aavancea Scan Conturation 9]
X SoH_oot @ 124, 201223106 PM
& Stand Defiton s
: PRe_0021l iz, 201234105 Exccuton o1 SVC provsstartec
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A PRe_o00ze 2¢, 2012 34125 Py nostatar scorL
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Each system event includes the following information:

Event ID A unique identifier for the event

Severity Defines the event severity, which can be one of the following:
m  Info
m Warning
m  Error
m  Critical

Created At When the event was created
Description A clear, descriptive summary of the event
To view the system event log

1 To access the Configuration page, click the Configuration tab.

2 In the tree hierarchy, click System Log. The System Event Log page is
displayed.
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Scan Status

The Scan Status branch shows details for active and previously run scheduled
tasks.

Dashboard_ _ Topology. Tickets Reports sia

| (UGS
—— :

= Contguraion

0 Basc scan Coutguratin © sann =
oty i
 Gonfiuraton Weard (e -
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“ 8 Polcies
= & Aavanced Scan Contiguration
= & stanavy Detintion
o stanavy Policies
o HACuuster Defintion
Sl gusiness Entties
L4 Definition
= & Expansion Packages
‘3, Data Callection
BB Host Comparison
© RiskDetecton
hReporing
=10 schecuing
19 Scan Schocuing
19 Reportscheduling
19 ema Setings @
= B systemLog
A, scan status.
[l Scan Troupleshooting
%4 Aavanced Contguration

&
This branch contains two tabs:

Active Scan Tasks: Displays a gray bar for each scheduled task that is
currently running. This bar shows who created the task and when it started.

History: Displays a gray bar for each scheduled task that has been run,

including details about who created the task, when it started, and when it
ended.
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You can perform the following operations from the Scan Status page:

"Z‘j Refreshes the data on the page

Refresh @

Data in the History tab can be filtered using the filter options at the top of the
page. You can filter by time and by task identifier.

Active Scan Tasks History

Time Backwards: 1 week T | Filter by task identifier (regular expression).

day

2 days
3 days
4 days
5 days
6 days

Sunday, Jul 22,

ASD2 (Finish
Created By: |2 weeks
Started: 1 month
Ended: 2 months

Scan troubleshooting

During the scanning process, DRA may encounter several types of errors.
Scanning errors may occur in the following situations:

m  The credential does not have sufficient privileges to execute commands.
m  The sudo definitions are incorrect.

m A command fails.

m  There is a connectivity problem.

m A password has expired.
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DRA reports these errors in the Scan Troubleshooting page.

Dashboard__ . Topology. Tickets Reports SLA Comparison., Configuration

pe 8) | Installed Appications | Installed Appicatons (P

* 8 poicies
= /” Aavanced Scan Configuration

storagesim SymeL 1]
ves 1]
NA 1]

Dpiyng 1-5ofS | Show 500 | tems.

Issue Preview.

13 Report Scheduling

@ ema Setings
B systemiog

R scan status

5 scan Trouvteshooting
% Advanced Configuration

In this page, the errors are divided into the following categories, each of which
corresponds to a tab in the Scan Troubleshooting area:

Hosts Host scan-related errors

Databases Database scan-related errors
Storage Arrays Storage array scan-related errors

Missing configuration information, such as the network file system target
is not scanned, the replica Symmetrix is not scanned, and so on

Scope Issues

The Scan Troubleshooting area also contains an Installed Applications tab that
shows the relevant installed applications that DRA uses to scan the servers, and
an Installed Applications (Proxy) tab that shows the relevant installed
applications that DRA uses to scan the storage proxies.

Each scanning issue presented in the Scan Troubleshooting page includes the
following information:

Severity The impact severity on the data reliability.

Type The type of scanning issue.

Summary A summary of the issue.

Host The name of the relevant host on which the scanning issue is opened.
Application The related application.

Proxy

The proxy used to scan the component.
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Action Indicates the ability to suppress/unsuppress the issues.

Note: To suppress/unsuppress an issue, first click Show/Hide Suppressed
Issues.

Issue Preview When you select an issue in the Scan Troubleshooting area, its details are
shown in the Issue Preview area at the bottom of the window.

To view scanning troubleshooting information

1 To access the Configuration page, click the Configuration tab.

2 Inthe tree hierarchy, click Scan Troubleshooting. The Scan Troubleshooting
page opens.

To modify the path of the installed application

1 To access the Configuration page, click the Configuration tab.

2 Inthe tree hierarchy, click Scan Troubleshooting. The Scan Troubleshooting
page opens.

3 Click the Installed Applications tab. The following page opens:

Dashboard _, __ Topology. Tickets Reports SLA Comparison., Configuration

T
e 1 [ st Databases () | Storage Avays (3) | Scope fssues (58) | mstalled Appications | Istaled Appicaions (o
w»

Scan status Comectuty Status
19215868150 5

storage
rachatedgroa

winzk
w2003t 192 168.08.15¢

w2002 -verter 19218650155

grerzzeoog

rPYPEPPPOrRY

cwaesuachut

fachatscraeh image
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Path Contiguration Lovel
A
NA
A

A

@ ves opIVRTS vespin A
@ vom Path Not Foung A

4  C(Click a host in the Scan Troubleshooting area to display its installed
applications in the Application Path and Binary Filers Used for Scanning
area. If an application is reported as not installed, it means that DRA could
not find the application on the host.
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Usually, DRA detects all the installed applications automatically. If an
application was not found, you can modify the application path so that DRA
looks for that application in the specified path during the next scan. To do
so, double-click the application row, or select the row and click Edit Paths

(IZ). The following window opens:

€| -- Webpage Dialog @
PowerPath Path Correction

Application: PowerPath
Path:

Commands: powermt
[C] Apply to all AIX hosts

[0k ¢ | cancel 3¢ |

e

In the Path field, specify the correct path.

If you want this path to be the default path for the selected operating
system, check the Apply to all AIX hosts check box. Note that the operating
system changes according to the selected hosts.

[Optional] Use the Activate/Deactivate button to define whether or not to
scan an application.

To save the changes, click OK. In the next scan, DRA verifies the path that
was manually entered.
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Configuring advanced settings

The DRA application lets you view and configure the following information that
relates to the application's operation:

m  User Management
See “Configuring user management settings” on page 217.

m  External Ticketing
See “Configuring external ticketing” on page 223.

m  Manage Labels
See “Managing labels” on page 228.
m  Gaps
See “Configuring gap management settings” on page 229.

m  Lijcenses
See “Configuring licenses” on page 231.

m  System Properties
See “Configuring system properties” on page 235.

m  System Tools
See “Configuring system tools” on page 252.

Configuring user management settings

The Users page lets you add, change, or delete DRA users. You can also define
user roles, which specify what information this type of user may see.

For more information see “Configuring user roles” on page 220.
DRA includes two default user names: admin and user.

The DRA administrator uses the admin account. This user can modify both the
admin and user passwords. admin users can access all DRA modules.

Important: Keep the admin password in a safe place. If you lose it, you have to
reinstall DRA.

You can change the admin and user passwords, but you cannot create or change
these user names or their assigned user roles.

Important: A role does not provide or configure privileges. It relates to the scope
of the business entities that are exposed to this role. The only privileged user is
admin.
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You

can perform the following operations from the Users page:

Add User z Adds a new user

Edit User é}l Modifies the properties of a user

(2]
Delete User 2B Deletes a user

Note: The Delete User operation cannot be performed on the
default user or the Admin user.

To add a new user

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Advanced, click Users. The Users page opens.

Dashboard_, __ Topology Tickets Roports SLA Comparison,, Configuration
i
Session ;
g - | Login Role Admn  ReadOny  UserType
[Comguraion | user system RecoverGuard user
2 & Basic scan Confguration (o] systom L] RecoverGuard user

& Configuration Wizard
& Distributed Collecton
© & polices
© J Advanced Scan Configuration
& Standby Definition
7 Ha Cluster Definiion
® B pusiness Entiies
£)5LADefinition
© & expansion Packages
, Data Colection
Bl Host Comparison
@ Risk Detection
b Reporting
1 scheduling
# [ systemLog

' Adanced Contiuraton
@

B users e A TR Depiyng 1212 Snaw 190 |~ tems
9 evemarTiketng
N At Direcory Contguration
9 wanage Laoels
9 Domain: ccorp_domain 2
o ieraremat HostURL:  Idapi/idap_host_ip_address 369 2
5 Licenas) ‘Search base DN:  de=corp,dc=com 2

? system Propeties

? system Tools @’ ;\1 a &
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e
Click Add User (' *¥ ). The User window opens.

iy T

User Properties:

Login [T] Active Directory User
Password

Confirm password

Role system T

[T Admin [C] Read Only

Secret question Mo secret question

’ oK & " Cancel 3 ]

In the Login field, enter the user’s name.

Check the Active Directory User check box to disable the passwords and the
secret question option for this user. When doing so, authentication is
performed using the organization’s Active Directory. To use this option, you
must configure the Active Directory properties in DRA, as described in
“Active directory” on page 236.

In the Password field, enter the user’s password.
In the Confirm password field, re-enter the password.
In the Role drop-down list, select a role.

In the Secret question drop-down list, select a predefined question the user
must answer when they enter password details. You can also create your
own question.

10 To save the settings and exit the window, click OK.
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Configuring user roles

A user role can be assigned to a user. The user role specifies the type of DRA
information a user can view. For example, if an organization has multiple
divisions, you can assign a different user role to each division, so that each
division can only view the information that is relevant to it.

Dashboard Topology Tickets. Reports SLA Comparison

=
Configuration =) Role Hoene S
Eguon £RP Manager @ERPDWH
® & Basi Scan Contguration
© o Advanced Scan Contguration
& Standoy Definition
WA Cluster Detniion
® Epusiness Enthes
5tapetniion
© & Expansion Packsges
Qpata Collecton
8 HostComparison
@ Risk Detection
[ihReporting
® @ scheduling

stem Log
Advanced Configuration
7 8 users
& userRoles

¥ Extema Ticketing

¥ manage Lavels

¥ Gap Management

9 License

9 System Propertes

2
? systemTools =
8 o1 2| search L regeo & Displaying 11011 Show 100 | ems.

&) &

Important: A role does not provide or configure privileges. It relates to the scope

of the business entities that are exposed to this role. The only privileged user is
admin.

You can perform the following operations from the User Roles page:

Add User Role
Edit User Role

Delete User Role Deletes a user role

Adds a new user role

Modifies the properties of a user role

To add a new user role
1  To access the Configuration page, click the Configuration tab.

2 Inthe tree hierarchy, under Advanced, click User Roles. The User Roles page
opens.



Configuring DRA | 221
Configuring advanced settings

3  Click Add User Role (). The User Role window opens.

& | -- Webpage Dialog @

Role Properties:

MNarme ERP manager

Business Entities
[T] AN Business Entiies Allowed
LAB
CRM
Billing

IDK v " Cancel 5§ ]

e

4 In the Name field, enter the user role name.

5 Optionally, if you want the user role to have access to all business entities,
select the All Business Entities Allowed check box. When you select this
option, this user role does not limit the type of information these users can
see.

6 To limit the user role to specific business entities, make sure you do not
select the All Business Entities Allowed check box. Then, in the left pane,
select the business entities that you want the users of this role to see and

click IE' to move the entities to the right pane. The list of business entities
on the left includes all business entities in the system. The list on the right
should include all business entities that the user role can see. Those
business entities in the right pane do not appear in reports, tickets, the
dashboard, and so on for this role.

7 To save the settings and exit the window, click OK.

To add users by importing a CSV file
1 To access the configuration page, click the Configuration tab.

2 In the tree hierarchy, click Users.
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3 Click Import Users from CSV file (@). The Import Users from CSV file
page opens.

e] =S

Import Users from CSV file

CSV file format:

Username *: The user login name.

Password : The password (not required for Active Directory users).

Role: The user role (default: system). Ifthe user role does not exist, it will be automatically created

Active Directory : Indicates whether the user authentication is done against the Active Directory. Possible values: Yes/No.
Admin : Indicates whether the user is administrator. Possible values: Yes/No.

A B L D E.
1 Username Password Role Active Directory Admin
2 |userl mypassword system
3 |user2 mypassword ERP Administrators yes
4 |user3 Management yes yes
5 |userd mypassword Management yes

Download sample

'ﬂ If the users are not added, please verify that the file format is according to the instruction above

| import from fiie... |

Close

4  On the Import Users from CSV file screen, review the file format. Your file
must match this format exactly.

5 Create a CSV using a text editor or by saving an Excel spreadsheet to CSV
format.

6 Save your file with the extension .csv.
7 Onthe Import Users from CSV file screen, click Import from file.

8 Browse to your file, select it, and click OK to import it.
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Configuring external ticketing

DRA can easily integrate with your enterprise ticket / incident management
system, through the use of either a generic email API or a customized Java
plug-in.

Currently, the HP Service Manager connector is supported.

Dashboard _ __ Topology. Tickets Reports sa Comparison,, Configuration

" Enorpoo ket Nanagement Connoctor Contauraton
e B S

. HH

You can perform the following operations from the Enterprise Ticket
Management Connector Configuration page:

Save Configuration Saves an external ticketing configuration

Delete Configuration Deletes an external ticketing configuration
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Configuring an external ticketing connector

To configure a connector to your Enterprise Ticket Management system

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Advanced, click External Ticketing. The
Enterprise Ticket Management Connector Configuration page opens.

Note: Only Administrators can access this page.

category Sover Hosts stes Cusers  Tcketlabel

. (&[]

Under Connector Configuration, perform the following:

m  Select the Connection mode (Manual, Automatic, or Inactive) in the
drop-down list.

m  Select the Connector type in the drop-down list.
A list of Connector Attributes loads, based on your selection. DRA provides
out-of-the-box support for:

m A generic email connector

m A Java plug-in for HP Service Manager 9.2

Notes: Additional custom connectors can be loaded. Refer to the
documentation that came with your custom connector, as required.
See the instructions below for details about configuring various connectors.
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4  Add one or more filtering criteria to determine which DRA tickets are
synchronized with your Enterprise Ticket Management system. To do so:

a

Click & Add Criteria_ e following window opens in which you can:

(£ - nanese v, SE— &3

|
-

Scope

I Hosts (il

Business Entities [ [none]

Sites [AI]
Clusters Al

Categories
a8 General
= [ sLABreach

i Capacity SLA
| Availability SLA I
Replication SLA
2 [V Availability
Downtime

: Extended Recovery Time
= [¥] optimization

Saving Opportunity
Best Practice
Performance
Data Risk
Tampering
Redundancy
Consistency
Completeness

Severity
A\ Error
./ Warning
(@ Information
-

Select the scope: To filter by site or business entity, click one (or

n
both) of the respective links and then select which hosts or
business entities to include.

m  Further refine the selection by filtering based on ticket category,

ticket severity, or ticket label.
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5

b  You can add more than one criterion. Tickets that match the filtering
configuration of different criteria are appended to one another.

¢ After making your selections, click OK. The filtering criteria are added
to the Filter area of the window.

severity Hosts
VARNING ERROR INFO  Alhosts
ERROR WARNING,INFO Alhosts

ERROR win2k, sat10

Notes: To change an existing criterion, double-click it.
To delete a criterion, click the X under the Delete column.

Click Save Configuration (!H) to save the settings.

To configure an e-mail connector

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Advanced, click External Ticketing. The
Enterprise Ticket Management Connector Configuration page opens.

Select Email as the Connector Type.

Fill in the following connector attributes in the Connector Attributes area of
the window, all of which are mandatory:

Connector Configuration Connector Attributes
Connection mode  Inactive M E-mail address

Connectortype  E-mail - Report format PDF -
Show topology in report  No -

m  E-mail address: Specify the email address to which to send tickets.

m  Report format: Select the format (HTML, PDF, or RTF).

= Show topology in report: Select whether or not to include a topology
diagram.

Note: You must have a mail server already configured in DRA to use an
email connector. For details, see “Email settings” on page 147.

To configure an HP Service Manager connector

1
2

To access the Configuration page, click the Configuration tab.

In the tree hierarchy, under Advanced, click External Ticketing. The
Enterprise Ticket Management Connector Configuration page opens.

Select HP Service Manager 9.2 as the Connector Type.
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Fill in the following connector attributes in the Connector Attributes area of
the window, all of which are mandatory:

Connector Configuration Connector Attributes

Connection mode  Inactive - Hostname AP

Connectortype  HP Seniice Manager 9.2 - Hosttcp P port 13080
Report format PDF -
Show topology in report ~ No -
Ticket area

Ticket assignment group

= Hostname/IP: Enter your Enterprise Ticket Management system host
name or IP address.

= Host TCP/IP port: Use the default (13080) port, or change it if
necessary.

= Report format: Select the format (HTML, PDF, or RTF).

= Show topology in report: Select whether or not to include a topology
diagram.

Fill in the following information, which is statically assigned to all

synchronized tickets:

m  Ticket area: Enter the HP Service Manager area.

m  Ticket assignment group: Enter the HP Service Manager assignment
group.

m  Ticket category: Enter the HP Service Manager category.
m  Ticket contact: Enter the HP Service Manager contact.

m  Ticketimpact: Enter the HP Service Manager ticket impact (for
example, 1=enterprise, 2=site, and so on.).

m  Ticket service: Enter the HP Service Manager service.

m  Ticketsite category: Enter the HP Service Manager site category (or
keep the default).

m  Ticket sub area: Enter the HP Service Manager sub area.

m  Ticket username: Enter the HP Service Manager user.

Note: If you are unsure about which values to use, consult you HP Service
Manager administrator.

Enter the login credentials to use with the HP Service Manager (user name
and password).

Click Save Configuration (E) to save the settings.
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Managing labels

The Manage Labels page lets you create labels that can be assigned to tickets.
There are default labels that are automatically assigned by the system when a
ticket is detected. The default label can be changed, added, or deleted by
assigning other labels to a ticket. This feature helps to manage tickets more
efficiently.

Ticket labels are assigned to tickets in the Tickets module. See “Assigning a label
to a ticket” on page 277 for more details.

Dashboard _ __ Topology. Tickots Reports SLA Comparison., Configuratior

You can perform the following operations from the Labels page:

Add Label Adds a new ticket label

Edit Label |§ 2 Modifies a ticket label

Delete Label Deletes a ticket label

Note: The Edit Label and Delete Label operations cannot be performed on default
labels. They can only be performed on user-created labels.

To add a label
1 To access the Configuration page, click the Configuration tab.

2 Inthe tree hierarchy, under Advanced, click Manage Labels. The Labels page
opens.



Configuring DRA | 229
Configuring advanced settings

3 Click Add Label ( ). The following window opens:
[ & | — Webpage Dialog @1

o v || con &

4 Inthe Name field, enter a name for the label and click OK. The label is added
to the list of labels in the Labels page.

To edit a label

1 Select alabel in the Labels page and click Edit Label ( 'Qi/’ ). The Edit Label

&

window opens.

2 Modify the label name and click OK.

Configuring gap management settings

The Gap Management page lets you view all currently suppressed gaps and, as
needed, to unsuppress them. When a gap is suppressed, problems of this type
are not identified during the next full system scan, and DRA does not collect any
information about it.

Symptoms are issues that DRA recognizes as important for gap detection. DRA
detects symptoms and then analyzes them and opens tickets.
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For more information about suppressing gaps and tickets, see “Performing
operations on tickets” on page 268.

Configuration
T — Sl SCe Contotiaion
Toos @
Session ) Suppressed Gaps | Suppressed Gap Symptoms
I Gonturtion
P Basic Scan Contauration oo o
ﬁCunﬂgmanon Wizard Visibility Sanity - Unused - SV to SV - LUN Status G
Visibility Sanity - Unused - SV to SV - QTree Style
= & Aavanced scan Configuration Visibilt Sanity - Unused - SV to SV - Snaphlirror Lag
& standoy Definition Visibilty Sanity - Unused - SV to SV - Snaphirror TimeStamp
v 1o~ Snaphinor it
® Sl cotn it Sany-Unused- SV o V- Snphitor s
e Vil Sardy - Unused- 1o - dstasge

Visibilty Saniy - Unused - SV to SV - Last Action Time

SR Pack
e o Visibilty Sanity - Unused - SV to SV - number of LUN maps

105V-RAD Type
@ tosv-stte
@ RiskDetecton Visisity Sariy - Unused - SVt SV - Voume RAID Type
ThReportng VisbiltySaniy - Unused- SV 10 SV - Volume State

@10 scnecuing Visioilty Sany - Unused - SV1o SV - age

9 B gystemLog Visiilty Repia -Unused -S1o SV

© P Advanced Coniguration DS To DS Atractor - Unused - SV To SV~ SymmCG

% 8 Users DS To DS Atractor - Unused - SV To SV~ SymmDG

e MDS To DS Atractor - Unused - SV To SV - Storage Amay

0 e o HDS To MDS Atractor - Unused - SV To SV - SymmRDFGroup

HDS To MDS Atractor - Unused - SV To SV - Site

9 GapManggement
Tree structure layout gaps -

'OPPPPPPOOCOOCOCCOCOOCOQ

o

¥ License A
Pl rege (& Dispaying 1-390139 | Show! 100 |+ tems

? system Ffopertes 4| Page[ 1]ort| b i | &

9 system Thots

Gap Unsuppress
Management
To unsuppress a gap
1  To access the Configuration page, click the Configuration tab.

2 Inthe tree hierarchy, under Advanced, click Gap Management. The Gap
Management page opens.

3 Inthe list of gaps, select the gap you want to unsuppress and click
Unsuppress.

To unsuppress a gap symptom

4 Inthe Gap Management page, select the Suppressed Gap Symptoms tab and

then click the v button.
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Configuring licenses

Your DRA license controls the number of hosts that you can configure on your
system. It also has an expiration date that determines how many days are left
for the system to operate. After a license has expired, you can still log on to DRA,
but scanning is disabled. You should submit a request to renew your license as
early as possible.

Product Licenses

Status  Number of hosts Architecture Expiration date Days till expiration

Licensed for  License key Actions
& 00 Intel (LinuxWindows) Perpetual Perpetual UyCompany  BD4BA4A44T ]
& 200 Non-intel (Unix) Perpetual Perpetual uyCompany  8299F7F060 B

Maintenance Licenses
Status  Numberofhosts  Architecture Expiration date  Days till expiration Licensedfor  License key Actions
& s Intel (LinusWindows) Dec 31,2011 429 Uy Company  4FBA284D05 =

| .&B 200 Non-intel (Unix) Dec 31,2011 429 My Company 14507AF181 =

285 Intel (LinuxWindows)
31 Non-Intel (Unix)

Number of physical hosts in scope Linux 3
Windows 282
AlX 8
Solaris 23

Voucher Browse.

Licansed for

Activate license key by voucher

You can perform the following operations from the License page:

Add License Adds a new license to the system
Copy to Clipboard IE Copies the license key to the clipboard
Delete Deletes a license from the system

Browse and Activate Browses for the Symantec voucher and activates the license

DRA comes with a 14-day trial period.

To renew your license, you can choose one of two procedures, depending on
whether your DRA server has Internet connectivity.
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Contact Symantec to receive a new license. If your DRA server has Internet
connectivity, Symantec gives you a voucher file. Save this file in a location
accessible by the DRA server. If your DRA server is not connected to the
Internet, Symantec gives you a license key, which is a long line of encrypted
characters.

To activate a new DRA license
1  Click the Configuration tab to access the Configuration page.

2 In the left pane, under Advanced, click License. The License page is
displayed.
3 If the DRA server is connected to the Internet, do the following:

m  Click the Browse button and find the voucher file that you previously
saved. Select the file and click Open.

m  Click the Activate button to activate the DRA license. DRA then
connects to a Symantec system over the Internet, which verifies the
voucher. After the voucher has been verified, your system is
automatically activated.

4 If the DRA server is not connected to the Internet, do the following:

m  Click Add License. The License page displays the following:

Product Licenses
Status  Number of hosts  Architecture Expiration date  Days till expiration  Licensed for License key Actions

2

B w0 Intel (LinueMindows)  Perpetual Perpetual Wy Company 8DABAIAAT. @
& 200 Nor-Intel (Unix) Perpetual Perpetual Wy Company 8290F7F00.. [ .3
Please enter the license key
Save Cancel
Maintenance Licenses
Status  Numberofhosts  Architecture Expiration date  Daystillexpiration  Licensed for  License key Actions
& Intel (LinuxWindows) Dec 31,2011 429 MyGompany ~ 4F342904D05. [ [ Delete
3 200 Non-Intel (Unix) Dec31, 2011 420 MyCompany  14507AF181 @
285 Intel (LinuxWindows)
31 Non-intel (Unix)
Humber of physical hosts in scope L4yt 3
Windows 282
AIX 3
Solaris 23
Voucher: Browse.
Activate license key by voucher
Licensed for

m In the License Key text box, enter the license key you received from
Symantec.

m  To save the license, click Save. The license is immediately updated and
activated.
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Note: Click Cancel to cancel the license activation or Copy to Clipboard

IE to copy the license key to the clipboard. You can use the Copy to
Clipboard feature to copy the license key to the clipboard. From there, you

can paste the license into an email to your vendor, asking to renew your
license.

Viewing license details

You can view license details in both the License page and the About window, as
shown below.

License Page

Product Licenses

Status Number of hosts Architecture Expiration date Days till expiration Licensed for License key Actions
\L[s 300 Intel (LinudWindaws) Perpetual Perpetual My Company 8D48A4AL4T @
3 200 Non-Intel (Unix) Perpetual Perpetual My Company  8299F7FOBO. £
Add license
Maintenance Licenses
Status Number of hosts Architecture Expiration date Days till expiration Licensed for License key Actions
48 300 Intel (LinuxWindows) Dec 31,2011 429 Wy Company  4FBA234D05 £}
B 200 Non-Intel (Unix) Dec 31,2011 429 WMy Company ~ 14507AF181 £}
285 Inte! (LinusWindows)
31 Non-Intel (Unix}
HNumber of physical hosts in scope ey =
Windows 282
A 8
Solaris 23
Voucher: Browse.
Activate license key by voucher

Licansedor
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About Window (example)

r 5
Q About Veritas Disaster Recovery Advisor -- Webpage Dialog lé]

'/Symantec.
Veritas™
Disaster Recovery Advisor from Symantec
Version 6.1.0.0
Build id 32083

License Expiration Aug 07, 2012
Number of hosts 20

Copyright @ 2012 Symantec Corporation. All Rights Resernved.

Copyright ® 211 rights reserwved.

Symantec, the =
Symantec Logo,

and Veritas are trademarks or
registered trademarks of Symantec Corporation or
its affiliates in the U.5. and other countries.
Other names may be trademarks of their respective
owners. The Licensed Software and Documentation

-

Close

To access the About window, go to the quick-access bar to the right of the
Configuration tab, and click About:

P | B [k | AT Lt
Tuspusigy Tichets Rty S

Comparisos  Cosliguision

Varitas™
Dranter Recovery Adviver

About button
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Configuring system properties

The System Properties page lets you configure parameters that control various
aspects of the DRA application. System properties are grouped into categories,
such as Aggregation, Dashboard, Rule Engine, and so on. The list in the System
Properties page is sorted by category.

Dashboard Topology Tickets. Repoits SLA Comparison. Configuration

e properies

Session B

e = | [ category Description Value wo
|= Configuration 3 Active Directory A
= &” Basic Scan Configuration Active Directory Domain corp_domain
J Configuration Wizard Active Directory Acive Directory LDAP host URL 16ap:/idap_host_ip_address:389
& Distributed Collection Active Directory ‘Active Directory base DN for search de=corp de=com
9 8 rotces Actve Directory Use Actve Directory usemame No
©  Advanced Scan Configuration | | Additional Collection
J standby Defnition  Aggregation
& HACluster Definition @ Automatic Import
® S pusiness Enties R
514 Definiion
8 Collction ts

= &7 Expansion Packages.

 Command Line Interface
Qpata Colection

B Host Comparison & Comparicon

© Risk Detection @ Configuration
(bReporting 3 Cyber-Ark Configuration
9 scheauling
B systemLog

© Dashboard

7 Avanced Configuration @ Distributed Collection
® 8 Users @ Email Settings
9 Extemal Ticketing  Exteral Ticketing System Integration

[
¥ Manage Laels ® Gap Rules

9 GapManagement
5  General
? License

9 System Properties { Page 1o0f1 | & search P [Cregxp| 8 Displaying 1-188 01188 Show 500 v tems

9
¥ system Tools [z

The following information is displayed for each system property:

Category The category to which the property belongs
Description A description of the system property
Value The value of the system property

Info If the value was manually changed, an indication appears with
the default value as a tooltip.
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To edit a system property

1 Inthe System Properties page, click the row corresponding to the property

value you want to set and click Edit System Property (EI ). A windows
opens, similar to the following. The window varies, depending on the type of

property.
[ &) -- Webpage Dialog @‘

System Property

Default distribution list for reports

'3 This distribution list will be used as default list when configuring
scheduled reports

Value manager@company.com &

[DK "4 " Cancel 3¢ ]

e

2 Enter your property value and click OK.

3 Torestore the default value that came with the installation, click « .

The following topics describe DRA system properties.

Active directory

Active Directory base Specifies the Active Directory base search. This property usually
DN for search looks like the following:

dc=yourDomain,dc=com or dc=yourDomain,dc=local
Active Directory Specifies the URL to connect to the Active Directory. The value for
LDAP host URL this property typically looks like the following:
ldap://hostname:389

Domain Specifies the Active Directory domain. DRA uses this domain to
authenticate the Active Directory users.

Use Active Directory Shows the real name of the logged-in user instead of the login
username on name.
application header
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Additional collection

Once a week, additional data is collected.

Additional collection Determines the day of the week.
schedule

Enable additional Enables/disables this feature.
collection

Aggregation

Note: If you change any system properties in the Aggregation category, they
only take effect after the next full cycle.

Data age threshold, Specifies the data age calculation threshold, in seconds, when
in seconds calculating age inconsistency. For example, a three-second
difference would not be a gap.

Date threshold, in Specifies when to combine storage volumes, based on their date. If
seconds the difference between the date of two storage volumes equals this
value, the two volumes are combined.

Minimum number of Specifies when items in the topology are aggregated. If the number

items to aggregate in of items in the topology is greater than the value set for this

topology property, then they are aggregated. For example, if this property
value is set to 3, when there are three items or more in the
topology, they are aggregated.

Minimum rows in Specifies the minimum number of rows that a ticket table must

ticket table to have for the rows to be aggregated. Row aggregation in the table
perform aggregation only occurs when the table has more rows than the value specified
here.

Automatic import
DRA integrates with the one of the following DBMSs:

m  DB2
m MS SQL Server
m  Oracle

m  Sybase

237



238 | Configuring DRA

Configuring advanced settings

The database administrator should define the table (or view) to be used for

integration.

Automatically import
business entities
during full cycle

Automatically import
hosts during full
cycle

Automatically import
sites during full cycle

Database
authentication -
Password

Database
authentication -
Username

Database connection
- Database name (for
MS SQL Server and
DB2)

Database connection
- Database type

Database connection
- Host name

Database connection
- Instance name

Database connection
- port

Integration
table/view name

Override (re-create)
Business Entities
manually deleted
using the user
interface

For DRA to import business entities automatically during a full
cycle, set this property value to Yes.

For DRA to import hosts automatically during a full cycle, set this
property value to Yes.

For DRA to import site configuration automatically during a full
cycle, set this property value to Yes.

Specifies the database password to be used for authentication.

Specifies the database username to be used for authentication.

Specifies the database name for the database connection, which is
only required for MS SQL Server and DB2.

Specifies the type of database (Oracle, DB2, MS SQL Server, or
Sybase) for the database connection.

Specifies the host name or IP address for the database connection.

Specifies the instance name for the database connection.

Specifies the port for the database connection.

Specifies the name of the integration table (or view). The default

name for this table is MAPPINGS_INTEGRATION.

For imported data to override changes made manually using the
interface, set this property value to No. The default value is Yes.
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Override SLA For imported data to override changes made manually using the
policies, roles, and  interface, set this property value to Yes. The default value is No.

associations that
were manually
configured using user
interface

Collection

Check if the database port is
available before connecting

Database port check timeout, in
seconds

Dispatcher flush mode

ECC port

ECC SSL port

HiCommand port

Maximum allowed host processes

Maximum number of items per
iteration

Memory load percentage

NetApp ZAPI major version

Validates that the database port is responding before
trying to connect to the database.

Specifies the timeout for trying to connect to a
scanned database port.

Specifies whether or not to flush items before the end
of the response in order to reduce memory
consumption.

Specifies the port that DRA uses to connect to EMC
ECC in order to collect information.

Specifies the port that DRA uses to connect to Secured
EMC ECC in order to collect information.

Specifies the port that DRA uses to connect to HDS
HiCommand in order to collect information.

To ensure the safety of your environment, before DRA
executes a command on a server, it checks if the
command is already running, and how many processes
for that command are currently running. If there are
more processes that the specified value, the command
is not executed, and a proper message is displayed on
the Scan Troubleshooting page.

Specifies the number of items handled in one
iteration. This property affects the required CPU
memory when loading responses.

Specifies the threshold, in percent, for the loading
process. The lower the value, the less memory the
system consumes, but the longer it takes for the
loading process to complete.

Specifies the minimum NetApp ZAPI major version
that is supported.
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NetApp ZAPI minor version

Ports list for Oracle

Ports list for Oracle with SSL

Ports list for Sybase

Ports list for SQL server database

Ports list for UDB

SRM port

Sudo regexp to open SSH pty

Time (in seconds) between
external collector lookup

Timeout for collector connection
(in collector lookup cycles)

Timeout on waiting for searching
a binary on Windows hosts, in
minutes

Try to re-find binaries on
Windows hosts that failed on
timeout in past cycles

Try to re-find binaries on
Windows hosts that were not
found in past cycles

Validate database VIP

Wait time between two
consecutive server connections, in
seconds

Specifies the minimum NetApp ZAPI minor version
that is supported.

Lists the ports that DRA uses to connect to an Oracle
server database.

Lists the ports that DRA uses to connect to an Oracle
with SSL server database.

Lists the ports that DRA uses to connect to a Sybase
server database.

Lists the ports that DRA uses to connect to an SQL
server database.

Lists the ports that DRA uses to connect to a UDB
server database.

Specifies the port used to connect to SRM in order to
collect information.

A regular expression that determines whether or not
PTY should be used in the SSH connection.

Specifies the internal time to wait before attempting
to reconnect to non-responsive remote collectors.

Specifies the timeout to wait for a remote collector to
respond.

Specifies the timeout interval, in minutes, for DRA to
search binaries in Windows platforms.

Specifies whether or not DRA should attempt to find
binaries there were not found due to a timeout in past
full system scans.

Specifies whether or not DRA should attempt to find
binaries there were not found in past full system
scans.

Validates that the database virtual port is a configured
IP address on the database host.

Specifies the internal time to wait before connecting
to the next scanned server.



Whether to check ping for new
added/discovered hosts

Collection timeouts

Timeout for a single database
scan, in minutes

Timeout for a single DSCLI proxy
scan, in minutes

Timeout for a single ECC scan, in
minutes

Timeout for a single HiCommand
scan, in minutes

Timeout for a single HMC scan, in
minutes

Timeout for a single host scan, in
minutes

Timeout for a single NaviCLi proxy
scan, in minutes

Timeout for a single NetApp filer
scan, in minutes

Timeout for a single SymCLI proxy
scan, in minutes

Timeout for a single SVC proxy
scan, in minutes

Configuring DRA
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Specifies whether or not the application tries to ping
the newly discovered/added hosts. Setting this
property to No provides better performance in the
initial configuration of DRA.

Specifies the time to wait for a database scan to finish.
If the timeout expires before the scan completes, the
scan fails.

Specifies the time to wait for a DSCLI proxy scan to
finish. If the timeout expires before the scan
completes, the scan fails.

Specifies the time to wait for an ECC scan to finish. If
the timeout expires before the scan completes, the
scan fails.

Specifies the time to wait for a HiCommand console
scan to finish. If the timeout expires before the scan
completes, the scan fails.

Specifies the time to wait for an HMC scan to finish. If
the timeout expires before the scan completes, the
scan fails.

Specifies the time to wait for a host scan to finish. If
the timeout expires before the scan completes, the
scan fails.

Specifies the time to wait for a NaviCLI proxy scan to
finish. If the timeout expires before the scan
completes, the scan fails.

Specifies the time to wait for a NetApp filer scan to
finish. If the timeout expires before the scan
completes, the scan fails.

Specifies the time to wait for a SymCLI proxy scan to
finish. If the timeout expires before the scan
completes, the scan fails.

Specifies the time to wait for an SVC proxy scan to
finish. If the timeout expires before the scan
completes, the scan fails.
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Timeout for a single vCenter scan,
in minutes

Timeout for a single XCLI proxy
scan, in minutes

Timeout for dead Data Collector, in
minutes

Timeout for scanning all
databases, in minutes

Timeout for scanning all DSCLI
proxies, in minutes

Timeout for scanning all ECCs, in
minutes

Timeout for scanning all
HiCommand consoles, in minutes

Timeout for scanning all HMC
proxies, in minutes

Timeout for scanning all hosts, in
minutes

Timeout for scanning all NaviCLI
proxies, in minutes

Specifies the time to wait for a vCenter scan to finish.
If the timeout expires before the scan completes, the
scan fails.

Specifies the time to wait for an XCLI proxy scan to
finish. If the timeout expires before the scan
completes, the scan fails.

Specifies the timeout to wait for a remote collector to
respond for cases when a request was sent and the
collector was down.

In a full cycle, specifies the time to wait for all
database scans to finish. If the timeout expires, the
remaining databases are not scanned and the full
cycle continues to the next stage.

In a full cycle, specifies the time to wait for all DSCLI
proxy scans to finish. If the timeout expires, the
remaining DSCLI proxies are not scanned and the full
cycle continues to the next stage.

In a full cycle, specifies the time to wait for all ECC
scans to finish. If the timeout expires, the remaining
ECCs are not scanned and the full cycle continues to
the next stage.

In a full cycle, specifies the time to wait for all
HiCommand console scans to finish. If the timeout
expires, the remaining HiCommand consoles are not
scanned and the full cycle continues to the next stage.

In a full cycle, specifies the time to wait for all HMC
scans to finish. If the timeout expires, the remaining
HMCs are not scanned and the full cycle continues to
the next stage.

In a full cycle, specifies the time to wait for all host
scans to finish. If the timeout expires, the remaining
hosts are not scanned and the full cycle continues to
the next stage.

In a full cycle, specifies the time to wait for all NaviCLI
proxy scans to finish. If the timeout expires, the
remaining NaviCLI proxies are not scanned and the
full cycle continues to the next stage.



Timeout for scanning all NetApp
filers, in minutes

Timeout for scanning all SymCLI
proxies, in minutes

Timeout for scanning all SVC
proxies, in minutes

Timeout for scanning all vCenters,
in minutes

Timeout for scanning all XCLI
proxies, in minutes
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In a full cycle, specifies the time to wait for all NetApp
filer scans to finish. If the timeout expires, the
remaining NetApp filers are not scanned and the full
cycle continues to the next stage.

In a full cycle, specifies the time to wait for all SymCLI
proxy scans to finish. If the timeout expires, the
remaining SymCLI proxies are not scanned and the
full cycle continues to the next stage.

In a full cycle, specifies the time to wait for all SVC
proxy scans to finish. If the timeout expires, the
remaining SVC proxies are not scanned and the full
cycle continues to the next stage.

In a full cycle, specifies the time to wait for all vCenter
scans to finish. If the timeout expires, the remaining
vCenters are not scanned and the full cycle continues
to the next stage.

In a full cycle, specifies the time to wait for all XCLI
proxy scans to finish. If the timeout expires, the
remaining XCLI proxies are not scanned and the full
cycle continues to the next stage.

Command line interface

CLI communication port

Comparison

Golden Copy comparison - Show
real value for equal servers
(otherwise, display: OK)

Specifies the CLI port.

The golden copy comparison shows the difference
between multiple hosts compared to one golden host.
When this property is set to No (the default), OK is
displayed when the comparison values are equal and
the real value is displayed when the comparison
values are not equal.

When this property is set to Yes, the real value is
displayed, even if it is the same as the golden copy
value.
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Configuration

Display scan status according to
last scan

Host and database scan status
refresh interval, in seconds

Specifies whether or not DRA displays the scan status
of storage arrays, hosts, and databases according to
the last full cycle results. For example, if a host was
scanned successfully in the past, but was not scanned
in the last full scan (at all), if the value of this property
is Yes, the status of this host returns to “Not verified
yet”.

Specifies the interval for refreshing the
scan/connectivity statuses in the interface.

Cyber-Ark configuration

Default AppID
Default Folder
Default Port

Default Safe

Specifies the default AppID.
Specifies the default Folder.
Specifies the default Port.

Specifies the default Safe.
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Dashboard

Note: If you change any system properties in the Dashboard category, they only
take effect after the Dashboard is refreshed (every five minutes).

Drill down high level business When this property is set to Yes, when logging in with

services to sub business entities  a user role that is limited to one or more business
entities, the sub-business entities are shown (expand
view). When set to No, only the high-level business
entities are shown.

Number of tickets to show in Specifies the number of tickets shown in the bottom
Top/New Tickets section dashboard pane that shows the Top/New tickets.

Scan summary - minimum error  Specifies the minimum number of Error tickets that
tickets for red notification cause the relevant service and category light in the
Scan Summary area to turn red.

Note: See the figure below for reference.

=, Business Summary
Scan Business Entity Data Risk Availability R... Optimization SLA
(T) =& Gustomers @ =0 @ Tk @) "0 @ ™=
100% el Ac- M- Ac- M- Ac- M-
Total: 0 Total: 0 Total: 0 Total: 0
@ Bere T e
% Scanning issues: 3
=2 CRM Total: 4
@ Scanning issues: 411 =) L -_-_:
\;I_;’ = NTP ‘ Tct?!::
100% A
@ ®a S0A ‘ Tct?!:f
5 Scanning issues: 13 A-
) ®a Energy Total: 4
-:’J 4 Ac+d
%; Scanning issuss: B2 c) 3 L

Scan summary - minimum error  Specifies the minimum number of Error tickets that
tickets for yellow notification cause the relevant service and category light in the
Scan Summary area to turn yellow.

Scan summary - minimum Specifies the minimum number of Warning tickets
warning tickets for red that cause the relevant service and category light in
notification the Scan Summary area to turn red.

Scan summary - minimum Specifies the minimum number of Warning tickets
warning tickets for yellow that cause the relevant service and category light in

notification the Scan Summary area to turn yellow.
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Scan Summary - Scan percentage

considered as insufficient
information

Show Running/Failed Scan Tasks

Sort top tickets by rating

Distributed collection

Default collector port

Remote collector heartbeat
interval, in seconds

Email settings

Default distribution list for
reports

List of domains for sending
non-secured emails

Mail sender address
Mail server
Mail server authentication

password

Mail server authentication
username

Mail server port

Use authentication

When the business entity scan coverage percentage is
above the number shown in this property, the circles
are colored and not grayed out.

When this property is set to Yes, Running/Failed scan
tasks are displayed in a separate pane on the
dashboard.

When set to Yes, the top tickets by rating are sorted in
descending order, based on the ticket's rating. When
set to No, the sort is based on the ticket's severity.

Specifies the default port of the collector.

Specifies the interval for the remote collector
heartbeat.

Specifies the default recipients list that is shown each
time a new scheduled report is created, or when the
user sends a ticket from the Tickets module. This
property represents only the default distribution list.
You can always change the recipients when creating
scheduled reports.

Provides a domain list to prevent the sending of
non-secure email to domains other than those
specified. This mechanism prevents human error.

Specifies the email sender's email address to use when
sending reports by email.

Specifies the mail server to use when sending reports
by email.

Specifies the mail server authentication password to
use when sending reports by email.

Specifies the mail server authentication username to
use when sending reports by email.

Specifies the mail server port to use when sending
reports by email.

Specifies whether or not to use authentication when
sending reports by email.



Use TLS (authentication type)

Zip attached files
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Specifies whether or not to use TLS authentication
when sending reports by email.

Specifies whether or not to send zipped files, in order
to reduce the size of the emails sent by DRA.

External ticketing system integration

External Ticketing Working Mode Indicates the status of the external ticketing

Full Cycle

Enable Full Cycle fault tolerance

Restart Tomcat before scheduled
full cycle

Gap Rules

integration. Values are:

m  Manual: Manually sends tickets to an external
system.

m  Auto: Automatically sends tickets to an external
system, based on user-defined criteria.

m  Inactive: Never sends tickets to an external
system.

Specifies whether a full cycle should continue from
the point it stopped upon failure.

Specifies whether or not the Tomcat service is
restarted before a scheduled full cycle.

Contact support before changing any of the properties in this section.

General

Allow login during full cycle

Product environment

Suggest statistics on login
timeout, in seconds

Indicates whether or not to permit the login during a
full cycle scan.

Shows the name of the product environment next to
the name of the logged-in user. This property is useful
when there are multiple DRA installations.

When the system recognizes that performance is poor,
it enables the user to perform data analysis. This
property specifies the threshold used by the system to
identify poor performance. The criterion used to
determine poor performance is how long it takes to
query license data.
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Housekeeping

Advanced - Always collect large
files (ignore large file size
threshold)

Advanced - Enable database
maintenance

Advanced - Enable logs and
responses packing

Advanced - Heavy-duty
maintenance schedule, day of
week

Advanced - Keep all daily large
files to be sent on weekly runs

Advanced - Minimum free drive
space requirement, in MB

Advanced - Number of daily DB
dumps to keep

Advanced - Number of days back

Collects large files on every execution.

Indicates whether database maintenance should be
performed on DRA. Setting this field to enabled is
highly recommended for backup purposes.

Indicates whether DRA packs the responses and logs
to save disk space.

Note: The support tool uses the email settings
configured in System Settings for sending emails.

The day of the week on which the database
maintenance tasks should run.

Keeps collected large files for weekly execution.

Specifies the minimum free drive space that is
required for the support tool to run. If there is less
than the specified amount of free space, the support
tool cannot run.

Specifies the number of days to keep daily database
backups. Dumps older than this setting are deleted.

Specifies the number of days back to retrieve Windows

to bring Windows eventlog history event log history.

Advanced - Number of days to
keep history

Advanced - Number of weekly DB
dumps to keep

Advanced - Zip split size, in MB

Daily Schedule

Enable Housekeeping

Specifies the maximum number of days to retain
packed history (logs, responses). Files older than this
setting are deleted.

Specifies the number of weeks to keep weekly
database backups. Database dumps older than this
setting are deleted.

Specifies the zip parts’ maximum file size, in MB.
Larger files are split.

Sets the time of day when the support tool runs.
Note: The configured time should not conflict with the

full cycle schedule.

Support tool status. To override all other support tool
settings, set this value to false.



List of recipients to receive
unprotected support logs

Maintenance
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Specifies the emails that are to receive the support
tool logs in an unencrypted zip file.

Contact support before changing any of the properties in this section.

Reports

Acceptable hardware difference
percentage in Host Configuration
Differences report

Display Reports module to admins
only

ESX options to ignore in Host
Configuration Differences report

Maximum business entities to be
shown in Standby report
summary table

Maximum databases to show in
Database Storage Utilization
report

Maximum number of differences
to show in Host Configuration
Differences report

Maximum report size to be shown
in the Internet browser, in bytes

Page size

Product name filter regexp in Host
Configuration Differences report

Summarize long tables factor

Specifies the maximum accepted memory differences
between hosts, in percent. Any difference greater than
this value is displayed in the report.

Specifies whether or not to display the Reports
module only for Admin users.

Specifies the ESX options to be ignored in the Host
Configuration Differences report.

Specifies the maximum number of business entities to
be shown in the Standby report summary table.

Specifies the maximum number of databases to show
in the Database Storage Utilization report.

When the number of differences in a single
comparison is greater than the number specified, the
differences for this comparison are not shown.

Specifies the maximum report size, in bytes, that can
be displayed in the Internet browser. Reports larger
than this value do not display in the browser, and you
are automatically directed to export the report (to a
PDF, RTF, or Excel file).

The report is too large to be displayed in the internet browser.
Please use either PDF, RTF or Excel export options on the toolbar to view the report.

Specifies the page size to use when exporting a report.

Product name to ignore when comparing in the Host
Configuration Differences report.

Specifies the number of rows for long tables. For
example, if a table has 200 rows and this value is set to
20, then the number of rows in the table is 20. In this
case, the 200 rows in the table are summarized into 20
rows to comprise the table.
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Summarize long tables in ticket ~ Specifies whether or not to summarize tables that

details report have many rows in the Ticket Details report. When set
to Yes, only the most important rows are shown in the
report, to reduce the number of rows.

Ticket details report topology Specifies the maximum number of tickets that the
number of tickets limitation Ticket Details report should have in order to include
the tickets topologies (when requested for inclusion).

Use decorated headers When set to Yes, the report title and report section
heading are shown with a blue bar, as shown below.

SCAN REPORT

The following report presents the scan status of storage arrays, hosts, clusters and databases from the |ast full cycle of RecoverGuard

LASTFULL CYCLE STATUS

Information is available only after running the first full cycle

When set to No, the report title and report section
headings do not have blue bars, as shown below.
Setting this value to No makes the RTF output easier
to edit.

SCAN REPORT

The following report presents the scan status of storage arrays, hosts, clusters and databases from the last full cycle of RecoverGuard.

LASTFULL CYCLE STATUS

Information is available only after running the first full cycle

Rule Engine

Contact support before changing any of the properties in this section.



SLA

Data age threshold, in seconds

DataGuard synchronization -
critical sequence difference
threshold

DataGuard synchronization -
significant sequence difference
threshold

Ignore volume groups, logical
volumes and file systems that
match regular expression for host
level calculation

Load SLA on system startup

Retention frequency acceptable
deviation percentage factor

SLA RPO - continuous replication
threshold, in minutes

System API

Enable System API feature

SYSAPI password
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Specifies SLA tolerance for data age differences. A
replicated unit’s subcomponents can have different
data ages. SLA tolerates deviations only as defined by
this threshold. Above this threshold, DRA sends an
alert.

Note: If you change this property, it only takes effect
after the next full cycle.

Determines the threshold where the color of the
replica bullet in the SLA module becomes red.

Determines the threshold where the color of the
replica bullet in the SLA module becomes yellow.

Specifies the FSs, VGs, and LVs to ignore when
calculating the SLA. The default is usually
non-replicated devices that cause false positives.

Indicates whether or not to load SLA data to the cache
on startup.

Specifies the acceptable deviation percentage factor
used in SLA retention verification. When DRA verifies
that a component exists in the retention SLA defined
for it, it checks the existence of the copies and that the
age of these copies matches the SLA. This property
defines the acceptable age deviation from the SLA
policy defined.

When replication is asynchronous, specifies the
threshold when to open an SLA ticket.

Indicates whether or not to create the SAPI schema
when data analysis completes.

Specifies the password for the SYSAPI schema. When
setting the password, it is automatically changed in
the next SAPI regeneration.
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Tickets module

Display business impact in ticket Specifies whether or not to show the related business
description entities within the ticket's Impact tab.

Display host and database scan Specifies whether or not to display the scan status of
status in the filter tree hosts and databases in the filter tree.

Display scan results in ticket Specifies whether or not to display the last successful
description when ticket involves  scan data of items that are involved in a ticket, but
items not scanned in the last cycle were not scanned in the last full cycle.

Note: If you change this property, the change only
takes effect after the next full cycle.

Display warning icon when items Specifies whether or not to display a warning icon
involved in a ticket have scanning when items involved in a ticket have scanning issues.
issues

) Labels Detection Date Status | Summary Rating Severity ~

3 Configuration mismatch between hosts on the same cluster (2)

Jun 04,2012 11:38:23AM [} 4 Cluster clus at site Afula has nodes that differ in key operation system properties A
Jun04,2012 11:38:23 A0 [ Cluster clus? atsite Tel Aviv has nodes that differ in key operation system properties A

Update labels when ticket is Specifies whether or not to overwrite the ticket labels
updated for each ticket validation process.

Configuring system tools

The System Tools page lets you configure and use various tools used within
DRA.
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The available tools are as follows:
Support tool See “Using the support tool” on page 253.

Analyzer See “Using the analyzer” on page 253.

Restart Veritas Disaster  See “Restarting DRA” on page 253.
Recovery Advisor

System API Views See “System API views” on page 253.

Using the support tool

This tool performs various maintenance functions, such as backing up system

information (database, log files and so on). Click the adjacent \(z"-‘_é/ button to
activate the support tool.

Configurable support tool settings are defined in the Housekeeping section of
the System Properties page (see “Housekeeping” on page 248).

System API views

DRA scans the IT environment and builds an internal CMDB which you can
access using sysapi.

Note: In order to use this feature, you must enable it within the System API
properties.

Using the analyzer

The analyzer is a process designed to improve overall performance. The
analyzer automatically runs with every full cycle. You can also initiate the
analyzer process on demand, whenever you want to improve system

performance. Click the adjacent \(z"—g/ button to activate the process.

Restarting DRA
The DRA restart tool runs a DRA restart process that restarts the Apache

Tomcat service and reloads the database. The restart process takes less than one
minute to complete, and maintains currents settings and data. Click the adjacent

\c"“—g/ button to activate the process.
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Using the Tickets module

Overview

This chapter includes the following topics:

m “Overview” on page 255 introduces the Tickets module and describes its
organization.

m  “Searching for a ticket” on page 258 describes the ticket search operation
that enables you to search for a specific ticket or ticket type.

m  “Performing operations on tickets” on page 268 describes the operations
you can perform during the lifecycle of a ticket.

The Tickets module is an investigative tool that lets you view information and
resolve the gaps that DRA detects.

The Tickets module lets you filter the list of tickets in your system to find a
specific ticket or ticket type. After DRA displays your query search results, you
can do the following:

m  Group the results by criteria that you specify.
m  Drill down to see ticket details.

m  View the topology related to the ticket in the Topology module.

A full description of the ticket is provided, including an explanation of the
problem and the items in your environment that are involved.

The impact on your system is also shown with suggestions on how to resolve the
ticket.

Note: To see new tickets after a full cycle, you must run a search.
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To access the Tickets module, click the Tickets tab.
T T —————
Tools. Tickets Search - Found 92 distinct tickets.
Session | € useriter; Oventokes - osectedbetueen = [ Search )
Filter Tree - Status: Open | Reopen  Severity: All  Category: General Ticket Labet All nalTicket Al Reset Filter I
|2 (root) =
Fem—
B bmng 1) F Group Tickets By: Gap Type * & Export Tickets ~
B D Labels Detection Date Status  Summary Rating Severity
Ticket Search area Bowie 3 Devices with dead paths (4)
e 52 $ep26,20105:1304PM [} L *k X O
) 263 Fe025,201132203PM []  Solaris host ilyp atsite Chicago has dead SAN 0 paths *kk
9 stes 92) 262 Feb25,201132203PN [} ESX cluster node moon1 of ESX cluster moon at site Boston has dead SAN I10 paths. ravere
0 8oston 59) 264 Feb25,201132203PM [ Solaris host sam at site Boston has dead SAN 10 paths )
5] @ ESX host (1)
9 patavases (35) (4 page| 1oz b M| @ searcn £ regire 3 Displying 1-500182 | Show 50| [fems.
@ 52 uaphostmoss (3) 5
@ 082 wabiostroy 3) r
@ us sal server By Ticket 263 sk sk o (coan Mark as Resohed | Suppress Ticket | [ Suppress Gap ][ Open Topology ] (i3 (2
‘sqlprod1:mssaiserver ()
Q«
Q¥ orace tayap 27 (1) TicketID: 263 Detected On: Feb 25,2011 3:22:03PM GaplD:  00245DeadPath External
T H Oracie nev1:db29 (1
Ticket Details area —r
\ Orace nev2:4030 (1) Description
’
i
e Vertas DG PV Paihe | SAN device  Unavaiable pathsTotal #of paths (£
R [ fem  emcpowernc iewraskcopas2s 0003isis 12 =

The Filter Tree is displayed by default.

The Ticket Search page contains a toolbar for convenient access to module
operations:

Filter Tree - Click to display a pane in which you can filter the tickets to
be shown in the results.

For more information about Filter Trees, see page 264.

éﬁ" Click to capture the result of a ticket search query and add it
to the Session pane.

For more information, see “Session pane” on page 58.
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The table at the bottom of the Ticket Details area logically groups all the items
relevant to the currently selected ticket. To view more information about a
ticket, click the + on the row you want to expand, as shown below:

I T ————
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To expand all rows in the Ticket Details Area table click the Expand/Collapse
Table % icon.

After the table has been expanded entirely, an Excel @ icon appears beneath
the table. You can click this icon to open the ticket in Excel.

Dashboard._ . Topology. Tickets Repors sLA Comparison. .. Configuration,

@[ Tickets SearchFound 223 ditinct ckots

#] 5\( Use Filter: Open tickets ¥ Detected between =P ]
z = =T o AN S A G Goneral Lol AN Ena Tkt AN g e
[y e——
= oy 9 e T oy Gap T - & B Teters -
o) D Laes Detecion Date: Sttus summary

=Esoarmn 3 SVC HDG contans

Rating Severty -
ure of HDisk types (1

ey ® e Sonod o2 TR ey =
[ G P egtel B Dapiyna1-2z301223  Show[ 500 s
1 ong kong (51)
© o 86 [ o
B Mokt ek s (ke s (Suppess k] [ Sopprss 6o ) (CopmnTopiiy ) B B
Gescbn  mped  Resotmn  Hewy  Nos  Smoims

TickeliD: 83 Area: Storage  Gap Signature: [01110SUCBPUDT] SVC NDG contins mbture ofUDIsk pes:
Category: Consistency, BestPractice

Severty: WARNING

Staws:  OPEN

Jun04, 2012 112635 A1
Jun 13,2012 6:1506 PH
0:

s x
Descripton

Accordingtorh.

Pl NDG_IIG ). Anc.

@
‘The following tabelss the MDisks of the MDG Quorum :
Woisk Hode

age
naged

manageq.
manages

Excel icon
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Searching for a ticket

DRA has a ticket search query that lets you enter search criteria and find
specific tickets or ticket types in the DRA database. Searching for specific ticket
information is a valuable tool for analyzing and resolving problems in your
environment.

The following procedure explains how to:

m  Specify the range of dates, status, severity, and category of the tickets in
which you are interested.

m  Filter the search results even further by using the Filter Tree to view tickets
that only belong to specific hosts or databases.

m  Group similar tickets in the display.

To perform a ticket query

1 To open the Ticket Search page, click the Tickets tab.
Tickets tab

Tk ok

Miark as Rosohed | [ Suppross Ticket | Suppress Gap | [ Open Topoloay ] [ 73

2 Inthe Use Filter drop-down list, select the filter to use for the query. Each
filter has default parameters that are predefined for the filter.
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You can select from the following filter options:

Open Tickets

Solved Tickets

Closed Tickets

Suppressed Tickets

Recently Opened Tickets

Recently Closed Tickets
Recently Suppressed
Find Ticket by ID

Find Ticket by Rating

Find Ticket by Note

Find Ticket by Unique ID

Includes tickets with a status of Open or Reopen.
Includes tickets from all categories with no specific
detection date. This is the default.

Includes tickets with a status of Solved. This filter
does not use a specific detection date.

Includes tickets with a status of Closed. This filter
does not use a specific detection date.

Includes tickets with a status of Suppressed. This
filter does not use a specific detection date.

Includes tickets with a status of Open or Reopen
that were opened in the last 24 hours.

Includes tickets closed in the last 24 hours.
Includes tickets suppressed in the last 24 hours.
Locates a ticket with the specified ID.

Locates a ticket with the specified importance
rating.

For more details about using ticket ratings,
see “Adding a rating to a ticket” on page 271.

Tickets Search - Found 223 distinct tickets:
S s oo -
Ticket rating is between (dem and s sk sk He K cles)

(a1 Status: Open |Reopen Arcas: All Severty All Caicory: General Labels: All Extemal Tisket All gy riyer

Locates a ticket whose note contains the specified
text string.

For more details about using ticket notes,
see “Adding a note to a ticket” on page 270.

€ UseFiter; Frdtetetbynete  +  Tiketnote contains: MY 102 ]

[jan  Sistus: Open | Reopen Areas:All Severiy: All Cateqory: General Labels: All External Ticket: All oo

Locates a ticket based on its unique ID.

For more details about using unique ticket IDs,
see “Generating a unique ID for a ticket” on
page 272.

Tickets Search - Found 223 distinct tickets

“{ Use Filter: Findticket by unique D Ticket Unique D:  4881ecc3cab287el  Reset Filter
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Note: You can change the default parameters for any of these filtering
options as needed. For example, you can specify a detection date range
(from/to) for the Solved tickets or Closed tickets filters.

3 Inthe Detected between (from/to) fields, enter the date range for the
search.

4  To open a window in which you specify the business entity for the query,
click the Business Entities link. The following window opens:

Search P D Reg Exp Ii‘]
O Name
[] cCustomers
7] ERP
[ crRM
[F nte
] Eneray
[ soa
| |
Page 1 0f1 ol Eé“ Displaying 1-6 016  Show 500 | jtems

5 Select the relevant business entity check box(es).
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6 To open a window in which you specify the ticket status for the query, click
the Status field.

= e oo I =

| Staws | Seventy  Category  Ticketlabel  ExtenalTicket |
Filter by Status

[} open

[7] [ Resolved
1 [ Suppressed
[ Reopen

[F] & Closed

o J[cama 6

7  Select the Filter by Status check box and the relevant status check boxes.
You can select from the following options:

Open Includes all currently open tickets
Resolved Includes all resolved tickets

Suppressed Includes all currently suppressed tickets
Reopen Includes all reopened tickets

Closed Includes all closed tickets

8 To save your settings and exit the window, click OK.
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9 To open a window in which you specify the ticket severity for the query, click
the Severity field.

= et et Ve W
| Staus  Severty  Category  TicketLabel  ExternalTicket |

[CIFilter by Severity

A Error
./ Warmning

@ Information

o J[conm ]

10 To specify that all tickets with this severity are included, select the Filter by
Severity check box and the relevant severity check boxes. You can select
from the following options:

Error Refers to tickets with a high risk level
Warning Refers to tickets with a medium risk level
Information Refers to tickets with a low risk level

11 To save your settings and exit the window, click OK.
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12 To open a window in which you specify the ticket category for the query,
click the Category field.

13

14

15

h

. Staus  Severiy

2 General

& [¥] DataRisk

Completeness

Consistency

Redundancy

Tampering

1= [¥] SLABreach

Availability SLA

Capacity SLA

Replication SLA

= [7] Optimization

Saving Opportunity

Best Practice
Performance

Availability

Extended Recovery Time

Category  Areasandlabels ExternalTicket

-

-

’ oK« ” Cancel 3§ ]

To select any of the listed categories for the query, mark the relevant check

boxes.

To open a window in which you specify the ticket label for the query, click
the Ticket Label field.

L

[ Status T Severity 0 Category | Areas and Labels [ Bxternal Tieket

[ Fitter by Responsibility Area
Storage
Servers

Databases

[“ Filter by Ticket Label

AlX
CLARIION
Cluster I
DB2 il
Declnix

ESXCluster

HDS

HPUX

IBM Managed System
IBMDS

Linux

M2 2Nl samer

[ oK & ” Cancel 3§ ]

To select any of the listed labels, mark the relevant check boxes.
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16 To open a window in which you indicate whether to display the query with

or without the external ticket, click the External Ticket field.

17 Mark the relevant check boxes to either show the query with or without the

external ticket.

,
(o rsrm e O =

| Staws  Severty  Category  TicketLabel ~ BdemalTicket
[CI Fitter by External Ticket

Show ticket with external ticket

Show ticket without external ticket

18 To save your settings and exit the window, click OK.

19 To display tickets that match the specified criteria, at the top right of the

20

window, click Search.

To filter your search results further, click the FiterTree
This displays the following pane on the left:

button.

I T ——————
Yoo

) ‘If Use Fiter: Open tetets = Detectedbetween
= Stous: Open | Reopen Severty. All Category. General TckstLabel Al Extomal Tckst Al Reset Flter

Fiter Tree.

oot

S Busiess Entes (66)
O F Grovp Tiketsay: Gap Type = & Export Tkt =
B cru 8 n Labels Detection Date Status  Summary Rating ‘Severity
B o) @ Host violating retention SLA (1)
Berees) 3 Suboptimal Oracle redo log file multiplexing (1)
Quencan 25 sep2s, 1 Kok kk

S stos 52)
Bhgoston (39)
B chicago (35)

—— Clrage ot b b @ searn PRese B Dspiying 1-2012 | Show/50_| nems
Q7 052 uabhostmess (3) Y
@ 082 udehostroy (3) SR
Qs sa server [ Ticket 125 sk sk sk ok (ean) Mark as Resahed | [ Suppress Ticket ] [ Suppress Gap Open Topology | (B )
sqbrost mssasenver 6
Description Impat Resoluion Histor Notes

Q oracte awnpawto 2)
v,

mi atste Cnicsgo
Q oracte ayapaw27 (1) TicketD: 125

: Sep28,201051152PM  GapiD: 0025080 External
e iy Status:  OPEN LastVerfied On:  Mar09,201124112PH  Name:  Suboptimal Oracle redo log fle ticket

everity:  WARNING multplexing system D:
@ Oractenevtian29 (1)

Category: Data Risk, Best Pracice
Q oracke nevz:an30 (1)

Q7 orace nevaen a1 (1) Descigon

@ Oracte araprostiorainatt Oracle database mia
® of unexpected single pointoffalure (se Impac).

wvistence

Q7 orace araprocz oranstz
®

o @ =
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The Filter Tree's highest branch specifies item types, such as Business
Entities, Sites, or Hosts. You can select one of these branches to specify that
only tickets that apply to these types of items appear in the search results.
The Filter Tree's subbranches list specific items of the parent branch. For
example, all the specific host names, as shown above. You can select a
specific subbranch so that only tickets that apply to these items, such as a
specific Host named Oranus, appear in the search results.

To group your search results, click the Group Tickets By

\# Group Tickets By: Gap Type =

J Group Tickes By: Gap Type button and select the grouping criterion from
the drop-down list.

| . 7 Group Tickets By: Gap Type ~ |

%r (no grouping)
@ Host

[[@ Business Entity
3 Database

g Site

\F Gap Type

After you select an option, the tickets in the search results are grouped by
that criterion.

For example, the following shows the search result tickets grouped by
business entity, one business entity per row. To the left of each business
entity, you can click the + to display the business entity’s tickets that were
found in your search.

Pllmgee @ Dastoyng 115500155 Show S0 tens

Note: A ticket may belong to more than one group; therefore, when you use
the Group By option, some tickets may appear more than once. For example,
a host’s ticket may belong to two or three business entities and may appear
each business entity’s group.
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22 To view more details for a specific ticket, click a row in the table. The ticket is
highlighted in orange and tabs at the bottom of the page show more
information about it. The tabs include summary information about the
ticket, the gap to which this ticket applies, when DRA detected the ticket, the
ticket’s severity, any supplemental notes, and symptoms related to the ticket
(when applicable).

Dashboard. . . Topology. Ticket Roports. Sl Comparison.. Configuraiion
~

[[Semeh |

iark a5 Resobed ) Suppeass Tickl_| [ Suppress Gap ] (_Opon Topoogy ] (3 7

10616 o) 20,

After you get your ticket query results, you can perform a variety of
operations on a ticket.

For more information, see “Performing operations on tickets” on page 268.

Note: You can also find a specific ticket by going to the bottom of the Tickets
Search area, entering text in the Search field, and clicking Find.

Tickets in the Topology module

You can also open a ticket from this view to display its topology. To do so, select
a ticket and click Open Topology. This action displays the ticket's topology at the
top of the page in the Topology module and detailed information in a series of
tabs at the bottom of the page. Information in these tabs is linked, and gives you
easy access to complete details for the items related to this ticket.

In the following example, the elements shown in the Topology module relate to
the item that triggered the ticket.
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Note: In some tickets, the items that triggered the ticket may be highlighted.

it Topoiony . Ml Roports S iR sCoNGAIGD
davonion W |G P (CINEA P N T < W

Tools Ticket 200 Topology As of Mar 9, 2011 2:45:39 PM
s 8 (PO e

[ Ticket 200 Topology.

e pascenr

Root
- )y Boston

o e 2

B Ticket200 sk sk 4 (coan) Mark as Resohed | [ Suppress Ticket | [ Suppress Gap | (3t 3

Description Impact Resolution History Notes Symptoms

Datastors gat o atacener 0D Dstacntr st Basin' toredon HOS logical s it havepartal 1ol st ﬁ

TicketID: 200 Detected On: Fen25,201131839PM  GapD:  00304TRESTRCTMIS External
Status:  OPEN ast Verified Mar 09,2011 24539 PM e Partal epiica sets ticket
Severity:  ERROR Category: Completensss system ID:

©
Description

Datastore gata of datacenter PROD Datacorfar has one TrueCopy copy.
This copy does not contain replicas ofall source devices. This may represent data loss in the event of isaster (see impact). =

Both the Tickets module and Topology module include the following tabs for
each ticket:

Description tab Describes the problem reflected in this ticket and lists the items
involved.
Impact tab Describes the impact of this gap on your environment, such as the

expected malfunction of the associated items with this ticket. The
information varies, depending on the ticket.

Resolution tab Describes various solutions for resolving the gap.
History tab Describes the states through which this ticket has gone.
Notes tab Displays a note that the operator added to the ticket.

For more information, see “Adding a note to a ticket” on page 270.

Symptoms tab Displays symptoms related to the ticket.

Note: The Symptoms tab is available only when related symptoms
exist.

See “Performing operations on tickets” on page 268 for more details.

Note: If you click an item in the graphical view, the Topology module changes its
focus to that item and displays details for that item in the browser.
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Performing operations on tickets

You can perform a variety of operations on a ticket during its lifecycle. To
execute a ticket operation, go to the ticket list at the top of the Ticket Search
page, select the ticket, and perform one of the following operations on it:

Mark as Resolved Resolves the ticket. A resolved ticket is treated as closed during
the next full system scan.

Suppress Ticket Suppresses the ticket. A suppressed ticket indicates that you are
aware of this problem, but you do not want to be informed about
it again during the next full system scan. As shown below, when
you suppress a ticket, you can specify a date when the
suppression expires:

€l B

Please select a suppression
expiration date:

12 13 14
5 16 17 18 198 20 A
. 26 27 28

Be e -
r

B ©
N ~
b4 =
N o
A =

Today

Suppress ("
Suppress Forever ("




Unsuppress Ticket

Suppress Gap

Open Topology

Copy Unique ID to
Clipboard

Assign a Ticket Label

Using the Tickets module
Performing operations on tickets

You can either select a date in the calendar and click Suppress or
click Suppress Forever to suppress the ticket indefinitely.

After suppressing the ticket, the following window opens, in
which you can add a comment about the suppression reason:

& -- Webpage Dialog ==
Ticket Suppression Note

Please explain the reason that this ticket is being suppressed.
This explanation wil be added to the suppressed ticket note.

The host is under maintenance.
suppressing this ticket until April lgtn.[

Unsupresses a ticket that is currently suppressed. You can only
use this option with a suppressed ticket.

Suppresses a gap. A suppressed gap indicates that you are aware
of this type of problem, but you do not want to be informed
about any instance of this gap again.

For details on how to unsuppress a gap type, see “Configuring

gap management settings” on page 229.

Opens the Topology module displaying the items relevant to the
ticket.

For more information, see “Displaying item details in the
Topology module” on page 311.

Copies the ticket unique id to the clipboard.

For more information, see “Generating a unique ID for a ticket”
on page 272.

Assigns a ticket label to a ticket.

For more information, see “Assigning a label to a ticket” on
page 277.

To perform the following operations on a ticket, click the Symptoms tab in a ticket:

Suppress Symptom

Suppresses a symptom. A suppressed symptom indicates that
you are aware of this type of symptom, but you do not want to be
informed about it again.
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Suppress Symptom Suppresses a symptom type. A suppressed symptom type
Type indicates that you are aware of this type of symptom type, but
II you do not want to be informed about it again.

Note: Not all tickets have the Symptom tab. This tab is present only when a
symptom exists.

For more information on working with tickets, see “Ticket lifecycle” on page 29.
You can also perform operations on multiple tickets simultaneously.

For more information, see “Sending tickets directly from the application” on
page 272.

Adding a note to a ticket

An operator can add a note to a ticket that describes it in more detail. You can
filter by note text to make it easier to find a specific ticket(s).

To add a note to a ticket

& In the Ticket Search page, select a ticket. At the bottom of the window select
its Notes tab. In the Ticket Notes field, enter your note and click Save.

Dashboard.  Topology Tickets Repors. SLA Comparison_ | Configuration
#]

p
Sarmniee P @ P

)= Ko
Tlot 00 Topogy A olar . 204 4539l

sssin 2| QRS (1)) (antmmmmtimn | comimimismscoon ]

R

@), Boston

Ticket tem. 2

B Ticket 200 sk sk A sk (ctean Mark 2s Resohed ][ Suppress Ticket | [ Suppress Gap | 2 ()

History Notes Symptoms

Sea Ac: April 15,2010 02:03:08 A ———mm =
Need to re-chesk SRY roli-ous checklise!

Ticket Notes field
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Adding a rating to a ticket

You can rate a ticket to indicate its level of importance. DRA uses a five star
rating scale. One star (7 ) indicates the lowest level of importance and five stars

( % ¥ 4 9 + ) the highest.

Ratings

&7 Group Tickets By: (no grouping) 8 Export Tickets *

D

Labels Detection Date Status Summary Rating Severity
Feb25,20113:2107PM [} The shared Symmetrix devices storing SRDF/S copy of datastore prodrep of datacenter PROD Datacent . 4 s A
Mar02,20113:12:39PM [ The LVM DisallowSnapshotLun option is disabled an ESXi hostesx1 at sit Baston ok ko
Feb25,201131732P1 [} Incongistent access to replica Symmetrix devices of VIFS datastore datastore1 on ESXhostesx2atsi. - s A
Sep 28,2010 5:13:00 PM [ Apassive node in VS VIACLUSTER at site Boston is missing a required mount point directory *hkkhkkk A
Sep28,20105:10:31PM [ Essential patns of Apache resource ApacheDummy in VCS VIACLUSTER at site Boston were not found... + A
Mar 03,2011 7:18:45AM [ Windows VIl veprod at site Boston has swap files stored on RAIDS devices @
Feb27,201131240PM [} Standby hosts esx2 at site Boston and esx2-dr at site Chicago use the same DNS server from distant... sk sk s

You can filter ticket ratings to make it easier to find a specific ticket(s).

To add an importance rating to a ticket

1
2

In the Ticket Search page, select a ticket.

In the selected ticket row, click the appropriate star to indicate the level of
importance of the ticket. The more stars, the more important the ticket.

Stars indicate
importance

Dashboard., | Topology, Tickets Reports SLA Comparison_, Configuration
P

Tools
Session B

Use Filter: Open tickets ~ Detected betwesn

ED Situs Open|Reopen Severty All Calegory. General T Lobel Al ExternalTiket Al Reset Fiter
[ oot

 usiness Entts (66)
[ P 57 Group ik . (10 srouping) - Export Tekets -
Boue D Labels Detection Date stws  summary fating = =
Bt 26 Fe025,201132021PH [} HAAAK o
Bevon 194 Feb25,201131817 PN [ S
Ol 7 56p28,20105:1120PH [ Solaris cluster o

S %2 Feb25,201132203PH [} Esx ofEsX duster moon GLde
Bocmon 213 Mar02,20113:1230P0 [ el optionis atsie Boston Kk ke
- 166 Fe020,201110900PH [ atsitec R

T, w2 oaop D noave ey
Q062 uanostross 3) e Sep28,20105:1300PU [} il
ety 129 Sep28,20105:1152PU [ " onLinhosttL. sk ok
Q) 258 Fen25,201132058PH [ foring VI R ERRIA
saprogtmssaiserver (5) 1 Feb26,201122834PH [ *okkk
Q anceautpo @ = WOz [p L A EAATO]
Q orack dwnpabi2 (1) 64 $628,20105:10:06PH [ s ing_ Kkkk
Q orack kayap27 (1) 19 Sep28,2010453:19PH [ its datab: raverare
Q orace maai24 ) 200 Fe025,201131830PH [ *hkkh A
@ orace neviiae2s (1) g 56p28,20105:1045PU [ as DG be nods cmd of VG cist oz a
Qi 0 Feb25,201131830PH ] T 7y
(o 23 Feb25,201132203PH [ Solarls host lleyp a it Chicago has dead SAN IO paths S
QR —— 22 Feb25,201132107PH [ ™ e A
@ 191 Feb25,2011317:32PM [} of ESXhost. tsl.. Jedkk A
W oo oozl b W | @ | st B et & Ceptyng 1500152 Show($ |+ arm
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Generating a unique ID for a ticket

DRA lets you generate a unique ID for a ticket. You can use this ID across
environments to find the ticket, regardless of the computer or environment on
which it resides.

When DRA generates unique ID for a ticket, it automatically copies the ID to the
clipboard. You can paste the ID into an email and send to the person handling
the ticket. They can use the Find Ticket by Unique ID filter option to search for
the ticket in their system.

For more information, see page 259.

To generate a unique ID for a ticket

& Inthe Ticket Search page, select a ticket and click the Copy Unique ID to

Clipboard @ button to generate a unique ID for the ticket and copy it to
the clipboard. After the ID is in the clipboard, you can select it and paste it
where needed.

Sending tickets directly from the application

DRA lets you send a selected ticket directly from the application. You can access
this option from the Details tab.

Send Ticket
Details |
[ Ticket201 sk A A cless) Wark as Resalved | [ Suppress Ticket || Suppress Gap |[ OpenTopology | B R

Description Impact Resolution History Notes Symptoms
Datastore prodrep of datacenter PROD Datacenter at site Boston is stored on Symmetrix devices that have partial replica sets

TicketID: 201 Detected On Feb25,20113:1839PM  GaplD:  00304TRESTRCTMIS External

Status: OPEN Last Verified On: Mar 09,2011 2:45:39 PM Name: Partial replica sets ticket

Severity: ERROR ‘Category: Completeness system ID:

e

Description

Datastore prodrep of datacenter PROD Dalacanter is stored on Symmelix devices that have the following replica sets
« BCVcopy
© SRDF/S copy
 SRDF/S-Snap copy
One of these capies does not contain replicas of all source devices. This may represent data loss in the event of disaster (see impac).

@
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To send a ticket from the application

fE:
1 Onthe Tickets Search page, in the Details tab, click Send Ticket ( L/—j ). The
Send Ticket Options window opens.

& -- Webpage Dialog @
Send Ticket Options
Mail Recipients  john.smith@company.com
Export Type PDF -
Message Body

Hi John.
Can you please take a look at this TrueCopy
replication?

Thanks,
Tommy . [

2  Enter details in the Mail Recipients, Export Type, and Message Body fields
and click OK. By default, the Mail Recipients field contains the default
distribution list specified in the Default distribution list for the reports
system property (see “Email settings” on page 246). You can change this
default setting, when required.

Exporting tickets directly from the Tickets module

DRA lets you export tickets directly from the Tickets module. You can access
this option from the Ticket Search area, as shown below.

Export Tickets

Tickets Search - Found 223 distinct fi *kets.

-, = =
€ UsefFilter: Open tckets. Detected between Eana =
\ Search

040 St Open Reopen Aless ANl Sevrt: ANl Ctsaon General Labels: Al emal TSt Al gt e

adaptive queue depth algorithm (1)

3 Esx 1)

by SRM need update (1)

(| Page| 1lor1| b 4| @ Searcn Pl reg el Displaying 1 -223 01223 | Show 500 | ems
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To export tickets from the Tickets module

1 Inthe Ticket Search area, click the down arrow on the Export Tickets button
to open a drop-down list.

| % Export Tickets - |

'_i’] Export to PDF Document

@ Export to Word Document

2 Select the format for the export. The tickets in the Ticket Search area are
exported as a Ticket Details report in the specified format (PDF or Word).

Performing operations on multiple tickets

DRA lets you perform operations on multiple tickets simultaneously. To do so,
use Ctrl + Shift to select multiple tickets in the Ticket Search page and then
perform one of the operations listed in the Details area.

Details area .
shows operations Selected tickets

Dashboard.__ . Topology. Tickets Reports SLA Comparison. | Configuration

kot Sea £ founs 23 dstnct ket

Session S S v oomines * st EM = [Seah)
b e 79
€ o 3 Group ket oy: Gap Type - & ExportTickets -
e o tane oetecton ate R Ratng -
<s0a00) 3 s cdwane
@ sus 0 ) a4 2072 13858 AN
[ S v con e between cuter nodes (1)
gt €1 o o e o4 2012 15729 0
 vosts 1391 =

 netapp rootfolume misuse (3)
)

B aoxvaeaprez 6)

194 towx[symmersc Vinesre Ve Jun 04,2012 11:38:12 A *kok a
"

to5 o oo sy . 04 2072 1138 2R [ *kkkh B H
-

y Pagel 1lor1 v sl | @ Search: emet1s2t %P 7 Regxp 3 Displaying 1-50f5 | Show S00 |V Zems

Y
W Axbasrmt (®) i Details
) B mickets 15], 105 &
& e @) Acions Notos Laves
& e Acton onseected tekets
Q s ) ® Tatenoacon
&z s ——

‘Suppress selected tckats with no tme lmt
Suppress selected tickels for imited perod oftime.
Suppress gap tpe of selected tckets

B A weeaigut (10)

B acwsnmtn =
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When you select multiple tickets, the Details area displays the following tabs:

m  Actions: Lets you perform the following operations on the group of selected
tickets:

Details

Tickets 194, 195
Actions MNotes Labels
Action on selected tickets

@ Take no action
Mark selected tickets as resolved
Suppress selected tickets with no time limit
Suppress selected tickets for limited period oftime
Suppress gap type of selected tickets

Change rating for selected tickets

(cl=ar)

= Take no action.

m  Mark selected tickets as resolved.

m  Suppress selected tickets with no limit.

m  Suppress selected tickets for limited period of time.
m  Suppress gap type of selected tickets.

m  Change rating for selected tickets.
To change the rating for the tickets, select the appropriate rating
(number of stars) to be applied to the tickets and click Submit. The
rating for all selected tickets is changed to the designated rating.

m  Notes: Lets you add or change a note for the selected tickets.

Details

Tickets 194, 195
Actions Notes Labels
Ticket Notes

Do not change any ticket note Add note for tickets without note only ©) Cverride notes of all selected fickets @ Append text on all selected tickets Clear

(Subnit |
Available options are as follows:
= Do not change any ticket note.
m  Add note for tickets without note only.
m  Override notes of all selected tickets.

m  Append text on non-empty ticket notes.
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m  Labels: Lets you add labels and remove labels for the selected tickets.

Details

Tickets 194, 195

Actions Motes Labels

[ Add Iabels to selected tickets

©

[E] Remove labels from selected tickets

@

To perform operations on multiple tickets

1  Select the tickets in the Ticket Search page. This action automatically lists
the operations you can perform in the Details area.

2 Select the radio button for the applicable operation and click Submit. The
selected operation is performed on all selected tickets.
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Assigning a label to a ticket
You can add one or more labels to a ticket in order manage tickets more
efficiently. Default labels are automatically assigned by the system when a
ticket is detected. Default labels can be changed, added, or deleted.

To add a label to a ticket
1  Select the ticket to which you want to add a label and click Manage Labels

( @j )in the Details pane in the Description tab. The following window
opens:

-

&1 - Webpage Diglog ~ © - ﬂ

HPUX
@ Oracle

Cluster Symmetrix
DB2

DecUnix E
ESXCluster -]

IOK .r “ Cancel 3¢ ]

2 Select the label(s) to add to the ticket in the left pane and then click @

3 Click OK to save the settings. The label is assigned to the ticket and displays
in the Details pane.

Detais

Mark as Resoved | [ Suppress Ticket | [ Suppress Gap ] [__OpenTopaiogy ] [ 3 )

History Notes
f database fles
Dec21,2011 11:11:48AM  GapID:  00226DBF External

Dec 21,2011 11:1148A  Name:  Miture of database files ticket
Category: Best Practice system ID:

B ioket2

VG vg3 on HPUX he

TicketID: 2
Saws:  OPEN

@ HPUX X oracie | symmetrx X

Discription

one or more of the databases. In addiion, may arise. Fur
of 2 separated set o storage volumes.

Manage Labels button Ticket labels
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Note: To edit the labels assigned to a ticket, click Manage Labels ( * ) and

then modify the labels currently assigned to the ticket.
To remove a label from a ticket, click the X adjacent to the label name in the

Details pane.

Details
& Ticket 2 (clear)
Description Impact Rt

VG va3 on HPUX host srvb at site 1 contain:

TicketID: 2 Detected Or
Status: OPEN Last Verified
Severity: WARNING

) HPUX X oOracle [fJ] symmetrix X <f—




Using the Topology

module

This chapter includes the following topics:

“Overview” on page 280 introduces the Topology module and describes its
organization.

“Accessing the Topology module” on page 294 describes the multiple
methods available for accessing the Topology module.

“DRA object model” on page 295 describes the DRA object model and its
representation of basic item types and connection types in the application.

“Item display methods in the graphical view” on page 298 describes the
item types that you can display in the topology.

“Connection display methods” on page 299 describes the multiple
connection types that you can display in the topology.

“Searching the topology” on page 300 describes how to perform a search
query for a specific item or item type in the topology.

“Performing Topology module operations” on page 303 describes the
Topology module toolbar and its operations.

“Displaying item details in the Topology module” on page 311 describes
general principles that apply when viewing information in the Topology
module's browser.
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Overview

The Topology module is an investigative tool that lets you view information and
resolve the tickets that DRA detects.

The Topology module lets you view and browse through a variety of graphs and
tables about any item in your environment.

To open the Topology module, click the Topology tab. The Topology module
shows a high-level map of your environment and a series of tabs of information.
The Topology module maps the devices in your environment and their
interrelationships. Extensive drill-down capabilities are available for quick
navigation, and enable you to easily examine relationships between items, gaps
and tickets. You can search in your environment using queries to locate a
particular item or item type in the topology.

The Topology page consists of the following primary areas:

m  Session pane
See “Session pane” on page 58.

m  Topology graphical view
See “Topology graphical view” on page 281.

m  Topology detail tabs
See “Topology details tabs” on page 283.

m  Topology toolbar
See “Topology toolbar” on page 285.

m  Navigator
See “Navigator” on page 292.

m  Topology tree
See “Topology tree” on page 293.
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Overview
w2k3db2ve Topology
Navigator ——————
==
Graphical view Q
hhamiser of continuitydmn01.loe al
_4Root i wRlEdb2E e
oy prosew
=4 Production 4 LJ
Topology tree  ——T——= e
® cortinuitydmnol Jocal
| tten
@ w2K3db2v8
Detail tabs =—————————rroperiies Related Tickets ~ Connections History
General Properties
: Description . Microsoft(R) Windows(R) Server 2003, Standard
—_— e
Tabular view eme @) gz bt
Item Type: host Domain continuitydmnG1 local
Detection Date: 17:15:30 29/12/2008 Kernel bits WA
Name w2k3db2v8
Primary [P 192.168.66.90
Server N4
model
Version 523780
o e

Topology graphical view

The DRA Topology module graphical view shows an icon for each item. You can
click on an icon to display more details in the detail tabs at the bottom of the
page. You can also click a direct connection line in the graphical view to view the
properties for that item, other items connected to this item, history of this item
and the item's related open tickets. In general, the Topology module and its
browser display the complete details for the currently selected item and make
that item the focus in the browser.

Note: Graphical topology shows both direct connections and indirect
connections. Direct connections, such as between a volume group (VG) and a
physical volume, are blue and can be clicked to show details. Indirect
connections, such as between two arrays, are light blue and do not have details.
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When you select an item or a connection line in the graphical view, it is
highlighted. The selected item in the topology is highlighted in orange.
Correspondingly, the table at the bottom of the page displays details for this

Dashboard Topology Tickets Reports. SLA Comparison Configuration
a > =
& A | F (99 8 Hald & RSB
Vi LevrTopology
Session - _aa)d] (B Comnecton Labesion__ || Centazed on select: off
No session items ]
J
& oo
& S catcener
Sl
o
ot
o e
o e
o otet
i Htem )
£ vear
Popeiis IR T -
properties
Descripton Mcrosof(R) Windows(R) Servr 2003, Enterprise Edton D
Domain WoRKGROUP
Faulttlerance state noiconturea
Hostname weor
Kemelbis na
Name veor
Power state poveredon s

) Selected
Details item

You can move any item in the topology graphical view by dragging it with the
mouse. The item’s connection lines move with it.

When you click on an item in the graphical view, its details are shown in the
detail tabs, which are described on page 283, and in the topology tree, which is
described on page 293. The icon representing the element is also highlighted.

Items in the graphical view are aggregated, as shown in the following screen:

Ticket 154 Topology As of Nov 1, 2009 10:37:45 AM

[:|
‘E"ﬁmmju ETmo151
Root
Boston
|, Chicago Symmetrix device x 11 Eord o Symmetrix device x 11
i ] ‘

1 chicago

Aggregated
view
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The topology aggregation function organizes devices with the same type into a
single group. The x# value in the item's label indicates the number of devices
that are aggregated for this specific item in the topology. For example, x7
indicates that seven devices are aggregated for that item.

To display the aggregated devices in the graphical view, click the item to select it

and then click Expand Selected Entities .

Ticket 154 Topology As of Nov 1, 2009 10:37:45 AW

Rt
et o
B-| = =
et =
L= &
= B ==
5 )i Boston [
B | o
° 207 o -
udbhost o
=
5 —
fiial
B
= g

Topology details tabs

The table at the bottom of the page displays detailed topology information. This
area consists of the Ticket and Item tabs.

The Ticket tab shows detailed information for a ticket, when a specific ticket is
the focus of the topology. It presents ticket details in a series of subtabs: the
Description, Impact, Resolution, History, Notes, and Symptoms (wWhen
applicable) tabs.

For more information, see “Tickets in the Topology module” on page 266.

Similarly, the Item tab displays detailed information for an item when it is the
focus of the topology. It presents ticket details in a series of subtabs: the
Properties, Related Tickets, Connections, and History tabs.
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These tabs display the following information for the item of focus:

Properties tab Presents descriptive information about this item
Related Tickets tab Identifies tickets affecting this item
Connections tab Shows relationships between this item and other
items
History tab Lists all the changes applied to this item
Logged in s: Admn About | Suggest Gap | Help | Logout Veritas™
Dashboard Topology Tickets, Repoits. SLA Configuration, Disaster Recovery Advisor
Savnion M | PO B Wl 8 ALCEHER D
Tools Ticket 154 Topology As of Dec 14, 2000 7:55:15 PM
e [

oS G,

0 207
Properties  RelatedTickets  Comneclions  istory
Generht Properties
temtfame: 0 407 Accumulated deviaton : None
temYpe:  Symmetrix device Dataage. ptodate
Detekon Date: Sep 13, 20 123618 P11 Datatime Se0.13,2009 94332 AN
Diskia 2407

Number of LUN maps: 0
Physically profected  Yes

Related History
Tickets
Properties  Connections
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Topology toolbar

The Topology module toolbar, shown below, provides easy access to various
viewing and navigation options. In addition, other viewing and navigation
options are also available:

el Il = &
[ Connection Labels: on ” Cenfralize on select: off

=) Zoom In/Zoom Out
&

Each click on one of these buttons either zooms in or zooms out the

= graphical view. Zooming in lets you see more detail about the items.
Zooming out lets you see a larger overview of the topology. You can also
use the mouse wheel to zoom in or out. Roll it away from you to zoom
in, and roll it towards you to zoom out.

= Zoom Area

Select an area and the map zooms in to this area.



286 | Using the Topology module
Overview

= Fit Contents
Sizes the display of the contents of the graphical view to fit it within the
current size of the graphical view pane. You can use this option for any
zoom or layout that you use in the graphical view pane.

Before Fit Contents

a6 [

1) [0 [F] (2] [eee) [F) e e e

q] i Iv]

After Fit Contents

o[

If you enlarge the graphical view pane, for example by hiding the
Session pane, the sizing of the topology does not change. In this case,
you should click the Fit Content tool again to display it in the pane's
new size.
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Hierarchy Layout
Displays the items in the topology browser in a hierarchical manner,

letting you see the containing items in one layer and the items that it
contains in another layer.

For example, a site may contain a host, which contains a volume group
(VG). This same site may contain an array also. In Hierarchical View, the
site is shown on the top level, the host and array in a level below it and
the VG in a level below that.

pnEp

P8 9 3 m
hdudinbbu biub bbuuudun
[

The first click of this button shows the topology in a hierarchical

manner. Each subsequent click rotates the topology 90 degrees
clockwise. You can view the topology in Hierarchical layout or

Incremental layout as best suits your needs.

Incremental Layout

This option displays the items in the topology browser in an
incremental manner enabling you to see the containing items and the
items that it contains inside it.

For example, a site may contain a host, which contains a VG. This same
site may contain an array also. Incremental View shows the site
containing the host and the array. It shows the host containing the VG.

The first click of this button shows the topology in an incremental
manner. Each subsequent click rotates the topology 90 degrees
clockwise. You can view the topology in Hierarchical layout or
Incremental layout as best suits your needs.

[@ Show Connection Labels (On/Off)



288 | Using the Topology module
Overview

’m Centralize on Select (On/Off)

When you select an entity from the ticket section or from the left tree,
the item gets focus.

High Level

&a High Lever

Shows a high level view of your IT structure that contains the sites,
storage arrays, and hosts that were scanned, and the relationships
between them.

Search
ﬁ Search ‘
Accesses the Search function in the Topology module.

For more information, see “Searching the topology” on page 300.

Qﬁ‘ Capture

Lets you capture the current topology and search related elements, and
add it to the Session pane.

For more information, see “Session pane” on page 58.

? Filter Displayed Content
Lets you manage the displayed items of the selected item's subtopology.

For more information, see “Filter displayed content” on page 304.

IEI Expand Entity

Expands the selected item to show its children.

For more information, see “Expand Entity” on page 306.

Expand Selected Entities

Displays all entities under the selected entity.

For more information, see “Expand Selected Entities” on page 308.
EJ Collapse Selected Entities
Hides all entities under the selected entity.
For more information, see “Collapse Selected Entities” on page 307.
?{, Display All Connected Entities
‘—j Displays all entities connected to the selected entity.
For more information, see “Display Connected Entities” on page 309.

SEE J Display Storage.

Displays all storage arrays connected to the selected entity.
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Display Replications.
Displays the replications/sources of the selected storage volumes.

Note: If the selected entity is a DB/VG/FS, it displays the storage
volumes and their replications. If the selected entity is a host, it
displays the hosts that are connected to the replica storage devices of
the volumes storing the selected host.

For more information, see “Display Replications” on page 311.
Hide Selected Entities

Removes the selected entities from the topology.

For more information, see “Hide Selected Entities” on page 305.

Export Topology

This option exports the current topology to a JPEG file, which can be
downloaded directly to your file system.

Print Preview

The first time this option is used in a session, the following window

opens, in which you authorize the use of the printer by the DRA applet.

Security Warning =]
The applet has requested access to the printer. Do you «
want to allow this action? =

Mame: myTopologyBrowser_TopologyBrowser_Applet

Always allow this applet to access the printer.

289
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Click Yes to display the following window:

= =
[ Page... H Print... H Zoom In ][ Zoom Cut ]45.0% -

At the top of this window, buttons let you change the page format, print,
zoom in, and zoom out.
You can also click the Options button to display the following window:

Print Options @
{General’| Title | Footer
Poster Rows 1
Poster Columns 1

Add Poster Coords [

Clip Area Graph =

[ Ok ][ Reset ][ Cancel ]

This window lets you tile the printout of this topology so that you can print
it very large and cover more than one sheet of paper. The options in this
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window let you specify the number of posters (that is, the number of sheets
of paper or tiles) that comprise the printout.

Poster Rows Specifies the number of horizontal pages across which the
topology is printed.

Poster Columns Specifies the number of vertical pages across which the
topology is printed.

Add Poster Cords Specifies whether the tiling coordinates are printed on each
page, making it easier for you to organize the pages after they
are printed.

Clip Area Specifies which area to print. You can print the view that is
currently displayed on the screen (which may be a portion of
the graph or larger than the graph depending on the current
zoom setting), or you can print the entire graph in which case
the whole graph is printed, no matter the current zoom shown
on the screen.

For more information about using these tools to perform operations in the
Topology module, see “Performing Topology module operations” on page 303.
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Navigator

The Navigator provides another option for controlling the graphical Topology
View. It has a gray viewing rectangle that lets you specify the area shown in the
center of the graphical view area.

Viewing
rectangle

To move the area shown in the center of the graphical topology view, click and
drag the gray viewing rectangle.

Tichet 18X Topokoay il

e
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] | ]
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The topology tree provides another option for controlling the graphical view. It
provides a tree that lists the elements displayed in the graphical view and lets

you double-click on any item to bring that item to the center of the graphical
view, as follows:

Topology tree

Ticket 3¢ 6 Topology

R |

s=1——=2 [£] B [E] 25 [E] | BlEliEE

-4 000267890102
100

11074
[#-"]1078
[#- ] 107C

=R T

< |i®

~

The filtering and display options that apply to the items in the graphical view
also affect the items in the topology tree.

When you click on an item in the topology tree, its details are shown in the detail
tabs, which are described on page 283. The element’s icon is also highlighted.
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Accessing the Topology module

You can access the Topology module in the following ways:

m  Select a ticket in the Tickets module and then click the Open Topology
button.
See “Opening the Topology module from the Tickets module” on page 294.
m  Click on a ticket in the Dashboard.
See “Opening the Topology module from the Dashboard” on page 295.

m  Click the Topology tab.

Opening the Topology module from the Tickets module

You can open the Topology module with a specific ticket as its focus. To do so,
select a ticket in the Tickets module and click Open Topology.

At the bottom of the page, the following subtabs present detailed information
for the items relevant to the ticket: Description, Impact, Resolution, History,
Notes, and Symptoms (when applicable).

Note: You can also access the Topology module by clicking the links in a ticket,
as presented in the ticket’s Description, Impact and Resolution tabs in the
Tickets module.

Dashboard opology Tickets Reports SLA Comparison..,  Configuration

i | |G PO B HE D ) ERE

icke! 200 Topology As of Mar , 2011 2:45:39 PI
= - | RQ&)e] (oo comamionsecion |

opolage:
[ Ticket 200 Topology

=]

Ticket Hem &

[B) Ticket 200 sk sk sk sk (e Mark as Resobved ] [ Suppress Ticket. | [ Suppress Gap ] [ 3

Descripto Impact Resolutign History otes Sypptoms.

Datstors oo ataceter o0 0scente t st ostonkssorea o s ot unts e it i sets ﬂ

Defected on: Fen2s,201) 318:30Pu | Gapio:  003fuTRESTRCTHIS
aftveriiedon: | war09,201| 24539 | Name: i repica sets et
Category: Corfoleteness system D:

50 Datacenter fas one
in repichs ofal source fevices. This by repr s inthe evenf disaster (see impach 3]

Impact History Symptoms

Description  Resolution Notes
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Opening the Topology module from the Dashboard

You can also open the Topology module by clicking a ticket ID in the Dashboard.

In this case, the application switches to the Topology module, displaying the
selected ticket as its focus.

DRA object model

The Topology module creates its representation of your environment using an
object model. The object model defines the basic item types and connection
types that are used in the browser to present relationships between them.

Note: Not all item types can use all relationship types.

Table 8-1 lists some examples of the graphical representations of the objects

that appear in the topology browser. Each object is described in the Glossary on
page 377.

Table 8-1 Topology browser icon examples

Icon Object

iﬁ Site

Business entity

Domain

Host

e oD

File system, local file system

Network file system

|EIE

v

vel VO

@ PV, SAN PV
DAS PV

295
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Table 8-1 Topology browser icon examples

Icon Object

¥

Storage array

Symmetrix DG, Symmetrix CG, Symmetrix RDF group, or CLARiiON Snapshot

1|0 &

Session
_aggr_ NetApp Aggregate
| NetApp Volume

NetApp Q-Tree

o

Network Share, NFS Export/NFS Share, or CIFS Share

Database instance

Database data file, database data files

Database control file, database control files

Database log file, database log files

Database archive destination, database archive destinations

SV, Symmetrix Device, Symmetrix Meta Device, Symmetrix Meta Head,
Symmetrix Meta Member, NetApp LUN, unknown array device, BCV, SRDF,
clone, or snapshot

Any Type of Connection

%& :Iglﬂﬂ@']

=
o
i

Veritas Cluster Server

A

woes  veritas cluster service group
—

wes  Veritas cluster resource

t¥C5  Veritas cluster node

7 Vi 1 local 1
[ wcs eritas cluster local application
= PP
symm  Symmetrix array

d
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Table 8-1 Topology browser icon examples

Icon Object

HDS HDS
—_—
Nei;nEE NetApp Filer
e  CLARION
5 Cluster

Global/campus cluster

=
o
i
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Item display methods in the graphical view

DRA distinguishes between the following types of items in the Topology module
graphical view:

Compound items

Compound items contain other items that are currently displayed in the
Topology module graphical view. The following figure shows one compound
item (named as17), which contains multiple simple items:

Simple item Compound item

Ticket 154 Topology As of Dec 14, 2009 7:55:15 PM

Simple items

Simple items do not contain other items that are currently displayed in the
Topology module graphical view. These simple items most likely have child
items, but the children are not currently displayed in the browser. For more
information, see “Connection display methods” on page 299.

All the items in the following topology are simple items:

?? HDS
. — o
blaked 12301
awad
Symm Symm
—_—— —_——
o003 ooos
rileyp
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Connection display methods

In the Topology module's graphical view, DRA uses a line to display connections
between items. Connections can be either direct or indirect.

Direct connections

Direct connections directly connect two simple items. A bold blue line indicates
a direct connection between two items and always shows the type of the
connection below the line. An arrow indicates the direction of the connection.
Such connections are always one to one.

In addition, when the user clicks on a direct connection, the connection details

are shown in the Item tab.

Indirect connections

Indirect connections indicate that one of the children of a simple item has a
direct connection with another item or one of its children in the graphical view.
A light blue line indicates an indirect connection between items.

For example, in the figure below, the local file systems in the rgdb-xp host have
a direct connection to their physical volumes and indirect connections between
the physical volumes and the NetApp Filer.

Unlike a direct connection, an indirect connection does not show the name or

direction of the connection. When you click on the connection, DRA does not
display any details.

ﬂi# Sanity Prod

system2

—g
system1

LA

1gdbexp |

o

I 1

n2k3 db2ve

=

usacosel10

8

[

| netappt
|

i—lii;l—
| NewApp

| prodfiler
|

iiﬂ Sanity DRP

33

| drptiler
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Searching the topology

You can perform Topology module queries to supplement your data analysis and
problem solving. These queries let you search for a specific item or item type in
the topology. Data is retrieved from the DRA database when executing the
queries. The parameters you specify for a query may vary, depending on the
item(s) specified for the query.

To perform a search in the Topology module

1 To access the Topology module, click the Topology tab.

ﬁ Search

2 Click . The Topology Search page opens.

Dashboard polog Tickets. Reports SLA Comparison,, | Configuration

Sarioniee |

= | search For: Sites

Hosts
Storage Arrays
Er

nities
Relationships

Search For
. drop-down list

No enty selected Please sslect an entfy to display.

3 Inthe Search For drop-down list, select the item type for the query. Most
search options also require that you specify one or more parameters. You
can select from the following search options:

m  Sites
When you select this option, no additional parameter is required.

= Entities
For this option, you must also specify the Entity Type parameter. In the
Entity Type drop-down list, select the required element/item type.
Entity types include elements used in the DRA application, such as
hosts, storage arrays, file systems, domains, and so on.

m Hosts

When you select this option, you must also specify the site(s) on which
to search for the host.
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m  Storage Arrays

When you select this option, you must also specify the site(s) on which
to search for the storage array.

m  Relationships
For this option, you specify three additional parameters for the search
function, including the Entity Type From (entity type), Entity Type To
(entity type) and Relationship Type, meaning the type of connection
between the from/to entity types.

Topology Search - Relationships

Search For;| Relationships v
Show |’A”* "‘relatmwmps
between |~ All - +| enties and [~ All - | entities

Click Search. Results that meet your query criteria are displayed in a table at
the top of the page. To display additional details for a specific item in the
table, click the relevant row to select it. The selected row is highlighted in
orange. At the bottom of the page, a series of tabs displays more information
about the selected item. Click a tab to view its details.

Topology Search - Entities (20)

Search For: Entifies

Entity Type: Host

Entity Parents. ~ Entity Entity type
Site Unknown Site host1 host o
Site Unknown Ste > Datacenter prd —> Host localhost vm-pool3 host
Site site Q > Cluster Q2 hostq2-3 host
Site Unknown Site cip2 host
site ste Q hostb? host
site site R hostrt host B
Page  1)oft » 2 Search: L0 Regxp [ Displaying 1-200f20  Show 20 items
[ | Entity
2 hostb2 Open Topology
Properies  Related Tickets  Connections History
General
ttem Name: 7 hostb2
ftem Type: HPUX host
Detection Date:  Jul 9, 2012 5:45:23 PM
Properties
IR:[139, 141]
Name hostb2

Primary IP 111.11.1.28

301
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When you click Open Topology, a map of some of the items in your
environment is displayed at the top of the page (graphical view).

w2k3db2vE Topology

==

R Prosucton

D

Member of
mber o continuitydmnod.local

- gdbxp J
4 Root Sty | WEKIEEZAE

Member of

(54 Production
——# rgdb-xp
\@ continuitydmnD1 local
| tem
) wakdbave
Properties Related Tickets Connections History
General Properties
. g Description :
Item Name: w2k3dbavs
Itemn Type: host Domain :
Detection Date: 17:15:20 29/12/2008 Kermel bits
Name
Primary IP
Server
madel
Version :
General information Selected
(item name, type, detection date) item

Microsoft(R) Windows(R) Server 2003, Standard
Edition

continuitydmnQ1_local
MAA

w2k3db2ve
192.168.68.90

N7A

823730

o =

Details

To select an item in the graphical view, click on it. At the bottom of the page,
a series of tabs displays more information about the item. Click a tab to view

its details

For more information on each tab, see “Topology details tabs” on page 283.

Note: When you click an item in the graphical view, the Topology module
changes its focus to that item. The page refreshes to display details for that

item.
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Performing Topology module operations

The Topology module contains a suite of tools that let you perform operations in
the browser. The following operations can be performed:

& High Level

ﬁ Search ‘
@

<

E B E EE

High Level

Shows a high level view of your IT structure that contains the sites,
storage arrays and hosts that were scanned, together with the
relationships between them.

Topology Search
See “Searching the topology” on page 300.

Capture
Adds the current topology to the Session pane.

See “Session pane” on page 58.

Filter Displayed Content

Filters the items' subtopology display.

See “Filter displayed content” on page 304.
Expand Entity

See “Expand Entity” on page 306.

Expand Selected Entities

See “Expand Selected Entities” on page 308.
Collapse Selected Entities

See “Collapse Selected Entities” on page 307.
Display Connected Entities

See “Display Connected Entities” on page 309.
Display Storage

See “Display Storage” on page 310.

Display Replications

See “Display Replications” on page 311.
Hide Selected Entities

See “Hide Selected Entities” on page 305.
Print Preview

Provides a print preview of the printout before it is sent to the printer.
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— Export Topology
T_JJ"’ Exports the topology as a JPEG image and stores it on the client.

Filter displayed content

The Filter Displayed Content ? button lets you add items to or remove items
from the topology. For example, as shown in the figure on page 306, /loglv00
was initially selected as the child item to add to the topology in the Expand
window.

To add additional child items to the topology, click Filter Displayed Content

? . A wizard opens that takes you through the process of specifying the types
of child items that you would like to see. It then displays those items. The
following options are provided:

m  Contained Items
Lets you specify the descendent items to be shown. Select the descendents
type to view and then the actual descendent items to be included in the
view. For example, you could select the following:
m  Storage array contains storage volumes

m  Host contains file systems, volume groups, and so on
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m  Related Items
Lets you specify the related items (connected to the select item or one of its
descendents) to be shown. Select the related item type to view and then the
actual items to be included in the view. For example, the volume group (VG)
is stored on a storage volume. When you click the filter for the VG, storage
volumes become a related item for the VG.

r N
£ — Webpage Daiog S — ==
—
Select Expand Option

Please select the expansion type you would like to perform.

@ Contained ltems
This option allows the user to select which ofthe contained items to display.
The user first selects the the item types of interest, and then selects the specific items to display.

) Related Items
This option allows the user to select which of the related items to display.
The user first selects the relationship types of interest, and then selects the specific related items.

v [oom ]|

Hide Selected Entities

The Hide Selected Entities Ej button deletes all selected items. To hide child
items in the graphical view, click a parent item to select it and then click Hide
Selected Entities.

Note: Using this tool performs the same action as clicking the Expand Entity
tool, deselecting the currently selected child check box(es) and then clicking OK.
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Expand Entity

The Expand Entity IEI tool expands the current topology view to show the
children of the currently selected item. You specify which child item(s) you want
to include in the current view. When you click the Expand Entity tool, the
Expand window opens, in which you select the children and subcomponents you
want to display.

&  Filter Displayed Content - Webpage Dialog =
Filter Displayed Content

[C]| name Type

[C] SAM physical volume x 12

@ SAN physical volume

=

logivOO
n_] logical volume

)

local file system x 29
l local file systerm

page| 1lof1 » | | & | Search: P[] Reg Exp | [3] Displaying 1-3 073 | Show 100 ¥ jtems.

Note: This window only shows direct children of the selected item.

To filter the rows, use the search field at the bottom of the table.

You can also perform searches in this window to easily locate an item, based on
its name. To do so, enter an item name in the Find field. You can also specify the
name using a regular expression by checking the Reg Exp check box and then
entering your text in the Find field. To match a regular expression for an item
name, select the Reg Exp check box.

After you define your selection criteria, click OK.
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The item of focus in the topology plus the children you selected to view (in the
Expand window) is shaded with orange in the graphical view. In addition, the
child item(s) you select are shown in the Expand window at the top of the list.

Dashboard |  Topology Tickets Reports SLA Comparison... | Configuration

Satinion M5 @ | T2 B HE @ RB

Ticket 154 Topology As of Mar 8, 2011 2:45:39 P
Sl @le e Fiter Dizplayed Content ~ Webpag
asimie rlajafie] (b)d] |memede—t

Filter Displayed Content

[Biicket 154 Topology a 1| ame « Type.

= {iocson [7] localfle systemx29 Jocal il system
o= L a

logical volume.

[E] physical volume x 12 Q
physical volume

By uamng
( oge| tlor1| b bl @ sear jspayng 13013 Show 100 | sems
Properties Related Tickets ~ Connection b Lot Seerch; 20 reste @ Depky09 123 013 L

General

temtame: K2 uabvg [OR ][ Cancel ]

femType: VG

Detection Date: Sep 2, 2008 5:44.06 Pl

Properties

Name vy

sire 292568 =

Collapse Selected Entities

The Collapse Selected Entities ﬁ] tool lets you collapse the topology view so
that an item's children are no longer displayed. For example, in the following
figure, the bold, red item shows the topology after clicking Collapse Selected
Entities.

To remove child items from the graphical view, click a parent item to select it
and then click Collapse Selected Entities.

an
E
=
5
il
g “
i
- 2 Lfm
= coll O
ollapse
g P ST | -
o >
8
g
&
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Expand Selected Entities

The Expand Selected Entities tool lets you expand all items in the topology
to show all their children and connections. The following example shows a
before and after view when using this tool:

Before

EE i 1)

Sanky DRF Sanky Prad

After

i ]

diplim Ty Piod
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Display Connected Entities

The Display Connected Entities ID;QJ tool lets you show only the internal direct

connections for a selected item. The following example shows a before and after
view when using this tool:

Before

BT samby pra

&

Sanly ORP

After

EH H_ EXnlgy DS E-H ﬁ Sanky Prad




310 | Using the Topology module
Performing Topology module operations

Display Storage 2
The Display Storage I—J tool displays all the storage devices connected to the

selected entity. The following example shows a before and after view when using
this tool:

Before

After
A8 proauction
=

T, prodiiler

B oracle_agar

Storedon | i Stored on P ArolfinxContund

JRGDB/Cont
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Display Replications

The Display Replications —':'J tool displays all the replications of the selected
storage device. The following example shows a before and after view when using
this tool:

Before

Bas

After

EEE Clone (Copied) H

Displaying item details in the Topology module

By clicking a link in the graphical view of the Topology module, the complete
details for the selected item are displayed at the bottom of the window in a series
of tabs. All information in the Topology module is linkable, which means that
you can click an item to drill down to its contained elements and/or
subcomponents.

In general, whatever item you select in the Topology module becomes the focus
for display in the browser.

The focus for the browser varies depending on the way you access it.

m  Accessing the Topology module by selecting an item in the module
The browser shows the topology of that item in the graphical view and
relevant details in the tabs at the bottom of the page, including the
properties of the item, related open tickets, connections and history.

m  Accessing the Topology module from the Tickets module
Selecting Tickets > Open Topology opens the Ticket Topology view and
displays only the most relevant elements for that specific ticket. The upper
pane displays a graphical description of the ticket. The following tabs are
shown:
m  The Ticket tab shows the ticket information.

m  The Item tab shows the item information, as detailed in the previous
element.
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Properties tab

The Properties tab displays information about the properties of the item as

follows:
Dashboard Topology Tickets. Reports SLA Comparison . _Configuration
Saronice Mo || 9O B HE o B
Tools ‘Ticket 154 Topology As of Mar 9, 2011 2:45:39 PM
S - | [ Je]@) J o on select: o
Sesson @QJeJC)e] (% [ commmnisenan | comszesonsescon
Ticket 154 Topology 8
B =]
o= =
[T | — 0
2 &m H Y| symmeticdeicex 11 ot Symmetix device 11
=] udbhost I']
"
(oo
E— T

Detecion Date: Sep 2, 2009 500:59 P

Properties

Cache size
Device count
Disk count
Firmware version
)

Model

Hame

Properties

22468
12702

1684

577288
000231300011
‘Symmetix DMX4-24.
o00o4200011

General information
(item name, type, detection date)

The display includes following information about the properties of the item:

Item Name
Item Type
Detection Date

Item Properties

Name selected for the item

Type of item

Date the item was first detected on the system

List of properties that define the item
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Related Tickets tab

The Related Tickets tab shows the tickets relevant to the selected elements on
the topography as follows:

Ticket 154 Topology As of Nov 1, 2009 10:37:45 AM

=

* 207
# Symmetrix dev|
&)} udbhost

RS (o)
&)} Chicago

tem
[ 0151
Properies  Related Tickets  Connections. History
D Detection Date Status ‘Summary Severity
15: Sep 11,2009 11629 AM [ VG udvg on AlX host udbhost at site Boston i stored on Symmetrix devices that have partial replica sets
33 sep2,2000751:31PM [ Muttiple databases are storsd on VG udbug on AIX host udbhost at site Boston B
Rows perpage 20~ & 1

Connections tab

The Connections tab shows a tabular list of the connections in the graphical
view, as follows:

Ticket 154 Topology As of Nov 1, 2009 10:37:45 AM

2

07
® Symmetrc dev|
£} udbhost haliponersa
S} udbvg

B SAN physi
.
J. hicago
“ il »

tem

iRoFs spin)

 iswpouers

Properies  Related Tickets ~ Connections History
Relationship Related tem Related item Type.
Stored on

— 21 T [ ] ——

Rows perphge 20~

Relationship Related Item Iz%a_tl_‘;?)e
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The connections described in the tabular list are defined as follows:

Relationship Type of connection.

Connection Direction The relationships are directional. For example, in a “stored
on” relationship, the direction is important.

Related Item Item the selected item connects to or is connected by.

Related Item Type Type of connected item or connection.

History tab

The History tab shows a tabular list of all the changes made to the selected item,
as follows:

Ticket 154 Topology As of Nov 1, 2009 10:37:45 AN

» 207
® Symmetrix dev

) udbhost = ""L
Pt *{ Symmetix device x 11 [~ aRorls capi

Symmati device x 11

&
o .

Chicago

[l F——] v

Ticket Item
5y vavig
Properties Related Tickets Connections. History
Date: ~ Type Subject. Previous Value Value
Sep 02,2009 3:44:06 PM Entity found udbvg o z
Sep 02,2009 3:44:06 PM Entity verified udbvg .
Sep 13,2009 9:04:30 AM Property detected maxSnapAge s NoReplicas
Sep 13,2009 9:04:30 AM Property detected primaryltemID = 109580
Sep 13,2009 9:04:30 AM Property detected minSnapAge s NoReplicas
Sep 13,2009 9:04:30 AM Property detected correctness = VALID
Sep 13,2009 9:04:30 AM Property detected numOfSnaps s 0
Sep 13,2009 9:04:30 AM Property detected replicationSet - B
Rows Derpale 2 - 1

The list of changes includes the following:

m  The creation of an item

m  The expiration of an item

m  Addition, expiration, and changes of value of a property

m  Addition, change, and expiration of a connection for items
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The following information is included about these changes:

Date
Type

Subject

Previous Value

Value

The date that the change occurred.
The type of change.

The element that was changed. This is either the item/connection or one
of its properties.

The value that the item had before it was changed. If the item is new,
there is no previous value.

The current value of the element in the list.
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DRA reporting

Overview

This chapter includes the following topics:

m “Overview” on page 317 introduces the report generator and describes how
to run and open a report.

m  “Exporting reports” on page 319 describes how to export reports into other
formats.

m “Report types” on page 319 describes the various report types provided in
DRA and how they are organized.

DRA's report generator automatically produces detailed reports describing your
configuration and the gaps that it detected from information extracted from the
DRA database.

Some reports have parameters that let you specify the information that you are
interested in before you run the report.

Some reports may take some time to run. You can run multiple reports at the
same time.

Note: DRA also lets you schedule when reports are automatically generated and
sent to one or more email destinations that you configure. New reports
automatically generate each time before they are sent.

For more information, see “Report scheduling” on page 144.
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To run a report

1 Click the Reports tab. The Reports page opens.

Dashboard _ __Topology. Tickets Reports SLA Comparison__. | Configuration
7 S T e
E = [} Rrepot Scanstatus 5
eps f} S
Show &
1S SQL Server Backup c Custom Rep _
e Gy © Sho Data Collection Expansion Package Summary atus 7 Display databases n one table Generate

Data Colectors Summary
[ o8 Repli
Database Storage Utization
|l Hosis with a Single SANLO Host Configuration Differences
Path Host HBA Comparison

Hosts vilh a Single SAN U0 Paih

it Host Configuration Differences 1€ Infrastructure Change Log
Instaled S
st New Databases Notfication B3 License Usage
1S SQL Server Backup Summary
llsl New Databases Notfication £ NetApp Filer Replicalion Summary
New Databases Notfication
llsl New Databases Notiication ¢ Oid Replicas
Opiimization
epicated Temporary Databases
Scan Stalus
Scan Troubleshooting
Standby Pairs

Storage Summary

System Event Log

Ticket Details

Un-epiicated Data on Replicated Hosts
Un-scanned Servers | Arays
Unsynchronized Remote Repiication
VMware Summary

2 In the Report drop-down list, select the report that you want to run. The
relevant reports page is displayed.

3 For areport that has parameters that you need to specify, enter the required
parameters and click Generate. The report is displayed at the bottom of the
Reports page.

Note: Some reports may take some time to execute. While waiting for a
report to finish running, you can browse and do other work in the DRA
application.

You can open a report directly from the Session pane. For more
information, see “Session pane” on page 58.

To open a report from the Session pane

& To select a report, click it in the Session pane. The report automatically
opens in the right pane of the window.
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Exporting reports

Many DRA reports let you export their content into PDF or Word format. The
reports that provide this feature display the relevant tools at the top left of the
report window, as follows:

Report export tools

Dashboard Topology Tickets Reports SLA Comparison Configuration
i T Y
Tooi C
Session _ Report: Business Entity Scan Coverage
Reports

Selected business ent|t|e5t|j [all)
h Business Entity Scan Coverage [0

Exports to a PDF file with a portrait orientation

Exports to a PDF file with a landscape orientation

Exports to a Word file with a landscape orientation

Exports to an Excel file

B2
%; Exports to a Word file with a portrait orientation
e

Report types

DRA has the following reports:

m  Scan Status

See “Scan Status report” on page 321.
m  System Event Log

See “System Event Log report” on page 322.
m  Ticket Details

See “Ticket Details report” on page 323.

m  Optimization
See “Optimization report” on page 324.



320

DRA reporting
Report types

Un-replicated Data on Replicated Hosts
See “Unreplicated Data on Replicated Hosts report” on page 329.

NetApp Filer Replication Summary
See “NetApp Filer Replication Summary report” on page 330.

Unsynchronized Remote Replication
See “Unsynchronized Remote Replication report” on page 331.

Old Replicas
See “Old Replicas report” on page 332.

Standby Pairs
See “Standby Pairs report” on page 333.
New Databases Notification

See “New Databases Notification report” on page 334.

Host Configuration Differences
See “Host Configuration Differences report” on page 335.

Infrastructure Change Log
See “Infrastructure Change Log report” on page 336.

Database Replica Synchronization
See “Database Replica Synchronization report” on page 337.

Unscanned Servers/Arrays
See “Unscanned Servers/Arrays report” on page 338.

Hosts with a Single SAN I/O Path
See “Hosts with a Single SAN I/O Path report” on page 339.

Storage Summary
See “Storage Summary report” on page 340.

Scan Troubleshooting
See “Scan Troubleshooting report” on page 341.

Database Storage Utilization
See “Database Storage Utilization report” on page 342.

VMware Summary
See “VMware Summary report” on page 343.

Host HBA Comparison
See “Host HBA Comparison report” on page 344.

MS SQL Server Backup Summary
See “MS SQL Server Backup Summary report” on page 345.
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m  Replicated Temporary Databases
See “Replicated Temporary Databases report” on page 346.

m  Business Entity Scan Coverage
See “Business Entity Scan Coverage report” on page 347.

m  License Usage
See “License Usage report” on page 349.

m  Data Collection Expansion Package Summary
See “Data Collection Expansion Package Summary report” on page 350.

m  Data Collectors Summary
See “Data Collectors Summary report” on page 350.

m  Installed Software
See “Installed Software report” on page 351.

m  Custom
See “Custom report” on page 351.

Scan Status report

The Scan Status report, as shown in the following figure, displays the scan
status of storage arrays, hosts, clusters, and databases from the last DRA full
cycle. A historical view is available for auditing purposes.

Report| Scan Status v
Show scan histary from the last |-No Histary- b
[ Display databases in one table

SCAN REPORT

The following repart presents the sean status of starage arrays, hosts, clusters and datahases fram the lastfull tycle of DRA,
History view is available far auditing purposes

|

LAST FULL CYCLE STATUS

Last full cycle start time Apr 26, 2009 2:23:39 AM
Last full cycle end time ADr 26, 2009 9:14:43 AW
Collection stage duration 014812
Enrichment stage duration 03.49:38
Gaps stage duration 01214
Full sean status Gompleted successiully

SCAN SUMMARY

STORAGE SCANNING STATUS

Scanned successfully: 622

Details:

321



322

DRA reporting
Report types

System Event Log report

The System Event Log report summarizes all user actions and system events
that are recorded in the system log. This information includes the suppression
of tickets, when DRA was available, when users logged in (and with which user
role), when tickets were closed, and so on.

You can specify the number of days to be included in the report, as follows:
Report: System EventLog -
Show events notified in the last 2 days \':
Please click the Generate bution to generate the report.
The following figure shows a sample System Event Log report:
Report: System Event Log 5

Show events notified in the last  -All- -
5]
SYSTEM EVENTLOG D

‘The following report presents DRA system evenls notified in the last 2 days.
Report generation time: Dec 20, 2009, 7557:06 PH

Atotal of 405 events were found.

EVENTS SEVERITY DISTRIBUTION

CRITICAL

»

ERROR
.

WARNING

INFO

m I

EVENTS DETAILS
EventID Severity  Creation Date Description

@ CFG_00011 INFO 12/20/2009 6:15:06 P System property ‘Minimum temporary database size for opening aticket, in MB' was changed by Csadmin from “100'to 5"

© SYS.00011 INFO 122012000 6:13:4 PM | RecoverGuardis available

@ sv5_00021 INFO 12/20/2009 6:13:28 PM  RecoverGuard shutdown completed E

Event Creation  Description
ID Date

Severity
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Ticket Details report

This report provides complete details about each ticket in the report. The top of
the Reports page displays filtering options you can use to control the
information that is displayed for each ticket.

The following figure shows a sample Ticket Details report:

Report. Ticket Details -

hﬁ

Use Filter: Open tickets ~ | Detected between ana =
(21141 St Open| Reopen. Aress: AN Severt: AN Ctecory: Extended Recovery Time. Labes: All ExtermalTeket AN | gosoq Fitor
SortByA GapType v B sewny 5
Show summary [ Show Categon/Severt Distibution 1 showClosureDate ] Show First Detecton Date 5] Show Suppression Date
7] ShowDetalls (%) Showimpact (9] Show Resolution (%] Show Notes. ShowTopology (1) ShowRating ] Show Areas ] Show Labels @) Show Ticket Summary
=
o crtera
Ticket status oy, REOPEN
Ticket severity a
Impact categories Extended Recovery Tre

Attalof 3 tickets were found that match he givn crieria
These tickets are presented inthe folowing sectin

Report generation ine: ul 26,2012 1:02:38 Pt

TICKETS
D Detection Date Staws  Summary Severity Rating
12 072612012 11:13:21 AM OPEN n ofvoting disks WARNING o

1 0m261201211:1224 A OPEN  Cluster nodes of o WARNING 0

5 0712612012 11:12.08 Al OPEN OTVG vgA on HPUX host atsite site R ERROR 0
TICKET 12

GapiD 008830RWINOVD Hame Oracle RAC with invalid number of vofing disks

Severity WARNING staws opEN

Categories  Downtime, Extended Recovery Time

Detectedon  Jul 26,2012 11:1321 Al

Verifiedon  Jul 26,2012 11:1321 Al

Summary

Oracle RAC rac-cluster t unknown site has an nvaid number of voting disks

The report contains the following information for each ticket:

m  Header information, including the ticket status, impact categories, and
ticket severity. This information comprises the first four lines of the report.
m A full description of the ticket.

Except for the header information, the ticket details are identical to those
displayed in the Tickets module.

For more information, see “Tickets in the Topology module” on page 266.
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Optimization report

DRA Optimization reports identify areas of your environment where you may be
wasting resources. Storage administrators need this information when they
allocate new storage space. The storage volumes identified in DRA Optimization
reports may be mistakenly classified as used, when actually they can be
reclaimed and reused.

Reports
Report: Optimization =
¥ Exclude VMware devices ¥ Exclude VIO devices
OPTIMIZATION

This report contains information regarding storage resources that are configured in various ways. but not curtently in use
Itis recommended to review the information to determine if any of the presented information represents saving opportunites
STRUCTURE OF THIS REPORT

‘The appendix comprises 5 sections:

@ Section one (this section) contains high-level summary of the findings presented in the following sections 2o §. The summary includes
© Definition of the grouping criteria used for configured but not used resources
© Summary of storage capacity per ciiterion
© Distribution analysis of unused storage by amay
© Distribution analysis of unused storage by host / cluster

UNUSED STORAGE GROUPING CRITERIA
Two main grouping ciiteria are used:

® Group 1 - storage volumes allocated to hosts or clusters, but not actually used by any host
* Group 2 - configured replicas of storage volumes belonging to group 1

One important grouping criteria is age, or duration in which the unallocated storage is known to be configured (obviously, devices which are not in use for over a year are good candidates for being reclaimed, whereas
devices which were configured a week ago probably represent work-n-progress).

SUMMARY OF STORAGE CAPACITY PER CRITERION

Following is a summary of the capacity found for each category. Full details are in sections 2-5 below:

Section Category Total capacity (GB)
2 Storage devices connected to hosts but unused 0
3 Replcas of the above 0

The following conventions apply to all Optimization reports:

Connected to host A host is connected to the storage volume, but is not using it. It does
not store data on the storage volume. The storage volume appears as
a physical volume (PV) on the host, but no volume group (VG) or
logical volume (LV) was defined on the physical volume.

Used by host A host is connected to the storage volume and is using it. The
storage volume appears as a physical volume on the host and a
volume group or logical volume is defined on the physical volume.
The VG/LV can be used as raw devices or a file system can be defined
on the VG/LV.
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Structure of the report
This section of the Optimization report summarizes the following report
sections:

m  Unused Storage Grouping Criteria
See “Unused storage grouping criteria” on page 325.

m  Summary of Storage Capacity per Criterion
See “Summary of storage capacity per criterion” on page 325.

m  Distribution Analysis of Unused Storage by Array
See “Distribution analysis of unused storage by array” on page 327.

m  Distribution Analysis of Unused Storage by Host/Cluster
See “Distribution analysis of unused storage by host/cluster” on page 328.

Unused storage grouping criteria

This section of the Optimization report specifies the grouping criteria used to
describe unused storage volumes. This classification uses the following groups:

Group 1 Storage volumes allocated to hosts or clusters that are not used by any host

Group2 Configured replicas of storage volumes belonging to Group 1

Summary of storage capacity per criterion

This section of the Optimization report summarizes the Group 1 and Group 2
criteria described in “Unused storage grouping criteria” on page 325.

This section of the report displays the following:

m  Storage volumes allocated to hosts or clusters that are not used by any host.
This category provides the following information:

m  The unused storage volumes that are connected to hosts, but that are
not used by any host for storage. These storage volumes are not
copies/replicas. When a storage administrator needs to allocate new
storage space, these storage volumes and their unused replicas might
mistakenly be classified as used when they can be reclaimed and used.

m  The storage volumes which are not copies/replicas that are not
connected to any host, but which have unused replicas. When a storage
administrator needs to allocate new storage space, these storage
volumes and their unused replicas might mistakenly be classified as
used, when they can actually be reclaimed and used.

325



326

DRA reporting
Report types

Usually, these devices are storage volumes that were removed, but
whose replicas were not removed or reclaimed. If the replicas serve no
purpose, you should remove the replication configuration and keep a
clean, up-to-date configuration.

The storage volumes which are not copies are not connected to any
hosts and do not have copies, but do have LUN maps. When a storage
administrator needs to allocate new storage space, these storage
volumes might mistakenly be classified as used, when they can actually
be reclaimed and used.

Typically LUN map configuration is performed to connect hosts to
storage volumes; therefore, when a storage volume has a LUN map(s),
you can assume that the storage volume is also connected to a host(s).

m  Configured replicas of storage volumes that may be available for reuse. This
category provides the following information:

Identifies BCV replicas with a Never Established state that are not used
by any host. These may be obsolete pairs that were paired some time
ago, but never used. When a storage administrator needs to allocate
new storage space, these storage volumes might mistakenly be
classified as used, when they can actually be reclaimed and used.
Details such as the source host, VG/LV and array, as well as the target
array and size are shown.

It is also possible that these BCV replicas are part of a new
configuration. In this case, they should not be reclaimed.

Identifies the replication source target pair in which the target volume
is larger than the source volume. This means that there may be unused
storage space in the target volume. In such cases, the additional space
in the replica volume will never be used. If the replica volume is
replaced by a storage volume that is the same size as the source storage
volume, the additional space can be reclaimed and used.



DRA reporting
Report types

Distribution analysis of unused storage by array

This section of the Optimization report summarizes unused storage volumes. It
includes the total size of unused storage volumes per array, which is presented

as a table and a chart.

Report Optimization
7] Excluge Viware devices (7] xciude VIO deices

configured a week ago probably represent work-n-progress).

SUMMARY OF STORAGE CAPACITY PER CRITERION

category
Section Category

2 Storage devices connected o hosts butunused
3 Replicas of the avove

DISTRIBUTION ANALYSIS OF UNUSED STORAGE BY ARRAY

Unused
storage

= Total torage S1ze(G) ® Total Replcas Size(GB)|

Total capacity (GB)
126607
23258

site Armay RAIDlevel
000231300009 RADS
000231300002 RADS

Boston 000231300005 RADS

Site Array  RAID
level

In adition, it sh
Accessed by

udshost

prom, jaden, cmd

ler

Accessed by

Total storage size (8)
231

14488

5099

Total storage

Totalincluding repicas (G8)
21231

141085

4109

Total including

=

J

327
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Distribution analysis of unused storage by host/cluster

This section of the Optimization report summarizes unused storage volumes. It

includes the total size of unused storage volumes per host, which is presented as
a table and a chart.

Report Optimization -
lescude Viware deices 7] Bxcude io devces

Total storage size (GB: 1366.97

Totalincluding replicas (GB: 5599.55

DISTRIBUTION ANALYSIS OF UNUSED STORAGE BY HOST/ CLUSTER
The following distribution of between hosts:

o s ame  ase e s s s

= Total Storage Size(GB) @ Total Replicas Size(GB)

“The following table groups the found capacity by host or cluster and RAID type:

Site Host / cluster RAID level Total storage size (GB) Total including replicas (GB)

Boston tyler RAIDS 59.99 4199

Total storage size (GB): 1366.97

Total igcluding replicas (GB): 5599.55 E
Site Host/cluster  RAID Total storage size  Total including replicas

level
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Unreplicated Data on Replicated Hosts report

This report provides details about inconsistencies in host-level replication. It
includes information for the following:

m  Hosts on which some (but not all) of the volume groups have local replicas
m  Hosts on which some (but not all) of the volume groups have remote replicas

m  Hosts on which some (but not all) of the volume groups have local replicas
on top of remote replicas

The following shows a sample report:

‘Reports
Repart; Un-replicated Data on Replicated Hosts =
[T show database [7] Filterfile systems smaller than: cB
[7] Display report in one table [] Filterfile systems named (regexp):
Use chectbores
UN-REPLICATED DATA ON REPLICATED HOSTS
The following report presents host level replication inconsistencies. i |
Commonly, SAN velume groups on the same host should have the same protection level in terms of localiremote replicas.
The report searches for:
« Hosts on which some ofthe volume groups have local replicas, but not all
 Hosts on which some of the volume groups have remote replicas, butnot all
» Hosts on which some of the volume groups have local replicas on top of remote replicas, but not all
Hosts with such inconsistencies will be listed in this report, along with their volume groups and replica types.
SITE: CHICAGO
HOST: BLAKED
The following table presents the volume groups of host blaked at site Chicago and their replica types:
VGILV Lacal copy Remote copy Local copy of remote copy ‘Comments
G\ Ll
EaY
SITE: BOSTON
[HoST: PRCRM
The following table presents the volume groups of host prcrm at site Boston and their replica types:
VGILV Local copy Remote copy Local copy of remote copy Comments.
Archive v E
VG/LV Local copy  Remote copy Local copy of Comments

remote copy
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NetApp Filer Replication Summary report

This report provides summarizes the replication configuration for NetApp
filers.

Each filer has a table that lists the replication configuration for volumes and
Q-Trees, including the following information:

m Whether or not the volume or Q-Tree is remotely replicated

m  The number of local point-in-time snapshots

m  The number of remote point-in-time snapshots
m  The number of configured SAN LUNs
m  The hosts accessing the volume or Q-Tree
m  The type of volume or Q-Tree (source or replica)
m  The filers to which the volume or Q-Tree are replicated

Reports

Report: Filer Replication Summary =

=l

FILER REPLICATION SUMMARY

‘NETAFF‘ FILER PRODFILER AT BOSTON
412 ofthe volumes are replicated;
All Qirees are not replicated;

The following table presents the volumes of the NetApp filer prodfifer at site Boston and whether they are replicated

Volume Name Has Remote Replica #Local Snaps #Remote Snaps. #LUNs  Accessing hosts Is Replica? Standby Filers
NFSVol 0 0 1 NiA No NIA
db2_data @ 1 3 1 - Inix01(uses) Ne - drpfiler
ab2_dataz @ 1 3 1 - Ino01(uses) No - drpiiler
db2_data3 @) 1 3 1 - IO (uUses) No - drpfiler
db2_datad @ 1 3 1 - im0 (uses) No - drpfiler
InkArch 0 0 1 - Inxo01(uses) Ne NIA
InxCont 1 0 1 - Inxo0 1 (uses) Ne NIA
InxData 0 0 1 - Ino01(uses) No NiA
InxLog 0 0 1 - IO (uses) No NIA
rgdb_rc_Cont 1 0 2 - rgdb-xpiuses) No NIA
rgdo_Data_Logs 1 0 2 - rgdb-xpluses) Ne NIA
volo 1 0 0 A N NiA
The following table presents the O-Trees of the NetApp filer prodfiler at site Boston and whether they are replicated:
Q-Tree Name Has Remote Replica #Local Snaps #Remote Snaps. #LUNs  Accessing hosts IsReplica?  Standby Filers

NFSVollQNFS L 0 0 0 NIA Yes NIA
Volume Name/ Has Remote  #Local #Remote # LUNs Accessing Is Replica? Standby
Q-Tree Name Replica Snaps Snaps hosts Filers
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Unsynchronized Remote Replication report

This report lists the unsynchronized remote replications for the devices used by
hosts or clusters. The report provides the following information:

m  Devices that are used by hosts or clusters

m  Devices that have remote replicas configured for synchronous or
asynchronous mode

m  Devices with unsynchronized remote replicas
The following shows a sample report:

‘Reports

Report| Unsynchronized Remote Replication v
[ show spiit
UNSYNCHRONIZED REMOTE REPLICATION

The following report presents unsynchronized remote replication of devices used by hostis) or clusters,

The report searches for devices which:
o Arein use by host(s) or clusters

o Have remote replicas configured with synchronous or asynchronous mode
o Have unsynchranized remote replicas

in whith require replication, an un-synchronized replica might indicate an SLA violation (RPO}

These devices, the hosts which are accessing the sourceftarget device and the replica state are listed below.
Furthermore, for each device the report also specifies Tor how (ong the replica device is in the given state.
The duration is sometimes vital for understanding the impact of specific issues on business services.

In addition, the duration may help in eliminating issues which are result of maintenance tasks in progress.

NUMBER OF REPLICATIONS PER STATE

3
Suspended

o0 a1 0z mz s a5 08 07 0s a5 10

SITE: MOUNTAIN VIEW

|HosT: s2s00sc0
The following table presents the devices used by host $2900sc0 at site Mountain View and their unsyneronized replicas

Data Source device Target device Layout path Replication state Replica seen by Since
VG akomalaCo 000190100422/404 000187400527/ED2 SymmRDF Suspended Mar 03, 2009 16:50:21 PM B
Data Source Target Layout Replication Replication Since

device device path state seen by
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Old Replicas report

The 0ld Replicas report identifies old replicas that have not been synchronized
for a long period of time. Often, many of these replicas are obsolete and can be
reclaimed.

Rupot Ol Rapheas .

wom fmonth v e 6morths v [ Gensaats

OLD REPLICATIONS

T Fobiowing Fapoet prasanls 16plicas WAKCA INue 358 malchas tha gasn usse Csra
The purpea ofthis repar i 12 derst reclizas which wars not Synchrenized fr along penced of e
Tricaly many of B3¢ 14B1ES 412 DDSOILE 39 630 be teclamned Thus, Tig 5 DRDAIES,

The repert seaiches ke reslizations behween 1 monh and & mantnz.
Report ganaralion ime: Hov 04, 2008 1543 56

SITE: SANITY PROD
HOST: RGDB-XP
Sourca Data Source Device: Targat Device: Targed Host  Targe Data  Layoul Path. Targatige PAephcation State  Sire
Databass DRAD p_COMFFlpELUNT ) COMFFilesLE 19a0_CONFFIGs_DRI318 - NetgpSnagsnat | Im 70 2208038 A 3208
Db DU ettt CoMFFRaLint sl CoNFesand et Nebegseazanat | 2m7e 7283 1R e
e T v Lo paaries_on e el il —
Without host
To ko i st hspicas i s g s i
Sowrca Data Source Devica Target Device Tadgat Host Target Dats Layout Path Targat dge Replication State Size
= PIOANarTgan_CONFFias WEAEArQIn_CONFFiles_ DR = LD PN pMImST 2m 80 00T 34 ERGEMimNed HoNB
ot DusFiee ety Daarass R E e P i s
_DR - HabhppEnapimor 3m 23407 2007 Enapmimored EOME B
ctarkaseat_bes antiatades am e e N s e
Source Source Target Target Target Layout  Target Replication Size
Data Device Device Host Date  Path Age State

This report shows one table per site, which contains a table for each host. These
tables show the storage devices for the given device.

At the top of the page, in the From and To fields, you can specify the date range
for the report. If you select - (hyphen) in the To field, the report has no definite
end date and includes all relevant replicas from the From date forward.

Repon;j Old Replicas “j

from; 1month ¥ to: - v

|3 months
Please click the General § manths erate the report.

1 iear
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Standby Pairs report

The Standby Pairs report presents information for standby host pairs. This
report distinguishes between the following types of standby pairs:

Explicit pairs Standby pairs that are explicitly defined by the user and are
monitored by DRA as standby pairs.

Implied pairs Standby pairs that are not monitored by DRA as standby pairs, but
the replication paths imply that they are standby pairs. The criteria
for listing such pairs in the report are as follows:

m A host (source host) is using SAN storage volumes that are
replicated to a remote SAN array.
m A second host (target host) has access to these replicas.

The following shows a sample report:
(hegos ___————————————————— |

Report | Standby Pairs v

STANDBY HOSTS

The fallowing repor presents the standby host pairs.
The report separales between twa kinds of standby pairs:

1. Explicit pairs
These are standhy pairs Bat were Biplicitiy defined by 110 user and se MONilared by DRA a5 Slandby paits

2. implied pairs

These are standoy pairs tat are not meniiored by DRA 25 standby pairs, but e replication paths Imply that these are standby pairs.
The eriteria for listing such pairs in the repor are

+ 2.1 Ahost"Sourcs Host' is using SAN slorags volumes which are raplicated t a ramote SaH aray
» 2.2 Asscond host (Target Hast) has access Io hese replicas.

Itis highly recommended fo reiew the imglied pairs and consider defining fem with proper standby refationship

STANDBY PAIRS SUMMARY

Source Host (Site) Target Host [Site) Related Business Entites Defned? Details
I {Sanity Prod) usacosol10 (Sanity Prod) Prad o]

rgeb-sp (Sanity Prad) w2k3db2v@ (Sanily Prod) Frod @

STAMOBY PAIRS DETAILS I I I

| SOURGE: Inxvx01 {Sanity Prod), TARGE]: usacosol10 {Sanity Prod)
Source Hpst Business Entities: Prod
Target Hst Business Entities: Frod =

Source Host Target Host Related Business Defined? Details
(Site) (Site) Entities

333



334 | DRA reporting
Report types

New Databases Notification report

The New Databases Notification report presents information about the
databases discovered by DRA that are not assigned to a scanning scope. DRA
does not monitor these databases.

You should configure credentials for the databases identified in this report, and
you should assign them to a scanning scope.

Report New Databases Notifcation =

From date: T [JFrom fasttull scan
[ Display databases of replicated servers only

El0istayrepotin onetabe
NEW DATABASES NOTIFICATION

Report generation tin: Ju| 29, 2012 9:49:48 AM

Number of dtabases found: &

DATABASES NOT ASSIGNED TO ANY SCOPE

DATABASES OF HOST CWVQ-2K5E1D

Database Type Database Service Status. Roles Discovery Date
US SOL Server nstance sddeva w WA o202
45 SaL Server nstance satdeve . "™ o202
WS SaL Server nstance satsa w wa o202

[oATABASES OF HOSTIGOR
Database Type Database Service Status. Roles Discovery Date

Oracte nstance. rodb 3 na osita012

‘DATAEASES OF HOST STORAGESIM

Database Type Database Service Status Roles Discovery Date
Oracte nstance. orct Down WA 06102012
Oracte nstance. orctt Down WA osit02012

‘ DATABASES OF HOST WAMDMORAPRD1
Database Type Database service Status Roles Discovery Date

Oracle nstance. <asm Down oa 0sz22012

Database Type  Database Service Status Roles Discovery Date
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The Host Configuration Differences report analyzes potential vulnerabilities
based on inconsistencies in the host configurations. For hosts protected by DRA,
the report lists the configuration differences between standby hosts and
clustered hosts. You can manually select the list of hosts for comparison. If you
select a single host and the Show all host configuration check box, the report
displays its entire configuration and installed applications. You can filter the

compared hosts by business entities. The default is All.

5} revor Hot Conturation Dfrnces

[¥] standby aware cor

Compare: [7] Hardware [7] Sofware [7] Operating System (7] Users and Groups (7] OSKemel Parameters /Limits

rison (@] Manual hosts selection [

srmesibp, locaihost ]

HOST CONFIGURATION DIFFERENCES

Report generation time: Ju1 29, 2012 957.42 Al
Hardware

‘Component

CPU Speed

CPU Vendor

Memory

Number of CPUS

Server Model

Operating System
‘Component

Tipe

Version

Version Ediion
Version Level

‘Component
e

Version
Version Edion
Version Level

focalhost
3404hHz

intel

208

1

Viiware Virual Piaform

focalhost
Esn

500

Vilware ESX15.0.0 builg-280247
280247

024015rmesxbp
=

350

Vilware ESX 35.0 build-453859
453850
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Infrastructure Change Log report

The Infrastructure Change Log report presents a log of the changes made in the
scanned environment for specific items. To specify the items to include in the
report, go to the top of the page, and select the relevant Scope and Change Type
check box(es).

Repart | Infrastuchure Change Log vj

From gate: | 200812:30 | T 1o [T 5 Fromtast fu scan

Scope [ Host [ Database ] starage 4 cluster

ChangeType [ new changaa  Removed [ Generate |

]

INFRASTRUCTURE CHANGE LOG

Regot generation fime: Dac 31, 7009 12:29:23 PH

Date Type Context Description

12072008 Changed Cluster Aftribute Cister THne valug of Varitas Ciuster Server VIACIUSter n3s cnanged from 1217985668 th 1217986492
1273072008 changed Clustar ADULE GIOBAICOUER VEIUE O VENTas CIUster Serser VIACNISTET has changed om 3645 o 6351

120008 changed Host o O S diice VoI s changed o 205860 10 291094
1 2BVZ008 Changed Clustsr Altribute Chister Tame value of Varilas Cluster Servar VIRCIuster has changed frorm 1217996492 1 1217080524
132008 Changed Clustsr Aftribute GlobalCounter value of Verilas Cluster Server VIACHister has changed from 6351 to 6350

123072008 Changed Cluster Aftribute Custer Tawe valus of Varitas Ciuster Server VIACIUSter nas cnanged from 1219004216 to 1219004200
1273072008 changed Custar ADULE GIODAICOUIMER VaIUE O VENTas Cluster Server VIACKISTE has changed Irom 8282 1 8278

123072008 Changed Cluster At CRIster Tiwe value of Veritas Cluster Servar VIACIuster fias cnanged from 1217996524 o 1218004216
1008 Changed Clustar Allribute GlobaICowntor value of Verilas Clustar Server VIACKISef has changed fiom 6359 o 8282

12302008 Changed Host o of srrmp denic onvol has changed from 291084 10 289328
1273072008 Changed Cluster Aftribute Cluster Tame value of Varitas Cluster Server VIACIuster has changed from 1218004200 t 1218021872
1273072008 changed Custar AMDULE GIODAICOUIMER VaIUE Of VENTas Cluster Server VIACKISTET has changed Irom 8278 1 12696

1273072008 Changed Host o of sweap denice VoIt 11 has changed Tom 2216 10 3352
sarnonne Cnannont Cauctar Ao st o Taa walin of Voritae Cictar =

Date Type Context Description
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Database Replica Synchronization report

The Database Replica Synchronization report shows the last refresh date for the
replicas of each database. This refresh date is computed for replicas of database
data files. Each replication category (local, remote, and local copies on remote
replicas), shows the latest synchronization date. If there are multiple devices for
each database data file, the most recent refresh date is shown.

This report is limited to those databases stored on EMC Symmetrix storage
volumes.

Report | Database Replica Synchronization v

| Generate

DATABASE REPLICA SYNCHRONIZATION

The fallowing repart presents the last refresh date ofthe replicas for each database,
Aboutthe data presented in this report

The last reftesh dale s computed for replicss of Galabase data files. For each replication ¢alegory (local, remote and local coples on remole replicas), the latest synchronizaion date is
presenled.

i multiple devicas exist per dalabase data files, the most recent refresh data is presantad.

Mote: The reportis cumently limiled 1o databases stored on EMC Symmelrix storage volumes.

Report ganaration lime: Dac 20, 2000 4:31.42 A

Database Last SRDF Establish Time Last Snap Acthate Time
Qraclk BOISDEV P iy
Qracle BOISRY ik i
Qracle BOISTET [ Dac 21, 2008 4:00:30 AW
Qracle CTH i i
Qracle EMREP A g
Oracle MINT A i
Oracle MINTDEY i i
Qracle MINTTET i iy
Qracle MONDE i i
Qracle MONTSTA [ i
Oracle MONTSTE it i

Database Last SRDF Establish Time Last Snap Activate Time
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Unscanned Servers/Arrays report

The Unscanned Servers/Arrays report identifies servers and storage arrays that
DRA is not scanning. The list of entities in the report includes the following:

Storage arrays not scanned by DRA.

Replicated servers not scanned by DRA. These include servers that access
NAS/SAN storage volumes that are either locally or remotely replicated.

Servers using SAN storage volumes.

Servers that access replicas of storage volumes used by other servers. These
servers are typically standby, DR, backup, or reporting servers.

Servers that are automatically identified by DRA as clusters, but are not part
of the scope.

Note: The report relies on data collected by the EMC Control Center Storage
Scope. For up-to-date results, you should execute these probes before you run
the report.

The following shows a sample report:

Fepart | Un-zcannsd Servars f Amays u:

Generale

UN-SCANNED SERVERS | ARRAYS

The fallowing report prasents starage arrays and servers which ot scanned by DRA, But p be
The listincludes

» Storage AMAS RO Se3ANRY by DRA
+ Replicatad servars not scannad by DRA - Gervers which access NASISAN storage volumes which ara sither locslly o remotety replicated

+ Senvers utizing SAH storage volumes

* Sarver which Accoss replicas of S10rage ¥OIUMES USEE by 0N er SArvars. SUch Sarvers an likety 10 be standay, DR, backup, reporting (81C) Servars

+ Clusters not seanned by DRA - Sersers which shars access fo and kly memBrs in a Cluster High Availabilty coniguration

Note: Diata collected for servers not seanned by DRA Is based data sources such s EMG Contral Center

Report ganaraion me: Dec 31, 2008 12:42:28 PM

STORAGE ARRAYS WHICH ARE NOT MONITORED
Type Hame

Symelic 000167870349
Symmelric 000167880222
Symmetrix 000167910448

Type Name
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Hosts with a Single SAN I/0 Path report

The Hosts with a Single SAN I/0 Path report lets you filter Windows-based
hosts. It searches for SAN devices that meet one of the following criteria:

m  The number of pseudo paths is one or zero.

m  The number of LUN maps is zero.

The following is a sample report:

Report: Hosts with a Single SAN IO Path -
 Include Windows @ Include AX @ Include Solaris ¥ Include Linux [ Include HP-UX @ Include ESXESXi ¥ Include VIO

HOSTS WITH A SINGLE SAN I/O PATH

This report presents devices which have either one LUN map or ane SAN O path (In both cases, potential single point of failure)
The presented devices are grouped by host

Following operating systems were excluded from the report

* Windows

Report generation time: Jul 10, 2012 1:26:52 PM

Number of LUN

Host PV Databases VGILV SAN device Number of paths
maps.
Idevisdy Idevisdab ldevisdy NA 1
rac1 (Unknown Site) Idevisdz Idevisdal idevisdz WA q
Idevlsdx Idevisdas Aidevlsdx A 1
0sa2 (site R) PV29 oA AAT0/SV30 A 4
PV133 oA AAT0/SVA5 A 7
osad (site R)
PV4Q oA AAT0/SVA4 A 1

Host PV Databases  VG/LV SAN ‘LVice No. of LUN No. of
maps paths
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Storage Summary report

The Storage Summary report displays a summary of SAN storage per host. It
displays the following for each host:

m  The number of SAN devices connected and their size.
m  The number of SAN devices used and their size.

55} rovor Storage Summary =

STORAGE SUMMARY

Report generation tm: Jul 23, 2012 959:48 Al
Number Of Used Number Of

— s —— e e e
i 5 o 5 b ==
= e 5 = ; 5 =
Used Size No. of Total Devices
Host  Last Scanned Unused Devices maps
No. of

Used Devices Unused Size Total Devices

Size
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Scan Troubleshooting report

The Scan Troubleshooting report displays the scanning and scope issues that
occurred during the last full cycle.

Reports

Report: Scan Troubleshooting =

] Long Format  Show scanning issues detected in the last Al -
SCAN TROUBLESHOOTING .l

This report presents the scanning issues of hosts, HA clusters, storage arrays and databases.

Report generation time: Jun 27, 2012 1:28:29 PM

Eor  Suggested
Hosts Issue

Severity
Message Resolution

Login to the
senver and
check the
reason for the
command error.
Also make sure
SymCLI command eror: fust/symcli/bin/syming - Retum  that the user
storagesim ERROR
‘sym -nacache -nocapacity -+ -output xml code: 1 used for
scanning meets
the deployment
requirements
and has al
required
privileges
Login to the
senver and
check the b

Host Issue Error Severity
Message

Suggested
Resolution

341
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Database Storage Utilization report

The Database Storage Utilization report computes database space utilization
opportunities, based on allocated versus used space.

Report: Database Storage Utilization -
Scope ® Al © Business Entities © Sites © Hosts © Databases

Show summary: [7] Business entities [ File systems [7] ¥Gs [7] Databases werent scanned
Details Level: Database %

DATABASE STORAGE UTILIZATION
The following report computes database space utilization based on their used space. ltis 1o review the and to determine if any of
the presented represents saving

DATABASE SPACE UTILIZATION SUMMARY

BOSTON

The following table lists the summary of database space utilization for Oracle database instances

Host Business Entity instance  Allocated  Unused  Percentage  Unused/Allocated File System (%)

Jjaden NiA db26 90GB 30GB 33% -4115.9GB
jordan  DWH db20 10GB. 9.4GB 94%

Host Business Instance Unused Unused/Allocated ~ Database Growth
ntity Allocated Allocated File System Potential

Database Growth Potential
NIA
-135GB NIA
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VMware Summary report

The VMware Summary report gives you an overview of the VMware
environment scanned by the product. It describes the storage utilization
(datastores and RDM) and virtual machines (including detailed storage
allocation and VMware tools status) for each ESX server/ESX cluster.

Report VMware Summary =
[ Generate

ESXi: lab-server-1
Storage capacity
« Datastores.
o Total: 165,568
© Used: 138.16GB
o Free:27.3468
« Raw Device Mappings (RDM)
o Totoal: 0
Virtual machine summary
« 1Solaris server
« 6 Windows servers (1 powered of)
Virtual machine details
Type m Power State Storage Utiization VMware Tools Status.
Solaris s0110-1 on 1668 Notinstalled
Windows w2003n1 on 1668 Installed and running (Version is up-to-date)
Windows W2003n2 -veenter on 1668 Installed and running (Version is up-to-date)
Installed and running (Version needs
Windows w2003n3 on 2068 s
Windows ot on 1868 Installed and running (Version is up-to-date)
Windows xpn2 on 1868 Installed and running (Version is up-to-date)
Windows W2008n1 o £ Installed (Version is up-to-date)

Type VM Power State Storage VMware Tools
Utilization Status
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Host HBA Comparison report
This report lists all hosts that have multiple HBA ports with different
parameters. It shows the inconsistent parameters for each HBA installed on

these hosts.
Report Host HBA Comparison 5
B
HBA CONFIGURATION OF SOLARIS SERVERS
Site: Cluster Host HBA port  Used? £ Vendor Driver version Fiml?la[e Model o '?GM Gt
number version version speed
thorg thorgs Idevicigics  Yes QLogic 20081115-229 30327 QLA2342 BIOS 134, 2
thorg thorgs Idevicfgicé  Yes - QlLogic 20081115-2.29 30427 QLA2342 BIOS: 134; 2
Site  Cluster  Host HBA port Serial Driver Firmware | Opt ROM Port
number version version version speed

Used? Vendor Model
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MS SQL Server Backup Summary report

This report lists all MS SQL Server backups of the MS SQL Server databases
scanned by the system.

Report: MS SQL Server Backup Summai -
Show backup data for 8 a0 no .
Show Backup istory rom e last 2 waeks - __

5]

Report generation time: Oct 27, 2010 2:29:41 PM

Host Instance Database Type Size Date
Windows w2K3d2v8 at lySile sqi2008mixed model gatabase 13348 Sep 19,2010 9:56:27 AW
Windows w2k2do2ve at MySite sql2005mixed test123 database 13308 Sep 19, 2010 9:35:53 AW B
Windows w2k3db2v8 at lySite test123 database 133U Sep 19, 2010 9:58:45 AW
Windows w2K3db2v8 at ySite sql2005mixed test123 satabase 133u8 Sep 19,2010 10:01:11 AW
! Windows w2Kk3dozvs at iySite sq12008mixed test123 database 13318 Sep 19,2010 10:02:20 AW
Windows w2Kk2do2vE at MySite test123 database 1.46MB Sep 19,2010 10:04:38 Al
Windows w2K3do2v8 at MySite 5q2005mixed test123 database 1488 Sep 19,2010 11:03:16 AW
Windows w2K3db2ve at iySite sql2005mixed test123 database 148118 Sep 19,2010 11:0541 AW
Windows w2Kk2do2ve at MySite test123 differentiaFile 657KB Sep 19,2010 9:40:12 AN
Windews w2K3db2ve st MySite 5q1200Smixed test123 differentiaFie 404KB Sep 19,2010 10:06:37 AW
Windows w2K3802v8 at lySite SqR005miced test123 fieOrFilegroup 13948 Sep 19,2010 10:0452 AW
Windows w2Kk2do2va at MySile sql2008mixed testi23 fieOrFilegroup 148KB. Sep 19,2010 10:05:30 Al
Windows w2k3do2ve at WySite sql2005mixed test123 fleOrFilegroup 148K Sep 19, 2010 10:05:55 AW
Windows w2K3802v8 at MySite SqR005mixed test123 1og 798 Sep 19, 2010 9:40:37 AW
Windows w2K3do2v6 at MySite sql2005mixed test123 og 276K8 Sep 19, 2010 10:06:58 Al

Host Instance Database Type Size Date

345
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Replicated Temporary Databases report

This report shows all temporary databases (MS SQL Server and Sybase) that are
remotely replicated.

As a temporary database does not contain data that should be protected, these
replications present storage and performance optimization opportunities.
The report provides the total replicated storage size and detailed information
for each replicated temporary database file, as well as details about whether

other databases are stored on the same file system and whether un-replicated
drives exist on the same server.

Report. Replicated Temporary Databases -
QUANTITATIVE SUMMARY OF REPLICATED TEMPORARY DATABASES ‘3
Since a temporary database does not contain data that should be protected, ta st
Un-replicated file

Host S SQL server (Last scan) Tyve File Flesze  Flesystem Storage Device (Qiios $atabeoe3 aboeed)

on the same file system SysteeaiVie S 1
nost

i200smxedimodel,
CiProgram Flesuicrosoft =
saR00smiedimsdb,
wakaane sq00Smixed asta saLsevewssaL2  suB 3 Disko -> 0428011 S nA
WISSQLIDATAVempdb e g
sqRo0smicedrest123
R00Smixed/model,
CAProgram FlesiWirosoft b
saR00smiedimsdb,
wakaane sa00smixed og SaLsevewssaL2 51268 3 Disko > 0428011 nA
saRoosmiedimaster,
WISSQLDATAVemplog f

saRo0smbcedtest123

Host MS SQL Type  File File  Storage Other databases
server (Last scan) system Device stored on the
same file system
Un-replicated file

systems/VGs
on this host

File size
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Business Entity Scan Coverage report

This report shows scan-coverage status information for a business entity. It
summarizes all information collected for the selected business entities.

Reports
Report: Business Entity Scan Coverage -

Selected business entities'(%] TEST

BUSINESS ENTITY SCAN COVERAGE

The following report provides scan coverage information by business entity.

Selected business entities:

o TEST

The report contains the following sections:

® Scan Summary

© Summary chart

© Scan status distribution by entity type (host, database and storage array)
* Scan Details

© Host scan status

© Database scan status

© Storage array scan status
* Scan Issues

© Hostissues

© Database issues.

© Storage aray issues

Notes:

® Some ofthe sections above may be omitted if no corresponding items have been configured in the scanning scope (for example, i no databases are configured for scanning, the comesponding Details and Issues
sections will not appear in the report).

o The Scan Issues section does not present suppressed issues

Report generation time: Aug 08, 2012 3:13:34 PM
Division TEST
SCAN SUMMARY

Hosts

Databases

Storage Arrays

000 025 050 075 100 125 150 175 200

Scanned ® Partially Scanned M Unscanned ~ Authentication

SCAN STATUS DISTRIBUTION BY ENTITY TYPE

HOST SCAN STATUS DISTRIBUTION

Scan Status Number of hosts
Not verified yet 1

STORAGE SCAN STATUS DISTRIBUTION

Scan Status Number of storage arrays
Not verified yet 2
SCAN DETAILS

HOST SCAN STATUS

0 out of 1 hosts were scanned successfully-

Type Host Name site Region Last Successful Scan Last Scan Attempt Scan Status. f;::z
ESX hostd Unknown Site NiA Never Never Not verified yet 1
STORAGE SCAN STATUS

0 out of 2 storage arays were scanned successfully.

Type Array Name site Region Last Successful Scan Last Scan Attempt Scan Status fs::::
Symmetrix SA1 Unknown Site NA Never Never Not verified yet 0
Symmerix SA2 Unknown Site NA Never Never Not verified yet 0

SCANNING ISSUES

HOSTISSUES

Issue Type (#) Hosts
Site definition missing (1) hostd
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You can generate this report for one or more business entities. For example,

click the [all link to open the following window in which you select the business
entities of interest for the report.

Search P[] regexp | ]

O name

-

[[] Customers

ERP

[F] crRM

[C] Energy

[ s0A |

4 4 | Page 1|of1 | & ki l% Displaying 1-50f5  Show 20 ¥ items
x v
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License Usage report

This report shows license usage information, such as details about the number
of licenses allocated and their usage, by host.

Report: License Usage -

LICENSE USAGE SUMMARY

The following report presents license usage information, in the following sections:

® List of licensed physical (non-vitualized) hosts and Unix LPAR (each host / LPAR = 1 license)

 List of licensed Virtual Infrastructure ("VI") hosts (ESX, ESXi and Solaris Global Zones) running VMs of Private Zones in scope (each VI host = 1 license)

Notes:

.

Viware VMs and Solaris Private Zones (‘Guests”) are not counted towards the icenss usage.

Guasts lsted in this repart, appear only to designate which V1 host are configured (o run themn this context, the term “configured” denotes: both the actual VI hasts running the guosts and those V1 hosts to
which the guest can fsilover to

Report generation time: Aug 08, 2012 331:37 PM
LICENSE USAGE SUMMARY BY OPERATING SYSTEM TYPE

* Windows -2
. A2

License usage: 4 out of 20 icenses.

PHYSICAL HOSTS AND UNIX LPARS - 4 LICENCES
Operating System

Business Entities. Site
AIX - Chicago
AIX Chicago
Windows Gold Boston
Windows Gold Boston

Operating Host Name Business Entity Site
System

349



350 | DRA reporting
Report types

Data Collection Expansion Package Summary report

This report shows the relationship between hosts and data collection expansion
packages in the system, such as which hosts collect which package, based on the

scope defined in the expansion package (platform, site, business entity, host,
cluster, and so on).

Reports ‘

Report: Data Collection Expansion Package Summary -

Generate

DATA COLLECTION EXPANSION PACKAGE SUMMARY

This report presents all hosts that have expansion packages.

THE FOLLOWING TABLE LISTS DATA COLLECTION EXPANSION PACKAGES

Package Name Supported Platforms Number of Associated Hosts

Windows Package Windows 1

THE FOLLOWING TABLE LISTS THE HOSTS AND THE ASSOCIATED EXPANSION PACKAGES

05 Type Host Name site Expansion Package

Windows igor Hong Kong Windows Package

Data Collectors Summary report

This report summarizes all the data collectors in the system, where they are
located, and which site they are responsible for scanning.

Reports

@—J Report: Data Collectors Summary - —

DATA COLLECTORS SUMMARY

This report presents the Data Collectors configuration aggregated by sites.

Report generation time: Jul 10, 2012 1:54:46 PM

Site Collector Location  Hosts in Scope  # of Primary Collectors (upltotal) # of Failover Collectors (upltotal) Primary Collectors  Failover Collectors
Boston - 483 0/0 n - Local Scan Server (Idle)
Hong Kong - 82 00 n - Local Scan Server (Idle)
Unknown Site - Local Scan Server 0 0/0 n - Local Scan Server (Idle)
Site Collector Hosts in # of Primary # of Failover Primary Failover
Location Scope Collectors Collectors Collectors Collectors
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Installed Software report
This report shows which hosts have a particular product name.
e
. ::j:m::: ::dmjzrt:;\ar Expression: YP.*

INSTALLED SOFTWARE

THE FOLLOWING TABLE LISTS THE HOSTS AND INSTALLED SOFTWARE VERSION

Host Product Version
Linux storagesim ypiools 287
Linux storagesim ypbind 11723

Host Product Version
Use the filter area to filter the report to show details for a specific software
application.

Report: Installed Software

Filter product name by Regular Expression: yp.*

Custom report

A custom report is created as an expansion package. Any custom reports that
you define are shown in the Custom Report drop-down list. For more details, see
“Defining reporting packages” on page 208.

[Repots ————————————————— ————— |

? Report: Custom Report
Z]
Custom Report: Hosts not assigned to any Business Enfity

Please click the Generate button to generate the report



352 | DRA reporting
Report types



Using the Comparison
module

Overview

This chapter includes the following topics:

m “Overview” on page 353 introduces the Comparison module and describes
its purpose.

m “Configuring Worksheets” on page 355 describes how to define and manage
worksheets.

m “Configuring Comparison Groups” on page 356 describes how to define and
manage comparison groups.

m  “Comparing Host Configurations” on page 366 describes how to compare
the configurations of various hosts.

The Comparison module helps you identify the host configuration drifts hiding
in your IT. Such drifts often fail cluster failover processes, and reduce the
availability of your organization’s applications. In this module, you can create
comparison groups that include hosts, clusters, or business entities, and easily
track configuration differences between them.

The Comparison module uses a worksheet, which is a logical container of
comparison groups. In addition, it contains all suppressions and difference
monitoring information.

You begin by creating a worksheet, and then by creating comparison groups.
Once defined, comparison groups can be assigned to a worksheet.
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Overview

To access the Comparison module, click the Comparison tab.

Dashboard... . Topology. Tickets Reports LA Comparisor

' Configuration
e

@E sa@ | o

= 8 custers oo
B2 et

Worksheet

= @ Hosts. o8

% Wame  Worksheet 2
B storagesim

Privacy Priate - Worksheat is not visila to other users
Aunor asmin
& ) Business Enty o8

S e 7 sanaby avars comparison
= [ Golden Copy es
8 waooums

D e

Beda @ @

You can perform the following operations from the Comparison Panel page:
@ Opens the Worksheet Selection window, in which you select
Load Worksheet ' the worksheet to load
‘Worksheet Name Owner Privacy
My Worksheet admin Private

“+ Adds a new worksheet
Create New Worksheet E‘

l ] Saves a worksheet
Save Worksheet
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| Clones the current worksheet by closing the current
Clone Worksheet 4}—:‘“—' worksheet, creating a copy of it, and then opening it

s Closes a worksheet
Close Worksheet il

Executes the rule engine, which initiates the detection
process. Tickets are opened, based on your selection. A

it ck @ message is displayed once the process finishes. Detection
Differences Tickets results are shown in the Tickets module.

Delete Host Configuration

j Deletes a worksheet
Delete Worksheet H_]

Configuring Worksheets

A worksheet is a logical container of comparison groups. It also contains all
suppressions and difference monitoring information. Worksheets are defined
and saved at the user level, which means that each user has his/her own
worksheet.

To create a new worksheet

0l
1 Click Create New Worksheet (E’fﬂ’). The Comparison Panel page displays as
shown below:

= ot Comparison

REE oo @ |

BekHs @ e &)

2 Inthe Name field, enter a name for the worksheet.
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3 Inthe Privacy drop-down list, specify the privacy level for the worksheet.
The privacy level determines which users can access the worksheet. You can
select from the following options:

Private Only the worksheet owner can view or modify the worksheet.

Protected Other users can view the worksheet in read-only mode, and can copy
it, but not use it.

Public Other users can view and modify the worksheet.

4  Select the Standby aware comparison check box if you want to perform a
smart comparison between the primary and the standby. When selecting
this option, the primary and its standby are considered as comparable items.

5 Click Save Worksheet (H).

Configuring Comparison Groups

A comparison group is a dynamic group of hosts that you want to compare. Four
types of comparison groups are available. Each group type behaves differently
in terms of the group scope and comparison functionality. The following group
types are available:

Hosts A static list of hosts.

Clusters A list of clusters. The hosts compared are cluster members. If
you add a cluster node to the selected cluster, it is
automatically added to the group's scope.

Business Entities A list of business entities. The hosts compared are the hosts
that are members of the selected business entity. When
configuring a group of this type, you should specify the
operating system you want to compare.

Golden Copy This group enables you to select a host as a Golden Copy, and
compare a list of hosts to its configuration.
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Comparison
group name

Group gu a Worksheet
members™— ¢

feEs @@ =]

The Groups pane lists each defined comparison group as a separate primary
node. Each subnode under a primary node represents the members belonging to
that comparison group, such as hosts, cluster nodes, business entities, and so
on.

You can perform the following operations from the Groups pane:

- * Adds a new comparison group
L&

Create New Comparison Group
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Automatically Create New
Comparison Group Based on HA

Clusters

Adds a new comparison group, based on specific
clusters. You select the clusters for the group in the
following window.

r N
#| -- Webpage Dialog ® - g

Automatic Group Creation
Il Please selectthe clusters you want to create groups for:

Clusters none

Add cluster standby hosts

Click the [none] link next to Clusters to open the
Clusters window in which you select the clusters
for the group.

Search: P [ RegExp [
[ Name » Type
I
[ cistr2 ves
[ mscs MSCS
[] sun Cluster
[7] VIACLUSTER ves
4 4 | Pags| tlore| b bl | & Displaying 1-40f4 | Show 20| items.

After making your selection, click Create, which
automatically creates a new group for each cluster
selected.
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Automatically Create New Adds a new comparison group, based on standby
Comparison Groups Based on pairs. You select the pairs for the group in the
following window.

Standby Pairs

) — Webpage Dislog =X
Automatic Group Creation

Please selectthe standby pairs you want to create groups for

] standby Pair

[] Primary: HPUX host hostad.
Standby: HPUX host hostba

[ Primary: cluster Q2
Standby: HPUX host hostr2

[Z) Primary: cluster Q1
Standoy: HPUX host hostr1

] Primary: HPUX host hosta2
Standby. HPUX host hostb2

{4 [Page 10f1 v bl | Search P 7 Regxp (] Displaying 1-40f4 Show 20V tems.

ey

After making your selection, click Create, which
automatically creates a new group for each

standby pair selected.
[IE Collapses all group subnodes in the Groups pane
Collapse All Groups tree
Expands all group subnodes in the Groups pane
Expand All Groups tree
Compare All Groups in Worksheet Compares all comparison groups defined in the

Groups pane simultaneously. A separate results tab
is shown in the Comparison Panel for each group
that was compared.

Group results tab

Comparison pane
= Oveniew & My Group x
&
My Group

= [ MyGroup ea
Hardware Software Operating System [
£ 02401srmesxbp

% localhost
Operating System

Operating System
ss: Adiust Column Width ~ < Fine Tune... = O Investigate,
D ‘Component

[T version
7] version Level
[] Version Edition

I_ Modifies a comparison group
Edit Group
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I: Deletes a comparison group
Delete Group ==

You can click the name of a group in the Groups pane to open it for comparison,
as described in “Comparing Host Configurations” on page 366.

To create a comparison group

. L“-’
1 Click Create New Comparison Group (). The following window opens:
rg. -- Webpage Dialog M

Comparigon Group Details

Please enter the name and type of the comparison group:

Name:

Type: Hosts -

€ - [ n] [ v ]

2 Inthe Name field, enter a name for the comparison group.

h

3 Inthe Type drop-down list, select the comparison group type. You can select
from the following options:

m  Hosts

m  Clusters

= Business Entities
= Golden Copy

Note: The rest of the windows in the wizard vary, depending on the group
type that you select.

4  Click Next.
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m  For the host group type, the following window opens:

& | -- Webpage Dialog

’ mparison Scoj

Comparison Group Scope Selection

Please select the scope for the group:

Selected Hosts none]

> [ v e &]

Click the [none] link to open the following window, in which you select
the hosts for the comparison group.

Search =] D Reg Exp lg |
[0 Name « Type Site I
7] ava Solaris Boston z
[ avad Solaris Chicago

[T blaked Windows Chicago

[E1 cbhram1 HPUX Chicago

centoss-nfs Linux Boston

[ crmd Solaris Boston

datavm1 Linux Boston

dwhp Linux Bostan

[ esx1 ESXi Bostan

[ esx2 ESX Boston

[ esx2-dr ESXi Chicage

[ fujin1 ESX Boston

[F] fujin1-dr ESX Chicago

[ fujin2 ESX Boston

[ fujin2-dr ESX Chicago L |
[ fujin3 ESX Boston

[T fujin3-dr ESX Chicage

[ fuiind EQY Rncton IE‘
4 4 | page| 1lof3| B B | & Displaying 1 - 20 0f 59 | Show 20 v items

Select the hosts for the comparison group and then click OK.
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m  For the clusters group type, the following window opens:

& — Webpage Dialog E
[ ComparsonScope solston |

Comparison Group Scope Selection

Please select the scope for the group:

Selected Clusters Eﬂ nonel
Selected Hosts none

Nex » ’Flnlsh [ Hcancel b4 ]

Click the 27! 1ink next to Selected Clusters to select the cluster
nodes for the comparison group. Click the link next to Selected Hosts
to select the hosts for the group.
After making your selections, click OK.
m  For the business entities group type, the following window opens:
& -- Webpage Dialeg M
*% Comparison Scope Selection

Comparison Group Scope Selection

Please select the scope for the group:

Selected Business Entities [ pne)
Platform

Mext W Finish o ] [ cancel S
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Click the ™2"=! Jink next to Selected Business Entities to select the
business entities for the comparison group.

In the Platform drop-down list, select the operating system you want to
compare.

After making your selections, click OK.

For the Golden Copy group type, the following window opens:

#£| -- Webpage Dialog u

Comparison Group Scope Selection

Please select the scope for the group:

Golden Copy B menel
Selected Hosts B [nonel

ext ¥ IFinish ¥4 I I Cancel 3§ ]

In this context, a Golden Copy represents the preferred configuration.
Use this option to compare a list of hosts to the Golden Copy
configuration.
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Click the (120l

link next to Golden Copy to open the following window:

| [ Search: 5ol |:| Reg Exp @

I Name « Type Site I
fujin3-dr ESX Chicago lz‘
fujind ESX Boston
fujing ESX Boston
jordan Solaris Boston
kaylap Linux Boston
liamp Linux Boston
Inove0 1 Linux Boston
mia Solaris Chicago
moon ESX Boston
maoon2 ESXi Boston
maoon3 ESXi Boston
nevi Windows Chicago
nevz Windows Boston
nevaeh Windows Boston
oraprodi Linux Boston
oraprodz2 Linux Boston
prcrm Solaris Boston El
4 4 |Page] lof1| b Kl |2 Displaying 1-59 0f 58  Show 100 |+ jems

o v

Select the host to use as the Golden Copy, and then click OK. Only one
host can be designated as the Golden Copy.

Click the [nonel 1k to select the hosts to be compared to the Golden

Copy.
After making your selections, click OK.
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Click Finish. The comparison group is added to the list of groups in the
Groups pane.

E2ENCTE @
It is recommended to save the worksheet at this point. To do so, click Save

Worksheet ( H).

Note: You can automatically create comparison groups based on discovered
clusters by clicking Automatically create Comparison Groups based on HA

Clusters (
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Comparing Host Configurations

After you have created the requisite worksheets and comparison groups, use the
options described in this section to compare host configurations.

To compare host configurations

1 Inthe Groups pane, click the name of the comparison group that you want
to compare. The following window opens:
Bade & (=]
A new tab is opened for the selected group in the Comparison Panel on the
right.
2

Select the categories that you want to compare by checking the respective
check boxes, and then click Compare!.

Dashboard... . Topology. Tickess

‘ﬁl‘g/ﬂ @a i Ovenvew @y Group.
ly Group
o B wyeow oo

] show suppresseavanes T @) ) [Comparel
] Haroware %) Sotware. [¥] OporatingSystam (9] Users ana Grouss: (4] OSiKermol Paramelar Lims
B o2e015mese 3
B ocanost

Operating System

ocaihost

250247

Searn PRt 5

Baas & (&)
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The following options are always available for comparisons:
m  Hardware

m  Software

m  Operating System

m  Users and Groups

m  OS Kernel Parameters / Limits

In addition, the list of comparison options includes a check box for each host
comparison package that is currently defined.

Results are displayed in the Comparison Panel. Each check box option that
you selected for the comparison typically has one results tab. However, some
options, such as Software, may have more than one. For example, there may
be a results tab for each distinct software product and patch.

The tables in the results tab contain all the differences between the two
comparators in the comparison group. The following information is
displayed for each row in a results tab:

Component The name of the item being compared
Difference Impact The impact of the differences found for the comparison

<Host Name 1> The name of the first host for the comparison

<Host Name 2> The name of the second host for the comparison

You can perform the following operations in the Comparison Panel:

When checked, hides rows containing ignored values
so that they do not display. When not checked, rows
with ignored values are grayed out.

[7] Show suppressedvalues

= Exports the comparison results in PDF format.
PDF |
i Exports the comparison results in RTF format.
Word I
IE Exports the comparison results in Excel format.
Excel =1
e Initiates the comparison process, and displays
Compare! . . . .
comparison results differences in tabular format in

the Comparison Panel page.
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-
=i- Fine Tune... =

C% Investigate... =

Enables you to perform the following actions:

<L Fine Tune... = |

Ignore selected values

lgnore selected values in entire worksheet

Stop ignoring selected values

Ignore selected values: Ignores the difference,
meaning that the difference does not identify a
gap.

Ignore selected values in the entire worksheet:
Ignores the difference for the detected rows in
all other groups of the same worksheet.

Stop ignoring selected values: Stops ignoring
selected values and resets them. Such rows then
show as gray.

Enables you to perform the following actions:

|2, investigate... = |

Show results in worksheet level

Show statistics for all hosts

Show results in worksheet level: Compares the
selected component for all hosts in the
worksheet from all groups.

Show statistics for all hosts: Shows the value
distribution for the selected component per
operating system, meaning for all hosts in the
system and not just those in groups.
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@ Monitor._ Use the Monitor button to select components and
then monitor their changes in the Tickets module.
You can perform the following actions for this
purpose:

|@ Monitor... = |

€3 Monitor changes in Tickets module

{-_‘} Stop monitoring in Tickets module

m  Monitor changes in Tickets module: Monitors
changes for the selected components in the
Tickets module. Components selected for

monitoring display EI} next to their name. After
you save the worksheet, these changes
automatically open tickets, which can be viewed
in the Tickets module.

[ component
[ & memory
[] € Number of NICs

m  Stop monitoring in Tickets module: Stops the
monitoring of selected components in the
Tickets module.

Opens a window to define the impact. A default

E& Set Impact impact value is available, which is configurable.

Note: Some of the operations above are not available for the Golden Copy
group type.

It is recommended to save the worksheet after you change the group

configuration. To do so, click Save Worksheet (H).
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Viewing DRA SLA
information

Overview

This chapter includes the following topics:

m “Overview” on page 371 introduces the SLA module and describes its
purpose.

m “Using the SLA window” on page 372 describes the organization and usage
of the DRA SLA window.

The SLA module identifies business entities that have a problem with one of
their resources. It lets you view data for a selected business entity, including its
resources and subresources (volume groups, databases, file systems, and so on).
You can view this information in the SLA tab of the main window.
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Using the SLA window

To access the SLA page, click the SLA tab. The following screen is displayed:

Dashboard__ __ Topology. Tickets Reports s Comparison__ _ Configuration

Rebuild Cache

Business

Entity Tree™ | T

Resources e ‘
for Selected S

Business

Entity

Gompanerts marked wih* are ot ul scanned

The SLA page has several areas. The tree on the left lists all business entities
defined in the system. When you select a business entity in this tree, all of its
associated resources are shown in a tree structure in the right pane. A separate
row is shown for each resource, which contains the following information about
that resource:

SLA miormalinn

Humber of sogies ard Relergan
Ll Foernaite Loeal Remone Ll ReiabE
5-E b2 25 120235 - {y S 0d 130538 Hid, 95120235 - 1y Sm 10d 10:05:38 hia

m  Number of copies (range): The number of local copies and the number of
remote copies for the resource, including all of its subresources (if any). If
the resource contains subresources, these values are expressed as a range.
The first number indicates the fewest number of replicas for one of its
subresources, and the second number indicates the greatest number of
replicas for one of its subresources. For example, the 0-6 range for Local
copies shown in the following sample window means that 0 is the fewest
number of replicas for one subresource and 6 is the maximum number of
replicas for another subresource that comprise this resource.

Mumber of copies
Local Remote

0-8 0-2
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RPO range: The timestamp of the replica’s Recovery Point Objective (RPO).
This information is provided for both local and remote copies. The
information is expressed as a range, indicating both the oldest and latest
timestamps for the subresources comprising this resource.

RFO
Local Remote

294 1 2:02:35 - 1y Sm 10d 10:05:38 WA,

Retention range: The timestamp of both the oldest and latest complete
copies available. This information is provided for both local and remote
copies. The information is expressed as a range, indicating both the oldest
and latest timestamps for the subresources comprising this resource.
Retention
Loeal Remots

28d 12:02:35 - 1y 5m 10d 10:05:33 A

Each resource can be comprised of subresources. When you expand the
resource tree in the right pane of the SLA page to its lowest level, details for
the subresources are displayed.

=5 ves

By vaser San LR () @

A A
Nk Nk

B were SAN L) RO

This

level of detail shows a timeline for each subresource. Time on this timeline

is not proportionally distributed. Distribution across the timeline is based solely
on an equal distribution of the number of replicas for the subresource and not
on time.

Each subresource contains one or more replicas. Each replica is represented by a

colored icon.
. & L] -} & & E ] 1 £} & @ ] 'l
The icon color indicates whether there is a problem on the replica, as follows:

Green ' The replica is OK.

Yellow B, The replica has a non-critical problem.

Red

Gray

‘ The replica has a critical problem.

) The item is only partially replicated.
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An L or an R in the center of the icon indicates a local or remote replica,

respectively. In addition, L0 RA1Z at the beginning of a subresource row
indicates the number of local (L) and remote (R) replicas for the subresource.
Thus, L(0) R(13) indicates that this subresource has 0 local replicas and 13
remote replicas, as shown in the figure above.

When you hover over one of the colored replica icons, information is displayed
for that replica, such as its data age, layout path, state, RAID type, and which
host sees the replica. This information is the same for all replica icons, except
that a yellow icon indicates a less severe error than a red icon. A green replica
icon indicates that there are no errors.

B &

= ey

' pataApe A Datn Age DOC00:00
Layout Path SymmiClane SymmROF Layout Path SymimClong

B State Split Stale Capied

& | Raid Type  RMDS ** Raid Type RAIDS

| cpenBy  dimbekd Seen By izt

Problems exists for this replication
- Diata age incangistency
- Last action me inconsistancy

The Show status for field at the top of the right pane lets you select the
information you want to display. When you select a day other than today, it
displays information that was correct for that day.

Show status for

most updated
Component

= ) %" radb-4 7 days ago
mst scan: 13 3 dﬁyS agn
4 days ago
5 days ago
@ O wokalb days ago
Last scan: 131 week ago

#hi 2weeks ago

1 month ago

= G . gellmonths ago
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Below each icon is a timestamp and the state of the replica. The timestamp

indicates when the replica was copied.
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Any Type of Connection

BC

BCV

Business entity

CG

CIFS Share

CLARIiiON

Clone

DASPV

DG

Any relationship between two objects. For example, a
physical volume is stored on a storage volume.

Business Continuity.

Business Continuous Volumes, previously known as
Business Suite Continuous Volumes. An EMC Symmetrix
term for a special mirror volume managed by an array.
BCVs are created and maintained by the TimeFinder
software module of EMC.

A collection of IT resources that provide application
services to a defined business process. Business entities can
comprise servers, storage resources, applications, and other
business entities in a hierarchical way.

See Symmetrix CG.

A Network Share implemented using the Common Internet
File System (CIFS) protocol. The protocol is usually
implemented as a service by hosts (most commonly by
Windows hosts or NAS devices, but it may also be
implemented by UNIX hosts through a special service, such
as samba).

Historically, a Data General product brand acquired by
EMC. The CLARIiiON family includes mid-range storage
arrays.

A type of storage volume replica representing a
point-in-time state of its source storage volume. Several
vendors, sometimes with slight interpretations, use the
term.

A DRA term for a PV that represents a disk device that is
directly connected to a host, using a disk bus protocol, such
as SCSI, IDE, FC-AL, SAS, and so on. In DRA, a DAS PV may
represent either a physical disk device on a JBOD or a
logical disk device on a directly-attached storage RAID.

See Symmetrix DG.
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Domain m A collection of servers, network devices, network
services, users, user roles, and so on, that is
administered collectively as a single entity.

m  Arepository containing information regarding
elements described above; for example, Microsoft AD.

DP Data Protection.

DPRA Data Protection Risk Assessment.

ECC EMC Control Center.

EMC SYMCLI EMC Symmetrix Command Line Interface.

FC-AL Fiber Channel Arbitrated Loop.

File system m A method of organizing files on a disk, usually in a

hierarchical directory.

m A disk area managed by an operating system
formatted according to the method in (a) above. See
also local file system and network file system.

Gap A definition of a particular problem type.

HDS HiCommand Hitachi Storage Command Suite. Used to manage and
retrieve information about Hitachi Data Systems (HDS)
arrays.

Host A computing device or server, physical, partitioned, or
logically virtualized, running an instance of an operating
system.

ISCSI Internet SCSI. An IP-based standard for linking data

storage devices over a network and transferring data by
carrying SCSI commands over IP networks.

IT Information Technology.

JBOD Just a Bunch of Disks. A storage array with no intelligence,
add-on software, and so on. A JBOD is a convenient way to
connect multiple disks to hosts, especially when there is no
physical space for disk installation in the server chassis
itself. Typically, JBODs can be occupied by hot-pluggable
disks using special disk casing, providing the disks with a
common power source (possibly redundant), and a common
connection interface (possibly redundant) to hosts or SAN
networks.

Layout A short representation of a replication path.

For example, the layout of a storage volume that is an SRDF
replica of a BCV replica is “BCV, SRDE.”



Local file system

LUN

LUN map

Lv

LVM

NetApp

NetApp Aggregate

NetApp Filer

NetApp LUN

NetApp Q-Tree
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A file system managed by a host, which is stored on storage
resources directly attached to and managed by that host.

Logical Unit. Originally a SCSI term that was adapted for
use in FC-AL and iSCSI. A LUN is the smallest addressable
entity in a SCSI or Fiber-channel bus. In simple
installations, each LUN usually stands for a whole disk,
tape drive, CD-ROM drive, or any other single unit of a
physical media. Devices such as RAIDs or SAN switches can
map physical resources in various ways, so that a LUN may
represent logical units smaller or larger than a single
device (and many combinations thereof).

A LUN map maps a storage volume to a specific port.

Without a LUN map, hosts cannot see a storage volume.

Logical volume. A UNIX term denoting a data storing
portion of a volume or disk. An LV can be implemented as
either a partition of a single disk or as a partition of a
volume group (see also VG), if a logical volume manager is
being used (see also LVM).

Logical volume manager. A software module that runs on a
host, as a low-level service. An LVM can manage multiple
storage volumes accessible by the host, using them to
provide other entities in the host's operating system with
logical volumes (LVs). Mapping between physical and
logical volumes can be of various complexities; that is, an
LV may be physically stored on a portion of one physical
volume, on multiple portions of multiple physical volumes,
on an entire volume, on a set of volumes, and so on.

Network appliance. A product of Network Appliance, Inc.

A NetApp term denoting a manageable unit of RAID
protected storage.

A NetApp term for one of their storage arrays.

A special file stored on a NetApp storage array that can be
represented as a LUN or physical disk to hosts. A NetApp
LUN can be made accessible to hosts either using SAN or
using iSCSL.

A NetApp Filer object comprising a special subdirectory of
the root of a volume that acts as a virtual subvolume with
special attributes.
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NetApp Volume

Network file system

Network Share

NFS Export/NFS Share

ODBC

Oracle Archive Destination

Oracle Archive Destinations

Oracle Control File

Oracle Control Files

Oracle Data File

Oracle Data Files

Oracle Instance

Oracle Log File

Oracle Log Files

A NetApp term denoting a file system that can store data.
Volumes appear in two forms: Traditional Volumes and
Flexible Volumes (the latter supported from ONTAP 7).

A file system accessed by a host through a network protocol
(such as CIFS or NFS), using an appropriate client
component, which is implemented and managed by a
remote host providing a corresponding server-side service.
Typically, a server can serve more than one client.

A mechanism for sharing data for remote accessing by a
different host. Sharing is done by hosts (Windows, NAS and
UNIX, which use the term export instead of share) through
publishing a directory.

A Network Share implemented through the use of the
Network File System (NFS) protocol. Usually, the protocol is
implemented as a service by hosts (most commonly by
UNIX hosts or NAS devices, but may also be implemented
by Windows hosts through a special service).

Open Database Connectivity. An open standard API for
accessing a database.

In the context of a specific Oracle Instance, one of the
Instance's Archive Destinations.

In the context of a specific Oracle Instance, a container for
all the Instance's Archive Destinations, such as the
locations that store archive files.

In the context of a specific Oracle Instance, one of the
Instance's Control Files.

In the context of a specific Oracle Instance, a container for
all the Instance's Control Files.

In the context of a specific Oracle Instance, one of the
Instance's Data Files.

In the context of a specific Oracle Instance, a container for
all the Instance's Data Files.

An active executable entity, running on a host and
implementing an Oracle Database service.

In the context of a specific Oracle Instance, one of the
Instance's Log Files.

In the context of a specific Oracle Instance, a container for
all the Instance's Log Files.



oS
PE

PV

R1
R2

RAID

RDF
RPO
RTO

SAN

SANI/0O Path

Glossary

Operating system.
Path Element.

Physical volume. A UNIX term denoting an operating
system representation of a physical disk as seen by a host.

The source volume of an SRDF replication.
The replicated volume of an SRDF replication.

Redundant Array of Independent Disks.

m  Aterm describing a mechanism of grouping several
storage devices into a logical group which provides
improvements in one or more of the following aspects:
capacity, redundancy or performance,
or

m  Aterm describing a hardware device that can store
multiple disks and provide intelligent services of
storage management and virtualization through the
use of mechanisms such as described above.

See SRDF.
Recovery Point Objective.
Recovery Time Objective.

A collection of specific communication network and storage

devices that provides storage services to hosts:

m  SAN communication devices
Comprised of Fiber Channel (FC) switches or hubs
connected in islands called Fabrics. More than one
fabric may be used in an organization. All switches
and hubs in a fabric form a network with physical FC
ports to which storage devices and hosts can be
connected.

m  SAN services
A combination of management software and hardware
tools enables configuring a fabric to form subnets
called zones and to define accessibility rules between
storage volumes and hosts (masking).

m AN storage devices
A collection of storage devices connected to a fabric,
such as disks, tapes, storage arrays, JBODs, and so on.

A DRA term for a physical volume that represents a logical
disk device made addressable by a Storage Area Network.

See also SAN.
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SAS

SCSI
Site

SANPV

SLA

Snapshot

SRDF

SRM

SSH

Storage Array

SV

SYMCLI
SymmCG

SymmDG

SymmRDFGroup

Symmetrix

Symmetrix CG

Serial Attached SCSI.
See also SCSI.

Small Computer Systems Interconnect.
AnIT site.

A DRA term for a PV that represents a logical disk device
made addressable by a Storage Area Network.

See also SAN.
Service Level Agreement.

A type of storage volume replica representing a
point-in-time view of its source storage volume. Any
changes that occur to the source storage volume after the
snapshot begins do not affect the replica.

Symmetrix Remote Data Facility. An EMC Symmetrix term
for a special replication technology that can copy storage
devices from one array to another in various modes.

Storage Resource Management.

Secure Shell (SSH) or Secure Socket Shell. A UNIX-based
command interface and protocol for securely accessing a
remote computer.

A method for storing information on multiple devices.

Storage Volume. A DRA term denoting a physical or logical
storage entity that can be connected to a host and
recognized as a disk.

Symmetrix Command Line Interface.
See Symmetrix CG.

See Symmetrix DG.

See Symmetrix RDF Group.

An EMC product name used for high-end storage arrays.
Newer models are called Symmetrix DMX.

EMC Symmetrix Composite Group. A Symmetrix CG is very
similar to a Symmetrix DG, except it can contain devices
that span multiple Symmetrix arrays and multiple RDF
groups.



Symmetrix Device

Symmetrix DG

Symmetrix DMX

Symmetrix Meta Device

Symmetrix Meta Head

Symmetrix Meta Member

Symmetrix RDF Group

Telnet

Ticket

TimeFinder

TR

Unknown Array Device

Unknown Storage Array

VCS
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An EMC term denoting a logical segment managed by an
EMC Symmetrix Storage Array that can be represented as a
LUN or physical disk to hosts.

EMC Symmetrix Device Group. Symmetrix device groups
are user-defined objects that collectively manage groups of
Symmetrix devices.

An EMC product name used for high-end storage arrays.
Gradually replacing Symmetrix arrays.

An EMC term denoting a metadevice in an EMC Symmetrix
Storage Array. Metadevices let individual devices be
concatenated to create larger devices.

An EMC term denoting a device in an EMC Symmetrix
Storage Array with a Meta device head.

An EMC term denoting a device in an EMC Symmetrix
Storage Array with a Meta device member.

EMC Symmetrix Remote Data Facility Group. A logical
representation that defines a relationship between two
Symmetrix Storage Arrays that are logically connected with
EMC Symmetrix SRDF.

A user command and an underlying TCP/IP protocol for
accessing remote computers.

A specific instance of a particular gap problem found in
your environment.

The name of an EMC product suite that creates various
types of copies of storage volumes in a single array. The
suite includes: TimeFinder /BCV, TimeFinder /Clone and
TimeFinder /Snap.

See also Snapshot and Clone.
Traversal Rule.

A DRA term denoting a device of an unknown Storage
Array.

A DRA term for representing a Storage Array of an
unknown vendor.

Veritas Cluster Server
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VG

WMI

Volume group. A UNIX term denoting a collection of one or
more physical volumes (see also PV) from which space can
be allocated to one or more logical volumes.

See also LV.

Windows Management Instrumentation. A set of Microsoft
specifications for consolidating the management of devices
and applications in a network from a Windows computing
system.
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Veritas Disaster Recovery Advisor
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