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	Malware Defense Standards

Deviation Request Form

	
	CATE Global Security Architecture and Engineering

Host Security Engineering
Version 2.1



	Requester’s Information

	User Name
	Ashok Kumar Reddy
	Date
	15th Jan 2016

	SOE ID
	AR91297
	Location/ Branch/ Country

(User location)
	Singapore

	Request Type
	 FORMCHECKBOX 
 File exclusion   FORMCHECKBOX 
 Low risk process  FORMCHECKBOX 
 Other      

	Region
	GLOBAL
	Device/Group Name
	Unisphere for VMAX:


[image: image1.emf]Unisphere_instances _0.1.xlsx



	Node location in ePO tree: 

	Product Name
	Unisphere for VMAX

	(Required or Mark N/A)
CTC
	(Required or Mark N/A)
CSI

	CTC  Product  ID
	CTC

Version ID
	CATE Owner
	CSI  ID
	Application Manager

	2868
	56284
	Carl Williams
	n/a
	n/a


	Request Details: This request is for the CATE certified product Unisphere for VMAX only.

Requesting the addition of “mysqld.exe” to the low risk process group.  


	Comments: MySQL is embedded in the EMC Unisphere for VMAX product. The vendor recommendation for directories and files relating to MySQL is to exclude then from Virus scanning to avoid potential performance database corruption – 
In line with HSE recommendations this request is to add mysqld.exe processes to LRP.

	User Signature
	User Name
	Date

	
	Carl Williams
	26/02/2012


	HSE Recommendations: HSE approves the addition of “mysqld.exe” to the low risk process group.  This exclusion shall be narrowly applied to the CATE certified product Unisphere for VMAX.  It does not extend to other products or to standalone instances of My SQL.



	 FORMCHECKBOX 
 Approved   FORMCHECKBOX 
 Not Approved
	By:      Clarke, Tracy [CCC-OT_IT]


	Manager Approval
	ISO Review and Acknowledgement

	Department/Unit Name 
	CATE Storage Engineering
	Country/Business
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Notes:
1. This form is to be used when requesting production deviations from the Citi Global Standard settings for McAfee VirusScan Enterprise Anti-Virus product, such as but not limited to scan exclusions or implementing low-risk processes.

2. All AV deviation requests must undergo review by the Host Security Engineering team prior to review and acknowledgement by the Information Security Officer and sign-off by the Sr. Manager with full knowledge of HSE’s recommendations.

3. Recommendations made by Host Security Engineering may be overruled by the Business Owner who accepts any residual risk. 

4. All approved exclusions must be implemented within ePolicy Orchestrator by the Site Administrator at the device, group, or site level for which the request has been approved.
5. The Business Unit is responsible for maintaining a final copy of this document with all recommendations and approvals attached.
Warning: 
· Approved deviations expire in 1 year. Prior to the expiration,  it is the responsibility of the  BISO and Application owner to file for an extension.   
· It is imperative that all parties involved in this process understand downstream liabilities implied by authorizing a deviation from malware defense standards before submitting this form. We all share the same Citi network.  Opening a hole in our defense can cause harm to your business and others that share the same network.  Where there is no choice but to deviate, the operational owner must implement a compensating control and work with the application developer or vendor and HSE to permanently address the issue.

What is prohibited?

· Excluding complete content of folders and sub-folders must be avoided as Malware threat agents can go undetected if folders are not scanned.
What is the preferred exclusion method?

· With the exception of file extensions known to be carriers of a Malware threat agent (e.g., .EXE and SCR), exclusions of files by extension is the preferred method. A daily or weekly scan must be performed on these files as a compensating control to insure that they are not compromised.
What are the steps to this process?
1. Submit the form with Requester’s Information and the Request Details sections completed to *HSE Threat Assessment and Prevention for advisement by Host Security Engineering.

2. Provide any additional information that HSE/TAP may request and await their advice.

3. Upon receiving the advice of HSE/TAP, forward the e-mail thread with the updated SDRF to your ISO (BISO, GISO, or TISO) for review and acknowledgement, and to the Sr. Manager for the business who must approve the request.

4. Attach the ISO’s acknowledgement and Sr. Manager’s approval to the form in the sections provided.
It is not necessary to save the SDRF as a scanned image or PDF file so that hand written signatures can be captured.  HSE recommends embedding saved e-mail messages as objects represented by icons within the appropriate table cells for easy access to those documents.
	email *HSE Threat Assessment and Prevention
	Citi Internal
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RE: HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX

		From

		Welland, Chris [CCC-OT_IT]

		To

		Williams, Carl Patrick [CCC-OT_IT]; Maguire, John G [ICG-OT_CAO]; Boyter, Brian [ICG-OT_CAO]

		Cc

		Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]

		Recipients

		cw68238@imceu.eu.ssmb.com; JM79881@imcnam.ssmb.com; bb80908@imcnam.ssmb.com; kw99180@imcap.ap.ssmb.com; ld59486@imcnam.ssmb.com



All – approved by me as Storage Engineering GEL.


 


Many thanks,


Chris


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: 04 March 2013 14:34
To: Maguire, John G [ICG-OT_CAO]; Boyter, Brian [ICG-OT_CAO]; Welland, Chris [CCC-OT_IT]
Cc: Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]
Subject: HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX




 


Hi 


John/Brian – for ISO Review & Approval


Chris – for Manager Review & Approval 


 


Further to the mail trail below, and the assistance/collaboration from the HSE team, can I please request your review and approval of the attached standards deviation request form which requests the addition of the ‘mysqld.exe’ process to the ‘Low Risk Process’ Group for virus scanning -  this request is to formalise the HSE recommended work around to the vendor deployment instructions of file exclusions from virus scanning.


 


Please contact me with any queries.


 


Thanks & Regards


Carl


 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: 04 March 2013 13:41
To: Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


You can provide the list with the current servers and as the new servers are built they can be appended in the SDRf. Please make sure that you send email when new servers are added to obtain HSE consent.


 


MM


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: Friday, March 01, 2013 2:28 AM
To: Mittal, Megha [CCC-OT_IT NE]
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Hi Megha, 


 


Firstly thanks for the feedback/form.. 


Quick question – what devices should be listed ? I can provide the name of the server in the lab, but for production they wont have been requested/built etc as this s a new product.


 


Thanks


Carl


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, February 28, 2013 6:21 PM
To: Mittal, Megha [CCC-OT_IT NE]; Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Adding SDRF. 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, February 28, 2013 11:50 PM
To: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Please find the attached form with HSE recommendation. Kindly add the list of the devices and obtain your manager and BISO approval for implementing in production.


 


MM


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: Tuesday, February 26, 2013 5:41 PM
To: Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Hi HSE Threat Assessment and Prevention team, 


 


In line with the advice below – please find attached the updated SDRF form.


Please note the product owner has been updated from the original form submitted as I will be owning this product going forward.


 


Please review and feedback accordingly.


 


Thanks & Regards


Carl


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: 25 February 2013 22:05
To: Wan, Ivan [CCC-OT_IT]
Cc: Clarke, Tracy [CCC-OT_IT]; Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


We need the SDRF form filler with the request  “addition of “mysqld.exe” to the low risk process”


Here is the link to the SDRF:


https://catecollaboration.citigroup.net/domains/security/isp_standards/hsestds/AntiVirus%20%20McAfee%20VirusScan/stdsdocs/Malware_Defense_SDRF-v2.1V.doc


 


Need to make server you want this setting to be tested have correct version of epo and VSE installed. ePO =4.6 and VSE =8.8


 


 


Regards,


Megha 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Monday, February 25, 2013 12:45 PM
To: Mittal, Megha [CCC-OT_IT NE]
Cc: Clarke, Tracy [CCC-OT_IT]; Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Megha,


 


Would you please let me know if anything required from my side in order to update the documents (e.g. the SDRF?). thanks. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Saturday, February 23, 2013 12:51 AM
To: Wan, Ivan [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention; *GT Global Information Assurance Operations; Lee, David6 [CCC-OT_IT]; Johnson, Gary G [CCC-OT_IT]; Tan, Jackson [CCC-OT_IT]; Sopp, Richard [CCC-OT_IT]; Armstrong, Tim [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Just the SDRF that has already been exchanged.  It will need to be filled out completely if it hasn’t been.  Megha can assist you with that and she will ensure that HSE provides our input.  In fact, that input would just be what’s already been provided in the past:


 


HSE Recommendations: HSE approves the addition of “mysqld.exe” to the low risk process group.  This exclusion shall be narrowly applied to the CATE certified product Unisphere for VMAX.  It does not extend to other products or to standalone instances of My SQL.


 


All of the highlighted devices in the StorageEng group in the lab require upgrading, five for the McAfee Agent and two for VSE.  Again nothing needs done by you or your team, I can just enable the tasks to run and it will be done.  I have cc’d all of the Storage Engineers who have access to ePO.  If they prefer, they can do the upgrades themselves, after 1 PM today, but it needs to be done.  I would be happy to do it for them.


 


 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Friday, February 22, 2013 2:21 AM
To: Clarke, Tracy [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Thanks Tracy.


 


Is there anything else need to do from this server? Any document or process should I pass to Operational folks that they can follow and request the same while deploying this new software Unisphere for VMAX? 


 


What other servers you would like to upgrade to VS8.8? 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, February 22, 2013 2:41 AM
To: Wan, Ivan [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Done.  May I have permission to upgrade the other server to VirusScan 8.8, please?  I do not require any special access as I can just enable a task in the ePO console that would install it with local system privileges.  Both of the systems are running similar policies with MySQLD.exe in the LRP list now.


 


 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Thursday, February 21, 2013 2:00 AM
To: Clarke, Tracy [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hey Tracy, 


 


I granted you as admin for the server i10-unisp-vm01.nam.nsroot.net already. Would please help to push it or else let me know the package I can also push it from TPM. 


 


I can be online tonight for this or else Carl can be contacted if you need any assistance. J


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Thursday, February 21, 2013 2:48 AM
To: Wan, Ivan [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


When is a good time for you?  I’m on EST, so between 8 AM and 6 PM EST would work best for me.  If you would add my namdev account to the local administrators group long enough for me to push the McAfee Agent onto the lab device, I could do that for you anytime.  It is the MA that reports to the ePO server and enforces the settings, and that’s what is needed.


 


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Monday, February 18, 2013 3:01 AM
To: Clarke, Tracy [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


Sorry I was on leave and just back. 


 


The server has the below installed. Would you advise me what else to install so I can push it first before I work with you further? 


 


 


 


 


Thanks & regards, 


Ivan Wan



 


From: Pao, John T [CCC-OT_IT] 
Sent: Tuesday, February 12, 2013 7:00 AM
To: Wan, Ivan [CCC-OT_IT]; Clarke, Tracy [CCC-OT_IT]
Cc: *HSE Threat Assessment and Prevention; Mittal, Megha [CCC-OT_IT NE]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


Whatever happened to this.  Did you get the McAfee agent and Virusscan installed?


 


John


From: Wan, Ivan [CCC-OT_IT] 
Sent: Wednesday, February 06, 2013 8:49 AM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


I will work with you tonight after my meeting. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Tuesday, February 05, 2013 8:51 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


The system does not appear to have an ePO agent installed.  Please ping me by IM to share a session so I may assist you in installing the agent.  As the system is in the lab, I will work with you directly to perform the testing.  May I just have confirmation that you are the CATE application owner?


 


Thank you,


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Monday, February 04, 2013 9:23 PM
To: Mittal, Megha [CCC-OT_IT NE]; Clarke, Tracy [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Megha,


 


Here is the information. 


 


Server name in Warren Lab: i10-unisp-vm01.nam.nsroot.net


 


 


Thanks & regards, 


Ivan Wan



 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Tuesday, February 05, 2013 1:22 AM
To: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Please advise if you would like to proceed with the testing by addition of “mysqld.exe” to the low risk process group. Provide me server names, so I can engage correct team and we may move ahead with the testing.


 


Regards,


Megha 


 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, January 25, 2013 6:12 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


You are already working the process that begins with a VT ticket assigned to CTI GL AD APPLICATIONS-Information Assurance Ops (IAO).  It includes looping in the CATE application owner and our team HSE to arrive at consensus, and is the same process for all deviation requests.  If a consensus cannot be achieved, e.g., an application requires a setting that HSE cannot approve, then a Risk Exception owned by the business would be necessary.  Here is the link to the SDRF:


 


https://catecollaboration.citigroup.net/domains/security/isp_standards/hsestds/AntiVirus%20%20McAfee%20VirusScan/stdsdocs/Malware_Defense_SDRF-v2.1V.doc


 


Regards


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Friday, January 25, 2013 1:36 AM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Thanks Tracy. 


 


I will work with Megha for the testing. 


 


For this request, will there any similar document be produced or else any place I can refer Operation team to request the below for the Unisphere for VMAX server deployment? 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, January 18, 2013 1:41 AM
To: Mittal, Megha [CCC-OT_IT NE]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


Yes, it is exactly what was done for SPA.  Please find the SDRF attached and kindly take Megha up on her offer.


 


HSE Recommendations: HSE approves the addition of “mysqld.exe” to the low risk process group.  This exclusion shall be narrowly applied to the CATE certified product Symmetrix Performance Analyzer.  It does not extend to other products or to standalone instances of My SQL.


 


Please note also that the document you referenced in your last reply has been retired since MySQL as a standalone application is not CATE supported.


 


Regards,


 


Tracy Clarke, CISSP GCIH


Host Security Engineering


CATE CitiSecure


 


“Success is the ability to move from one failure to the next failure with enthusiasm.” – Winston Churchill


 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, January 17, 2013 12:13 PM
To: Wan, Ivan [CCC-OT_IT]; Clarke, Tracy [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Please let me know, I’ll be able to assist you with the testing on the server.


 


Megha 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Thursday, January 17, 2013 8:24 AM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


Is this the same way that SPA has? I am asking for files exclusion because it is indicated by vendor and also the document VSE Settings for MySQL Servers written before which has pattern exclusion. 


 


Surely I understand it will be the best way based on recommendation from you and your team. Testing can be done with the application server sitting in lab. I will confirm with vendor for setting mysdld.exe to LRP should avoid the database corruption too. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Wednesday, January 16, 2013 9:51 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


“Antivirus” does not access files.  Processes access files and VirusScan on-access scanner (McShield.exe) intercepts the file accesses made by the processes.  When a process, in this case mysql.exe, is added to the Low-Risk Processes (LRP) policy, its file accesses are ignored by McShield.  So unless some other process or processes are also prone to accessing the files, there should be no reason to exclude those files.


 


It is inefficient to configure VirusScan to use lookup tables of pattern exclusions.  McAfee claims that it must do 70% of the work to scan the file just to determine whether or not to do so.  By using LRP policy to disable scanning a process’ file accesses, the work that would be done to lookup the pattern is eliminated.  This preferred method is far more efficient and should resolve any issues with the MySQL databases.


 


I suggest that some testing be performed to validate the configuration that works best.  It may require that the LRP policy be set to ignore file accesses in both directions (read and write).  Megha or her team are available to guide such testing.  


 


Regards,


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Tuesday, January 15, 2013 9:06 PM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy/Megha,


 


I limit to certain recipient only so please include necessary folks in only. 


 


I want to point out that previously EMC Symmetrix Performance Analyzer (SPA) has raised same request for file exclusion and mysqld.exe exclude from virus scanning. The request raised from operational side as they encountered after deployment. This EMC Unisphere for VMAX is same product (same architecture) that replace SPA. Therefore this request should be processed by same? 


 


Files exclusion is required because it will cause database corruption while these files are being used in database and antivirus try to access them. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Tuesday, January 15, 2013 11:26 PM
To: Mittal, Megha [CCC-OT_IT NE]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Megha,


 


Only MySQL.exe is a process.  All of the other files listed are not.  This begs the question that if the proposal is to add the process to low risk processes policy, why would the file (pattern) exclusions be required?  Has it been tested with MySQL.exe in the LRP policy without the file exclusions?


 


-Tracy 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Tuesday, January 15, 2013 10:00 AM
To: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Tracy,


Please find the form attached.


 


Ivan,


Just to keep you posted this request is for adding the Processes as Low Risk Process and not File Exclusions. Let me know if you have any questions. I  have modified the form to reflect the same.


 


 


Regards,


Megha 


 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Tuesday, January 15, 2013 8:16 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Megha,


 


Please help Ivan with amending the SDRF.


 


Thank you,


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Sunday, January 13, 2013 9:55 PM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


I assume this is the latest SDRF form you are asking. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Saturday, January 12, 2013 4:42 AM
To: Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Please send us the amended SDRF for our review.


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Friday, January 11, 2013 3:25 PM
To: Clarke, Tracy [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Apology Tracy. Should be LRP.


 


Megha 


 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, January 11, 2013 2:30 AM
To: Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


HSE does not approve of excluding scanning of executable files.  Was that the intention?  Or was it to add it to low-risk processes so its file accesses would not be scanned?


 


Tracy Clarke, CISSP GCIH


Host Security Engineering


CATE CitiSecure


 


“Success is the ability to move from one failure to the next failure with enthusiasm.” – Winston Churchill


 


 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, January 10, 2013 9:25 AM
To: *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


HSE Team,


 


May I request your review on the attaché SDRF form.  I have looped in the domain owner for CSI and they agree with the request from operations.


 


Megha 


 


From: Welland, Chris [CCC-OT_IT] 
Sent: Thursday, January 10, 2013 3:32 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations; *HSE Threat Assessment and Prevention; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


All – I have reviewed this request and approve it as GEL for Storage Engineering.


 


Many thanks,


Chris


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: 10 January 2013 09:34
To: Mittal, Megha [CCC-OT_IT NE]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations; *HSE Threat Assessment and Prevention; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi all, 


 


Please find the attached SDRF document for the which I have included additional 1 file that need to be excluded from scanning too (mysqld.exe). This should be the complete list and please use this version instead. Sorry if it causes you any inconvenient. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, January 10, 2013 3:49 AM
To: Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention; Pao, John T [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Chris\Team,


 


We have received the attached requested for deviation on Application is EMC Unisphere for VMAX. CTC ID is 2868. CTC Version ID is 56284. ITWorx Work Effort ID is 18376. This application is using the embedded MySQL database installed from the application itself. 


We want to bring you in loop as the designated owner of the application in the CTC system and bring on board with the requested deviation.


 


Please go through the attached form and let us know your thoughts.


 


Regards,


Megha 


 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Wednesday, January 09, 2013 12:58 PM
To: Mittal, Megha [CCC-OT_IT NE]
Subject: FW: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Megha,


 


Can you assist on this? CATE from storage is inquiring for MySQL AV exclusion. Some of the files required by their vendor is not covered in the standard exclusion for MySQL. However, he wants to prepare the exclusion in advance prior to server implem. 


 


Attached is the SDRF. It doesn’t have required approval yet. I would like to ask if this kind of arrangement is possible or we have to wait until the server is implemented and run diagnostic to define processes.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


 



 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Wednesday, January 09, 2013 11:28 AM
To: Vicentico, Mark Albert Nuay [CCC-OT_IT NE]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Mark,


 


Please find the filled form and advise the next step. 


 


Note that this is just about to certify the application therefore no CSI ID yet (since no deployment yet). 


 


 


Thanks & regards, 


Ivan Wan



 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Wednesday, January 09, 2013 10:46 AM
To: Wan, Ivan [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Yes, we can still custom exclusion using the SDRF form. The current exclusion was the standard streamlined by CATE. If there are files that potentially affect an application we have a process to follow. Usually, we run MER, a diagnostic tool to check affected processes. Then we submit them to CATE for recommendation. 


 


Should you have a readily available server you can test the policy with MySQL exclusion. You may fill out the SDRF and I will try to reach out with CATE if we can possibly exclude what is required in advance.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


 



 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Tuesday, January 08, 2013 4:38 PM
To: Vicentico, Mark Albert Nuay [CCC-OT_IT NE]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Mark,


 


Understand that. Is there a policy for exclusion list that can be created and apply for different target servers via ePO? 


 


There is a document defined previously for defining the exclusion patterns for MySQL database (https://catecollaboration.citigroup.net/domains/security/isp_standards/hsestds/AntiVirus%20%20McAfee%20VirusScan/stdsdocs/Malware_Defense_SDRF-v2.1V.doc). However it does not exclude all of the database files as per vendor requirement (e.g. *.TRN, *.CSM etc). 


 


I am looking for similar document can be defined or process that I can advise Operation team to request for virus scanning exclusion while they deploy the application server. Or the Operation team should just raise request to exclude specific database files while deploying the application server? 


 


 


Thanks & regards, 


Ivan Wan



 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Tuesday, January 08, 2013 3:31 PM
To: Wan, Ivan [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


We already have a standard platform for servers hosting MySQL. In able to apply this exclusion first we have to manage the server via ePO, our AV management console. Once you have setup the server we need to install the agent and VSE then apply the required exclusion. We have different Management console per region so we need to install specific agent to point them to correct Console.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


 



 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Tuesday, January 08, 2013 2:45 PM
To: Vicentico, Mark Albert Nuay [CCC-OT_IT NE]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Mark,


 


The application is under certification process and is not in Production yet. I am finishing the certification that will release it for Production soon. Therefore I do not have any server name at this moment. 


 


I want to make sure the database files used in the application will not be scanned by antivirus to avoid corruption therefore raising this request to see how can a solution be defined for global instance. 


 


ePO region should be all around the globe (including NAM, APAC, EMEA, LATAM). 


 


Application is EMC Unisphere for VMAX. CTC ID is 2868. CTC Version ID is 56284. ITWorx Work Effort ID is 18376. This application is the only application using the embedded MySQL database installed from the application itself. No other software is installed in the same server and using the MySQL database. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Tuesday, January 08, 2013 2:38 PM
To: Wan, Ivan [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations
Subject: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Please provide the following:


 


Server Name


ePO Region (i.e NAM/APAC etc)


Application: MySQL, please provide other hosted apps if applicable.


 


Problem Description:


i am CATE storage engineer and currently certifying a web based application which has MySQL database embedded. As per vendor requirement, MySQL database files need to be excluded from virus scanning to avoid corruption. therefore i need to request a global antivirus policy to exclude MySQL database files from virus scanning on the application servers in global instance. Please confirm and assist me. thanks.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


Citi Technology Infrastructure


Direct:  (+632) 830-6836


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


Email:   mark.albert.nuay.vicentico@citi.com
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Sheet1

		Device List relating to Unisphere for VMAX deployments to be added/appended to SDRF relating to ‘pg_ctl.exe’ and ‘postgres.exe’ inclusion into Low Risk Process:
Email HSE team with any updates
*HSE Threat Assessment and Prevention 







		Server		Region		Comment		Device Added by		Date

		sgctctilxsan1p .apac.nsroot.net		APAC 		Singapore-CT		AR91297		Friday, January 15, 2016

		sgctctilxsan2p .apac.nsroot.net		APAC 		Singapore-CT		AR91297		Friday, January 15, 2016

		hkastctilxsan1c .apac.nsroot.net		APAC 		Hongkong-AST		AR91297		Friday, January 15, 2016

		hkastctilxsan2c .apac.nsroot.net		APAC 		Hongkong-AST		AR91297		Friday, January 15, 2016

		hkiadctilxsan1c .apac.nsroot.net		APAC 		Hongkong-IAD		AR91297		Friday, January 15, 2016

		hkiadctilxsan2c .apac.nsroot.net		APAC 		Hongkong-IAD		AR91297		Friday, January 15, 2016

		juapsea1 .jpn.nsroot.net		APAC 		Japan-@ Tokyo		AR91297		Friday, January 15, 2016

		juopsea1 .jpn.nsroot.net		APAC 		Japan-Osaka		AR91297		Friday, January 15, 2016

		jutpsea1 .jpn.nsroot.net		APAC 		Japan-Tsurumi		AR91297		Friday, January 15, 2016

		Jumpsea1 .jpn.nsroot.net		APAC 		Japan-SMB		AR91297		Friday, January 15, 2016

		sgctctilxsan3p .apac.nsroot.net		APAC 		Singapore-CT		AR91297		Friday, January 15, 2016

		hkastctilxsan3c .apac.nsroot.net		APAC 		Hongkong-AST		AR91297		Friday, January 15, 2016








_1423915968/RE  HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX.MSG
RE: HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX

		From

		Boyter, Brian [ICG-OT_CAO]

		To

		Williams, Carl Patrick [CCC-OT_IT]

		Cc

		Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]

		Recipients

		cw68238@imceu.eu.ssmb.com; cw83204@imceu.eu.ssmb.com; kw99180@imcap.ap.ssmb.com; ld59486@imcnam.ssmb.com



Approved as TISO.


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: Monday, March 04, 2013 9:15 AM
To: Boyter, Brian [ICG-OT_CAO]
Subject: RE: HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX




 


Hi Brian, 


 


Confirmed ‘MySQL’


 


The vendor recommendation is as per their installation guide – latest version is on the CATE product site.


https://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/Symmetrix/EMC-Unisphere-for-VMAX-v1.5-Installation-Guide.pdf


 


Page 21:


[image: ]


 


Thanks & Regards


Carl


 


 


From: Boyter, Brian [ICG-OT_CAO] 
Sent: 04 March 2013 15:05
To: Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX




 


Carl


Please send me the EMC reference where they recommend mysql not be scanned.


And just to confirm, this is mysql, not ms-sql?


Thanks


Brian


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: Monday, March 04, 2013 8:34 AM
To: Maguire, John G [ICG-OT_CAO]; Boyter, Brian [ICG-OT_CAO]; Welland, Chris [CCC-OT_IT]
Cc: Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]
Subject: HSE - Standards Deviation Request (SDRF) Approval request - Unisphere for VMAX




 


Hi 


John/Brian – for ISO Review & Approval


Chris – for Manager Review & Approval 


 


Further to the mail trail below, and the assistance/collaboration from the HSE team, can I please request your review and approval of the attached standards deviation request form which requests the addition of the ‘mysqld.exe’ process to the ‘Low Risk Process’ Group for virus scanning -  this request is to formalise the HSE recommended work around to the vendor deployment instructions of file exclusions from virus scanning.


 


Please contact me with any queries.


 


Thanks & Regards


Carl


 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: 04 March 2013 13:41
To: Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


You can provide the list with the current servers and as the new servers are built they can be appended in the SDRf. Please make sure that you send email when new servers are added to obtain HSE consent.


 


MM


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: Friday, March 01, 2013 2:28 AM
To: Mittal, Megha [CCC-OT_IT NE]
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Hi Megha, 


 


Firstly thanks for the feedback/form.. 


Quick question – what devices should be listed ? I can provide the name of the server in the lab, but for production they wont have been requested/built etc as this s a new product.


 


Thanks


Carl


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, February 28, 2013 6:21 PM
To: Mittal, Megha [CCC-OT_IT NE]; Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Adding SDRF. 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, February 28, 2013 11:50 PM
To: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Please find the attached form with HSE recommendation. Kindly add the list of the devices and obtain your manager and BISO approval for implementing in production.


 


MM


 


From: Williams, Carl Patrick [CCC-OT_IT] 
Sent: Tuesday, February 26, 2013 5:41 PM
To: Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]
Subject: RE: VT42391175\ VT42391175MySQL database files need to be excluded from virus scanning 




 


Hi HSE Threat Assessment and Prevention team, 


 


In line with the advice below – please find attached the updated SDRF form.


Please note the product owner has been updated from the original form submitted as I will be owning this product going forward.


 


Please review and feedback accordingly.


 


Thanks & Regards


Carl


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: 25 February 2013 22:05
To: Wan, Ivan [CCC-OT_IT]
Cc: Clarke, Tracy [CCC-OT_IT]; Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


We need the SDRF form filler with the request  “addition of “mysqld.exe” to the low risk process”


Here is the link to the SDRF:


https://catecollaboration.citigroup.net/domains/security/isp_standards/hsestds/AntiVirus%20%20McAfee%20VirusScan/stdsdocs/Malware_Defense_SDRF-v2.1V.doc


 


Need to make server you want this setting to be tested have correct version of epo and VSE installed. ePO =4.6 and VSE =8.8


 


 


Regards,


Megha 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Monday, February 25, 2013 12:45 PM
To: Mittal, Megha [CCC-OT_IT NE]
Cc: Clarke, Tracy [CCC-OT_IT]; Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Megha,


 


Would you please let me know if anything required from my side in order to update the documents (e.g. the SDRF?). thanks. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Saturday, February 23, 2013 12:51 AM
To: Wan, Ivan [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention; *GT Global Information Assurance Operations; Lee, David6 [CCC-OT_IT]; Johnson, Gary G [CCC-OT_IT]; Tan, Jackson [CCC-OT_IT]; Sopp, Richard [CCC-OT_IT]; Armstrong, Tim [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Just the SDRF that has already been exchanged.  It will need to be filled out completely if it hasn’t been.  Megha can assist you with that and she will ensure that HSE provides our input.  In fact, that input would just be what’s already been provided in the past:


 


HSE Recommendations: HSE approves the addition of “mysqld.exe” to the low risk process group.  This exclusion shall be narrowly applied to the CATE certified product Unisphere for VMAX.  It does not extend to other products or to standalone instances of My SQL.


 


All of the highlighted devices in the StorageEng group in the lab require upgrading, five for the McAfee Agent and two for VSE.  Again nothing needs done by you or your team, I can just enable the tasks to run and it will be done.  I have cc’d all of the Storage Engineers who have access to ePO.  If they prefer, they can do the upgrades themselves, after 1 PM today, but it needs to be done.  I would be happy to do it for them.


 


 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Friday, February 22, 2013 2:21 AM
To: Clarke, Tracy [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Thanks Tracy.


 


Is there anything else need to do from this server? Any document or process should I pass to Operational folks that they can follow and request the same while deploying this new software Unisphere for VMAX? 


 


What other servers you would like to upgrade to VS8.8? 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, February 22, 2013 2:41 AM
To: Wan, Ivan [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]; *HSE Threat Assessment and Prevention; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Done.  May I have permission to upgrade the other server to VirusScan 8.8, please?  I do not require any special access as I can just enable a task in the ePO console that would install it with local system privileges.  Both of the systems are running similar policies with MySQLD.exe in the LRP list now.


 


 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Thursday, February 21, 2013 2:00 AM
To: Clarke, Tracy [CCC-OT_IT]
Cc: Williams, Carl Patrick [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hey Tracy, 


 


I granted you as admin for the server i10-unisp-vm01.nam.nsroot.net already. Would please help to push it or else let me know the package I can also push it from TPM. 


 


I can be online tonight for this or else Carl can be contacted if you need any assistance. J


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Thursday, February 21, 2013 2:48 AM
To: Wan, Ivan [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


When is a good time for you?  I’m on EST, so between 8 AM and 6 PM EST would work best for me.  If you would add my namdev account to the local administrators group long enough for me to push the McAfee Agent onto the lab device, I could do that for you anytime.  It is the MA that reports to the ePO server and enforces the settings, and that’s what is needed.


 


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Monday, February 18, 2013 3:01 AM
To: Clarke, Tracy [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


Sorry I was on leave and just back. 


 


The server has the below installed. Would you advise me what else to install so I can push it first before I work with you further? 


 


 


 


 


Thanks & regards, 


Ivan Wan



 


From: Pao, John T [CCC-OT_IT] 
Sent: Tuesday, February 12, 2013 7:00 AM
To: Wan, Ivan [CCC-OT_IT]; Clarke, Tracy [CCC-OT_IT]
Cc: *HSE Threat Assessment and Prevention; Mittal, Megha [CCC-OT_IT NE]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


Whatever happened to this.  Did you get the McAfee agent and Virusscan installed?


 


John


From: Wan, Ivan [CCC-OT_IT] 
Sent: Wednesday, February 06, 2013 8:49 AM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


I will work with you tonight after my meeting. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Tuesday, February 05, 2013 8:51 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


The system does not appear to have an ePO agent installed.  Please ping me by IM to share a session so I may assist you in installing the agent.  As the system is in the lab, I will work with you directly to perform the testing.  May I just have confirmation that you are the CATE application owner?


 


Thank you,


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Monday, February 04, 2013 9:23 PM
To: Mittal, Megha [CCC-OT_IT NE]; Clarke, Tracy [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Megha,


 


Here is the information. 


 


Server name in Warren Lab: i10-unisp-vm01.nam.nsroot.net


 


 


Thanks & regards, 


Ivan Wan



 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Tuesday, February 05, 2013 1:22 AM
To: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: VT42391175\ VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Please advise if you would like to proceed with the testing by addition of “mysqld.exe” to the low risk process group. Provide me server names, so I can engage correct team and we may move ahead with the testing.


 


Regards,


Megha 


 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, January 25, 2013 6:12 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


You are already working the process that begins with a VT ticket assigned to CTI GL AD APPLICATIONS-Information Assurance Ops (IAO).  It includes looping in the CATE application owner and our team HSE to arrive at consensus, and is the same process for all deviation requests.  If a consensus cannot be achieved, e.g., an application requires a setting that HSE cannot approve, then a Risk Exception owned by the business would be necessary.  Here is the link to the SDRF:


 


https://catecollaboration.citigroup.net/domains/security/isp_standards/hsestds/AntiVirus%20%20McAfee%20VirusScan/stdsdocs/Malware_Defense_SDRF-v2.1V.doc


 


Regards


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Friday, January 25, 2013 1:36 AM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Thanks Tracy. 


 


I will work with Megha for the testing. 


 


For this request, will there any similar document be produced or else any place I can refer Operation team to request the below for the Unisphere for VMAX server deployment? 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, January 18, 2013 1:41 AM
To: Mittal, Megha [CCC-OT_IT NE]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


Yes, it is exactly what was done for SPA.  Please find the SDRF attached and kindly take Megha up on her offer.


 


HSE Recommendations: HSE approves the addition of “mysqld.exe” to the low risk process group.  This exclusion shall be narrowly applied to the CATE certified product Symmetrix Performance Analyzer.  It does not extend to other products or to standalone instances of My SQL.


 


Please note also that the document you referenced in your last reply has been retired since MySQL as a standalone application is not CATE supported.


 


Regards,


 


Tracy Clarke, CISSP GCIH


Host Security Engineering


CATE CitiSecure


 


“Success is the ability to move from one failure to the next failure with enthusiasm.” – Winston Churchill


 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, January 17, 2013 12:13 PM
To: Wan, Ivan [CCC-OT_IT]; Clarke, Tracy [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Please let me know, I’ll be able to assist you with the testing on the server.


 


Megha 


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Thursday, January 17, 2013 8:24 AM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


Is this the same way that SPA has? I am asking for files exclusion because it is indicated by vendor and also the document VSE Settings for MySQL Servers written before which has pattern exclusion. 


 


Surely I understand it will be the best way based on recommendation from you and your team. Testing can be done with the application server sitting in lab. I will confirm with vendor for setting mysdld.exe to LRP should avoid the database corruption too. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Wednesday, January 16, 2013 9:51 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Ivan,


 


“Antivirus” does not access files.  Processes access files and VirusScan on-access scanner (McShield.exe) intercepts the file accesses made by the processes.  When a process, in this case mysql.exe, is added to the Low-Risk Processes (LRP) policy, its file accesses are ignored by McShield.  So unless some other process or processes are also prone to accessing the files, there should be no reason to exclude those files.


 


It is inefficient to configure VirusScan to use lookup tables of pattern exclusions.  McAfee claims that it must do 70% of the work to scan the file just to determine whether or not to do so.  By using LRP policy to disable scanning a process’ file accesses, the work that would be done to lookup the pattern is eliminated.  This preferred method is far more efficient and should resolve any issues with the MySQL databases.


 


I suggest that some testing be performed to validate the configuration that works best.  It may require that the LRP policy be set to ignore file accesses in both directions (read and write).  Megha or her team are available to guide such testing.  


 


Regards,


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Tuesday, January 15, 2013 9:06 PM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy/Megha,


 


I limit to certain recipient only so please include necessary folks in only. 


 


I want to point out that previously EMC Symmetrix Performance Analyzer (SPA) has raised same request for file exclusion and mysqld.exe exclude from virus scanning. The request raised from operational side as they encountered after deployment. This EMC Unisphere for VMAX is same product (same architecture) that replace SPA. Therefore this request should be processed by same? 


 


Files exclusion is required because it will cause database corruption while these files are being used in database and antivirus try to access them. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Tuesday, January 15, 2013 11:26 PM
To: Mittal, Megha [CCC-OT_IT NE]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Megha,


 


Only MySQL.exe is a process.  All of the other files listed are not.  This begs the question that if the proposal is to add the process to low risk processes policy, why would the file (pattern) exclusions be required?  Has it been tested with MySQL.exe in the LRP policy without the file exclusions?


 


-Tracy 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Tuesday, January 15, 2013 10:00 AM
To: Clarke, Tracy [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Tracy,


Please find the form attached.


 


Ivan,


Just to keep you posted this request is for adding the Processes as Low Risk Process and not File Exclusions. Let me know if you have any questions. I  have modified the form to reflect the same.


 


 


Regards,


Megha 


 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Tuesday, January 15, 2013 8:16 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Megha,


 


Please help Ivan with amending the SDRF.


 


Thank you,


Tracy


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Sunday, January 13, 2013 9:55 PM
To: Clarke, Tracy [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Tracy,


 


I assume this is the latest SDRF form you are asking. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Saturday, January 12, 2013 4:42 AM
To: Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Please send us the amended SDRF for our review.


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Friday, January 11, 2013 3:25 PM
To: Clarke, Tracy [CCC-OT_IT]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Apology Tracy. Should be LRP.


 


Megha 


 


From: Clarke, Tracy [CCC-OT_IT] 
Sent: Friday, January 11, 2013 2:30 AM
To: Mittal, Megha [CCC-OT_IT NE]; *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


HSE does not approve of excluding scanning of executable files.  Was that the intention?  Or was it to add it to low-risk processes so its file accesses would not be scanned?


 


Tracy Clarke, CISSP GCIH


Host Security Engineering


CATE CitiSecure


 


“Success is the ability to move from one failure to the next failure with enthusiasm.” – Winston Churchill


 


 


 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, January 10, 2013 9:25 AM
To: *HSE Threat Assessment and Prevention
Cc: *GT Global Information Assurance Operations; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]; Welland, Chris [CCC-OT_IT]; Wan, Ivan [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


HSE Team,


 


May I request your review on the attaché SDRF form.  I have looped in the domain owner for CSI and they agree with the request from operations.


 


Megha 


 


From: Welland, Chris [CCC-OT_IT] 
Sent: Thursday, January 10, 2013 3:32 PM
To: Wan, Ivan [CCC-OT_IT]; Mittal, Megha [CCC-OT_IT NE]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations; *HSE Threat Assessment and Prevention; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


All – I have reviewed this request and approve it as GEL for Storage Engineering.


 


Many thanks,


Chris


 


From: Wan, Ivan [CCC-OT_IT] 
Sent: 10 January 2013 09:34
To: Mittal, Megha [CCC-OT_IT NE]; Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations; *HSE Threat Assessment and Prevention; Pao, John T [CCC-OT_IT]; Clayton, Chris [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi all, 


 


Please find the attached SDRF document for the which I have included additional 1 file that need to be excluded from scanning too (mysqld.exe). This should be the complete list and please use this version instead. Sorry if it causes you any inconvenient. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Mittal, Megha [CCC-OT_IT NE] 
Sent: Thursday, January 10, 2013 3:49 AM
To: Welland, Chris [CCC-OT_IT]; Derodel, Ludwig [CCC-OT_IT]; Jain, Parul K [CCC-OT_IT]; Small, Robert [CCC-OT_IT]; Kleinman, Les [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations; Wan, Ivan [CCC-OT_IT]; *HSE Threat Assessment and Prevention; Pao, John T [CCC-OT_IT]
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Chris\Team,


 


We have received the attached requested for deviation on Application is EMC Unisphere for VMAX. CTC ID is 2868. CTC Version ID is 56284. ITWorx Work Effort ID is 18376. This application is using the embedded MySQL database installed from the application itself. 


We want to bring you in loop as the designated owner of the application in the CTC system and bring on board with the requested deviation.


 


Please go through the attached form and let us know your thoughts.


 


Regards,


Megha 


 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Wednesday, January 09, 2013 12:58 PM
To: Mittal, Megha [CCC-OT_IT NE]
Subject: FW: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Megha,


 


Can you assist on this? CATE from storage is inquiring for MySQL AV exclusion. Some of the files required by their vendor is not covered in the standard exclusion for MySQL. However, he wants to prepare the exclusion in advance prior to server implem. 


 


Attached is the SDRF. It doesn’t have required approval yet. I would like to ask if this kind of arrangement is possible or we have to wait until the server is implemented and run diagnostic to define processes.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


 



 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Wednesday, January 09, 2013 11:28 AM
To: Vicentico, Mark Albert Nuay [CCC-OT_IT NE]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Mark,


 


Please find the filled form and advise the next step. 


 


Note that this is just about to certify the application therefore no CSI ID yet (since no deployment yet). 


 


 


Thanks & regards, 


Ivan Wan



 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Wednesday, January 09, 2013 10:46 AM
To: Wan, Ivan [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Yes, we can still custom exclusion using the SDRF form. The current exclusion was the standard streamlined by CATE. If there are files that potentially affect an application we have a process to follow. Usually, we run MER, a diagnostic tool to check affected processes. Then we submit them to CATE for recommendation. 


 


Should you have a readily available server you can test the policy with MySQL exclusion. You may fill out the SDRF and I will try to reach out with CATE if we can possibly exclude what is required in advance.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


 



 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Tuesday, January 08, 2013 4:38 PM
To: Vicentico, Mark Albert Nuay [CCC-OT_IT NE]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Mark,


 


Understand that. Is there a policy for exclusion list that can be created and apply for different target servers via ePO? 


 


There is a document defined previously for defining the exclusion patterns for MySQL database (https://catecollaboration.citigroup.net/domains/security/isp_standards/hsestds/AntiVirus%20%20McAfee%20VirusScan/stdsdocs/Malware_Defense_SDRF-v2.1V.doc). However it does not exclude all of the database files as per vendor requirement (e.g. *.TRN, *.CSM etc). 


 


I am looking for similar document can be defined or process that I can advise Operation team to request for virus scanning exclusion while they deploy the application server. Or the Operation team should just raise request to exclude specific database files while deploying the application server? 


 


 


Thanks & regards, 


Ivan Wan



 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Tuesday, January 08, 2013 3:31 PM
To: Wan, Ivan [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


We already have a standard platform for servers hosting MySQL. In able to apply this exclusion first we have to manage the server via ePO, our AV management console. Once you have setup the server we need to install the agent and VSE then apply the required exclusion. We have different Management console per region so we need to install specific agent to point them to correct Console.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


 



 


From: Wan, Ivan [CCC-OT_IT] 
Sent: Tuesday, January 08, 2013 2:45 PM
To: Vicentico, Mark Albert Nuay [CCC-OT_IT NE]
Cc: *GT Global Information Assurance Operations
Subject: RE: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Mark,


 


The application is under certification process and is not in Production yet. I am finishing the certification that will release it for Production soon. Therefore I do not have any server name at this moment. 


 


I want to make sure the database files used in the application will not be scanned by antivirus to avoid corruption therefore raising this request to see how can a solution be defined for global instance. 


 


ePO region should be all around the globe (including NAM, APAC, EMEA, LATAM). 


 


Application is EMC Unisphere for VMAX. CTC ID is 2868. CTC Version ID is 56284. ITWorx Work Effort ID is 18376. This application is the only application using the embedded MySQL database installed from the application itself. No other software is installed in the same server and using the MySQL database. 


 


 


Thanks & regards, 


Ivan Wan



 


From: Vicentico, Mark Albert Nuay [CCC-OT_IT NE] 
Sent: Tuesday, January 08, 2013 2:38 PM
To: Wan, Ivan [CCC-OT_IT]
Cc: *GT Global Information Assurance Operations
Subject: VT41695752 MySQL database files need to be excluded from virus scanning 




 


Hi Ivan,


 


Please provide the following:


 


Server Name


ePO Region (i.e NAM/APAC etc)


Application: MySQL, please provide other hosted apps if applicable.


 


Problem Description:


i am CATE storage engineer and currently certifying a web based application which has MySQL database embedded. As per vendor requirement, MySQL database files need to be excluded from virus scanning to avoid corruption. therefore i need to request a global antivirus policy to exclude MySQL database files from virus scanning on the application servers in global instance. Please confirm and assist me. thanks.


 


Mark Albert Vicentico


Information Assurance Operations


CTI Global Security Operations – Business Operations


Citi Technology Infrastructure


Direct:  (+632) 830-6836


VT Queue: CTI GL AD APPLICATIONS-Information Assurance Ops


Email:   mark.albert.nuay.vicentico@citi.com
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Excluding the data and temp directories from virus scans (for Unisphere with the
Performance option only)

MySQL advises that you exclude the following directories from any virus scan:

+ The data directory and all its subdirectories
(InstallDirectory\EMC\SMAS\jboss\server\default-em\data\nsq\data)
+  The temp directory

(ZInstallDirectory\EMC\SMAS\jboss\server\default-em\data\msq\ temp)

Not following this advice may lead to data corruption in the Performance database.
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