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1 Version Control

ersio DEV(S A O Reviewed O e
0.1 28-Jul-2014 Jeff Hernandez Release for Comment
1.0 12-Sep-2014 Jeff Hernandez - Release for Production
1.1 15-Jan-2015 Jeff Hernandez Global Stakeholders Release for Production -

GNU BASH VTM Fix

2 Legal Notice

Information contained herein is for Internal Use and may be used only for business purposes
authorized by Citigroup.

CITI, CITIBANK, CITICORP, CITIGROUP and the Arc Device are trademarks and service marks
of Citicorp and are used and registered throughout the world. Citibank, Citicorp, Citigroup and
their subsidiaries also claim rights in certain other trademarks and service marks contained in
these pages.

3 Contact

Please address any comments or questions regarding the information contained in this document
via email to *CATE Storage and Backup Engineering.

4 Latest Versions

It is recommended that the latest version of the document be used from the CATE Storage and
Backup Engineering website. Newer versions may include certification on additional platforms, or
comments on issues discovered after deployment.

5 Regional Reviewers

The purpose of this section is to list all the stakeholders who reviewed this document during the
Request for Comment process.

Region Reviewed by

Asia Pacific No feedback
EMEA No feedback
Japan No feedback

No feedback
No feedback

Latin America / Mexico
North America

Table 1 - Regional stakeholder review
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7 Introduction

The XtremlO Storage Array is EMC's first generation all flash storage platform based on scale-out
architecture utilizing commodity hardware components.

XtremlO OS (XIOS) is the operating system developed by EMC XtremlO to run on its storage
controllers. XtremlO OS 3.0.1 build 11 is the latest version available for the XtremlO platform
which offers enhancements to the previous version.

The focus of this project is to test functionality and to provide guidelines for the use of XtremlO
GA hardware and software at Citi. Version 3.0.1 build 11 enables a fix for the GNU Bash
vulnerability and updated X-brick scalability numbers.
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8 Scope

8.1 Items in scope for this project

The following items are deemed in scope for this project and were assessed due to their potential
impact on the XtremlO for block standard build and operational best practices:

Non-disruptive upgrade

XMS management and CLI

Thin provisioning

Inline de-duplication

iISCSI connectivity

Local monitoring

Remote monitoring and access
Performance management and reporting
LDAPS integration

GNU BASH Remote Code Execution Vulnerability Fix
Audit logging

8.2 Out of scope

CATE Storage Engineering will be leveraging vendor testing to validate the fixes for all other bugs
addressed with this release of software.

Other components / features considered out of scope for this particular project include:

Snapshots

Remote replication
Application protection
VSI Support

©Citigroup Inc. 2015, All Rights Reserved.
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8.3  Features requiring testing

The purpose of this section is to communicate the level of testing planned to be conducted by
CATE on new feature functionality in the product, compared to where vendor testing is being

leveraged.

NDU to 3.0.1-11 v
Thin Provisioning v Native
De-Duplication v In-line De-Duplication
" Local Protection Redirect on Write
Snapshots Snapshots
Remote
Protection
Domain Management
Local Management RBAC
Audit Logging and Central Event
Review Monitoring, SEMS
Reporting SRM
' o SNMP Alerting
Local Monitoring Capacity alerting
" Remote Monitoring SMTP
and Access ESRS Gateway
Performance
Management XMS, XMCLI
Management and CLI XMS, XMCLI
Host Connectivity FC v SAN Stacks for
Current Platforms Current Platforms
Host Connectivity v 10GbE Connectivity
iSCSI, FCoE iSCSI

9 Conclusion

The below table summarizes the results of the items tested with code release 3.0.1-11.

s s 0 0
HA Testing Full HA testing completed. 13.2

LDAPS with AD integration.
Please refer to 14.2

Audit Log integration with SEMS
Please refer to 14.1

LDAPS management

Audit Log Integration

For a full list of certified hardware, software and features certified for use in Citi please refer to the
EMC XtremlO Solutions Guide.

! Less than 4 hours of testing — validate functionality / proof of concept testing

2 Between 4 and 8 hours of testing — validate functionality and devise best practices

8 More than 8 hours of testing — validate functionality, determine use cases, identify operational issues and devise best
practices

* Vendor to provide test plans executed in QA or to test on behalf of Citi
® Functionality will not be tested or recommended for production use as a result of this project.
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10 Known Issues

10.1 EMC Known problems and limitations

For a full list of EMC known problems and limitations please refer to the EMC XtremIO Storage
Array Software Version 3.0.1-11 Release Notes document available from EMC Powerlink.

10.2 Issues identified during testing

The following issues were identified during testing
e Multiple SSD failures that occur simultaneously are not supported. A single SSD failure
must completely rebuild before a second failure can occur.
e Upgrading an existing X-brick cluster with additional X-bricks is not supported.

11 Fixed problems

For a full list of issues fixed in 3.0.1-11 please refer to the EMC XtremlO Storage Array Software
Version 3.0.1-11 Release Notes document available from EMC Powerlink.

12 References

Item Location / Value

https://catecollaboration.citigroup.net/domains/platstor
/gdse/products/default.aspx

https://catecollaboration.citigroup.net/domains/platstor
/gdse/products/techstdshmpgs/esrs.aspx

CATE Storage and Backup Engineering site

CATE Storage ESRS standards
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13 Storage Configuration Test Plan/Results

13.1 Test Environment

This test plan will test basic functionality of the XtremIO running 3.0.1-11 . Since the XtremlO is a
scale-out architecture, both x-Bricks will be tested for the certification of the XtremlO Next Gen
storage arrays.

The following components were used for these tests:

e XtremlO installed and configured as a block-level system.
XtremlO was connected to the corporate IP network for management.
XtremlO management server(XMS) for managing XtremlO cluster
Dual non routed VLANS for 10GbE iSCSI attachment
Dual SAN fabrics with 8GB connectivity
Each host NIC & HBA is accessible to both storage controllers

The following software was used for the functionality tests:
e XMS
e XMCLI

For a description of the environment used for performance testing, please refer to XtremlO
Performance Tests section.

©Citigroup Inc. 2015, All Rights Reserved.
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13.2 XtremlO Storage Platform Hardware Tests

Citi and EMC collectively provided a standard hardware test plan that was used for certification of
XtremlO storage platform. The final test plan is provided below:

Item ‘

Citi Requested
Test

Power-off PSU #1

Expected Result

Fault on XMS, No effect on

Pass ‘

Pass

Notes

Powered off X1-SC1 PSUl. Command show-

1 for SC1 hosts, recharge of power storage-controllers-psus displayed PSU1 off.
supply should occur. Power was restored and PSU displayed on.
Pass Powered off BBUl. Command show-bbus
2 Power off Battery | Fault on XMS, No effect on displayed failed then disconnected. Power was
Backup Unit #1 hosts, battery begins drain. restored and BBU displayed connected then
started recharge.
Powered off X1-SC1. Command show-xenvs
Storage controller displayed state for X1-SC1 as inactive, show-
3 failure — | Fault on XMS, host should storage-controllers  displayed X1-SC1 as
disconnect all | not be affected. disconnected. Host was not impacted. Restored
power power and X1-SC1 shows active and healthy
again.
Faults on SC1 and Pass Pulled X1-SC1-IB1 cable, show-storage-
4 Pull SC1 IB port 1 enclosures connected to IB controllers-infiniband-ports  displayed state as
and replace 1 down. No impact to host or X-brick cluster.
Reconnected and port shows up.
Pass Pulled X1-SC2-IB1/IB2 cable, show-storage-
controllers-infiniband-ports  displayed Rate-In-
5 El:" ;iths(g pg;tj X1-sC2 will fail and Gbps as 0. Show-storage-controllers displays
replace display error state for X1-SC2 as disconnected. No impact to
P host or X-brick cluster. Reconnected and port
shows 40GB/s and X1-SC2 as healthy.
A fault should be appear Pass Pulled X1-DAE-LCC A, show-daes-controllers
Pull DAE LCC A | but connectivity to %Fi)sks displayed State as disconnected. Show-xenvs
6 and replace should not be )I/ost due to displays X1-SC1 as inactive. No impact to host
P redundant loo or X-brick cluster. Reconnected and port shows
P active and X1-SC1 as healthy.
Pass Pulled SSD from X1 slot 0, show-slots displays
empty and none for drive info. Show-ssds
A fault should appear on displays slot 0 as failed_in_rg and disconnected.
the drive but no zgta loss Show-data-protection-groups has degraded state
. . for X1-DPG 1. Show-data-protection-groups-
7 Pull single SSD should occur. Rebuild of i h hiah ilizati d
arity and no capacity performance shows high utilization due to
Ehan e rebuild. Rebuild took about lhr and 45mins.
9e- Once rebuild completed DPG has normal state
and performance is zero. No impact to host or X-
brick cluster.
Partial Per EMC, dual SSD failure must happen in
Pass sequential fashion, one SSD must fail and
rebuild before the second SSD can fail and
Rebuild of parity should rebuild. Simultaneous failure is not supported.
8 Pull 2 x SSDs occur parity This scenario was tested successfully show-ssds
’ displays both SSDs as revoked_from_rg. Once
rebuild completes for 2" SSD the DPG displays
state of normal. No impact to host or X-brick
cluster.
Pass Installed SSD in X1 -slot 0 and slotl. Added the
9 Replace SSDs Irgit%l\llggth SI'S\I/Digutgat W:r:i first SSD via GUI back to DPG. Took 5 mins to
P add to DPGp Y complete, then added the second SSD. Show-
' ssds displays drive as in_rg.
Pull out network o . Pass Pulled mgmt. network connections from both
10 connections  from t?]?ggeﬁt'vt'}% m;?]a enswgnst storage controllers. Show-clusters displays state
storage system servegr e . Iostg as active but Conn-State is unknown. No impact
and replace to host or X-brick cluster.
. . Fail Currently the ability to upgrade an existing
1 Add a new DAE to gglsssibleup\?v'i’;dethe Iscurrggi XtremlO cluster is not available. Adding another

an existing array

release.

X-brick to the cluster will be available in 3.0
release

CSBE-13040-RN
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Unolu SET (6 Fault should appear but Pass Removed power from IB-SW1. Show-infiniband-
12 Infi?]ibgnc?switch — | connectivity to disks should switches displays state as disconnected.
one PSU at a time not be lost due to Restored power and state displays healthy. No
redundant switch impact to host or X-brick cluster.
The other PSU module Pass
Remove power | should increase its fan
cable from one of | speed and the DAE should
: h Pulled power to X1-DAE-PSU 2, show-daes-
the DAE's PSU. | remain operational. LED . L
psus displayed State as off. No impact to host or
13 5:51:9 oncepovtvheer gnmbefsvldhensg?)%\llcelr C:;';g X-brick cluster. Reconnected and state shows
results have been | gets replugged, the PSU on.
recorded. should resume normal
operation.
14 Shutdown XMS ﬂ;’;tgn Sneual ;ﬁg};mecﬁ RS XMS was powered off and host access to luns
inacceséible was validated successfully.
Shutdown  power Pass
to the entre
fsé?éﬁ%e arra; Iaﬁcﬁtor;ge tﬁgaysf;nodublg All power removed from X-brick, show-storage-
shutdown. Verify | power supplies for power gpntrollers d dlspléays h POV\I/ered-Statg' Ias
that no data loss | and should remain Isconnecte an show-clusters ISplays
15 occurs as a result | powered up until all cache unknown and disconnected. All control data is
; . written to journal before BBUs drain to 0% and
gl;]dtheth%owzr slt(:esri Idsriv]llfhl?lcoj dtaotatlr(l)is JSO #(';E%I orderly shutdown is initiated. Power was restored
fully recoversy after occur. and cluster re-initialized then BBUs recharged.
power is restored
to the system.
Pass Removed power to X1-SC1 and X2-SC2, show-
Take down 1 SC from each xenvs displays each SC as inactive in the cluster
16 | Dual SC failure X-brick in multiple X-bricks and show-storage-controllers displays each SC
setu as disconnected. Restored power to both SCs
P: and state displays active and connected. No
impact to host or X-brick cluster.
13.3 Volume (LUN) Provisioning
Item Test Results P / Notes
Fail
1 Discover host connected to iSCSI and FC connectivity host Pass
the array. discovery of array was successful
Volumes (Luns) created
2 Create Volumes (LUN) successfully Pass
3 Create Initiator Groups Initiator groups created Pass
successfully
. Volume (LUN) mapping applied
4 Apply volume (LUN) mapping successfully Pass
Host can access the volumes
5 Host volume (LUN) access (LUN) successfully Pass
6 Unmap volumes (LUN) from Volumes (LUN) unmapped from Pass
initiator group. IG successfully.
Volumes (LUN) deleted
7 Delete Volumes (LUN) successfully Pass

©Citigroup Inc. 2015, All Rights Reserved.
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13.4 Thin Provisioning

Item Test Results Pags ! Notes
Fail
. LUN details in XMS:
1 Create thin LUN iu?:::zss}l?l:n LUN created Pass | User Capacity: 2.34 TB
Y Used Capacity: 0 bytes
2 Map thin LUN to initiator Thin LUN mapped to IG and host Pass
group. was able to discover the LUN.
Verify that thin friendly file Performed format of a 2.34TB
3 systems do not take up all the VMFSS LUN on ESX 5.0 server. Pass
allocated capacit The consumed capacity of the thin
pactly. LUN after the format was 19.3MB.
Verify XMS can gather Performance statistics were
4 performance statistics on thin gathered and reported by XMS in Pass
LUNs real time.
5 Unmap LUN from initiator. LUN removed successfully. Pass
6 Delete LUN LUN deleted successfully. Pass
Verify logical volume capacity Logical LUN capacity was updated For detailed test results, see
7 is updated and zero physical successfully and zero physical Pass | Zero-Space Reclaim with
space is reclaimed. space was reclaimed from array. Thin Provisioning
13.4.1 De-duplication
Item Test Results Fass / Notes
Fail
1 In line de-duplication is De-duplication occurred in-line at p
ass
enabled by default an array level.
Jurassic pilot environment with . . .
2 290 VDIs consuming various Opymal_de-dupe ratio ob.talned for Pass
. - active pilot VDIs was 5.5:1
physical capacity
14 Security Configuration Test Plan/Results
14.1 Audit Logging (SEMS)
Verify that the XMS can use the existing SEMS solution.
Item Test Results Pags ! Notes
Fail
Refer to Appendix B: Central
1 Ensure audit logs can be SEMS (Arcsight) is able to receive Pass Event Monitoring for sample
picked up by SEMS syslog from XMS for audit review. audit report generated from
audit logs
2 SIS &) e R0 User initiated changes are logged Pass
changes are logged
. ) . . ppendix B:
Verify with SEMS team that SEMS team is able to receive E\%?\rt tl\(;kfnit Oerir;]dn; cl)3r S(;;ntlrgl
. f - o}
3 the audit log entries are being events from XMS syslog Pass P

captured and parsed correctly.

notifications

audit report generated from
audit logs

CSBE-13040-RN
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14.2 XMS LDAPS Security Tests

The tests in this section are related to the configuration and management of LDAPS in the
XtremlO environment.

Item Test Results R J Notes
Fail
1 Initialize LDAPS configuration LDAPS security initialized on Pass
on XMS. XMS.
XMS was successfully configured
Connect XMS to Active to c_onnect to the test AD Refer to Appendix A:
> Directory for user environment and users were Pass LDAPS Mgnaqement for
ot successfully able to log in more details
authentication. : .
respective to the role assigned to
the AD group.
Verify that AD users can only - Available Roles:
) . AD users can only perform actions . ) .
3 perform actions respective to based on their roles Pass Administrator, Configuration,
their defined roles in XMS. Read-only
. . Refer to Appendix A:
VSl LIS EE) LDAPS Management for
4 management on XMS (Global Not tested N/A more details
Catalog Server)

14.3 XMS & Storage Controller BASH Vulnerability Tests

As part of the 3.0.1-11 Service Pack the GNU Bash CVE-2014-6271 Remote Code Execution
Vulnerability has been resolved. This fix is enabled after non-disruptive upgrade completes from
3.0.0-42 to 3.0.1-11 and resolves VTM 45102.

Validation of XIO 3.0.0-42 show vulnerability exists in red below.

[root@mwdcitinasx8002x bin]# bash --version

GNU bash, version 4.1.2(1)-release (x86_64-redhat-linux-gnu)

Copyright (C) 2009 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.htmI>

This is free software; you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

[root@mwdcitinasx8002x bin]# env 'x=() { :;}; echo vulnerable' 'BASH_FUNC x()=0{:;};
echo vulnerable' bash -c "echo test"

vulnerable

bash: BASH_FUNC_x(): line 0: syntax error near unexpected token °)'

bash: BASH_FUNC_x(): line 0: 'BASH_FUNC_x() () { ;;}; echo vulnerable'

bash: error importing function definition for ' BASH_FUNC_x'

test

https://access.redhat.com/articles/1200223

Validation of XIO 3.0.1-11 shows vulnerability does not exist below.
[root@b2-xtremiol-vxms ~]# /bin/bash --version

GNU bash, version 4.1.2(1)-release (x86_64-redhat-linux-gnu)

Copyright (C) 2009 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http:/gnu.org/licenses/gpl.htmI>

This is free software; you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

©Citigroup Inc. 2015, All Rights Reserved.
CSBE-13040-RN EMC XtremlO Release Notes, Version 1.1 Page 13 of 28



[root@b2-xtremiol-vxms ~]# env 'x=() { :;}; echo vulnerable' 'BASH_FUNC_x()=() { :;};
echo vulnerable' bash -c "echo test"

bash: warning: x: ignoring function definition attempt

bash: error importing function definition for ' BASH_FUNC_x'

test

©Citigroup Inc. 2015, All Rights Reserved.
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15 Array Management Test Plan/Results

15.1 Array Management

Verify that the XMS can
manage the X-brick cluster.

Results

XMS version 3.0.1-11 can
manage X-brick cluster. XMS
version must be the same as
storage controllers. When cluster
is installed or upgraded, XMS and
SCs must have the same version.

Pass

Refer to CSBE XtremlO
Product Page for the latest
certified Service Pack.

15.2 XMS Test Plan/Results

All tests in this section were done on Windows 2008 R2 and Win7 Desktop .

Pass /

Item Test Results . Notes
Fail
Entered XMS IP in browser and
1 Install and launch XMS from downloaded JNLP file. Full Java Pass
management server version required due to java
webstart. Installed successfully
Verify that upgrade installation
) XMS upgraded successfully.
2 EiT e YEIME S E TS ITEEHss Entered XMS IP in browser and Pass

XMS and the cluster can be
managed.

downloaded new JNLP file.
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16 Alerting and Monitoring Test Plan/Results

16.1 Monitoring/Alerting

Item Test Results Pags ! Notes
Fail
1 Verify that email home is EMC successfully setup and Pass
sending alerts to the vendor. tested email-home functionality
2 | fonctonaliyr Y | XMS was able to gather SatSNes | poc | periomanca istory
’ command
XtremlO is discovered under
3 Verify SRM discovery SRM 3.5 is able to discover Pass Solution Pack for Xtreml|O.
XtremlO arrays Refer to Appendix C: SRM
Discovery for more details
. i ; SNMP alerts were being sent out Worked with Tivoli team to
4 ey th_a\t el B for errors on the system and Pass | create ruleset and filter
works with XMS - L
received by Tivoli traps.
16.2 Vendor Remote Access
Item Test Results HED / Notes
Fail
Verify that EMC can access The vendor was able to access Refer to Appendix E: ESRS
i .
1 the XtremIO_V|a ESRS for the XtremlO remotely via ESRS Pass Manggement for more
troubleshooting. details
Implement ACL with IPTables Implemented IPTables commands Refer to Appendix E: ESRS
2 for limiting leap frog from XMS | and enabled ACL on XMS and Pass Management for more
and storage controllers SCs details

17 Host Connectivity Test Plan/Results

Supported host connectivity configurations are iISCSI and fiber channel.

171

iSCSI Path Failover Test

Verify that iISCSI paths
perform proper failover with
ESX NMP accessing XtremlO
LUNS.

Results

Active paths to XIO LUNSs failed
and recovered successfully.

Pass

Round Robin must be set on
ESX host.

Refer to 19.4 for more
details
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18 XtremIO Performance Tests

A mixture of I/O workloads was run against the configuration to gather relative performance
metrics. The intent of this testing is to gauge any relative change in the performance metrics for
the single server used in this testing. Because of the limited workload and server connectivity on
the storage frame, these results should not be considered applicable for determining
production storage array performance capabilities nor for determining the expected
performance of any single server. Many additional factors could affect the actual performance of
a single server attached to a storage array.

18.1 Test Environment

SOE Management Station Configuration:
e Server Model: VMware Guest
e OS: Windows 2008 R2

Load Generator Server

e Server Model: Oracle M5000

e 0OS: SunOS 5.10 Generic_150400-02
HBA: 2 x LPe11002-E-8Gb, 2 x LPe12002-8Gb, 4 x LP16002-8Gb
Switch Ports : Cisco MDS 9500 8GB full duplex

XtremlO Configuration:
e 2 - X-bricks
2 - Storage Controllers (SC) per X-brick/256GB memory per SC
4 x 8-core 2.1GHz Xeon per X-brick
Release 2.2.3-25 SP3
50 x 400Ghb eMLC per X-brick - 14.9TB usable

Vdbench Configuration:
e Vdbench version 503rc11
e Raw volume access

Vdbench was utilized for generating a variety of 1/0 workloads. For random workloads a
parameter file was created on the M5000 to drive 1/O against 15 x 873 GB raw volumes using 24
threads which seemed to be the optimal setting for these test scenarios. These tests lasted about
5 minutes per workload test. Also, before beginning the testing a sequential write workload was
completed to fill capacity on all LDEVs. Below is a summary of the workloads that were tested for
each configuration.

18.2 Test I/O Workloads

Workload Block Type Tested

Size Configuration
100% Read 4 Kb Random, 0% cache hit XDP
50% Read 50% Write | 4 Kb Random, 0% cache hit XDP
100% Read 8 Kb Random, 0% cache hit XDP
50% Read 50% Write | 8 Kb Random, 0% cache hit XDP
OLTP2HW — 8 Kb WD1 Random = 66% read/34% write, | XDP
Mixed: 80% WD 1, 22% read cache hit
20% WD 2 64Kb WD2 Sequential = 25 % read/75%

write

©Citigroup Inc. 2015, All Rights Reserved.
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1

18.2.1 Results

The following are the results from Vdbench running the test workload defined in 18.2 Test I/O
Workloads

Bandwidth I0PS | Latency W Write [ Read

Current Total Most Active | Molumes |
No Active Volumes

History Last 6 Hours =)
2000 4
1750 |
1500 |
4n 1250 |
E 100
50 4
500 |

250 |
0
oeas 10

XtremlO Performance Throughput

2500
2000

2000
-
2 1500
-
) 1100
o
£ 1000
= 658 630 612 H XtremlO Mb/s

" I I l:
O T T T T

4k Rdm 4k Rdm 8k Rdm 8k Rdm OLTP2HW
read read/write read read/write

Vdbench Workloads
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Perioms
gandwidth | 1OPS Latency W Wit

Current Total Most Active |Volumes
No Active Volumes

History [Lasté
300K |
250K |
2001 |
S 150K |
100K
- H—L
0= ———— R —————.—.,
143 1200 1T13 1230 1248 1300 1315 1330 1343 1400 1418 1430 1443 1560 1518

Bandwidth | 10PS | Latency W Write

Current Total Most Active Block Size

517 e— iy |

|Last 6 Hours |

iy s e s e

Q@48 10:89  IEIE  1E30 1048 1100 1HA8 113G 1148 1200 IT18 1230 1248 1300 1316 1339 1348 1400 14156 1430 1448 1500 1818

1530

XtremlO IOPS vs Response Time

350000 1.8

4k Rdm 4k Rdm 8k Rdm 8k Rdm  OLTP2HW
read read/write read read/write

Vdbench Workloads

A 17
300000 r 16
/ - 1.4
250000
| - 1.2
o 200000 4
- 0.8
: 150000 mmm XtremlO IOPS
- 0.6
100000 | o4 —EXtremlORT
50000 .: 0.2
0 T I 0
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18.2.2 Performance Observations

e Vdbench response time varied due to host queuing and with a single host in this
benchmarking test the risk was more prevalent.

e The 4kb random read, 4kb random read/write, and 8kb random read workloads
performed well on the XtremlIO array.

e The 8kb random read/write and the OLTP2HW mixed workload showed much lower
IOPS, throughput, and response time.

18.2.3 Workload Recommendations
Based on the above results, the use case recommendation for XtremlO is small block workloads

such as VDI. Larger block size mixed workloads such as database or ETL environments are not
recommended on this platform at this time.
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18.3 Zero-Space Reclaim with Thin Provisioning

The purpose of these tests is to determine that Zero-Space in thin LUNSs gets reclaimed after ESX
UNMAP command is run..

18.3.1 Test steps

Created multiple 2.34TB thin LUNs and allocated them to ESX 5.0 cluster.
Configured all LUNs as datastore and VMFS5 format

Loaded VDI VMs on the datastores

Deleted data from datastore

In ESX shell navigate to datastore (/vmfs/volumes/...

Run “vmkfstool -y 50” (unmaps 50% of free space)

View volume and array capacity utilization.

NogokrwbdE

18.3.2 Results

The volume capacity and physical utilization from the XtremIO array decreased based on the
unmap command being run. Large 1MB writes were encountered due to the UNMAP command,
this triggered higher throughput and response time to the ESX hosts connected to the XtremlO
array.

18.3.3 Observations

From the results above the reclaim process does provide the ability to reclaim space with 0's
written to it; however, it is important to note that the performance impact experienced should be
considered when scheduling these reclaim commands in a production environment.
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19 Test Plan Additional Details

19.1 Appendix A: LDAPS Management

This section describes the test results of LDAPS management on XMS for single AD domain
integration.

19.1.1 AD Integration

XMS allows for setting up authentication with Citi’s Active Directory environment. This allows the
ability to assign XMS roles to AD groups instead of having to map roles to each user..

The test was carried out with the development AD environment and the following AD users for
each role were verified:

1. xtrem_adm
2. xtrem_cfg
3. xtrem_ro

Multiple domain authentication is supported by adding another LDAP configuration..

@ Edit LDAP Configuration: [LDAP Configl] ==

LDAP configuration

Bind DN : namdevisry_emc_xtrem

Bind password : L Y P P P P P T T T

Search base : dc=namdev,dc=nsrootdev,dc=net

Search filter : sAMAccountName={username}

User to DN rule : NAMDEW\{username

Timeout in msec: 1500

Cache expiration in hours: 1 :

SEmEr LRl : Idaps://namdev.nsrootdev.net Add
Remove

e CIIEEIEny B : admin:CMN=per_csbe_emc_xtrem_admins_uni,OU... Add
Remove

CA Certificate file name :

Load CA Certificate (optional) : -

oK ] l Cancel
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19.2 Appendix B: Central Event Monitoring

19.2.1 SEMS Sample Report

XMS events were visible in the Alerts & Events section of the GUI or with show-events via
XMCLI.

B e Storage Management Application - 10.40.4362 ==
XtremiO
b erts TR as
Filters
I~ Catical [ Software [ Harchware Entit Search descrnphion;
= [~ From Date/Time: | 7/30/7014 q Foos q e L £ £
Major =1 I Auditlog [ Activity lan j [Free tewe
™ Minc : = = | T sec [™ State Ch
Al [ ToDateftime: [ 773072004 foos am—] | | 0¥ State Chande | gqiy Details:
™ Information [ Life Cycle | - J
| seventy [Eventcode  [Dateand. v |category | Entiy [Entty Detats | Descrpton =
| Infarmation s0002 Jul 29, 2014 53 Audit External wser ‘slrem_sdm aulhenbicated wath role "admin’
| Information 50002 Jul 29, 2014 1. Audit External user Jh33740° authenbicated wath role "adrmin’
| Information 50002 Jul 29, 2014 32 Activity Remaoved 17253 old PerformanceHistoryhMonitor monitoring data records

Information 50002 Jul 29, 2014 3.2 Activity Remaoved 0 old gvents...
It was confirmed with the SEMS team that audit logs were being captured.

At the time of publishing, the SEMS team was in the review phase of validating the XMS syslog
format. An include list of events will be developed once this initial review is complete. As such it
was not possible to include a sample of the audit report that is generated by SEMS team for
regular reporting on audit events.

The initial audit report generated from ArcSight will intentionally have some empty column fields.
These fields are populated by the Log review team during log review process. For more info on
these fields, please refer to the Log review team.
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19.3 Appendix C: SRM Discovery

Below is a sample screenshot of how XtremlO is discovered in SRM 3.5.

Capacity, de-dupe ratio, and thin provision savings were displayed for multiple arrays.

Welcome (iogger in as |n&aTda) Wednasday, July w0, 2074 . t uaine

it EDITMODE Q « ) DisPLAY ~ [ EXPORTS ~ 2% TooLs ~

Your Company Logo Al - Report Library -~ EMC Xtreml0

Report Library f EMC XtremlO

Tuesdwy 29 » Weanesday 30,

b Stored Reports

T | Last T Day average on reaktime

+ De-Duplication Ratie: This re;
= Thin Previsioning Savings:
- Owerall Efficiency: Th
+ Configured Usable C

ata reduction rabo
pace compared to allocated disk space

b Operatians + Voluma Gapactty: T
¥ Planning

4 Repert Library XtremlO Systems

» Cisco MO

b

’ ) No, ) No, 0

> - v T T He. po 0 No. e Na ¥ 0} Raw B Fr
ey Cluster < s + Management < of = s of ¥ = ° & Configured S Capacity = Capa

Model Firmware Target Initiater of

b (L] XBricks  cijips  YOlUMeS g ssDs Usable (GB) (GB)

b 3

. pelaa 22325 104043151 |1 10 o) S N p— 7,662
-l mwdclingsxB002 2232 159.17.118.54 1 18 % 9 2@ 8 TATTE 4,798

At the time of this writing SRM 3.5 was still in the certification process and full reporting
integration with XtremIO is under review.

19.4 Appendix D: iSCSI Path Failover

iISCSI failover was verified with ESX server accessing XtremlO LUNSs.

Started copy of powered off vm files to XtremIO iSCSI volume - 8 paths show active

QE};"""M"”‘”‘ Xtreml0_i5CS]_100GE-EliotTEST
= [y CSBE Lab £10 Data Center
E gteemsirli Local Getting Sarted ' Semmary - Virbuzl Machines ' Hosts | Performance - Qi MEaldiy' Tasks & Evenis .| Alams ' Permissions.| Storage Views
dsevmevrl2 Local
g e The flonigh cied o s stastoe (slectabast Fom the st view the cetais):
ﬂ NFS-NETAPP-GDSE-DSUL Neme Diatastore Siate Status %o % Memary | Last Time Bited Standby Hlam Adtions |
g NFS-NETAPP-GDSE-DS02 | H gdszmsvrdt-vmkemel namasmoteet Mounted Connaced /i, Waming 36 £0 IIT]] Never Enabled |
NFS-KFTAPP-GRSF-VSWAR1 - N - B - - - N = "
sy Motz Comects Norma — &5 ] Never Enalifed
B NFS VAKX 42.200 vndls csbe_esx_datastore] CE L] a
) WPS-VNN-42.209-vemap-csbe_esx_gatastone?
) VWNS500-1868 LUN184
B VNSB00-1858 LUN18G
B VwsE00-1858_LUN1B?
@ HIV-LUM XIV_VH_1
HIV-LUN KIV_YM_2 Datastore Details
AV-LUM_2 .
g !ﬂll'-ILN_\ KlremI0_iSCSI_10068-Elul TEST ./ Lapaaty
a me‘; Location: ~ fvmtsfvolumes/52dB55c5-chd%e0a5-3757-001a4bef5a4d
- Hardare Accslerzfon:  Suaparted 755368 W Lsed
) Memio_FC_EotTest 27968 [ Free
. [XremI0_ISCST_T00GB-Eiot EST, Refresh Storage Capabiites
Syctem Storage Capabiit: ~ NJA
er-iefined Sinrage Capahiy: MjA
Fath Selection .
Reund Rcbin . Properties Extents. Storage I/0 Control
" Ve laded:  Muend0 S Mend0 iSCSIDisk (reaSt., 10000 GE Disaliel
Paths CESIENATE: MRS o Formatted Capadity 9975 GB
Formiallig
Total: g
e o FeguEm  WESLE
o N 0 Block Size: ]
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@ HtremIO iSCSI Disk (naa.514f0c5ebc400002) Manage Paths

— Policy
Path Selection:

Storage Array Type: VMW _SATP_DEFALLT_AA
—Paths
Runtime Mame Target LUN I Status | Freferr
wmhba33:C0:T3:L1 ign.2008-05.com.xtremioc:001e6793aec3:12.25.1.13:3260 i e Active (IFO)
wmhba33:C0:Te:L1 ign.2008-05.com.xtremic:001e6793b3d8:12.25.1.14:32.. 1 gs Actiwe {IfO)
wmhba33:=Co:T7:L1 iqn.2008-05.com.xtremio:z001e6793b3d9:12.25.2.14:32... 1 @  Active (IfO)
wmhba33:C0:T3:L1 ign.2008-05.com.xtremioc:001e6793b635:12.25.2.12:32.. 1 e Active (IFO)
wmhba33:C0:T5:L1 ign.2008-05.com.xtremic:001e6793aec5:12.25.2.13:3260 1 gs Actiwe {IfO)
wmhba33:=Co:To:L1 iqn.2008-05.com.xtremio:z001e679342f8:12.25.1.11:3260 1 @  Active (IfO)
wmhba33:C0:T1:L1 ign.2008-05.com.xtremioc:001e679342f9:12.25.2.11:3260 1 e Active (IFO0)
Mame: ign. 1998-01. com. vmware:gdsevmswrid l-vmkernel-2d 13eaf5-00023d00000 1,ign. 2008-05. com. xtremic: 00 1
Runtime Mame: wmhba33:CO: T4l 1
iISCSI
Adapter: ign. 1998-01.com.vmware:gdsevmswvri 1-vmkernel-2d 13eafs
iISCSI Alias:
Target: ign.2008-05.com.xtremic: 00 1e5733ascd

12.25.1.13:3260

Close

After removing both iSCSI Portals from XMS (X1-SC1-iscsil — 12.25.1.11/24 & X1-SC1-iscsi2 —
12.25.2.11/24) 2 dead paths show broken

(&) WtremIO iSCSI Disk (naa.514f0c5e6c400002) Manage Paths

— Policy
Path Selection: IRound Robin {VMware)
Storage Array Type: VMW _SATP_DEFALLT_AA
— Paths
Runtime Mame Target LUN | status | Preferred | des
wvmhba33:C0:Ta:L1 ign.2008-05.com.xtremio:001e6793b3d8:12.25.1.14:32... 1 @  Active [(IfO)
wmhba33:C0:T7:L1 igqn.2008-05.com.xtremio:001e6793b3d9:12.25.2.14:32... 1 @  Active (IfO)
vmhba33:Co:T<4:L1 ign.2008-05.com.xtremioc:001e67933ecd:12.25.1.13:3260 1 @ Active (IfO) 5
wvmhba33:C0:T5:L1 ign.2008-05.com.xtremio:001e6793aec5:12.25.2.13:3260 1 @ Active (IfO)
vmhba33:C0:T0o:L1 H 1 <»  Dead
wmhba33:C0:T1:L1 H 1 < Dead
wmhba33:C0:T2:L1 ign.2008-05.com.xtremio:001e6793b634:12.25,1.12:32... 1 &  Active (IfO) 7
Refresh I
Mame: ign. 1998-01. com.vmware :gdsevmsvrd 1-vmkernel-2d 13eaf5-00023d000001,ign. 2008-05. com. xtremio:001e6733b3d. ..
Runtime MName: wmhba33:C0:Ta:L1
iSCSI
Adapter: ign. 1998-01.com.vmware:gdsevmswril-vmkernel-2d 13eafs
ISCSI Alias:
Target: ign. 2008-05,com, xtremio: 00 1e6 733b3d8

12.25.1.14:3250

Close I Help
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Citl
B @élw'““m XtremI0_i5CS1_100GE-EGotTEST
E [ CSBE Lab £10 Datz Center
EW]M Getfing Sarted  Summary  Virual Machines  Hosts  Performance. QENEEY Tasks & Events  Alams | Pemmissions | Storage Views
8 e
a I S The following hests are comecied to this detastors (select a host from the fist to view the detais):
a NFS-NETAPP-GDSE-DS01 Name Datastom Sate Status S (AU % Memory | Last Time Exted Sandby
B NFSNETAFP-GOSE TS0 j kel &, Waming S | S Wew
B NESNETAPR-GDSEVSWARD! % g pr— (BT SEEED e
B WFS-VNK-42.20%vmdks-sbe._esx_datastore] N o
B NFS-VNI-22 200 vewap-csbe_es datastone)
B VNIS500-1858 LUNIBA
B VNIS500-1668 LUNISE
B VNIS500-1858 LUNIS?
B XNV WM 1
a XIN-LUM XIV_WM_2 Datastore Details
XIN-LUN 2
g thL:_s NremlI0 iSC5T 10068-Elio TEST @ISR Capaity
Ir\H.LH_-t Location:  fumfsfvolumes 5208550527002 023-3757-00 14b 55048
srmlo_n: J—_ Hartware Aclerafion:  Supported HEE B L
) FC | %26 0 Free
B, Mremi)_SCST_100GE EotTEST Refrech Storage Capahifies
System Storage Capabilty: NjA
iser-gefined Storage Capabiity: NfA
Path Selection
RoundRabin (M... Properties Extents Storage 1/0 Control
' Vomelshet  OiemlD jS.  MemlDiSCSIDisk(neaSl. 1000063 Diszbled
Paths Dezsirefiane: Jyenl) 5 Total rormatted Capaoty EENCYE)
Totgh B Formatting
5 : Fi System: WFS 5.5
Dt 0 Hock So: 148

After iSCSI Portals are recreated from XMS, all paths automatically become active

@ HKtrernlO i5CSI Disk (naa. 514f0c5e60400002) Manage Paths

— Palicy
Path Selection: IF‘.ound Robin (VMware)
Storage Array Type: VMW _SATP_DEFALLT_AA
—Paths
Runtime Name Target LUN | Status | Preferred | -
vmhba33:C0:Te:L1  ign.2008-05.comxtremio:001e6793b3d8:12.25.1.14:32.. 1 @ Active (I/0) |
vmhba33:C0:T7:L1  ign.2008-05.com.xtremio:001e6793b3d9:12.25.2.14:32... 1 @ Active (I/0)
vmhba33:C0:T4:L1  ign.2008-05.com.xtremio:001e6793aec4:12.25.1,13:3260 1 @ Active (I/0) 5
vmhba33:C0:T5:L1  ign.2008-05.comxtremio:001e67933ec5:12.25.2.13:3260 1 @ Active (I/0)
vmhba33:C0:T0:L1  ign.2008-05.comxtremio:001e679342f8:12.25.1.11:3260 1 @ Active (I/0)
ymhba33:C0:T1:L1  ign.2008-05.comxtremio:001e679342f9:12.25.2.11:3260 1 @ Active (I/0)
vmhba33:C0:T2:L1  ign.2008-05.comaxtremio:001e6793b634:12.25.1.12:32... 1 @ Active (I/0) &
Refresh

Mame: ign. 1998-01.com. vmware :gdsevmsvr0 1-vmkernel-2d 13eaf5-00023d00000 1,ign. 2008-05. com, xtremio:00 1e6733b3d. ..
Runtime Mame: vmhba33:CO:Te:L1

iSCSI

Adapter: igr. 1998-0 1. com. vmware:gdsevmsvrl 1-vmkernel-2d 13eafs

i5C5I Alias:

Target: ign. 2008-05. com. xtremio:00 1e6733b3d3

12,25,1.14:3260

Close I Help
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5 CSRF |3 210 Daka Center
@ gesemairl Local
B gosevmainyz Local

[ NFS-METAPR.GDSE-DS01
[ NFSHETAPF-GDSE-DS02
| NFSHETAPP-GSEVSWAPO!
B NFSN-42.20%mls-cxbe_esx_datactooe]
[ WPSVNNA2 200-vsmap-cxbe eox_datastored
B VOrs300-1858_LuN 184
| VNXS500-1668 LUN18E
G wrss00-1858_LUN187
@ AV-LUM XIV_ WM _1
XIV-LUM XIV_VM_2
AV-LUN 2
[ R T
@ AV-LUN 4
@ Mreml0_RC_FiotTest
{2 MremI0_ISCSI_100GB-FifTEST

WtremT0_iSCST_100GR-Fliof TFST

| Gelting Sarted. | Semmary . Virtual Madhines . Hosts. Perfomance [N Mook Tasks & Events | Alams: Pemissions Sorage Views

The Sobaning hosts re coerecied to s datastore (sclect 2 hast fom the kst o viow the detsis):

Name Datastom Sate Statue %o % Memory | Lact Time Bxted Standh
0 gdsevmsyrll-vmkemelnam.ngmotngt Mounted Comnedzd /4 Waming 64 | 55 ML\ Never

; geksvmerllZambermal nam neroot nef (insciig Hourded Conneciad & Noma 7l 5T Nevsr

Datastore Detzils

XlremiI0_iSCST_10068-Eful TEST

WL Lapaoty
Locatiors  fumfa/volumes 32083503-efd0elad-3757- 001340865848
Hardware Arredeeafion:  Sopiparted 755368 W Used
PP 126 W e
Refresh Storag fies

System Storage Canshility: Nj&
Userdefined Storage Capebiity: N4

19.5 Appendix E: ESRS Management

f

P:NEE'WE‘?"W'  Properties Extents Storage1/0 Control
Vomelde:  Jrenl)iS.  XremliSCSIDisk[na5l. 100003 Diszbled

pathe D""“’_“"’”’ Bl e ot fomatedCapacty 897568

T Formatting

G 0 i System: WSS

- ok S2z: 18

The XtremlO was integrated with version 2.24 of ESRS. The below lab frames have been
deployed and remote connectivity tested successfully (APM00134910382, APM00141803339):

Brows for Devices

Service and Advanced Search | Collpse

U
Deice
[] APMOO 3431038
[] APMOO-4180333%

XTREMIO \ Ctigyoup -Weren
Produe (rganization Pty fumber
NTREMIC Cligyoup - Waren 409854
NTREMIC Cligyoup - Waren 409854

19.5.1 Access Control List (ACL) with IPTables

Pagedoft HO{ b WM ttems 1-24f2

Ciy StiteProvince Country District
"NARREN W 15 53125 AN C3 Ditrit
"NARREN W 15 53125 AN C3 Ditrit

Pagetoft WO 4 b MM Dems1- 202

With EMC support requiring access to XMS for ESRS capability ACL using IPTables was tested
for limiting access from the XMS and storage controllers to any other devices on the Citi GRN.
EMC has integrated ACL using IPTables in 3.0.1-11 without the need to make any manual
entries. The following rules were validated once the Hotfix was applied.
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1

Citl

Source | Target Purpose Ports
ﬁ(t)(;;age management XMS SSH access to XMS for management SSH-22
ESRS gateway XMS SSH access to XMS for EMC troubleshooting SSH - 22

Storage SSH access from XMS to storage controllers for | SSH - 22
XMS Controller troubleshooting. No SSH access to any other

targets.

Storage controllers None No SSH access to any other targets SSH - 22

20 Document Version Control

0.1 e |Initial Release For Comment

1.0 e Release for Production

e Release for Production

11 e 14.3-3.0.1 GNU BASH Vulnerability Fix

e 19.1.1 - LDAPS Configuration Updated
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