KDC/LDAP pre-check list for SA support group
The purpose of this document is to provide a quick reference for unix system administrator to check their client that utilize the KDCLDAP infrastructure.

The content of this document is subject to change and should not be used to substitute or replace any existing CATE release KDCLDAP related documents.
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General Process Overview:

1. For User related CMP requests 

· If CMP request status show "completed" or "successfully" then SA can check their env. first.

· Iif CMP request status show "failed, rejected...", need to check with “*CTI ISA COE” or CMP Support team. (Michelle Lowman)
a. account/group create/modify

a.1 SOEID. (SOEID must exit before user can proceed with host access ctrl request)

a.2 FID (functional ID).

a.3 New group request. (need to obtain a new GID from ISA first)

b. KDC host access ctrl (muse use FQDN-Fully Qualify Domain Name, only request one host per request)

c. if need scsu: select "Grant" user or netgroup.

(if select user, use soeid for user and use short name for hostname)

(if select netgroup, muse use netgroup name for both user and host)

d. scsudo

e. auto_home dirirectory. 

f. other non-CMP function

2. For Host related CMP requests 
· (usually SA should submit the request-need to know "realm, OU" info. in advance)

a. KDC/LDAP profile. 

b. host password reset. (need to remove these files before re-run kjoin...)

c. LDAP host access ctrl.

3. For other Special request: (Non-CMP functions)
Please open a RFC to include “DSUNIXM” as approver, provide the detail information for the request.

Direct link to CMP requests:

· User and Group related CMP Products
New KDC LDAP user account:
Note: This product will create a UNIX account on the KDC/LDAP realm and OU chosen

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_112697_GLOBAL
Modify KDC LDAP user account
Note: This product will modify a user account in the KDC LDAP realm and OU chosen

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_125958_GLOBAL
KDC LDAP user account delete

Note: This product will either delete an account on the chosen realm and OU

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_130743_GLOBAL
KDC Password Reset

Note: This product will reset a user password on the selected KDC Realm

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_179059_GLOBAL
Add GROUP for KDC LDAP

Note: This product will create a request for a new UNIX group on the selected realm and OU

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_146214_GLOBAL
Delete GROUP for KDC LDAP
Note: This product will delete the UNIX group from the selected Realm and OU

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_153668_GLOBAL
Delete From KDC Only (SA Requests Only 
Note: This product allows SAs the ability to remove a user from KDC only.

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_429860_GLOBAL
· Host related CMP Products
KDC Host account requests

Note: This product will create, remove or update a host account on the host requested. This product is NOT for individual user accounts.

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_186895_GLOBAL
Host Password Reset Request
Note: This product allows SAs to reset their Host Account's password
SAs will remove /etc/krb5/krb5.keytab and /etc/krb5/krb5.conf(/etc/krb5.conf for Linux) files and re-run "kjoin -U", "kjoin -K", "kjoin -T" and "kjoin -L" in that order.
https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_430885_GLOBAL
KDC Host Access Control

Note: This product will request host access control for a KDC LDAP user

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_233302_GLOBAL
· Functional ID related CMP Products

New KDC functional id

Note: This product will create a UNIX functional account on the KDC/LDAP realm and OU chosen

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_483559_GLOBAL
Modify KDC functional id

Note: This product will modify a UNIX functional account on the KDC/LDAP realm and OU chosen

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_508941_GLOBAL
Delete KDC functional id

Note: This product will delete a UNIX functional account on the KDC/LDAP realm and OU chosen

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_519212_GLOBAL

· Netgroup related CMP Products
Create NETGROUP for KDC LDAP

Note: This product will create a request to create a NETGROUP in KDC/LDAP. You must also add an entry to the netgoup in this request

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_226599_GLOBAL
Delete NETGROUP for KDC LDAP

Note: This product will create a request to delete a netgroup on the chosen Realm and OU

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_211109_GLOBAL
Update NETGROUP for KDC LDAP

Note: This product will create a request to update a NETGROUP in KDC/LDAP. You may add an entry, remove an entry, or change the owner. This request is NOT for adding or removing netgroups.

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_198551_GLOBAL
· SCsu related CMP Products
SCSU requests for KDC LDAP

Note: This product will add or remove SCSU access

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_164480_GLOBAL
SCSU to root requests for KDC LDAP

Note: This product will add or remove SCSU access to root

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_588400_GLOBAL
· SCsudo related CMP Products
SCSUDO requests for KDC LDAP 

Note: This product will add or remove SCSUDO access

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_204624_GLOBAL
· RBAC related CMP Products
Add or Remove Solaris RBAC profile to a User Account

Note: This product is used to add or remove the Solaris RBAC profile to a specified account.

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_440536_GLOBAL

Grant or revoke AIX RBAC Role for an Account

Note: This product adds or removes the AIX RBAC Role to the specified account.

https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_454523_GLOBAL

 Appendix

A.  Frequent used KDC/LDAP CMP Products
CMP products are self-service and processed automatically after approval. Any incorrect and wrong information will cause CMP request result failure. 

It is very important that you check with your SAs (UNIX system administrators) for Kerberos Realms, OUs, hostnames and any unsure fields before you submit KDC/LDAP CMP Product requests to prevent potential failures and delays. 

· User and Group related CMP Products

· New KDC LDAP User accounts

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_112697_GLOBAL
Note: This product will create a UNIX account on the KDC/LDAP realm and OU chosen

Please use the following procedure to create KDC/LDAP user in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “New KD LDAP User Account” icon.

5. Enable Alternate Business Approver:
6. Select an alternate approver from your management hierarchy:
7. Please choose the realm for the account creation: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
8. Please choose the OU for which you need the account: e.g. DEVNJ/DEVNY/DEVTPA/...
9. Please enter the name of your main group NOTE: group name is case sensitive. Please use group name and don’t use group ID. The group name MUST exist in your chosen OU. If not sure, please check with your SA.
10. Do you need access to additional group. Select Yes, if required and enter additional Group name. NOTE: group names are case sensitive.
11. Please check if you REQUIRE a change in password requirements.
12. Justification for this request.

13. Click “Add to Cart”
14. Click “CheckOut” and then submit the order.

· Modify KDC LDAP user account

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_125958_GLOBAL
Note: This product will modify a user account in the KDC LDAP realm and OU chosen

Please use the following procedure to modify KDC/LDAP user in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.
1. Visit http://marketplace.citigroup.net in a web browser.
2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Modify KDC LDAP User Account” icon.
5. Enable Alternate Business Approver:

6. Select an alternate approver from your management hierarchy:
7. Please choose the realm on which the account is to be modified: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
8. Please choose the OU for your modification: e.g. DEVNJ/DEVNY/DEVTPA/...
9. Are you changing your default group access to the selected realm and OU: Yes or No
10. Please enter the name of your default UNIX group:
11. Do you need to add a group or delete a group from your account?

12. Please enter any additional groups needed.

13. Please enter the group(s) to remove from your Unix account.

14. Please check here if you REQUIRE a change in password requirements.

15. Please choose the password parameter required: Default or Non expiring Password
16. Click “Add to Cart”
17. Click “CheckOut” and then submit the order.

· KDC LDAP user account delete

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_130743_GLOBAL
Note: This product will either delete an account on the chosen realm and OU

Please use the following procedure to delete KDC/LDAP user in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “KDC LDAP user account delete” icon.
5. Please provide the account name that is to be deleted: case sensitive
6. Please choose the realm for the account deletion: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
7. Please choose the OU for the account deletion: e.g. DEVNJ/DEVNY/DEVTPA/...
8. Please check here if you want to remove the account from ALL realms:
9. Click “Add to Cart”
10. Click “CheckOut” and then submit the order.

· KDC Password Reset

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_179059_GLOBAL
Note: This product will reset a user password on the selected KDC Realm.
Please use the following procedure to reset your Kerberos password in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “KDC Password Reset” icon.
5. Please choose the realm for your password reset: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
6. Please check this box if you REQUIRE a password that is not pre-expired

7. Click “Add to Cart”
8. Click “CheckOut” and then submit the order.

· Add GROUP for KDC LDAP

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_146214_GLOBAL
Note: This product will create a request for a new UNIX group on the selected realm and OU

Please use the following procedure to add group for KDC/LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Add GROUP for KDC LDAP” icon.
5. Enable Alternate Business Approver:

6. Select an alternate approver from your management hierarchy:
7. Please choose the realm: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
8. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/...
9. Please enter the group name to be created: case sensitive
10. If known, please enter the GID for the new group:
11. Click “Add to Cart”
12. Click “CheckOut” and then submit the order.

· Delete GROUP for KDC LDAP

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_153668_GLOBAL
Note: This product will delete the UNIX group from the selected Realm and OU

Please use the following procedure to delete group for KDC/LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Delete GROUP for KDC LDAP” icon.
5. Please choose the realm on which the group should be deleted: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
6. Please choose the OU on which to delete the group: e.g. DEVNJ/DEVNY/DEVTPA/...
7. Please enter the group name to be removed: case sensitive
8. Click “Add to Cart”
9. Click “CheckOut” and then submit the order.

· Host related CMP Products

· KDC Host account requests 

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_186895_GLOBAL 

Note: This product will create or remove a host account on the host requested. This product is NOT for individual user accounts.

Please use the following procedure to request KDC Host account to allow SA to join the new servers to KDC/LDAP Kerberos Realms and OUs via CMP (Citi Marketplace) web site. The host principal password will be randomized from Resolver Questionnaire in VSR ticket. 
1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “KDC Host account requests” icon.

5. Enable Alternate Business Approver:
6. Please enter the name of the host for this request: The hostname MUST be FQDN name and in small case. (use separate request for each host)
7. Please choose the realm for this request: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... 

8. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/...
9. Select whether the Host access control needs to be Enabled, Disabled or Visible:
10. Please choose create, remove or update host account: Create host account, Delete host account or Update host account,
11. Create host account

12. Please choose an owner for this host

13. Please choose an SA manager to approve this request

14. Click “Add to Cart”
15. Click “CheckOut” and then submit the order.
· Host Password Reset Request

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_430885_GLOBAL
Note: This product allows a user to reset their Host Account's password

Please use the following procedure to request KDC Host Password Reset to allow SA to re-join the servers to KDC/LDAP Kerberos Realms and OUs via CMP (Citi Marketplace) web site. The host principal password will be randomized from Resolver Questionnaire in VSR ticket. 
1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.
4. Click “Host Password Reset Request” icon.

5. Enable Alternate Business Approver:
6. Select an alternate approver from your management hierarchy:

7. Enter the FQDN for the Host you need to reset the password on: The hostname MUST be FQDN name and in small case.
8. Please choose the realm for this request: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... 

9. Click “Add to Cart”
10. Click “CheckOut” and then submit the order.

· KDC Host Access Control

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_233302_GLOBAL

Note: This product will request host access control for a KDC LDAP user

Please use the following procedure to request KDC Host Access Control to allow you to login into the hosts with LDAP host access control enabled in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “KDC Host Access Control” icon.

5. Enable Alternate Business Approver: 

6. Select an alternate approver from your management hierarchy:

7. Please enter the name of the host for this request: The hostname MUST be FQDN name in small case.. 
8. Please choose to grant or remove host access control:
9. Please choose the realm for this request: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
10. Click “Add to Cart”
11. Click “CheckOut” and then submit the order.

· Functional ID related CMP Products

· New KDC functional id

Web link:  https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_483559_GLOBAL
Note: This product will create a UNIX functional account on the KDC/LDAP realm and OU chosen


Please use the following procedure to request New KDC functional id in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “New KDC functional id” icon.

5. Enable Alternate Business Approver: 
6. Select an alternate approver from your management hierarchy

7. Please choose the realm for the account creation: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
8. Please enter the name of the functional id - name must be in lower case:
9. Please enter the primary group name NOTE: group name is case sensitive
10. Are secondary groups required for this functional account?

11. Please enter any additional groups needed. NOTE: group names are case sensitive:
12. Please choose the shell for this account:
13. Please enter the home directory:
14. Justification for this request:
15. Please indicate if this is a privileged functional Id:
16. Please indicate if this is a persistent functional Id: 
17. Please indicate the method used for entitlement reviews of this functional Id: 
18. Please provide a brief description of this functional Id: 
19. Click “Add to Cart”
20. Click “CheckOut” and then submit the order.

· Modify KDC functional id

Note: This product will modify a UNIX functional account on the KDC/LDAP realm and OU chosen.
You may only request the modification of a functional account that you own. You will need to use the lookup to find any such ids.

· If you do not find the id you are looking for you can assign ownership of the unowned id using the Assign FID product

· If the id is owned by someone else, either the owner needs to submit the request or the ownership needs to be changed within CISAR

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_508941_GLOBAL
Please use the following procedure to modify KDC functional id in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Modify KDC functional id” icon.

5. Enable Alternate Business Approver: 
6. Select an alternate approver from your management hierarchy

7. Please choose the realm for the account creation: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
8. Please enter the functional account for this request.
9. Do you need to change the primary group?

10. Please enter the primary group name NOTE: group name is case sensitive

11. Do you need to add or remove a group for this functional account?

12. Please enter any additional groups needed. NOTE: group names are case sensitive

13. Please enter any groups to remove

14. If the shell needs to be changed, please choose the new shell

15. If the home directory needs to be changed, please enter the new one

16. Please choose a resource approver

17. Justification for this request

18. Click “Add to Cart”
19. Click “CheckOut” and then submit the order.

· Delete KDC functional id

Note: This product will delete a UNIX functional account on the KDC/LDAP realm and OU chosen.

You may only request the deletion of a functional account that you own. You will need to use the lookup to find any such ids.

· If you do not find the id you are looking for you can assign ownership of the unowned id using the Assign FID product

· If the id is owned by someone else, either the owner needs to submit the request or the ownership needs to be changed within CISAR

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_519212_GLOBAL

Please use the following procedure to delete KDC functional id in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Delete KDC functional id” icon.

5. Enable Alternate Business Approver: 
6. Select an alternate approver from your management hierarchy
20. Please choose the realm for the account deletion: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/...
7. Please choose the OU for the account deletion: e.g. DEVNJ/DEVNY/DEVTPA/...
8. Please enter the name of the functional id - name must be in lower case
9. Click “Add to Cart”
10. Click “CheckOut” and then submit the order.

· Netgroup related CMP Products
· Create NETGROUP for KDC LDAP

Web link:  https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_226599_GLOBAL
Note: This product will create a request to create a NETGROUP in KDC/LDAP. You must also add an entry to the netgroup  in this request

Please use the following procedure to create netgroup for KDC LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Create NETGROUP for KDC LDAP” icon.

5. Enable Alternate Business Approver: 

6. Select an alternate approver from your management hierarchy:
7. Please choose the realm for this netgroup: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... If not sure, check with your SA.
8. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/... If not sure, check with your SA.
9. Please enter the name of the NETGROUP to be created: Only ONE netgroup. The netgroup is either user netgroup or host netgroup. If not sure, check with your SA.
10. Please choose the type of entries in this netgroup: User, Host or Netgroup.
11. Please choose the owner for this new netgroup:
12. Please enter the first entry for this netgroup: Only ONE entry. The entry MUST be matched with netgroup type (User or Host). If not sure, check with your SA.
13. Please choose a resource approver:

14. Click “Add to Cart”
15. Click “CheckOut” and then submit the order.

· Delete NETGROUP for KDC LDAP

Web link:  https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_211109_GLOBAL
Note: This product will create a request to delete a netgroup on the chosen Realm and OU.
1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Delete NETGROUP for KDC LDAP” icon.

5. Please choose the realm for this netgroup: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... If not sure, check with your SA.
6. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/... If not sure, check with your SA.
7. Please enter the name of the NETGROUP to delete: Only ONE netgroup. The netgroup is either user netgroup or host netgroup. The netgroup MUST exist in OU. If not sure, check with your SA.
8. Click “Add to Cart”
9. Click “CheckOut” and then submit the order.

· Update NETGROUP for KDC LDAP

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_198551_GLOBAL
Note: This product will create a request to update a NETGROUP in KDC/LDAP. You may add an entry, remove an entry, or change the owner. This request is NOT for adding or removing netgroups.
Please use the following procedure to update netgroup for KDC LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “Update NETGROUP for KDC LDAP” icon.

5. Enable Alternate Business Approver: 

6. Select an alternate approver from your management hierarchy:

7. Please choose the realm for this netgroup: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... If not sure, check with your SA.
8. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/... If not sure, check with your SA.
9. Please enter the name of the NETGROUP to be updated: Only ONE netgroup. The netgroup is either user netgroup or host netgroup. The netgroup MUST exist in OU. If not sure, check with your SA.
10. Please choose the type of entries in this netgroup: User, Host or Netgroup.
11. Please choose the new owner for this netgroup:
12. Please provide the entry to add to this netgroup: Only ONE entry. The entry MUST be matched with netgroup type (User or Host). If not sure, check with your SA.
13. Please check here if you would like to update the owner of the netgroup

14. Please choose if you are adding an entry or removing an entry from this netgroup: Add entry or Remove entry
15. Please choose a resource approver:

16. Click “Add to Cart”
17. Click “CheckOut” and then submit the order.

· SCsu related CMP Products
· SCSU requests for KDC LDAP

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_164480_GLOBAL
Note: This product will add or remove SCSU access

Please use the following procedure to request SCSU requests for KDC LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “SCSU requests for KDC LDAP” icon.

5. Enable Alternate Business Approver: 

6. Select an alternate approver from your management hierarchy:

7. Do you need to grant or revoke SCSU access? 
8. Please choose the realm for this request: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... If not sure, check with your SA.
9. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/... If not sure, check with your SA.
10. Please choose the type of source for this request: User or Netgroup
11. Please enter the SOURCE for this request: Only ONE SOEID if User is chosen above or ONE netgroup name if Netgroup is chosen. The netgroup name MUST exist in OU. If not sure, check with your SA.

12. Please enter the DESTINATION id for this request. NOTE You may NOT choose the ROOT id for this request: It should be ONE FID.
13. Please enter the host for this request: The hostname MUST be the name from `uname –n` and usually is short hostname. If not sure, check with your SA. (use separate request for each host)
14. Please choose the type of access you require: DAP or Standard. If not sure, check with your SA. 
15. Please select a resource approver

16. Click “Add to Cart”
17. Click “CheckOut” and then submit the order.

· SCSU to root requests for KDC LDAP

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_588400_GLOBAL
Note: This product will add or remove SCSU access to root

Please use the following procedure to request SCSU to root requests for KDC LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “SCSU to root requests for KDC LDAP” icon.

5. Enable Alternate Business Approver: 

6. Select an alternate approver from your management hierarchy:

7. Do you need to grant or revoke SCSU access? 
8. Please choose the realm for this request: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... If not sure, check with your SA.
9. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/... If not sure, check with your SA.
10. Please choose the type of source for this request: User or Netgroup
11. Please enter the SOURCE for this request: Only ONE SOEID if User is chosen above or ONE netgroup name if Netgroup is chosen. The netgroup name MUST exist in OU. If not sure, check with your SA.

12. Please enter the host for this request: The hostname MUST be the name from `uname –n` and usually is short hostname. If not sure, check with your SA.

13. Please choose the type of access you require: DAP or Standard. If not sure, check with your SA. 
14. Please choose the correct SA Manager to approve (cannot be your direct manager)

15. Click “Add to Cart”
16. Click “CheckOut” and then submit the order.

· SCsudo related CMP Products
· SCSUDO requests for KDC LDAP

Web link: https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_204624_GLOBAL
Note: This product will add or remove SCSUDO access
Please use the following procedure to request SCSUDO requests for KDC LDAP in Kerberos Realms and OUs via CMP (Citi Marketplace) web site.

1. Visit http://marketplace.citigroup.net in a web browser.

2. Login with your standard Single Sign-on credentials.

3. Enter “KDC” in the “search” field at the upper right corner.

4. Click “SCSUDO requests for KDC LDAP” icon.

5. Enable Alternate Business Approver: 

6. Select an alternate approver from your management hierarchy:

7. Do you need to grant or revoke SCSUDO access?

8. Please choose the realm for this request: e.g. CMB-UAT/CTI-PROD/EQ-PROD/FICC-PROD/GTS-PROD/North America DEV Realm/... If not sure, check with your SA.
9. Please choose the OU for this request: e.g. DEVNJ/DEVNY/DEVTPA/... If not sure, check with your SA.
10. Please enter the source USER ID for this request: Only ONE SOEID.
11. Please enter the DESTINATION id for this request: Only ONE FID or “root”.
12. Please enter the host for the scsudo access: Only ONE hostname. The hostname MUST be the name from `uname –n` and usually is short hostname. If not sure, check with your SA. (use separate request for each host)
13. Please enter the command needed for this access: e.g. /usr/sbin/pkgadd. If not sure, check with your SA.
14. Click “Add to Cart”
15. Click “CheckOut” and then submit the order.

B.  Frequent used LDAP commands

Please refer to the following for LDAP master server and LDAP suffix.

	NA KDC/LDAP Infrastructure

	KDC Realm
	LMASTER(LDAP master used to check data) 
	LSUFFIX(LDAP TOP LEVEL SUFFIX)

	CTI-PROD
	ldapm2-ctip.nam.nsroot.net
	dc=ctip,dc=nam,dc=nsroot,dc=net

	EQ-PROD
	ldapm2-eq.nam.nsroot.net
	dc=eq,dc=nam,dc=nsroot,dc=net

	GTS-PROD
	ldapm2-gts.nam.nsroot.net
	dc=gts,dc=nam,dc=nsroot,dc=net

	FICC-PROD
	ldapm2-ficc.nam.nsroot.net
	dc=ficc,dc=nam,dc=nsroot,dc=net

	CMB-UAT
	ldapm2-cmbu.nam.nsroot.net
	dc=cmbu,dc=nam,dc=nsroot,dc=net

	DEV
	ldapm2-dev.nam.nsroot.net
	dc=namuxdev,dc=dyn,dc=nsroot,dc=net

	MDS-PROD
	ldapm2-mds.nam.nsroot.net
	dc=mds,dc=nam,dc=nsroot,dc=net


You need to replace LDAP host, OU name and suffix in the following commands for your environment. The following commands are running on Solaris 10 machine.

Assume that LMASTER “ldapm2-ctip.nam.nsroot.net” and “LSUFFIX=dc=ctip,dc=nam,dc=nsroot,dc=net”
Note: The options of “ldapsearch” command are different between Solaris 10 and Linux below: 

Solaris 10:

$ ldapsearch -h $LMASTER -T -b …

Linux:

$ ldapsearch –x -h $LMASTER -b …
· How to check if SOEID account exists via SOEID.

ex. SOEID is jm94203

$ ldapsearch -h $LMASTER -T -b "ou=people,ou=infracdt-prod,$LSUFFIIX" uid=jm94203

version: 1

dn: uid=jm94203,ou=people,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetorgperson

objectClass: posixAccount

objectClass: shadowaccount

objectClass: passwordObject

objectClass: SOEKDCacct

uid: jm94203

uidNumber: 1000294203

gidNumber: 10

cn: Jianping Mao

gecos: Jianping Mao

sn: Mao

homeDirectory: /home/jm94203

loginShell: /bin/ksh

soe-acct-type: soeid
· How to check if SOEID account exists via UID.

ex. UID is 1000294203
$ ldapsearch -h $LMASTER -T -b "ou=people,ou=infracdt-prod, $LSUFIIX" uidNumber=1000294203

version: 1

dn: uid=jm94203,ou=people,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetorgperson

objectClass: posixAccount

objectClass: shadowaccount

objectClass: passwordObject

objectClass: SOEKDCacct

uid: jm94203

uidNumber: 1000294203

gidNumber: 10

cn: Jianping Mao

gecos: Jianping Mao

sn: Mao

homeDirectory: /home/jm94203

loginShell: /bin/ksh

soe-acct-type: soeid
· How to check if FID account exists via FID.

ex. FID is perform

$ ldapsearch -h $LMASTER  -T -b "ou=people,ou=infracdt-prod,$LSUFFIX" uid=perform

version: 1

dn: uid=perform,ou=people,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetorgperson

objectClass: posixAccount

objectClass: shadowaccount

objectClass: passwordObject

objectClass: SOEKDCacct

uid: perform

uidNumber: 1000755

gidNumber: 300265

cn: Distributed SYS Management

gecos: Distributed SYS Management

sn: SYS

homeDirectory: /opt/perform

loginShell: /bin/ksh

soe-acct-type: functional

· How to check if the group name exists via group name.

ex. Group name is staff

$ ldapsearch -h $LMASTER  -T -b "ou=group,ou=infracdt-prod,$LSUFFIX" cn=staff    

version: 1

dn: cn=staff,ou=group,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: posixGroup

cn: staff

gidNumber: 10

memberUid: hy0893

memberUid: ld6000

memberUid: tz9522

· How to check if the group ID exists via GID.

ex. GID is 10

$ ldapsearch -h $LMASTER  -T -b "ou=group,ou=infracdt-prod,$LSUFFIX" gidNumber=10

version: 1

dn: cn=staff,ou=group,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: posixGroup

cn: staff

gidNumber: 10

memberUid: hy0893

memberUid: ld6000

memberUid: tz9522

· How to check if the netgroup exists via netgroup name.

ex. Netgroup name is ccia_sa

$ ldapsearch -h $LMASTER  -T -b "ou=netgroup,ou=infracdt-prod,$LSUFFIX" cn=ccia_sa           

version: 1

dn: cn=ccia_sa,ou=netgroup,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: nisNetgroup

…
nisNetgroupTriple: (,jm94203,)

…
cn: ccia_sa
· How to check which netgroups is  SOEID in.

ex. SOEID is jm94203

$ ldapsearch -h $LMASTER  -T -b "ou=netgroup,ou=infracdt-prod,$LSUFFIX" "nisNetgroupTriple=(,jm94203,)" cn

version: 1

dn: cn=ccia_sa,ou=netgroup,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

cn: ccia_sa
· How to check which netgroup is HOST in.

ex. Hostname is cuscst5

$ ldapsearch -h $LMASTER  -T -b "ou=netgroup,ou=infracdt-prod,$LSUFFIX" "nisNetgroupTriple=(*cuscst5*)" | egrep '^dn|^cn|cuscst5'                                                    

dn: cn=ccia_infracdt1,ou=netgroup,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

nisNetgroupTriple: (cuscst5,-,)

cn: ccia_infracdt1
· How to check “scsu-from” SOEID and netgroup

ex. netgroup is ccia_sa

$ ldapsearch -h $LMASTER  -T -b "ou=scsu,ou=infracdt-prod,$LSUFFIX" "scsu-from=ccia_sa"  

version: 1

dn: scsu-key=scsu-20090423214442Z726851,ou=scsu,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: soe-scsu

scsu-key: scsu-20090423214442Z726851

scsu-from: ccia_sa

scsu-to: root

scsu-host: ccia_infracdt

scsu-authtype: scsu
· How to check “scsu-to” FID

ex. FID is sybase

$ ldapsearch -h $LMASTER  -T -b "ou=scsu,ou=infracdt-prod,$LSUFFIX" "scsu-to=sybase"      

dn: scsu-key=scsu-20090423214442Z726141,ou=scsu,ou=infracdt-prod,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: soe-scsu

scsu-key: scsu-20090423214442Z726141

scsu-from: TI_DBSA_users

scsu-to: sybase

scsu-host: TI_DBSA_systems

scsu-authtype: scsu
· How to check if LDAP host access control is enabled for host.

ex. hostname is cuscst6.nam.nsroot.net
$ ldapsearch -h $LMASTER  -T -b "ou=profile,$LSUFFIX" cn=cuscst6.nam.nsroot.net | egrep 'passwd|shadow'

serviceSearchDescriptor: shadow:ou=people,ou=infra-prod,dc=ctip,dc=nam,dc=nsroot,dc=net?one?&(soehost=cn=cuscst6.nam.nsroot.net,ou=site_sys,dc=ctip,dc=nam,dc=nsroot,dc=net)(objectclass=shadowAccount)

serviceSearchDescriptor: passwd:ou=people,ou=infra-prod,dc=ctip,dc=nam,dc=nsroot,dc=net?one?&(soehost=cn=cuscst6.nam.nsroot.net,ou=site_sys,dc=ctip,dc=nam,dc=nsroot,dc=net)(objectclass=posixAccount)

$ ldapsearch -h $LMASTER  -T -b "ou=site_sys,$LSUFFIX" cn=cuscst6.nam.nsroot.net              

version: 1

dn: cn=cuscst6.nam.nsroot.net,ou=site_sys,dc=ctip,dc=nam,dc=nsroot,dc=net

objectClass: top

objectClass: device

objectClass: soehostfilter

soe-filter: (|(ht=cuscst6.nam.nsroot.net)(ht=@ALL)(soe-acct-type=functional)) <--- enabled for LDAP host access control
cn: cuscst6.nam.nsroot.net

· How to check if SOEID can access host.

ex. SOEID is jm94203 and hostname is cuscst6.nam.nsroot.net
$ ldapsearch -h $LMASTER  -T -b "ou=people,ou=infracdt-prod,$LSUFFIX" uid=jm94203 ht | grep cuscst6

ht: cuscst6.nam.nsroot.net <--- SOEID – jm94203 can access this host.

· How to reset your Kerberos password.

You can reset your Kerberos password via SSO in the following web sites for each production environments. These web links are also published in CATE KDC/LDAP web site.

· For Development environment: https://krb5adm.nam.nsroot.net/dev
· For UAT environment: https://krb5adm.nam.nsroot.net/uat
· For CTI Production: https://krb5adm.nam.nsroot.net/prod
· For GTS Production: https://krb5adm.nam.nsroot.net/gts
· For FICC Production: https://krb5adm.nam.nsroot.net/ficc
· For Equity Production: https://krb5adm.nam.nsroot.net/eq
· For MDS Production: https://krb5adm.nam.nsroot.net/mds
You can also check if acount is locked via SSO in the web site above: enter a soeid, select “Query”, if attributes show 
“Attributes: DISALLOW_ALL_TIX REQUIRES_PRE_AUTH” 
then the account is locked, you will need to reset your password.

C. KDC /LDAP Realm and OU List
	NA KDC/LDAP Infrastructure Realm and OUs

	KDC Realm
	OU

	DEV
	cai

	
	cfsc-dev

	
	cibdev

	
	cir-dev

	
	devfir

	
	devnj

	
	devny

	
	devtpa

	
	ebsqa

	
	eqdev

	
	eqint

	
	gms

	
	griddev

	
	recomm-dev

	
	smg

	
	support

	
	tfidev

	
	ucds-dev

	
	ucds-gsf-dev

	
	wsgdev

	Total 20 Ous

	CTI-PROD
	cai-prod

	
	cfsc-prod

	
	cir-prod

	
	infra-prod

	
	infracdt-prod

	
	nj-prod

	
	ocm-prod

	
	recomm-prod

	
	risk-prod

	
	smg-prod

	
	ssmd-prod

	
	support-prod

	
	ucds-gsf-prod

	
	ucds-prod

	
	wsg-prod

	Total 15 Ous

	MDS-PROD
	mds-prod

	Total 1 Ous

	CMB-UAT
	cfsc-uat

	
	citi-uat

	
	eqctqa-uat

	
	equityqa-uat

	
	fir-uat

	
	grid-uat

	
	gts-uat

	
	muni-uat

	
	nj-uat

	
	ocm-uat

	
	risk-uat

	
	support-uat

	
	tfi-uat

	Total 13 Ous

	EQ-PROD
	eqct-prod

	
	equity-ca

	
	equity-prod

	
	support-eq

	Total 4 Ous

	FICC-PROD
	citi-prod

	
	dus-prod

	
	fir-prod

	
	grid-prod

	
	infra-ficc

	
	muni-prod

	
	ocm-ficc

	
	risk-ficc

	
	secops-prod

	
	support-ficc

	
	tfi-prod

	Total 11 Ous

	GTS-PROD
	gts-prod

	Total 1 Ous


1 | Page

