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Deployment Status
NA

7 sites, 4 large, 1 medium, 2 small  (51 ECC servers)
Deployment started in July’05 
ECC Host agent has been deployed to 5,649 (appx. 98%) open system host (Solaris, AIX, HP/UX, Linux 
and Wintel )
ECC DB Agents have been deployed to 1,095 servers (95% of identified) and a total of 1,838 databases 
have been discovered
159 Symm arrays, 94 Clariion, 12 HDS arrays
Expected installation in MWDC

EMEA
2 large sites in London (24 ECC servers)
800 hosts (98%), 33 Symms, 64 switches, 12 Centera, DB (2%)
Database rollout in progress
Expected installations in Meerbusch and Frankfurt

ASPAC
2 large site (8 ECC servers)
ECC Host agent has been deployed around 405 open system host( Solaris, AIX, HP/UX and Wintel) in 
Singapore
Database rollout in progress
Expected installations in Korea, Hong Kong, Australia, Taiwan

Japan(Nikko Citi)
3 small sites (3 ECC servers)
120 Solaris hosts, 60 Linux, 6 DMX
Expected installation in CSJ

Note: The data above changes daily with continued deployment



ControlCenter benefits

Asset  Management
Arrays, SAN attached hosts and switches (in EMEA) discovered and stored in Oracle DB
Allocation and Utilization storage information
Better asset utilization by assisting in reclamation
Enabled Host consistency across different inventory systems (SANscreen, TAS)
Host configuration including storage relationship discovered and stored 
ECC storage array report replaces (manual) DSI storage report (in testing)

Chargeback
NA developed customized chargeback process  integrated with TAS and FINCON.

• ECC chargeback replaces existing DSI chargeback process (in parallel testing)
Other regions - In progress (some challenges remain)

Alert Monitoring
NA (pilot)
EMEA (limited production) 

Performance Management
EMEA

Provisioning
Japan (Nikko) only



Challenges
Deployment

Agent Installation
• Hosts agents logged in incorrect ECC servers
• Physical location of host agents does not match the ECC server location
• Single Citi agent package with 12 DC (global) names, errors while deploying
Agent Upgrade
• Rip and replace is time-consuming and error-prone
• Push mechanism does not update Citi package inventory system
DB agent 
• Needs Solutions Enabler on each server, required SE database API does not automatically start
SE and NaviCLI version concurrency
• Different versions for SYMCLI & ECC, Navisphere & ECC
System and Database coordination
• Agent deployment process presents coordination challenges with different businesses and groups

Maintenance
Patches released for SP5 and not SP4 
Patch management 
• Do not have direct access to the monthly patches list that are released for ECC
• Inconsistent across regions.
Stores stopping due to overload (resolved)
Symm/SDM agent servers panicking due to agent/HBA driver timing issues.
Discrepancy in the repository with the meta device configuration is not accurate - patch released for SP4
Symmetrix Array that have greater than 8,192 volumes not reporting correctly (resolved)



Challenges  cont.

Database
Database Discovery - The process is not dynamic  
If the ORACLE_HOME or ORACLE_BASE values change post discovery the 
database goes unmanaged and needs to be re-discovered. This happens during 
the oracle upgrade process of patching and db upgrades.
The error messages are not meaningful enough to determine why database 
cannot be discovered 
Managed Object permissions where the primary agent is selected does not work 
correctly. Agents gets hijacked post discovery by other database agents.
Unable to determine when database was last discovered 
Database agent hijacking – an agent(s) other than the agent explicitly granted 
permission to manage the database during discovery start managing the 
database.

HDS 
Unable to determine when the array has been discovered fully. The diamond icon 
does not display on the array managed object in the console as it does with all 
other storage managed objects.
HDS relationship view on Solaris not available  (resolved)



Challenges cont.

Performance & Scalability
Inability to scale beyond 2000 hosts and 910 databases in a single infrastructure.
STS Web sessions limited to 5 concurrent users
ECC Java Console limited to 10 concurrent sessions
Storage Agents for Symmetrix, CLARiiON, HDS, and Centerra require dedicated 
agents and hardware with restricted scalability
DCP overload

Security
Agents run as a root (UNIX) / system (Windows) owned process
DB agents do not conform to Citi DB security standards

• Oracle
– Password hash access  - resolved
– Oracle agent requires read access to database owner SYS objects. This is 

a Citigroup audit violation. Agent should have read access to a locked 
down user that has access granted to the SYS objects.

• MSSQL Windows (domain) authentication
World Writeable files (resolved)



Challenges cont.
Chargeback customization

Implement federated model (LOB, Bus, Server)
Chargeback calculations, raw conversation
Clusters , RAID type not available for Clariion 
HDS device-to-disk information not available via agent
Symm and Clariion device-to-disk information not available via STS-XML
TAS and FINCON integration (NA)

Stale Data (data integrity)
Clariion, HDS, Symm, Database do not have last discovery age value

• Cannot reconcile data from other sources
• ECC console and STS numbers don’t match with native utilities (e.g. FS, 

oracle schema)
Other

Data collection policies – configuration is a manual task to avoid overloading
Cloned Hosts causing Java memory leak problems leading to performance issues
Documentation – The DB agent support not well documented  for SP4 (Local vs
proxy ) 



Host Discovery Challenges

ECC Hosts Discovery issues
The reasons for discovery failure can be many but typically are focused into one of the following 

categories at Citigroup
Master and or Host Agents Not Running or active
Hosts installed in more than one ECC infrastructure
ECC Hosts in Wrong Infrastructure 
Installing ECC agents prior to resetting the /etc/path_to_inst file during SAN Stack installation
Incorrect or Aborted ECC Installation
Cloned Hosts 

• AIX hosts cloned in some sites by SA
Duplicate hosts in same infrastructure

• Solaris 10 upgrades, Windows re-imaging
Decommissioned Hosts that need to be deleted from ECC



Current Gaps (in 5.2 SP4)

Native implementation of federated model of reporting and chargeback with open 
external interfaces for integration with Citi-specific systems or 3rd-party data
StorageScope does not have XML output for array_device_to_disk information. 

This information is not processed natively by xml2dbloader to load the STS Custom reporting 
database.  An additional interface is required to load the StorageScope Custom Reporting 
database. This information is a mandatory requirement for Chargeback reporting.

Storage agent for HDS - Device to Disk information is not available (in 6.0)
Non ECC programs and procedures will need to be developed to gather the required 
information from the HDS Device Manager.

Lack of ability to determine when a managed object has last been discovered -
exception Hosts
Lack of ability to get VMware guest Storage Device Utilization information from the 
VMware agent without using the host agent (in 6.0)
Automatic discovery of new DB instances (in 6.0)

(Interim step) Ability to upload a CSV with the required data so that the discovery process is 
performed in batches to speed things up. 

Automatic Load-balancing of DCPs
ECC should be in a position to make recommendations of what sevrers can be placed in 
each DCP and also alert us when a DCP is becoming overloaded and highlight the larger 
MOs in the DCP

Platform support (HDS USPV, AIX VCS, native DB agents, 2+ node RAC clusters)
Closer integration and increased management, reporting and monitoring with HDS, 
Centera and Clariion, NetApp
NetApp and Centera chargeback as per Citi requirements



Management Requirements
ECC

Reduce Application maintenance
• Bugs, deployment, discovery

Reduce customization
Better global communication of patches across regions
Increased scalability
Improved Application performance 

• Topology views, GUI updates on provisioning job completion, agent view
Better Console security controls

• Ability to segregate duties within tasks (maker-checker)
• Least privileges rule

Better console (UI) object organization 
Storage Management

Comprehensive Storage Management strategy and roadmap for Citi
Host true-up

• Determine the orphan hosts and storage  
Capacity management (accurate forecasting) 
Configuration management (per Citi config)
Provisioning validation and execution (as per Citi SAN stacks)
Root-cause Analysis
Scalability

Detailed requirements documented separately



Summary

• Citi has made substantial progress in rollout across various 
regions

• Various maintenance, scalability, performance and 
organizational challenges

• Application maintenance and upgrade needs to be simplified 
to reduce operational overhead

• Chargeback process will be in production shortly (NA)

• More benefits of ControlCenter still to be realized in an effort to 
standardize processes and improve efficiencies



Japan issues

• 1) EMC is essentially refusing to support 5.2 SP4 & 5. All cases opened in the last 6 months have 
resulted in recommedations to upgrade to 6.0

• 2) Autopath/SPS support for Linux. Currently SPS and Autopath are disabled for linux hosts in 5.2 
SP5.

• 3) Segration of duties. We could do this with ARM, but since ARM depends on SPS, and SPS does 
not support Linux - it doesn't represent much of a solution.

• 4) Task management - All activities should be capable of "Execute Later". Currently all 
configuration and zoning tasks have to be executed imediately

• 5) Full alerting - we have many examples of inconsistencies between the alerts forwarded by the 
dial-home interface and those forwarded to ECC. Many serious alerts just aren't forwarded to ECC.

• 6) Support for reciept and forwarding of SNMP traps, or rather SNMP traps from fabric devices 
should generate real time ECC alerts, which after processing in ECC can be forwarded onto an 
Enterprise management architecture.

• 7) Event logging - all commands should spooled to syslog as well as the command log.

• 8) Command log - this should preserve tasks. Ie assignment of commands to a task list should be 
recorded, and when the tasklist is executed that should also be recorded. At present assignment of 
tasks to a tasklist is not recorded, and instead all commands in it are recorded as having been 
executed by the executor. Once the task list is deleted all references to it are lost.



NA ECC infrastructure

Symm Symm/SDM Agt CLAR CLAR Agt Total Arrays Oracle Oracle Agt Oth. DB CMA Agt Total DB SwitchesFCC Agt Celer Celerra AgHDS HDS Agt Host Agt WLA Agt Stores
390 51 3 18 2 69 300 117 435 235 735 0 0 0 0 0 0 1812 0 3
SWDC 14 1 16 2 30 54 21 71 56 125 0 0 0 0 3 1 787 0 1
Rutherford 40 3 25 3 65 319 82 809 204 515 0 0 0 0 0 0 1262 0 3
Silver Spring 29 2 10 1 39 123 117 95 99 218 0 0 0 0 6 1 1072 0 3
Solana 9 1 12 1 21 3 3 10 11 13 0 0 0 0 0 0 146 0 1
Tampa 0 0 9 1 9 101 26 22 17 123 0 0 0 0 0 0 164 0 1
Weehawken 16 2 4 1 20 51 65 58 42 109 0 0 0 0 3 1 406 0 3

7 159 12 94 11 253 951 431 1500 664 1838 0 0 0 0 12 3 5649 0 15

Current MO and Component Count
Site



Sample reports: Array Summary



Sample report: Chargeback by P&L



Sample report: Chargeback by LOB



Sample report: Chargeback by server



Sample report: Server summary



Sample Report: Server details


