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Legal Notice

Information contained herein is for Internal Use and may be used only for business
purposes authorized by Citigroup.

CITI, CITIBANK, CITICORP, CITIGROUP and the Umbrella Device are trademarks and
service marks of Citicorp and are used and registered throughout the world. Citibank,
Citicorp, Citigroup and their subsidiaries also claim rights in certain other trademarks
and service marks contained in these pages.

Contact

Please address any comments or questions regarding the information contained in this
document via email to the “*CATE Storage and Backup Engineering” distribution list.

Latest Versions

It is recommended that the latest version of the document be used from the CATE -
Storage _and Backup Engineering website. Newer versions may include expanded
scope, or comments on issues discovered after deployment.
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1. Introduction

EMC’s Secure Remote Support Gateway product provides a secure, IP-based,
distributed remote service support solution giving Citigroup control and visibility of
remote support access.

Simplicity — The Gateway solution consolidates access points for EMC support by
providing a uniform, standards-based architecture for remote access across EMC
product lines. The benefits include the elimination of modems and modem lines,
WWDS/CitiVPN/DialVPN connections, management of safeword tokens, Storage
Operations controlled authorization of access for remote support events, and
consolidated logging of remote access for audit review.

Improved Availability — Because the Gateway solution is built and supported by EMC,
problems can be resolved faster because a single vendor will now own all the pieces.
Also because fewer components are involved the risk of remote access malfunction
from mis-configuration of a component is reduced.

Security — The Gateway solution fulfils CISS requirements for authentication,
authorization and auditing.

o TLS v1.0 tunneling with Advanced Encryption Standard (AES) 256-bit SHA-1
data encryption

Bilateral authentication of digital certificate registration

X.509 digital certificates generation

ESRS IP Client authentication based on digital certificate at EMC

EMC-issued RSA SecurlD Authenticators for digital certificate registration
EMC-issued RSA SecurlD for user authentication Secure remote application path
using IP and port-mapping

o Access is restricted to authenticated and authorized EMC personnel

0 O O O O

The Gateway solution has been reviewed and approved by Remote Access
Engineering as well as Third Party Working Group (C3PAR).

1.1.Gateway Server

A Citi-supplied, dedicated server or pair of servers acts as the single point of entry and
exit for all IP-based EMC remote support activity. The ESRS Gateway Client functions
as communications brokers between the managed devices and the EMC Enterprise. All
communication with EMC initiates from the ESRS Gateway Client on port 443
outbound. The ESRS Gateway Clients are HTTP handlers. All messages are encoded
using standard XML and SOAP application protocols. ESRS Gateway Client message
types include:

o Device state “heartbeat” polling

EMC Secure Remote Support v2.28 - Solutions Guide 10



o Data file transfer
o User authentication requests
o Device management synchronization

The ESRS gateway will reside on the Citi Global Distributed Network (GDN). Via the
Gateway, status and alert notifications are sent out to EMC through a tunneled
connection inside an HTTPS session via Citi HTTP/HTTPS Proxy server. EMC remote
access activity (troubleshooting / maintenance) comes back through the tunneled
connection initiated from Citi.

1.2. ESRS Solution Architecture

The ESRS Gateway Client application architecture is a secure, asynchronous
messaging system designed to support the functions of secure encrypted file transfer,
monitoring of device status, and remote execution of diagnostic activities. This
distributed solution is designed to provide a scalable, fault-tolerant, and minimally
intrusive extension to your system support environment.

DMZ Network

I Web

Proyy server Extamal  EMC
{cpional)  Nrewall  fiEwall

Policy Manager

Amos Avemar  Colarre Comdoca CLARSON Connacrx Datz

sarvers

Redundant
Poilcy Manager
{optional)

£MC support analyst
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2. Prerequisites

2.1.EMC Checklist Questionnaire

Complete the “Gateway Pre-Site Checklist” (P/N 300-002-771) document. It can be
obtained from the CSBE ESRS website or EMC Customer Service. This document will
assist EMC and Citi personnel install EMC Secure Remote Support.

Engage EMC Customer Service (Customer Engineer) early in the planning process.

1.

2.

3.

2.1.1. Required

Site Information (Name, Site ID)

Storage products and serial numbers

Citi Proxy Server IP address (obtain from *CATE Network — Perimeter)
Storage IP address ranges, subnet masks and gateway IP

2.2.Firewall Rule Changes

A Firewall Request for the new ESRS IP addresses will be needed for storage
devices residing behind a firewall (CEP).

Engage EMC CE for assistance with the ESRS installation portion. There are
steps only EMC can execute.

Post installation: On all the Symm products, an EMC CE will need to be engaged
to modify ConnectEMC to point to the new ESRS GW IP addresses. Also, any
left over Connectrix Mgr applications will need to have their ConnectEMC
modified.

2.3.Gateway Server Requirements

2.3.1. Software (Windows 2008)

e Windows Server 2008 R2 Standard x64 Edition SP1
e 1IS 7.5 TPM Packages in this order:
o (1) CITI_WIN_x64_IIS_Installation_01
o (2) CITI_WIN_x64_lISBaseSecSetting_01
o (3) CITI_WIN_x64 IIS_HFPackage_ 01
= ]IS can be installed on the D:\drive
= Configure IIS (Instructions in the 1IS 7.5 Installation section)
= After ESRS is installed, configure SMTP Server in IS
= Note: If you already have storage devices and they are
configured to send alerts to the Gateway via port 3325, then
add port 25 to the ESRS SMTP server. ESRS will listen on
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both port 3325 and port 25. Any new arrays can be
configured to use ESRS GW on port 25.
See Section 9: Device Deployment for more information on
adding devices.

e .NET Framework 3.5 or greater (Required prior to installing ESRS)

e Microsoft Visual C++ 2005 SP1 Runtime Library

2.3.2. Hardware

Processor: 2.5 GHz or greater (Dual preferred)

Memory: 2 GB RAM minimum (3 GB recommended)

Communication: 10/100 NIC (1 GB preferred by EMC)

Storage: 1GB available for installation (40 GB or larger recommended)

Network: Gateway should reside on the Global Data Network (GDN) with

access to the EMC devices residing behind a firewall, Citigroup Extranet

Platform (CEP). See Section 14 for required firewall ports

e EMC does not recommend running the Gateway server on a shared
server. Note: To reduce the cost of implementation at Citigroup, CSBE
has tested and certified the Gateway server to run on servers running
SANScreen server

e VMWare: ESX 2.5.2 or later, Minimum 15 GB patrtition size; 2.2GHz virtual

CPU; 1 GB memory (2 GB recommended, 2-3 GB preferred)

2.4.VMware ESX Support Statement
EMC supports EMC Secure Remote Support Gateway on VMware ESX Server.

Note: The ESRS Gateway client cannot be moved with VMware VMotion due to RSA
Lockbox restrictions.

CSBE does not recommend installing ESRS on ESX servers which reside on EMC
storage or are SAN attached. Reasoning: If the EMC storage or the SAN were to go
down, then ESRS would not function and EMC would be unable to receive alerts or
connect remotely to provide support. For this reason, CSBE recommends that ESRS be
installed on ESX running on NAS storage where available.

2.5.11S 7.5 and SMTP Installation
Install the 1IS TPM packages as instructed below on each ESRS Gateway Server before
installing the ESRS Gateway software. [IS can be installed on the D:\drive. The
installation will require adding the SMTP server.

1. Install the IIS 7.5 TPM Packages
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On the new W2k8 server, install the following 1S 7.5 TPM packages in this order. The
server will reboot after each package is installed (BE PATIENT).

A. CITI_WIN_x64_1IS Installation_01
B. CITI_WIN_x64_lISBaseSecuSetting_01
C. CITI_WIN_x64_lIS_HFPackage_01

2. Configure IIS with SMTP Server
IS 7.5 doesn’t come with a built-in SMTP Server like 1IS 6.0; it has to be added in.

A. Launch Server Manager by clicking Start / Administrative Tools / Server

Manager. From the left pane, click on “Features”. From the right pane, click
on “Add Features”.

E,= Server Manager

=1 B3

File Action View Help
&= |%[mH
= 5 Roles

[ ¥ web Server (I15) =

|:
il Features r View the status of features installed on this server and add or remove features,
[ m Diagnostics &

(=) f} Configuration
# (5 Task Scheduler

& 9 Windows Firewall with Adve ~! Features Summary E Features Summary Help
5k Services =
ﬂﬁ WMI Control ~ Features: 5 of 41 installed &> Add Features
[ # Local Users and Groups &5 Remove Features
& &3 Storage Remote Server Administration Tools
Role Administration Tools
Web Server (IIS) Tools
SNMP Services
SNMP Service
SNMP WMI Provider

Windows Process Activation Service
Process Model
MET Environment
Configuration APIs

‘Windows Server Backup Features
‘Windows Server Backup
Command-line Tools

.NET Framework 3.5.1 Features
MET Framework 3.5.1

B

'Z‘ Last Refresh: Today at 6:13 PM  Configure refresh
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B. Check the “SMTP Server’ box and select Next

=0

E4n  Select Features
@l /g

[C] LPR Port Monitor
® [ ] Message Queuing
[] multipath 1j0
["] Network Load Balancing
[7] Peer Mame Resolution Protacol
D Quality Windows Audio Video Experience
[ Remote Assistance
[] Remote Differential Compression
@ [E Remote Server Administration Tools (Installed)
D RPC over HTTP Proxy
[] simple TCP/IP Services

& 5 Se (Installed)
D Storage Manager for SANs
["] Subsystem for UNIX-based Applications
[] Telnet Client
[] Telnet Server

["1 TFTP Client =
< | »

More about features

= Previous l fext > I

Features Select one or more features to install on this server,

Confirmation Features: Description:

Progress L] Internet Printing Client _AJ SMTP Server supports the transfer of
e-mail messages between e-mail

Results ["] Internet Storage Name Server systems.

Install | Cancel I

C. SMTP requires additional Role Services. Expand the plus sign to view them,

then click on “Add Required Role Services”.

="

W Select Features
ol /]

Select one or more Features to install on this server.

Confirmation Faahrac

s infrastructure.
[= 1S 6 Management Compatibility : e

1IS & Management Console
= Web Server
[zl Health and Diagnostics
0DBC Logging
= Remote Server Administration Tools
[= Feature Administration Tools
SMTP Server Tools

Add Features Wizard =

Nacrrintinn:
Progress Add Features Wizard [ X] I_TL
o3l 'J Add role services and features required for SMTP Server? e
i g
~ Youcannot install SMTP Server unless the required role services and features are also installed. GICSS;
. . 3l
Role Service: Description: ) ) lamless
B ] Web Server [IS] provides a reliable, d
=) Management Taols manageable, and scalable Web application ange of

Add Required Role Services I

Cancel

=~ ; :
(i) Why are these role services and features required?

4

TIOrE JU0UC TESTUres

= Previous [dext =

Install I Cancel I
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Click Next on the Select Features dialog box.
Add Features ard

-
;% Select Features
0 |

Web Server (115)

Role Services
Confirmation
Progress

Results

Select one or more features to install on this server.
Features: Description:

L] Internet Printing Client ;] SMTP_ Server supports the transfer of
e-mail messages between e-mail
[: Internet Storage Mame Server systems.
[] LPR Port Manitor
® [ ] Message Queuing
[] multipath 170
[] Network Load Balancing
[] Peer Name Resolution Protacol
[] Quality Windows Audio Yideo Experience
[: Remote Assistance
[] Remote Differential Compression
# [@ Remote Server Administration Tools (Installed)
[ RPC over HTTP Proxy
[[] simple TCP{IP Services

o] MP
L Storage Manager for SANs

[] subsystem For UNIX-based Applications
[] Telnet Client

[] Telnet Server

["1 TFTP Client as
< [ »

More about features

{ ed)

l Next = I Install Cancel

D. Click next on the Web Server (11S) dialog box

™

%EE' Web Server (IIS)

0 {

Features

Role Services

Confirmation
Progress

Results

Introduction to Web Server (1IS)

‘Web servers are computers that have specific software that allows them to accept requests from client
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets, The Web Server role includes Internet Information Services (I15) 7.0, a unified
Web platform that integrates IIS 7.0, ASP.NET, and Windows Communication Foundation, IIS 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Things to Note

Using Windows System Resource Manager {WSRM) can help ensure equitable servicing of Web server
traffic, especially when there are multiple roles on this computer,

The default installation For the Web Server (IIS) role includes the installation of role services that enable
you ko serve static content, make minor customizations {such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

ional Information

w of Web Server (I15

Overview of Available Role Services in 115 7.0
115 Checklists

Common Administrative Tasks in 115
Overview of WSRM

Ovel

< Previous | RMext = I Instal| Cancel
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E. Since IIS 7.5 doesn’t come with SMTP, SMTP has to be managed by the IIS

6.0 management Console.
Under Role Services, scroll down to Management Tools/IIS 6 Management
Compatibility. Check the boxes below if they are not already checked.

Click Next.
[pagreotureswicrs @

=}
% Select Role Services

Features Select the role services to install for Web Server (11S):
Web Server {II5) Role services: Description:
5 T ‘Web Server provides support for
[ Dlgest Auth?ntlcatlon < > z' HTML Web sites and optional support:
Confirmation [[] Client Certificate Mapping Authentication for ASP.NET, ASP, and Web server
b [] 115 Client Certificate Mapping Authentication extensions. You can use the Web
o= [] URL Authorization Server to host an internal or external
Results Request F ‘Web site or to provide an environment

for developers to create Web-based

P A
applications.

= [@ Performance (Installed)
Static Content C
O Dynamic Content Compression
= [E Management Tools {Installed)
T nagement Consol

I

[: Management Service

= [E] 115 6 Management Compatibility (Installed)
2 i

115 6 e C

i

&/ 115 6 WMI Compatibility
&/ 115 6 Scripting Tools
[¥] 115 6 Management Console
= [] FTP Server

[ FTP Service

["] FTP Extensibility =

More about role services

< Previous | Mext > I Install | Cancel l

F. Click Install to complete adding in SMTP and the IIS 6.0 Management

Console.

5

-:l%;:k Confirm Installation Selections
@

Features

To install the following roles, role services, or features, click Install.
‘Web Server (115}

(i) 2 informational messages below

Role Services

ki,‘ This server might need to be restarted after the installation completes.

Progress ~) Web Server (IIS)

Results \i‘ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize CPU
usage

Web Server
Health and Diagnostics
ODBC Logging
Management Tools
1IS 6 Management Compatibility
115 6 Management Console

~ Remote Server Administration Tools

Feature Administration Tools
SMTP Server Tools

SMTP Server

Print, e-mail, or save this information

< Previous Next l Install I Cancel
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Add Features Wizard

E‘ Installation P
el nstallation Progress
914

Features

Web Server (1IS)

The following roles, role services, or features are being installed:

Web Server (1IS)
Role Services

Remote Server Administration Tools

SMTP Server

Confirmation

Results

|
Installing...

“

< Previous | fiext » | Install | Canicel I

G. Installation complete, click Close (warning that Automatic Updates is not

enabled).
Add Features Wizard [ X}
=

= )
4 Installation Results
9

Features . , .
The following roles, role services, or features were installed successfully:
Web Server (115}
5 /1 1 warning message below
Role Services
Confirmation

1, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

~ automatically updated, turn on Windows Update in Control Panel.
Progress

~! Web Server (IIS)

Q Installation succeeded
The following role services were installed:
Web Server
Health and Diagnostics
ODEC Logging
Management Tools
1IS 6 Management Compatibility
115 6 Management Console

~) Remote Server Administration Tools ‘{l' Installation succeeded
The following features were installed:
Feature Administration Tools
SMTP Server Tools

SMTP Server '@' Installation succeeded

Print, e-mail, or save the installation report
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H. Scroll down throu%h the Features, to verif¥ added features.

Fle Acton View Help ‘
*=|mH . ‘
= B’ Roles S
= @3 Web Server (II5) -
= @i Features & Get an overview of the status of this seever, perform top managament tasks, and add or remove sarver roles and features,
= 3 Diagnostics
= ) Conf n - -
_1: co r’:::as(:mmu EU Jerver (D) 2 Remove Roles :’
= @ Windows Frewal with Adve
£, Services
24 v ool ~ Features Summary [ reatures summary Help
% & Local Users and Groups =
# 9% Storage ~ Features: &of 41 instalied & Add Features
8 Remove Festures
Remote Server Admiristration Tools
Role Admiristration Took
Web Server (II5) Tocls
Feature Administration Tocls
SMTP Server Tooks
SMIP Server
SNMP Services
SNMP Service
SNMP WML Provider
‘Windows Process Actrvation Service
Process Model
MNET Envronment
Corfiguration APls
Windows Server Backup Features b
Windows Server Backup
Command-ine Tocls
NET Framework 3.5.1 Features
MET Eramewark 3.5.1
~ Resources and Support ﬂ Resources and Support Help __I
1 | ] |53 Last Refrosh: Today at 6:26PM  Canfigure refresh

I. The SMTP service is set to Manual startup, by default. Open Services and set
SMTP to Automatically startup.

Simple Mail Transfer Protocol (SMTP) Propetties {Local Computer) [E3

General I Log On | Recovery | Dependencies |

Service name: SMTPSYC
Display name: Simple Mail Transfer Protocol (SMTP)

Description:

Transports electronic mail across the network. :]
=

Path to executable:
C:3Wwindowshsystem32\inetsrviinetinfo. exe

Startup type:

Help me configure service startup options.

Service status:  Started

Start l Stop | Pause Fesume
You can specify the start parameters that apply when vou start the service
from here.
Start parameters: I

oK I Cancel Apply
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J. To create shortcuts on the desktop for 1IS 6.0 Manager and the 1I1S 7.5
Manager, select Start / Administrative Tools, right click on 1IS 6.0 Manager
and IS 7.5 Manager and send them to the desktop. Use the IIS 6.0 icon to

manage the SMTP configuration.

td

Internet
Informatio. ..

ESRS Gateway is ready for installation.
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3. High Level ESRS Installation Process on Windows 2008

To assist in determining what needs to done, this section was added to give a high level
of the steps you need to perform after the prerequisites are met.

Note: Engage EMC CE for assistance. There are steps only EMC can execute.
3.1. ESRSv2.24 for Windows 2008
Installation of ESRS is allowed on a D:\ drive.

1. From the OIld Primary GW, document the current ESRS settings. Launch the
“Configuration Tool” and document Site ID, Proxy address, port (should be 8080)
and storage devices and their IP addresses.

2. From the New Primary GW (W2K8) with [I1S7.5 installed and configured, install
ESRS v2.24 W2k8 software via TPM package
CITI_WIN_2K8_ SecureRemoteSupport_224 01 on the new W2k8 Primary GW
server. The package will install the installation files into C:\ESRS_v2.24). With an
EMC CE available, follow the instructions in the ESRS v2.24 Installation section.

3. EMC CE will add the New Primary GW to the cluster and sync it with the Old
Primary GW.

4. Configure IS SMTP.

5. Install the ESRS v2.24 on the New Secondary GW (W2K8) and sync it with the
New Primary GW.

6. Configure IIS SMTP.

7. Modify Symmetrix products ConnectEMC to point to new ESRS GW IP
addresses. Coordinate with EMC. An EMC CE will perform this task.

8. When ready, Before de-installing and powering off the Old GW servers (Windows
2003 Server), EMC CE will have to break the cluster relationship and take the
Old GW'’s offline, then you can perform a clean uninstall using the PVT Tool.

3.2. ESRSv2.28 Patch
After installing and configuring ESRS v2.24, install the ESRS v2.28 Patch. Details are in

“Section 22: Appendix M”. If ESRS v2.24 is already installed and configured, proceed to
Section 22 and install the v2.28 patch.

4. ESRS Detailed Installation Steps on Windows 2008

Installation of EMC Secure Remote Support is an interactive process and requires EMC
assistance. During the install process there is Secure FOB information that EMC will
have to enter to complete the installation.

ESRS v2.24 is in TPM package CITI_WIN_2K8_ SecureRemoteSupport 224 01. The
package will install the files required to perform the installation of ESRS IP Client v2.10.
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4.1. ESRSv2.24 package installation
On the new W2k8 server, install the ESRS v2.24 package from TPM package
CITI_WIN_2K8_ SecureRemoteSupport_224 01

The package will install the files required to perform the installation of ESRS v2.24 into
directory C:\ESRS v2.24.

4.2.Gateway Server Installation
The Gateway installation is performed by a Citi SA and EMC. During the installation
there will be places where Citi will need to provide input and other places where EMC
will provide input. The next sections list the points of interest.
NOTE: With ESRS v2, EMC utilizes a Provisioning Tool to install the Gateway.
4.2.1. PVT (Provisioning Tool) Installation

1. Install the Provisioning Tool using the PVTInstaller (Run as Administrator) in the
directory C:\\ESRS v2.24.

G\ )’ ‘ v Computer v SYSTEM (C:) » ESRS_v2.24 ~

Organize v  Includeinlibrary v  Sharewith v  New folder

- -
=170 Favorites =1 MName

B Desktop @ ESRSLocalPackage64

& Downloads 1, install_gateway-20130826160000-2.24.00.06
| Recent Places

:‘f'x PYTInstaller
=] g Libraries : Readme
® | &| Documents 13' Setup
= { Music
[# || Pictures
3} E Videos

=78 Computer
=&, SYSTEM(C:)

[+ apps_srv

2. Installation script begins. Hit any key to continue.
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CHECK RUNNING PROCESSES

3. To continue with the PVT installation, click Next.

{& EMC ESRS Provisioning Tool 5 =]

Welcome to the EMC ESRS Proyisioning Tool 2
Setup Wizard EMC

where information lives

The installer will guide you through the steps required to install EMC ESRS Provisioning Tool on your
computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel l l Next > I

4. Select “l Agree” and click Next.

{8 EMC ESRS Pro g Tool 5 [

License Agreement EMCZ

where information lives®

Please take a moment to read the license agreement now. If you accept the terms below, click "
Agree", then "Next". Othenwise click "Cancel".

EMC Secure Remote Support (ESRS) Software ﬁl
License Agreement
IMPORTANT - PLEASE READ CAREFULLY

This EMC Secure Remote Support (ESRS) Sofiware contains computer programs
and other proprietary material and information, the use of which is subject to and
expressly conditioned upon acceptance of this EMC Secure Remote Support
(ESRS) Sofiware License Agreement.

Thic FAM( Secure Remate Simnort (FSRSY Safiware Ticence SAoveement fﬂw.v—'

" | Do Not Agree | Agree

Cancel l < Back I Next > |

5. Choose your installation drive (D:\ drive is allowed) and click Next.
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Select Installation Folder EMC2

where information lives®

The installer will install EMC ESRS Provisioning Tool ta the following folder.

Tao installin this folder, click "Next". To install to a different folder, enter it below or click “Browse".

Folder:

CAEMCAESRSAPyy Browse...
Disk Cost...

Install EMC ESRS Provisioning Tool for yourself, or for anyone who uses this computer:

& Everyone

 Justme

Cancel < Back | Next > I
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6. Confirm installation and click Next.

{i EMC ESRS Pr

EMC

where information lives®

Confirm Installation

The installer is ready to install EMC ESRS Provisioning Tool on your computer.

Click "Next" to start the installation.

Cancel | < Back | Next > I

7. Installation complete. Click Close

{& EMC ESRS Provisioning Tool IS B3

EMC

where information lives*

Installation Complete

EMC ESRS Provisioning Tool has been successfully installed.
Click "Close" to exit.

8. Open the Readme from C:\ESRS_v2.24.

0\ /“ | |~ Computer ~ SYSTEM(C:) - ESRS_v2.24 ~

Organize ¥ J Open ¥  Print  New Folder
- A
 Favorites = e
I Desktop B)EsRSLocalPackagesd
§ Downloads

1, install_gateway-20130826160000-2.24.00.06
1l Recent Places

;‘f\ PYTInstaller
s Libraries

| Documents
d Music

|| Pictures
B videos

n%l Setup

1% Computer

&, svsTEM(C:)
apps_sty
EMC
ESRS_v2.24
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9. Review the Readme text document

#lReadme - Notepad - (O]
File Edit Format View Help
[ESRS Gateway Local Package Installation =

1) Follow the CATE Storage Engineering documentation. You'll bhe instructed when to execute the following.

2) Run PvTInstaller.exe. This will either install the newest version of the PvTool or upgrade an
existing version on the Gateway system.

3) The prerequisites for local Package Installation are
a) A registry entry, HKLM->Software -> EMC ->ESRSInstall -» locakPackage(l).This can be added hy
executing "ESRSLocalPackage¥.reg" file.
For 64 bit systems - B8 TN CEEECEEMEEE <--—- For w2k8 R2 64-hit

b) The install bundle must be in the same directory as the installation directory of PvTool.The
name of the install bundle must be of the format "install_gateway-20130826160000-2.24.00.06.zip".

4) proceed with the installation instructions.

]

10.Double click the 64-bit registry file, (ESRSLocalPackage64.reg) to make the

entry in the registry that will force the Provisioning Tool (PVT) to use version 2.x

from our local directory.
Wesrsvezs |

GK ) |17+ Computer + svsTEm(C:) - EsRS_v2.24 -

Organize ¥ @ Merge ¥  Print  New folder

Mame ~

|»

 Favorites
B Desktop
@ Downloads

1, install_gateway-20130826160000-2,24.00.06
T PyTInstaller

=1l Recent Places

4 Libraries | Readme
<] Documents 5 setup
ﬂ Music
=/ Pictures

¥ videos

18 Computer
& SYSTEM(C)
apps_stv
EMC
ESRS_v2.24

11.To modify the registry, click “Yes”.

!‘. Adding information can unintentionally change or delete values and cause components to stop working

. correctly, If you do not trust the source of this information in
CATEMP\ESRSv2.24_InstalllESRS_v2.24_W2ka\ESRSLocalPackage64.req, do not add it ko the
registry.

Are you sure you want ko continue?

Click OK to complete the registry modification.

@Registry Editor

‘0‘, The keys and values contained in
g CATEMPI\ESRSv2.24_InstallESRS_v2.24_W2k8\ESRSLocalPackageé4.reg have been successfully
added to the registry.
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12.Copy the gateway zip file: install_gateway-20130826160000-2.24.00.06.zip
from directory C:\ESRS_v2.24 to the PVT directory (installdrive:\EMC\ESRS\Pwt).

The zip file MUST be in the PVT directory prior to ESRS GW installation.
ewe |

é(“)c | ~ Computer v SYSTEM{C:) » EMC v ESRS ~ Pvt ~

Organize v - Open v Mew folder

2] Name ~

o Favorites
B Desktop {56bb2d7f-5cff-4bf0-bd04-aald401cad4e}
4 Downloads ] configuration

il Recent Pl
o) HECEn. YRS () configuration_int1

|| configuration_Perf

- Libraries
3 Documents |2 configuration_Prod
d Music || configuration_ga0
k| Pictures || configuration_Stg
8 videos 7] EsRsInstal
- Computer 5
2 | license.pdf
& svstEm(cy) 2 Provisons
apps_stv “f ProvisioningTool
EMC — T pvtool
ESRS || pvtoolerrors
CECT %] We2KsSp1RtCheck.dil
Gateway
Pyt

4.2.1. Gateway Installation via PVT
ESRS is installed using the PVT Tool (Provisioning Tool)

1. From installdrive:\\EMC\ESRS\Pvt, launch the Provisioning Tool and proceed with
the install. NOTE: Due to MS UAC, the Provisioning Tool MUST be run as
Administrator. (Right click on the Provisioning Tool executable and select “Run

as administrator”).

B\
Fle Edt View Favortes Toos Help | "
Qeack - ) - (¥ | PO search ‘ Faders | (3 0 X 9| @-
Agdress| 3 CAEMCIESRSIPYE 8=
Folders X | [Name =~ | size | Type [ Date Modfied
=) 2.06.04_patch = configuration.xml KB HML Document 8i29i2011 L0:54 AM
) 2,08.00.08patch nfiguration_int1. <l 1KB HML Document BiL1j2D11 L0:41 AM
) 2,10 patch nfiguration_Pef.xml 1KB HML Document BiL1j2D11 L0:41 AM
= nfiguration_Prod ximl 1KB HML Document BiL1j2D11 L0:41 AM
) Documents and Settings = configuration_qad. <l 1KB HML Document BiL1j2D11 L0:41 AM
5 5 enc = configuration_Stg.xml 1KB HML Document BiL1j2D11 L0:41 AM
B 5 Esks [ icense pof 67 KB PDF Fils Bi11j2011 10:41 AM
53 PolicyManager T & 8,144 kB Application BiLL2DLL L0:44 AM
1 Pot 'f\ pvtaol.ico 23KB Icon BIL12011 10:41 AM
) Pot-normal = putaclerrors.xml KB XML Document BiL1j2D11 L0:41 AM
(%) ESRS_CLIENT BACKUP %] yezKsspiRKCheck.dl 6KB Application Extension  8{L1{2011 10:41 AM
= EsRs-aw BIESRSLocalPackagesd.reg 1KB Registration Entriss  §/17j2011 10:27 AM
= 186 [ install_gateway-2011110813... 16,302KB  Compressed (zppe...  BiLL{Z011 45 PM
) Inetpub ) Readhe.tit 1KB Text Document 8iL7j2011 L0:57 AM
) Program Files BIESRSLocalPackagedz.reg 1KB Registration Entriss  §/1/2011 4:17 PM
) support —
) tehive
) waksspex
=) winbows
) wmpub
] % BACKDRIVE (D)
£ 127-ad-PM -dead
() 3616d24d5dB9Pf037a237 k529916
5 031610-RC3
=) C++ Studio
= del
() Download 2
| Ll e
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2. To begin the installation, click Next

R EMC Secure Remote Support Provisioning Tool 2.26.00.00 =]

Welcome to the EMC Secure Remote Support — IP E MC2
Solution (ESRS-IP) Provisioning Tool

where information lives’

Welcome to the ESRS-IP Provisioning
Tool

The ESRS-IP Provisioning Tool is a robust solution
that allows you to install and uninstall
A an ESRS Gateway Client.

Click Next to continue.

< Back | Next > I Cancel

3. FTP is not allowed from Citi. Click OK (Same as prior ESRS installation, FTP
was disabled).

% Provisioning Tool

FTP Services are not present, connect home messaging for any EMC Devices requiring
FTP will not be successful, Select OK to proceed with the Gateway Software installation

4. Pre installation checklist. Review and click Next

%R EMC Secure Remote Support Provisi

ing Tool 2.26.00.00 [_ [ x]

Install ESRS-IP Gateway Client. EM(:2

where information lives

The following is a pre install check list that was performed on your system. The items
marked as failed will prevent you from running this tool.

User has Administration rights Passed =
ESRS Client is not installed on this system. Passed
HTTPS port 443 is in use. Passed
Microsoft Visual C++ 2005 SP1 runtime library is installed. Passed
FTP service is not installed. Warning
SMTPService is installed Passed
HTTPService is not installed Passed
IISAdminService is installed Passed
adsutil.vbs script is accessible Passed
EMC ESRS Client Service is not installed Passed
.Net 2,0 Framework is installed. Passed
Machine supports S5E2 Instruction. Passed
Free diskspace on folder <C:\EMCIESRSIPyE> is <31851 >MB
Application requires 100MB of free diskspace Passed
Install folder is <C:\EMC\ESRS\PvE> L]
User does have write permission, Passed =

< Back I Next > | Cancel I
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5. Fill in Proxy information.

Proxy: Yes

Proxy Type: HTTP

IP/DNS: webproxy.wlb2.nam.nsroot.net or whatever proxy you use in production
Port Number: 8080

R EMC Secure Remote Support Provisioning Tool 2.26.00.00

Customer Proxy Configuration EMQC

where information lives’

1f you are not using a proxy server configuration, please click Next to continue.

Do you want to use a proxy server to connect to EMC? " No & Yes
Select a praxy server type T e

Enter proxy server parameters

1P Address / DNS Name [ webproxy.wib2.nam.nsroot.net

Port Number [s080l

I~ Proxy server authentication required?

< Back | Next > Cancel

6. Enter EMC SecurlD credentials (EMC CE completes this information)

R EMC Secure Remote Support Provisioning Tool 2.26.00.00

2
Login Credentials to Permit Software Download EMC

where information lives

Enter your EMC SecurID username and passcode (pin + token code).

Username ||

Passcode [

<Back | Hext > Cancel

7. Enter the Site ID where the Gateway will be installed and click Next

R EMC Secure Remote Support Provisioning Tool 2.26.00.00

Verify CSI Party Number /Site-ID EM(:2

where information lives’

Enter the Customer Party Number/Site-ID for the physical location of the ESRS Client server.

Party Number/Site-ID ||

< Back | Hext > Cancel
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8. The Provisioning Tool contacts EMC Enterprise and verifies the site is eligible for
the Gateway install and retrieves the serial number to be used by this Gateway
(not displayed).

%R EMC Secure Remote Support Provisioning Tool 2.26.00.00 =

Validate Site Information EM(:2

where information lives

Yalidate that the site information is correct. If correct, click Next. If the Party Number/Site-ID
is incorrect, click “Back” and verify the Site-ID. If the returned customer information is
incorrect, please contact EMC.

Customer Information

Party Number/Site-1D. [4109954

Customer Name [c

Address [2 RGE RD BLDG A FL 3
City [warren

State/Province Jma

Country Jus

<Back | Next > | Cancel

9. The Provision Tool runs a Pre Installation Check. Since this is fresh install, no
previous version will be found. Click Next.

R EMC Secure Remote Support - IP Provisioning Tool: Gateway Client 2.24.00.06

Prelnstallation Check E M(:2

where information lives

ESRSClient Prelnstallation Check Summary

No Previous ESRSClient Installation Found.

< Back [ Nexts> | Cancel
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10. Select the install directory (Drive C:\ or D \)

R EMC Secure Remote Support - IP Provisioning Tool: Gateway Client 2.24.00.06

Installation Directory E MCz

where information lives’

Select the installation directory for the ESRS-IP Gateway Client.

r—Install Directory

[cAEmaiEsrs Browse...

Manual configuration will be required if you chaose a non-default drive or directory structure.

< Back | Next> I Cancel

11.Unzips local bundle and installs the files in the designated directory.

"R EMC Secure Remote Support - IP Pro Tool: Gateway Client 2.24.00.06

Installing... E IVIC2

where information lives

Installation in progress.

Da ot close this window.

Unzipping files to directory C:\EMCIESRS ...

12%

< Back | Next> l Carice|

12.The installation warns that FTP is not detected This is ok. Click OK.

X EMC Secure Remote Support - IP Provisioning Tool: Gateway Client 2.24.00.06

Installing... E MC2

where information lives

Warning: The ESRS-IP Gateway installer has detected an FTP site that the FTP version
’ % configured on this machine does not meet the pre requisites for auto configuration. The
preferred FTP version on Window 2008 R1/R2 is FTP 7.5, This will prevent auto
configuration of the FTP site information for the ESRS-IP Gateway solution, Please refer
to the Operations Guide to confirm that the current configuration meets ESRS-IP
Gateway FTP guidelines and for instructions on how to manually configure FTP.Failure to
manually configure these directories may result in lost call home files and may impact

support.

< Back: I ext> I Cancel
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13.The installation completes. Check the box to “Launch the Configuration Tool”.
Click Finish.

& EMC Secure Remote Support Provisioning Tool 2.26.00.00 =

Installation Complete E M(:2

where information lives’

Installation Successful!

‘You may now utilize the ESRS-IP Configuration Tool for additional configuration and for initiating the EMC
device deployment process.

[V Launch ESRS-IP Configuration Tool

< Back I Iext > l Finish I

14.The Configuration Tool is launched. Verify that you have a connection to EMC
Enterprise.
Click Refresh as needed

oy ESRS-IP Configuration Tool 2.24.00.06 [2]x

Client Version: 2,24.00.06
Serial Number:ESRSGW_4109954_13100911385485 E MC2
Configuration: ESRS-GW

‘where information lives
Install Directory: C:EMCIESRS

Status | ManagedDevices | ProxyServers | Policy Manager | Services | RemoteSessions | Logs |

ESRS-IP Client Connectivity to EMC Enterprise

Connecting to [esrs-core.emc.com on port 443.

Connectivity status ][;mngcted,
Customer Proxy
Server

Policy Manager  [Disabled.

[Enabled, HTTP 1P:webproxy.wib2.nam.nsroot.net port 8080.

SsL [Enabled, strength AES256-SHA.

Certificate [Enabled, supported true.

AvgHe Response 0,591 seconds

Cluster Info [standalone

Information refreshes every 30 minutes.

To refresh immediately click 'Refresh’ button. wed Oct 9 13 11:46:04
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15.Click on the “Managed Devices” tab. You will see “No device” until EMC adds
this new Gateway to the cluster and syncs it with one of the old Gateways.

4 ESRS-IP Configuration Tool 2.24.00.06

Clier : 2,24.00.06

1ESRSGW_4109954_13100911385485 E MC2
: ESRS-GW

where information lives
Install Directory: C:EMC\ESRS

Status  ManagedDevices | Proxy Servers | Polcy Manager | Services | Remote Sessions | Logs |

~Managed Devices Table
Serialtumber /| Model [ 1P Adcress
| 1Mo device
4 | i
Fadd | Pedt | = remove|
Information refreshes every 30 minutes, History. | Request Update | Refresh |
To refresh immediately click Refresh’ button. Wed Oct 913 11:46:04

16. After they are synced (may take several minutes), all of the devices will show up.

4 ESRS-IP Configuration Tool 2.24.00.06

Client Version: 2.24.00.06

Serial Number:ESRSGW_4109954_13100911385485 E M(;‘2
Configuration: ESRS-GW

where information lives
Install Directory: C:EMCIESRS

Status  ManagedDevices | Proxy Servers | Policy Manager | Services | RemoteSessions | Logs |

~Managed Devices Table
Serial Humber Model [ P Address -
1 [/ /05PSADION000077-1 RECOVERPOINT Y& 10.40.60.120
ZQ;/ 0SPSAAD10000498-1 RECOVERPOINT Vi 10.40.60.111
3 |« OF40738026 DATADOMAIN ™ 10.40.44.187
Z\*;{ 128767337644BAD... AVAMAR ™ 10.40.53.70
5 |of 128768677744BAD... AVAMAR L 10.40.53.71
6—\*// 1320694482782BC... AVAMAR ™ 10.40.60.87
7_ Q// 1374854951001E6... AVAMAR ™ 10.40.53.91
B—\*ﬁ/ 1F41524636 DATADOMAIN W 10.40.60.45
z o/ 1FA0744673 DATADOMAIN " 10.40.44.188
10 o/ 2FA1733177 DATADOMAIN W 10.40.44.138
—],—LFQ/ APMO00B3300134-4  CLARIION L 10.40.43.115 _J:J
< >
Fadd | Pedt | = remove|
Information refreshes every 30 minutes. History | Request Update | Refresh ]
To refresh immediately click 'Refresh’ button, Wed Oct 9 13 11:53:24

17.Repeat this procedure for the second Gateway Server on Windows 2008

5. Configure ESRS for SMTP (Post ESRS install)

When ESRS was initially deployed at Citi, there was a particular Citi business that
would not allow an SMTP service to listen on port 25, unless it was a Citi Mail Server.
That business unit is no longer part of Citi. That allows us to add port 25 to our ESRS
IS SMTP configuration.

The significance of this is that several products couldn’t be modified to send to SMTP
3325, so they had to be sent to a Citi Mail server port 25. There have been some

instances of dropped messages and EMC wouldn’t be aware of it. If there were dropped
messages going through ESRS, EMC would be alerted.

Products that can be changed to point to the ESRS Gateway address for port 25:
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e Clariion and Celerra
e New Symmetrix arrays will be configured to for ESRS on port 25
e New EDL arrays will be configured to for ESRS on port 25

Products requiring no change
e Existing Symmetrix arrays will continue to use ESRS on port 3325
e Existing EDL arrays will continue to use ESRS on port 3325
e EXxisting McData switch will continue to use ESRS on port 3325

Products that will continue to use the Citi Mail server
e Centera and Avamar send health check reports. They must continue to use Citi
Mail server to allow distribution of the health check reports.
e Data Domain does not support call home via the ESRS GW

e Cisco switches (via DCNM)

Storage Current CallHome Future CallHome Action Required
Device Notification Notification
CLARIiON Citi Mail Server port 25 ESRS GW port 25 Change devices to point to
the ESRS GW Servers
Celerra/VNX Citi Mail Server port 25 ESRS GW port 25 Change devices to point to
the ESRS GW Servers
Cisco (via Citi Mail Server port 25 No change, continue with current None
DCNM) configuration (Non-ESRS). For the
DL'’s to get the daily reports,
notifications have to be sent via
Citi Mail Servers.
Centera Citi Mail Server port 25. No change, continue with current None
Device sends daily health | configuration (Non-ESRS). For the
reports via email to EMC DL'’s to get the daily health
and Citi Distribution Lists reports, notifications have to be
sent via Citi Mail Servers.
Avamar Citi Mail Server port 25. No change, continue with current None
Device sends daily health | configuration (Non-ESRS). For the
reports via email to EMC DL’s to get the daily health
and Citi Distribution Lists reports, notifications have to be
sent via Citi Mail Servers.
Data Domain CallHome not currently EMC is getting a target date for TBD
supported via ESRS Call[Home support via ESRS
Symmetrix ESRS GW over port 3325 | ESRS GW port 3325 and port 25 None.
Existing arrays will continue to
use ESRS GW'’s over port 3325.
New arrays will be configured to
use ESRS GW over port 25
EDL ESRS GW over port 3325 | ESRS GW port 3325 and port 25 None.

Existing arrays will continue to
use ESRS GW'’s over port 3325.
New arrays will be configured to
use ESRS GW over port 25

Note: See Section 9 or the individual products Solution Guide for modifying storage
products to use ESRS SMTP port 25
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5.1. SMTP Configuration

NOTE: The SMTP server can be configured to listen on the default port (25) for newly
added storage devices and on port (3325) for older storage devices previously

configured to use that port.

Configure the SMTP server as follows:
1. From the IIS 6.0 Management console, right click on the ESRS Gateway SMTP
Server and select “Properties”

[ Internet Information Services (IIS) 6.0 Manager

‘fg File Action View Window Help

=
—

o

=

Brsl» man

?g Internet Information Services

[ % ESRS Gateway SMTP S

% Domains

ﬁ Current Sessions

= %9 ENGESRS02 (local compute | %

Mame

ESRS Gateway SMTP Server

Status
Running

2. From the “General” tab, select “Advanced”.

ESRS Gateway SMTP Server Properties [ 2]

General IAccess' Messagesl Deliveryl LDAP Routing] Securilyl

ESRS Gateway SMTP Server

Fully-qualified domain name:

™ Limit number of connections to:

Connection time-out [minutes):

Emc.com
IP address:
[10.40.45.110 =] [advanced.. |

—
O

v Enable logging
Active log format:

W 3C Extended Log File Format

LI Properties... |

0K Cancel | Spply | Help I

EMC Secure Remote Support v2.28 - Solutions Guide

35



From Advanced dialog box, Select “Add”.
ESRS Gateway SMTP Server Properties 2| x}
General |Access| Messagesl Delivelyl LDAP Houting‘ Securityl

Advanced B3

Configure multiple identities for this virtual server.

Address:
IP Address | TCP Port |
25
add.. | Edt. | Remove |

0k | Cancel | Hep |

0K | Cancel I Apply | Help |

3. Add port 3325, and then select “OK”.

Identification | X|

IP address: I 10.40.45.110 =l

TCP port: ll

0K I Cancel | Help |

ESRS Gateway SMTP Server Properties 2] x

General |Access| Messages | Delivery | LDAP Routing | Security |

Advanced | X

Configure multiple identities for this virtual server.

Address:
IP Address | TCP Part
2%
10.40.45.110 3325

add.. | Edt. | Remove |

0K I Cancel | Help |

| |

0K I Cancel I Apply I Help I
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4. Select the “Access” tab and select “Connection”, select the “Only the list below”
radio button, then select “Add”.

General Access 'Messagesl Delivelyl LDAP Houtingl Seculi!yl

i~ Access control |

Connection m

Select which computers may access this virtual server:

L cf o
- " All except the list below
Computers:
Access I IP Address [Mask) / Domain Name
L Add... I Eemove l

0K I Cancel I Help |

0K I Cancel I Lpply I Help I -

Add the IP addresses of the storage devices and select “OK”

General Access lMessagesI Delivelyl LDAP Fioulingl Securityl

I Computer E

Add one of the following to the list.
% Single computer
= IP address:

B I 169.176. 209 . 169 DNS Lookup... I

" Group of computers

Subnet address: Subnet mask:

" Domain

[ ame:

] 0K I Cancel I Help I

I
ok | cancel | seoy | Hep |||
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Select “OK”
Default SMTP Yirtual Server Properties 2| x|
General Access | Messages | Delivery | LDAP Routing | Secuiity |
—Access control | |

Select which computers may access this virtual server:

IP Address (Mask) / Domain Name

169.176.203.168
168.180.210.175

5. Select “Relay”, select “Only the list below” radio button, deselect “Allow all
computers”, and then select “Add”.

Default SMTP Virtual Server Properties 7| x|

General Access | Messages | Delivery | LDAP Routing | Secuiity |

i~ Access control | |

Relay Restrictions E3 I

Select which computer may relay through this vittual server:

~ © Onlythe list below
r " All except the list below
Computers:
Access |_IP Address (Mask) / Domain Name
Add... I Remove I

L ™ Allow all computers which successfully authenticate to relay, regardless
of the list above.

0K I Cancel Help
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Add the IP addresses of the storage devices and select “OK”

ESRS Gateway SMTP Server Properties 2] x|

General Access IMessagesI Deiiveryl LDAP Houtingl Securityl

In Computer B

Add one of the following to the list.

' Single computer
= IP address:

B I 169. 176 . 209 . 164 DNS Lookup... |

" Group of computers

Subnet address: Subnet mask:

" Domain

MName:

] 0K I Cancel | Help l

0K I Cancel I Spply I Help I |

Select “OK”

Default SMTP Virtual Server Properties 2] x|

General Access | Messages | Delivery | LDAP Routing | Secuiity|
A control ‘ |
Reloy Restritions |

Select which computer may relay through this virtual server:

r " All except the list below
Computers:

Access | 1P Address (Mask) / Domain Name
&f Granted 169.176.209.168

~ | &f Granted 169.180.210.175

Add... Hemove I

[ Allow all computers which successfully authenticate to relay, regardless
of the list above

| 0K I Cancel Help
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6. Select the “Delivery” tab and select “Advanced”, enter “emc.com” in the FDQN

field, select “OK” twice.
ESRS Gateway SMTP Server Properties 2| x|

~ il 1 Dl bimamn o la P |

Advanced Delivery B3 l

Maximum hop count:

15

Masquerade domain:

FEully-qualified domain name:

Iemc. com Check DNS |

Smart host:

I~ Atternpt direct deliveny before sending ta smart host

I Perform reverse DNS lookup on incoming messages

oK I Cancel I Help |

oK | Cancel | Lpply | Help |

7. From the IIS 6.0 Management Console, select “Domains” under the “‘ESRS
Gateway SMTP Server’. Right click on the domain name “emc.com”. Click
Properties.

Change the “Drop directory” to the following location:
installdrive:\EMC\ESRS\Gateway\work\mailroot\Drop

t Internet Information Services (I1S) Manager

¥4 Fle Action Wiew Window Help ‘-lﬂlzj

¢ |AmFER 2E

P_l Internet Information Services | Domain Name - =
()58 ENGESRS1 (local computer 35 pEmp—— cm1C.COM Properties [21x]

- g FTP .Site.s (Service is dit General '
#-_J Application Pools
) Web Sites S
1_J Web Service Extensior C\\X'\77 £Me.com
(=45 Default SMTP Virtual Se
<%, Domains
4B Current Sessions This is the default domain

Drop directory:

C:AEMCAESRSAG atewaytwork\mailrootiDrop) Browse... I

¥ Enable drop directory quota

L -

35H Tectia  Configuration B2 0K I Eancel Bpply Help
Cliert - ... Tool = —
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6. Post ESRS Migration Installation Steps

This section is used when migrating from ESRS on Windows 2003 to ESRS on
Windows 2008

1. On all Symm products, EMC CE needs to modify ConnectEMC to point to the new
ESRS Gateway server IP addresses.

2. Once satisfied with the new ESRS Gateways, the old ESRS Gateways on Windows
2003 can be uninstalled. BUT, before de-installing and powering off the Old
Gateways, an EMC CE will have to set the Old Gateways offline (at EMC). This
step is critical, if the gateways are not taken offline, a Missing Gateway service
request will be created at EMC.

3. After EMC has taken the old ESRS Gateways on Windows 2003 offline, ESRS
should be uninstalled using the PVT Tool.

7. Auditing

ESRS doesn’t have any Audit Logs to monitor. The ESRS Gateway server is a “pass-
through” to the EMC supported storage devices. All storage devices generate detailed
audit logs of all logins and actions performed by EMC personnel. These logs are
captured and stored within SEMS Arcsight Repository.

8. High Availability Gateway Cluster Configuration

To enable maximum remote access availability, EMC recommends deployment of a
High Availability Gateway Cluster server configuration to eliminate single point of failure.
A Gateway Cluster refers to the relationship created on the EMC ESRS IP Enterprise
between two Gateway Clients.

Gateway Client servers, in a High Availability configuration, are active peers. Each
server in the cluster manages the same set of devices without awareness of, or
contention with, the other cluster Gateway Clients. There is no direct communication
between the Gateway Clients within the cluster.

However, it is important to understand that the ESRS Gateway Solution does not
implement failover behavior.

If a Gateway Client server fails, the other Gateway Client server in the cluster already
has full responsibility.
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When the failed server comes back online, all ESRS Gateway Clients once again
simultaneously monitor devices and share the handling of connect home and remote
access session requests.

8.1.Gateway Cluster Synchronization

Gateway Client server device management is synchronized by the EMC Enterprise
servers during polling cycles so that changes to the configuration on one Gateway
Client in the cluster are automatically propagated to the other(s). When there is an
addition, removal, or edit of a device on the managed devices list for any Gateway
Client in a High Availability Gateway Cluster configuration, the EMC Enterprise sends a
synchronization message to all clustered Gateway clients.

When the other Gateway Client(s) in the cluster receives the device management
transaction information, it updates its list of managed devices. If that Gateway Client is
not currently available during a synchronization attempt, the EMC Enterprise queues the
transaction. Synchronization of the Gateway Cluster occurs upon the next successful
poll message received from the previously unavailable Gateway Client.

To implement a High Availability Gateway Cluster configuration, your EMC Global
Services professional will create the cluster relationship from within the EMC Enterprise.
When a cluster is created, a cluster name must be assigned. The default name is the
organization name followed by the words “HA Gateways.” Other names can be
assigned, but no two clusters can have the same name.

The High Availability Gateway Cluster will take on the devices managed by the first

Gateway Client enrolled into the cluster. When additional Gateway Clients are added to
the cluster, they will begin managing the cluster’s devices.
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8.2.Single or HA Gateway SAN Device Limits

The Gateway Client of ESRS has the following device limits to help ensure reliable
performance.

The recommended device limit for each Gateway Client or Clustered High Availability
Gateway Client is 250 devices.

The device limit was developed by using remote session performance data and
historical statistics about the number of remote sessions and devices in the field. By
limiting the number of devices that can be deployed on a Gateway Client, remote
servicing of equipment can be continued during periods when there might be numerous
remote connections due to several concurrent problems.

Note: There is currently no software block that will stop the deployment of more than
250 devices. However, exceeding this recommended limit may cause an unacceptable
level of throughput for remote connections during periods of peak usage. This can result
in poor remote application performance and the inability to service some devices. The
performance of the Policy Manager may also be impacted.

9. Configuration Tool

The ESRS Configuration Tool is used to manage ESRS Client (Gateway) devices and
view and modify settings related to managed devices and related services.
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Most of the Configuration Tool components are designed for access and use by
authorized ESRS users. Some Configuration Tool activities, such as your device
deployment requests or changes must be authorized by an EMC Global Services
professional before they take effect.

A

Configuration

The Configuration Tool ES&EES is used to:

e View various ESRS Client statuses, including connectivity status, Policy
Manager enablement, and cluster status

e View the managed devices for an ESRS Client

Create device deployment, change, and removal requests

Configure a proxy server

View the status of ESRS IP services and connect home services

View active remote support sessions

View logs of ESRS IP Client activities

9.1. View Connectivity Status

To view connectivity status, click the Status tab in the Configuration Tool. The Status
tab displays connectivity information between the ESRS IP Client and EMC.

| Managed Devices I Prioxy Servers I Palicy Manager I Services | Remote Sessions I Logs I

—ESR3-IP Client Connectivity to EMC Enterprise

Connecting to Iesrs—

Connectivity stats |l3|:|nnected.

Prosxy Server IDisahIed.

Folicy Manager IEnabIed IP:10.15.109.61 port 8090.
SSL IEnahIed, strength AES256-SHA.
Certificate |Enabled, supported true.

Avg HB Response (0,000 seconds

Cluster Info IStandalunE

Information must be manually refreshed. Refresh |
Wed Jan 13 10 15:26:52

9.2. Manage Devices
To manage or view devices, click the Managed Devices tab in the Configuration Tool.

The tab displays the serial number, model, and IP address of each device that is
currently managed by the Gateway.
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Status Proxy Servers Policy Manager Services Remote Sessions I Logs I

—Managed Devices Table

Serial Number Maodel IP Address
HQ/ CK SYMMETRIX 10,15.54.210

& add I ﬁ\Edlt I - Ramnvel

Hiskary I Request Update | Refresh I
‘Wed Jan 13 10 15:26:52

You can choose the following actions from the Managed Devices tab:

Add: Add a new device to be managed.

Edit: Change the IP address of a managed device.

Remove: Remove (unmanage) a device that is currently managed.
History: View history of all requests that have not yet been approved by an
authorized EMC Global Services professional.

Request Update: Submit your pending requests to EMC for approval.

e Refresh: View the most current information.

9.2.1. Add, Edit, or Remove Devices from ESRS

To add a managed device:

1. Click Add. The Add New Device window displays.

s ESRS-IP CT Add New Device 2] ]

Please enter device infor mation

Setial Number:l I—P. j

Model Type SN

IP Address I

Ok I Cancel |

2. Enter the following device information and click OK.
e Serial Number
e Suffix, if applicable (the options displayed in the drop-down list are dependent
on the selected model type)
e Model Type (select a model type from the drop-down list)
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e |P Address

The Configuration Tool will run a connectivity test. An error message will appear
if the connectivity test fails. However, you can still elect to manage the device.

Once the information has been entered, the device will be marked with a plus
sign .The device will continue to display the plus sign until you click Request
Update, at which time the request will disappear.

To send the Add New Device request to EMC, click Request Update.

When prompted, confirm the device you wish to add. The update will not take
effect until it has been approved by an authorized EMC Global Services
professional via the EMC enterprise.

Note: After you confirm the device, your request will no longer be visible in the
tab. To view the request, click History tab.

Once the request has been approved via the EMC enterprise, and the
synchronization process completes, refresh your screen to see the newly added
device. Please allow sufficient time for the approval and synchronization process
to occur, then refresh.

To edit the IP address of a managed device:

1.

2.

Select the device from the Managed Devices tab.
Click Edit. The Edit Device window displays.

4y ESRS-IP CT Edit Device IP [ 2] X]

Please enter device information

Serial umber: | APMO0D62602957 f-= |
52

Model Type | CLARIICN

IP Address | 10.40.53.52

Ok | Cancel I

Edit the displayed address and click OK.

If the Configuration Tool is unable to access the device, or if the selected IP
address is being used for another device, a warning message appears. If you
want to continue with the edit, click Yes when prompted.

EMC Secure Remote Support v2.28 - Solutions Guide 46



When prompted, click OK to set the device edit. A pencil icon appears next to the
device you have edited.

To send the revised IP address to EMC, click Request Update on the Managed
Devices tab. The update will not take effect until it has been approved by an
authorized EMC Global Services professional.

. When prompted, confirm the device you wish to edit. The previous IP address

will be displayed until the edit has been approved by an authorized EMC Global
Services professional via the EMC enterprise.

Note: After you confirm the device, your request will no longer be visible in the
tab. To view the request, click History.

Once the request has been approved via the EMC enterprise, and the
synchronization process completes, refresh your screen to see the newly added
device. Please allow sufficient time for the approval and synchronization process
to occur, then perform the refresh.

To unmanage a managed device:

1.

2.

Select the device from the Managed Devices tab.
Click Remove.

When prompted to confirm your request, click OK. The device will be marked
with a minus sign until you send the Remove request to EMC or change the
device back to being a managed device.

To send the request to EMC, click Request Update at the bottom of the
Managed Devices tab.

When prompted, confirm the device or devices you wish to unmanage. The
update will not take effect until it has been approved by an authorized EMC
Global Service professional via the EMC enterprise. The device will remain listed
as a managed device until the removal has been approved.

Once the request has been approved via the EMC enterprise, and the
synchronization process completes, refresh your screen to display current
information. Please allow sufficient time for the approval and synchronization
process to occur.

Submitting Managed Devices requests for approval:
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When you have completed all your manage, edit, or unmanage requests, click Request
Update. Your change requests will be displayed for verification. Click OK to submit your
requests to EMC for implementation.

When an authorized EMC Global Services professional has approved your requests via
the EMC enterprise, the requested updates will be processed by the ESRS Gateway.
The device information will be visible in the Configuration Tool. Any devices that have
been removed will no longer be visible in the Managed Devices tab.

Note: Once you have submitted your requests for approval, they will no longer be
visible in the Configuration Tool until they have been approved by an authorized EMC
Global Services professional via the EMC enterprise. If you close the Configuration Tool
and reopen it, processed requests will not be visible until they have been approved and
the associated synchronization process has completed.

Viewing history:
To display history of all requested changes for a device, click the device name in the
Managed Devices tab. Then click History.

ﬁ Device Request History [ 7]
Date Serial Mumber Transaction Type Model 1P Address Filename: -
1£2010-01-13 04:03012 APMOODY Add Device CLARIION 10.15.54.210 DMERequest_CT_201001 13040313983, xml
APMO00S
2 |2010-01-13 03:5%:48 Add Device CLARIION 10.15.54.210 DMBRequest_CT_20100113035913373, xml
APMOODSL
3|2010-01-13 03:58:29 Add Device CLARTION 10.15.54.210 DMERequest_CT_2010011303581 3655, xml
4|2010-01-1303:3M00 | CKZ Update Device SYMMETRIX 10.15.54.211 DMEBRequest_CT_201001 13033913686, xml
5|2010-01-1303:34:30 | CK29 Remove Device SYMMETRLX 10.15.54.190 DMBRequest_CT_20100113033413483, xml
6 |2010-01-13 02:20u54 | CR290 Add Device SYMMETRIX 10.15.54.190 DMERequest_CT_20100113022013583, xml
-
4 | 3

9.3. Proxy Servers

ESRS Clients can be configured to communicate directly through an HTTPS or SOCKS
proxy. Set Proxy to: webproxy.wlb2.nam.nsroot.net
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Status I Managed Devices Proxy Servers Policy Manager Services Remote Sessions ] Logs I

—Proxy Server

IV :Enable proxy between Client and EMC Enterprise;

Proxy Type: IHTI'P Proxy LI

IP Address/Host: |webproxy.ssmb.com Port: [a080

I authenticate using the following information:

Username: ]

Password: ]

Apply Settings |

9.4. Status of IP Services
To display the status of services related to ESRS IP and connect homes, select the
Service tab in the Configuration Tool. Each service is listed along with its current state
(running or disabled) and its startup type (automatic or manual).

The Service screen is read-only. The Configuration Tool cannot be used to make any
changes to the services.

Note: To refresh the data, click Refresh. It is not refreshed automatically.

At Citi, the FTP will be stopped and disabled.

Skatus I Managed Devices I Prouy Servers I Policy Manager Services | Remote Sessions I Logs I
—Connect Home Services

IS Service  [RUNNING [ automatic

FTP Service  [RUNNING | Automatic

SMTP Service [RUNNING | automatic

HTTR Service  [RUNNING | Automatic

—ESRS-IP Dependent Service Status

Gateway [runNING [ automatic

Watchdog |RUNNING | automatic

Infor rmation must be manually refreshed.
Wed Jan 13 10 15:26:53
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9.5. Active Remote Sessions

To display all active remote sessions to a managed device through the ESRS Client,
click the Remote Sessions tab in the Configuration Tool. You will see a list of active
remote sessions that includes the following data:

e Product type

e Serial number

e Remote Application name
e |P address

Note: To refresh the data, click Refresh. It is not refreshed automatically. The
information you see is read-only. You cannot terminate active sessions from this
display.

Status I Managed Devices | Proxy Servers | Policy Manager | Services Remate Sessions I Logs |

—#ctive Remote Sessions

CELERRA FC937654321 EMCRemote  10.12.10.10

Information must be manually refreshed, Refresh I
Thu Jan 14 10 10:18:39

9.6. Configuration Tool Logs

To display the xGate log that shows activity performed within the Configuration Tool,
click the Logs tab.

Skatus I Managed Devices I Proxy Servers I Policy Manager | Services | Remote Sessions Logs |
[0, 9, 7, 227]01-14-2010 10:16:13 093 ERROR-- xgEnterpriseProxy: Web Client (https:f,-’:E;I
[0, 3, 7 230]01-14-2010 10:16:13.093 INFO  xgEnterpriseProxy: Setting proxy configurs
[0, 3, 7, 642]01-14-2010 10:16:13.093 INFO  xgEnterpriseProoey: Mo HTTP progy server |
[0, 3, 7 644]01-14-2010 10:16:13.093 INFO  xgEnterprizeProxy: No SOCKS proxy servel
[0, 9, 7 227]01-14-2010 10:17:17.000 ERROR-- xgEnterpriseProxy: Web Client (https: /e
[0, 3, 7,230]01-14-2010 10:17:22.640 INFO  xgEnterpriseProsey: Setting proxy configurs
[0, 3, 7 642]01-14-2010 10:17:27.640 INFO  xgEnterpriseProxy: No HTTF proxy server .
[0, 3, 7, 644]01-14-2010 10:17:27.640 INFO  xgEnterpriseProxy: No SOCKS proxy servet
[0, 9, 7, 227]01-14-2010 10:18:16,109 ERROR-- xgEnterpriseProxy: Web Client (htps: /it
[0, 3, 7 230]01-14-2010 10:18:16,109 INFO  xgEnterpriseProxy: Setting proxy configurs
[0, 3, 7 642]01-14-2010 10:18:16.109 INFO  xgEnterprizeProxy: Mo HTTP proxy Server |

3

, 7, 644]01-14-2010 10:18:16,109 INFO xgEnterpriseProxy: No SOCKS proxy servel
[0, 3,33, 944] 01-14-2010 10:18:20,625 INFO  xgDeploy: Started cormmunicating with the
[0, 3,33, 944] 01-14-2010 10:18:20.671 INFO  xgDeploy: Started cormmunicating with the
[0, 3,33, 944] 01-14-2010 10:18:20,687 INFO  xgDeploy: Started communicating with the
ol

Information must be manually refreshed.
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10. Device Deployment

Storage device verification and deployment is a joint effort between Citi Storage
Personnel and EMC. Devices are added to ESRS via the Configuration Tool covered
in the previous section. The following sections give you idea of what is required for
devices to be added via the Configuration Tool.

By default, ESRS GW mail server listens on port 25. Originally, ESRS was configured to
listen on port 3325 only. If your data center ESRS GW is configured to listen on port
3325, you can add port 25 to the configuration (described in a previous section). Leave
the devices alone that are currently sending to ports 3325. Any new devices can be
configured to send to ESRS GW on the standard port (25).

Prior to configuring devices, verify what SMTP port(s) the ESRS GW is listening on.

10.1. Symm / DMX/V-MAX

10.1.1. Prerequisites

Open required CEP firewall ports (See Appendix F)
ESRS Gateway is installed

ConnectEMC 2.12.02 or later (SMTP 25)

ConnectEMC 4.0.2 or later (HTTPS support on V-MAX)

NOTE: CSBE recommends that V-MAX be configured to use SMTP until
HTTPS is supported on other platforms.

Storage Service Processor (SP) must have a routable IP address within
the CEP

Storage Service Processor must be on EMC supported list

Enginuity support — see Appendix G: Supported Storage Devices
ESRS Gateway IP addresses

10.1.2. Installation

EMC will initiate a SP Utility program that will certify the SP configuration
EMC will run the “SymmESRSsetup.exe” program

o Checks configuration

o Prompts for IP address, Subnet mask, Gateway IP and ESRS

Gateway IP

o Prompts for Call Home configuration (select SMTP only)

o Set SP PrivateWire firewall rules for ESRS Gateway

o Configure DialEMC for ESRS Gateway IP addresses (SMTP 25).
EMC will need to verify that the PrivateWire firewall is configured correctly
to allow ESRS Gateway traffic to and from the SP.
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10.2.

EMC will manually deploy the Storage array on the Gateway Server, using
the Deployment Utility (installed during ESRS installation)

EMC will configure and test Call Home via the ESRS High Availability
Gateway (Primary and Secondary)

Connectrix Manager Server Non-SOE (CSP)

10.2.1. Prerequisites

Open required CEP firewall ports (See Appendix F)
ESRS Gateway is installed

Must have a routable IP address within the CEP
EMCRemote 4.02 or later

ConnectEMC 2.12.02 or later (SMTP 3325)
Connectrix 1U Server

Connectrix Manager 9.1.1 or later

10.2.2. Installation

10.3.

EMC will configure ConnectEMC to add two new Email connections (port
3325) for each High Availability Gateway (Primary and Secondary
Gateway). EMC will need to manually configure ConnectEMC to use
SMTP 3325. ConnectEMC uses ConnectEMC_config.xml file located in
EMC will manually deploy the switch environment on the Gateway Server,
using the Deployment Utility (installed during ESRS installation)

EMC will configure Connectrix Manager to email alert notifications

Connectrix Manager Server on SOE (CSP)

10.3.1. Prerequisites

ESRS Gateway is installed

EMCRemote 4.02 or later

ConnectEMC 2.12.02 or later (SMTP 3325)
Connectrix Manager 8.7.1 or later

10.3.2. Installation

EMC Secure Remote Support v2.28 - Solutions Guide
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use SMTP 3325. ConnectEMC uses ConnectEMC_config.xml file located
in

EMC will manually deploy the switch environment on the Gateway Server,
using the Deployment Utility (installed during ESRS installation)
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10.4.

Storage Operations will configure Connectrix Manager to email alert
notifications

Clariion

10.4.1. Prerequisites

Open required CEP firewall ports (See Appendix F)

Must have a routable IP address within the CEP

ESRS Gateway is installed

Note: EMC recommends ClarAlert to be installed on the Navisphere
Management station. In CSBE testing, the ClarAlert install, removed the
certified version of Navi Agent and installed a newer version, un-certified
by CSBE. Due to this issue, the email home setup will be completed on
the array.

Configure CallHome on the array to send to the ESRS GW (Primary and
secondary) on port 25 (default).

10.4.2. Installation

10.5.

10.6.

EMC will manually deploy the Clariion array on the Gateway Server, using
the Deployment Utility (installed during ESRS installation)

EMC will configure the Clariion Array mail home to send email alerts to the
Primary and Secondary ESRS Gateway IP addresses on port 25 (default).

VNX
Configure VNX the same way Clariion’s are configured.

Centera

10.6.1. Prerequisites

Open required CEP firewall ports (See Appendix F)

CentraStar 2.4 and later

Site ID and Centera Cluster Serial Number (obtained from Centera Viewer
CLI command: show config service)

IP address of one (or more) of the Centera access nodes (obtained from
Centera Viewer CLI command: show ip list)

The Centera must be fully configured and properly emailing Health
Reports and Alerts (to a Citi SMTP mail server)

Unlock the Centera Nodes (nodes will remain unlocked after installation
and remote access)
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10.6.2. Installation

e EMC will manually deploy the Centera on the Gateway Server, using the
Deployment Utility (installed during ESRS installation)

10.7. Cisco MDS Switch (EMC supplied only)
10.7.1. Prerequisites

e Cisco switches reside on the GRN network. No CEP. No firewall ports to
configure.

e Routable IP addresses of Cisco MDS switches

e ESRS Gateway is installed

e Cisco switches configured to send mail to emcsupport@emc.com via
ESRS GW Server. Configuration is accomplished via Cisco DCNM
Performance Manager web portal.

10.7.2. Installation
e EMC will manually deploy the Cisco switches on the Gateway Server,
using the Deployment Utility (installed during ESRS installation)

10.8. EDL (EMC Disk Library)
10.8.1. Prerequisites

e EDL Engines reside on the GRN network. No CEP. No firewall ports to
configure.

e Routable IP addresses of EDL Engines

e ESRS Gateway is installed

e EDL Management Console 3.1 installed on a Citi SOE server (see the
EDL Solutions Guide for instructions)

e Tectia software (SFTP) installed and configured on EDL Management
Console (see the EDL Solutions Guide for instructions)

e EMC SFTP ID and Password on the EDL Management Console for
SFTP from the EDL Engines to the EDL Management Console

10.8.2. Installation

e EMC will manually deploy the EDL array on the Gateway Server, using the
Deployment Utility (installed during ESRS installation)
e EMC and an SA will install and configure ConnectEMC (2.12.04 or later)
on the EDL Management Console
o Add two new Email connections for each High Availability Gateway
(Primary and Secondary Gateway). Use the default SMTP port 25.
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e SA will give EMC SFTP ID rights to the entire ConnectEMC folder on the
EDL Management Console server
o Rights: Modify, Read & Execute, List Folder Contents, Read, and
Write
e EMC will install a patch on the EDL Engines (Update-dl1154913), enabling
SFTP
Note: Update-di154913 must be installed prior to SP04. If the DL is
running 3.1 SPO5 or higher, the DL must be rolled back to SP04
e EMC will enable error forwarding on the EDL Engines. EDL Engines will
SFTP the alerts to the “ConnectEMC/Poll” directory on the EDL
Management Console. ConnectEMC will monitor this directory and
forward any alerts to the ESRS Gateway. EMC will need:
o IP address of the SFTP Server (EDL Management Console server)
o EMC SFTP ID and Password to connect to SFTP server
o Use port 22 (SFTP — Secure FTP)

10.9. Data Domain
10.9.1. Prerequisites

e Data Domain resides on the GRN network. No CEP. No firewall ports to
configure.

e Routable IP address

e ESRS Gateway is installed

e Celerra Control Station configured to send mail to emcsupport@emc.com
via Citi SMTP mail server (default “Citi Call-Home to EMC” configuration)

10.9.2. Installation

e EMC will manually deploy the EMC Celerra NAS array on the Gateway
Server, using the Deployment Utility (installed during ESRS installation)
e EMC will install and configure ConnectEMC (2.0 or later) on the Celerra
Control Station
o Configure the Celerra mail home to send email alerts to a Primary
and Secondary Citi SMTP server IP addresses (SMTP port 25)

10.10. EMC Celerra NAS
10.10.1. Prerequisites
e Celerra NAS resides on the GRN network. No CEP. No firewall ports to
configure.

¢ Routable IP address
e ESRS Gateway is installed
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e Celerra Control Station configured to send mail to emcsupport@emc.com
via ESRS Gateway’s SMTP mail server (default “Citi Call-Home to EMC”
configuration)

10.10.2.Installation

e EMC will manually deploy the EMC Celerra NAS array on the Gateway
Server, using the Deployment Utility (installed during ESRS installation)
e EMC will install and configure ConnectEMC (2.0 or later) on the Celerra
Control Station
o Configure the Celerra mail home to send email alerts to a Primary
and Secondary ESRS Gateway server IP addresses (SMTP port
25)
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11.

Appendix A: References and Related Documents

Document

Location

EMC Secure Remote Support — Release Notes

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/services/ESRS/07006-rn.pdf

Connectrix Manager 9.1.1 Release Notes

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/platforms/McDataFC/07022-rn.pdf

McData Switch Solutions Guide

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/platforms/McDataFC/04046-sq.pdf

CSBE Symmetrix website

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/techstdshmpgs/symmetrix.aspx

CSBE Cisco MDS Switch website

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/techstdshmpgs/ciscomds.aspx

CSBE Centera website

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/techstdshmpgs/centera.aspx

CSBE Celerra website

https://catecollaboration.citigroup.net/domains/platstor
/gdse/products/techstdshmpgs/celerra.aspx

CSBE Clariion website

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/techstdshmpgs/clariion.aspx

CSBE EDL website

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/techstdshmpgs/emcdisklib.aspx

CATE Storage and Backup Engineering Website

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/default.aspx

eTrust Audit Storage Monitoring - Solution Guide

http://catecollaboration.citigroup.net/domains/platstor/
gdse/products/services/eTrustAudit/08001-sg.pdf

C3PAR Website

http://www.citigroup.net/informationsecurityservices/tp
aswag/index.htm
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http://catecollaboration.citigroup.net/domains/platstor/gdse/products/services/ESRS/07006-rn.pdf
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/McDataFC/07022-rn.pdf
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/McDataFC/07022-rn.pdf
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/McDataFC/04046-sg.pdf
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/McDataFC/04046-sg.pdf
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/symmetrix.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/symmetrix.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/ciscomds.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/ciscomds.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/centera.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/centera.aspx
https://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/celerra.aspx
https://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/celerra.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/clariion.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/clariion.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/emcdisklib.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/emcdisklib.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/default.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/default.aspx
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/services/eTrustAudit/08001-sg.pdf
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/services/eTrustAudit/08001-sg.pdf
http://www.citigroup.net/informationsecurityservices/tpaswg/index.htm
http://www.citigroup.net/informationsecurityservices/tpaswg/index.htm

12. Appendix B: EMC Alert Notification (How it works)

Diagnostic information related to events on EMC storage devices is sent back to the EMC
Customer Support Center. You can choose not to allow remote access to a particular device
while still benefiting from the Gateway solution’s secure encrypted email file transfer back to
EMC.

EMC Customer Service will configure EMC storage devices as stated in the Configuration Tool
section. When an exception event occurs, the data is sent to EMC Customer Service for
review via the devices configured transport method (Email). For those devices that support
ConnectEMC, their alerts will be sent to EMC via the ESRS Gateway SMTP server. For those
that won’t be using ConnectEMC (Centera, Cisco and Clariion), their alerts will be sent to a Citi
SMTP server. ConnectEMC configuration files on your target devices are updated to route
event files to your Gateway server. The Gateway server is configured to monitor specific
directories for filename signatures that match a specific mask. By default the polling cycle is 30
seconds.

When the Gateway server receives a file from a device, the Gateway agent compresses and
encrypts the file and issues an SSL request (via a Citi Proxy Server) to the EMC enterprise
servers, carrying the data file as a payload. The request is digitally authenticated and
forwarded to the EMC enterprise servers for processing. All Gateway-to-EMC communication
is digitally authenticated.

EMC Back-end Environment

NETWORK Dia2 Customer Private Management LAN
Specified Layer (optional)

Policy Manager

- EMC
Proxy Serv -
i 1 oo t-ol.me-:t Crptera
Service =
Event =

I_'I|I,|_|| |,|I|||||I

Celerra

EMC
Support
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13. Appendix C: EMC Remote Access (How it works)

Remote access may occur in response to a notification message from an EMC storage device,
in the event that an error occurs on that system. If the device that reports the error is a
Gateway-managed device, an EMC Customer Service professional submits a request to
conduct a remote access session to the target device. In the remote access session request,
the EMC Customer Service professional specifies both the serial number of the target device
and the remote application he/she wants to run on that device. A unique session identification
number is assigned to the request, which is stored in the EMC enterprise database.

Every 30 seconds the Gateway agent posts a polling message containing status information
about all managed EMC devices, primarily to identify which systems it is able to contact at that
time. An EMC enterprise application first authenticates the Gateway certificate and then
checks the system for any pending work items. When the enterprise application finds a remote
access session request, it sends this request to the Gateway agent. The agent reads the
request and attempts to initiate a session for the given target IP address and port back to the
enterprise server system. At the same time, the EMC enterprise system initiates a parallel
process that establishes a secure connection and waits for the connection request from the
agent.

Again, the EMC enterprise system authenticates the agent’s digital certificate and the session
ID with source and target addresses is validated for those addresses. Then the connection is
established and the remote access application can be invoked. With this remote access
system, the secure remote access connection is actually established on the DRM servers and
not on the Gateway server. The remote access session is restricted to EMC Customer Service
professionals, who are able to perform actions only on the target device and only using the
pre-defined application and ports.

EMC External
Firewall Firewall Gateylay

— = = =
BN =i
—t

Proxy Server

(optional)
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14. Appendix D: Use of Proxy Server

The EMC Secure Remote Support Gateway solution supports the use of a proxy server
for routing outbound Internet traffic from the Gateway servers to EMC. During the
installation of the Gateway software, the EMC Customer Engineer configures the
Gateway to route all outbound Internet traffic to the proxy server. The proxy server will
then direct the Gateway transactions through the external firewall. All communication
between our EMC storage devices and EMC is initiated by the Gateway server at the
Citi site over SSL via our Citi Proxy server.

15. Appendix E: Architecture Approvals

This architected infrastructure for EMC Secure Remote Support has received approvals
from:

Global Distributed Storage Engineering

Global Network Engineering (Remote Access)

Proxy Server Infrastructure (Network Perimeter Solutions)

3PASWG (3" Party Access Support Working Group)/C3PAR
The C3PAR Business Users (Storage Operations) are responsible for
managing relationship information in the C3PAR application.

e CATE BISO and North America BISO

16. Appendix F: CEP Firewall Port Requirements
If any of these devices reside on the GRN network (Corporate Network), the firewall
rules are not necessary. They would reside on the same Citi corporate network as the
Gateway Server.

16.1. Symmetrix / DMX / V-MAX

Source IP Destination IP Protocol Port Traffic
Description
Gateway Server | Symm / DMX/ TCP 5414 EMCRemote
V-MAX
TCP 9519 Remotely
Anywhere
TCP 1300, 1400, SGBD — Symm
4444, 5555, GNU Debug -
23003, 23004 Advanced
and 23005 troubleshooting
by EMC Symm
Engineering
TCP 7000 Remote File and
Log Browser —
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Troubleshooting
Symm / DMX / Gateway Server | TCP 3325 or 25 SMTP - Connect
V-MAX depending on Home
ESRS config

16.2. Connectrix Manager Server (SOE - Citi Server)

Connectrix Manager Server running on a Citi SOE server will reside on the GRN
network and won’t require any ports to be opened in the CEP firewall.

16.3. Connectrix Manager Server (non SOE — EMC Server)

Source IP Destination IP Protocol Port Traffic
Description
Gateway Server | Connectrix SP TCP 5414 EMCRemote
Connectrix SP Gateway Server | TCP 3325 or 25 SMTP — Connect
depending on Home
ESRS config

16.4. Clariion/VNX

Source IP Destination IP Protocol Port Traffic
Description
Gateway Server | Clariion SP TCP 60020 Remote
Diagnostic Agent
TCP 13456 Ktcons —
Troubleshooting
TCP 80, 443, 2162, Navisphere
2163 Mgr/Navisphere
SecureCLI
Clariion SP ESRS Gateway | TCP 25 SMTP — Connect
Server Home

16.5. EDL Engine (EMC Disk Library)

EDL Engines reside on the GRN network and don’t require any ports to be opened in
the CEP firewall.

Source IP Destination IP Protocol Port Traffic
Description

N/A N/A

16.6. Centera

Source IP Destination IP Protocol Port Traffic
Description
Gateway Server | Centera TCP 3218, 3682 Centera Viewer
TCP 22 CLI via SSH
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Centera

Citi SMTP
servers

TCP

25

SMTP - Connect
Home

16.7.

Cisco MDS Switches (EMC Supplied)

Cisco switches reside on the GRN network and don’t require any ports to be opened in

the CEP firewall.

Source IP Destination IP Protocol Port Traffic
Description
N/A N/A
16.8. Celerra NAS

Celarra devices reside on the GRN network and don’t require any ports to be opened in

the CEP firewall.

Source IP

Destination IP

Protocol

Port

Traffic
Description

N/A

N/A
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17. Appendix G: Supported Storage Devices
17.1. Avamar
Model Environment
Avamar 6.0 or later
17.2. Symmetrix / DMX / V-Max
Model Environment

Symmetrix® 8000 Series

Enginuity 5567and 5568 with Service Processor
Part Numbers: 090-000-064, 090-000-074, and
090-000-09x

Symmetrix DMX™ Series

Enginuity 5670, 5671

Symmetrix DMX-3 Series

Enginuity 5771, 5772, 5773

Symmetrix DMX-4 Series

Enginuity 5772, 5773

Symmetrix V-MAX Series

Enginuity 5874

17.3.

Connectrix Manager Server

Model

Environment

Connectrix® Connectrix Manager

8.7.1 and later

17.4. Clariion
Model Environment
CLARIION® Navisphere® Manager 6.19 and later
Flare 2.19 and later
AX-100/AX-150 Not supported as they do not support ClarAlert

17.5.

EDL Engine (EMC Disk Library)

Model

Environment

DL-4000 series
DL-700 series

See the EDL Solutions Guide for specific models
supported by Citi.

DL-310
17.6. Centera

Model Environment

Centera™ CentraStar® 2.4 and later
17.7. Cisco MDS Switches

Model Environment

Cisco Switch NX-OS 4.1(1b) or later

Requires Fabric Mgr or DCNM
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17.8. Celerra NAS

Model Environment
Celerra NAS Code 5.4 or later
17.9. VNX
Model Environment
VNX VNX OE for Block 05.31.000.5.006 or greater
VNX OE for File 7.0.12.0 or greater

17.10. Data Domain

Model Environment
Data Domain DD OS version 4.8 or higher

18. Appendix I: EMC Remote Access Procedure

EMC provides break fix support for EMC storage devices within Citi. A combination of
onsite and offsite EMC personnel delivers this service. Storage devices send alerts to
EMC support center and EMC logs in remotely in response to identify and fix the issue.
EMC also logs in without a matching alert periodically for preventative maintenance.
EMC Secure Remote Gateway Server (ESRS) is the technology that sends alerts to
EMC and permits EMC to log on to Citi storage devices. ESRS always initiates
connections from inside the Citi network guaranteeing that only specific EMC support
personnel are able to log in to Citi devices. EMC also has an elaborate process and
technology to control access to Citi devices. EMC gets access to the maintenance
interface of the device; they do not have any access to Citi business data stored on the
device. All storage devices generate detailed audit logs of all actions performed by EMC
personnel. These logs are captured and forward to SEMS ArcSight for auditing
purposes.
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EMC Remote Access Process
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1. EMC Customer Engineer (CE) will authorize access to Citi devices from EMC
Service Request (SR) process

2. CE will determine if servicing the device would require changes to be made on
the device

3. If changes are to be made CE will call on-call Distributed Storage Management
(DSM) person and ask him/her to open a virtual ticket (VT) or Request for
Change (RFC) determined by the nature of the change. If it is off-hours, CE can
proceed with the maintenance and contact DSM for VT/RFC next business day.
DSM person will note the actual date and time the maintenance was performed
in the VT/RFC record so that the event can be reconciled by the Log Review
Team

4. If CE does not require making a change but only monitor status or generate
diagnostic reports, there is no need to involve DSM to open VT/RFC

The following table outlines which storage devices allow EMC support to make
changes:

Storage Device Changes Allowed | Changes Not Allowed (Read
(R/W) Only)

Symmetrix / DMX

CLARIION

Centera

EMC Disk Library

<|<|<|<|<

Celerra
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Cisco Switches Y

Connectrix Manager Y

5. The Log Review Team will scan the audit log for the device on which
maintenance was performed periodically. This log is stored in the SEMS ArcSight
audit repository. The team will filter out monitoring/diagnostic report type of
activity by using a criteria provided by CATE Storage and Backup Engineering.
The remaining events will be reconciled against VT/RFC repositories by
matching the date and time. Instead of matching individual commands, the team
will match all commands issued by EMC within one hour of the noted date and
time in the VT/RFC record

6. Any unmatched items will be flagged to DSM management per an Incident
Response Process PCM which will be developed by DSM. This process would
involve working with EMC to identify the source of unauthorized access
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19. Appendix J: Disabling EMC Remote Access to Celerra and
EDL

CSBE has determined that EMC is able to SSH from a Celerra or EDL device. This is a
risk (“Leapfrogging”). If they are able to SSH to another device, they might gain access
to Internal Citi information. CSBE is providing a procedure to disable EMC remote
access to these devices. This procedure will remain in place until EMC enhances these
products with the ability to be configured to block outbound connections.

CSBE recommends that If EMC needs to access these devices; they will host a WebEx
session, inviting Citi support personnel. Citi confidential or restricted data should NOT
be shared with the vendor during the session.

Note: Alerts will continue as normal to EMC.
19.1. Disable Access to Celerra and EDL

Access to these devices will be disabled and remain disabled until EMC fixes the gap in
their product.

1. From one of the Gateway servers, rename:

C:\EMC\Gateway\ESRS\Celerra to C:\EMC\Gateway\ESRS\Celerra_no_access
(Substitute EDL-Engine)
2. From the same Gateway server, stop the “EMC SRS Gateway” service. Stopping

this service will also cause the “EMC Secure Remote Service Https Listener”
service to stop. Click refresh to make sure it is also stopped. If the Https Listener
does not stop, manually stop it.

3. From the same Gateway, restart the “EMC SRS Gateway” service. The “EMC
Secure Remote Service Https Listener” service will automatically start. Click
refresh until it is also started. If the Https Listener does not start, manually start it.

4. Repeat steps 1 — 3 on the second Gateway server
19.2. Disabling Newly Added Devices

If EMC adds a new Celerra or EDL, they will deploy the device in ESRS. With the
device folders renamed to “xxxxx_no_access”, ESRS will add the device under a device
folder (ie: Celerra). To disable these newly added devices, you'll need to follow these
steps.
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1. From one of the Gateway servers, copy the newly added device folder to the
“xxxxx_no_access” folder.

Example (a new Celerra was installed and deployed):
Copy C:\EMC\Gateway\ESRS\Celerra\APM0008339999-1 to
C:\EMC\Gateway\ESRS\Celerra_no_access

2. Delete C:\EMC\Gateway\ESRS\Celerra

3. From the same Gateway server, stop the “EMC SRS Gateway” service.
Stopping this service will also cause the “EMC Secure Remote Service Https
Listener” service to stop. Click refresh to make sure it is also stopped. If the
Https Listener does not stop, manually stop it.

4. From the same Gateway, restart the “EMC SRS Gateway” service. The “‘EMC
Secure Remote Service Https Listener” service will automatically start. Click
refresh until it is also started. If the Https Listener does not start, manually start
it.

5. Repeat steps 1 — 4 on the second Gateway server
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20. Appendix K: How EMC Handles Missing Devices

A “heartbeat” signal from the Gateway server to EMC's Device Relationship Manager
(DRM) server occurs every 30 seconds. The heartbeat contains a small datagram
identifying the Gateway server and provides status information on the health of the
Gateway, IP connection, and EMC storage systems. When the DRM doesn’t receive the
information, it labels the device as “missing”.

The following occurs at EMC when a storage device is found to be “missing”:

e The device is seen in EMC's Device Relationship Manager (DRM) server as
missing

e A “service request/case” is generated as a severity 2 containing the pertinent
information about the problem

e The DRM audit log is updated showing the case was created

e An alarm is generated in the DRM system

e An email is also generated and sent to the "service request/case support” email
list.

e The case is researched and an EMC Customer Engineer is dispatched, if
necessary.

EMC Secure Remote Support v2.28 - Solutions Guide 69



21. Appendix L: Issues

21.1. Configuration Tool — Client Not Running

The Configuration Tool must be set to “Run as Administrator”. If this is not done, the
Configuration Tool will display that the Gateway Client is not running.

4l ESRS-IP Configuration Tool 2.28.00.02

Client Version: 2,28.00.02

Serial Mumber:ESRSGW _4109954_15030312052001
Configuration: ESRS-GW

Install Directory: C:\EMC\ESRS

EMC’

where information lives’

Status Managed Devices I Proxy Servers I Policy Manager

—ESRS-IP Client Connectivity to EMC Enterprise

Services l Remote Sessions | Logs I

Connecting to ICIient is not running.

Connectivity status INot connected.

Customer Proxy I___
Server

Policy Manager

SSL

Avg HB Response

Cluster Info

Certificate I
ICitigroup - Warren HA Gateways, 2 members.

Diagnostic Client is not running.

Information refreshes every 30 minutes.
To refresh immediately click 'Refresh' button.

Thu Mar 5 15 13:42:35

EMC Secure Remote Support v2.28 - Solutions Guide

70



22. Appendix M: ESRS Patches
22.1. ESRS v2.28 Patch

Note: These instructions are for patching ESRS Gateway Client version 2.24.

1) From one of the GW Clients, verify current ESRS IP code version of by launching
the Configuration Tool (CT).

o ESRS-IP Configuration Tool 2.02.00.14

Client Yersion: 2,02,00,22

Serial Mumber: ESRSGW _117900_1 0042613343947 E M(:2

Configuration: ESRS-GW ) Lo
where information lives
Install Directory: CAEMCIESRS

Skakus Managed Devices I Proxy Servers I Puolicy Manager I Services Remate Sessions I Logs I

—ESRS-IP Client Connectivity to EMC Enterprise

Connecting 1o |esrs—curestg.emc .com on port 443.

Connectivity status |Cnnnected.

Proy Server I[)isabled_

Palicy Manager |Enahled 1P:127.0.0.1 port 8443.
SsL [Enabled, strength AES256-SHA.
Certificate |Enahled, supported true.

Avg HB Response IIII.IIIIIIIII seconds

Cluster Info |EMI3 HA Gateways-svt-doc, 3 members.

Information must be manually refreshed. Refresh |
Mon Aug 2 10 09:24:46

2) On one of the ESRS Gateway servers, install the ESRS v2.28 package from TPM

package CITI_WIN_EMCSecureRemoteSupport_228 00. The package will install

the upgrade files into directory C:\ESRS v2.28 Upgrade.
3) Stop the ESRS Services prior to applying the patch.

CLEMC SRS Gateway Client
LLEMC SRS Gateway Proxy
‘CLEMC SRS HTTPS Listener
CLEMC SRS Watchdoa
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4) Open a command window (“run as administrator”) and change to the directory that
the patch is located, C:\ESRS_v2.28 Upgrade.

[+ Administrator: Command Prompt

C:\ESRS_v2.28_Upgrade>dir
Uolume in drive C is SYSTEM
Uolume Serial Number is F6AD-BCB?

Directory of C:\ESRS_v2.28_Upgrade

03,/86,20815 11:83 AM <DIR>
A3/86,2015 11:083 AM <DIR> B
B6,/24/2814 11:38 AM 2,121,728 GatewaylUpgrade.exe
05,88,2014 10:43 AM 14,823,108 setup.zip
2 Filed(s> 16,944,836 hytes
2 Dirds)> 33.617.760.256 hytes free

C:\ESRS_v2.28_Upgrade>_

Note: If you double click the GatewayUpgrade.exe in Windows Explorer it will “flash” a
DOS box and will NOT install the patch. The patch MUST be run from a command
window and must include the patch.zip to be applied.

5) Atthe command prompt enter the executable and the patch.zip to be applied and
press Enter (GatewayUpgrade.exe setup.zip).

[&+] Administrator: Command Prompt - GatewayUpgrade.exe setup.zip

C:\ESRS2.28>dir
Uolume in drive C is SYSTEM
Uolume Serial Number is 48FA-92DB

Directory of C:\ESRS2.28

11/18,2014 s <DIR>
11,18,2014 H wim
18,/28/2014 = M »9226 GatewaylUpgrade-Win2088-2.28.00.02.exe
B6/24/20814 H 2,121,728 GatewaylUpgrade.exe
05,08/2014 H 14,823,108 setup.zip
11/16/2814 5 234 upgrade—20141110-104732.1og
11,18/2014 H 234 upgrade—-20141116-104804. log
11,/18/2814 58 AM 482 upgrade—20141110-1649236.1og

6 File<(s> 32,831,712 hytes

2 Dird(s)> 38.388.547.584 hytes free

C:\ESRS2.28>Gatewaylpgrade.exe setup.zip
ol START OF ESRS—-IP UPGRADE

% This will upgrade your ESRS-IP gateway? e

Type ¥ to continue or N to quit.

6) Answer “Y ” and press Enter. The patch process will proceed in the command
Window. These ESRS services will be restarted.

7) The Configuration Tool (CT) will automatically launch. After the CT launches, close
the command window.

EMC Secure Remote Support v2.28 - Solutions Guide 72



Review the CT screens and check the connectivity status to EMC. Refresh the
screen if necessary.

s ESRS-IP Configuration Tool 2.28.00.02 [ 2]

Client Version: 2,28.00.02

Serial Number:ESRSGW_4109954_15030312052001 E M(:2

Configuration: ESRS-GW Z Fogite
where information lives
Install Directory: C:\EMC\ESRS

Status Managed Devices ] Proxy Servers ] Policy Manager Services Remate Sessions I Logs I

—ESRS-IP Client Connectivity to EMC Enterprise

Connecting to Iesrs-core.emc.com on port 443.

Connectivity status IConnectEd.

Customer Prox
t4 ]Enabled, HTTP IP:webproxy.wib2.nam.nsroot.net port 8080.

Server

Folicy Manager  [pisabled.

SSL |Enabled, strength AES256-SHA.
Certificate IEnabIed, supported true.

Avg HB Response (0,000 seconds

Cluster Info IDitigroup - Warren HA Gateways, 2 members.

Information refreshes every 30 minutes.
To refresh immediately click 'Refresh’ button. FriMar 6 15 11:13:51

8) On the Managed Devices tab you will see your devices. Check connectivity. Refresh
the screen if necessary.

4 ESRS-IP Configuration Tool 2.28.00.02 | 2§ x|

Client Version: 2.28.00.02

Serial Number:ESRSGW_4109954_15030312052001 E M( :2

Configuration: ESRS-GW 3 Ssemi
where information lives
Install Directory: C:YEMCIESRS

Status  Managed Devices I Proxy Servers | Policy Manager | Services | Remote Sessions | Logs I

~Managed Devices Table
Serial Number I Model I I IP Address _:J
il;_v APMO0111601868-... WNX WL 10.40.42.207
EQJ APMO0111601868-... WNX WL 10.40.42.208
EQ// APMO0111601868-... WNX WL 10.40.42.201 _J
ﬁv/ APMO0111601868-... WNX " 10.40.42.202
‘Ed APM0O0114301565-1 CENTERA ™ 10.40.42.52
EQ// APMO0114301565-2 CENTERA " 10.40.42.53
1_7.@4 APMO0D114301586-1 CENTERA W 10.40.42.56
}E_Qf/ APMO0114301586-2 CENTERA ™ 10.40.42.57
EQ/ APMO0121600765-... WNX WL 10.40.85.25
ﬂd APMO0D121600765-... WNX " 10.40.85.26
21 |of APMOD121600765-... YNX WL 10.40.85.23 _'l‘
< »
Fadd | Pede | = Remove|
Information refreshes every 30 minutes. History | Request Update | Refresh |
To refresh immediately click 'Refresh' button. FriMar 6 15 11:13:51

9) Check other tabs on the Configuration Tool (CT) and confirm Status / Configuration
is as expected. Refresh the screen if necessary.
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10) On the Service tab verify services are as expected. Refresh the screen if necessary.

4l ESRS-IP Configuration Tool 2.28.00.02
Client Version: 2,28.00.02
Serial Number:ESRSGW _4109954_15030312052001

Configuration: ESRS-GW
Install Directory: C:YEMCIESRS

EMC’

where information lives®

Status I Managed Devices I Proxy Servers I Palicy Manager

Services Remote Sessions | Logs I

—Connect Home Services

IS Service  [RUNNING | sutomatic

FTP Service  [NOT INSTALLED [

SMTP Service [RUNNING [ automatic

HTTRS Service |RUNNING |Automatic
—ESRS-IP Dependent Service Status

Gateway |RUNNING | Automatic

Watchdog |RUNNING |utomatic
—ESRS-IP Gateway as Proxy Service Status

Proxy Service IRUNNING IAuhamatic

Information refreshes every 30 minutes,
To refresh immediately click 'Refresh’ button.

FriMar 6 15 11:13:54

11) A complete log of the upgrade process is located in the directory from which the

upgrade was executed.

12) Repeat process on the other ESR IP GW Client.
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23. Appendix N: Revision History

1.0 - Date: 30-Jul-07
e Initial release of EMC Secure Remote Support. Included Connectrix Manager on
SOE, Clariion and Centera support
1.1 - Date: 15-Oct-07
e Modified the device group policy settings for Connectrix Manager and Centera in
Section 9.2.2
1.2 - Date: 9-Nov-07
Modified the SMTP configuration in Section 7.5.3
e Changed ESRS to use TCP port 3325 instead of port 25
e Added SMTP configuration steps to lockdown ESRS SMTP mail server to allow
only specific SAN device IP addresses to communicate with it
1.3 - Date: 28-Feb-07
e Added Section 19 for patching ESRS Gateway with version 1.01.03/1.01.05 to
provide support for EMC Cisco MDS Switches
1.4 - Date: 7-Mar-08
e Added section 7.4 VMware Support Statement
e Modified the Policy Manager installation, section 8.3, adding a workaround for
the lack of a “Redundant Policy Manager Server”. Provided a backup and restore
procedure
1.5 — Date: 18-Mar-08
e Modified section 8.3: Redundant Policy Manager changed to Secondary
(Standby) Policy Manager. Added the use of a NAS CIFS drive to be shared
between the Primary and Secondary Policy Manager.
¢ In each of the installation/configuration sections, added who is the responsible
party for installation.
e Modified Section 17 CEP Ports, removed ping (echo-request) from all SAN
devices
1.6 — Date: 26-Mar-08
e Added Section 7.4, detailing required ESRS Gateway directories and the
Gateway Check Utility. Pre Gateway installation requirements
e Modified Section 7.6, added FTP directories required for installation of ESRS
e Modified Section 7.6, added information on creating Local Accounts on Gateway
Server
e Added Appendix for ESRS SG release details (this section).
e Added Section 8.6 Post Installation steps. Removal of the Local Accounts, FTP
and the FTP directories
¢ Modified the installation steps in Section 8.4.2. Added comments on how to
correct a possible “file not found” condition.
¢ Added Policy Manager HA solution diagram in Section 8.3.
¢ Modified Section 9.1 — Policy Manager Configuration
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The APMAdmin role does not work correctly. Users given this role are unable to
manage the TomCat web server. Users that require admin of the TomCat web
server should be given the admin role. EMC has been notified about this issue.
The following entries were removed from the Version Control Table:

Version Date Author Reviewed Comments
0.1 10-May-2007 Kevin GDSE Peer Review
Hobaugh
Kevin SAN
0.2 11-May-07 Hobaugh Stakeholders Phase | RFC

1.7/ 1.8 — Date: 12-Dec-08

Reorganized Section 8 for better clarity

Added Section 8.6, Securing the Policy Manager. Configuration steps to lock
down Policy Manager access from the SOE server where it is installed.

Added Section 8.7, Deployment Utility Configuration

Modified Section 9.1, user roles modified. Admin role used for “ID management”
and APMUsers used for “Policy Management”

Added 9.1.1, LDAPS Support

Added Section 9.2.2.6, policy settings for EDL (EMC Disk Library)

Modified Section 9.3, modified the body of text in the “Vendor Access Request
Notification” email

Added Section 11.7, prerequisites and deployment parameters for EDL
Added Section 18.4, added EDL to the list of storage devices

Added Section 19.3, instructions for installing ESRS patch 1.01.07

Added Section 19.4, instructions for installing ESRS patch 1.01.09

Modified links to point to new GDSE Sharepoint website

1.8 — Date: 09-Jan-09

No changes since RFC, see previous revision notes (above) for changes

1.9 — Date: 16-Feb-09

1.91 -

Added Section 9.8 — Functional ID for Policy Manager “Admin” account

Date: 15-Apr-09 (Peer/RFC)

Modified Section 6 — Changed strategy on the use of Policy Manager. Policy
Manager no longer required (BISO approved). Included reasons and benefits.
Removed Section 7.2 — Policy Manager Requirements
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Modified Section 8 — Removed requirement for Policy Manager installation. If
already installed, the Policy Manager service should be disabled. Removed
Policy Manager backup and restore process.

Modified Section 8.2 — Deployment Utility Configuration. Uncheck the box for
enabling Policy Manager

Modified Section 9 — Policy Manager section renamed to Disable Policy
Manager. Removed sections on Vendor Access Requests, Auditing ESRS logs,
and Functional IDs.

Added Section 21 — EMC Remote Access Procedure

Added Section 23 - Issue with Gateway Service not staying active. Add ESRS
programs to the DEP (Data Execution Prevention) exclusion list

1.92 — Date: 17-Apr-09 (RFC)

Added Section 8 — High Level ESRS Installation Steps

Modified Section 10 — Disable Policy Manager. Added steps to remove UserlD’s
from Policy Manager

1.94 — Date: 16-Sep-09 (Peer/RFC)

Modified Section 13.1 — V-MAX deployment

Added Section 13.8 — Celerra deployment

Modified Section 19.1 — V-MAX firewall ports

Added Section 19.8 — Celerra firewall ports

Modified Section 20.1 — V-MAX supported devices

Added Section 20.7 — Celerra supported devices

Added Section 21.3 Patch 1.02.00 installation instructions

1.95 — Date: 02-Oct-09 (Production)
e Modified Section 21 - Removed references to “out of date” patches
1.01.03/1.02.05.
e Modified Section 21 — Added table of ESRS upgrade paths
e Added Section 24.2 — Issue EMC204925 ESRS Gateway fails to send call-home
alerts after installing ESRS 1.02.00 Patch.

1.96 — Date: 06-Aug-10 (Production)
e Inserted Section 23 Appendix J — Celerra and EDL Remote Access Procedure.
Procedure will disable EMC remote access. When needed, Citi will re-enable
access for the duration of the connection.

1.97 — Date: 30-Nov-12 (RFC)
¢ Removed references to Policy Manager, since it is no longer a requirement.
e Removed requirement for FTP to be installed for the duration of the installation
e Modified Section 2.4.2 — 1IS SMTP Configuration. The 1IS outbound TCP port is
note used for notifications being sent to EMC. Notifications from ESRS are sent
over the secure SSL connection over port 443. Step f has been marked out.
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Added Section 6: Install ESRS v2.14 on Windows 2008 R2
Added Section 7: Configure ESRS to listen on SMTP port 25
Added Section 8: ESRS Configuration Tool

Modified Section 19: Removed references to out dated patches

2.1 — Date: 18-Dec-13 (RFC/RFP)
e Modified Sections 2-6: ESRS Prerequisites, Installation and Configuration.
e Removed Section H for patches

2.2 — Date: 09-Mar-15 (RFC) / 01-Apr-15 (RFP)
e Inserted Section 22 Appendix M: ESRS Patches (ESRS V2.28 Patch)
e Added Section 3.2 ESRS v2.28 Patch: Updated the ESRS installation process to
include installing the v2.28 patch.
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