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7 Introduction

In order to provide Citi with more choices for Enterprise Class storage, Global Distributed Storage
Engineering is certifying the latest Enterprise storage arrays from Hitachi Data Systems. The
HDS Virtual Storage Platform (VSP) and Hitachi Unified Storage (HUS-VM) arrays are the latest
generation of enterprise-class storage that are certified for use globally within Citi Technology
Infrastructure (CTI).

This guide will cover the new installations and additions of components necessary for connecting
and supporting the VSP and HUS-VM SAN Storage in a heterogeneous server environment.

8 Release Status

This product is engineering ready. Security approvals (ISRP and any related processes) are
being explored. This product is very similar to the previous Hitachi USPV Enterprise Storage
Array and subsequently similar approvals are expected.
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9 Prerequisites for a HDS VSP/HUS-VM Environment

The following items are required in order to implement a HDS VSP or HUS-VM according to
CSBE standards:

e A Storage Management Workstation (Windows Server 2k8). This physical (or VMware
hosted) server will run all of the GUI interfaces for HCS (Hitachi Command Suite) that
includes Device Manager (HDvM), Tiered Storage Manager (HTSM , and Replication
Manager (HRpM). This windows server should also host the Tuning Manager (HTnM)
software that will eventually be fully incorporated into HCS. These applications should
run exclusively of other major applications on the host.

e |f command line functionality is desired, then an additional management system (Solaris
or RH Linux only) will be required to run Device Manager CLI, and optionally the
Shadowlmage/Replication Command Control Interface (CCl).

e A Citi Extranet Platform (CEP) or firewall that encompasses and selectively isolates the
HDS SVP devices (IP connections to array).

o Dial-In capability for hardware support / diagnostics via HDS RACC.

e SEMS audit logging infrastructure environment.

o NetApp OnCommand Insight (formerly SANScreen) SAN auditing environment is
required (via HCS).

e ECC for chargeback and reporting (via HCS).

e Appropriate physical floor space, cooling, power, and redundant storage SAN fabric
connectivity.

9.1 Required Licensing for Array (based on raw array storage)
e Hitachi Basic System (BOS)
o0 Device Manager (HDvM)
Provisioning Manager
Hitachi Dynamic Provisioning (HDP)
Hitachi Open Volume Management / Virtual LUN Software
Hitachi LUN Manager
Hitachi Performance Monitor
Hitachi Server Priority Manager
Hitachi Storage Navigator 2
Hitachi SNMP Agent
Hitachi Virtual LVI
Hitachi Volume Shredder
Hitachi Volume Security
Hitachi Volume Security Port Option
0 Others not certified or recommended for use at Cit
e Hitachi Basic System and Virtualization (BOSV)
0 Hitachi Universal Volume Manager (UVM)
¢ Shadowlimage (Internal array replication)
e Replication Manager (External Replication Control)

OO0OO0OO0OO0ODO0OOO0OOOO0OO

9.2 Required Licensing for Replicated Array (based on raw array

storage)
e Shadowlmage (Internal array replication)
e Hitachi Universal Replicator (HUR)

9.3 Required Licensing per site (based on total raw storage)
e Tuning Manager (HTnM)
e Tiered Storage Manager (HTSM)
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e Replication Manager (External Replication Control) if Replication Used
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10 Architecture

10.1 Overview

The VSP (Virtual Storage Platform) and HUS-VM (Hitachi Unified Storage) Arrays are the latest
generation of Hitachi Enterprise Storage. There have been several key upgrades from their USPV
arrays that are discussed below and many of the core features are maintained. For example, all
major elements are installed in pairs across the power domain. The built-in service processor
(SVP), a blade PC running Windows, still hosts the Storage Navigator web interface and is the
maintenance platform for on-site CEs.

The basic architecture of the VSP array has been upgraded in comparison to the USPV.
However, much of the basic structure and division of work is similar to the USPV. The exception
being the introduction of the new Virtual StorageDirectors and their interaction with the front end
and back end directors. Overall the speed of the system has been increased, but many of the
initial microcode limitations are similar to the USPV. This is expected to change with future
releases of the next few quarters. The number of drive slots has increased along with the drive
density per floor tile.

10.2 VSP Hardware

10.2.1 Logical Components of VSP
The major components of the VSP are modularized into functional roles:
e Host/external storage adapters (FED)
e Back-end adapters (BED)
e Cache (DCA)
e Data processors (VSD)
e Grid switches (GSW)

HiStar-E Metwork
4 pCle Grid Switchas
[96 parts)
e

~ A .
= R X

\ V5P Single Chassis - Boards 7

10.2.1.1 Grid Switch (GSW)

The HiStar-E PCI Express Switched Grid is the communication backbone of the VSP. This is the
interconnection between the FED, BED, DCA, and VSD boards. There are 24 high speed ports
per board, where each port supports a full-duplex rate of 2048MB/s (1024MB/s send and
1024MB/s receive concurrently). The Grid Switch (GSW) is also the interconnection point
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between the new dual chassis (large) configuration. This allows the dual-chassis array to function
as a single integrated array, not as a pair of units operating as a cluster. There can be 2 or 4
GSWs per chassis. This component is also called ESW in some documentation.

10.2.1.2 Virtual Storage Director (VSD)

Virtual Storage Directors manage all I/O by sets of assigned LDEVSs in conjunction with the
updated FEDs and BEDs. There are either 2 or 4 VSDs installed per chassis. These boards
execute all of the internal I/O jobs (dispatched from the FEDs and BEDs) and manage the control
memory tables.

10.2.1.3 Front End Director (FED)

The processors on the FEDs that were 800MHz NEC RISC “Y-Wing” CPUs have been replaced
with 2.33GHz Intel Xeon Core Duo quad core CPUs (Tachyon) on the VSP. The FEDs now have
Data Directors that work with the VSDs. The FEDS auto negotiates between 2Gbps, 4Gbps, and
8Gbps.

10.2.1.4 Back End Director (BED)

The BEDs are the disk controllers for the array. The processors on the BEDs are 2.33GHz Intel
Xeon Core Duo quad core CPUs on the VSP. The BED provides 8x backend 6Gbps SAS links
via four SAS 2W ports (16 SAS links per BED pair, up to 32 SAS links per chassis). The BEDs
now have Data Directors that work with the VSDs. The BED component is also called a DKA in
some documentation.

10.2.1.5 Data Cache Board (DCA)

Each DCA cache board has eight DDR3-800 DIMM slots, organized as four banks of RAM (thus
32 independent banks of RAM in a dual chassis array). Each DCA board can support 8 to 32GB
of RAM using the 4GB DDR3 DIMMs. When the 8GB DDR3 DIMMs are released, this can grow
up to 64GB. Each DCA has four 2GB/s full duplex GSW ports that provide for 8GB/s of
aggregate read-write bandwidth per board to the FEDs and BEDs. There are two on-board SSDs
(and batteries) on the DCA that provide a de-staging area for cache during a power outage.

10.2.1.6 Disk Storage

The disk storage basic building block has changed significantly on this platform. There are no FC
disks in the array. The primary disk drive type is a SAS drive that is available in 146GB, 300GB,
600GB, and 900GB (2.5” enclosure). SATA drives are also available in a 3TB form (3.5”
enclosure). SSDs are also available in 200GB (2.5"), 400GB (2.5"), and 1.6TB FMD.

10.2.2 Back-End SAS Links

In the performance model configuration that Citi uses, there are up to 4 BED pairs. Each BED
pair is connected to all of the DKUSs in the same chassis. In the dual chassis model this is
repeated from the other chassis (see below).
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)

HDU Stack HOU Stack HOU Stack HDU Stack
DED Ported BED Ports-1 BED Ports-2 BED Ports-3

DHUs: Front HOU Boxes D¥Us: Rear HOU Boxes

These connections would be identical on 3.5” (LFF) drives such as SATA and SSDs, though the
number of slots would be reduced from 16 to 10.
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10.2.3 BED to DKU Organization

A chassis containing a DKC can expanded from the 2 DKUs in the same DKC Rack to have up to
2 additional DKU Racks (each with 3 DKUs). Under the performance model configuration, there
will be 4x BEDs. The SAS links from the 4x BED pairs are extended to cover the additional
drives as follows:

.
BED-0 "‘1\\ DRL-00 DRU-01 DKW-02 DKL-03 DEU-04 DKL-05 DKU-06 DKU-07

e 15 15 e 15 15 e 15 15 e 156 16 e 16 15 16 16 e 16 15 e 16 16
—

I
—
BED-1 Y
i “. — — — — | —— ] — -——|
:,:I_,.q_ 16 1656 mem 16 16 s 16 16 sesm 16 16 s 16 16 ssssssss 16 16 s 16 16 sem 16 16
S— ..(:."'—
=
/F'-.,.T_:ls 16 pam 16 16 e 15 16 e 16 16 m 16 15 me—— 16 16 g 16 16 mee 16 16
seoo /1
I |II .n':'-l
?}‘l"-.;q—— 16 16 mem 16 16 messsss 16 16 e 16 16 mem 16 16 soessss 16 16 sem 16 156 sem 16 16
'l i
.'"I 4
BED-1 4 SFF SFF 5FF SFF SFF 5FF SFF SFF

2 DKUs, 16 HDUs 3 DKUs, 24 HDUs 3 DKUs, 24 HDUs

The first rack (Rack 00) will contain DKU-00 and DKU-01. The second rack (Rack 01) will contain
DKU-02, DKU-03, and DKU-04. The third rack (Rack 02) will contain DKU-05, DKU-06, and
DKU-07. The SAS cables depicted above are actually SAS 2W (2-Wide) cable, each with two
independent 6Gbps SAS links. Thus

10.2.4 Dual Chassis (Dual DKC)

When there is a need for more than 8x DKUSs, then the DKC can be expanded into another
chassis. The second chassis will function much like the original DKC but is fully integrated with
inter-component communication between the two sides. The grid switches (GSW) are cross
attached in a one to one relationship with a parther GSW in the other chassis.
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/ 648Gbps FC Ports \ 16GB/s
8x 8Gbps FC ,  Send

Ports per FED | 16GB/s

Receive

|
5]
IWIRA

32G8/s Send
16GB/s Send 32GB/s Receive
16GB/s Receive
2 1]
|L BED 256GB Cache
T Bx 6Gbps
v 9

SAS Links per /

DKUs: Front HDU Bozes DKUs: Rear HDU Boxes DKUs: Front HDU Boxes

10.2.5 Slot Names

In order to properly identify failed or expanded components, it may be useful to understand the
names associated with the individual component slots on the VSP. The following are the Logic
Box slot names for Chassis #1 (DKC 00):
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Cluster 2

DKC-0 Rear

| eva-apzry I|| enaczizau ]

Clusterl

DKC-0 Front

| DCA-3 (2cH) |
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=
s
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V5P Chassis #1

Cluster 2

Chusterl

Once a second Chassis is added to the configuration (DKC 10), the following are the slot names
for the additional components:

Clustar?

Clusterl

DEC-1 Front
DCA-7 (208)

1]

E

=2{1C))

5 [1CK)
[1CH]
DCA-7 (107

:

DKC-1 Rear

[ coanauny 1] cnasizuy 1]
[ enszizra 1] cra-sizru ]

DiHA-3 %! ! M-\IEILU I

[ ewrne ]| | owa-epen ]
[[omoum |] [ cuspm ]

Cluster2

Cluster 1
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10.3 HUS-VM Hardware

10.3.1 HUS-VM Hardware Overview

The HUS-VM is essentially the same architecture as the VSP with some consolidation of
components. The HUS-VM is based on the HiStar architecture which provides a shared resource
system where all the primary components, including front-end ports, back-end ports, cache
modules and processors, are connected through an internal switched network. The internal
processors share a global cache along with the front-end and back-end 1/0 modules, which
creates a common pool of storage resources and disk capacity. This disk capacity can include
external storage, which is connected through host initiator fiber channel ports.

The controller chassis has dual controllers, and each controller has a cache blade and a
processor blade. All data passes through the cache blade ASIC to cache. The processor blade
executes all I/0O jobs and manages cache.

Front-end Ports Back-end Ports Front-end Ports Back-end Ports
8GFC X 16 6G SAS X4 8GFC X 16 6G SAS X4

Local
Router

Cache Memory Microprocessor, Microprocessor. Cache Memory
Adapter Adapter Adapter Adapter

Grid
Switch

Local
Router

e b e e F L
Cache Modules Cache Modules

Microprocessor Microprocessor

Local Memory Local Memory

10.3.2 Logical Components of HUS-VM Different from VSP
HUS-VM hardware is composed of the following major components that are different from the
VSP:

e Controller Chassis

e Drive trays — Support for large form factor (LFF) and small form factor (SFF)

e Rack — HDS or standard 19-inch rack using supplied rail kits
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HUS-VM

Standard SFF Drive Trays

Standard SFF
Drive Trays

Controller Chassis

Dense LFF Disk Trays

10.3.2.1 Controller Chassis

The controller chassis contains dual HiStar-E based controller modules, 2 main modules, 2
microprocessor modules (MPB), an integrated service processor, and dual power supplies with
built-in cooling fans. Each cache blade has slots for the system cache, contains an ASIC that
includes most of the discreet logic previously found on the VSP FED and BED boards, and a
battery. The processor blade contains an Intel Xeon 8-core processor and local RAM.

Main components can be added, removed and replaced in the block module without shutting
down a device while the storage system is in operation. The microcode can also be upgraded
without shutting down the storage system. An integrated service processor is mounted in the
controller chassis that monitors the running condition of the storage system.

Controller chassis
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Controller
Chassis

Main Module

Microprocessor
Module

Interface Modules

Power Supply

Service Processor Rear view

Controller chassis rear detail

- 4 x 8 WL
Eiben 6GE SAS

Channel

10.3.2.2 Dirive Trays (Drive Boxes)
There are four different drive trays (boxes) that are supported with the HUS-VM
use a 6Gb/sec SAS interface. These drive boxes are:
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DBS -- A 2U box containing up to 24 vertically mounted 2.5” small form factor (SFF) drives. This
box contains two redundant power supplies and two ENC adapter boards for controller
connectivity. The connection to the controller may be direct or via daisy-chain through other ENC
adapters in other boxes.

DBL — A 2U box containing up to 12 horizontally mounted 3.5” large form factor (LFF) drives.

This box contains two redundant power supplies and two ENC adapter boards for controller
connectivity. The connection to the controller may be direct or via daisy-chain through other ENC
adapters in other boxes.

DBF — A 2U high box containing up to 12 horizontally mounted 5-1/4" Hitachi flash module drives
(FMD). This box contains two redundant power supplies and two ENC adapter boards for
controller connectivity. The connection to the controller may be direct or via daisy-chain through
other ENC adapters in other boxes.

DBX — A 4U “high-density” box containing up to 48 vertically mounted 3.5” large form factor (LFF)
drives. The box is functionally separated into two separate drive units (A and B), each containing
a maximum of 24 drives. Each drive unit contains two redundant power supplies and two ENC
adapter boards for controller connectivity. The connection to the controller may be direct or via
daisy-chain through other ENC adapters in other boxes.
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ENC x4
Power Supply x 4

3.5” Canister

.

10.3.3 Cache and Control Memory

Hitachi Unified Storage VM uses partitioned cache rather than a shared global cache. A portion of
this cache space (4GB to 20GB per blade, mirrored) is reserved for the control memory region.
There is also a transfer buffer region where the host ports and drive ports transfer data blocks.
There is also space for 2 or 4 user data cache directories (500MB each).

The control memory and cache directory regions are backed up to each cache blade’s SSD on a
planned shutdown. On power loss, all of cache per blade is backed up to its local SSD on power
loss.

The remaining cache space is managed as a global pool. This space is evenly divided into four
partitions for the 4 microprocessor units. A microprocessor unit may borrow some space from
another partition under certain circumstances. A microprocessor unit cannot access its own data
partition — only the cache blades can do so with DMA transfers, but the microprocessors manage
their partitions. Each processor blade microprocessor unit uses DMA to access control memory
and the cache directories on the cache blades, but the cache blades do not.

10.3.4 Front-End Design

Each host I/O module contains one 4-port Tachyon QE8 8Gb/sec Fibre Channel controller. Each
module is connected to one PCle x8 link on the ASIC on the cache blade. HUS-VM supports
Fibre Channel for open systems and SAN connectivity. HUS VM supports up to 32 Fibre Channel
ports from up to 8 host I/O modules per controller chassis. Additional ports, up to 48, can be
added by replacing 1 to 4 drive modules per controller chassis with host I/O modules. The Fibre
Channel ports support industry standard 2Gb/sec, 4Gb/sec and 8Gb/sec transfer rates.

10.3.5 High-Performance SAS Back-End Design

The back end of Hitachi Unified Storage VM is a SAS engine that is a cross between the HUS
100 family and Hitachi VSP. The SAS engine elements include the drive I/O modules, up to 48
disk trays with their dual 4-link SAS switches (ENCs), and the SAS drives. The cache blade
controls all communications between the drive modules and the processor blades and all DMA
transfers to cache. Each drive module is connected to one PCle x8 link on the ASIC in the main
blade. Each drive I1/0O module contains one SAS controller device with a pair of 4-wide ports (4 x
SAS 6Gb/sec lanes).
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To optimize performance, it is recommended to create parity groups so that as many back-end
(BE) paths can be used as possible. This can also be called vertical striping the parity groups.
Horizontal striping of parity groups is not recommended for higher performance environments.
Because the HUS-VM uses a 4-link SAS switch to communicate with the drive trays, it is
recommend to have a minimum of 4 drive trays in order to maximize performance on the BE
paths.

In a dense chassis, different DB numbers are assigned to the left and right sides, and different BE
paths are defined for the BE numbers. To optimize performance in a HUS-VM with dense trays,
create parity groups by using the left and right drives evenly, again so that the load of BE paths is
balanced.

Standard Tray Configuration (DBS, DBL, DBF)

Recommended configuration

P e | Not recommended
BE paths D2 e Create3D1P|$1eDB ‘.
] 4 | N 1
SE ”E‘“@---_[’B“Elll@?-ll
o | \J 0 e e S
=P DB-1 - ol el a -
3H FEEEE-BH™ P0EER-E6
[ b
™ DB-2 ol o — DB6 o R B D
Mk FEEEE- B> EEEEE-EE
2 : \ Create 7DIPin 2 DBs |
DB-3 i3 () f=ee{ DB-7 3 3 3 3 —
28 FEEER B8 H0EEE-E6

\

Create parity groups by
changing locations in DB
(If all BE paths are used,
performance is not affected)

7,

Create parity groups so that
all BE paths would be used

-

Dense Tray Configuration (DBX)
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Recommended configuration

~, m———n

Dense chassis

- Two DB numbers are assigned to 1 dense
chassis
- Right and left sides use different BE paths

Left (Smaller number)
Example: DB-0

BE paths D20y 7D1P 3D1P
™ DB-0 i (il 5
= —
oy
[ ] DB-2 S 3 S )
o
ey —

: T EEHEEE
=8 SRS
-.17___/;__-_

( Create parity gr.oups so that BE ‘
paths will be used equally

Right (Larger number)
Example: DB-1

10.3.6 HUS-VM and VSP Component differences
The HUS-VM and VSP share the same logical components, but are physically implemented with
some slight differences. This results in a potential larger performance impact to component
failure on the HUS-VM, but the array remains fully redundant and will continue to service 10
during the failure period.

Front-End Adapter | Loss of 8 FC Ports. Path Loss of 4 FC Ports. Path Medium
failure for attached failure for attached
hosts. hosts.
MP Back-up MP assumes Back-up MP assumes High
control of failed MP's control of failed MP's
LDEV's. High CPU LDEV's. High CPU
utilization can occur if utilization can occur if
combined LDEVC combined LDEV workload
workload exceeds 100% | exceeds 100% of
of remaining CPU's limits | remaining CPU's limits.
Grid Switch Remaining Grid switches | If the Control Module High
handle all internal traffic | main ASIC fails then all
requests until failed GSW | associated LDEV
is replaced. management is failed
over to the other control
modaule. Path loss for all
multi-pathed hosts.
Memory Module | The VSP uses mirrored Each of the two HUS-VM High
write cache so the control modules has two
system would operate in | banks of cache. When a
degraded cache mode failure occurs in DIMM in
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until failed module is
replaced.

CMG@G1, only CMG1 is
blocked. Note that CMGO
is also used for shared
memory information. If a
DIMM in CMGO has a
failure, MAIN Blade is
blocked (CHBs/DKBs in
the cluster are also
blocked).

SVP for failover.

SVP. Impact includes loss
of SN connectivity, Call
home reporting, and out-
of-band Raidcom
connectivity. SVP should
be replaced as soon as
possible.

DKC Adapter Loss of up to 8 8Gb SAS Loss of up to 8 8Gb SAS Medium
Links, A fully configured Links, A fully configured
system will have up to 56 | system will have up to 24
remaining links to remaining links to
balance the workload balance the workload
across. across.
DKU All DKU's have multiple HUS-VM uses 24 slot and Medium
power supplies, fans, and | 48 slot drive trays. Each
SAS interconnects. Each drive tray has multiple
DKU contains 8 LFF or SFF | connections to each of
HDU's. Failed DKU's are the two control modules.
extremely rare, and raid | All trays are fault tolerant
groups are generally with redundant power
striped across equal supplies, fans, and
number of HDU's interconnects. Failures in
allowing for greater HDS drive trays are
redundancy. extremely rare.
Horizontal striping is
allowed for lower tier
configurations.
SVP - Service All Citigroup VSP systems | HUS-VM systems are only Medium /
Processor are configured with dual | available with a single High

10.4 Disk RAID Mechanism

10.4.1 RAID 5 (7+1)

RAID 5 (7+1) is only used for SSDs at Citi on the VSP or HUS-VM. In traditional RAID 5
schemas, the stripe width (row size in diagram) by multiplying the RAID chunk (stripe) size by 7.
For Open-V volumes (open systems), the VSP uses a native chunk size of 256KB. Traditionally
this would be a row size of 1,792KB. However, the VSP manages RAID 5 somewhat differently
than other vendors. Two adjacent 256KB RAID chunks are taken from the same disk before

switching to the next disk in a row, so the effective chunk size is 512KB. Thus, there are twice as

many chunks per row than expected. The VSP stripe width is 3,584KB (7 x 512KB).
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10.4.2 RAID 6 (6+2)

RAID 6 (6+2) is an allowed storage RAID protection used on the VSP at Citi. The VSP
manages RAID 6 similar to RAID 5 where there are two adjacent RAID chunks taken from the
same disk before switching to the next disk in the row. The VSP RAID 6 6+2 stripe width is

3,072KB (6 x 512KB).
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10.4.3 RAID 6 (14+2)

RAID 6 (14+2) is the default RAID configuration for Bronze tier on both the VSP and HUS-VM.
RAID 6 (14+2) is basically the same as RAID 6 (6+2) but uses twice as many data disks in the
RAID set and again only 2 parity disks. The advantage from using RAID 6 (14+2) is a wider
stripe across more disks giving better performance and more capacity from the same number of

disks as two RAID 5 (7+1) pairity groups..

10.4.4 RAID 10 (2+2)

RAID 10 (2+2) is the primary storage RAID protection for Silver and Platinum tiers used on the
VSP and HUS VM respectively at Citi. RAID 10 (2+2) is mirrored disks, primary and secondary
drives, compose a RAID pair and the identical data is written to the primary and secondary drives.
RAID 10 (2+2) provides reliability and higher performance.

10.5 Limit Comparison of USPV, VSP and HUS-VM
There are many new aspects to the VSP and HUS-VM arrays. The key features that were added
since the USPV are:

e Improved Storage Navigator Interface (Task Oriented)
e Pool shrink (take storage away from pools)
e Multiple tiers within same pool (HDT - Hitachi Dynamic Tiering)
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e Page Level Tiering (HDT)

The following is a comparison of the limits from the VSP and HUS-VM arrays. These limits are
expected to be changed over the next few quarters as newer microcode releases are made.

__ T ==

Data Cache (GB) 512 1024 512
Raw Cache Bandwidth 64 GB/s 128 GB/s - 68 GB/s
Control Memory (GB) 8-48 8-48 4-20 24
Host Port Speed (or Ext Storage) 1,2,4,8 Gh/s 1,2,4,8 Gb/s 1,2,4,8 Gh/s 1,2,4 Gbh/s
SSD Drives 128 256 128 128
2.5” SAS Disks 1024 2048 1152 -
3.5” SAS Disks 640 1280 576 -
3.5” FC Disks - - - 1152
3.5” SATA Disks 640 1280 - 1152
Flash module drives 192 192 96 N/A
Logical Volumes 65,280 65,280 16,384 65,280
Max Volume Size (Internal) 2.99TB 2.99TB 299TB 2.99TB
Max Volume Size (External) 4TB 4TB 4TB 4TB
10 Request Limit per Port 2048 2048 2048 2048
Nominal Queue Depth per LUN 32 32 32 32
HDP Pools 128 128 128 128
Max Pool Capacity 5 PB 5PB 2.1PB 1.1 PB
Max Total Pool Capacity 5 PB 5PB 2.1PB 1.1 PB
LDEVs per Pool 1024 1024 1024 1024
Max Pool Volume Size 3.99TB 3.99 TB 2.99TB 2.99TB
DP Volumes per Pool Approx 62000 Approx 62000 16,384 8192
DP Volume Size (w/o replication) 46 MB — 60 TB 46 MB-60TB | 46 MB -60TB | 46 MB -4 TB
DP Volume Size (w/ replication) 46 MB -4 TB 46 MB -4 TB 46 MB-4TB | 46 MB-4TB
11 Installation
11.1 Required Installation Steps
Major Steps:
e Physical Installation of Array into Enterprise Class Data Facility
¢ Network Installation of SVPs
e |Installation of Management server (Windows)
e (Optional) Installation of Management server for CLI (RH or Solaris)
e Redundant management server(s)
o Firewalled Network Segment (CEP) Isolation of SVPs
¢ Installation of HCS and setup of Device Manage software
e Configuration of Array via Device Manager and Storage Navigator (on Mgmt Server)
e Configuration of HTTPS-based dial-home for alerting to HDS
e RACC software configuration (HDS Remote Access)
e Configure SYSLOG to send records to SEMS for auditing
e Create userid for OnCommand Insight (formerly SANScreen) for auditing
e Create userid for ECC (Prosphere)
e Configuration of host ports and SAN
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e Allocation of storage to storage hosts

e |Installation of HTnM and setup of remaining HCS software (HTnM, HRpM, ...)
e Setup of Replication (external or internal if applies)

11.2 Software Packages

The following packages are the current packages for the VSP array:

Hitachi Command Suite (HCS) version 7.4.1 (HDvM,HTSM,HRpM,HTnM) Windows 2008 CITI_WIN_2K8_HDSHCS_74 01
Hitachi Device Manager CLI version 7.2.0 RHEL HDvVMCLI_7.2_RHELS5.x.tar.gz
Hitachi Device Manager CLI version 7.2.1 Windows 2008 HDVMCLI_7.2.1_WIN2K8
Hitachi Device Manager Agent version 7.4.1 (for CCl/Raidcom/HRpM) Solaris 10 SOL_HdvMAgt_741
Hitachi Device Manager Agent version 7.4.1 (for CCI/Raidcom/HRpM) RHEL RHEL_HdvMAgt_741
Hitachi Tuning Manager Agent for RAID version 7.4.0 Solaris 10 HTNM_AFR_740
Hitachi Tuning Manager Agent for RAID version 7.4.1 RHEL 5.x HTnM_AFR_740
Hitachi RAID Manager CCI /Raidcom version 01-29-03/06 Solaris10 SOL_RMHORC_01-29-03
Hitachi RAID Manager CCIl /Raidcom version 01-29-03/06 RHEL 5.x RHEL_RMHORC_01-29-03.tar
Hitachi TMEA version 9-5-3b12 RHEL 5.9 HDS_TMEA_RHEL_9-5-3b12
Sun Java JRE 1.6.0_16 Solaris 10 jrel6016

(directory jre160161.6.0_16)

11.3 Software Package Details / Notes
When installing on a windows machine, you should always disable the On-Access Virus Scan to
prevent conflicts with the setup software.

11.3.1 HDvM CLI version 7.2

This package (HDvMCLI_7.2_RHEL5.x.tar.gz ) can be downloaded from GDS Unix website. This
package is not really a Unix package format and it a tar file of the required software and must be
untar'd to a local directory (such as /opt/HiCommandCLl). If you are going to upgrade your HDvM
CLI package, then you will want to preserve a copy the HiCommand CLI.properties file manually.
If you are unable to change the path (as described below for JRE) and the default JRE is a
previous version, then the JRE version must be specified to hide the password (when prompted).

Two lines can be added to the HicommandCLlI.sh script specifying this JRE version if changing
the $PATH variable is not desirable:

HDVM_CLI_JRE_PATH=/opt/jre/1.6.0_16/bin

export HDVM_CLI_JRE_PATH

For more information, please see Appendix D: Command Line Interface for Device Manager

(HDvM CLI).

11.3.2 HDvM CLI version 7.2.1 for Windows 2K8

This package (HDVMCLI_7.2.1 WIN2K8) can be downloaded from GDS website. This package
is not really a Windows package format — it is a self-extracting compressed file for the required
software and must be executed in a local directory. If you are going to upgrade your HDvM CLI
package, then you will want to preserve a copy the HiCommand CLI.properties file manually. If
you are unable to change the path (as described below for JRE) and the default JRE is a
previous version, then the JRE version must be specified to hide the password (when prompted).

11.3.3 jrel6016

Using JRE 1.6 or later will enable the password hiding for the HDVMCLI. This JRE package will
require the manual add of the /opt/jre/1.6.0_16/bin directory to the $PATH variable in your profile.
Remove any previous JRE versions from $PATH. You may also need to delete a symbolic link
that points to the wrong version (or nonexistent directory) in /bin or /usr/bin. Running “whence
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java” should find the first instance of java following your path. Running “java —version” should tell
you the current version. Do not assume that the package install has resolved these issues.

If you are unable to change the path (as described above) and the default JRE is a previous
version, then the JRE version must be specified to hide the password (when prompted). Two
lines can be added to the HicommandCLl.sh script specifying this JRE version if changing the
$PATH variable is not desirable:

HDVM_CLI_JRE_PATH=/opt/jre/1.6.0_16/bin

export HDVM_CLI_JRE_PATH

11.3.4 CITI_WIN_2K8_HDSHCS_74_01

It is critical that you disable on-access Virus Scanning, disable DEP for non-windows applications
(reboot required), and enable the Application Experience service to successfully install the
software. These changes can be reversed once installation is successful. These packages only
place the original software into an install directory.

Notes:

1. Flash 10.1 is required to run HCS.

2. Appication Experience Service is required to install HCS (HIRDB Setupper has
stopped working error will occur without this service running).

3. During the new installation or upgrade of HCS the IPV6 agent will get installed and
enabled on management server by default. Administrator will have to disable IPV6
manually after new installation or upgrade of HCS.

4. On the windows 2008 Citi build, there was an SNMP listening trap port conflict
experienced during installation. If SNMP traps are used to/from HDvM, then this will
need to be resolved.

HCS Server Hardware and Operating System requirement

The following are the table of minimum hardware and operating system requirements for the
management server

Processor Minimum: Dual-Core Processor Recommended: At least Quad-Core Processor
Physical memory Minimum: 3 GB Recommended: At least 6GB*2
Disk space Minimum: 5 GB Recommended: At least 20 GB

Windows Server | Datacenter Edition

2003 R2 Enterprise Edition

(x64) Standard Edition

Windows Server | Datacenter Edition No SP Y -- Y

2008 Datacenter without Hyper-V Edition SP1 Y -- Y

(x64) Enterprise Edition SP2 Y Y Y
Enterprise without Hyper-V Edition SP2 Y Y Y
Standard Edition SP2 Y Y Y
Standard without Hyper-V Edition SP2 Y Y Y

Windows Server | Datacenter Edition No SP Y Y Y

2008 R2 Enterprise Edition SP1 Y Y Y

(x64) Standard Edition SP1 Y Y Y
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Prerequisite JDK

For Window, In Hitachi Command Suite products, the following Oracle Sun JDK versions are
available besides the bundled JDK 5 Update 03 (1.5.0_03) or later except in Windows XP or
Windows Server 2003 R2 environment: — Oracle Sun JDK 5 (1.5.0), An Update 17 or later
version is required for SSL communication between the external authentication server (LDAP
directory server) and the management server.

If the OS of the management server is Windows, the file system of the management server must
be NTFS in order to use Oracle Sun JDK. Use Oracle Sun JDK for 32 bit because Hitachi
Command Suite products are 32 bit applications. After new installation, the bundled JDK in the
product will be set to use. Exchange the JDK for Hitachi Command Suite products to use Oracle
Sun JDK after the installation.

Server installation prerequisites
e Stop Tuning Manager services:

o Ifaversion earlier than 6.3 is installed on the same management server, stop the
Tuning Manager Agent for SAN Switch service.

o If Tuning Manager is remotely connected, stop the Tuning Manager server service.

e Run Tiered Storage Manager tasks when upgrading from 7.1.0 or earlier

o Ifthere are incomplete tasks (standby, running, or being cancelled), goto the Tasks &
Alerts tab and execute or cancel the tasks. After upgrading, register the canceled
tasks as new.

o Determine values that are set during installation

The installation destination path

The database storage destination path
Management server information
Memory heap size

The database backup destination

OO0O0OO0O0

Prerequisite checker
The prerequisite checker verifies whether the installation destination satisfies the requirements.
e In Windows, use the package CITI_WIN_2K8 HDSHCS 74 01 to run the
prereqchk.exe. The file is in C:\HCS_7.4.0_Install \HCS directory of the package.
Installing HCS in Windows

Install the HCS in Windows with the package available for HCS 7.2.1.

e Log onto Windows as an administrator.
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e GotoC:\HCS_7.4.1_Install\\HCS\setup.exe, double click on setup.exe to run the
setup for HCS 7.4.1

e Click Install in the window that appears.

e When you are prompted, enter the required information.

¢ In the Installation Completed window, select the When installation completes; open
the Device Manager GUI check box.

e Click Finish to get the GUI login window

e Proceed with the install of HTnM (Tuning Manager) via the setup.exe in that
subdirectory.

Verifying the installation

You can verify that the installation was successful by accessing the Web client from a browser.
To access the HCS Web client following are the steps.

e Start a Web browser.

e Inthe address bar, specify the URL for HCS in the following format:
http://Management-server-IP-address-or-hostname:23015/DeviceManager/

RMHORC_01-29-03This package is a software respository and does not run the installation.

a.

b.

Download the RAID Manager CCI software package to a temporary directory
(e.g. “tmp/CCI") on the server

Change the current directory to the ‘Specification Directory’ (Ex: /opt).
Ensure that there is at least 100MB of free space on this filesystem.)

# cd /['Specification Directory’

Install the CCI software to ‘Specification Directory’ using “cpio” command
# cpio —idmu < /tmp/CCI/SOL_RMHORC_01-29-03

Makes symbolic link for /[HORCM.

# In —s ['Specification Directory'/HORCM /HORCM

Verify installation of the proper version using the “raidqry” command

# raidqry -h

Executes the RAID Manager installation command

# /[HORCM/horcminstall.sh

Note: If you are upgrading CCI from an existing older version, you will need to preserve any
existing HORCM configuration files before uninstalling the old package and installing the new

package.

11.3.5 HTnM_AFR_740

This package is not a package but a directory that contains an installation script. You will want to
run the installation script (install.sh) from the Solaris or the Linux subdirectories. That script will
add the package to your system or upgrade the existing agent package. For new installs on
Solaris, a RAID Manager library should also be added. However, updating the RAID Manager
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library from previous versions is not necessary. See Setup of Agent for RAID for Solaris 10 for
detailed instructions on using this package.
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12 VSP Best Practices

It is assumed that the audience is familiar with the configuration of the array (via Storage
Navigator, Device Manager, and/or CLI). For additional detailed information on these

subjects, see the following appendixes:

e Appendix B: Configuration of Array via HCS / HDVM

Appendix C: Configuration of Array via Storage Navigator

[ ]
e Appendix D: Command Line Interface for Device Manager
[ ]

Appendix L: Tiered Storage Manager

12.1 Storage Host Setup (Host Modes)
For the latest information regarding which platforms have been certified for use with the
HDS array and the appropriate path management software, refer to the GDSE Website:
CSBE Supported MultiPath Configuration Matrix.

Each supported host OS has its own stack information relating to the configuration and use

with SAN-attached storage.

For Host modes in setting up Host Groups on the VSP or HUS-VM, use the following chart:

AlX OF VSP (and HUS-VM)
AIX with VCS OF 2,22 VSP (and HUS-VM)
AlX with Oracle AMS OF VSP (and HUS-VM)
AIX with Oracle RAC & AMS OF VSP (and HUS-VM)
AIX with HACMP OF 15 VSP (and HUS-VM)
AIX with VIO vSCSI OF VSP (and HUS-VM)
ESX (VMWare) 0 VSP (and HUS-VM)
HP-UX 3 12 VSP (and HUS-VM)
HP-UX with VCS 3 2,12,22 VSP (and HUS-VM)
HP-UX with Oracle AMS 3 12 VSP (and HUS-VM)
Linux (RH) 0 VSP (and HUS-VM)
Linux (RH) with RHCS (Red Hat Linux Cluster) 0 VSP (and HUS-VM)
Linux (RH) with VCS 0 2,22 VSP (and HUS-VM)
Linux (RH) with VDBE/AC for Oracle RAC 0 2 VSP (and HUS-VM)
Solaris with VM 9 2 VSP (and HUS-VM)
Solaris with VCS 9 2,22 VSP (and HUS-VM)
Solaris with VDBE/AC for Oracle RAC 9 2 VSP (and HUS-VM)
Solaris with Oracle AMS 9 2 VSP (and HUS-VM)
Solaris with ZFS 9 2 VSP (and HUS-VM)
Solaris with Sun Cluster 9 VSP (and HUS-VM)
Windows 2C VSP (and HUS-VM)
Windows with VCS 2C 2,22 VSP (and HUS-VM)
Windows with VDBE/AC for Oracle RAC 2C 2 VSP (and HUS-VM)
Windows Cluster 2C VSP (and HUS-VM)
Windows Cluster with Veritas Volume Mgr 2C VSP (and HUS-VM)
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12.2 Special Host Mode Option 55 for HUS-VM and PowerPath
Until an update can be made to all versions of PowerPath, there is a ciritical host mode
option that needs to be set on all host groups for hosts attached to HUS-VM arrays. Host
Mode Option 55 (fifty five) must be set in order for Powerpath to manage HUS-VM LUNSs.
This Host Mode Option forces the HUS-VM array to respond as it were a VSP or USPV
array. This option only applies to HUS-VM arrays. It is recommended that this be set
for all hosts attached to the HUS-VM (using Powerpath or not) as it may be difficult
for a SAN Administrator to know if a host is using Powerpath for path management
and load balancing.

It is critical to set this mode option consistently between host groups for the same
server (or cluster of servers), otherwise the storage will appear to be from two
different arrays on different paths.

To make Host Mode Option 55 visible under Storage Navigator or CCl, System Mode 847
(SOMB847) must be enabled by HDS Support.

Note: In this VSP/USPV mode, the array will only respond with the last five digits of the six-
digit serial number. Therefore, any HUS-VM arrays deployed need to be unique based on
their last 5-digits at Citi.

12.2.1 Raidcom Command for Host Mode Option 55
The following syntax is the CLI command to change the host group option:

raidcom modify host_grp -port <port#> [<host group name>]
-host_mode < host mode> [-host_mode_opt <host mode option> ... ]

12.2.2 Storage Navigator
To modify the host mode setting in SN (or Element Manager), you would go into each host
group and select host mode option 55. With SOM847 enabled, you will see more options
than normal. Select Edit Host Groups. Scroll down the list and enable 55. Select Finish
and Apply. The changes take palce as soon as the task has completed.
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12.2.3 DMP Hosts

For hosts using DMP instead of Powerpath, this host mode option should not be set as it is
not needed. DMP versions 5.1 and later fully recognize the HUS-VM Array however,
setting it will not impead the functionality of DMP.

12.2.4 Removal of Setting

Once an updated Powerpath has been released and installed on the host, Host Mode
Option 55 can be removed. However, this requires a rescan/reconfigure of storage (as it
will appear to be a different array serial number). No data loss should occur, but the host
will have a disruption of connectivity during the rescan. Once all hosts have been updated,
System Mode 847 (SOM847) can be removed.

12.3 RAID Configurations
The following supported RAID Groups (also called Parity Groups) have the best

performance characteristics on the HDS VSP and HUS VM:

I L L

200GB 6Gb SSD (2.5") R5 (7+1) Lowest Highest
400GB 6Gb SSD (2.5”) R5 (7+1)
1.6TB 6Gb FMD R5 (3+1)
1.6TB 6Gb FMD R10 (2+2)
3.2TB 6Gb FMD R10 (2+2)
300GB 6Gb SAS 15k HDD (2.5”) R10 (2+2)
300GB 6Gb SAS 10k HDD (2.5 R10 (2+2)
600GB 6Gb SAS 10k HDD (2.57) R10 (2+2)
300GB 6Gb SAS 15k HDD (2.5”) R6 (14+2)
600GB 6Gb SAS 10k HDD (2.57) R6 (14+2)
900GB 6Gb SAS 10k HDD (2.57) R6 (14+2)
3TB 6Gb SAS 7.2k (3.57) R6 (14+2)
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[ 3TB6GbNL-SAS7.2k 3.5)* | R6 (14+2) | Highest | Lowest |
*3TB NL-SAS is supported on HUS VM only

Note: RAID 10 is required for all enterprise storage systems at Citi supporting the Silver
and Platinum tiers. The only exceptions to this are legacy systems that utilize RAID 6
configurations and Bronze tier arrays. SSDs which do not have long rebuild times,
should be configured as RAID 5 (7+1) or (3+1). All other RAID Configurations are allowed
only by exceptional approval from CATE.

Having multiple tiers of storage (heterogeneous configuration) within the same array is
allowed and is appropriate for data centers and where applications need several tiers of
storage available. RAID groups must be comprised of identical drives (size/speed). RAID
groups should be in an 8-disk or 16-disk configuration. RAID groups should be combined
into large homogeneous (or heterogeneous when certified) pools for thin (dynamic)
provisioning.

12.3.1 VSP RAID (Parity) Group Confgurations
The default RAID 6 14+2 configuration is supported on legacy VSP’s and Bronze tier
configurations only. The use of RAID10 2+2 is now the standard configuration supported
for pool storage on the Silver tier. SSD and FMDs use a R5 (7+1) or R5 (3+1)
configuration.

Different RAID configurations are allowed only by exceptional approval from CSBE.
12.3.2 HUS-VM RAID (Parity) Group Configurations

Storage arrays designated for development or archive storage may use RAID 6 14+2 with

horizontal stripping (raid groups with members from same disk tray).

Storage arrays designated for production storage should use RAID 10 2+2 with vertical

stripping (raid group members on different drive trays) for maximum performance. Any

arrays with partial production and development should use RAID 10 2+2.

Different RAID configurations are allowed only by exceptional approval from CSBE.

12.4 Drive Types

The following drive types are supported on the VSP & HUS-VM:

200GB SSD (2.5") 6Gb

400GB SSD (2.5) 6Gb

1.6TB FMD 6Gb

3.2TB FMD 6Gb

300GB SAS 15k HDD (2.57) J300 6Gb
300GB SAS 10k HDD (2.5”) J300 6Gb
600GB SAS 10k HDD (2.5”) J600 6Gb
900GB SAS 10k HDD (2.57) J900 6Gb
3TB SAS 7.2k HDD (3.5”) H3R0 6Gb
3TB NL-SAS 7.2k HDD (3.5”) H3R0* 6Gb

*3TB NL-SAS is supported on HUS VM only

Note: The 146GB 15k drive, 1TB, 2TB NL-SAS, and all SATA drives have been removed from
this list.
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12.4.1 SASvs. FC

The SAS drive has superior seek times and significantly better back-end (6Gb) when compared
to the 15K FC standard. This allows the SAS 10k drive to perform within 10% of the FC 15k drive
at a much lower cost and power impact. The 15k variant of the SAS drive is actually superior to
the FC equivalent but it has a much higher cost/power than the 10K SAS so the future of the drive
is likely not much longer. The 146GB 15K SAS drive is no longer on the CSBE supported drive
list.

12.4.2 SATAvs. SAS

It is expected that over time, the 7.2k SAS drives will have sufficient capacity to edge out the
SATA drives for high capacity. The SAS drives have superior connectivity (dual for SAS, single
for SATA), better performance, and do not have the native formatting issue (512 on SATA without
error checking, so error check is additional overhead). These high capacity SAS drives are
sometimes referred to as near-line SAS (or NL-SAS). SATA disk offer very high capacity at an
“economy” level of performance. These are best suited for archival duty and are not suitable for
high levels of random workloads. SATA drives have been removed from the CSBE supported
drives list.

12.5 Drive Rebuild Times
The following chart shows approximate rebuild times for each of the drive types in the
supported RAID configurations. These times are based on an idle array (no other 10) and
could be longer on a more active array.

200GB 6Gb SSD (2.57) Ohr 50min Ohr 50min Ohr 50min Ohr 50min lhr 10min

400GB 6Gb SSD (2.5") 1hr 50min lhr 50min 1hr 50min 1hr 50min 2hr 10min

300GB 6Gb SAS 10k HDD 1hr 30min 1hr 30min 1hr 30min 1hr 30min 2hr 10min
(2.5") J300

600GB 6Gb SAS 10k HDD 2hr 50min 2hr 50min 2hr 50min 2hr 50min 4hr 35min
(2.5" J600

900GB 6Gb 10k HDD (2.5") 3hr 20min 3hr 20min 3hr 20min 3hr 20min 5hr 10min

J900

1.6TB 6Gb FMD 5hr 40min 5hr 40min 5hr 40min 5hr 40min 11hr 20min

2TB 6Gb NL-SAS 7.2k HDD 11hr 00min 11hr 00min 11hr 00min 11hr 00min 11hr OOmin
(2.5") H2RO

3TB 6Gb NL-SAS 7.2k HDD 17hr 00min 17hr 00min 17hr 00min 17hr 00min 17hr 00min
(2.5") H3RO

*RAID 5 (3+1), RAID 5 (7+1) are not allowed configurations for SAS and SATA at Citi. The only
supported RAID configurations for SAS and SATA are RAID 10 (2+2), RAID 6 (6+2) or RAID 6
(14+2). This is due to the long rebuild times and subsequent risk that this places on RAID
Groups and storage pools. RAID 5 (7+1) or RAID 5(3+1) are the only configurations allowed for
the SSD series drives due to their increased cost and faster rebuild times. Different RAID
configurations are allowed only by exceptional approval from CSBE.

HDS VSP/HUS-VM Solutions Guide 39
For Citi Internal Use Only



12.6 Array Configuration Types
12.6.1 VSP Single Tier Non Replicated Arrays

There are two configurations of the VSP used at Citi that do not utilize HDT (Dynamic Tiering).
These models use the 2.5” slots exclusively (SAS only) and are considered a ‘Silver’ tier offering.

Summary of Configurations

e Number
Config Usab!e Configuration Numb?r of Response Re||al?|I|ty Cache Per ?f Bays 10PS
Capacity .. working RAID . Rating . (include Per
# Objective . Rating Chassis/Total
(TB) disks/spares (yrs) system uTB
(10PS)
bay)
VSP - Single Chassis — Single Tier Non Replicated
. R10
1 100 Medium 760/8 242 62,100 216,294 160GB/256GB 3 621
VSP - Dual Chassis — Single Tier - Non Replicated
R10
2 200 Large 1528/8 242 124,800 107,581 160GB/256GB 5 624

Terminology Reference

» Latency Response Rating: Number of IOPS sustained for a specific workload where all
array components are within a “Greenzone” providing acceptable performance and
response time. The OLTP2HW (Online transaction processing release 2-heavy write)
workload was used for these configurations and 8 milliseconds was the target response
time.

» Reliability Rating: Equates to the thin pool failure probability which is a measure in
years of the likelihood that a thin pool unavailable or data loss condition will occur due to
hard drive failures. Takes into consideration MTBF, MTBR, number of disks in pool, and
RAID protection.

12.6.1.1 1:100TB 3 Bay 768 x 300GB 10K SAS RAID 10

This VSP configuration includes 6 DKU'’s with a single DKC chassis. The physical footprint for this
option is 3 racks and can grow to the larger 5 rack configuration. This 100 TB configuration is
targeted for medium capacity requirements.

Specifications

Number working drives/spares 760/8
DKU x 2.5” (SSD/SAS) 6
Drive Type 300GB 10K SAS
Protection Type RAID10 2+2
Usable Capacity in TB 100
DKC / DKU Racks 3
DKC Chassis 1
Drive Slots 2.5” 768
Cache in GB 160
BED Pairs 2
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FED Ports

64

VSD Pairs

Physical Front Layout with 768 drives

Instructions: Edit configuration, then click "OK" to see Weight & Power in the spreadsheet

— Frame configuration r— Disk Drives
Frame 12 Frame 11 Frame10 Frame 00 Frame 01 Frame 02 Crive type Mumber of 4-drive groups # of spares
[ DKU-17 ¥ DKU-01 ¥ DKU-04 I~ DkU-07 | sas sFF 10k 300 GB || mox4=7e0dives ~| | gcrives ~|
o) i+ 2.55FF ¥ 2.55FF {* 72.55FF Total raw capadty 230,400 GB Raw capadty 228,000 GB Raw 2,400 GB
) " 3.5LFF " 3.5LFF 3
5 5.5 NFF 5.5 NFF (ol I jl jl j
- IV DKu-00 v Dru-03 I DKU-08
2 @® 2,55FF & 2,55FF & 2.55FF [ - ] =l [- =]
) - " 3.5LFF " 3.5LFF 3
O 5.5 NFF 5.5 NFF )5
Drugs, l - = - =N - =l
ml v Dru-02 v DKu-05!
2 DKC-D * 2.55FF & 2.55FF
o See below € 3.51FF " 3.51FF I - j I - j I - j
55 5.5 NFF " 5.5 NFF
Drives: 768 SFF, O LFF, 0 5D, 0 FMD, 0 15K, 768 10K, 0 7200, total 768 drives.

6 SFF DKUs, max 768 SFF drives, [~ Power Cord Type Raw GB: SSD !\;ID=0 E:E' 15|(;0 B iOK:Z:’:O a00 GB‘ 7200:6 B

0 LFF DKUs, max 0 LFF drives, @ Usa 1phase ¢ EMEA/APAC 1phase " China 1phase a G L ! " ! !

0 NFF DKLs, max 0 FMDs .

max total ?EJS drives. " T usa3 phase el EMEA[APAC 3 phase " China 3 phase (e prnr RReates Sl el eiemAry)

12.6.1.2 2: 200TB 5 Bay 1536 x 300GB 10K SAS RAID 10

This VSP configuration includes 12 DKU'’s with dual DKC chassis. The physical footprint for this
option is 5 racks and should not grow any larger. This 200TB configuration is targeted for large
capacity requirements.

Specifications

Number working drives/spares 1528/8
DKU x 2.5” (SSD/SAS) 12
Drive Type 300GB 10K SAS
Protection Type RAID10 2+2
Usable Capacity in TB 200
DKC / DKU Racks 5

DKC Chassis 2
Drive Slots 2.5” 1536
Cache in GB 320
BED Pairs 4

FED Ports 128
VSD Pairs 4
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Physical Front Layout with 1536 drives

Instructions: Edit configuration, then click "OK" to see Weight & Power in the spreadsheet

Frame configuration
Frame 12 Frame 11 Frame10 Frame 00 Frame 01 Frame 02
I~ DKU-17 v DKU-14 W DKU-11 v DKU-01 [v Dru-04 [ DKkU-07i
= * 2.55FF (¥ 2,55FF ' 2.55FF (¢ 2,55FF g
- [ 3.515F (" 3.5LFF " 3.5LFF " 3,5LFF o
o " 5.5NFF (™ 5.5NFF " 5.5NFF " 5.5NFF o
I~ DKU-16 v DKU-13 W DKU-10 ¥ DKU-00 [ DKu-03 v DKU-08
(" ¥ 2.55FF (¥ 2.55FF " 2.55FF ¥ 2.55FF + 2.55FF
» C13.50FF (" 3.5LFF " 3.5LFF " 3.5LFF " 3.5LFF
i " 5.5NFF (" 5.5 NFF " 5.5NFF " 5.5NFF " 5.5NFF
[~ DKU-15 v DKU-12 W oke 1 |v DrU-02 v DKU-05
3 + 2.55FF DKC-D = 2,55FF + 2,55FF
i " 3.5LFF See below See below " 3.5LFF " 3.51FF
~ " 5.5NFF " 5.5NFF " 5.5NFF
12 SFF DKUs, max 1536 SFF drives, [~ Power Cord Type

* UsA 1phase
" UsA 3 phase

0 LFF DKUs, max 0 LFF drives,
0 NFF DEUs, max 0 FMDs,
max total 1536 drives.

" EMEA/APAC 1phase  China 1phass
" EMEA/APAC 3phase { China 3 phase

Disk Drives

Drive type MNumber of 4-drive groups # of spares

| sAs sFF 10k 300 cB | | m2xa-15mdives | | sdives |
Total raw capacdity 460,800 GB Raw capadty 458,400 GB Raw 2,400 GB

| sas sFF 15 146 GB - - -]

| sas sFF 10k 600 6B =l |- - =

| - I=IN - =1y - =]

| - I=IN - =1y - =]

Drives: 1536 SFF, 0 LFF, 055D, 0 FMD, 0 15K, 1536 10K, 0 7200, total 1536 drives.
Raw GB: SSD/FMD=0 GB, 15K=0 GB, 10K=450,800 GB, 7200=0 GB

(Disk drive power & heat are for typical activity)

These models maximize the slot and floor space available to the array. Adherence to these

models is recommended.

12.6.2 HUS-VM Single Tier Non Replicated Arrays for Production
There are two production configuration options of the HUS-VM used at Citi that do not use HDT
(Dynamic Tiering). These models use the 2.5” slots exclusively (SAS only). These RAID 10

options are considered a ‘Silver’ tier offeri

Summary of Configurations

ng.

Latency Number
Config Usab!e Configuration Numbt?r of Response Rehal."“ty Cache Per ?f Bays 10PS Per
Capacity D . working RAID X Rating . (include
# Objective . Rating Chassis/Total uTB
(TB) disks/spares (yrs) system
(10PS)
bay)
HUS-VM - 600GB 10K SAS 2.5" - Single Tier Non Replicated
R10
1 50 Small 192/2 242 24,500 489,237 128GB/256GB 1 488
. R10
2 100 Medium 384/2 242 49,000 244,618 128GB/256GB 1 488

12.6.2.1 1:50TB Single Rack 194 x 600GB 10K SAS RAID 10

This HUS VM configuration includes 9 SFF drive boxes with a single controller. The physical
footprint for this option is 1 rack and can grow to the medium configuration while maintaing the
same floor space. This 50 TB configuration is targeted for in country deployments and small

capacity requirements.

Specifications

DKC/DKU Racks 1
HUS-VM Controllers 1
8Gb FC Ports 16
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Cache in GB 128

BE 1/0 Module 4

24 Slot SFF Drive Box 9

Drive Slots 216

Nl_meer working 192/2
drives/spares

Drive Type 600GB 10K SAS Drives
Protection Type RAID10 2+2
Usable Capacity in TB 50

12.6.2.2 2: 100TB Single Rack 386 x 600GB 10K SAS RAID 10
The 100TB configuration includes 17 SFF drive boxes with a single controller. The physical

footprint for this option is a single rack which provides floor and power advantages. This
configuration option is targeted for in country deployments and medium capacity requirements.

Specifications

DKC/DKU Racks 1
HUS-VM Controllers 1

8Gb FC Ports 32
Cache in GB 128

BE I/O Module 4

24 Slot SFF Drive Box 17
Drive Slots 408
Nl_meer working 384/2
drives/spares

Drive Type 600GB 10K SAS Drives
Protection Type RAID10 2+2
Usable Capacity in TB 100

12.6.3 HUS-VM Single Tier Arrays for Development and Archive
There is one development model of the HUS-VM used at Citi . This option uses the 2.5” slots
exclusively (SAS only).

Summary of Configurations

ey Number
Config Usab!e Configuration Numb?r of Response Reliability Cache Per ?f Bays 10PS
Capacity e working RAID N ., . (include
# Objective . Rating Rating (yrs) Chassis/Total Per uTB
(TB) disks/spares system
(IOPS)
bay)
HUS-VM - 900GB 10K SAS 2.5" - Single Tier Non Replicated
1 300 Large Dev 432/4 14sz 33,000 271,798,217 | 256GB/256GB 2 109
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12.6.3.1 1:300TB 2 Rack 436 x 900GB 10K SAS RAID 6

This 300TB configuration includes 19 SFF drive boxes with a single controller. The physical

footprint for this option is two racks. The 300TB configuration is targeted for development
environments and considered a ‘Bronze’ tier.

Specifications

DKC/DKU Racks 2
HUS-VM Controllers 1

8Gb FC Ports 32
Cache in GB 256

BE I/O Module 4

24 Slot SFF Drive Box 19
Drive Slots 456
quber working 432/4
drives/spares

Drive Type 900GB 10K SAS Drives
Protection Type RAID6 14+2
Usable Capacity in TB 300

12.6.4 Replication Array Types for TC/S and HUR

12.6.4.1 True Copy/Synchronous Configuration Options

TC/S production sites are limited to 50TB or 100TB capacity configurations. The target DR array

must be the same model type (VSP or HUS VM), have the same disk profile, and number of

remote connections.

Summary of Configurations

Rumbes Latency e Cache #Bays
" . ) . of Reliability , 10PS
Config | Usable Capacity Configuration . Response N Per (include
g working RAID . Rating . Per
# (TB) Objective disks/spa Rating (yrs) Chassis | system uTB
P (10PS) y /Total | bay)
res
VSP - Single Chassis - 300GB 10K SAS 2.5" - Replicated TC/S
. R10 160GB/
Medium - PVOL 760/8 242 62,100 216,294 256GB 3 621
1 100
. R10 160GB/
Medium - SVOL 760/8 242 62,100 216,294 256GB 3 621
HUS-VM - 600GB 10K SAS 2.5" - Single Tier 'Silver' Replicated TC/S
Small - PVOL 192/2 R10 24,500 489,237 12868/ 1 488
2 50 2+2 256GB
Small - SVOL 192/2 R10 24,500 489,237 128GB/ 1 488
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2+2 256GB
. R10 128GB/
Medium - PVOL 384/2 242 49,000 244,618 256GB 1 488
3 100
. R10 128GB/
Medium - SVOL 384/2 242 49,000 244,618 256GB 1 488

12.6.4.2 HUR Configuration Options

HUR production sites are limited to 50TB or 100TB capacity configurations. The DR site requires
twice the capacity of the production site for Shadow Image copies. The target DR array must be

the same model type (VSP or HUS VM), have the same disk profile, and number of remote

connections.

Summary of Configurations

v Number
Config Usab!e Configuration Numbt.er of Response Rehal.)lhty Cache Per ‘.)f Bays I0OPS Per
Capacity e working RAID N Rating . (include
# Objective . Rating Chassis/Total uTB
(TB) disks/spares (yrs) system
(10PS)
bay)
VSP - Single Chassis - 300GB 10K SAS 2.5" - Replicated HUR
Medium - R10
1 100 PVOL 760/8 242 62,100 216,294 160GB/512GB 3 621
Medium -
SVOL 100TB R10
2 200 Medium - I 1528/8 242 124,800 107,581 160GB/512GB 5 624
100TB
HUS-VM - 600GB 10K SAS 2.5" - Replicated HUR
3 50 Small - PVOL 192/2 ;1_2 24,500 489,237 128GB/256GB 1 488
Medium -
SVOL 50TB R10
4 100 Medium - SI 384/2 242 49,000 244,618 | 128GB/256GB 1 488
50TB
* Cache and journal group requirements must be verified based on UR and Sl review
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12.6.5 HUS-VM All FMD Non Replicated Arrays for Production

There are three all flash production configuration options for the HUS-VM. These models use the
DBF drive box with 5.25" slots exclusively (FMD only). These RAID 10 options are considered a

‘Platinum’ tier offering for high performance application requirements.

Summary of Configurations

ey Number
Config Usab!e Configuration Numbt?r of Response Rehal.)lhty Cache Per ?f Bays I0OPS Per
Capacity e working RAID N Rating . (include
# Objective . Rating Chassis/Total uTB
(TB) disks/spares (yrs) system
(10PS)
bay)
HUS VM - 1.6TB FMD - Single Tier ‘Platinum’ Non Replicated
R10
1 13.1 Small 16/2 242 99,000 5,096,217 | 128GB/256GB 1 7557
. R10
2 26.2 Medium 32/2 242 134,400 2,548,108 | 128GB/256GB 1 5130
HUS VM - 3.2TB FMD - Single Tier ‘Platinum’ Non Replicated
R10
3 39.3 Large 24/2 242 134,400 1,683,706 | 128GB/256GB 1 3420

12.6.5.1 1:13.1TB 1 Rack 16 x 1.6TB FMD RAID 10(2+2)

This HUS VM configuration includes 4 DBFs with a single controller. The physical footprint for this
option is a single rack or 13U. This 13.1TB configuration is targeted for small high performance

capacity requirements.

Specifications

DKC/DKU Racks 1
HUS-VM Controllers 1

8Gb FC Ports 16
Cache in GB 128

BE I/O Module 4

12 Slot DBF Drive Tray 4
Drive Slots 48
quber working 16/2
drives/spares

Drive Type 1.6TB FMD
Protection Type RAID10 2+2
Usable Capacity in TB 13.1
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12.6.5.2 2:26.2TB 1 Rack 32 x 1.6TB FMD RAID 10(2+2)

This HUS VM configuration includes 4 DBFs with a single controller. The physical footprint for this
option is a single rack or 13U. This 26.2TB configuration is targeted for medium high performance
capacity requirements.

Specifications

DKC/DKU Racks 1
HUS-VM Controllers 1

8Gb FC Ports 16
Cache in GB 128

BE I/O Module 4

12 Slot DBF Drive Tray 4
Drive Slots 48
quber working 39/2
drives/spares

Drive Type 1.6TB FMD
Protection Type RAID10 2+2
Usable Capacity in TB 26.2

12.6.5.3 3:39.3TB 1 Rack 24 x 3.2TB FMD RAID 10(2+2)
This HUS VM configuration includes 4 DBFs with a single controller. The physical footprint for this

option is a single rack or 13U. This 39.3TB configuration is targeted for large high performance
capacity requirements.

Specifications

DKC/DKU Racks 1
HUS-VM Controllers 1

8Gb FC Ports 16
Cache in GB 128

BE I/O Module 4

12 Slot DBF Drive Tray 4
Drive Slots 48
quber working 2472
drives/spares

Drive Type 3.2TB FMD
Protection Type RAID10 2+2
Usable Capacity in TB 39.3

12.6.6 Dynamic Tiering Arrays (Arrays using HDT)

Note: The use of HDT has not yet been certified at Citi.

These models maximize the slot and floor space available to the array. Adherence to these
models is recommended, but purchases can be made on configurations between the models.
There may also be significant variation on the percentage of NL-SAS slots required based on the
HDT characteristics and the level of performance tier required.
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12.7 Spare Drives

Spares on the VSP and HUS VM are permanent and global. They are no longer based on
the size of the back-end. The following charts are a summary of the number of
recommended spare drives (2 spare per drive type is the minimum number):

SSD 2 2 3 4 6
FMD 2 4

146GB 15k SAS 2 2 3 4 6
300GB, 600GB, 900GB 10k SAS 2 3 5 6 8
All NL-SAS 2 3 5 6 8

Having more spares than required is not a problem. However each set of 8 drives takes
away a potential parity group. The spare drives reside in a DKC in the place of an 8-disk

parity group.

Optionally, a larger drive can be used as a spare for a smaller drive (assuming the same
speed and connectivity type). Therefore, on larger arrays, it may be beneficial to have
spares of only a larger drive type allowing for more flexibility. For example, a large array
with equal numbers of 300GB and 600GB drives may benefit from having 6x 600GB drives
rather than 3 of each drive as spares.

For all FMD configurations the best practice is 1 spare for every 24 FMDs. With the
current all FMD configuration options the maximum number of drives are 96 on the HUS
VM. For any configuration options less than 24 drives, 2 spares should be available.

Note: if a spare drive is currently being used to rebuild a lost disk, and the lost disk has not totally
failed, the rebuild process must complete before the drive can be replaced.

12.8 LUN Expansion
In order to grow the LUNs for a given host there are three methods that should be used
with HDS volumes. The exact method to use depends on the business requirements of
accommodating the growth.

The three principal methods of LUN expansion are:

12.8.1 Expansion with a New LUN
Allocate a new LUN that is of proper size to accommodate the original LUN plus the
required growth of the data. Once the allocation is complete and the host can access the
new LUN, then the host will copy the contents of the LUN to the new LUN. Once the data
has been migrated to the new LUN, then the old LUN can be destroyed or allocated to
another host. This migration typically requires application downtime and may not be
appropriate for large or many volumes.

12.8.2 Expansion with Host Volume Management
Allocate a new LUN that is of proper size to accommodate the required growth of data.
Once the allocation is complete and the host can access the new LUN, then the host
volume manager should be configured to grow the original volume to span (stripped or
concatenated) the original LUN and the new LUN. Data loss and application downtime
may occur on some operating systems. A backup of the data is recommended.
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Depending on the host volume manager this may be a simple task for the host
administrator to perform.

Note: Windows based systems will need to use dynamic disk and have a host group type
of 2C.

12.8.3 Expansion of Thin Volumes
Thinly provisioned volumes can be expanded in size as they are only a logical reporting of
the amount of storage to the host owning the LUN. Assuming the (recent OS) host can
support this, expansion of a LUN is an acceptable means of growth. Not all hosts can
support this, so caution must be exercised.

12.9 Host Port Balancing and Redundancy

On the VSP (like with USPV), any port can be configured to allow access to any device on
the system. Any given host should be connected to at least two host ports (via redundant
and independent fabrics). All devices on both storage groups should be identical. The port
attributes (and host storage group attributes) should also be the same to ensure proper
load balancing from the host.

All host ports should be shared with different OS types. There should not be dedicated
host ports for OS types unless there is a need to troubleshoot or isolate a given application
(rare).

The array has absolute redundancy across the cluster barrier (Cluster 1 <CL-1> and
Cluster 2 <CL-2>). Each cluster is has its own power, replicated cache, and internal
communication and comprises the overall array redundancy.

Like with previous HDS arrays, The A and B Fabrics should be connected to ports that are
in the same position, but on different clusters. For example, Fabric A should be connected
to port CL1A and Fabric B should be connected to port CL2A.

Fabric A: Odd Numbered Port (CL# N)
Fabric B: Even Numbered Port (CL# N+1)

There should not be any ports skipped for performance reasons on the VSP array. A wide
range of ports should be used only to minimize disruption due to future field replacements.

Spreading the LUNs over each host port is ideal to properly load-balance the ports. There
should be less than 256 to 275 LUNSs per port.

12.9.1 WWN Numbering for Host Ports

The following is the VSP (and USPV, USP) WWN pattern for external fiber ports:

Prefix (HDS Enterprise Array Prefix + | 50060e80+(05-USPV or 06-VSP or 13-HUS-VM)
Array Type)
Serial Number (Convert Last Four X X X X
Digits of SN Decimal to Hex)
Port Card Number: CL# (zero-based, so subtract 1)
Port Card Bank: A=0
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For example, a VSP with a serial number of 53009 (CF11 Hex) would have a WWN of
50060e8006cf1130 for port CL-4A and a WWN of 50060e8006¢f1123 for port CL-3D.

A HUS-VM with a serial number 210060 (Last 4 digits 10060 = 274C Hex) would have a
WWN of 50060e8013274c00 for port CL-1A and a WWN of 50060e8013274c71 for port
CL-8B.

12.9.2 VSP Port Options and Slot Names
When using the 16-port fiber “option” of 8Gbps ports (L6UFC FCP), there will be two cards
of 8 ports each in the initial slots 1EU and 2QU. Subsequent pairs of card are added to the
system named by options 1-5 on DKUO.

€ Sme |

0 Basic 1EU: 1A, 3A, 5A, 7A, 1B, 3B, 5B, 7B 20QU: 2A, 4A, 6A, 8A, 2B, 4B, 6B, 8B

0 Option1 | 1EL: 1C, 3C, 5C, 7C, 1D, 3D, 5D, 7D 20L: 2C, 4C, 6C, 8C, 2D, 4D, 6D, 8D

0 Option 2 | 1FU: 1E, 3E, 5E, 7F, 1F, 3F, 5F, 7F 2RU: 2E, 4E, 6E, 8F, 2F, 4F, 6F, 8F

0 Option 3 | 1FL: 1G, 3G, 5G, 7G, 1H, 3H, 5H, 7H 2RL: 2G, 4G, 6G, 8G, 2H, 4H, 6H, 8H
0 Option4 | 1AL: 1L, 3L, 5L, 7L, 1M, 3M, 5M, 7TM 2ML: 2L, 4L, 6L, 8L, 2M, 4M, 6M, 8M

0 Option5 | 1AU: 1J, 3J, 5J, 7J, 1K, 3K, 5K, 7K 2MU: 2J,4J, 6J, 8J, 2K, 4K, 6K, 8K

1 Basic 1GU: 9A,BA, DA, FA, 9B, BB, DB, FB 2TU: AA,CA, EA, GA, AB, CB, EB, GB
1 Option1 | 1GL: 9C,BC, DC, FC, 9D, BD, DD, FD 2TL: AC,CC, EC, GC, AD, CD, ED, GD
1 Option 2 | 1HU: 9E,BE, DE, FE, 9F, BF, DF, FF 2UU: AE,CE, EE, GE, AF, CF, EF, GF
1 Option 3 | 1HL: 9G,BG, DG, FG, 9H, BH, DH, FH | 2UL: AG,CG, EG, GG, AH, CH, EH, GH
1 Option4 | 1LL: 9L,BL, DL, FL, 9M, BM, DM, FM 2XL: ALCL, EL, GL, AM, CM, EM, GM
1 Option5 | 1LU: 9J3,BJ, DJ, FJ, 9K, BK, DK, FK 2XU: AJ,CJ, EJ, GJ, AK, CK, EK, GK

The card names are named according to physical slot on the array starting with 1E on
cluster 1 and 2Q on cluster 2. There is an upper slot used first then a lower slot used
second for each. Thusly, under the first chassis (or DKC 0), 1EU and then 1EL for Cluster
1. For Cluster 2 it would be 2QU and then 2QL. The next slots used are 1FU/L then
1AL/U (reversed) for Cluster 1 and 2RU/L then 2ML/U (reversed) for Cluster 2. There will
also be same basic and options on DKC 1 (second chassis).

12.9.1 VSP Host Ports and Replication Ports
When planning for non-replicated arrays, all SAN connected and available ports should be
used for hosts.

When planning for external replication, there will be 2x to 8x Initiator ports and 2x to 8x
RCU Target ports. These ports will be last port for on each option 7X and 8X for each port
series. For example, ports 7A/8A and 7B/8B would be used for replication, leaving
1A2A,3A/4A,5A/6A,1B/2B,3B/4B,5B/6B for host use. On Dual DKC machines, all ports on
the secondary DKC are used for hosts.

Single DKU with Option 1
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12.9.2 HUS-VM Port Options and Slot Names
The HUS-VM array uses 4-port cards instead of the 8-port cards that are used in the VSP.
In addition to having fewer slots for host port cards, this lowers the total number of host
ports on the array significantly.

Basic 1A: 1A, 3A, 5A, 7A 2A: 2A, 4A, 6A, 8A
Option1 | 1B: 1B, 3B, 5B, 7B 2B: 2B, 4B, 6B, 8B
Option2 | 1C: 1C,3C, 5C, 7C 2C: 2C, 4C, 6C, 8C
Option 3 | 1D: 1D, 3D, 5D, 7D 2D: 2D, 4D, 6D, 8D

The card names (“CHB” rather than “CHA” on VSP) are named according to physical slot
on the array starting with 1A on cluster 1 and 2A on cluster 2.

Cluster 1 Cluster 2
AIBICID1EIF 24282C D 2E F

o
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I
@ DKCPB1 22

o= M0
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12.9.3 HUS-VM Host Ports and Replication Ports
When planning for non-replicated arrays, all SAN connected and available ports should be
used for hosts. When utilizing HUR or TC/S a minimum of 2 Initiator and 2 RCU Target
ports must be configured for remote replication. Refer to HDS VSP/HUS VM Remote
Replication Solutions Guide for specific details on configuring remote connections.

12.10 Topology

The VSP should be connected to the core directors from each redundant fabric. There
should be at least 8x 2Gb/4Gb/8Gb (more if only 2Gb) and up to 64x (for VSP, 16x for
HUS-VM) fiber connections from each of the fabrics. Additional ports may be connected if
these ports become overloaded or to spread out the storage over more ports. Ports on the
fabric are generally more restricted than additional ports on the array.

12.11 Maximum Hosts Per Port
HDS has a concept called Tags that it uses to describe Queue depth x Servers x LUNs on
a port. They limit the recommended Tags for a given port to prevent excessive 10O on any
single port.
T=Q*S*L

The HDS VSP Tag recommendation is 2048 per port. As a comparison, the HDS USPV
Tag recommendation is 4096 per MP (shared between certain ports)
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S=T/(Q*L)

If our average Queue Depth is 32, and the average number of LUNs is 2 (per host), then
the maximum number of hosts per port would be

S=2048/(32*2)=32
Note: This is a typical assumption for most data centers.

If our average Queue Depth is 32, and the average number of LUNSs is 4 (per host), then
the maximum number of hosts per port would be

S=2048/(32*4)=16
12.12 Maximum Ports Per Host

In order to maximize pre-fetch algorithms (esp. for sequential reads), the default number of
array host ports a given host is zoned to is 4. Going beyond this is by exception only.

12.13 Management Software (HCS vs. SN)

Storage Navigator is designed to manage one array (VSP or USPV Series) directly. If
there are other types of HDS arrays to be managed or if multiple arrays need a common
management interface, then Hitachi Command Suite (HCS) will be needed. In addition, if
command line functionality is desired, then the HDvM environment along with the CLI and
CCI/Raidcom components (if appropriate) will need to be installed on multiple systems. At
Citi we limit the server to be installed on Windows. The CCIl and CLI are best suited for
UNIX (RH Linux or Solaris).

Note: To keep the HCS and SN configurations synchronized, the best way to launch SN is
from HCS (using the Element Manager). In addition, this prevents the need for local
accounts on the array.

HCS is required for most third-party toolsets to monitor, report, or manage the VSP.
This includes NetApp OnCommand Insight (formerly SANScreen) and EMC Control
Center (ProSphere).

The VSP array requires the use of HCS version 7.0 or later. THE HUS-VM array requires
use of HCS 7.4 or later. The USPV array does not have a version restriction.

12.14 SAN Monitoring

NetApp OnCommand Insight (formerly SANScreen) should be the primary SAN monitoring
tool with end-to-end path change monitoring. OCI requires the use of HCS.

12.15 Array Monitoring: Alerts and Remote Connections

The array will be monitored for status and component failure via a dial-out process directly
to HDS. If the vendor needs to remotely connect to the array, this will be accomplished via
a VPN-based connection process.
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12.15.1 SNMP

The USPV and VSP series arrays support SNMP event broadcasting. SNMP alerts can be
configured to send traps to a HCS server and SNMP Trap Servers (ESS). For more
information see Enterprise Alerting (SNMP).

12.15.2 Vendor Notification (Dial-Out / HiTrack)
The Hitachi HiTrack remote maintenance application will periodically send configuration
and status information to the HDS/Sun support center(s) including SIM alerts. The HiTrack
software uses HTTPS via a webproxy to send alerts and configuration information to HDS.
For more information see Appendix K: Setup of HiTrack Service for HTTPS.

12.15.3 HDS Remote Access Application (RACC)
As of 2014, RACC will reside on chosen SVPs. Generally it will be configured to run on at
least 2x arrays per major data center by HDS staff for redundancy. RACC uses the
application proxy for firewall access. Any given RACC can access any HDS array at that
site (within the same CEP), but cannot access HDS arrays at other sites.

Citi staff will be responsible for establishing firewall rules for the RACC SVP to access HDS
Support sites via the HTTP Application Proxy. On these SVPs, TUF will also be a
destination due to RACC using IE for firewall configurations. Non-RACC SVPs should also
use the application proxy for consistency and to avoid confusion. This provides for flexibility
on moving the RACC software during array retirements.

HDS SVPRACC -~ o /,/ ‘\\ o —
Application 4 \\ / P \\ /
Interactions // o © v Citi GRN \\ @

h: ﬁ Internet

Remote Connetion
Management Server
............... - Hi-Track Server

5L Tunnel Remote

oss AR i
s Appliene Hi-Track Injernet

HTTPSIETP Transfer

Citi HDS RACC Process Summary

(@ Support specialist registers a request to connect via SSL Tunnel to a particular customer
site with 8 Remote Gonnection Management server at the HDS Support Center.

jon al the customer site queries the system at the Hi-Track Transfer
TTPS every few minutes to detect if an SSL Tunnel connection request
forit s outstanding. Customer has ability to disable this function

@I the Hi-Track RACC system detects that there’s an outstanding request, the Hi-Track
RACC initiates a secure SSL Tunnel connection to the Hi-Track SSL Tunnel appliance at
HDS Support Center (only outhound connactions to a predefined SSL Tunnel sarver are
permitted)

(@ Once the device is connected, the support specialist uses the secure SSL Tunnel
conniction to establish a Remate Desktop connaction to the Hi-Track RACC server. This is
on the SVP of a designated array can be used lo troubleshool the allached array.

(@From the Hi-Track RACC SVP, the specialist astablishes a Remote Dasktop (RDP)
conneclion to the SVP of I i

Director (SAN/FCIP). The
from RACC

the SSL Tunnel connection

12.16 Network Time Protocol (SNTP or NTP) — Time Synchronization

In order to keep the time reported in the logs on the array accurate and consistent, it is
advised that the array be configured for network-based time synchronization. This is an
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HDS CE function at this time, though Citi SNTP servers should be used. With the current
microcode, only standard time (not daylight savings time) is supported. It may be
beneficial to set all arrays to the same time zone as where the logs are sent or to use a
universal time zone such as GMT. There is a Time Settings screen on the SVP application
(Modify Mode -> Install > Time Settings - Time Synchronization). The following is the
screen that the CE uses to configure SNTP (or NTP) on the array:

Synchronization Information

Synichronization Information

¥ Use Synchronizakion
SMTP server IP address 192 . 193 . 215 . 69
SMTP server Pork 123

Time Zone

Synichronization check Hour: 12 ==

oK | Cancel

The IP address and port of the SNTP server are required. The Time Zone and
synchronization check time are selectable.

Note: Because the SVPs are behind a firewall, there must be a port (default is 123) opened
between the primary SVP and the SNTP server. See Firewall Ports for more information.

12.17 Multiple Array Management

All of the arrays should be fully managed via the HDvM instance for each major data facility. If
Storage Navigator is needed then the element manager function can be selected for a given
array.

As a backup method, desktop icons/shortcuts/bookmarks (saved for each primary SVP) could be
used to connect to each array. This would allow the user to run multiple copies of Storage
Navigator at the same time. Desktop icons/shortcuts could be copied from one management
server to another on a manual or automated basis.

12.18 Polling Intervals for Device Manager

To prevent too frequent polling of the array from the Device Manager server(s), it is
recommended that the polling interval be reduced from once every 5 minutes to once every
60 minutes. This can be accomplished by changing the following parameter file:

C:\Program Files\HiCommand\DeviceManager\HiCommandServer\config\dispatcher.properties
# polling interval (minutes) for Component status and ConfigurationVersion daemons
# (a value of zero disables these polling agents)
server.dispatcher.daemon.pollingPeriod=60

To make this change effective, a restart of the Device Manager service is required.
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12.19 Enterprise Alerting (SNMP)

The array should be configured such that SNMP traps are being sent to an Enterprise
Management System. The Simple Network Management Protocol (SNMP) environment can be
configured to send traps to more than one trap receiver. For example, an instance of HDvM and
the ESS system can be configured as trap servers such that all traps are sent to both
environments.

To configure SNMP traps, go to environmental settings > SNMP. This screen has the legacy
interface that features the modify mode button.
Hitachi Storage Mavigator - IP:10.40.53.13 - 5/M:53112 - D/N:HDS553112 -

f/ Hitachi Storage Navigator

File Go Help 24 minute(s) remaining in session. Reset I@ IE Logged in as: gj06529 Jl
["License Key ~ SMp inormation [ E maitinformation | Parttion oerneion [

[ snwP information

Install

¥ Extension SNMP

Manager Community & Trap

IP Address I m
Q Add Community

IP Address | . . . |

& IPvd © IPvE Set

System Group

Name |HDss3112

Contact IGar\rJuhnsuﬂ

Location |Warren MJ Lab 10 (Building A)

Trap Test Apphy Cancel
[ PP Status : Normal

Once in modify mode, add the new destination ip address to the Manager and Community & Trap
window. Once the address has been entered, select the Set button to add it to the manager list.
The new ip address should be in blue italics. If a new community string is to be defined (such as
public community — this is common) then right-click the community listing and select add
community. Once public (or any other community) is listed, right-click the community name to
add an ip-address to that community. The community can be renamed (right click: modify).
Under the system group, the name of the array should be modified to include the serial number or
other proper array identification.

Note: the SNMP trap destination should be listed in both the Manager and Community & Trap
lists to enable two-way messaging and queries and may be needed for future releases of Tivoli.
The Community & Trap list is needed for outbound (trap only) messaging.

Click Apply to make the changes effective.
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Hitachi Storage Mavigator - IP-10.40.53 13 - §/N-53112 - D/N:HD553112 -

V Hitachi Storage Navigator

File Go Help 14 minute(s) remaining in session roset | @I [# | Logned inas: giogs20 i
SNMP Information
I SNMP Information
IV Extension SNMP
IP Addrass & Community
169185 204123 BR]Fubiic |
153.40.226.68 -~169.185.204.123
10.40.43.169 -153.40.226.68
“+10.40.43.169
IP Address | |
 1Pva IPve Set
System Group
Name [HDss3112
Contact IGaranhnsnn
Location [varren 1) Lan 10 Building &)
Trap Test Apply Cancel
PP Status : Normal

The community name of Public is discouraged by the ESS (SNMP) team at Citi as it is unsecure.
However, there are no known implementations of Tivoli that accept other community names at
this time.

Use the Trap Test button to send a test trap like the following:
' community=Public, enterprise=1.3.6.1.4.1.116.3.11.4.1.1, uptime=103638720,
agent_ip=10.40.53.13, generic_num=6, specificTrap_num=4,

specificTrap_name=eventTrapPartsID, version=Ver1,

08-30- |, 1.3.6.1.4.1.116.5.11.4.2.1=53112, 1.3.6.1.4.1.116.5.11.4.2.2=RAID700,
g011 183001 |Local7.Debug 110404260 3’3 ¢'y'4'1 116,511 4 2 3=TFFFFF,

13.6.1.4.1.116.5.11.4.2.4=1.3.6.1.4.1.116.5.11.4.1.1.6.1.9,

1.3.6.1.4.1.116.5.11.4.2.5=2011/08/30, 1.3.6.1.4.1.116.5.11.4.2.6=17:30:02,
1.3.6.1.4.1.116.5.11.4.2.7="This is a test code."

You will get a confirmation of the sent trap when using the test button:

Hitachi Storage Mavigator Ed

¥ l] Trap transmission completed.
Flease wait for a while and check the reception ofthe Trap.(310 69060)

The SNMP trap ports (161, 162 UDP) must also be configured if the SVP is behind a
CEP/firewall. For more information on firewall settings see Appendix F: Firewall Ports.

For a detailed listing of all of the defined traps in the USP/USPV Mib definition see Appendix M:
SNMP Mib Definitions.

The information “1.3.6.1.4.1.116.5.11.4.2.3" provides a reference to SIM events in the array.
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The information “1.3.6.1.4.1.116.5.11.4.2.7" (if provided) describes the reason for the event very
briefly.

The information “1.3.6.1.4.1.116.5.11.4.2.2" provides for the array type being USP (RAID500) or
USPV (RAID600) or VSP (RAID700).

The information “1.3.6.1.4.1.116.5.11.4.2.1" provides the serial number of the array.

The information “1.3.6.1.4.1.116.5.11.4.2.5” provides the date of the event.

The information “1.3.6.1.4.1.116.5.11.4.2.6" provides the time of the event.

The information “1.3.6.1.4.1.116.5.11.4.2.7" (if provided) is a description of the event.

12.20 Running HCS on VMWare
VMWare is a supported platform to run the HDS server and client software. VMW are with
Windows 2003/2008 hosts was tested with the following software:

HDvM (Device Manager) 7.x

HTnM (Tuning Manager) 7.x

HTSM (Tiered Storage Manager) 7.X

Client software tested:
Storage Navigator
HDVM (with HTSM ,HTnM) GUI Clients
HDvM CLI

VMware can use the command devices (as SAN attached LUNSs). This is required for Tuning
Manager Agent for RAID. However, many VMWare Clusters are not SAN capable and it may be
simpler to run SAN attached systems on different servers.

12.21 HCS Management Server Sizing
When combining the servers (HDvM, HTnM, HTSM , HRpM) to run on a single instance of
Windows 2003, the following sizing guideline should be used:

Data Center with 15x LARGE VSP Frames (with all 300GB or larger drives):
Four Quad-Core Intel® Xeon™ X7350 Processor (2.93 GHz)
8 GB of Memory
40GB Disk space

12.22 Running Multiple Versions of Server Software Simultaneously

It may be necessary to run two versions of server software at the same time esp. with the
deployment of new versions. For example, if new features are required, but ECC only works with
the previous version, then running two instances may be the only viable solution for a period of
time. HDS and CSBE support running two versions of HDvM only if once instance is used for
making changes. The other version must be used only for read-only purposes.

12.23 Element Manager (Running SN from HCS)

Running Element Manager from HCS launches an instance of the Storage Navigator (SN) client.
This is the preferred way to run Storage Navigator because it synchronizes the HCS database
with the changes made under SN. This also allows the array to be configured with no local
accounts (other than functional ids).

To be able to run Element Manager (formerly Physical View) successfully, do the following:

e Open port 2001 from the SVP to the HDvM server (different direction than most
ports). For more information on all of the ports see Appendix F: Firewall Ports.

e Add the SVPs to the ACL list for HDVM. For more information see Limiting Client
IPs to Known Management Systems (ACL for HDvVM).
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12.24 Backup, Restore, and Migration of Device Manager and Related

Databases

12.24.1 Backup HDvM Databases

In order to backup the HDvM and Common Services Databases, the following command should

be issued:

C:\Program Files\HiCommand\Base\bin> hcmdsbackups /dir c:\hdvm_bkup01 /auto
KAPMO05309-1 Backup of CommonComponent started.
KAPMO05328-1 The hcmdsbasebackup processing has succeeded.

KAPMO05313-l Backup of CommonComponent successfully ended.

KAPMO05309-1 Backup of Database started.

KAPMO06902-1 Processing to stop the service has started.
KAPMO06906-1 Processing to stop the DBMS has started.
KAPMO06907-1 The DBMS was stopped successfully.
KAPMO06903-I The service was stopped successfully.
KAPMO06904-I Processing to start the DBMS has started.
KAPMO06905-1 The DBMS was started successfully.
KAPMO05530-1 Backup of the database has started.
KAPMO05531-1 Backup of the database has ended.
KAPMO06900-I Processing to start the service has started.
KAPMO06904-I Processing to start the DBMS has started.
KAPMO06905-1 The DBMS was started successfully.
KAPMO06901-1 The service was started successfully.

KAPMO05313-l Backup of Database successfully ended.

KAPMO05320-1 Backup successfully ended : CommonComponent Database

Notes: /auto will automatically stop and start required services for backup
/dir <directory> is an empty directory to place the backup dump file
If the export fails due to service stopping issues, try running the command again.

12.24.2 Restore HDvM Databases

In order to restore the entire HDVM database and Common Services, the following command
should be issued:

C:\Program Files\HiCommand\Base\bin> hcmdsdb /restore c:\hdvm_bkup021\database\backup.hdp /type ALL

Jauto

Note: /auto will automatically stop and start required services for restore

12.24.3 Restrictions to Backup and Restores

The following are restrictions to backup and restores:
e The backup will halt the database and will restart once completed.

e Backups can only be restored on the same installation paths and version of software.

e Backups can only be restored on the same servername and ip address.
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¢ No files or subdirectories can be in the /dir directory or the backup will fail.
12.24.4 Migrations (Export and Import of HDvM databases)
Migrations are more flexible than backup/restores. Migrations support:

o Destination can be a newer (or the same) version software than source

e Destination can have different directory paths
e Destination can be a different operating system (like Solaris)

To export the database run the following command:

C:\Program Files\HiCommand\Base\bin>hcmdsdbtrans /export /workpath C:\temp\trans_work /file
c:\hdvm_trans\db_arc /auto

KAPMO05900-I The hcmdsdbtrans command has started.
KAPMO06902-1 Processing to stop the service has started.
KAPMO06906-I Processing to stop the DBMS has started.
KAPMO06907-1 The DBMS was stopped successfully.
KAPMO06903-1 The service was stopped successfully.
KAPMO06904-1 Processing to start the DBMS has started.
KAPMO06905-1 The DBMS was started successfully.
KAPMO05930-1 The Application data will now be exported.
KAPMO06525-1 The data for DeviceManager will now be moved.
KAPMO06531-1 Processing to export data has started.
KAPMO06532-1 The table definitions of the database are being exported.
KAPMO06533-l The data is being exported.

KAPMO06537-1 The data is being exported. (progress = 01/85)
KAPMO06537-1 The data is being exported. (progress = 02/85)

KAPMO06537-1 The data is being exported. (progress = 160/161)
KAPMO06537-1 The data is being exported. (progress = 161/161)
KAPMO05931-l The Application data has been exported.
KAPMO05930-1 The Authentication data will now be exported.
KAPMO05821-1 Processing to export data has started.
KAPMO05822-1 Processing to export data has ended.
KAPMO05931-l The Authentication data has been exported.
KAPMO05933-I The archive file will now be created.
KAPMO05934-I The archive file has been created.

KAPMO06900-1 Processing to start the service has started.
KAPMO06904-I Processing to start the DBMS has started.
KAPMO06905-1 The DBMS was started successfully.
KAPMO06901-1 The service was started successfully.
KAPMO05901-l The hcmdsdbtrans command ended normally.

Each application database will be exported. The exports will takel10-15 minutes or longer

depending on the amount of data. Due to the length of output, you can also redirect the output to

a logfile (with no screen output) by adding “> output.log” to the end of the command string.

To import the database (on another system) do the following:
1. Runthe command:

C:\Program Files\HiCommand\Base\bin>hcmdsdbtrans /import /workpath C:\temp\trans
_exp /file C:\hdvm_exp\db_arc /type DeviceManager /auto
KAPMO05900-I The hcmdsdbtrans command has started.
KAPMO05935-I The archive file will now be extracted.
KAPMO05936-I The archive file has been extracted.
KAPMO06902-1 Processing to stop the service has started.
KAPMO06906-I Processing to stop the DBMS has started.
KAPMO06907-1 The DBMS was stopped successfully.
KAPMO06903-1 The service was stopped successfully.
KAPMO06904-1 Processing to start the DBMS has started.
KAPMO06905-1 The DBMS was started successfully.
KAPMO05937-1 The Application data will now be imported.
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KAPMO06525-1 The data for DeviceManager will now be moved.
KAPMO06526-1 Processing to import data has started.

KAPMO06527-1 The table definitions of the database are being imported.
KAPMO06528-1 The data is being imported.

KAPMO06536-I The data is being imported. (progress = 01/85)
KAPMO06536-I The data is being imported. (progress = 02/85)

KAPMO06536-1 The data is being imported. (progress = 84/85)
KAPMO06536-1 The data is being imported. (progress = 85/85)
KAPMO06540-1 The view is being imported.

KAPMO06530-I Processing to import data has ended.
KAPMO05938-1 The Application data has been imported.
KAPMO05937-1 The Authentication data will now be imported.
KAPMO05819-1 Processing to import data has started.
KAPMO05820-I Processing to import data has ended.
KAPMO05938-1 The Authentication data has been imported.
KAPMO06902-1 Processing to stop the service has started.
KAPMO06906-1 Processing to stop the DBMS has started.
KAPMO06907-1 The DBMS was stopped successfully.
KAPMO06903-I The service was stopped successfully.
KAPMO05901-l The hcmdsdbtrans command ended normally.

Notes:

/ALL will import all of the databases

/DeviceManager will only import Device Manager data

/workpath <directory> must be empty

ffile -- on the archive file location you must use have a filename at the end of the path

If the export fails due to service stopping issues, try running the command again.

Due to the length of output, you can also port the output to a logfile (no screen output) by

adding “> output.log” to the end of the command string

2. You will then need to synchronize the data. Specify the following parameter in
the server.properties file:

server.base.initialsynchro = true

Since, other than user information, the hcmdsdbtrans command does not migrate
the Common Component repository, you need to synchronize the repository
information with the database information of the imported Device Manager. This
will take several minutes. Any attempt to login to HDvM during the
synchronization will result in error.

3. Start the database with common services. Go to Start > All Programs -> Hitachi
Command Suite - Device Manager > Start Server with Common Services

4. You can log into HDvM after 5-10 minutes to allow for synchronization. You may
have to refresh some data.

5. After several minutes, change the value in server.properties back to its original
value:

Server.base.initialsynchro = false

12.25 Maximum LUN size

The LUN size limit for thin provisioning is now 4TB (may be increased in future). The maximum

traditional thick LUN size (assignable a host) under Citi standards remains 277.52 GB

12.26 Increased Heap Size (HDvM Memory Expansion)

In order for HDvVM to handle more objects, the following memory changes are necessatry:
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1. Run the stop_all command on the HDVM server to shut everything down

2. Edit server.iniin “c:\Program Files\HiCommand\DeviceManager\HiCommandServer\”
Change server.ini option: JVM_XOPT_HEAP_MAX=-Xmx256m to
JVM_XOPT_HEAP_MAX=-Xmx1024m

3. Edit HiCommandCLlI.bat in
“c:\Program Files\HiCommand\DeviceManager\HiCommandCLI\"

Change HiCommandCLI.bat option: HDVM_CLI_MEM_SIZE=256m to
HDVM_CLI_MEM_SIZE=1024m

4. Run command “hcmdschgheap /set Medium” in “c:\Program Files\HiCommand\Base\bin\”

5. Run the start_all command on the HDvM server to restart all the HDvM and HSCS
components

12.27 System Options (SOM)

There are several system option modes (occasionally referred to as SOM) that are needed for the
array to function as expected. These options must be configured by HDS staff. HDS can provide
a report of these options for every array they receive update data from (dial-home).

The following system options should be enabled on all VSP and HUS-VM systems:

g

This setting limits writes and reads to a full pool if the setting is Prevents data
ON. corruption when
pool is full.
803* ON This setting limits writes and reads when a pool volume error is Prevents data
encountered if the setting is ON. (Data Retention Utility is corruption when
enabled.) pool volume
€error occurs.
734 ON Repeat SIMs every 8 hours on pool threshold alerts.
741 ON Repeated pool threshold alerts are reported to HDS.
749 OFF | The pool rebalance functionality is activated.
87 ON Mode 80 = ON: Normal Restore (Reverse Copy) is performed for

Shadow Image.

Mode 80 = OFF (default): Quick Restore is performed for
Shadowlmage.

917 ON Pools are balanced by Pairty Group rather than by the LDEVs.
This allows for variability in the LDEV size / number from each
Parity Group.

The following system options should be enabled on only replicated (source and destination) VSP
and HUS-VM (when certified for replication) systems:

448 OFF | When the SVP detects a blocked path and when the path does not
recover within a specified period of time, an error is assumed and
the remote replication is suspended.

449 ON Configures the SVP to ignore all HUR path failure. In the event of
link failure, HUR will continue to operate and write all update 1/Os
to the journal volumes.
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760 OFF | Host I/O can decrease when the UR pair is resynchronized. Set
mode 760 to ON to suppress an increase in the microprocessor
utilization rate when resynchronizing the pair.

Mode 760 ON: Decrease in host I/O response during the UR
resync operation is reduced.

Mode 760 OFF: Operations run normally.

Notes:

*System Option 729 and 803 should be set to prevent updates to already allocated pages
when a full pool condition is met or pool volume errors are encountered. Data corruption could
occur if update is allowed even though new pages cannot be allocated (default behavior). See
Pool Full Condition for Data Retention Utility recovery procedures.

12.28 Citi Thin Provisioning (HDP) Best Practices

Thin Provisioning (also called HDP) is the default configuration for HDS frames at Citi and is
required for new deployments. Thin storage should be used on all applications for significant
gains in storage utilization. Thin provisioning, when properly balanced across the array, provides
for wide-stripping of data and can improve performance over traditional storage.

12.28.1 Virtual to Physical Capacity (Thin Provisioning Rules)

There are two basic rules that need to be considered before deployment of Thin Provisioning.
These rules may change over time as we will continue to shape the thin storage environments.

CSBE Thin Provisioning Rule #1: The maximum supported amount of virtual storage that
CSBE supports is no more than 100% of the physical capacity of the array. Therefore, if all
applications were at 100% utilization, the array will need to be fully expanded, but could handle
the physical representation. This value may change in the future as Citi’s experience in thin
provisioning grows over time. Higher values are allowed only by exceptional approval from
CSBE.

CSBE Thin Provisioning Rule #2: The maximum supported ratio of current allocated
virtual storage to current physical pool storage is 2x. This value is very likely to change in
the near future as Citi's experience in thin provisioning grows over time. Higher values are
allowed only by exceptional approval from CSBE.

Example scenario:

If there is 100TB in a pool, then no more than 200TB should be allocated to hosts assuming that
there is potentially 100TB in additional open drive slots based on the current pool components
(drive type/config).

12.28.2 Pool Composition
e Each pool should consist of 1x LDEVs from each parity group, encompassing all of the
storage from the parity group (dedicated Parity Groups). Older pools may have been
created from 4 LDEVs per parity group.

LDEYV size = Total usable storage from Parity Group

e High capacity drives may require an additional LDEV for capacity that exceeds the max
LDEYV size. The parity group should be evenly split between two LDEVS in this case.
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e There should be 4-8 Parity Groups (each from different BED pairs) to maximize
performance of the pool storage. If there are fewer BEDs on the array, then each pool
should have PGs from all of those BEDs.

e Pools must consist of the same drive type/size, drive speed, and raid configuration.

e There should be 1-2 pools per drive type/size to minimize monitoring, reporting,
maintenance. You may want to consider different pools for production and development.
However, the more pools that are present, the more pools need to be monitored and the
fewer resources a given pool will have in terms of performance.

e Pools should be built from PGs that are from each BED(DKA)

e The following are supported maximums:

Note: The max LUN size for Citi approved configurations is 4TB

B -~ Ml I

HDP Pools 128 128 128 128
Max Pool Capacity 5PB 5PB 2.1PB 1.1PB
Max Total Pool Capacity 5PB 5 PB 2.1PB 1.1PB
LDEVs per Pool 1024 1024 1024 1024
Max Pool Volume Size 3.99 TB 3.99TB 2.99TB 2.99TB
DP Volumes per Pool Approx 62000 Approx 62000 16,384 8192

DP Volume Size (w/o replication) 46 MB — 60 TB 46 MB—-60TB | 46 MB —60TB | 46 MB -4 TB
DP Volume Size (w/ replication) 46 MB -4 TB 46 MB-4TB | 46 MB—-4TB | 46 MB—-4TB

12.28.3 Pool Naming
We have taken away the LDEV numbering and POOL numbering on the VSP. We no longer
name the LDEVs or POOL IDs based on the drive type of storage. You should name the
pools according to their composition and role (i.e. R6_6+2 600GB_PROD)

12.28.4 Pool Creation
e Create Pool with 4-8 PGs (based on approximatelyl LDEVs per PG).

e Optimize after all growth is complete — do not optimize at any other time (this will resort
free-list)

e Create Virtual Volumes (formerly called DP-Vols / V-Vols).

12.28.5 Pool Growth
e Upgrade should be multiples of original size of pool (n): n, n*2, n*3, but can occur with
any number of raid groups as automatic rebalancing will occur over the new and old raid
groups. However, the pool should remain balanced over the back-end wherever
possible, so the number of raid groups should reflect the number of BEDs in the system.

e Upgrade should be the same drive type / speed / RAID configuration as the existing pool

e Dedicated large HDP arrays should have all pools spread over all BED/DKAs
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12.28.6 Migrations

e Host-based file transfer (LUN to LUN) should be used in order to take advantage of the
thin storage savings.

e Shadow Image and UVM copies (or other block level copies) will not take advantage of
HDP

e Shadowlmage and TrueCopy/HUR copies of HDP-Volumes are supported
12.28.7 DP-VOL Sizing

The standard volume sizes below can be used on LDEVs from DP-Vols (V-Vols). This should
make any migrations easier as it is the same size as other volumes on the array (or other arrays).

Standard LUN Sizes
Cyl Blocks (512 byte) Bytes GB Unit
1092 2096640 1073479680 1.000
36828 70709760 | 36203397120 33.717 1
110484 212129280 1.0861E+11 101.151
294624 565678080 2.89627E+11 269.736
589248 1131356160 5.79254E+11 539.473
1473120 2828390400 1.44814E+12 | 1348.682
4202688 8069160960 4.13141E+12 | 3847.676 Reserved for future

If business needs demand custom volumes sizes, then custom DP-Vols are very easy and fast to
create. The maximum size for a DP-VOL (V-VOL) under current Citi standards is 4TB. For more
information on this restriction, see Maximum LUN size.

12.28.8 Thresholds

User definable (Pool Threshold 1)
e Large Pools: 70% (> 10TB)
e Small Pools: 50% (=< 10TB)

Fixed (Pool Threshold 2) — 80%
12.28.9 HDP Alerts

12.28.9.1HDP Alerts via SNMP Traps

The standard SNMP interface from the SVP will send out traps for all system events
(SIMs). Thresholds are SIM events. The following is a sample SNMP Trap generated by
exceeding the user definable threshold (Threshold 1) for a pool. The Pool ID is imbedded in the
SIM code as a hexadecimal value (i.e. 620001 — error 620 on pool ID 001 Hex).

community=public, enterprise=1.3.6.1.4.1.116.3.11.4.1.1,
uptime=173625422, agent_ip=10.40.53.25, generic_num=6,
04-22- A specificTrap_num=3, specificTrap_name=eventTrapREFCODE,
2008 17:01:42 Local7.Debug 10.40.53.25 | o cion=vierT, 1.3.6.1.4.1.116.5.11.4.2.1=10102,
1.3.6.1.4.1.116.5.11.4.2.2=RAID600,
1.3.6.1.4.1.116.5.11.4.2.3=620001,
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1.3.6.1.4.1.116.5.11.4.2.4=1.3.6.1.4.1.116.5.11.4.1.1.6.1.9,
1.3.6.1.4.1.116.5.11.4.2.5=2008/04/22,
1.3.6.1.4.1.116.5.11.4.2.6=17:04:17,
1.3.6.1.4.1.116.5.11.4.2.7="The DP POOL threshold 1 was
exceeded"

In a typical Citi Tivoli or similar alert environment, you may not see the full message above. You

are more likely to see a message like the following:

“On 1240104394 a WARNING message occurred:

CCC/OT/GCTI/INF/SAN/SNMP P SWDC ouh028n8667-spa UNKOS 420
raideventUsermoderate RAID600 620032 The impact of this event on the
subsystem is moderate.”

This is only a summary of the trap information in the chart above, but it does contain the key
points.

CCC/0T/GCTI/INF/SAN/SNMP P SWDC Site= SWDC
ouh028n8667-spa Frame= ouh028n8667 (primary SVP)
620032 Error 620 on Pool ID 032 Hex (50 Dec)

The impact of this event on the subsystem is moderate

Error 620 is “threshold 1 (user-threshold) has been exceeded. For interpretation of the error
number see HDP Alerts via SIM on array below.

For more information on setting up SNMP see Enterprise Alerting (SNMP).

12.28.9.2HDP Alerts via Email (via HDvM)
Using email for alerts is less reliable than SNMP traps. However, the email alerts are

generated by HDVM when it receives a trap message from the USPV array. Therefore, the email

alerting can be used as a secondary (or backup) means of alerting. The following is a sample
email message from HDvM:

From: GDSE@citigroup.com
Subject: [DVM] Alert Notification

The following alert occurred.

MessagelD: KAID10008-W

Alert Type: Trap

Source: USP_V@10.40.53.25

Status: Moderate

Component: DKC Environment

Description: Pool error DP Pool utilization threshold excess 1 Pool number 001(1).
Recommended Action: Contact your service representative.

Additional Info: 620001

Occurrence Time: 2008/05/01 15:56:11

This message was sent automatically by the Device Manager server.
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The source field listed in the sample email is the array hame as configured in Device Manager.
You should change this description to incorporate the serial number or local array nhame.

It is important to understand that setting up SNMP traps is important for the email functionality to
work. Device Manager needs to be one of the SNMP trap designations in order for the email
notification to function properly and to deliver all of the needed information. For more information
on setting up SNMP see Enterprise Alerting (SNMP).

12.28.9.3HDP Alerts via SIM on array

All SIMs are reported to HDS via the HTTPS dial-home HiTrack interface. SIMs can be
viewed in Storage Navigator under status. The following is an example SIM for exceeding the
user-defined threshold (Threshold 1) for a pool:

Storage Navigator [ x|

I Detail

Ref.Code 620001

Hot Complete

POOL ERROR
Error Section

The DP POOL threshold 1 was exceeded

Error Detail

Pool ID =1
Location

Brewvinus | Hext | Close |

1i1-

The following chart is a summary of the SIM codes generated by the array relative to HDP:

620xxx Pool exceeded threshold 1 (user-defined) Warning
621xxx Pool exceeded threshold 2 (fixed 80%) Warning
622xxx Pool is full Critical
623Xxx Error occurred in pool Critical
624xxx No space in the shared memory Critical
625xxx Pool usage level continues to exceed pool Critical
thresholds (repeated every 8 hours)
630xxx V-Vol threshold exceeded Warning
640xxx The V-Vol management area cannot be Critical
saved to a pool

*Note: The xxx refers to the pool ID that has the error. For example, 620032 refers to error 620
(pool threshold 1) on pool ID=50 (32 in Hex). The ID in the code is a hexadecimal value of the

pool ID.
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12.28.10 Pool Full Condition

In order to prevent any potential data corruption, the array needs to prevent any writes to disk
once a pool has met its full state. This will mean that any requests for new storage or updates to
existing storage will not be allowed. Reads can continue without issue.

There may be portions of pages that have been allocated, but are not entirely filled. Allowing for
updates to these pages while preventing new pages to be allocated could result in a corruption of
host data as only some updates would be allowed.

To implement this required behavior, system option 729 must be set. For more information see
System Options and System Disks. With SOM 729 turned on the DPVOL will become
inaccessible if a full pool I/O error is encountered. The Data Retention Utility (DRU) attribute will
be enabled on the DPVOL that experienced the I/O error and subsequent reads or writes are
refused. The recovery procedure in this case is to first expand the pool to resolve the full pool
condition then launch Storage Navigator. Select Actions > Other Function > Data Retention...
and locate the LDEV with the Protect Attribute enabled.

Hitachi Storage Mavigator - IP:10.40.53.13 - §/MN:53112 - D/N:HDS53112 -

/Hitachi Storage Navigator

File ©o Help (33 _#| Logged inas:ins3740 ]|
Data Retentioh
l Data Retention -
LDKC IDD 'I LDEY Attribute Ermulati Capacity S-%0
B Protect i G
GrhGroun |U'3 s -1 G Readirite 34.59 GB Enahl
S Storage System 1 11 Readnrite 34.69 GB Enahbl
g 13 Readiarite 34 69 GB Enahl
BB eUG i 1E % Freadinirite 34.60 GEB Enahbl
"'I cu 02 1 1F Readnrite 34.69 GB Enabl
CBE e T 24 Readinirite 34.69 GB Enabl
T o | = L) Freadinrite 34.60 GEB Enahl
"'I 5 i 2C Readirite 24.69 GB Enahl
=g 3 2E Readiirite 1.00 GB Enabl
BB eUTh 57 % Freadinrite 1.00 GEB Enahl
"'I cU DA T 58 X Readnrite 1.00 GB Enabl
B S 3 50 ReadiArite 1.00 GB Enabl
"'I cuU 23 I 54 Readnrite 1.00 GB Enabl
"'I cu 28 1 DF X Readnrite 2.00 GB Enabl
= i E0x Feaadinirite 2.00 GB Enahbl
= cuU a3  E1 X Readntrite 2.00 GB Enabl
) ClU A EZ X Readfrite 2.00 GB Enahl
- CU 32
4 CcU3E
4 | _’l—l
Operation : No operation
& Readnvrite : 17 = Read Onhs: 0 = Protect : 1
Expiration Lock : Disable = Enabile I Apphy I Cancel I

Change to modify mode > select the protected LDEV and right mouse click to change Attribute >
Read/Write > Apply
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Hitachi Storage Mawvigator - IP:10.40.53.13 - §/N:53112 - D/N:HD553112 -

fj—, Hitachi Storage Navigator

|| File Go Help 30 minuta(s) ramaining in session. Q@ IA‘ Logged in as: jh53740 _Jl
| " Data Retention

! l Data Retention
|

| LDKC Joo = LDEY Attribute Ernulation Capacity S-40
= . =

. CUGroup |nn ~3F. -~ I =T Readirile Attribute » & Read/\Write |mewn
| i =311 Readhirite SWVOL * [SReadonly  habl
1 =¥ Storage System — % b=t
1149 Readhrite Reserved » 2 Protect ahl
i S cuoo = : 2 s
| B o 1E X Readiyrite T o o chabl
S B9 ciing 3 1F Readiyrite ) 34.69 GB Enabl
B3 cln3 ] 24 Readirite Volume Detail... 34.68 GB Enabl
5 i3 29 Readirite OFEM-V 34.69 GB Enabl
: = Readnrite OFEM-V 34.69 GB Enabl
B BUGE = Readnrite OFEMN-V 1.00 GB Enabl
B2 ciion ) 57 % Readhrite OFER-Y 1.00 GB Enabl
B3 cUDA ) 50 Readhrite OFER-Y 1.00 GB Enabl
B UE ) 59 Readn/tite OFER-Y 1.00 GB Enabl
| B oU e [ 540 Readiyrite OFEM-Y 1.00 GB Enabl
SBd ciisn J DF % Readiyrite OFPEM-V 2.00 GB Enabl
| CES Bl 2 3 E0 X Readirite OFEM-V 2.00 GB Enabl
| ~E) oU 30 I E1 % Readiyrite OPEM-Y 2.00 GB Enabl
3 E2 X Readirite OFEM-V 2.00 GB Enabl

-] cu 31

-1 CcU 32

S CU3E

i | i

Operation : No operation

[ ReadWvrite : 17 = Read Onhy: 0 B Protect : 1

| Expiration Lock : Disable -> Enable I Apphy I Cancel |

This recovery procedure will also be required when SOM 803 is enabled and pool volume errors
are encountered. Pool volumes are not affected by DRU, only DPVOLSs are impacted. For more
information see System Options and System Disks.

12.28.11 Application Migrations

Applications can be migrated to thin storage by using the block level migration tools such as UVM
and HTSM. Once the migration is complete, the Zero Page Reclaim utility will need to be run on
those LUNSs to free up any blocks not in use by the application. For more information see Zero
Data Removal Tool.

12.28.12 Application and Host Operating System Considerations

Most applications can be classified as either Thin-Friendly or Not Thin-Friendly based on how
they use storage. The sweet spot of thin provisioning are systems where over allocation of
storage is typical.

Operating systems and file systems that tend to spread data over all available disk space
generally are Not Thin-Friendly. For example, if there is metadata written about the file system
throughout the LUN, then the array will consider all of those blocks written to, shifting the used
pages to appear much higher than what the operating system reports. Many files systems do not
reuse deleted file space.

The following chart shows the operating system and file system combinations and how a basic
volume fares for thin compatibility in terms of writing to a high percentage of blocks when
formatting. This does not consider the reuse of deleted files.

AIX JFS Low (write every 64MB — 65%)
JFS2 High
VXFS High
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HP-UX HFS Low (write by 10MB)
JFS (VXFS) High
Linux VXFS High
Ext2 Medium (write every 128MB — 30%)
Ext3 Medium (write every 128MB — 30%)
OCFS2 High
XFS Write by 2GB (2%)
Solaris UFS Medium (write by 52MB)
VXFS High
ZFS (Not determined)
Windows NTFS High
2000/2003
Windows 2008 NTFS Low (full format — 100%)

Windows 2000/2003 (NTFS) — use of quick format is faster but not necessary. There
are no thin allocation differences between the traditional and quick formats. The
traditional format simply adds an additional scan in search of media errors. NTFS uses a
Least Recently Used free list management. If application has static files there is no issue
(i.e. SQL Server Data and Logs). If application creates/deletes files then minimize the file
system to meet exact needs (this create/delete area will quickly become 100% utilized
from the array perspective). Disk Defragmenter is not recommended at it has a lot of
block movement that will quickly allocate all of the thin storage.

Windows 2008 (NTFS) — use of quick format is mandatory. A normal format is not thin
friendly.

Databases should use an automated growth of tablespaces (datafiles) with little buffer space
between the tablespace and the tables that are within the tablespaces. In addition, if there are
settings to prevent the database from write formatting blocks on all of the storage, these should
be employed.

Oracle — Autoextend is recommended. Manual file management is acceptable assuming
that there will be an increase number or size of tablespaces over time and the space is
well-monitored. Under most conditions, using the same thin pool for logs, data, temp,
and archives/FRA is recommended because of the very wide stripping nature of the pool
devices (increased number of disk spindles). Separate pools will only decrease the stripe
width and lower the number of potential spindles. When a separate storage tier is
required (such as for FRA and/or archive logs) a different storage pool be used (different
tiers will have different pools).

SQL Server — With SQL Server 2005 and later, use instant file initialization. Note:
Transaction logs will be fully allocated even with this setting (may be appropriate for non-
thin storage). The temporary tablespace “TEMPDB” will quickly become fully allocated
due to nature of frequent writes and deletes (arrays cannot track re-use of allocated
blocks). Auto-grow may not be appropriate for all environments due to unbalanced file
growth (not all files in a file group are expanded at the same time). Manual file
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management is acceptable assuming that there will be an increase humber or size of
tablespaces over time (grow all files in a file group) and the space is well-monitored.

When migrating data, check for wasted space in source files — this can be reclaimed
before migration. Do not mix SQL server files with other files, especially general file
space or file shares. Ideally have separate file systems for data and log files (best
practice anyway, for performance, for flexibility — Hot Split Backup). Make sure logs are
backed up and truncated. Do not copy files without thinking about the consequences.
For volatile environments (i.e. test, development) it is suggested to limit the file system to
less than the volume size.

The choice of initial SIZE and FILEGROWTH increments can have some impact. Larger
values with result in better contiguity and smaller values will result in less storage waste.
Contiguity is less important with enterprise storage and HDP.

Instant file initialization can be used with SQL Server 2005 on Windows 2003. The user
account must have the OS privilege SE_ MANAGE_VOLUME_NAME. If this setting is
used, you should not need to tune SIZE and FILEGROWTH.

Sybase — The temporary tablespace “tempdb” will quickly become fully allocated due to
nature of frequent writes and deletes (arrays cannot track re-use of allocated blocks).
Other aspects of Sybase have not been explored.

12.29 Zero Data Removal Tool

This tool will remove zero-page data from thin storage volumes. This is intended for use
against volumes that have been recently migrated to HDP and that were not 100%
utilized when FAT. Typically these volumes will be 100% utilized upon a block level copy
to the HDP volume.

12.29.1 Caveats and Restrictions

You cannot use this tool on volumes that are being used by volume shredding.
12.29.2 Using the Tool

While in Storage Navigator (Element Manager), go into Pools, select the appropriate

pool, select the virtual volumes desired, then under more actions, select Reclaim Zero
Pages. This is also an option when unallocating volumes.
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12.30 Tool Panel

In order to be able to pull trace files (diagnostics and troubleshooting), there is a tool panel
available on the SVP for the VSP. To access the tool panel, the following address should be

used:

https://SVP-IP-Address/cgi-bin/utility/toolpanel.cqi

(’; T lic hepe:/140.53 1 WooHsnduitiooanel o ) Comtcason | 1| [T B -
Ehe [Ede Mew Fgooetes Took  Hele
PO ool Pael | | i~ B - v FPager (G Tgk ™
=]
Tool Panel

Cantrol Panel
Dewnioad Troce Files
Updata Cenficate Filss
Sat Lip HTTP Blacking

Ralease HTTF Blacking

Leign Message

Deee 5 Lol mbanel [

You can download trace files for diagnostics (at the request of HDS Support). You can also

manage the certificates for the SVP and manage HTTP blocking. From this screen, you can also
access the control panel. This is where the default time-outs and some polling period values are

configured. You can also export the local account information on the download tab.

(,?Sel Environment - Windows Internet Explorer _ O] ]
e
Control Panel 4]
Set Env. | Download | Restore |

‘ Environment Parameter

RMI time-out period 1 | tmin

RMI time-out period for Modify 30 =] min

Polling period for checking exclusive lock 35 x| sec
Polling period for checking obstacles 110 =] zec

Option to hide Aleris Window ™ Hide Alerts Window

Submit | Reset
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12.31 SCSI Reservations on VSP (View / Modify)

To view or change the current SCSI reservations on a host LUN, you will need to select (while on
Storage Navigator) one of the host groups that contain the LUN, then select View Host-Reserved
LUNs under More Options. You do not need to select specific LUNS.

Note: SCSI Reservations can be present and different types on some or all paths for a given
LUN. Do not assume that a reservation is the same on all paths.

ﬁ'Hilanhi Storage Navigator - IP:10.40.53.13 - 5/N:53112 - D/N:HD 553112 - Windows Internet Explorer

e+ [ hitpsn04053 13 sanproject/LauncherServiet ]88 Ceniicate Enar || 4| | [Live Search B
File Edt View Favotes Tools  Help
= - »
9 & @ Hitachi Storage Navigator - IP:10.40.53.13 - S/M:5311 | | % - B - = - [k Page ~ G Tools =
Il | File | adtions , Reports | Settings , View | Help 7 alert |[EY Audit Log By Resource Unlocked | Logged in as:  gjos52
Explorer << Storage Systems
Storage Systems i
geSY cl14-p560-viocl4 (25)
@“rwmd(wl HD$53112(5/H:531121 > PorbsfHost Groups > CL1-A > cld4-pS60-viecld (25)
PYnew_posl_37(57)
@Byneu_roal_s9(39) Host Group Name c14-pSe0-viccl4 (25) Host Mode OF[AIX]
@yroatioo_Fulo(io Port 1D cLi-a Port Security Enabled
®yroolLoi_Harmalo
®stPaclioz(1oz) |- m dostiicisfatens,] s —
@NEWJ)DDLiDQ(lDJ 2 Filter | ON (=) OFF Select all Pages Options w |1\ |i\ 1 i1 ‘il ‘l\
¥ [y Ports/Host Groups Port 1D LUM 1D LDEV 1D LEEW Emulatian Capacity Prouisianing Attribute | Mumber
N Marme Type Type of Paths
viggoLi-a
b CL1-A @DDDD 00:00:07 OPEN-V CUE 34,68 GB cp - 2
14600 (00)
CLi-A (# poo1 | omooios OPEN-Y CVS 34,68 GB  DP - 2
iz angs1 (01)
Binamadse1d (0 -
e cctestoims ¢
Wi sanase (04)
¥ gdseuino1 (05
Eisangs3 (08)
Eisangss (07)
Performance Monitor
Administration
General Tasks
@ Create Host Groups
(3 create LDEV:
T4 Add LUN Paths
B4 crests Paols View Host-Reserved LUNs
Dalete LUN Paths
43 Add External Volumes
Edit UUIDs
Bry Create Pairs Export
Selected: 0 of 2 { ~dd LUM Paths ] { Copy LUN Paths J | Edit Command Devices ] | More Actions w ] s
more. b Ad
4] [m -,
|Done || L8 € internet [0z -

You will see a list of LUNs with reservations. If there are no reservations the list will be blank
(empty).

HDS VSP/HUS-VM Solutions Guide 74
For Citi Internal Use Only




E'Hilanhi Storage Mavigator - IP:10.40 5313 - 5/N:53112 - D/N:HD553112 - Windows Internet Explorer

e

)+ [ htps 2104053 T3/sanproject/LauncherS erviet ]88 centeate Enr || 42| 5| [Live Geach Pl

Nl e

File Edt Yiew Favotes Tools Help

U8 @ @ Hitschi Storsgs Navigstor - P10 405313 - 5/NE311 | |

7 Hitachi Storage Navigator

5 - B - o= - [2hPage v (G Teols » 7

EE

Explorer
2 A Host-Reserved LUNs

Storage Systems
eammazs 2 Host-Reserved LUNs P~ HitacH!]

[Pynew_posl_37(57)
@New_pao\_es(sej
([Pypeolioo_Fullo(io
®ypoolioi_Hormalal

[Pysteoolinaiing) |- 2 LUNs

Pyneu_posl 1090101 A Filter () ON (=) OFF | Select All Pages | | Options w [|14/[44] 1 £1 w][H]

¥ [@hportsitost sroups Port ID LUN ID LDEV ID LhEY Numbar Host-Reserved Status
Harne of Paths
vighoL1-a
: cLi-a oo 00:00:07 2
14-00 (00)
8:ang:1 (01)
Binamgdse14 (0 B
8= cctestotims 0
iz anas6 (04)
01 (05

Persistent Reservad

cLi-p 0001 00:00:08 2 Persistent Reserve: d

3 (06)
Eiangse (07) |,

]
2]

Perfarmance Monitor
Administration |

‘ Release Host-Reserved LUNs | |

|_Add LUN Paths | | Gopy LUN Paths | | Edit Command Devices | | More actions w | ||
J L I R

Done [ 1 | [ intemet =i~

To release (force clear) the reservations, select the LUNs you wish to manipulate, then select the
Release Host-Reserved LUNs button. This will generate a task that you will need to hit Apply to
initiate. You may have to repeat this for any other paths (or host groups).

Note: SCSI Reservations can be present and different types on some or all paths for a given
LUN. Do not assume that a reservation is the same on all paths.

12.32 NDM (Seamless Host Migration) on VSP — USPV Spoofing

HDS has a new system feature and process that allow a VSP to simulate the WWNs of USPV
arrays (spoofing ports) for migration purposes. This allows a host to be migrated from a USPV to
a VSP without making target changes that typically require host/application down time. There is a
considerable amount of work and complexity with the current microcode levels, so this should be
used only on hosts that have difficult or non-existent green zones. This requires access to
raidcom and storage navigator on the USPV and VSP arrays.

The high level view of the process is to externalize the LUNs from the USPV to the VSP, present
the LUNs down new unused ports from the VSP (but pretending to be USPV ports). Once the
new paths are present and working like the original paths, the original paths are dropped. The
LUN is then copied to internal VSP disk and there is no perceivable difference from the host.

Unfortunately, once a host has been migrated to the VSP using this method, it may be difficult to
see in Storage Navigator (and raidcom) that a given set of ports are simulating another array.
This will be become more complex once multiple USPV arrays can be migrated to a VSP. The
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best practice until this configuration is more obvious is to rename the 1* (default) host group to
something similar to “VSP_NDM_SIMULATE_USPV-10102-CL9A". This host group is only for
documentation and should not be used to hold LUNs or WWNs. This should be performed on all
ports that being used for NDM (USPV Spoofing). It is also advised to name the ports on the SAN
as they will appear to be from the USPV array, though they are really from the VSP.

Limitations:

e Storage Navigator does not indicate the port status as simulating a USPV array, so
alternative documentation is needed.

e Raidcom is the primary means of migration control.

e SCSI Reserves are not propagated from the USPV to the VSP (with current microcode).

e Dropping the old paths should be accomplished via host groups on the USPV array (not
from zoning change).

e Professional services must perform the migration, but eventually this will become
customer driven.

e The new paths will appear to be on USPV host ports that are not connected to the SAN,
The best ports to use are beyond what is physically installed on the USPV (i.e. CL-9A,
CL-AA or higher).

e There must be at least one pair of (SAN attached) interconnects between the USPV and
VSP. This can be on any unused ports for both arrays. This is for the externalization of
storage.

12.33 Shared Memory Requirements

The following table shows the shared memeory requirements for each software product:

Shadow Image 8 GB
TrueCopy 16 GB
Universal Replicator 16 GB
FlashCopy V2 16 GB
Dynamic Tiering 24 GB

12.34 SAN “Port Flapping” Alerting

Under special circumstances, SAN ports may exhibit multiple failures (and recoveries) over a
short period of time. This condition is known as port flapping and indicates failing or failed
components that generally reside outside of the array. However, it is possible to alert on these
events. It is important to use conservative values to prevent frequent and unnecessary alerting.

To configure these alerts, remote session access to the SVP will be needed (RDP).
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The recommended values are:
Bad Received Character Count 1000 900 secs
Loss of Synchrnization Count 1000 900 secs

These recommended values are based on observed issues at Citi. Once either threshold has
been met, dial-home events will be generated. HDS will relay these events to Citi if they occur.
No SIMs or SNMP traps will be generated.

13 Security Practices

13.1 Interfaces to the USP/USPV/VSP

The following is a descriptive list of the various interfaces into the VSP. All of these interfaces
were considered for security controls.

Storage Navigator SN HTTP

HCS Device Manager GUI HDvVM (or DM) HTTP/HTTPS
HCS Device Manager CLI CLI TCP

SVP Application & OS SVP-APP TCP

Remote Desktop RD TCP
Command Control Interface CClI TCP

Audit records sent via Syslog SYSLOG UDP
Configuration and Alerts sent to HDS HiTrack HTTPS

HCS Tiered Storage Manager GUI HTSM HTTP/HTTPS
HCS Tiered Storage Manager CLI HTSM CLI RMI

13.2 Default UserIDs

The default user id and password for Storage Navigator is “root”/"root”. This password should be
changed immediately and other users should be added to Storage User Account List. “Root”
should not be used after an initial setup of userids. For more information see Security in Storage
Navigator.
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The default userid and password for Device Manager is “system”/”"manager”. This password
should be changed immediately and other users should be added to the user database. “System”
should not be used after an initial setup of userids. For more information see User Management.

For information regarding the setup of other user accounts, see below.

The default userid for the SVP is “maintenance” with a password of “raid-mainte” (2" password
of “etniam-diar"). The passwords should be changed by HDS staff.

13.3 Special User Accounts (Functional IDs)

The following is a list of accounts that are to be used for integrating the VSP (and HUS-VM)
array and its components into the infrastructure required for secure and efficient operation.
There are several rules around these functional ids that must be followed:

e These userids are restricted and to be used only by the system processes
described.

e They are not to be used for a person to directly login into the system they are being
created in.

e There must be an operational owner assigned to each of these userids that is fully
responsible for the maintenance, use and entitlement review of these accounts.

e The passwords on these accounts should be changed at least every 12 months.

For more information regarding functional id requirements see Citi Information Security Standards

(CISS)
Account Application Function Role Interactive / Privileged / Password Change
(Location) Non- Non- Frequency
Interactive Privileged
HDS HCS SN_Link (local) [ HCS to Array (SN) Read-Only Interactive Privileged 12 Months
HDS SRM_ HCS Link (AD) | ViPR SRM to HCS (HCS) Read-Only Interactive Privileged 12 Months
HDS_VIiPRC_HCS_Link (AD) | ViPR Controller to HCS
(HCS) Admin Interactive Privileged 12 Months
HDS HPNA HCS Link (AD) [ HPNA to HCS (HCS) Read-Only Interactive Privileged 12 Months
Exports (local) Export performance data Performance
from array for HDS Data Only
support (SN) (Read-Only) | Non-Interactive Privileged 12 Months
ECC to HCS (HCS) Retired N/A N/A N/A
SANScreen to HCS (HCS) Retired N/A N/A N/A

The legacy applications ECC and SANScreen may still have functional accounts on HCS. These

accounts should be removed when the applications have been retired.

13.4 Audit Logging via SEMS

In order integrate into the EMS logging system, log files must be provided to a SEMS
server via a syslog stream. As new events are added to the log file they are processed
into the SEMS master logs. In addition, HDvM logs are written to the local Windows
application log. These events are pushed to the SEMS repository via local agents.
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In order to automatically send audit records to SEMS repository, the SVP should be
configured to send the audit trail to a syslog server. This syslog server is then used to
send records to a SEMS repository for reporting and record keeping. For details on
setting up syslog on the SVP, refer to Syslog Based Audit Log.

It is also recommended that time synchronization be used to make the information being
sent to SEMS more useful. For more information see Network Time Protocol (SNTP) —
Time Synchronization. The time reported in SEMS will be based on the time set on the
array SVP(s).

13.4.1 Configuring Device Manager Auditing
Authentication (e.g. login, logout and login failures) and Access Control (e.g. failure due to
lack of permissions) are output to the Audit log, which is the event log (application log) on
Windows. To generate Device Manager audit log information, one must check the
environment settings file for the HCS Common Component is as follows:

C:\Program Files\HiCommand\Base\conf\sec\auditlog.conf

Log.Event.CategoryStartStop,Authentication,AccessControl, ConfigurationAccess
Log.Level 6

If you need to edit this file, it will be necessary to restart Hitachi Common Component to
enable the new settings.

HDvM information will be logged as part of the Hitachi integrated logging (including events
from other components such as HTSM ), and hence the source in the event log for HTSM
messages will be “HBase Storage Mgmt Log”.

13.5 User Entitlements Reporting

The user entitlements reporting for the VSP is handled by exports/queries of the Active Directory
database. This is because the majority of the users accessing Device Manager (and
subsequently Storage Navigator) will do so via their AD account.

13.5.1 Storage Navigator User Entitlements for non AD accounts

The best reporting for Storage Navigator users and their entitlements is to manually review each
user with the Account Management screen. For more information and how to access this screen,
see Security in Storage Navigator.
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13.5.2 Device Manager User Entitlements
Most users in will access HDvM (and subsequently SN) via AD accounts. The best reporting of
AD account sis to perform a direct query on the AD groups associated with SAN management.

The best reporting for local accounts (including functional ids) and their entitlements is to run the
user reporting that is built into Device Manager. For more information and how to access this
functionality, see Device Manager Reports. For a sample of this user reporting see Report: Users
and Permissions (HTML).

13.6 Decommissioning of Storage
In order to return a storage array back to the vendor, the disks must be scrubbed of any data. To
perform this for an entire array the following procedures should be followed:

Until an entire-array Disk Shredding function is developed, each volume on the array must be
shredded.

Remove all LUNs from all of the host groups. For details on how to perform this function, refer to
Removing LUNs from Host Groups (Deleting Paths). There should not be any paths to the
existing volumes once this has been completed.

Create additional volumes to account for any free space on the parity groups. For details on how
to perform this function, refer to Volume (LDEV) Definition.

Use Volume Disk Shredding on every volume on the array. This may take a considerable amount
of time. For details on how to perform this function, refer to Disk Shredding.

13.7 Setting Security Policy in Device Manager

In order to comply with the security requirements for Citi, there are several settings in Device
Manager which need to be made. The security screens in Device Manager define the Password
policy (length, content, etc.), failed login attempt lockouts (Account Lock), and the Warning
Banner. These screens can be accessed from the Security page (Administration = Security)

Keep in mind that this is only for local accounts as use of active directory based accounts are the
primary method of authentication for Device Manager.

13.7.1 Password Policy
The following password policy (Administration - Security - Password) changes should be
made:
e The password length should be set to 6.
e The password content should be set to case alphanumeric (at least one numeral,
at least one uppercase, at least one lowercase).
e The password and user ID cannot be the same.
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(; Password - Windows Internet Explorer O] x|
Password

Password Policy

Erter the minimum number of characters [upparcase, lawarcase, numneric, and symbalicl, ta add up ta or
l=5s than the minirmurn passward length,

Minimurm length(1l - 258): E characters
Minimurn nurnber of characters: uppercase(d - 256) [T characters
lowercase(0 - 256) [T characters
nurneric(n - 2587 [ cheracters
syrnbolic( - 258) P characars

Allow pazsword to be the same as the User ID: £ ves 5 No

|
|Done l_l_l_l_l_l_l " Twsted sites | 0%~ 4

13.7.2 Failed Login Attempts

The following failed login lockout changes (Administration - Security = Account Lock) should be
made:

e The user will be locked out after 6 failed login attempts

= Account Lock - Windows Internet E xplorer _ O x|
Account Lock

Account Lock Policy

W Lockout a user account after number of failed atternpts

Maximum number of login sttempts (1 - 100 & | times

|
| ’_’_l_l_l_l_lf Trusted sites |@UDD°/° T4

13.7.3 Security Banner
In addition there should be a banner (Administration - Security - Warning Banner) with

information about the limited use of the software or any other restrictions. The following is an
example banner:
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13.8 CClI Security Bit

To turn on security, the CM Security Bit should be turned on (right click command device to select
security on). With this bit set to 1, only LDEVS within the same host group as the command
device can be managed by the server with its WWNSs associated with the Host Group. This is a
very important setting if application servers will be controlling Shadowimage.

13.9 HDvM CLI Security

Do not use a read-only username/password in the properties file. Provide the username on the
command. Wait for the secure password prompt (requires JRE 1.6 or later).

If using a properties file for read only username/password is strongly desired, then use a different
file when running modify commands. For example: copy the directory /opt/HiCommandCLI (or the
directory used to install) to a different directory and rename the executable (HiCommandCLI.sh)
to be able select the different paths.

In addition, the secure (-s) option should be used to encrypt the session.

For more information see Appendix D: Command Line Interface for Device Manager.

13.10 HCS Array Name

HCS uses a default name of “VSP@ipaddress” or “USPV@ipaddress” when an array is added to
the database. This name should be changed as this name will show up in reports as well as
external systems like NetApp OnCommand Insight (formerly SANScreen) and EMC Control
Center (ECC). Using IP addresses in this way may be considered a security violation. It is
suggested that a more descriptive name such as a local array hame or serial number be used
instead.

13.11 Active Directory Authentication with HCS

Active Directory should be used to authenticate users for HCS. This method directly configures
HCS to communicate with AD and does not need a Radius interface. Users are not defined
locally with this method, only AD groups. This is the recommended configuration.

13.11.1 Acquire a functional id used for binding to the AD environment

This functional id should have a non-expiring password. This functional id is sometimes called
the bind-id and is used strictly to query AD for member/group queries. Any existing storage
functional/bind AD account can be used if one is already created for other storage equipment (Ex:
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CLARIION, VNX, etc..). However, the LDAP FID account should NOT be part of any AD groups
and it should have its password set to never expire. If the storage administrator is going to create
a new account it should follow the naming convention shown below:

<region>_svr_storage

13.11.2 Obtain the SSL certificate used by AD
There is a general SSL certificate used by AD to allow for LDAPS (LDAP with SSL via port 636)
communication. This certificate can be obtained at the following website:

https://digitalcertificate?.citigroup.com/cda-cgi/clientcgi?action=start

You will need to use the PEM format (select from bottom of page listed above).

An example certificate file contents (in PEM format) is:

----- BEGIN CERTIFICATE-----

MIIGRDCCBSYgAwIBAgIKHi5iL gAAAAAAAJANBgkghkiGOwWOBAQUFADBLMRMWEQYK
CZImiZPyLGQBGRYDbmVOMRQWEgEYKCZImiZPyLGQBGRYEQ210aTEeMBWGAIUEAXMV
Q210aSBIbnR1cm5hbCBSb290I ENBMBAXDT EXMDQXMTIWMjIwM1oXDTIZMDQXMT Iw
MzIwM1owTTETMBEGCgMSJomT81ixkARKWA251dDEUMBIGCgEMS JomT8ixkARKWBENp
dGkxIDAeBgNVBAMTFONpdGkgSW50ZXJuYWwgUG9 saWNSIENBMIIBI jANBgkghkiG
9wOBAQEFAAOCAQBAMIIBCgKCAQEAZOVh5hkGBYqqe@GRBFPZSOPTWgcvV/1Ip0SY
/VOQN8ImLhsPMI5z4TY/sLvYbneJlgBGS+hgqkBZ2qP3jD+bEMfsqp8f5zcfZ/vsV
4183+0Dn4jlsg9PSa7G013aFHT10jwXDYVMA4TT Infn+uelge30F1SvHf/CCbXYR
v81ykCrF4/FH1fXy3itVIZP9rw+ndAAwkMOjWPJehLRqhXk8F1BgHFEWAc5kgB2M
R53PJrtuJ+HMIBFsKsMq+0imSiOW2k1Lwdt656waHG6aQaqr11YmVW+2Mof/fap3
J/Hh+mpzSHEN+v4RWO+1Qs+iHb8DYHWUYR9km4R1GXMHSQ8TEwIDAQAB04IDIjCC
AyIwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQU6ZLVHQIEuU3eCw2My13KIUGO1
zUQWCwYDVROPBAQDAgGGMBAGC SsGAQQBgj cVAQQDAgE AMBkGCSSGAQQBg jcUAgQM
HgoAUWB1AGIAQWBBMB8GA1UdIWQYMBaAFBIxvmvEso7SQT/iQx@nyRCI+uWSMIIB
TQYDVROFBIIBRDCCAUAWEEE80IIBOKCCATSGZMhOdHAGELY9jZXI0aWZpY2FOZXJI1
dm9jYXRpb25saXNOLmN1cnRpZmljYXR1lcy50aS5jaXRpZ3IvdXAubmVOL1BLSVIv
b3QvQ210aSUyME1udGVybmFsJTIwUm9vdCUyMENBLmNybIaByWxkYXA6Ly8vY249
Q210aSUyME1udGVybmFsJTIwUm9vdCUyMENBLENOPW5zcm9vdGNhcnN3cHAWMS XD
Tj1DRFAsQO49UHVibG1ljITIwS2V5ITIwU2VydmljZXMsQe49U2VydmljZXMsQo49
Q29uZm1lndXJhdGlvbixEQz1luc3Ivb3QsSREM9bmVOP2N1cnRpZmljYXR1UmV2b2Nh
dGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxEaXNO@cmlidXRpb25Qb21udDCC
AUIGCCsGAQUFBWEBBIIBNDCCATAwcgYIKwYBBQUHMAKGZmMhOdHA6LY9GZXI0aWZp
Y2F0ZXJ1dm9jYXRpb25saXNOLmNlcnRpZmljYXR1cy50aS5jaXRpZ3IvdXAubmVe
L1BLSVIvb3QvQ210aSUyME1ludGVybmFsJITIwUm9vdCUyMENBLmMNydDCBuQYIKwYB
BQUHMAKGgaxsZGFw0i8vL2NuPUNpdGk1MjBIbnR1cm5hbCUyMFJIvb3Q1lMjBDQS XD
Tj1BSUESQ@49UHVibG1jITIWS 2V5ITIwU2VydmljZXMsQ49U2VydmljZXMsQe49
Q29uZmlndXJIhdGlvbixEQz1luc3Jvb3QsREMIbmVOP2NBQ2VydGlmaWNhdGU/YmFz
ZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2FOaW9uQXV0aG9yaXR5MAGGCSqGSIb3DQEB
BQUAA4IBAQBOWL2RXxw66p9I+w9BGNU3cy6Y6f/MYeK1FAIW6+mISjbsf1IpPmINi
9bFnho4gMLM85khq7sYL6yHdz4ZpTRzNO8tpztSOQPMSEWSAAHOg0jINgtBoAO63
S/Yn+PL1UMIDWpPMAgCcEycBAjpelLwV80UZemDvxW8Nno6bHRyYyD5+YU4DaRyCx0gr
0i3NTVkHks8+xYg+hMxZTalCFZtD10DW1J3dHQ3 tewWmpkOCiOL8he+Fwf5iXLF8
DT+JQ310yATTaUsuR601IeiU2L3rjukgdpA/Wfs8vOiP4X4LCVFNpqW/a7A8rUPQ
BTOZobsMI2tiMJ@bFTpDOODNTQLCrEiX

————— END CERTIFICATE-----

Typically a certificate file is named with a .crt extension (rather than a .txt extension as it default
on notepad).

13.11.3 Add certificate to the keystore on the HCS server

Run the keystore utility to add the certificate to the HCS certificate key storage (kestore). To run
this command:

C:\Program Files (x86)\HiCommand\Base\jdk\bin>keytool -import -alias i10-hds-vmO
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https://digitalcertificate7.citigroup.com/cda-cgi/clientcgi?action=start

3 -file "C:\Program Files (x86)\HiCommand\Base\confisec\i10-hds-vmO03.crt" -keyst
ore "C:\Program Files (x86)\HiCommand\Base\confisec\ldapcacerts" -storepass hdsk

ey

Owner: O=WAR 159, C=US
Issuer: O=WAR 159, C=US
Serial number: 44b80703
Valid from: Fri Jul 14 16:35:10 EDT 2006 until: Tue Jul 14 17:05:10 EDT 2026
Certificate fingerprints:
MD5: 98:FB:DC:C0:CE:29:26:95:DB:98:46:6C:DD:AA:45:5B
SHAL: EA:8F:F2:2B:F6:7A:DC:FA:66:1C:99:6D:23:28:34:3A:69:39:68:08
Trust this certificate? [no]: yes
Certificate was added to keystore

13.11.4 Verify the keystore contents on the HCS server
Verify the contents of the kestore with the following command:

C:\Program Files (x86)\HiCommand\Base\jdk\bin>keytool -list -v -keystore "C:\Pro
gram Files (x86)\HiCommand\Base\confisec\ldapcacerts" -storepass hdskey

Keystore type: jks
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: i10-hds-vm03
Creation date: Dec 7, 2012
Entry type: trustedCertEntry

Owner: O=WAR 159, C=US
Issuer: O=WAR 159, C=US
Serial number: 44b80703
Valid from: Fri Jul 14 16:35:10 EDT 2006 until: Tue Jul 14 17:05:10 EDT 2026
Certificate fingerprints:
MD5: 98:FB:DC:C0:CE:29:26:95:DB:98:46:6C:DD:AA:45:5B
SHAL: EA:8F.F2:2B:F6:7A:DC:FA:66:1C:99:6D:23:28:34:3A:69:39:68:08

13.11.5 Configure the exauth.config file

In the exauth config file, there are definitions for each domain controller for the AD environment
as well as specifications on the protocols used to communicate with each server. The following
is an example exauth.config file:

auth.server.type=Ildap
auth.server.name=namdev003.namdev.nsrootdev.net,namdev004.namdev.nsrootdev.net
,namdev001.namdev.nsrootdev.net

auth.group.mapping=true

auth.ldap.namdev003.namdev.nsrootdev.net.protocol=ldaps
auth.ldap.namdev003.namdev.nsrootdev.net.host=namdev003.namdev.nsrootdev.net
auth.ldap.namdev003.namdev.nsrootdev.net.port=636
auth.ldap.namdev003.namdev.nsrootdev.net.timeout=15
auth.ldap.namdev003.namdev.nsrootdev.net.attr=sAMAccountName
auth.ldap.namdev003.namdev.nsrootdev.net.basedn=DC=namdev,DC=nsrootdev,DC=n
et

auth.ldap.namdev003.namdev.nsrootdev.net.retry.interval=1

HDS VSP/HUS-VM Solutions Guide 84
For Citi Internal Use Only



auth.ldap.namdev003.namdev.nsrootdev.net.retry.times=20
auth.ldap.namdev003.namdev.nsrootdev.net.domain.name=namdev.nsrootdev.net
auth.ldap.namdev003.namdev.nsrootdev.net.dns_lookup=false
auth.ldap.namdev004.namdev.nsrootdev.net.protocol=ldaps
auth.ldap.namdev004.namdev.nsrootdev.net.host=namdev004.namdev.nsrootdev.net
auth.ldap.namdev004.namdev.nsrootdev.net.port=636
auth.ldap.namdev004.namdev.nsrootdev.net.timeout=15
auth.ldap.namdev004.namdev.nsrootdev.net.attr=sAMAccountName
auth.ldap.namdev004.namdev.nsrootdev.net.basedn=DC=namdev,DC=nsrootdev,DC=n
et

auth.ldap.namdev004.namdev.nsrootdev.net.retry.interval=1
auth.ldap.namdev004.namdev.nsrootdev.net.retry.times=20
auth.ldap.namdev004.namdev.nsrootdev.net.domain.name=namdev.nsrootdev.net
auth.ldap.namdev004.namdev.nsrootdev.net.dns_lookup=false
auth.ldap.namdev001.namdev.nsrootdev.net.protocol=ldaps
auth.ldap.namdev001.namdev.nsrootdev.net.host=namdev001.namdev.nsrootdev.net
auth.ldap.namdev001.namdev.nsrootdev.net.port=636
auth.ldap.namdev001.namdev.nsrootdev.net.timeout=15
auth.ldap.namdev001.namdev.nsrootdev.net.attr=sAMAccountName
auth.ldap.namdev001.namdev.nsrootdev.net.basedn=DC=namdev,DC=nsrootdev,DC=n
et

auth.ldap.namdev001.namdev.nsrootdev.net.retry.interval=1
auth.ldap.namdev001.namdev.nsrootdev.net.retry.times=20
auth.ldap.namdev001.namdev.nsrootdev.net.domain.name=namdev.nsrootdev.net
auth.ldap.namdev001.namdev.nsrootdev.net.dns_lookup=false

13.11.6 Defining AD Groups on HCS
Log into HCS. Go to Administration > Users and Permissions.
You should see the domain(s) defined in exauth.config above.

You will need to add an entry for each permission group you are defining from AD.
The following is a simple example of three different groups that correlate to three different roles.

ﬁHitachi Command Suite - Windows Internet Explorer

File Edit ‘ew Favorites Tools Help

VHitachi Command Suite 7 / HITACHI

Logged in as: Gary Johnson

File 4

4 Users and Permissions

+ & Users and Permissions namdev.nsrootdev.net
¥ @ Users Users and Permissions = Groups > namdev.nsrootdev.net
v [ permissions
=L I Group Name = Distinguished Name
[ Bgper_gdsa_hds_adminz CN=par_gdse_hds_sdmins,0U=Dept_Grps,0U=5torageEng,DC=narmdev,DC=nsrootdey,DC=nat
7 [Egper_gdse_hds_isa CN=per_gdse_hds_isa,0U=Dept_Grps,0U=5torageEng,DC=namdew,DC=nsroo tdev,BC=net
[T [Egper_gdse_hds_resdonly  CH=per_gdse_hds_resdonly,0U=Dept_Grps,0U=StorageEng,bC=namdey,DC=nsrool tdew,DC=net
4] ||
|D0ne l_l_l_l_f_l_l_| . Trusted sites | Protected Mode: OFF ¥q - ‘ H100% - 4
Administrative Role
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indows Internet Explorer

File Edit ‘iew Favorites Tools Help

7" Hitachi Command Suite 7 HITACHI

Logged in as: Gary Johnson

File «

4 Users and Permissions Change Permizsion | Delete Group

.& Users and Permissions per_gdse_hds_admins

3 @ Users Users and Permissions = Groups = namdev.nsrooktdev.net > per_gdse_hds_admins

» [ Permissions

- [l Groups Group Detail

- 3l namdev Distinguished Name  CH=per_gdse_hds_admins,OU=Dept_Grps,OU=$torageEng.DC=namdev,DC=nsrootday,DC=net

% per_gdse_hds_isa Granted Permission

% per_gdse_hds_readon

Application & Admin Modify Execute Yiew
User Management o

HTrM o o
HRpM o o o
HTsSM £ o o o

]

|Dune l_l_l_l_l_l_l_| 7 Trusted sites | Protected Mode: OFf a - | H100% - g

ISA Role

dows Internet Explorer

File Edit ‘iew Favorites Tools Help

7 Hitachi Command Suite 7 HITACHI

File 4 Logged in as: Gary Johnson
4 Users and Permissions Change Permizsion | Delete Group
@ Users and Permissions per gdse hds isa

4 @ Users Users and Permissions = a'oups = namdev.nsrootdev.net = per_gdse_hds_isa

» [ Permissions

- [ sroups Group Detail

= Eﬁ namdey nsrootdey.net Distinguished Name  CN=per_gdse_hds_isa,0U=Dept_Grps,0U=S5torageEng,Dé=namdev,DC=nsrootdes,DC=net

%par gdse_hds_admins
Granted Permission

Application & Admin Modify Execute Yiew

% per_gdse_hds_readon
User Management o
HTnM
HREM
HTSM

I — ]

[pene [ [ [ [ [ [ | [ Trustedsies | Protected Mode: OFf o5 v [ B0 -+ g

ReadOnly Role

dows Internet Explorer

File Edit View Favorites Tools Help

7" Hitachi Command Suite 7 HITACHI

File 4 Logged in as: Gary Johnson
4 Users and Permissions Change Permizzion l Delets Group
_gu Users and Permissions per gdse hds readonly

3 @ Users Users and Permissions > Groups = namdev.nsrootdev.net > per_gdse_hds_readonly

r @ Perrnissions

v@Gruuus Group Detail

= B namdev nsrootdev.net Distinguished Name  CM=per_adse_hds_readonly,OU=Dept_Grps,0U=StorageEng.DC=namdev.DC=nsroatdey,DC=nst
% per_gdse_hds_admins

[E per_adse_hds_isa [T F——

Application = Admin Modify Execute Yiew
User Management

HTrM o
HRpM o
HTSM o

I —— T

[ [ [ [ [ [ [ [ [ Trustedsites | Protected Mode: Gff Vv | B100% -
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13.12 Active Directory Authentication via Radius with HCS

Active Directory should be used to authenticate users for HCS. This methoid uses a Radius
Interface to communicate with Active Directory. Users are locally defined, but are configured to
point to a Radius interface (that points to configured Active Directory Groups) to obtain current
password authentication. This authentication method is recommended over the use of only local
accounts because it achieves some improvement in the overall security of the system and
reduces the workload associated with entitlement reviews. This method should be used only if
direct Active Directory connectivity is not possible. In order to configure HDvM with Active
Directory via Radius, the following steps must be completed.

13.12.1 IAS Installation and Setup
1. Install Internet Authentication Service (IAS) if not previously installed. Go to add-remove
programs; select windows components; check networking services then click the details
button; uncheck all boxes except IAS; click ok and next to install
MNetworking Services

To add or remove a component, click the check box. & shaded box means that only part
aof the component will be inztaled. To zee what's included in a component, chck Details.

Subcomponents of Networking Services:

O .Dnmain Marme Syztermn [DMS] 1.7MB =]
O . Dynamic Host Cnnflguratlon Pratocal [DHCP) 0.0 ME
M S Intemet Authentication Servic 0.0 ME
O . Remote Access Qualanhne Service 0.1 wEe
O = RPC over HTTF Prosy 0.0 ME
O Simple TCP/P Services O0ME ~
O Windows Internet Mame Service MWINS) 0.9 MBE LI

Dezcriphion:  Enables authentication, authonization and accounting of dial-up and WPM
uzerz, 145 supports the RADIUS protocal,

Tatal dizk zpace required: 149 ME Details
Space available on disk: 7213.0MEB 4'
Ok I Cancel |

2. Start IAS (start->programs->administrative tools—>internet authentication service). Right
click the “radius client” folder and select new radius client. Add the HCS server name and
IP address and secret password (for example “hitachi”).
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"_.;;.9 Internet Authentication Service

File  Action 'iew Help
- DmEeRE 2

@ Internet Authentication Service (Local) Friendly Mame | Address | Protocol | Client-Yendaor
{3 RADIUS Clients " nammhdsn1 159.17.94.183 RADILS RADIUS Standard
: D Remoke Access Logging

% Remote Access Policies

D Connection Request Pracessing

< | ol

3. Click on the “Remote Access Logging” folder then right click on the “Local File” entry in
the right pane and choose properties. Check all the logging boxes and click OK.

Local File Properties [ 2]

Settings | Log File |

Log the following information:

V¥ ‘&ccounting requests [for example, accounting start o stopl

v Authentication requests [for example. access-accept or access-reject]

¥ Perindic status [for example, interim accounting requests)

kK I Cancel | Bpply |

4. Click on the “Remote Access Policies” folder; delete the existing policies in the right pane
and add new policies; right click on the right pane and select new remote access policy.
This will launch the remote access policy wizard. Click Next.
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Mew Remote Access Policy Wizard E3

Welcome to the New Remote
Access Policy Wizard

Thiz wizard helps pou et up a remote access policy,
which is a set of conditions that determine which
connection requests are granted access by this zerver,

To continue, click Mext.

< Back Cancel |

5. Select “Set up a custom policy” and provide a policy name like “HCS User Group 1" and
click Next.

Mew Remote Access Policy Wizard

b

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do you want to zet up thiz policy?

™ Use the wizard to set up a typical policy for a commaon scenario

' Set up a custom policy

Type a name that describes this policy.

Palicy name: Device Manager User Group 1|

Example: Authenticate all ¥PM connections.

< Back I Meut = I Cancel
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6. Click Add and select “Windows-Groups” at the bottom of the list and click add.
msclectatibe @)

Select the lwpe of attribute to add, and then click the Add button.
Attribute types:

K E | D ezcription ﬂ
Called-Station-ld Specifies the phone number dialed by the us
Calling-Station-1d Specifies the phone number fram which the
Client-Friendly-H anme Specifies the fiendly name far the BADILS ¢
Client-IP-4ddress Specifies the [P addrezs of the RADIUS clier
Client- endar Specifies the manufacturer of the RaDIUS p
Day-And-Time-Restnz...  Specifies the ime penods and davs of week
Framed-Protocol Specifies the protocol that iz uged.
kS-RaS-vendor Drescription not pet defined

HAS - dentifier Specifies the sting that identifies the HAS th.
MaS-IP-Address Specifies the [P addrezs of the NAS where th
MaS-Port-Tupe Specifies the type of physical port that iz uze
Service-Tupe Specifies the tupe of service that the uzer ha
Tunnel-Type Specifies the tunneling protocolz used.

Y indowz-Groups Specifies the Windows groups that the user t:
« | o

Add.. Cancel |

7. Click Add
B Groups

The following groups are currently in this condition.

Groups:

I ame

TEddTT Remove

] Canicel

HDS VSP/HUS-VM Solutions Guide
For Citi Internal Use Only



8. Type in the name of the active directory group that contains your user list such as

“nam\san_support” and click ok.

Select Groups 7| x|

Select this object type:
IGroups Obiject Types...

Fram this location:
INAMSHDSM Locations...

Enter the abject names to zelect [examples):

narmbsanscresnadming Check Mames

Advanced... | ok I Cancel

FEG

v

9. The group will be displayed if it was found in AD. Click OK.
I Groups [ 7|
The following groups are currently in this condition.

Groups:

MName
Mk VS ANS creenddming

Eemoue

[u]:8 Cancel

10. Click next
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New Remote Access Policy Wizard

Policy Conditions
To be authenticated, connection requests must match the conditions you specify.

D

Specify the conditions that connection requests must match to be granted or denied
access.

Puolicy conditions:
Yindo A

Edit... Bemove |

< Back | Mext » | Cancel |

11. Select “grant remote access permission” and click next.

New Remote Access Policy Wizard

Permissions

A remote access policy can either grant or deny access to users who match the
specified conditions.

<>

If & connection request matches the specified conditions:

™ Deny remote access permission

&+ {Grant remote access permissiore

< Back I Nest » I Cancel
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12. Click “edit profile”

New Remole Access Policy Wizard [ %}
Profile 2
*'ou can make changes to the profile for this policy. h’

& profile i a collection of sethngs applied to connection requests that hawve been
authenticated, To review or change the default profile for this policy, click Edit Profile,

Edit Profile... |

Cancel |

13. Click on the “authentication” tab and select all the boxes except the last one.

Dialin Constraints | IP | Multlik
Authentication | Enciyption I Advanced

Select the authentication methods pou want to allow for this connection.

EAF Methods

v Microsoft Encrypted Authentication version 2 [MS-CHAP +2)
¥ Uzer can change passward after it has expired

v Microzoft Enciypted Authentication (M5 -CHAP)
v Uzer can change passwaord after it has expired

¥ Encrypted authentication [CHAF]

v Unenciypted authentication [PAF, SPAPE

Unauthenticated access

r Allow clients to connect without negotiating an authentication
method.

ak. Cancel Apply
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14. Click the “advanced” tab. Click on “service type”; click on edit; select login from the pull
down menu. Remove the “framed-protocol” and select remove. Click on Add. Select
“Ignore-User-Dialin-Properties’ from the list and then click Add. Select true and click OK.

Click close on the add attribute box. Your advanced setting should look like the following.

Edit Dial-in Profile |

Diakin Constraints | IP | Multiink

Awithentication I E ncryption Advanced

Specify additional connection attibutes to be returned to the Remaote
Access zerver
Attributes:

M arme

Service-Type
|gnore-Uzer-Dialin-Properties  Microzoft

| Yendar | W allie

RADIUS Standard  Login
True

| ol

Edit... | Bemove |

k. Cancel Apply

15. Click OK and then confirm “no” to the following.
‘fou selected one or more authentication methods, To ensure that each protocol is correctly configured Far the remote access, policy, and domain levels, Follow the step-by-step procedures in

g Help.

‘iew the corresponding Help topic?

| w
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16. Click Next

Mew Remote Access Policy Wizard

Profile
‘r'ou can make changes to the profile for this policy.

A prafile iz & collection of zettings applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.

£ Back | Meut > I Cancel |

17. Click “Finish”
MNew Remote Access Policy Wizard E3

Completing the New Remote
Access Policy Wizard

rou have successfully completed the Mew Femote Access
Pualicy Wizard. vou created the following policy:

Device Manager U szer Group 2

Conditions:
Wwindows-Groups matches "MAMNSAN_Support”

The policy waz zet up manually.

To cloze thiz wizard, click Finish.

£ Back N T Cancel

18. Repeat the above steps for each new group you need to define.
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19. Your finished remote policies should look similar to the following.

File  Action Wiew Help

&= |(OE DB 2@ E

% Remake Access Policies
--{:I Connection Request Processing

?53 Internet Authentication Service (Local) Marie | [
D RADILS Clients EfiDevice Manager User Group 1 1
B-{L] Remate Access Logging 'Ef Device Manager User Group 2 z

IAS setup is now complete.

13.12.2 HCS Configuration of Radius

1. Edit the file C:\Program Files\HiCommand\Base\conf\ exauth.properties

Note: Save a copy of the file; edit the word “ServerName” to the name of the server you installed
IAS on. Also change “localhost” (if any present) to the same name as servername; change

127.0.0.1 to IP of the IAS server (even if it is the same server). Uncomment all lines (remove #)

below (except the nas-ipv6-address line).

# Select the authentication server type.

# Enter "internal’, "ldap", or "radius".

# Specify the authentication server identification name.

# Environment Settings for the RADIUS Server:
# The authentication protocol for the RADIUS server.

# The connected server name.

# The number of the port used for the server connection.

# The connection timeout period (in seconds).

# The connection retry times.
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# The client IPv4 address.
auth.radius.namshds01.attr .NAS-1P-Address=153.40.205.71

# The client IPv6 address.
#auth.radius.namshdsO1l.attr .NAS-1Pv6-Address=

# The client identifier.
auth.radius.namshds01.attr .NAS-ldentifier=namshds01

Define the IAS server and secret password (entered on the IAS client panel) to HCS. Open an
command prompt and go to the directory C:\Program Files\HiCommand\Base\bin. Issue the
following command to see what IAS servers have been registered.

hcmdsradiussecret /list

D:\Program Files\HiCommand\Base\bin>hcmdsradiussecret /list
KAPM05296-W A server has not been registered.

2. Register your server (use secret password and IAS server name)
hcmdsradiussecret /set hitachi /name namshds01

D:\Program Files\HiCommand\Base\bin>hcmdsradiussecret /set hitachi
/name namshdsO1
KAPM05280-1 Registration of a secret has succeeded.

3. Validate your server is defined
hcmdsradiussecret /list

D:\Program Files\HiCommand\Base\bin>hcmdsradiussecret /list
[ServerName]
namshds01

4. Next validate your setup and IAS connection; run the hcmdscheckauth utility providing
your NAM userid and password. If successful all 3 phases will work. Note: Phase 1 & 2
are HDVM settings; Phase 3 is IAS setup/settings.

hecmdscheckauth /id kh64535 /pass password

D:\Program Files\HiCommand\Base\bin>hcmdscheckauth /id kh64535
/pass password

KAPM15003-1 The configuration check of Phasel will now start.
type : radius

server : namshdsOl

KAPM15004-1 The result of the configuration check of Phasel was
normal .

KAPM15003-1 The configuration check of Phase2 will now start.
KAPM15006-1 The configuration of the server namshdsOl1 will now be
checked.

KAPM15035-1 Authentication information has been acquired.
KAPM15007-1 The result of the configuration check of the server
namshds01 was normal .

KAPM15004-1 The result of the configuration check of Phase2 was
normal .

KAPM15003-1 The configuration check of Phase3 will now start.
KAPM15010-1 The connection to the server namshdsOl will now be
checked. (host = namshds01, port = 1812, protocol = PAP)
KAPM15011-1 The server namshdsOl can be connected to normally.
KAPM15004-1 The result of the configuration check of Phase3 was
normal .
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KAPM15039-1 A connection was successfully established. (server
name = namshds01)

You can also verify IAS but checking the windows event log...

[
g Elle  Action View Mindow Help ‘;Iilﬂ
RS EEEEYEE::
' Computer Management {Local)
= m System Tools
. Vent Viewer @ nformation  7/10/2009 2:59:43 M SHMP Mane 001 HiA MAMSHDSO1
Application @Infﬂrmatmn 7/10/2009 2:59:41 PM  Service Control Manager  Mane FO36 MfA MAMSHDSO1
5‘ Security () Information  7/10/2009 2i59:41PM  Service Control Manager  Mone T0I5 khe453S HAMSHDS0L
{] System (D Infarmation  7/10{2009 2:59:38PM  Service Control Manager  Mone 703 NA MAMSHDS0L
g Shared Folders () Information  7/10/2009 2:59:37 PM  Service Control Manager  Mone 7035 khedsas MAMSHDSE0L
Local Users and Groups
Ferformance Logs and Alerts @Informatmn F/10/2009 2:59:37 PM Serv!ce Control Manager  Mone 7036 A MAMSHDSO1
g Device Manager Information  7/10/2009 2:59:34 PM Service Control Manager  Mone FO36 L5y MAMSHDS01
L @ Sterage @Informatmn F/10/2009 2:59:34 PM  Service Control Manager  Mone 7035 khe4535 MAMSHDSO1
Removable Storage @Infﬂrmatmn 7/10f2009 2:59:27 PM Service Control Manager  Mone FO36 L5y MAMSHDS01
g Disk Defragmenter D Information  7/10/2009 2:59:27PM  SHMP Mone 1003 WjA MAMSHDS0L
Disk Management @Informatmn 7/10/2009 2:59:19PM  Service Control Manager  Mone 7035 khe4535 MAMSHDSO1
Servlces and Applications @Infurmat\un 7/10/2009 2:59:113PM  Service Control Manager  Mone 7036 Mia MAMSHDS01
@Informatmn F/10/2009 2:59:13PM  Service Control Manager  Mone 7035 khe4535 MAMSHDSO1
@Infﬂrmatmn 7/10f2009 2:59:12PM  Service Control Manager  Mone FO36 L5y MAMSHDS01
@Infurmat\un 7/10/2009 2:59:11 PM  Service Control Manager  Mone 7035 khe4535 MAMSHDS01
@Infﬂrmatmn 7/10f2009 2:59:05PM  Service Control Manager  Mone FO36 L5y MAMSHDS01
@Infurmat\un 7/10/2009 2,59%:03PM  Service Control Manager  Mone 7035 S¥YSTEM MAMSHDS01
@Informatmn F/10/2009 2:58:55PM  Service Control Manager  Mone 7036 A MAMSHDSO1
@Informatmn 7i10fz009 2:58:55PM  Service Control Manager  Mone 035 lkhe4535 HAMSHDS0L
@Informatmn F/10/2009 2:58:28PM  Service Control Manager  Mone 7036 A MAMSHDSO1
@Infﬂrmatmn 7/10f2009 2:58:26 PM  Service Control Manager  Mone 035 lh&4535 MAMSHDS01
&Warning 7/10/2009 1:41:23PM  TermServDevices Mone 1114 Mia MAMSHDS01
@Infﬂrmatmn 7/10f2009 12:00:00 M eventlog Mone 6013 MiA MAMSHDSOL
@Infurmat\un 7192009 12:00:00 PM  eventlog Mone B013 Mia MAMSHDS01
@Informatmn 7lejzo09 4:49:31 PM  Service Control Manager  Mone 7036 A MAMSHDSO1
@Infﬂrmatmn 7/8/z009 4:49:26 M Service Control Manager  Mone FO36 L5y MAMSHDS01
&Warning 7l8lzo09 4:47:30PM  TermServDevices Mone 1114 Mia MAMSHDS01
@Infﬂrmatmn 7/8/z009 4:46:40PM  Service Control Manager  Mone FO36 L5y MAMSHDS01
@Infurmat\un 7l8lzo09 4:46:40PM  Service Control Manager  Mone 7035 S¥YSTEM MAMSHDS01
@Informatmn 7lejzo09 4:46:40PM  Service Control Manager  Mone 7036 A MAMSHDSO1
@Informatmn 7/alzo09 4:46:40PM  Service Control Manager  Mone 036 A HAMSHDS0L
@Informatmn 7lejzo09 4:46:40PM  Service Control Manager  Mone 7036 A MAMSHDSO1
@Infﬂrmatmn 7/8/z009 4:46:40PM  Service Control Manager  Mone 035 SYSTEM MAMSHDS01
il 3 @Infurmat\un 7l8lzo09 4:46:40PM  Service Control Manager  Mone 7036 Mia MAMSHDS01 LI
|

Event Type: Information
Event Source: 1AS

Event Category: None
Event ID: 1

Date: 7/10/2009
Time: 5:08:38 PM
User: N/A
Computer: NAMSHDSO1
Description:

User kh64535 was granted access.
Fully-Qualified-User-Name = NAM\kh64535
NAS-IP-Address = 153.40.205.71
NAS-Identifier = namshdsO1
Client-Friendly-Name = namshdsO1
Client-I1P-Address = 153.40.205.71
Calling-Station-ldentifier = <not present>
NAS-Port-Type = <not present>
NAS-Port = <not present>
Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows
Authentication-Server = <undetermined>
Policy-Name = Device Manager User Group 1
Authentication-Type = PAP
EAP-Type = <undetermined>

13.12.3 HCS User Setup

1. Next change the accounts defined in HCS (Administration > Users and Permissions -
Users) to use “Radius” instead of “internal”. Select the check box next to the userid(s)
you want to change. Click the “Change Auth” button at the bottom of the screen.
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ﬁHilachi Command Suite - Windows Internet Explorer

Fle Edit Miew Favoites Took Help

VHitachi Command Suite 7 / HITACHI

File 4 Logged in as: Gary Johnson

4 Users and Permissions

Users

Users and Permissions > Users

r

User ID »~. Status Authentication Full Name Description

» [ Parmissions

B Hauser Active Internal Peer connedions
H svstern Active Internal Built-in account
Bece Active Irternal ECC Account pass=Password123

B adse Active Internal GDSE Departmental Access std windows admin password

B aivesze Ak Internal @ary Johnson

;

:
:
:
:
r

Active Internal Gnaro MetApp SanSereen pass=Password123
Feifresh Tree [ Add User | [Lock Users | [Unlock Users | [ Change Auth | [Delete Users |

‘IHil:ommandfsalvlel!cnm.hilachi.tluennllh.HiCommand.Base.Uselgui.HedilectChangeUselAulhenlicationSelyiliyiliyil |7 Trusted sites [#100% -

2. Select RADUIS and click okay..

( Change Authentication Method - Windows Internet E xplorer

Change Authentication Method

8 The following user IDs will be authenticstad by [EIASHE | method.

If the user authentication method is changed on the external authentication server, the user ID
must be registerad on that server.

User ID -~ Status Authentication Full Name Description
9 jt51235 Active Internal Jacksan Tan

9 ktz0izg Active Internal Teo Kee Huat

g wiIB7E0 Active Internal Vivek Jain The ECC Guy

|Done [ [ [ Trusted sites ES)

3. Validate RADIUS by logging on using the domain userid and password. HDS setup is
now complete. You will not specify the domain when logging in. Use the local account

name (typically just the SOE ID). The IAS configuration should point it to the correct AD

account.

13.13 Configuring IE for use with HCS and SN
There are several security configuration changes required in order for HCS and SN to work
properly on a Citi desktop or server build.

1. Adobe Flash 10.1 or later should be installed.

2. Oracle JAVA JRE 1.6.0 or later should be installed.

3. For IE, go to Tools = Internet Options - Advanced Tab
Uncheck Do not save encrypted pages to disk
Uncheck Warn about certificate address mismatch

4. Add the SVP IPs (or subnet) to the trusted sites list

5. Bypass the proxy for local addresses
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13.14 Importing Server Certificates for HCS / Element Manager

Importing Array Certificates to HCS Server (Element Manager Certificate Error)

To eliminate certificate / Apache errors when running Element Manager from HCS, the server
certificates need to be imported to the HCS server.

An example error would be a certificate error from Apache (HTTP Status 404):

(_.;'Apache Tomcat;/6.0.16 - Error report - Windows Internet Explorer

@\‘_‘/ - IE hittps:ff10.40.53, 13/sanprojeck/LauncherSerylet

{\? Favorites | i,:";‘) € | Suggested Sites ~ @ | Web Slice Gallery =

j @ Certificats Error || 1| ¥4 »

(& apache Tomcat/6.0. 16 - Error report | |

HTTP Status 404 -

T Status report

(a1 (s]j] The requested resource () is not avalable,

Apache Tomcat /6.0.16

13.14.1 Exporting the Certificates from the Arrays

You will need to obtain a certifcate from each array type, but not each individual array. For

example, if you had multiple USPV and VSP arrays, you would need to obtain a certificate from 1
USPV array and 1 VSP array.

1. Launch the element manager for the array from HCS. Proceed to the screen after the

initial certificate warning. Click on the Certificate Error box and Select View Certificates
link at the bottom of the pop-up.

{& apache Tomcat/6.0.16 - Error report - Windows Internet Explorer

@\’.‘/ ) = [ https1/110,40.53.13/senprofect/Launcherservizt

I[P certficate Ervor || 5] ¢4 X
| Bl Edt ew Favorkes Took Hel i ) x
— - a Certificate Invalid —
| S Favorkes |9 @) Sunpestedstes = @) b Sie aallery - =
| The security certificate presented by this
(@ &pache Tomcatj6.0.16 - Error report | | website has errors A
This problem rmight indicate an attermpt to
HTTP Status 404 - foal you or intercept any data you send to -
the server
We recommend that you close this
[T Status report webpage.
About cerificate errars
The requested resouree ()is not svalable S

Apache Tomcat/6.0.16

2. Go to the Details Tab
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Certificate

‘General Details |CertiFication Path |

Show: I <Al j

| Field | value -
D\-‘ersion ¥l
DSeriaI niurmber 00 fbF4 30 7d €9 26 29 59
DSignature algorithrm shalR54

Signature hash algorithm shal
Dlssuer syp@str.hitachi.co.jp, svp, RS...
D\-‘alid From Thursday, April 22, 2010 1:45. ..
D\-‘alid ko Monday, September 07, 2037 ...
ESubject syp@str.hitachi.co.jp, svp, RS... ;I

Edit Propetties. .. |

Learn more about certificate details

3. Select "Copy to File" button

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store ko your disk,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure netwark,
connections. & certificate store is the system area where
certificates are kept.

Ta continue, click Mext,

= Back Cancel

4. Select Next

HDS VSP/HUS-VM Solutions Guide 101
For Citi Internal Use Only



Certificate Export Wizard

Expart File Format
Cettificates can be exported in a vatiety of file Formats,

Select the format you want to use:

" Base-64 encoded X.509 {,CER)
" Cryphographic Message Syntax Standard - PKCS #7 Certificates (P7E)

™| Include all certificates in the cerbification path i possible

€ personal Information Exchange - FKES #12 (,FF%)
I Include all certificates in the certfication path i possible

™| Delete the private key if the expor is successful
I | Export: &l extended properties

| Microsoft Serislized Certificate Store (,55T)

Learn more ahout certificate fils Formats

< Back I Mext = I Cancel |

5. Select Next. Use a simple filename here for all of the same array type (like VSP.cer or
HUS-VM.cer). These certificates can be used as imports on other HCS systems.

Certificate Export Wizard [<]

Fila to Export
Specify the name of the file you want ko expart

File name:
c:\tempicertificates|vsp.cer| Browse...

< Back, I Mext > I Cancel

6. Select Next.

Certificate Export Wizard

Completing the Certificate Export
Wizard

Vou have successfully completed the Certificate Export
wizard.

Y¥ou have spedfied the following settings:

Expart Keys
Include al certificates in the certfication path Mo

File Format DER En

|

<pack [ Fmsh | Cancel

7. Select Finish

HDS VSP/HUS-VM Solutions Guide 102

For Citi Internal Use Only



Certificate Export Wizard

The expart was successful,

13.14.2 Importing the Certifcates from the Arrays to the HCS Server
You will need to import a certificate for each array type.

1. Run MMC from the command line (Start --> Run --> MMC)
2. From the File Option on the Menu bar, select Add/Remove Shap-In

F= Consolel - [Console Root] = 3
w Action  Wiew Favortes Window Help | RS
s Hew Chrl+N
— Open. Ctrl+O | =
- save Ctris Actions
There are no ikems ko show in this view. Console Root -
Ctrb+M More Actions »

1 C:iWindowstsystem32idsa

2 C:\Windows\, . \ServerManager
3 C:\Windowslsystem32\tsmme
4 C:\Windows\system32\services

Exit

3. From the list of available Snap-Ins, select the Certificates and move it to the selected
Snap-Ins List.

You con seléct snag-ing for this console from those avadable on your computer and configure the selected set of snap-ns. For
extensbie snap-ins, you can configure which extensions are enabled.

Avalshle snap-ne: Sglectad snap-ns:

Snapin | Nendor | & [ Conscle Root Edit Extensions. .. |
= ActiveX Conirol Microsoft Cor... -
Authorization Manager  Microsoft Cor.., I
Migrosaft Cor...
M, Component Services  Microsaft Cor... Move L I
!kCOrru.lL:fMarwnn... Microsoft Cor...
ﬂm-mhmm Microsoft Cor... e Do I
Rz

=4 Drsk Management Microsaft and...
[ Event viewer Microsaft Cor...
| Folder Migrosoft Cor...
] Group Pokicy Object ... Microsoft Cor...
([ internet Information. .. Micosoft Cor...
B 1P Security Moritor  Microsoft Cor...

3 1 Security Policy Ma... Mirosoft Cor...

Lk to Web Address  Microsaft Car... =] _ Merced. |
Descripbion:

The Certificates snap-n alows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ ] oo |

4. Select Computer Account
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This snap-in will always manage certificates for:
" My user account

" Service account

i+ Computer account

<Back Mext > Cancel |

5. Select Local computer and then Finish.

Select the computer you want this snap4n to manage.

This snap-n will always manage:

{#' { ocal computer: {the computer this console is running onf

¢~ Another computer: I Browsze |

[ Alow the sslected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back I Finish I Cancel

6. Expand Certificates and then Trusted Root Certification Authorities.

|&= =
| Console Roat Issued Ta = | 1ssuec [ Actions
= Gl ertiicates {Local Computer) ol addTrust External CA Root AddTr
7| Personal [5]citi Internal Dev Root CA Cii Inl
=[] Trusted Roat Certification Authorities [l Class 3 Public Primary Certification, .. Class Mare Actions »
- [glClass 3 Public Primary Certffication... Class
1 Enterprise Trust N !
Copyright () 1997 Microsaft Corp, Copyr
| Intermediate: Certification Autharities Silcenyiant P o
B T Trusted Poblish glEquifax Secure Certificate Authority  Equifa
]
= U'n“;u;e d“c:rti;r;tes [SIGTE CyberTrust Global Root GTEC
| Third-Party Rook Certification Authorities CslMicrosoft Authenticade(tm) Rook ...~ Micros
| Trusted People EplMicrosoft Root Authority Micros
: Remate Desktop [l Microsoft Roat Certificate Authority  Micros
| Smart Card Trusted Roots IO LIABILITY ACCEPTED, ()97 V... MOLL
7| Trusted Devices __oJSymantec Root 2005 CA Symar
plsymantec Root CA Symar
[l Thawite Premium Server CA Thawt
g awte Timestamping Bl
Thawte Timestamping CA Thawt
[glverisign Class 3 Public Primary Cer... VeriSic
__eJVeriSign Trust Metwark. YeriSic
Ll verisign Trust Metwork. Werisic
[ Ll
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7. Right Click Certificates and then select All Tasks = Import

8. Select Next

+

| Personal
| Trusted Root Certification Authorities [p]Class 3 Public Primary Certfication...

Cal Gt Internal Root CA

Import... imary Certification...
T 1997 Microsoft Corp.

L I s/ Entrust.net Secure Server Certific...

icate Import Wizard

Trusted Window
un\:wh e Ceze [ Microsoft Authenticode(tm) Root ...
| Thirg-pe  MewTaskpad View... FnlMicrasoft Root Authority
L Microsoft Root Certificate Authority
Trusted
Remate /NO LIABILITY ACCEPTED, ()97 V...
| SmartC Bpotisls FlSymantec Root 2005 CA
Trusted  Help LalSymantec Root CA
= ol Thawte ca

[ verisign Class 3 Public Primary Cer...

F® Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certi
"-' Fle Action Vew Favortes Window Help
e 2w 0lc:= |
| Console Roat Issued To_~ [ 1ssued By
= Tl Certificates (Local Computer) Eol Gt Internal PAN Root CA Citi Internal PAN Root CA

Citi Internal Root CA

Class 3 Public Primary Certil
Class 3 Public Primary Certil
Copyright (c) 1997 Microsol
Entrust.net Secure Server (
Microsoft Authenticode(tm)
Microsoft Root Authority
Microsoft Root Certificate A
NO LIASILITY ACCEPTED, (
Symantec Root 2005 CA
Symantec Reot CA

Thawte Timestamping CA
WeriSign Class 3 Public Prim:

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or ba establish secure network

connections. & certificate store is the system area where
certificates are kept.

Ta continue, click Mext.

< Back

Cancel |

9. Specify the name of the certificate you exported for each array type.
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Certificate Import Wizard B

File to Import

Specify the File you want ko impart,

File name:

C\tempicertficates\vsp.cer

Mote: More than one certificate can be stared in a single file in the Fallowing Farmats:
Personal Information Exchange- PKCS #12 (.PFX, .P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7E)
Microsoft Serialized Certificate Store {,.55T)

Learn more about certificate file Formats

< Back | Mext = | Cancel |

10. Select Next and then Place all certificates in the following store (Trusted Root
Certification Authorities)

Certificate Import Wizard B

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate,

" Automatically select the certificate store based on the type of certificate

o ',Elaoe all certificates in the following store:

Certificate store:

Trusted Root Certification Authorities Browse...

Learn more about certificate stores

< Back I MNext > I Cancel

11. Select Finish
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Completing the Certificate Tmport

Wizard

Cantent
File: Mame:

The certificate will be imported after you click Finish.

Certificate

Ci\kemplcertificatesis

Trusted Root Certific:

< Back I Finish I

Cancel

store.

Console1 - [Console Root:

0' The import was successful,

ates {Local Computer}\Trusted Root Certifi

12. The certificate you added should now be in the Trusted Root Certificates Authroities trust

Fie Ation View Favpites Window Help

e [ FndEIRE =

7 Consele Root

Issued To_ =

[ Expi [ Actions

£ [5] Certficates (Local Computer)
@ ] Personal
= | Trusted Root Certification Authorities
| Certificates
7| Enterprise Trust
| Intermediate Certification Authorities
= Trusted Publishers
~ Untrusted Certificates
| Third-Party Root Certification Authorities
[ || Trusted People
[+ || Remoke Deskkop
@ [ Smart Card Trusted Roots
[+ [ Trusted Devices

g lAddTrust Extermnal CA Root
L5 ]Citi Internal Dev Rock CA
[Eglclass 3 Public Primary Certification.
[Eglclass 3 Public Primary Certification.
ERlCopyright (c) 1957 Microsoft Corp.,
LolEquifax Secure Certificate Authority
L) @TE CyberTrust Global Roat
EgMicrosaft Authenticodz(tm) Root ..
Eglmicrosoft Root Autharity
EilMicrosoft Root Certificate Authority
& LIABILITY ACCEPTED, (c)37 V.

Lxlsymantec Roat 2005 CA
Eglsymantes Root CA

3 Thawite Premium Server CA

] Thawte Timestamping CA
LgJverisign Class 3 Public Primary Cer. .,
pverisian Trust Netwark

[Eglverisian Trust Metwiork

[ Issued &:
AddTrust External CA Root 5f3C
Citi Inkernal Desw Root CA 81¢
Class 3 Public Primary Certification A...  8[1}
Class 3 Public Primary Certification A...  1/7}

Copyright (¢} 1997 Micrasoft Corp,
Equifax Secure Certificate Authority
GTE CyberTrust Global Raot

Microsoft Authenticodeitm) Root &u...
Micrasoft Root Autherity

Microsoft oot Certificate Authority
KO LIAEILITY ACCEPTED, (c)97 Veri,

Symantec Root 2005 Ci

Symanter Root CA

Thavite Premium Server CA

Thavite Timestamping CA

VeriSign Class 3 Public Primary Certii...
Verisign Trust Network

verisign Trust Network

Mare Actions ¥

Mare Actions b

This should be repeated for USPV and any other array types. The VSP certificates show up as
issued to/by "SVP". The HUS-VM certificates show up as issued to/by "Hitachi, Ltd."

13.15 Configuring HCS for HTTPS

In order to secure web-based access for HCS, HTTPS needs to be configured.
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13.15.1 Create SSL keys for secure CLI access

Run HiKeytool in x:\Program Files\HiCommand\DeviceManager\HiCommandServer
Enter appropriate responses otherwise take the default

1) SSL configuration for Device Manager Server
2) SSL configuration for SMI-S
3) Exit

1) Make KeyPair/Self-Signed Certificate

2) Set Device Manager Server Security Level

3) Generate CSR

4) Import Digitally Signed Certificate

5) Display contents of Device Manager Server KeyStore

6) Display verbose contents of Device Manager Server KeyStore

7) Delete an entry from the Device Manager Server KeyStore

8) Change Device Manager Server KeyPair/Self-Signed Certificate Keypass
9) Change Device Manager Server KeyStore Password

10) Import Certificate to Device Manager Server TrustStore

11) Display contents of Device Manager Server TrustStore

12) Display verbose contents of Device Manager Server TrustStore
13) Delete an entry from the Device Manager Server TrustStore
14) Change Device Manager Server TrustStore Password

15) Exit

>4

Enter Server Name [default=namghds01]:

Enter Organizational Unit [default=Device Manager Administration]:
Enter Organization Name [default=namghdsO1]:Citi

Enter your City or Locality:Georgetown

Enter your State or Province:Texas

Enter your two-character country-code [default=US]:

Enter Key Alias [default=namghds01]:

Passwords must only contain characters (A-Z,a-z), digits (0-9) and
whitespaces.

Do not enter special characters for your password!

This may render your keystore damaged or unusable!

Enter Key Password (6 characters minimum) [default=passphrase]:
Enter Key Algorithm [default=RSA]:

Enter Key Size (512 min, 2048 max) [default=2048]:

Enter Signature Algorithm [default=MD5withRSA]:

Enter number of days valid [default=365]:9999

Passwords must only contain characters (A-Z,a-z), digits (0-9) and
whitespaces.

Do not enter special characters for your password!

This may render your keystore damaged or unusable!

Enter KeyStore Password (6 characters minimum) [default=passphrase]:

Creating new X500Name for
namghdsO1. ..

Creating the Device Manager Server KeyPair for namghdsOl at:
D:\Program Files\HiCommand\DeviceManager\HiCommandServer\keystore
<this can take up to a minute>
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All done.
(A)nother command or E(X)it?a

1) Make KeyPair/Self-Signed Certificate

2) Set Device Manager Server Security Level

3) Generate CSR

4) Import Digitally Signed Certificate

5) Display contents of Device Manager Server KeyStore

6) Display verbose contents of Device Manager Server KeyStore

7) Delete an entry from the Device Manager Server KeyStore

8) Change Device Manager Server KeyPair/Self-Signed Certificate Keypass
9) Change Device Manager Server KeyStore Password

10) Import Certificate to Device Manager Server TrustStore

11) Display contents of Device Manager Server TrustStore

12) Display verbose contents of Device Manager Server TrustStore
13) Delete an entry from the Device Manager Server TrustStore
14) Change Device Manager Server TrustStore Password

15) Exit

>2

Current Device Manager Server Security Level = User Logon (Basic
Authentication)

Options:

1) User Logon (Basic Authentication)

2) TLS/SSL (Secure Sockets)

Enter selection: [default=1]:2

Device Manager Server Security level set to: TLS/SSL Secure Socket
You must restart the Device Manager Server for this change to take
effect.

(A)nother command or E(X)It?X
Exiting...

13.15.2 Generate private key

Run sslc; key will be stored in the demoCA directory.

D:\Program Files\HiCommand\Base\httpsd\sslc\bin>sslc genrsa -out
demoCA\httpsdkey._pem 2048

Loading “"entropy” into random state - unable to load "random state-
warning, not much extra random data, consider using the -rand option
Generating 2 prime RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
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13.15.3 Create a Certificate Signing Request

Use the SSLC utility to create a self signed certificate request. This step will change in the future
if we need to use CA-signed certificates.

D:\Program Files\HiCommand\Base\httpsd\sslc\bin>sslc req -config
demoCA\sslc.cnf -new -key demoCA\httpsdkey.pem -out demoCA\httpsd.csr

Using configuration from demoCA\sslc.cnf

You will be prompted to enter information to incorporate
into the certificate request.

This information is called a Distinguished Name or a DN.
There are many fields however some can remain blank.
Some fields have default values.

Enter ".", to leave the field blank.

Country Name (2 letter code) []:US

State or Province Name (full name) []:Texas

Locality Name (eg, city) []:Georgetown

Organization Name (eg, company) []:Citi

Organizational Unit Name (eg, section) []:San Planning
Common Name (eg, YOUR name) []:Kery Hines

Email Address []:kery.hines@citi.com

Please enter the following "extra® attributes
to be sent with your certificate request

A challenge password []:citigroup

An optional company name []:Citi

13.15.4 Creating a Self-Signed Certificate

Use the SSLC utility to create a self signed certificate. This step will change in the future if we
need to use CA-signed certificates.

D:\Program Files\HiCommand\Base\httpsd\sslc\bin>sslc x509 -in
demoCA\httpsd.csr -out demoCA\selfcert.pem -req -signkey
demoCA\httpsdkey._pem -days 9999

Signature OK

subject=/C=US/ST=Texas/L=Georgetown/0=Citi/0OU=San Planning/CN=Kery
Hines/EMAIL=kery.hines@citi.com

Obtaining Private key

13.15.5 Copy new key files to prod SSL directory

Copy httpsdkey.pem and selfcert.pem from
X:\Program Files\HiCommand\Base\httpsd\sslc\bin\demoCA to
Xx:\Program Files\HiCommand\Base\httpsd\conf\ssl\server
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13.15.6 Modify conf file to use HTTPS and find the key files

Modify the file “httpsd.conf”’ in x:\Program Files\HiCommand\Base\httpsd\confi
Uncomment all of the commented lines (#) at the end of the file regarding the SSL configuration.
Note that the Listen IPV6 and SSLCACertificateFile lines remain commented out.

SSLSessionCacheSize 0
Listen 23016
#Listen [::]:23016
<VirtualHost nammhds01:23016>
ServerName nammhdsO1
SSLEnable
SSLProtocol SSLv3 TLSvil
SSLRequireSSL
SSLCertificateFile "D:/Program
Files/HiCommand/Base/httpsd/conf/ssl/server/selfcert.pem"
SSLCertificateKeyFile ""D:/Program
Files/HiCommand/Base/httpsd/conf/ssl/server/httpsdkey.pem"
# SSLCACertificateFile "D:/Program
Files/HiCommand/Base/httpsd/conf/ssl/cacert/anycert.pem"
SSLSessionCacheTimeout 3600
</VirtualHost>

13.15.7 Change SSL URL to HTTPS
Use the hecmdschurl to change the URL.

x:\Program Files\HiCommand\Base\bin\hcmdschgurl.bat /change http:// <cluster manager
IPaddress>:port number http:// <host name for the cluster manager IP address>:port number
To find out the current setting, use: hcmdschgurl.bat /print

D:\Program Files\HiCommand\Base\bin>hcmdschgurl /print
http://namghds01:23015 Hitachi Tuning Manager Hitachi Tiered Storage
Manager Hitachi Replication Manager Hitachi Provisioning Manager Hitachi
Device Manager

D:\Program Files\HiCommand\Base\bin>hcmdschgurl /change
http://namghds01:23015 https://namghds01:23016

KAPMO6111-1 The URL was changed from "http://namghds01:23015" to
"https://namghds01:23016".

D:\Program Files\HiCommand\Base\bin>hcmdschgurl /print
https://namghds01:23016 Hitachi Tiered Storage Manager Hitachi Tuning
Manager Hitachi Replication Manager Hitachi Provisioning Manager Hitachi
Device Manager

Have users log into https://server:23016 instead of the http address. Reboot the server to make
these changes effective (or at least restart services).

13.15.8 Setup GUI/CLI on other Windows Hosts

Download the HiCommandCerts file from the Device Manager server from the following (http)
URL:

http://<devicemanagerserver>:2001/service/HICommandCerts

Save in directory x:\Program Files\HiCommand\DeviceManager\HiCommandCLlI
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14 References

CSBE HDS Storage Product Page

http://catecollaboration.citigroup.net/domains/platst

or/gdse/products/techstdshmpgs/tagmastore.aspx

CSBE Supported SAN Stacks

https://catecollaboration.citigroup.net/domains/plats
tor/gdse/products/techstdshmpgs/SANStacks.aspx
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15 Appendix A: Array Physical Requirements

15.1 VSP and HUS-VM Power

The VSP and HUS-VM arrays can run on either single-phase or three-phase power.
Most Citi Data centers are prepared for and prefer to use three-phase power. Either
configuration is acceptable and is determined by local facility capability.

15.1.1 Single Phase Power

USA NEMA L6 30P twistlock 250V 32A 2 16A, 2 pole, 3 wire 220V AC
2 pole, 3 wire 20A Trip (A+B+Gr)
A+B+Gr
Outside IEC 309 blue 250V 32A 2 16A, 2 pole, 3 wire 220V AC
USA 2 pole, 3 wire 20A Trip (A+B+Gr)
A+B+Gr

15.1.2 Three Phase Power

USA NEMA L15 30P twistlock 250V 32A per 6 15A 2 pole, 3 wire 220V AC
3 pole, 4 wire phase uL489 2 pole (A-B or B-C + Gr)
A+B+C+Gr
APAC IEC 309 blue 250V 32A per 6 15A, 2 pole, 3 wire 220V AC
3 pole, 4 wire phase uL489 2 pole (A-B, A-C, or B-C +
A+B+C+Gr Gr)
EMEA IEC 309 red 415V 16A per 3 16A 1 pole, 3 wire 200V AC
4 pole, 5 wire phase 2 pole (A-N or B-N or C-N
A+B+C+N+Gr +Gr)

15.1.3 PDU Plugs

Required Number of Plugs in

PDU per chassis

Required Number of PDUs per

rack

15.2 VSP Dimensions and Weight
The VSP uses standard rack width racks and has the same rack width/depth on each rack
no matter if it contains a DKC and DKUs or DKUs. These racks have special weighting

and depth to accommodate the array components. Standard server racks would not be
compatible.
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15.2.1 Dimensions

Width 24.0in (610 mm) 71.3in (1810 mm) 142.1in (3610 mm)
Height 73.1in (2105 mm) 73.1in (2105 mm) 73.1in (2105 mm)
Depth 43.3in (1100 mm) 43.3in (1100 mm) 43.3in (1100 mm)
Max W eight 862 Ibs (389 kg) 4592 Ibs (2071 kg) 9784 Ibs (4413 kg)

:' Drive Chassis

130
73.110n. _ _
2105 mm Drive Chassis
134
Controller Chassis
141] PP

#.'24 in. =
510 rmmsk

TTR-100n, 7143 1 in. /3610 mm

15.2.2 Rack Naming

There can be from 1 to 6 racks in an array, depending on the number of drives. Each rack is the
standard 42” (610mm) VSP rack, no matter its role. There are up to two DKC racks (named DKC
00 and DKC 01) and up to 4 DKU racks (named DKU 12, DKU 11, DKU 01, DKU 02). The
growth order starts at DKC 00, DKU 01, DKU 02 (grows right). If additional drives are needed,
then another DKC (DKC 10) is added next to DKC 00 and up to 2x DKUs are added to the left of
DKC 10 (DKU 11 and DKU 12).
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DHC Rack

[Rack -00]

One-rack configuration

Six-rack configuration

DU Rack DHU Rack DHC Rack DHC Razk DU Rack DEU Rack
(Rack -12) (Rack-111 (Rack-101 (Rack -00) (Rack-01) (Rack-02)

15.2.3 Service Clearances

In order to properly access the array for service, the following additional clearances are

necessary:

w
[

[

*4:

:_ ________ _: {Unit: mim)
| Resar |
2
| w0l €
| S —
- aly . e | b
= | 1 Recommended Rear
| ! dimension: 300
: 155 | {250 — 350) P
I [ I
| |
| I | &
w @ | | Recommended i
v Ty Ty ! | _| 9;5' dimension: 150 i v
[ S E— E] T 47 (1s0-200)
S \
| |
| |
g 8 & 2 ! Rack-00 [ Rack g
& = : (DKC) [ (DKC) -
|
| |
l 4 & !
R S S— . ; v
PR S | T
o |
8 s I
| / w
a2 (| g
o W
] sen || B -
= 7l o810 .
600 15
| Front
3 |
= Front |
| |
W | |
. E Floor cutout area for cables
e + Serew jack
Rack 4 Caster
(DKC) 1 Service clearancs
Grid panel {over 450mm x 450mm)

: Clearance (a+h) is based on the floor load rating and the clearance (c).

Floor load rating and required clearances are shown i Table 1.1.6-1.

: Clearance (d) is required over 300mmm so as to open the front door.

In case that clearance (d) is less than clearance (z), give priority to clearance (a).

: Clearance (g) 13 required over 200mm so as to open the rear door.

In case that clearance (e) iz less than clearance (b). give prionity to clearance (b).

Dimensions in parentheses show allowable range of the floor cutout dimensiens. Basically, position the floor cutout in the
center of the rack. However, the position may be off-center as long as the cutout allows smooth entrance of an external
cable (check the relation between the positions of the cutout and the opening on the bottom plate of the rack) and 1t is

within the allowable range.

The additional 576mm of clearance front and rear applies to each rack module (DKC or DKU). All
modules are the same width (610mm).
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15.3 HUS-VM Dimensions and Weight
The HUS-VM uses standard rack width racks and has the same rack width/depth on each
rack no matter if it contains the DKC or DKUs. These racks have special weighting and
depth to accommodate the array components. Standard server racks would not be

compatible.

15.3.1 Dimensions

i

Width 23.5in (600 mm) 47 in (1200 mm) 70.5 in (1800 mm)
Height 79 in (2100 mm) 79 in (2100 mm) 79 in (2100 mm)

Depth 43.3in (1100 mm) 43.3in (11200 mm) 43.3in (1100 mm)
Max W eight 2166 lbs (984 kg) 4165 Ibs (1887 kg) 6165 |bs (2793 kg)
w/ 384 LFF drives w/768 LFF drives w/1152 LFF drives

00 mm

23.5Iin

a2 U ._‘ 2100 mm

~

15.3.2 Rack Naming

>

There can be from 1 to 3 racks in an array, depending on the number of drives. Each rack has the
same dimensions, no matter its role. There is a single DKC rack (named R00) and up to 2 DKU
racks (named RO1 and R02). The growth order starts at ROO, R01, R0O2 (grows right).
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One-rack configuration Three rack configuration

DKC Rack DkC Rack DU Rack DKLU Rack
(Rack -00) iRack -00) (Rack-01] (Rack-02)

15.3.3 Service Clearances
In order to properly access the array for service, the following additional clearances are
necessary:

Rear
*1 *1
—-I-vl— —|-~|7
7 4 —: Recommendead
: | dimension: 300
o ; / i (250 360 )
[} [ I
[re- ' I
; : Recommendsd
+ F | dimension- 150
| F[T P
e + E..-’ [ 160-200)
[ []
i i (Unit : mm}
! ]
L] . 1
! 1 Qrgg'k':h ! E Floorcutout area for cables
i i +  Screwjack
e 4+ l 4 Caster
N | o
r---* - 1 i___ GServiceclearancs forparts replacement
1
G E ! (Variable) additional clearance
= E ! farlifter and to handle the load
[=]
= ol | Grid panel (over 450mm x 450mm)
- Front &=
=2 i
[Tu] 1
[ :
| 1100 |
| 1800 |

The additional 576mm of clearance front and rear applies to each rack module (DKC or DKU). All
modules are the same width (600mm).
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15.4 HVAC (Cooling)

The recommended operational room temperature is 70—75°F (21-24°C). The
recommended operational relative humidity is 50% to 55%.

The VSP and HUS-VM arrays are air-cooled. Air must enter the subsystem through the
airflow intakes at the front of the frames and must be exhausted out of the back, so it is
very important that the air intakes and outlets remain clear. Hitachi Data Systems
recommends that under-floor air-cooling has a positive pressure and meets the
specifications listed in the following table. For subsystems located at elevations from
3000 to 7000 feet (900 to 2100 meters) above sea level, decrease the maximum air
temperature by two degrees for each 1000 feet (300 meters) above 3000 feet (900
meters).

The following table assumes the majority use of 3.5” LFF disks in the DKUs:

VSP Small and 2 3.7 25
HUS-VM
VSP Medium 8 11.3 38,607 79
VSP Large 13 19.2 65,393 131
VSP Extra 16 23 78,523 158
Large

15.5 Network Connectivity to SVP(s)
One the VSP, there are two SVPs (1x 10/100/1000 network drops each) within CEP /
firewall. On the HUS-VM, there is only a single SVP (1x 10/100/1000 network drop). This
network is used for both management and alerting.

15.6 Phone Line Connectivity
There should be no phone lines attached to the array. All communication is via TCP/IP.

15.7 Fiber Connectivity

LC Connector to (Patch Panel Connection) 50 micron multimode (8x to 128x connections)
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16 Appendix B: Configuration of Array via HCS (HDvM)

Device Manager (HDvM) is the primary application and database element of Hitachi Command
Suite. They are somewhat synonymous terms, though technically HCS also encompasses the
HTSM and HTnM applications as well.

16.1 Accessing HCS / HDvM

To obtain access to Hitachi Command Suite / Device Manager (HDvM), the following URLSs can
be used:

http:/HDvMserver:23015/DeviceManager/ (if running client locally or remotely)
or
http://127.0.0.1:23015/DeviceManaget/ (if running client on same system)

After SSL has been configured:

https://HDvMserver:23016/DeviceManager/ (if running client locally or remotely)
or
https://127.0.0.1:23016/DeviceManager/ (if running client on same system)

Alternatively, there is a Login icon (on the HCS server) in the start menu under Programs -
Hitachi Command Suite - Login. This will access the second http link above.

16.2 HCS Services
In order to check the status, stop, or start the HCS services it is recommended that you use the
Start bar icons rather than directly managing the services from the windows services screens.

Status of HCS Services
To check the status of the HCS services, go to Start > Programs - Hitachi Command Suite >
Manage Services > Status

The status_all request was accepted.
The Device Manager server started.
The common services started.

Pressz any key to continue . . . _

Stop HCS Services
To stop the HCS services, go to Start > Programs - Hitachi Command Suite > Manage
Services > Status
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The stop_all reguest was accepted.

The Device Manager server is stopped.
The common services are stopped.
Preszz any key to continue . . .

Start HCS Services
To start the HCS services, go to Start > Programs - Hitachi Command Suite - Manage
Services - Status

The s=tart_all request was accepted.
The common services started.

The Device Manager server started.
Press any key to continuwe . . .

16.3 License Keys for HCS

Initially logging into HCS may require licensing if not upgrading a previous instance. You will see
alerts on the login page if you are not licensed or under-licensed.

hi Command Suite - Windows Intemnet Explorer

LIS

Fle Edt View Favoites Tools Help

~ [B hip:tecolestms. 23015/DeviceManageiwebS ervicerindensp EIEE £l

©F 40 (| Hiachi Dommand Suits | ‘ %t - B - o - [k Page ~ (G Taos =

Hitachi Command Suite 7

User ID: | AyHovm: A

Password: 0 o
Register valid license kays ar

licenze key filas, (KAIC15288-W)
J\HTSM:  Some storage systems excee ded
th |

[

|

Dane . Trusted sites H00% -

License keys are best distributed via files. The HDS Support Manager should provide temporary
and permanent keys for the software. Select the license button and then the file button to be able
to browse for the license key files (.plk extension) and then select Save. Once you have added
the files (typically one for Device Manager, one for Replication Manager, one for Tiered Storage
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Manager, and one for Tuning Manager), the messages should go away. However, you may still
be under licensed as in the example below:

ECT M
X License O x
License Information by Product
Produck Wersion License Type License Meazsage
HCwr 7.1.0-00 Permanent @’A licenze is not registered for one or ..
HTSM 7.1.0-00 Perrmanent & Sorme storage systerns exceaded thei..
HTnk 7.1.0-00 Perrmanent éA license is not registered for one or ..,
HRpM 7.1.0-00 Perrmanant &A licemze iz not registered for one or ...
Licenze: ) Key
*) File [Browsed file narme comes here,) | Browse
| | Close || Help ]/

16.4 Storage System / Array Configuration
From the Administration area of HCS, you will be able to manage the logical aspects of the
arrays. You can Add, Refresh, Edit, or Remove Storage Arrays.
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/] Hitachi Command Suite - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help
Qback - &)~ [*] 2] (o | ) search <7 Favaorites 4% | - 5 B
Address I@ http:ff127.0.0.1:23015/DeviceManagerwebServicefindex. jsp j Go | Links **

/Hitachi Command Suite 7

File 4 Actions | Tools‘ Help‘

s

Dashboard Resources Tasks & Alerts Administration

Administration

fifs =

@Users and Permissions
@Resource Groups £ Filker (_JOn (o) Off I Select All | | Column Settings | Rowsfpage: | 20 A4 |E||E| Page: _1 § oL |E||E|

Storage Systems File Servers Data Collection Tasks

s it
O SCnHLY Storage Systemn & Madel IP Address Serial Ma, Refresh Status Last Refreshead

u Profil .
[ user profile i usP_vin.40....  usP_v 10,40,53, 25 10102 () Cormpleted 2011-06-23 08:0..,

10,40,33,13 '&) Completed 2011-06-23 08:1..,

Selected: 1 of 3 | Add Storage Systemn I Refresh Storage Systems I Edit Storage Systerns I Rernove Storage Systerns |

® waiting: 0 © In Frogress: o & completed: 0 € Failed: 0

|&) pore l_ l_ l_ l_ l_ | @ Trusted sites v

16.4.1 Add Storage System

To add an array to the database, go to Administration -> Storage Systems tab, select Add
Storage System. You will have to select the array type (VSP, USPV, USP, AMS, ...), provide the
IP Address of the primary SVP, and a username/password. The username should be a read-only
functional ID. Once HCS is linked to the array, the rights of users within HCS will supersede the
rights of this user and will allow for changes on the array.

3

# Add Storage System O xX

To add a3 storage system to the list of the managed resources, specify its type, IP address, and i

other parameters.

Storage Systern Type: WEP -

IP Address:

Uszer ID:

Pazzword:

L Goto Data Collection Task Status

Cancel] Help Jﬁ
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HCS will create a generic name for the array based on the IP provided (for example
USPV@10.40.53.5). You should change the name to reflect its serial number and/or location (for
example HDS10102@Warren). This name will be reflected in all exported data and reports. See
Edit Storage Systems below.

16.4.2 Refresh Storage Systems
Select the storage system you which to refresh data. Then from the Administration -> Storage

Systems Tab, select the Refresh Storage Systems button. This is a refresh of the HCS database
from the array.

# Refresh Storage Systems 1| *

Refresh Storage Systems

i - g
|\!) Refrezhing the selected storage systerns will take zeveral minutes. Do you want

to continue?

|| Goto Data Collection Task Status

| ok || cancel || Help JA

You will not be able to make array changes (or similar activities) during this refresh. For example,
if you attempted to perform a host scan, you would see an error:

3 Error - Microsoft Internet Explorer A=

{: 2m
i —

v Failed to execute Host Scan

Error Information

Error Level 2
Error Code KAICO7473-E

The storage subsystern information ("USP_vwM@10.40,53.5") is being updated, wait

BEsEFEm a while, and then perform the operation again.

ComrmandID DWV1Z08832079284G

Time 2011/06/22 14:49:17
|
|@ Dane l_l_l_l_’_ & Trusted sites 4

16.4.3 Edit Storage Systems

Select the storage system you which to change. Then from the Administration -> Storage
Systems Tab, select the Edit Storage Systems button. You will be able to change the Name, IP
address, and/or the Userid/Password. The name should reflect a serial number and location
rather than the default of the series and IP address.

HDS VSP/HUS-VM Solutions Guide 123
For Citi Internal Use Only



# Edit Storage Systems O X

To edit the storage systems, modify the parameters you want to change.

Marme: Usp_wM@min, 40,5335

IP Address: 10,40,53.5

|| Change User ID and Password

User ID:

Password:
|| Goto Data Collection Task Status

| Ok | | Cancel || Help b

16.4.4 Remove Storage System
To remove an array from the database, select the array(s) to delete. Then go to Administration ->

Storage Systems tab, select Remove Storage System. This will not affect any existing host
configurations other than to remove any LUNs (and reported capacity) from the database. This
can be easily reversed by re-adding the array.

# Remove Storage Systems O X
«  PRemove Storage Systems
'.d) Do vou want to remove the selaced starage systems?
|| Goto Data Colleckion Task Status
Ok || Cancel ™ Help b

16.5 Host Configuration
From the Administration area of HCS, you will be able to manage the major logical aspects of the

hosts. You will be able to add hosts, refresh hosts (with agent or without agent), edit hosts,
import hosts, merge hosts, or remove hosts.

16.5.1 Add Hosts
Any host groups added to Storage Navigator on the array will have a "0000" added to end of the

hostname used in HCS. This will not occur until you actually allocate storage to a new host.

To add a host to the database manually, click the Add Hosts button on the Administration >
Hosts Tab.
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1

# fdd Hosts {4 |

To rnanually add a host, specify its name, operating systern, and WhYysNs, To add WwwMs, specify a wWiwh and {
click [Add]. The wwi list includes Wiz that are known to the systern but are not aszaciated with any hosts,

.} Discover Hosts (#) Add Hosts Manually

Host Marme: test_host_3

05 Type:! Limus X
Enter WWWMN: | 11,22 33,44,55,66.77.29
Salact W

Known Wwhis

Selected WWHNs

D Type i iy 1 "
Tepe W Y & Add = | LU 11.22,33.44.55.66, 77,88
W 12,34 56,78, 90, A8, A0, A0
W 12,34.56,.78.90.BB.BB. BB

oK | Cancell Help |

You can choose the HBAs from the list or enter them manually using the Add/Remove buttons.
Select OK when you are done.

16.5.2 Allocate Volumes
To allocate volumes to a host, you will want to select the host under Resources - Hosts, then hit
the Allocate volumes button.

If Creating Storage

. Choose a capacity that is appropriate in TB, GB, MB, or Blocks.

. Select a storage system that will have the host zoned.

. Select Dynamic Provisioning for thin LUNs (Dynamic Tiering for page-level tiering
LUNSs).

. Volume location should be internal.

o Selecting Advanced options will display the criteria (drive/speed/raid) or specific

pool if automatically creating them.

If Selecting Existing LUNs

o Select a storage system that will have the host zoned.

o Selecting Advanced options will display the Volume Selection option. Set it to
manual.

. You will want to select the add volumes button to be able to select volumes from
the array.

. Select the desired volumes from the Volumes list and click the Add button to
bring them to the Selected Volumes list.

. Hit OK when you are done.
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r v
2 Add Yolumes O X
Select volumes to allocate.
£ Filter (_Jon (o) Off l Selact All J l Calurnn Settings J Rowsfpage: | 30 - | 14 || " | Page: 1/ 20 (1] M|
La _ : "
volurne & be | Host N Port Hos LUN Canh st Ay Paol EALD Wolume | Drive Drive Speed
| Group Group Level Attribute | Type [RPM]
ao:00:00 HCMD... i0.00.... CL1-AL sangsl 0oo0A 3340, - OP 51 - CVE, ... - - el
o0:00:01 L15al... i0.00.... CL1-AL L1Sal... oooo 24,68 = oP O 3 CWE, o = i
0o0:00:02 L1Sal... i0.00.... CL1-A. L1Sal... oonl 24,68 .. - [=]=n) - CWEL L - -
0o0:00:02 = = S = T 24,68 ... S [=]=n) 2 CVS, . = o
00:00:04 - - - - - 24,68 .. - [=]=n) - CWEL L - -
00:00:05 = = S = T 24,68 ... S [=]=n) 2 CVS, . = o
00:00:0& - - - - - 24,68 .. - [=]=n) - CWEL L - -
0o0:00:07 o = S = T 24,68 ... S [s]=n) 2 CVWS, . 2 i v |
Selected: 0 of 20
| ¥ Add | |A Rermauve |
Selected Yolumes
| Select Al J l Colurnn Settings J Rows/page: | 30 w || 14| | Page: 141 [ m|]w|
Host P arit RAID vl Dri ol
walume & | Label Hast W Part e LUN Capacity i Paal SnE Py speed
Group Group Level Attribute | Type
[RPM)
ao:00:... - - - - - 2468 .. - oPO - WS, D - -
ao:00:... = - = = - 34.68 ... = CPO = CVS, D... £ -
Selected: 0 of 2
QK Cancel Hel
|_ox [ concsl || neb |,

Under Path Options, select the edit paths to manually configure (or to confirm) the LUN paths.

The Selection Table is recommended rather than Topological Graph.
| # Edit Paths O x

You can edit the paths graphically or by uzing the selection table. To create paths, choose ports to connecdt First, select storage ports
on one end, then connect thern to the ports on the other end. You can also select paths to remove them,

Selected Hosts: test_host_3
Selected Storage Systern:  VSP@10.40,53.13
Mo, of Paths: 1

Edit Path By: () Tepelogical Graph (=) Selection Table

Storage Port:

Host Ports Selected Paths

Host Host Port gtortrage Controlle Host Host Port
=} r
test_host_3 11.22.33.44,55.66.7..,
CL1-A CHA-1EU test_host_3 11.22.33.44.55.66.77.88
test_host_3 11.22,32.44,.535.66.7..,
Add = CL2-A CHA-2GU test_host 3 11.22.33.44.55.66.77.89

< Remove

Ok L' Cancel l' Help 14
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Remove any incorrect paths. Select the correct storage port and then WWN of the appropriate
HBA. Select Add to combine these choices into the selected path. Repeat this for any other
WWN / storage port combinations. Click OK when done.

Host Group and LUN Settings are where you select the host mode and any host mode options.
LU Number can also be selected here (LUN number from host perspective).
:?k Allocate Yolumes ; O X 1

al

v Host Group and LUM Settings

Host Groups:

Marne: test_host_3
Host rmode: Standard v
N
Host rode options: Whlware Jition/Advanced Cluster
HP
Cpen WME
Trugd 1 function of LUN
Solaris ~UH
|
Metware ure
|
Windows ueCopy function
ALK

WMware Extension r
windows Extension | w |

_ | REC cormnrnand sup;rt
Set/Report Device Identifier enable
W-Yal expansion
Prioritized device recagnition comrand
Prevent "OHUE PCI retry”
Queue Full Respanse
HAM Sval Read Option

Support Option for the EXTENDED COPY command

LU Mumber: &) auta: Start from o (hex]

() manual: |

L

| Show Plan Cancel | Help

) g

Click the Show Plan button to display a summary of the changes and confirm before executing.
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)

e - —
| % Allocate Yolumes O x
| Zil ; Ry
QR =% R e e e e e e e R a
| Drive Subszcri Used "l
X 5 =1 se
Paal Storage Systern RAID Lavel _Drrwe Speed Capacity ESEd 2 §Ubsmp tion Uszsead 95 Threshal
ZBS (RPM) LA S Lirnit d1
| CPO WEP@10.40,53.13 RAIDG(ED+ZP] SAS io0ooo0 314 TB  S2.70 .. 37 - 1 J0
Yolume Information
Volurmne Pool/Parity Group Capacity Mew/Available
00:00: 04 CP O 35522.00 MB | Available
00;00:09 CPO 35522,00 MB | Awvailable
Path Information

| Storage
Wolume Host Wiy System LM Host Group Host Mode Other Options
| Port
o0:00:09 11.22,23.44,55.66.77... CL1-A 0000 test_host 3 Standard
o0:00:09 11.22,22.44,55.66.77... CL2Z-A 0000 test_host 32 Standard
0000048 11.22,33.44,55.66.77... CL1-A 0001 test_host 3 Standard
| 00:00: 04 11.22,33.44.55.66.77... CLZ-A 0001 test_host 3 Standard
|
Task name! # Allocate-1 =
Cescription:
& Schedule
() Mow
&) Later:
Date: 2011-06-27 =
Tirme: 12:32 E
R
# Raquired Back

| Submit J Cancel | Help

2z

You can alter the schedule of when this will be executed and Submit the task.

Warning: If the execution time is during a locked session of the array (i.e. SN is in modify mode)
any task will fail and you will not be able to resubmit it. It is advised to pick a time that has been
verified as clear for large jobs.

16.5.3 Refresh Hosts

This can only be performed on discovered (agent less but with credentials) or hosts with a HDvVM
agent. Manually created hosts or hosts imported (host scan) from Storage Navigator cannot be
refreshed.

16.5.4 Edit Hosts

To edit a host in the HDvM database, go to Administration > Hosts tab, select the host and then
click on the Edit Hosts button.
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: b
rﬁ Edit Hosts Bl X |
|
wou can edit hosts by adding or rermoving WwHs and by riodifying the operating system.
Host Mame! # test-do-not-use
05 Type: Windows -
Ertar Wi
Selack vy
Known WWDNs Selected WWNs
D Tupe " i "
Type & WY A | LR 12,334,596, 78,920,112, 34,36
|— LUA 12,234,596, 78,90, AR, 20 EF
* Required a2k | Cancel | Help | i
o

You can rename a host, change its OS type, or add/subtract HBAs.

Note: changes here are for the HCS database. To affect important changes such as changing a
WWN to a host that has LUNs assigned, you will also need to go to Edit LUN Paths to make
changes to existing host groups on the array. Changes on this screen will only affect future
allocations.

16.5.5 Edit LUN Paths

In order to make changes on existing host groups on an array, you will need to the LUN path. Go
to Resources -> Hosts then click on the desired host. Select any LUNSs that need to be changed
and then select the Edit LUN Path button at the bottom of the page.
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=S

# Edit LUN Paths

To eptimize the redundancy and the load balance, edit the paths between the host and storage system.

Selected Hasts:

Selected Storage Systern:

tast-do-not-use

UsP_W@lo.40,53, 25

Mo, of Existing Paths per Hast: z

Selected Wolumes:

Edit Path By:

Storage Ports

M.

Port

CL1-A
cL1-B
CL1-E
CL1-F
CL2-A

CLZ-B

A

Volurne Capacity

oo:o0:1F

007026

) Topological Graph

Storage Ports

Controller
CHA-1EU 47 |+
el 8 = cL1-a(1 path@
CHA-1FU g .
= CL2-A (1 path)d
CHA-1FU 28
CHA-2QU 47
CHA-ZQU o
v

Poaol/Parity Group

24,69 GB  DP 123

24,68 GB  DP 123

e

) Selection Table

Paths

-

O

RAID Level

Host Ports

Drive Type

v%test-do-not-use (2 paths)

&3 12.34.56,78,90.12.34.56

&F12.34.56,78, 20, AB. CD. EE

o 12. 34,56, 75,90, 4B, CD.EF

=

# VMolume Information

Path Editor

Show Plan Cancel l Help lé
It is recommended that you use the Selection Table for modifying HBAs rather than the
Topological Graph.
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w

A Edit LUN Paths

To optimize the redundancy and the load balance, edit the paths between the host and storage system,
Selected Hasts: test-do-not-use
Selected Storage Systern: USP_Wi@l0, 40,53, 25

Mo. of Existing Paths per Host: 2

selected Volurmes: %2 Volume Information

Vaolume Capacity Pool/Parity Group RAID Level
oo:00:1F 34,69 GB DR 123 -
00:70:26 34,68 GB  DP 123 =

Edit Path By: () Tepological Graph (2} Selaction Table

Storage Port: CLd-A -

Host Ports

Host Host Port

Storag. | Control Host A

test-do-not-uze 12.34.56.78.90.12.3...

test-do-not-use 12.34,56.78,90,AB. C...

CL1-A CHA-... | test-do-no..,

test-do-not-use 12,34, 56,78, 90, AB. C... Add >

CLZ-A CHA-...  test-do-no...

< Remove

Shaw Plan

12,24,56,72,90,12. 2.,

12.34,56,78,90,AB. ..,

Drive Type

Selected Paths

State/.,

In Use

In Use

Cancel l | Help

bl

You can choose which WWNSs should be used and can remove by managing the select paths
with the Add and Remove buttons. The Show Plan will give you a summary of any changes

before executing.

16.5.6 Import Hosts from Storage Navigator (Scan Hosts)
To bring all of the host groups from the array element manager (Storage Navigator), go to
Administration -> Hosts and ten select the Host Scan under More Actions.

HDS VSP/HUS-VM Solutions Guide

For Citi Internal Use Only

131



/3 Hitachi Command Suite - Microsoft Internet Explorer

E; Hitachi Command Suite 7

File 4 Adtions | Tools‘ Help‘

Dashboard Resources Tasks & Alerts

Administration
ﬁﬁ-!, Managed Re

%Users and Permissions

File Edit \jew Favorites Tools Help | T
GBack LS |ﬂ @ ,:‘_ ,'-:'Search = Favorites £ | L= E
Address I@ http:/i127.0.0.1:23015/DeviceManagerWebServicefindes. jsp j =4 Go | Links **

@Resource Groups _1 i1 |T|| Ll

r\j SecUrity IP Address o5 Data Collectar Refresh Status Last Refreshed
@ User Profile

lAdd Hasts | | | | l Mare Actions

b

m Host Scan

@ wiaiting: O © InPrag =1 0 Q Cormpleted: O &) Fziled: 0

|&) pare I_ ’_ I_ ’_ I_ | Trusted sites

You will get a list of current arrays and will need to acknowledge that the host group names
should be the same as the host names and then to select which arrays to pull host groups from.
You cannot select OK to start until you have checked the acknowledgement box at the top of the
page. This can be repeated as often as desired without creating duplicate database entries in
HDvM.
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a Execute Host Scan - Microsoft Internet Explorer

Execute Host Scan

& Scanning for hosts autornatically creates hosts with host narmes that corne from the
WWMs/iSCSI Marmes that are registered in the host groupfiSCSI Targets on the storage systern.
For the best results, your envirenment should satisfy the following conditions:

* The hast group/iSCSI Target narmes should be the same as the host names,

* The WiwMs/iSCSI Marmes that are registered on the host group should be the sarme as the
HBA's WiviMs or the iSCSI Initiator's i$CSI names on the host,

T +vES. I have confirmed it

To centinue using the existing host group/iSCSI Target, select the storage systerns on which vou
wish to scan for hosts, and then click K. To make changes to the host group/iSCSI Target
narnes priar to this operation, click Cancel,

Storage System List

[+  Storage System Serial Number

.
|@ Done l_ l_ l_ l_ l_ |ﬁ Trusted sites &

When the scanning has completed for all arrays selected without errors, you will see a completion

screen:

a Host Scan - Completed - Microsoft Internet Explorer

Host Scan - Completed

Scanning for hosts finished successfully,

Tirme 2011/06/23 14:52:10

Close |

[~
|&] pone I_ I_ l_ I_ I_ @ Trusted sites v

16.5.7 Merge Hosts

To combine host groups into a single host logically, select a host (that is the merge destination)
and then select the Merge Host option under More Actions from the Administration -> Hosts tab.

This is a logical change and only affects the HCS database. It is not a way to manage host
groups on an array.
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Hitachi Command Suite - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

Qiack - @ - [ &) @

| search - Favorites 42 |

e B

Address Iﬂj httpeff127.0.0.1:23015/DeviceManagerWehService index. jsp

| Edeo |tinks >

/Hitachi Command Suite 7

Fil= 4 Actions Tools‘ Help‘

Dashboard Resources
Administration

T Storage Systems
@Usars and Permizsions

Tasks & Alerts

Search

File Servers

Data Collection Tasks |

[@Resource Groups # Filker (_)on (s Off

| Select All J | Column Settings I

1) securit
() security Host & IP Address

[ user profile inthell_Linusx_B -

namgdsels -
namgdsell -
namgdselZ
namgdseld
narmgdse15_B

sangsl

sangs10

sangs11l

sangs2

sangs3

sangsd

sangsé

zangsg

sangs?

test-do-not-uszel...

test-do-not-usez

Selected: 1 of 95

pleted: O

Foc

@

Failed: 0

a1

windows

Solaris
Solaris
Solaris
Solaris
Solaris
Solaris
Solaris
Solaris

Solaris

windows

Solaris

il

Rows/page: | 500 |w |T||T| Page: _1;" 1 |T||T|

Refresh Status Lazt Refreshed

Host Scan

Merge Host

Remove Hosts

i Add Hosts I Refresh Hosts I Edit Hosts | 1 | More Actions | = J

|€| Done

N

Select the host(s) to be merged into the merge destination (previously selected) and then

Confirm.
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2 Merge Host - test-do-not-use - Microsoft Internet Explorer

_.

Merge Host - test-do-not-use

Merge Host

Select the hosts that you want to merge into the host test-do-not-use,

RnwsfPage:ISDD vl | Pagell of 1

| Host & World Wide NamefiSC5I Name IP Address;l
o b
10,00,00,00,53,42,.E0, FE
T Ui sangsa 10.00.00.00,C9.42.EF, 92
10,00,00,00,C9,2F, 5C, AF
™ 08 sangss 10,00,00,00,C9,37.FE, 85
10,00,00,00,C9,39,94,75
T §8sanass 10,00,00,00,C9,39,94,82
10,00,00,00,C9,37.F4,E2
I- % zangs9 i AF
] test-do-not-use 0000 \ 90,4
12,34.56, 78, 90, Ak, AR, AA
I 8 test-donot-usez 12,34,56,78,90,BB. BB, BB -
4| | »

|2_“| about: blark I_ l_ ’_ ’_ ’_ |0 Trusted sites

[
/4

/3 Merge Host - test-do-not-use - Microsoft Internet Explorer

Merge Host - test-do-not-use

Target Host

Name %test-do-not-use
World Wide Names 1234 56.78.90.12.34.56
FiSCSI Names 12,334,556, 78,90,AB, CD.EF
IP Address

Capacity 63,37 GB

JIh  Are you sure?
The selacted source hosts will now be merged into the target host test-do-not-use, Once the
source hosts have been merged, they will be deleted,

Host World Wide Name fiSCS5I Name IP Address Capacity

%test-do-not-useDDDD 12,234,596, 78,90, 4B, CD EE 53,37 GB

[ = Back ] [ Cancel ]
[&] pone [ [ [ | | [@ trustedsites 4

You will get a confirmation screen that the merge host listed above has been deleted. Note: The
merge is a logical deletion and will not delete host groups on the array. It will however, tie
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together different host groups on arrays for future allocations and for reporting purposes.

16.5.8 Removing Hosts (Deleting Hosts)
To remove a host from the HCS database, select the host from Administration - Hosts tab and
Remove Hosts under More Actions.

/ Hitachi Command Suite - Microsoft Internet Explorer

File Edit Yew Favorites Tools Help | i
W Back ~ ) - |ﬂ @ :‘_ | ,'-:'Search = Favorites £ | La==Y E

Address I@ http:/fgdsehds0z: 23015/ DeviceManagerwebService/index. jsp j Go | Links **
V Hitachi Command Suite / HITACHI

4 Adions | Tools‘ Help‘ Logged in as: Systemn

D LS

Dashboard Resources Tasks & Alerts Administration
Managed

Storage Systems File Servers Data Collection Tasks

mResource Groups A EFilker (_Jon (o) Off | Select All I Column Settings | Rows/page: S00 | w | 14 || " | Page: 1 [t | L] || M |

@ securiy Host s IP Addrass 03 Data Collactor Refresh Status Last Refrashed
[ user Profile intlx1l_Linuw_a

intlx1l_Linux_B

namgdse0é

namgdsell 5 Windows
namgdselZz

namgdseld

narmgdsel5_B

sangsl 5 Salaris
sangs10 - Salaris
sangs11l - Salaris
sangs2 - Salaris
sangs3 - Solaris
sangs4 - Salaris
sangsé 5 Salaris

sangss - Salaris

sangs?9 5 Salaris
Host Scan
test-do-not-use Windows

I N N R
Remove Hosts

Selected: 1 of 94 [Add Hosts J l Refrash Hosts J l Edit Hosts J | l More Actions b

® waiting: 0 @ InProgress: 0 @ Completed: 0 € Failed: 0
|&] pore ’_l_l_l_l_ @ Trusted sites v

You will get a confirmation of the action:
2 Remove Hosts O X

3 Remove Hosts
|\!) Do pou want to remove the selected hosts?

.| Goto Dats Collection Taszk Status

]9 | CancelJ Help Ié
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17 Appendix C: Configuration of Array via Storage Navigator

17.1 Accessing Storage Navigator

The best way to access Storage Navigator is to launch it from Device Manager. This is the
“Element Manager” option available for each storage array that is defined in the HDvM database.
Right click the array under Resources - Storage Systems.

ﬁ'Hilachi Command Suite - Windows Internet Explorer
@\‘-: - Iﬁ hitp:#ecctest0lms: 2301 5/D evicet anagerwebService index jsp j

File Edit ‘iew Favortes Tools Help

ﬁ ke ﬁHltach\EnmmandSu\te | |
/Hitachi Command Suite 7

File

Actions | Teols | Help

Pl Pl

S —
Dashboard Resources Tasks & alerts Search Administration

Resources

Storage Systems
8\ KAIC15056-W The storage systern information may not be up-to-date, Refresh the storage

<[ A Storage Systems
v i Hos10102_USPY 2 Summary

+ [l HDS25519_USPVM Storage Systern  WSP@10.40.53.13 open-allocated Capacity 5.33 TB
v vsr@io. ] open-Unallocated Caparit 53.73 T8
a @ Allocate Volumes . i
Virtualize Volumes 112 Open-Reserved Capacity z6.18 T8
Create Volumes ,40,53,12 Mainfrarne-Unspedfied Capacity 0 MB

Hosts Search

Element Manager

Logical Groups
Settings...

Global Settings...
About Adobe Flash Player 10.3.181.26..
[3 Cpen-Allocsted

Tiers

General Tasks

| 0y Allacate valurnes [ open-Unallocated
B open-Reserved
@ Mainfrarme-Unspecified

[ External storage

(@ create Pool

[ create volurnes

L Manage Replication

(1 Miavata valumas

If you consistently fail to load the Java Applet, then you may need to adjust your proxy settings
such that a proxy server is not used for the private IP range that the SVP is in. This is a common
issue with the default Internet Explorer settings at Citi.

17.2 Information Screen

The main Information page (SN - Information Option) shows basic system information including
the name of the array (modifiable), contact information (modifiable), serial number, IP address of
the SVP, and the current major software versions. There is also a dashboard with the capacity
and allocation information for the array in graphic and table forms.
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hi Storage Navigator - IP:10.40.53.13 - 5/N:53112 - D/N:¥5P - Windows Inteinet Explorer

(S 1 |g, https:/#/10.40.63.13/sanproject/LauncherS erviet j @ Cettificate Enor | +3| % IL\ve Search B~
File  Edit ¥iew Favortes Tools  Help
¢ 4 @ Hitachi Storage Navigstor - IP-10. 405313 - 5/K:5311 | | A0 - B - - Pags - (G Took -

VHitachi Storage Navigator

4 | | W slert |[BY) Audit Log

Explorer < Storage Systems
VSP(5/N:53112)

VEP(S/M:53112)

By Resource Unlocked | Logged in as: Qine522

2 Hardware Summary
[Breports 5 5 5
Storage System Name WP Microcode Yersion Main F0-01-67-00/00
’@Cﬂmﬂﬁnéﬂfs Storage System Type WSP SYP 70-01-64/00
> [P arity Groups Serial Number 53112 RMI Server 06_01_01
[ELogicsl Devices 1P Address 10.40.53.13 Total Cache Size 62,00 GB
.@pnn‘s Contact Gary Johnsan
.@pmﬁmnst Groups Location Warren MJ Lab 10 (Building &)
Edit Storage Sys

> [GExternal Storages

Allocation Summary

Intarmal/External 1| Tots| - Systarn Type: | Total ¥ |
Drive Capacity W Allocated 60,00 GB [1%] Numberof LDEVs Allocated
(Excluding ¥-vOL) (Excluding ¥-vOL)
[ unallocated 46,55 T8 [63%] Unallocated
(Excluding ¥-vOL) (Excluding ¥-vOL)
Reserved [l Used DP Pool 2,47 TR [43] Reserved
B unused DP Pool 22,36 Te [30%] ¥-¥OLs
Performance Monitor O other 351,92 Gg [1%] Total
Administration LI heee 624.03 a8 [23]
= Total 7341 TR
General Tasks
(W create Host Groups
[ Create LDEvVs
T4 Add LUN Paths
(B creata Posls
(i3 Add External Volumes
rore.. b | L)
4] i T I+]
|Done || %] Local intranet (w00 v

VSP SN Main Screen

On the USP, installed options will be available on the left hand list. On the USPV, installed
options will be under the Go menu. Options not installed will be grayed out and not accessible.

17.3 Updates and Lock Management
As with HCS, SN updates are generally task oriented. Therefore locks on the array are held for a
short period of time and are automatically managed. Normally an array will not have locks
present and will have the following status:

i

? Alert E Audit Log % Resource Unlocked |Lu:-gged in as:

If an array modify lock is present, the resource locked status will appear:

|
? Alert E Audit Log E Resource Locked |Lngged in as:

17.4 Modify Mode (some older screens)

To make a change to maodifiable fields on some legacy screens, select the write-mode icon ﬁl
in the upper right hand section of the screen. A confirmation dialogue box will appear.
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Hitachi TagmaStore USP

Do ol wank ko change the mode?(110 9104)
Ok |

Once the mode changes to modify mode, then a session time-out bar will appear at the top of the

=
screen, the modify icon will be depressed & , and the lock status will change to red .

To return to view-mode, select the modify icon I“ﬁ‘ again and confirm the mode change.

To make any changes effective throughout Storage Navigator while in Modify mode, the Apply
button must be pressed. Items that will be changed generally are displayed in blue italics and
then change back to a normal font once the change has been effective.

17.5 Security in Storage Navigator

The default user id and password direct access for SN on the VSP is “maintenance/raid-mainte”.
However this password should be changed immediately and other users should be added to
Storage User Account List. Maintenance should not be used after the initial configuration of any
local userids.

The User Groups page (Administration - User Groups) shows the user group information. To
modify /add specific users, select a group to drill down into. Each user group represents series of
roles on the system (i.e. Storage Administrator, Audit-Log Administrator, etc.). There is a list of
users for each group and a list of roles. You cannot modify the roles assigned to a built-in user
group and there are only built-in user groups.

Note: You will not be able to access this screen from Settings - User Management as expected.

7 Wil 1/10.40,53.13/ s anprojocteben, o - Windums Intsre Erglores :
G - [E i Vet et ol e e 1P
Fi £t Yew Fpoes Jeok  Heb

iF G im0 051 ) Mesnprcject nde: da | | % e B - i v Pege v () Tooh -

Hitachi Storage Navigator

........

Bt

T Y

o 51 Lol intraet + 100k -
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On the Administration User Group screen, you will see user name, status, and authentication
method. All authentications will be local for local accounts. The Account screen allows the user
to create, delete, and modify user accounts.

/= hitps://10.40.53.13/sanproject/index.do - Windows Internet Explorer

@:. ~ [ bitps://10.40 531 3/sanproject/index doft |53 certicate Enor || 42 || X | [Live Seach 2|

File Edt Wiew Favoites Took Help

W e @ hips//10.40.531 Msanproiect/index.do | 3 v B - - [k Page - () Took » 7

Performance Monitor User Groups = Administrator User Group ™
Administration
X Summary
Number of Users 2
oL User Group Type Built-in
Ay Audit Log Administrator
By audit Lag Adrmini —— e
A Filter || OM (2] OFF | Select All Pages Options w || 4] ]| 1 f1 w|n]
&y 5ecurity Administrator (Y e add B4
User Mame la Account Status Authentication User Type
&y 5ecurity Administrator (Y
H HOuM_system Enabled Local User-created
Gy storage Administratar
i evasz Enabled Local User-crested
&y storage Administratar (!
i adse Enabled Local User-created
&y support Personnel Grou
g qineszs Enabled Local User-created
&y 5ystem User Group
it51235 Enabled Le | u: - ted
@, Encryption Keys Qi nable acal ser-create
i k30138 Enabled Lacal User-created
&g, maintanance Enabled Local Built-in
i reozoaz Enabled Local User-crested
General Tasks
@‘g Create Host Groups
(3 create LDEVE
T4j Add LUN Paths
(@ create Pocls
¥ Add External Volumes
Selacted: 0 of 8 | Creste User | | Change Password | | Edit User || Mors Adtions w |
more.. b (i)
I . |_
Done [ || | & Local intranet [H00E -

Removing Users
This removes the selected user from the current group. Each user must be a member of at least
one group, so you will not be able to remove the user from its last group.

Deleting Users
Select the user you which to delete from the database then select delete user. There will be a

task created for this item (after you select Apply).

Creating Users
Select the Create User button to specify a new user in this group. You will need to provide a

username and password. Select Finish and then a task will be created after you select apply.
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@ HITACHI §

Sat uskums for the rew wier sesount and it Finiah te confirem.

Urar Hama: Lt i
[Max 56 Charsatars]

Acrount Stabus: () testte () Oisste

Muthartisations () becal () Frtarnal

Easpward
06 - 256 Sharmsiare)

Bacante Pareverds |

Editing Users
When you edit a user, you will need to select the field(s) that you are going to modify. Otherwise

no changes will be made, when you select finish. There will be a task created after you select
Apply.

> HITACHI &

This wizard lels you el onwe or mers proparties. Check te boxin front of the groparty yeu want to edit,
ard then aribar U new vabue.

Usar Narna: tivasl
(W] Aconunt Status: () Enable (3} Disable

[ Authentication: (=) Lucal i Extwmnsl

5[ o [ o i

You cannot edit the username (you will have to delete and re-add the user with a different name).

17.6 Login Banner
To affect the contents of the login banner, go to Settings - Security > Login Banner
This screen uses the legacy modify mode to control a lock on the array.
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B Hitachi Storage Navigator - IP-10.40.53.13 - §/N:53112 - D/N:VSP -

f/ Hitachi Storage Navigator

File Go Help 26 minutes) remaining in session. Reset I@E l; Logged in as: gj06529 i
Login Message |Syslog | Audit Log Transfer | Audit Log Setting

I Login Message
Login Message Setting
Login Message This is a login message that is supposed to tell you vital security infromation =
I
Apply Cancel
PP Status : Normal

17.7 Syslog Based Audit Log

The VSP system can be configured to automatically send all audit records from the SVP to one or
two syslog servers. Syslog messages should be configured to be sent to one or more SEMS
servers for audit log checking and repository. For more information on SEMS, please see Audit
Logging (SEMS).

The Syslog screen (Settings = Security > Syslog) shows the enabled/disabled status of two
syslog server destinations. Note: This screen has the legacy edit method of switching to modify
mode. The Primary Server Setting should be configured with an ip address and port (514 is the
default UDP port). The Secondary Server Setting should be used if there is a second syslog
server destination for redundancy. The Location Identification Name should briefly describe the
array and its location. All audit records transmitted will have this field within the record. Since the
serial number is already present in the record, a suggested format is array name@location. This
field can be easily updated if the equipment name changes or is moved. To get a copy of all of
the available audit records in the syslog format, there is a Download button. This produces a .tgz
compressed file.
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mailto:array_name@location

itachi Storage Mavigator - IP:10.40.53.13 - 5/N:53112 - D/N:VSP -

V Hitachi Storage Navigator

File Go Help

29 minute(s) remaining in session Reset IO I;Q

I Syslog

Syslog Server Setting

Output to Primary Server * Enahle € Disahle
Primary Server Setting & Pud © IPVE
IF‘I 10 40 42 an Port 514
Output to Secondary Server % Enable ¢ Disahle
Secondary Server Setting & Pt © PV
IF'I 10 40 41 . 194 Part 514

Location Identification Name

Output Detailed Information

Download Syslog

I\/SP_HD5531 12i@MarreniJLab10

@ Enable O Disable

Download

Apply Cancel |

PP Status : Normal

17.8 Syslog Audit Record Format

The format of the syslog audit log is:

Priority "<14>" Facility * 8 + Severity
Timestamp "Mmm dd hh:mm:ss" date and time in the format of "Mmm dd hh:mm:ss"
Hostname "SVP" fixed hostname of the originator of the message

Program Name

"Storage" fixed

name of the program or process that generated the message

Log Format ID

"CELFSS" fixed

"CELFSS" means "Common Event Log Format for Storage System"

Log Format Revision
Number

"1

revision number of Audit Log Message format

Sequence Number

"1234"

sequence number of Audit Log Message (assigned by each storage or
software)

Message ID

Not used in V06

identifier of Audit Log Message

Date and Time

2006-01-16T01:23:45.6+09:00

date and time in the format of RFC 3339 (ISO 8601)

Detected Entity ID

"Storage" fixed

name of the entity that detected and reported the the event

Detected Point

"SVP" fixed

hostname of the originator of the Audit Log Message

Login/Logout : "Authentication”
Configuration Change :

category of the event (Authentication, ConfigurationAccess, AnomalyEvent,

Event Category "ConfigurationAccess" etc...)
Log Full etc. : "AnomalyEvent"

Event Code Norm?,I,En.d : "Success result of the event (Success, Failed, or Occurred)
Error : "Failed

Subject ID "uid=root" "uid="+ "user name"

Hardware ID "R500:65307" hardware serial number

Hardware Component ID Not used hardware subcomponent where the event occurred
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Location ID "Tokyo-center01" location or site (customer defined)
FQDN Not used Fully Qualified Domain Name
HA ID Not used identifier for redundant components in HA (HighAvailability) system
. hostname, IPv4 address, or IPv6 address of the host where the agent
Agent Information Not used
program detected the event
hostname, IPv4 address, or IPv6 address of the host that sent a request
Source Host Not used
message and caused the event
Source Port Not used source tcp/udp port number of the request message
Destination Host Not used hostname, IPv4 address, or IPv6 address of the host that received a request
message and caused the evnet
Destination Port Not used destination tcp/udp port number of the request message
identifier of batch operation.
Batch Operation ID "1234" When one operation outputs the log of two or more lines, this number is used

in order to identify that it is the log of the same operation.

type of log ("BasicLog" means basic information, and "DetailLog" means

Log Type "BasicLog" or "DetailLog" detailed information)
Reserved #1 Not used reserved field
Reserved #2 Not used reserved field

Detailed Information

detailed information of each operation, command, etc... (name, operand, and
parameter of operation, meaningful message, etc...)

The basic information or detail information in audit.log/login.log are output in
this field.

The following are some sample Syslog Audit outputs:

Login:

Failed Login:

Mode Change:
Oct 27 12:19:28 [10.40.53.13.20.8] Oct 27 11:19:28 SVP Storage: CELFSS,1.1,2683

29,,2006-10-27T11:19:28.17,Storage,SVP ,Authentication,Success,uid=gj06529,R500:1
0192,,Local_USP@Warren_Lab10,,,,,,,,268061,BasicLog,,,99,[BASE],Login ,IP=10.40.
43.15*,Normal end,Seq.=386905

Oct 27 11:49:34 [10.40.53.13.19.81] Oct 27 10:49:34 SVP Storage: CELFSS,1.1,268

313,,2006-10-27T10:49:34.7Z,Storage,SVP,Authentication,Success,uid=gj06529,R500:
10192,,Local_USP@Warren_Lab10,,,,,,,,268047,BasicLog,,,99,[BASE],Login ,IP=10.40
.43.15* Normal end,Seq.=386899

Oct 27 11:45:12 [10.40.53.13.19.58] Oct 27 10:45:12 SVP Storage: CELFSS,1.1,268

311,,2006-10-27T10:45:12.7Z,Storage,SVP,Authentication,Failed,uid=gj06529,R500: 1
0192,,Local_USP@Warren_Lab10,,,,,,,,268045,BasicLog,,,99,[BASE],Login ,IP=10.40.
43.15* Error(290-5014),Seq.=386897
Oct 27 11:45:12 [10.40.53.13.19.58] Oct 27 10:45:12 SVP Storage: CELFSS,1.1,268

311,,2006-10-27T10:45:12.7Z,Storage,SVP,Authentication,Failed,uid=gj06529,R500:1
0192,,Local_USP@Warren_Lab10,,,,,,,,268045,BasicLog,,,99,[BASE],Login ,IP=10.40.
43.15*,Error(290-5014),Seq.=386897
Oct 27 11:45:13 [10.40.53.13.19.60] Oct 27 10:45:13 SVP Storage: CELFSS,1.1,268

312,,2006-10-27T10:45:13.7Z,Storage,SVP,Authentication,Failed,uid=gj06529,R500: 1
0192,,Local_UsSP@Warren_Lab10,,,,,,,,268046,BasicLog,,,99,[BASE],Login ,IP=10.40.
43.15* Error(290-5014),Seq.=386898
Oct 27 11:45:13 [10.40.53.13.19.60] Oct 27 10:45:13 SVP Storage: CELFSS,1.1,268

312,,2006-10-27T10:45:13.7Z,Storage,SVP,Authentication,Failed,uid=gj06529,R500:1
0192,,Local_USP@Warren_Lab10,,,,,,,,268046,BasicLog,,,99,[BASE],Login ,IP=10.40.
43.15*,Error(290-5014),Seq.=386898

Modify Mode, Change User Entitlements for JimBob, Modify Mode Off:

Oct 27 12:19:28 [10.40.53.13.20.8] Oct 27 11:19:28 SVP Storage: CELFSS,1.1,2683

29,,2006-10-27T11:19:28.17,Storage,SVP ,Authentication,Success,uid=gj06529,R500:1
0192,,Local_USP@Warren_Lab10,,,,,,,,268061,BasicLog,,,99,[BASE],Login ,IP=10.40.
43.15*,Normal end,Seq.=386905
Oct 27 12:23:37 [10.40.53.13.20.57] Oct 27 11:23:37 SVP Storage: CELFSS,1.1,268
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330,,2006-10-27T11:23:37.5Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268062,BasicLog,,,99,[BASE],ChangeMode
,Modify,Normal end,Seq.=516290

Oct 27 12:30:46 [10.40.53.13.20.88] Oct 27 11:30:46 SVP Storage: CELFSS,1.1,268
331,,2006-10-27T11:30:46.2Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268063,BasicLog,,,99,[Account],Set Use

r Account,,Normal end,Seq.=516291

Oct 27 12:30:46 [10.40.53.13.20.89] Oct 27 11:30:46 SVP Storage: CELFSS,1.1,268
332,,2006-10-27T11:30:46.2Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268063,DetailLog,,,+Operation=Change

Oct 27 12:30:46 [10.40.53.13.20.90] Oct 27 11:30:46 SVP Storage: CELFSS,1.1,268
333,,2006-10-27T11:30:46.2Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268063,DetailLog,,,+{UserID,Authority,
SLPRNo,WritePermission,ReadPermission}=[{JimBob,-,-,0000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000010101370103010100
000101010107030f0f81,-}] Num of Users=1

Oct 27 12:31:08 [10.40.53.13.20.91] Oct 27 11:31:08 SVP Storage: CELFSS,1.1,268
334,,2006-10-27T11:31:08.7Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268064,BasicLog,,,99,[BASE],ChangeMode
,View,Normal end,Seq.=516292

Modify Mode, Add User (TestUser), Delete User(TestUser), Modify Mode Off:

Oct 27 12:37:11 [10.40.53.13.20.132] Oct 27 11:37:11 SVP Storage: CELFSS,1.1,26
8347,,2006-10-27T11:37:11.3Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,268071,BasicLog,,,99,[BASE],ChangeMod
e,Modify,Normal end,Seq.=516299

Oct 27 12:37:42 [10.40.53.13.20.134] Oct 27 11:37:42 SVP Storage: CELFSS,1.1,26
8348,,2006-10-27T11:37:42.7Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268072,BasicLog,,,99,[Account],Set Us
er Account,,Normal end,Seq.=516300

Oct 27 12:37:42 [10.40.53.13.20.135] Oct 27 11:37:42 SVP Storage: CELFSS,1.1,26
8349,,2006-10-27T11:37:42.7Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268072,DetailLog,,,+Operation=Add

Oct 27 12:37:42 [10.40.53.13.20.136] Oct 27 11:37:42 SVP Storage: CELFSS,1.1,26
8350,,2006-10-27T11:37:42.7Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268072,DetailLog,,,+{UserID,Authority
,SLPRNo,WritePermission,ReadPermission}=[

Oct 27 12:37:42 [10.40.53.13.20.137] Oct 27 11:37:42 SVP Storage: CELFSS,1.1,26
8351,,2006-10-27T11:37:42.7Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268072,DetailLog,,,-{TestUser,User,65
535,0000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000101013701030101000f0101010107030f0f81, ffffffffffffffffffffiffff
linntiiinniianiniiiinniimiiniiiniiiniinniani

Oct 27 12:37:42 [10.40.53.13.20.138] Oct 27 11:37:42 SVP Storage: CELFSS,1.1,26
8352,,2006-10-27T11:37:42.7Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268072,DetailLog,,,-fffffffffffffffff

ffffbf}] Num of Users=1

Oct 27 12:38:03 [10.40.53.13.20.140] Oct 27 11:38:03 SVP Storage: CELFSS,1.1,26
8353,,2006-10-27T11:38:03.2Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268073,BasicLog,,,99,[Account],Set Us
er Account,,Normal end,Seq.=516301

Oct 27 12:38:03 [10.40.53.13.20.141] Oct 27 11:38:03 SVP Storage: CELFSS,1.1,26
8354,,2006-10-27T11:38:03.2Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268073,DetailLog,,,+Operation=Delete
Oct 27 12:38:03 [10.40.53.13.20.142] Oct 27 11:38:03 SVP Storage: CELFSS,1.1,26
8355,,2006-10-27T11:38:03.2Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268073,DetailLog,,,+{UserID,Authority
,SLPRNo,WritePermission,ReadPermission}=[{TestUser,-,-,-,-}] Num of Users=1

Oct 27 12:38:11 [10.40.53.13.20.145] Oct 27 11:38:11 SVP Storage: CELFSS,1.1,26
8356,,2006-10-27T11:38:11.1Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,268074,BasicLog,,,99,[BASE],ChangeMod
e,View,Normal end,Seq.=516302
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Login, Modify Mode, Change Host Group (Add LUNs), Modify Mode Off, Logout:

Aug 9 10:52:01[10.40.53.13.75.193] Aug 9 14:53:34 SVP Storage: CELFSS,1.1,20
4076,,2006-08-09T14:53:34.8Z,Storage,SVP,Authentication,Success,uid=gj06529,R500
:10192,,Local_USP@Warren_Lab10,,,,,,,,203928,BasicLog,,,99,[BASE],Login ,IP=10.4
0.42.14* Normal end,Seq.=359189

Aug 9 10:54:08 [10.40.53.13.75.247] Aug 9 14:55:41 SVP Storage: CELFSS,1.1,20
4082,,2006-08-09T14:55:41.1Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529
,R500:10192,,Local_USP@Warren_Lab10,,,,,,,,203934,BasicLog,,,99,[BASE],ChangeMod
e,Modify,Normal end,Seq.=479876

Aug 9 10:56:37 [10.40.53.13.76.20] Aug 9 14:58:09 SVP Storage: CELFSS,1.1,204
087,,2006-08-09T14:58:09.8Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,203939,BasicLog,,,99,[LUNM],Add LU Pat
h,,Normal end,Seq.=479879

Aug 9 10:56:37 [10.40.53.13.76.21] Aug 9 14:58:09 SVP Storage: CELFSS,1.1,204
088,,2006-08-09T14:58:09.8Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,203939,DetailLog,,,+{Port,HostGrpID,LU
N,CU:LDEV}=[{1A,0x03,0x0001,0x10:0x04}],Num. of Paths=1

Aug 9 10:57:47 [10.40.53.13.76.39] Aug 9 14:59:19 SVP Storage: CELFSS,1.1,204
093,,2006-08-09T14:59:19.97,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,203944,BasicLog,,,99,[BASE],ChangeMode
,View,Normal end,Seq.=479882

Aug 9 10:58:27 [10.40.53.13.76.49] Aug 9 14:59:59 SVP Storage: CELFSS,1.1,204
094,,2006-08-09T14:59:59.9Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,203945,BasicLog,,,99,[BASE],ChangeMode
,View,Normal end,Seq.=479883

Aug 9 10:58:27 [10.40.53.13.76.50] Aug 9 15:00:00 SVP Storage: CELFSS,1.1,204
095,,2006-08-09T15:00:00.6Z,Storage,SVP,ConfigurationAccess,Success,uid=gj06529,
R500:10192,,Local_USP@Warren_Lab10,,,,,,,,203946,BasicLog,,,99,[BASE],ChangeMode
,View_Logout,Normal end,Seq.=479884

Aug 9 10:58:27 [10.40.53.13.76.51] Aug 9 15:00:00 SVP Storage: CELFSS,1.1,204
096,,2006-08-09T15:00:00.7Z,Storage,SVP ,Authentication,Success,uid=gj06529,R500:
10192,,Local_USP@Warren_Lab10,,,,,,,,203947,BasicLog,,,99,[BASE],Logout,,Normal
end,Seq.=359196

Note: The priority field <14> translates to “user.info” on Unix system syslog configurations.
Additional detail on the security changes has been requested.

It is also recommended that time synchronization be used to make the information being sent to
eTrust more useful. For more information see Network Time Protocol (SNTP) — Time
Synchronization. The time reported in eTrust will be based on the time set on the array SVP(s).

17.8.1 Syslog Server Setup

In order for SYSLOG messages to be stored on a local server and routed to a log messaging
repository such as SEMS, a server must have its standard Citi configuration modified. This
modification will configure the SYSLOG services to receive external messages. The default
behavior of a Citi server is to reject external SYSLOG messages.

Note: Windows/AIX/Linux/HP syslog platforms are not discussed here. Only Solaris platforms are
discussed.

As syslog is a common service among Solaris platforms, it is a simple process to configure a
server to receive syslog messages from an HDS array.

17.8.1.1 Syslog on Solaris 8
There are two configuration files that need to be modified (on Solaris 8) to enable it for remote

logging.
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Solaris 8

letclinit.d/syslog
Change call to syslogd from Zusr/sbin/syslogd -t to /usr/sbin/syslog
to allow for remote messages to be sent to syslog.

/usr/sbin/syslogd >/dev/msglog 2>&1 &

letc/syslog.conf

Add a line for “user.info” to point to a “HDS_messages” file. This File
requires the use of tab characters. Note this will require additional
scripting to handle file management (prevent file from growing too large).

user.info /var/adm/HDS_messages

17.8.1.2 Syslog on Solaris 10
There are two configuration files that need to be modified (on Solaris 10) to enable it for remote
logging. In addition, there are SVC area values to modify.

Solaris 10

/etc/default/syslogd
LOG_FROM_REMOTE=YES (all other lines should be commented out)

letc/syslog.conf

Add a line for “user.info” to point to a “HDS messages™ file. This File
requires the use of tab characters. Note this will require additional
scripting to handle file management (prevent file from growing too large).

user.info /var/adm/HDS_messages
To modify the SVC area values and restart the syslog daemon in Solaris 10, use
the following commands:

svccfg —s svc:/system/system-log setprop config/log_from_remote = true
svcadm restart svc:/system/system-log

17.9 Port Status

The Port Location screen (Alert > Port Loacation tab) shows port status information. The port
status shows which ports are installed (bold) and which ports are fabric-connected (gold round
button).
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"B Hitachi Storage Navigator - IP:10.40.53.13 - 5/N:53112 - D/N:VSP -

f/ Hitachi Storage Navigator

File Go Help

I Port Location

30 minute(s) remaining in session. Reset IQ@ l; Logged in as: 606529 AI

16UFC(Fibre )
A 3A 1E 3E 9A BA 1J 3J 1N 3N 9J BJ
5A 7A 5E TE DA FA 5J 7J 5N 7N DJ FJ
B 3B 1F 3F 9B BB 1K 3K 1P 3P 9K BK
5B 7B 5F TF DB FB 5K 7K 5P P DK FK
Cluster-1 -
16UFC(Fibre )
[1C dC 16 36 9C BC L 3L 10 30 9L BL
5C 7Cc 5G 76 DC FC 51 7L 50 7Q DL FH
1D 3D 1H 3H aPD BD M M 1R 3R oM BM
5D 70 5H TH DD FD 5M ™ 5R 7R DM M
1B6UFC(Fibre )
28 4A 2E 4E AR CA 2J 4J 2N 4N AJ cJ
6A BA GE 8E EA GA 6.J 8J 6N BN EJ GJ
2B 48 2F 4F AB CB 2K 4K 2P 4P AK CK
6B 8B 6F 8F EB GB 6K BK 6P 8P EK GK
Cluster-2 =
1BUFC(Fibre )
&2C. dc 26 46 AC cc 21 4L 20 40 AL CL
6C 8C 66 8G EC GC 6L BL 60 :e] EL GL
2D 40 2H 4H AD Ccn 2M AM 2R 4R AM cM
6D 8D 6H B8H ED GD. &M M 6R BR EM GM

[8aA_Jxvailable and connected to the other device [[4A JAvailable, but not connected to the other device [[1A_JNot equipped or not available

PP Status : Normal

17.10 System Events

From the Information Menu, select the Status tab to display the current system status events.

These events generally reflect major system events for the system. However, not all events and

alerts for the array show up on this display.

The VSP generates service information messages (SIMs) to identify normal operations as well as
service requirements and errors or failures. SIMs can be generated by the front-end and back-

end directors and by the SVP(s).
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Hilachi Storage Navigator - IP:10.40.53.13 - 5/M:53112 - D/N:Y5SP -
// Hitachi Storage Navigator

| File Go Help (#] Logged in as: gj06529 4
Port Location Alerts

I Alerts
RefCode Errar Level Status Date
Dcocan Setious Mot Complete 201107725 04:41:58 =
Dcocon Serious Mot Camplete 2011407721 08:01:52
218040 Moderate Mot Camplete 2011407721 08:58:05
DCOB18 Serious Mot Complete 201107/21 01:46:31
21804D Moderate Mot Complete 201107721 01:42:44
621065 Moderate Mot Camplete 2011407715 04:19:58
21804D Moderate Mot Complete 201140628 18:21.06
DCOB1A Serious Mot Complete 201108/28 17:08:34
21804D Moderate Mot Complete 201106728 17:04:48
DCEB16 Serious Complete 2011406/02 03:01:22
21804D Moderate Complete 201140602 025735
21804D Moderate Complete 2011405724 09:33.06
21804D Moderate Carnplete 201140523 10:28:13
BF&002 Moderate Carnplete 201140523 09:12:14
BF&001 Moderate Complete 2011405/23 091213
21804D Moderate Complete 2011405723 09:10:27
ACHOD4 Moderate Carnplete 201140523 09:10:01
ACHID3 Moderate Complete 201140523 09:10:01
ACS5002 Moderate Complete 2011405723 09:10:01
ACS001 Moderate Complete 2011405723 08:10:00
21804D Moderate Carmplete 2011405/20 13:50:46
21804D Moderate Complete 2011405M1815:20.22
218040 Moderate Complete 20110518 11:19:47
DCSB00 Serious Complete 2011404504 00:41:51
BFB6A3 Moderate Carnplete 201140309 13:26:41
DCOC14 Serious Complete 201101531 21:46:24
21804D Moderate Complete 2011401731 00:49:39
DCocod Serious Carnplete 2011401427 031948
218040 Moderate Carnplete 2011401727 031556
DCocod Serious Complete 201001127 02:01:55 -
TotalRows: 60
PP Status : Normal

Reference Code — Also known as SIM

Error Level -- Serious, Moderate, or Service (CE initiated)

Status -- Not Complete or Complete (acknowledged by HDS/Sun CE)
Date — Date/Time stamp of event

Selecting an event, then right clicking on the event will give an option for details. Selecting the
details will display more detailed information about the event.

Hitachi Storage Mavigator
I Detail
Ref.Code DCOCO0
Error Level Serious
Status Not Complete
Date 2011/07/25 04:41:58
PAIR VOLUME STATUS ERROR

Error Section
PAIR SUSPEND(RIO PATH CLOSE)

Error Detail

Location

11

Previous | Next | Close |

A status of “Complete” shows that a CE has acknowledged or corrected the error. A status of
“Not Complete” shows that a CE has not acknowledged or corrected the error. SIMs are classified
according to severity: service, moderate, serious, or acute. The service and moderate SIMs
(lowest severity) do not require immediate attention and are addressed during routine

HDS VSP/HUS-VM Solutions Guide 149
For Citi Internal Use Only



maintenance. Severe (highest severity) require immediate attention. All SIMs are reported to
HDS/Sun Support via HiTrack remote maintenance tool.

17.11 Port Definition

1. Select the Port Definition screen (Resources = Array > Port/Hosts Groups - Port tab)

(:‘ https:/710.40.53.13/sanproject/index. do - Windows Internet Explorer

@?j , ~ [ htps:/10.40.53.13 sanprcject/index.dott ]/% Cartificate Evor || 49| % | [Live Sesich L~

Fle Edt View Favoies Tools Help

TP a8 hips/10.40.531 sanproiectinder do | | 0~ B - b v b Page = 0 Teolk =

Explorer
Storage Systems
v i vspisiniss1iz)
B Tasks
[BRrepons
> [P componants
+ @ Parity Groups
[BLogicsl Davices

[ pocls

- [fiExtemal Storages

Performance Monitor

Administration

General Tasks

<& Storage Systems

Ports/Host Groups
WEP(S/M:53112] * Ports/Host Groups

A Summary

Number of Ports Target 28 Initiator 2

RCU Target 2 External o

Total a2

| Host Groups | Hosts ml Login Wi |
A Filter () ON (o) OFF | SelectAll Pages options w [[W[[4] 1 41 w|M]
Part 1D Internal Wi Speed Security Type Address FC Suitch Connedtion | auibute =
{Loop D) Type
WP CLIA  SODEOESO0GCFTS00  Aute(48bps)  Enabled Fibre EF (0) Enabled Peto-P Target
WP ClEcA | SODEESO0GCFTS20  Aute(288bps) | Enabled Fibre E8 (1) Enabled Peto-P Target
WP CLS-A | SODEOES00GCF7S40  Aute(28Gbps) | Enabled Fibre £412) Enabled Peto-P Target =
WP CLIA  SODEES00GCF7E60  Aute(2@bps) | Enzbled Fibra E2(3) Enabled Peta-P Targat 5
WP CLIE  SODE0ES006CFTEN1  Aute(48bps) | Enzbled Fibra EL(4) Enabled Peta-P Targat
P CLE-E | SODEDESO0GCF7S21  Auto(3@bps) | Enabled Fibra E0(5) Enabled Peta-P Targat
-

WJCLSE | SODEES006CF7E4l  Aute(28bps) | Enzbled Fibra bC (6} Enabled Peta-P Targat
WJCLIE  SODEES006CFTEEl  Aute(28bps) | Enzbled Fibra DA 17) Enabled Peta-P Targat

EREEEEETE B
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{5 Add External Volumes W CLED  SODEDES00GCF7S23  Autol4Gbps) Enabled Fibre A8 (37) Enabled Poto-p RCU Tar..,
fall CLS-D | SODEDEBDDECF7S43  Autol8Gbos) Enabled Fibre A8 (38) Enabled P-to-p Tarast L=l

mors... b Selacted: 1 of 32 Edit Parts Export | | |

CA m m—

[Done [ [Z0 [ & Local intranet [#00% -

2. Select the port(s)

that should be changed and then select the edit ports button.

2 Edit Ports — ' ' Ol x

¢

1.Edit Port:;

Edit Ports

HITACHI

rfirmm

This wizard lets you edit ane or mere properties, Check the box in frant of the property you want to edit,

and then enter the new value,
@ Port Attribute | Initiatar Al
L Port Security @ L Enable yJ
] Port Speed @ | Aute v |
[ address (Loop 1) ¢ | B2 (32) v
L] FC switch [ Enable v
[ connection Type : | P-to-P v
Back | | Mesxt | l Finish ] l Cancel J l Help J

You can alter the:
o Port Attribute (Target, RCU Target, Initiator, External)
o0 Port Security (Enable, Disable)
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Port Speed (2Gbps, 4Gbps, 8Gbps, Auto)
Address (Loop ID)

FC Switch (Enable, Disable)

Connection Type (P-to-P, FC-AL)

O 0O0O0

Any fields to be changed must have the checkbox selected to make the change effective
once the finish button is selected.

3. Make sure that all ports to be connected to the SAN (for host connectivity) are P-to-P
(Point to Point) Connection, FC Switch Enabled, Auto (for 2Gbps, 4Gbps, and 8Gbps
SANSs), and Target Attribute. If the Target attribute is set incorrectly (i.e. it was used for
another option) then refer to:

Normal FC Host Port: Target

External: Universal Volume Manger

Initiator: TrueCopy and HUR Communication Link
RCU Target: TrueCopy and HUR Communication Link

17.12 RAID (Parity) Group Definition

Creating RAID groups is a CE activity. RAID groups (also called parity groups) are created and
organized throughout the array by “box” designations. Each RAID group is numbered according
to its box number followed by the order of the RAID Group creation.

17.13 LUSE Volumes

LUSE volumes are concatenated sets of volumes that are presented as a single volume to the
host. These volumes are used to create larger than normal volumes or to pull together smaller
pieces of unused disk to make a useable volume.

LUSE Volumes are not compatible with Thin provisioning and are therefore not recommended for
use at Citi.

17.14 Disk Shredding

To fully destroy the data contents of logical volumes use the volume shredding function. The
shredding function will perform a write operation on any LDEVs with unspecified data with
specified number of times.

Volume Shredder is part of resource manager bundle it is a Virtual LVI/LUN function. Its API can
be called by other functions such as Tiered Storage Manager CLI. Volume shredder overwrites
all of the data on the volume with dummy data. The default is to overwrite three times, which is
the minimum that is recommended. If you define the settings, you can overwrite the data up to
eight times.

Note: You cannot perform volume shredder on the following types of volumes:
e Pool volumes
e Journal volumes

The time required for a shredding operation is influenced by I/0 load, but can be estimated by the
following formula:

RAID 1
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0.9 * volume capacity [GB] * number of times data is overwritten = number of seconds required

RAID 5 (7D+1P)
0.3 * volume capacity [GB] * number of times data is overwritten = number of seconds required

17.15 Reuse of LUNs (Deleting LUNs from Host for Future Re-

Allocation)
This procedure preserves the LDEV ID such that it can be reused with other hosts without
recreating a new LUN with the old ID. You can either format the LUNs or Shred them. Shredding
is preferred for security purposes, but takes more time to execute.

17.15.1 Reuse of LUNs: Procedures for Storage Navigator:
1. Login to the VSP Array SN via HCS (Element Manager)
2. Got to the Ports/Host Groups, select the Host Group, and then select the LUNS to be
removed from the host. Under More Actions, select Delete LUN Paths.
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a. As an optional for unallocation (Deleting LUN Paths), you can select to shred the
LDEVs as a part of the task. This will perform a shred and ZPR to reclaim all of
the used pages. This will preserve the LDEV id. Shredding takes longer than a
format, but this option makes it very easy from the GUI. The
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blocking/format/ZPR steps below are not needed if you Shred the LUNs.  You
will need to select the Delete all defined LUN paths to above LDEVs checkbox to
be able to Shred the LDEVs. Otherwise, you will only be able to select the Finish
button. If you do not want to Shred the LDEVSs, then select Finish (and then
Apply) and proceed to step 3.
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b. Select Next. You will get a warning message about “Shred LDEVs”. You can
modify the Shredding Data pattern (00 FF 00 is the default and current Citi
standard). Select Finish (then Apply). Once the task has completed, you can
reallocate the LDEV.
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3. Block the LDEVs

4. Format the LDEVs (There will no longer be data on the LDEV, but the used pages have
not been released from the pool).

5. Reclaim Zero Pages (all or nearly all of the pages will be released back to the pool). The
LDEV will be unblocked after ZPR has completed such that the LUN can be allocated to
another host.

6.

You can also unallocate the LUN, and then at a later time, Shred the LDEV (under More

Options after selecting specific LDEVs in Logical Devices) to skip the block/format/ZPR
steps. This may take a little more time to execute, but has fewer steps.
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17.15.2 Reuse of LUNS: Procedures for RAIDCOM:
1. Start the horcm instance and export the HORCMINST variable. Login to the array
(raidcom —login).

2. Remove the LDEVs from the host groups (can identify host group by name or id; id used
here for simplicity)

3. Block the LDEVs

4. Format the LDEVs

5. Reclaim Zero Pages (ZPR)

raidcom delete lun —port CL1-A-1 —Idev_id 0x3500
raidcom delete lun —port CL2-A-1 —Idev_id 0x3500

raidcom modify Idev —status blk —ldev_id 0x3500

17.16 Displaying WWNSs Login (List Logins Function)
To determine what WWNs have logged into the array, go to Ports/Host Groups. Select the “Login
WWNSs” tab and a list of recently logged in WWNs is displayed.
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raidcom modify Idev —initialize —Idev_id 0x3500 —operation fmt

raidcom modify Idev —Idev_id 0x3500 —status discard_zero_page
6. The LDEV can be allocated to another host.
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To show if the WWNs status of being logged in or logged out, select the “View Login WWN

Status” button at the bottom of the screen.

"& View Login WWN Status

VView Login WWN Status

"

2« Login WWNs

K Filter ) ON (s OFF

Port ID HBA WWHN Loens
Name

cL1-A 10000000C92FSCAF

CLi-A 10000000C937F4E2 sangsS_A

cL1-A 10000000C937FEDC

cL1-A 10000000C9388083

cL1-A 10000000CSZAD1EE

cL1-A 10000000C93DD604 sangs1

CL1-A 10000000C9423720 sangs1Z..

cL1-A 10000000C942EF92

cLi-A 10000000CS468CFD sangs3

cL1-A 10000000CI4CAESE

cLi-A 10000000CS517FFS

CL1-A 10000000C9530740 c14-pS6...

CL1-A 10000000C957D81E

CL1-A 10000000C957DBAA

cL1-A 10000000CS59CATF

Total: 135

Host Group Name

sangs6 (04)
sangs9 (0A)
scctestOlms (03)
ecctest0das (21)
sangs10 (09)
sangs1 (01)
sangs13 (0D)
sangs4 (08)
sangsz (08)
namgdsel14 (02)
sangsit (16)
£14-p560-viocl...
£52200000 (17)
gdsevmsrv02 (...

gdsevmsrvOL (...

Options w |E| |E| T

Status

Logged Out
Logged In
Logged In
Logged In
Logged In
Logged In
Logged In
Logged In
Logged In
Logged In
Logged In
Logged Out
Logged In
Logged In

Logged Out

[»]]

x|

o J

Alternatively, you can obtain this same information via the RAIDCOM CLI.

>raidcom get port -port CL2-A -IHO

PORT LOGIN_WWN
CL2-A  10000000c9392531
CL2-A 10000000c938f1f1
CL2-A 10000000c937faaf
CL2-A 10000000c9423972
CL2-A 10000000c9872367
CL2-A c0507602cbef002c

Serial# -

210060
210060
210060

210060

210060
210060
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CL2-A 10000000c9ee5ea? 210060 -
CL2-A  10000000c95c6233 210060 -
CL2-A c0507602cbef002e 210060 -

CL2-A 10000000c9e53295 210060 -

(This example is for a specific port, but you could leave out the port value and it will display for all
ports).

For more details on how to setup and use RAIDCOM, refer to:

https://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/Tagmastore/CS
BE-11097-SG.pdf

18 Appendix D: CLI for HCS (HDvM CLI)

CLI (Command Line Interface) is the component of HCS (Device Manager) installed on an open
systems host to enable command line functions. CLI allows you to control the configuration and
storage allocation changes to the USP array from a scripting based interface.

18.1 HiCommand CLI Setup (Solaris)

Install the Solaris package for HDS Device Manager CLI
The software will be placed in:
/opt/HiCommandCLlI (or /export/opt/HiCommandCLl)

18.2 HiCommand CLI Setup (Windows)
Install the Windows Package for HDS Device Manager CLI.

18.3 Secure Option
To avoid the transmission of a clear text password, use the —s (or —secure) option when invoking
the command line. This must be configured after SSL has been configured for the server.

18.4 Secure Password Prompting (Using JRE 1.6 or later)
To get the CLI to ask for the password in a secure way, JRE 1.6 or later needs to be installed on
the CLI client machine.

Note: the HDVM server JRE version does not affect this feature, only the client.

The 1.6 JRE package will require the manual add of the /opt/jre/1.6.0_16/bin directory to the
$PATH variable in your profile. Remove any previous JRE versions from $PATH. You may also
need to delete a symbolic link that points to the wrong version (or nonexistent directory) in /bin or
/usr/bin. Running “whence java” should find the first instance of java following your path.
Running “java —version” should tell you the current version.

JRE version must be specified if the default JRE is a previous version is below version 1.6 and
the path modification is not desirable. Two lines can be added to the HicommandCLl.sh script
specifying this JRE version if changing the $PATH variable is not desirable:
HDVM_CLI_JRE_PATH=/opt/jre/1.6.0_16/bin
export HDVM_CLI_JRE_PATH
If this modification is implemented, it will have to be repeated with every subsequent upgrade.

Example of password prompting with JRE = 1.6.0_16
C:\HiCommandCLI>hicommandcli getstoragearray -u system
Password required; Password:

RESPONSE:
An instance of StorageArray
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objectiID=ARRAY.R600.10102
name=USP_V@10.40.53.25
description=USP_V (10102) at 10.40.53.25
serialNumber=10102

arrayFamily=R600

Example of password prompting with JRE =1.6.0 16

[Z/opt/HDwvMcli]
sangs6# HiCommandCL1 GetStorageArray -u gj06529
Password required; Password:
RESPONSE:
An instance of StorageArray
objectID=ARRAY .R600.10102
name=HDS10102_USPV
description=USP_V (10102) at 10.40.53.25

18.5 Properties File

Command line parameters can be added to the properties file to prevent them from being entered
at every command. The properties file is in the directory where the package was installed. The
file name is:

/export/opt/HiCommandCLI/HiCommandCLI.properties

Set the HDvM (HiCommand Device Manager) URL location in the properties file as the example
output indicates

# set the server url
#HiCommandCLlI.serverurl=http://localhost:1963/service
HiCommandCLl.serverurl=http://emcsrv07:2001/service
#HiCommandCLlI.serverurl=https://emcsrv07:2443/service

#HH## OPTIONS ##H

#user=khalsa
#user=system

# password can be provided directly, or from a password file
#password=
#password=@D:\\HiCommand\\.passwd

# provide a copy of the raw xml request & response in MessageTrace.log file
#messagetrace=true

#i### COMMAND PARAMETERS ####

# set the Array model, for commands that use this parameter

model=USP
serialnum=10192

Since the CLI client system is likely a shared system, do not use the “user” entry in the properties
file. Instead, specify the username with the —u username option. Specify the password with the —
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p password option. It is suggested that for scripting, the username and password are passed to
the script using variables rather than hard coding these values into the scripts.

Set the model number and serial number of the array in this file as well.

18.5.1 Using properties file to store read-only username/password

If you use the properties file to store a read-only username/password, then you can avoid the
additional parameters on the command line. However, when you wish to use a modify-capable
userid, you will have to remove the password from the properties file or you will get the following
error:

C:\HiCommandCLI>Hicommandcli getstoragearray -u system
Error performing command: KAIC90084-E Server returned the following HTTP Respons
e: "HTTP/1.0 401 Unauthorized"; no additional information available

This can be avoided by specifying the username and password on the command, but that will put
the modify username and password on the screen in clear text. If Powerbroker is used, PB will
capture this full command in its log.

CSBE recommendation: Do not use a read-only username/password in the properties file.
Provide the username on the command. Wait for the secure password prompt (requires JRE 1.6
or later). If using a properties file for read only username/password is strongly desired, then use
a different file when running modify commands (i.e. copy \HiCommandCLlI or /opt/HiCommandCLI
to a different directory and rename the executable to select the different paths).

18.6 CLI Structure

The structure of CLI is as follows:

HiCommandCLlI {server-url} {server-command} [options] [parameters]

Available Commands:
AddStorageArray
GetStorageArray
DeleteStorageArray
AddLunScan
AddLogicalGroup
DeleteLogicalGroup
ModifyLogicalGroup
GetlLogicalGroup
AddObjectForLogicalGroup
DeleteObjectForLogicalGroup
AddLunGroup
ModifyLunGroup
AddWWNForLUNGroup
DeleteWWNForLUNGroup
AddWWNGroup
ModifyWWNGroup
DeleteLunGroup
AddLun
DeleteLun
AddHostStorageDomain
DeleteHostStorageDomain
AddWWNForLun
DeleteWWNForLun

HDS VSP/HUS-VM Solutions Guide 159
For Citi Internal Use Only




AddWWNForHostStorageDomain
DeleteWWNForHostStorageDomain
DeleteWwn
DeleteWwnGroup
AddHost

DeleteHost

ModifyHost

GetHost
AddHostRefresh
AddHostInfo
DeleteHostInfo
ModifyHostInfo
GetHostInfo
GetServerinfo
GetLogFile
ModifyDebugLevel
GetDebugLevel
GetAlerts

DeleteAlerts
AddArrayGroup
DeleteArrayGroup
AddLogicalUnit
DeleteLogicalUnit
ModifyLogicalUnit
FormatLU
AddSpareDrive
DeleteSpareDrive
ModifyPort
ModifyPortController
AddURLLink
DeleteURLLink
GetURLLink
RefreshStorageArrays
AddLUSE

DeleteLUSE
AddReplication
DeleteReplication
ModifyReplication
AddConfigFileForReplication
GetReplicationControllerPair
AddArrayReservation
ModifyArrayReservation
DeleteArrayReservation
GetArrayReservation

Options:
-u {userid} or --user {userid}

-p {password} or --password {password}
-S or --secure

-i {filename} or --input {filename}

-0 {filename} or --output {filename}
-b {filename} or —batch {filename}

-t or --messagetrace
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login user ID for Hi-Command Server

login password for HiCommand Server
presence indicates secure connection (https)
take input from the specified file,

which must contain the complete xml
request

send output to the specified file,

instead of the console

specify the batch file, and execute the batch

record raw XML request and response
in MessageTrace.log file
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18.7 Host Modes
Set operating system specific options is similar to the GUI, but you must know the command text.

WARNING: Changing host group mode options on the USP and USPV subsystems that are
already installed and configured is disruptive and requires the server to be rebooted.

For a list of the valid supported host modes, see Storage Host Setup (Host Modes).

Example Configurations

*  HP-UX
— Hostmode="HP”
— Hostoption=12

e Solaris
— Hostmode="Solaris”

18.8 Array Discovery

After a new install of HDvM, the array(s) must first be discovered in order to manage them. This
step is not necessay if the array has already been configured in Device Manager. To discover
the array, the following must be known, the IP address of the array, the userid and password that
is required for Storage Navigator and the array type.

HCLIl.sh AddStorageArray ipaddress=192.168.94.101 family=USP userid=demolab
arraypasswd=demolab

RESPONSE:

An instance of StorageArray
objectID=ARRAY.USP.10192
name=10192
description=USP (10192) at 192.168.94.101
serialNumber=10192
arrayFamily=USP
arrayType=USP
microcodeVersion=50-03-98/00
agentVersion=04_03_10
productName=RAID500
controllerVersion=50-03-99-00/00
numberOfControllers=2
capacityinGB=4,319
cachelnMB=16,384
sharedMemorylnMB=-1
numberOfSpareDrives=-1
freeCapacityinGB=3,821
allocatedCapacitylnGB=497
hihsmCapacityinGB=0
onDemandCapacitylnGB=0
totalFreeSpacelnGB=623
largestFreeSpacelnGB=203
capacityinkB=4,529,375,808
freeCapacityinkB=4,007,614,848
allocatedCapacitylnKkB=521,760,960
hihsmCapacityinKB=0
onDemandCapacitylnKB=0
totalFreeSpacelnKB=653,520,896
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largestFreeSpacelnKB=213,679,104
multipathSupport=1
securityStatus=2
sequenceNumber=10192
displayArrayFamily=USP
displayArray Type=USP
numberOfLUs=261
numberOfAllocatedLUs=24
numberOfUnallocatedLUs=237
slprStatus=0

The response provides quite a bit of information about the array, such as the number of devices,
firmware version, number of unallocated devices, number of allocated devices, subsystem serial
number, array type, etc.

18.9 Adding LUNS

Once the array has been added, the CLI can now be used to add LDEVs to storage ports on the
array.

1. Find free devices

2. Determine which ports will be used and find the corresponding port IDs
3. Add to existing Host Storage Domain

4. Add LDEVs to ports

1. Find free devices
We need to first determine which devices or “free” or unallocated. Unallocated in this case
means not attached to a port.

Note: The example command uses the filter of free to display unallocated devices. The *- -
output” option allows you to save the output to a file.

HCLI.sh GetStorageArray —output freelist subtarget=LogicalUnit Iufilter=Free

RESPONSE:

An instance of StorageArray
objectID=ARRAY.USP.10192
name=10192
description=USP (10192) at 192.168.94.101
serialNumber=10192
arrayFamily=USP
arrayType=USP
microcodeVersion=50-03-98/00
agentVersion=04_03_10
productName=RAID500
controllerVersion=50-03-99-00/00
numberOfControllers=2
capacityinGB=4,319
cachelnMB=16,384
sharedMemorylnMB=-1
numberOfSpareDrives=-1
freeCapacityinGB=3,821
allocatedCapacitylnGB=497
hihsmCapacityinGB=0
onDemandCapacitylnGB=0
totalFreeSpacelnGB=623
largestFreeSpacelnGB=203
capacityinkB=4,529,375,808
freeCapacitylnkB=4,007,614,848

HDS VSP/HUS-VM Solutions Guide 162
For Citi Internal Use Only



allocatedCapacitylnkB=521,760,960
hihsmCapacityinKB=0
onDemandCapacitylnKB=0
totalFreeSpacelnKB=653,520,896
largestFreeSpacelnKB=213,679,104
multipathSupport=1
securityStatus=2
sequenceNumber=10192
displayArrayFamily=USP
displayArrayType=USP
numberOfLUs=261
numberOfAllocatedLUs=24
numberOfUnallocatedLUs=237
slprStatus=0

List of 237 Lu elements:

An instance of LogicalUnit
objectlID=LU.USP.10192.10
devNum=10
emulation=OPEN-V
devCount=1
devType=
capacityinkB=33,554,880
path=false
commandDevice=false
commandDeviceSecurity=false
chassis=1
arrayGroup=54
raidType=RAID5(7D+1P)
currentPortController=-1
defaultPortController=-1
isComposite=0
trueCopyVolumeType=Simplex
shadowIlmageVolumeType=Simplex
quickShadowVolumeType=Simplex
universalReplicatorVolumeType=Simplex
sysVolFlag=0
externalVolume=0
differentialManagement=false

An instance of LogicalUnit
objectID=LU.USP.10192.1028
devNum=1,028
emulation=OPEN-V
devCount=1
devType=
capacityinkB=33,554,880
path=false
commandDevice=false
commandDeviceSecurity=false
chassis=3
arrayGroup=18
raidType=RAID1(2D+2D)
currentPortController=-1
defaultPortController=-1
isComposite=0
trueCopyVolumeType=Simplex
shadowlmageVolumeType=Simplex
quickShadowVolumeType=Simplex
universalReplicatorVolumeType=Simplex
sysVolFlag=0
externalVolume=0
differentialManagement=false
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The first block of information is information regarding the array. What you want from the output is
the LDEV number (devNum) and possibly the capacity. To keep things simple, we will add this
device as shown below

devNum=16
capacitylnkB=61,088,640

In the above example, the first available device address is 19 and it is approximately 61 GB.
Note that these device addresses are decimal values. The values are represented in
Hexidecimal within the Storage Navigator interface.

2. Determine ports

Use the following command to determine the portIDs of the ports for use. In this example, the
device address 19 will be added to port 1B and 2B. In order to specify these commands when
adding LUNSs, the portIDs must be determined. By issuing the following:

HCLI.sh GetStorageArray --output hsd.log subtarget=HostStorageDomain
Simplified excerpt from response:

An instance of HostStorageDomain
objectiD=HSDOMAIN.HDS9970V.20414.1.0
portiID=1
domainlD=0
hostMode=AIX
displayName=CL1-B-0
nickname=Prod

An instance of HostStorageDomain
objectiD=HSDOMAIN.HDS9970V.20414.17.1
portlD=17
domainiD=1
hostMode=Solaris
displayName=CL2-B-1

The responses are usually quite lengthy, however UNIX shell commands can be used like, grep
and awk to filter specific information from these files

As the above example shows, the CL1-B has a corresponding port ID of 1 and CL2-B shows a
port ID of 17.

3. Add the new LUN to a HSD

Add LUNSs by issuing the following command:

HCLI.sh AddLun --output addpath.log port=17 domain=1 lun=0 devhum=16
HCLI.sh AddLun --output addpath.log port=1 domain=1 lun=0 devhum=16

The above command will add device number 16 to domain 1 with a Lun number of 0. This device
will be added to both paths; 1B and 2B and assigned to Lun number O.

Now that the Lun has been allocated, the administrator may want to create and add this Lun to a
logical group for management purposes. HDvM enables you to create a hierarchical structure for
collectively grouping storage based on applications, functions, etc.
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For example, an administrator may desire to have a logical group called IT Infrastructure named

for a departmental group within the company. He may then want to add all servers for this “IT
Infrastructure” that house storage to this group and further divide them by platform type. The

below text illustrates the scenario.

IT Infrastructure > Windows> ServerA’s storage
ServerB’s storage

Solaris> ServerC's storage

AlX> ServerD’s storage

With such a scenario, a storage administrator can group servers/storage according to company

departments, or functions and track the amount of storage being used for each department or

group. For additional details on Logical Groups, reference the HDvM (HiCommand Device
Manager) Web Client User’s Guide.

In order to create the structure illustrated above with the HDvM CLI, Add top level logical group

by doing the following:

HCLI.sh AddLogicalGroup groupname=ITinfrastructure iconfile=group_0.gif

RESPONSE:

An instance of LogicalGroup
objectiD=GROUP.1
name=ITinfrastructure
logicalPath=ITinfrastructure
icon=group_0.gif
capacity=0
capacityinkB=0
realCapacitylnKB=0
percentUsed=0
numberOfLUNs=0

HCLI.sh AddLogicalGroup groupname=solaris iconfile=group_0.gif

RESPONSE:

An instance of LogicalGroup
objectID=GROUP.3
name=solaris
parentiD=GROUP.1
logicalPath=ITinfrastructure/solaris
icon=group_0.gif
capacity=0
capacityinkB=0
realCapacitylnKB=0
percentUsed=0
numberOfLUNs=0

Add storage to the “Solaris” group as follows. Solaris group will be converted from a logical group

to a storage group:

HCLI.sh AddobjectForLogicalGroup objectiD=GROUP.3
groupelement=PATH.HDS9970V.20414.17.1.16

Other Useful Commands:
Provide information about all paths that have LUNs assigned to them:
HCLI.sh GetStorageArray --output path subtarget=Path

Provides information about a given port, i.e., topology, hostmode, etc.
HCLI.sh GetStorageArray --output port subtarget=Port
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Provides information pertaining to logical units. Can be filtered to display specific about the LUN,
like free or allocated
HCLI.sh GetStorageArray --output Lun subtarget=LogicalUnit lufilter=FREE

18.10 CLI Example Use Case
The following use case is a typical scenario that one would follow in allocating LUNS to a host via
the DM CLI:
e Add a Storage Array to HDvM Server. Adding an array via the CLI requires an ip
address and username by which to access the array.

hc.bat addstoragearray ipaddress=172.16.100.1 family=USP userid=root

RESPONSE:

An instance of StorageArray
objectID=ARRAY.USP.14053
name=USP@172.16.100.1
description=USP (14053) at 172.16.100.1
serialNumber=14053
arrayFamily=USP
arrayType=USP
microcodeVersion=50-04-01/00
agentVersion=04_05_00
productName=RAID500
controllerVersion=50-04-01-00/00
numberOfControllers=1
capacitylnGB=5,096
cachelnMB=32,768
sharedMemoryIinMB=-1
numberOfSpareDrives=-1
freeCapacityinGB=2,682
allocatedCapacitylnGB=2,390
hihsmCapacitylnGB=22
onDemandCapacityInGB=0
totalFreeSpacelnGB=873
largestFreeSpacelnGB=499
capacitylnKB=5,343,728,320
freeCapacityinkB=2,812,868,240
allocatedCapacitylInKB=2,507,059,040
hihsmCapacitylnKB=23,801,040
onDemandCapacityInKB=0
totalFreeSpacelnKB=916,350,304
largestFreeSpacelnKB=523,783,680
multipathSupport=1
securityStatus=2
sequenceNumber=14053
displayArrayFamily=USP
displayArrayType=USP
numberOfLUs=1,547
numberOfAllocatedLUs=818
numberOfUnallocatedLUs=729
slprStatus=0
openTotalCapacity=5,343,728,320
openAllocatedCapacity=2,507,059,040
openFreeCapacity=2,812,868,240
openHiHsmCapacity=23,801,040
openOnDemandCapacity=0
imTotalCapacity=0
imAllocatedCapacity=0
imFreeCapacity=0
imHiHsmCapacity=0
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imOnDemandCapacity=0
mfTotalCapacity=0
mfHiHsm Capacity=0
mfOnDemandCapacity=0
mfAllocatedCapacity=0
mfUnallocatedCapacity=0
numberOfOpenAllocatedLUs=818
numberOfOpenUnallocatedLUs=729
numberOfimAllocatedLUs=0
numberOfimUnallocatedLUs=0
numberOfMfLDEVs=0
numberOfAllocatedMfLDEVs=0
numberOfUnallocatedMfLDEVs=0
productCode=2
List of 1 CommParameters elements:
An instance of CommParameters
userlD=root
userPassword=root
ipAddress=172.16.100.1

e Create a Solaris Host

hc.bat addhost hostname="citigroup01.citi.com" ipaddress="10.15.7.126"
wwnlist="21.00.00.E0.8B.0D.B8.D3,21.00.00.E0.8B.12.4A.BB"

RESPONSE:

An instance of Host
objectID=HOST.7
name=citigroup01.citi.com
ipAddress=10.15.7.126
capacitylnKB=0
hostType=-1

e Find Available LUNs

hc.bat getstoragearray model=USP serialnum=14053 subtarget=logicalunit lufilter=free lusubinfo=LDEV -0
free_lun

edited

An instance of LogicalUnit
objectlD=LU.USP.14053.4096
devNum=4,096
displayName=10:00
emulation=OPEN-V
devCount=1
devType=
capacitylnKkB=36,375,360
path=false
commandDevice=false
commandDeviceSecurity=false
chassis=1
arrayGroup=0
raidType=RAID5(7D+1P)
currentPortController=-1
defaultPortController=-1
isComposite=0
trueCopyVolumeType=Simplex
shadowlmageVolumeType=Simplex
quickShadowVolumeType=Simplex
universalReplicatorVolumeType=Simplex
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e Find HSD in use on Ports. Examine port 5 CL3B to find HSD in use.

hc.bat getstoragearray subtarget=Port port=5 model=USP serialnum=14053
portsubinfo=Hoststoragedomain

List of 1 Port elements:

An instance of Port
objectiD=PORT.USP.14053.5
serialNumber=14053
arrayType=USP
portID=5
portType=Fibre
fibreAddress=EOQ
topology=Fabric(off), FC-AL
displayName=CL3-B
lunSecurityEnabled=true
controllerID=1
worldWidePortName=50.06.0E.80.04.36.E5.21
channelSpeed=0
portRole=Target
slprNumber=0
List of 2 HostStorageDomain elements:

An instance of HostStorageDomain
objectiD=HSDOMAIN.USP.14053.5.0
portID=5
domainiD=0
hostMode=Standard
hostModeOption=13
displayName=CL3-B-0
nickname=3B-G00

An instance of HostStorageDomain
objectiD=HSDOMAIN.USP.14053.5.1
portID=5
domainiD=1
hostMode=Standard
hostModeOption=
displayName=CL3-B-1
nickname=HCMDO0500

Examine port 133 CL4-B to find HSD in use.

hc.bat getstoragearray subtarget=Port port=133 model=USP serialnum=14053
portsubinfo=Hoststoragedomain

List of 1 Port elements:

An instance of Port
objectiD=PORT.USP.14053.133
serialNumber=14053
arrayType=USP
portiD=133
portType=Fibre
fibreAddress=C7
topology=Fabric(on), Point-to-Paint
displayName=CL4-B
lunSecurityEnabled=true
controllerID=9
worldWidePortName=50.06.0E.80.04.36.E5.31
channelSpeed=0
portRole=Target
slprNumber=0
List of 1 HostStorageDomain elements:
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An instance of HostStorageDomain
objectID=HSDOMAIN.USP.14053.133.0
portiD=133
domainlD=0
hostMode=Standard
hostModeOption=13
displayName=CL4-B-0
nickname=4B-G00

e Create new HDS for Solaris Server. Create HSD for port 5 CL3-B and port 133
CL4-B

hc.bat addhoststoragedomain serialnum=14053 port=5 domain=2 nickname="citigroup01-3B"
hostmode="Solaris”

List of 1 HostStorageDomain elements:
An instance of HostStorageDomain

objectiD=HSDOMAIN.USP.14053.5.2
portID=5
domainID=2
hostMode=Solaris
displayName=CL3-B-2
nickname=citigroup01-3B

hc.bat addhoststoragedomain serialnum=14053 port=133 domain=1 nickname="citigroup01-4B"
hostmode="Solaris"

List of 1 HostStorageDomain elements:

An instance of HostStorageDomain
objectiD=HSDOMAIN.USP.14053.133.1
portiD=133
domainiD=1
hostMode=Solaris
displayName=CL4-B-1
nickname=citigroup01-4B

e Add WWN and LUN to HSD that was defined.

hc.bat addwwnforhoststoragedomain domain=1 port=133 wwn="21.00.00.E0.8B.12.4A.BB"
serialnum=14053

List of 1 HostStorageDomain elements:
An instance of HostStorageDomain
objectiD=HSDOMAIN.USP.14053.133.1
portiD=133
domainiD=1
hostMode=Solaris
displayName=CL4-B-1
nickname=citigroup01-4B
List of 1 WWN elements:
An instance of WWN
WWN=21.00.00.E0.8B.12.4A.BB

hc.bat addwwnforhoststoragedomain domain=2 port=5 wwn="21.00.00.E0.8B.0D.B8.D3" serialnum=14053

List of 1 HostStorageDomain elements:
An instance of HostStorageDomain
objectiD=HSDOMAIN.USP.14053.5.2
portID=5
domainiD=2
hostMode=Solaris
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displayName=CL3-B-2
nickname=citigroup01-3B
List of 1 WWN elements:
An instance of WWN
WWN=21.00.00.E0.8B.0D.B8.D3

Add LU 4096 to HSD on port 5, 133

hc.bat addlun serialnum=14053 model=USP port=5 domain=2 lun=000 devhum=4096

List of 1 Path elements:

An instance of Path
objectID=PATH.USP.14053.5.2.4096
devNum=4,096
portlD=5
domainiD=2
scsilD=15
LUN=0
wwnSecurityValidity=true

hc.bat addlun serialnum=14053 model=USP port=133 domain=1 lun=000 devhum=4096

List of 1 Path elements:

An instance of Path
objectiID=PATH.USP.14053.133.1.4096
devNum=4,096
portiD=133
domainiD=1
scsilD=15
LUN=0

wwhnSecurityValidity=true

e Create Logical Groups and Assign Host/Paths to Logical Groups
Create Logical Group Hierachy

hc.bat addlogicalgroup groupname=Warren iconfile=group_0.gif

RESPONSE:

An instance of LogicalGroup
objectiD=GROUP.1
name=Warren
logicalPath=Warren
icon=group_0.gif
capacity=0
capacitylInKB=0
realCapacityInKB=0
percentUsed=0
numberOfLUNs=0

hc.bat addlogicalgroup groupname="citigroup01.citi.com" iconfile=group_0.gif parent=GROUP.1

RESPONSE:

An instance of LogicalGroup
objectiD=GROUP.2
name=citigroup01.citi.com
parentiD=GROUP.1
logicalPath=Warren/citigroup0O1.citi.com
icon=group_0.gif
capacity=0
capacitylnKB=0
realCapacityInKB=0
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percentUsed=0
numberOfLUNs=0

Add all host and path to logical group.

hc.bat addobjectforlogicalgroup

objectid=GROUP.2groupelements="HOST.7,PATH.USP.14053.5.2.4096,PATH.USP.14053.133.1.4096"

RESPONSE:

An instance of LogicalGroup
objectiD=GROUP.2
name=citigroup01.citi.com
parentiD=GROUP.1
logicalPath=Warren/citigroupO1.citi.com
icon=group_0.gif
capacity=69
capacitylInKB=72,750,720
realCapacityInKB=36,375,360
percentUsed=0
numberOfLUNs=2
List of 3 GroupElement elements:

An instance of Host
objectID=HOST.7
name=citigroup01.citi.com
ipAddress=10.15.7.126
capacityinkB=36,375,360
hostType=-1

An instance of Path
objectiID=PATH.USP.14053.5.2.4096
devNum=4,096
portID=5
domainID=2
scsilD=15
LUN=0
wwnSecurityValidity=true

An instance of Path
objectiID=PATH.USP.14053.133.1.4096
devNum=4,096
portiD=133
domainiD=1
scsilD=15
LUN=0
wwnSecurityValidity=true
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19 Appendix E: Command Control Interface / Shadowlmage

CCI (Command Control Interface) is the component of Shadowlmage installed on an Open
Systems host to enable command line functions. CCI in conjunction with Shadowlmage allows
you to control internal array replication operations from the host enabling the use of scripting on
the Open Systems host to automate Shadowlmage tasks.

Warning: Never send standard write 1/0 to a command device. It is not intended to be used as a
storage device.

With previous versions of this document there was a restriction of the use of CCl to storage
administrators. This was due to some security limitations of the product. HDS now supports
additional security based on the SM security bit. Subsequently, CCl can be used by application
servers to control Shadow Image.

19.1 CCI Security

To turn on security, the CM Security Bit should be turned on (right click command device and
select security on). With this bit set to 1, only LDEVS within the same host group as the
command device can be managed by the server with its WWNSs associated with the Host Group.

19.2 HORCM Files
HORCM stands for Hitachi Open Remote Copy Manager. These are the configuration files that
are used to control the copies of LDEVS internally to an array (Shadow Image) or externally (True

Copy).

The configuration files, /etc/horcm0.conf, and /etc/horcml.conf control the operation of each CCI
instance. Two instances are configured to control each half of the pairs. Each instance reads its
configuration file at startup. If changes are made, these will become active only if the instances
have been restarted after the changes have been made. Itis recommended that instances be
shutdown while changes are made.

There are four main sections of the configuration file. The components of the configuration file
are HORCM_MON, HORCM_CMD, HORCM_DEV, and HORCM_INST.

19.2.1 HORCM_MON
Describes the IP address, port number, and the paired volume error-monitoring interval of the
local host. The following parameters are defined in the HORCM_MON section.

e ip_address: The IP address used by the local host.

e Service: The port name assigned to the CCI service, (registered in the /etc/services

file). The port number may be used.
e Poll: The interval for monitoring the paired volumes.
e timeout: The time-out period of communication with the remote server.

19.2.2 HORCM_CMD

Describes the device path of the command device of the USP. The command device must be
mapped to the SCSI interface using the SVP or the remote console LUN Manager software. Use
the “command device” option in LUN manager of Storage navigator to identify the command
device. Multiple command devices can be defined allowing a second command device to take
over should the initial device fail.

Never attempt to use the command device as a storage device after it has been designated as a
command device.
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19.2.3 HORCM_DEV

Describes the addresses in the USP of the physical volumes corresponding to the paired logical
volume names. Each group name must have a unique name. Each device must also have a
unique name. Care must be taken to ensure the correct Port Numbers are used. There is no
checking to verify that a host interface corresponds to the USP port. The following parameters
are defined in the HORCM_DEYV parameter:

e dev_group: Names a group of paired logical volumes. A command is executed for all
corresponding volumes according to this group name.

e dev_name: Unique name that controls the paired logical volume within a group.

e Port #: Describes the port number of the volume on the USP, which corresponds to the
dev_name volume. The port described is the SCSI or fibre port sending or receiving
remote copy information.

e target ID: Describes the SCSI target ID number of the physical volume on the port
specified in the port # parameter. When defined on a local host, this is the target ID for
the primary volume of a pair, and when defined on a remote host, this is the target ID for
the secondary volume of a pair.

e LU #: Describes the SCSI logical unit number (LU#) of the physical volume specified in
the target ID parameter.

e MU #: Describes the remote copy number (0 - 2) of Shadowlmage volumes. If this
number is omitted it is assumed to be zero.

19.2.4 HORCM_INST
Describes the network address (IP address) of the remote server (active or standby). It is used to
refer to or change the status of the paired volume in the remote server (active or standby). When
the primary volume is shared by two or more servers, there are two or more remote servers using
the secondary volume. Thus, it is necessary to describe the addresses of all the servers. The
following parameters are defined by the HORCM_INST parameter:
e dev_group: The name of the pair group shared by other CCI instances.
e ip_address: The network address of the remote server.
e service: The port name assigned to the CCI communication path (registered in the
letc/services file). If a port number is specified instead of a port name, the port number
will be used.

19.3 CCI Configuration Files

Configuration files must be edited after installing the CCI software. The default configuration file
is /etc/horcm.conf. The default /etc/horcm.conf was copied to /etc/horcmO.conf and
/etc/horcml.conf as there were two instances of horcm to be started on the CCI Server. Each
instance corresponds to the primary (source) and secondary (target) volumes in the USP. A
description of these files is provided below.

Sample Citi configuration files:
/etc/horcmO.conf

HORCM_MON

#ip_address service poll(10ms) timeout(10ms)

146.128.135.141 horcmO 1000 3000

#l For HORCM_CMD /

HORCM_CMD

#dev_name dev_name dev_name

/dev/rdsk/c3t0d0s2

#

#l For HORCM_DEV /
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HORCM_DEV

#dev_group dev_name port# TargetlD LU# MU#
#VG01 oradbl CL1-A 1 1

#VG02 oradb2 CL1-A 1 1 0

groupl groupl_devl CL1-A 0 14

groupl groupl_dev2 CL1-A 0 15
HORCM_INST

#dev_group ip_address service

groupl 146.128.135.141 horcm1

NOTES:

HORCM_MON-ip_address can be either the hostname or the IP address. If using the hostname,
the host name must be in either /etc/hosts or in the DNS server.

HORCM_CMD - This is the command device specified on the USP, there may be more
than one command device for redundancy.

HORCM_DEV - This configuration file is for the primary (source) volumes. Dev_names in a
configuration file have to be unique.

HORCM_INST - This indicates the other horcm instance that identifies the host where the
secondary (target) volumes reside.

/etc/horcml.conf

HORCM_MON

#ip_address service poll(10ms) timeout(10ms)
146.128.135.141 horcm1 1000 3000

#l For HORCM_CMD /
HORCM_CMD

#dev_name dev_name dev_name

/dev/rdsk/c3t0d0s2

#

#l For HORCM_DEV /
HORCM_DEV

#dev_group dev_name port# TargetlD LU# MU#
#VG01 oradbl CL1-A 1 1

#VG02 oradb2 CL1-A 1 1 0

groupl groupl_devl CL1-A 0 18

groupl groupl_dev2 CL1-A 0 19

HORCM_INST

#dev_group ip_address service

groupl 146.128.135.141 horcmO

HORCM_MON-ip_address is the same as in the /etc/horcmO.conf. The service has been
changed.

HORCM_CMD - This is the same command device specified in the /etc/horcmO.conf.

HORCM_DEYV - This configuration file is for the secondary (target) volumes. Notice that the
dev_names in this config file, horcm1.conf, are the same as device names in horcmO.conf. The
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device names create the copy relationship between P-Vols and S-Vols. For example, the device
name “groupl_devl” tells Shadow Image that LUN 14 in horcmO.conf will be replicated to LUN 18
in horcm1.conf.

HORCM_INST - This indicates the other horcm instance that identifies the host where
primary (source) volumes.

After the configuration files are defined and rechecked, the HORCM instances must be started on
the CCI server. Any errors in the configuration files will prevent the horcm instances from
starting. Check the log files in /[HORCM/logx to find details for problem determination. Ensure
the environmental variables are set prior to starting the instances. It may be a good practice to
place the following variables in the .profile file.

19.4 Getting the LUN information

The LUN number and target ID must be determined for adding the primary LUNS to
/etc/horcm0O.conf and the secondary LUNS to /etc/horcml.conf. These numbers must be values
seen by the storage subsystem. To obtain the subsystem LUN numbers and target IDs, the
“raidscan” command should be run as follows:

#raidscan —p <port> <HostStorageDomain> —fx —CLI
#raidscan —p cl1-A 2 —fx —CLI

The above command does a “raidscan” on storage port 1A, Host Storage Domain 2. The HSD
would be the group that the storage admin defined the P-VOLs (Primary volumes) and S-VOLs
(Secondary Volumes) to. Column 5 from this output will give the LUN numbers managed by the
subsystem. The “raidscan” command can also be run without the “HSD” option. However the
“HSD” option enables you to filter for a specific group of LUNs. Without this option, all LUNs
attached to the port will be displayed. Details about “raidscan” are documented in the “Command
Control Interface User’s Guide”.

Ensure that each LUN added to for a given Shadowlmage group has the same dev_group
identifier in the first field of each line and a unique dev_name in the second field of each line in
the HORCM_DEYV section of the /etc/horcm0.conf and /etc/horcm.conf file.

CCl uses the dev_name of a device as defined the horcm.conf files to determine the pairing of
specific P-VOLs with specific S-VOLS within a Shadowlmage volume group. The dev_name field
for each device must be unique within /etc/horcm0.conf, and must be the same for a given pair in
on the CCI server in both /etc/horcmO and /etc/horcm1.conf files.

19.5 Starting the Instances
Begin by first setting the environment variables as follows:

export HORCMINST=0

The default, gives control to instance 0, which manages the primary volumes

export HORCC_MRCF=1

Specifies Shadowlimage, if not set CCI will expect commands that relate to TrueCopy.

Use the following command to start the instances:

#horcmstart.sh 01

This will start two daemons, one for each instance

Note: These instances are not set up to start automatically by default. In order to start them up
automatically, scripts will be required in /etc/init.d or run-level directories.
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Use the “pairdisplay” command to display the pairs prior to creating the pairs. These commands
can be run from either node in the cluster but cannot be run from both.

#pairdisplay —g groupl -fcx

Group PairVol(L/R) (Port#,TID, LU-M) ,Seqg#,LDEV#.P/S,Status, % ,P-LDEV#M
groupl groupl_devl(L) (CL1-A, 0, 14-0)10192 10b.SMPL --------- ----- -
groupl groupl_devl(R) (CL1-A, 0, 18-0)10192 133.SMPL ----,----- ----- -
groupl groupl_dev2(L) (CL1-A, 0, 15-0)10192 10d.SMPL --------- ----- -
groupl groupl_dev2(R) (CL1-A, 0, 19-0)10192 131.SMPL --------- ----- -

Notice the local (L) and remote (R) designations. Use this to verify the intended direction of the
copy process. The command to initiate the copy process is “paircreate”. This command with the
—vl option specifies that the direction in which to copy is from local to remote.

19.6 Starting Replication

When assured of the mapping, issue the following command to create a pair:

#paircreate —g groupl —vl

After issuing the paircreate command, the system prompt will return immediately. Use the
pairevtwait command to monitor pair creation or issue the pairdisplay command to view status.

#pairevtwait —g groupl —s pair —t 9999 &
_Or-
#pairdisplay —g groupl —fcx (the “fcx” option ‘c’ is for copy rate and ‘x’ displays LDEVs in hex)

Group PairVol(L/R) (Port#,TID, LU-M) ,Seq#,LDEV#.P/S,Status,%,P-LDEV# M
groupl groupl_devl(L)(CL1-A, 0, 14-0)10192 10b.P-VOL COPY,25 133 -
groupl groupl_devl(R)(CL1-A, 0, 18-0)10192 133.S-VOL COPY,25 10b -
groupl groupl_dev2(L)(CL1-A, 0, 15-0)10192 10d.P-VOL COPY,25 131 -
groupl groupl_dev2(R)(CL1-A, 0, 19-0)10192 131.S-VOL COPY,25 10d —

The above output shows that the P-VOLs (Primary volume) to S-VOLs (Secondary Volume) copy
rates are at 25%.

Once the volumes have been completely synchronized, the volumes will show a “pair” status.
This status can be viewed by issuing “pairdisplay”. The below example illustrates.

#pairdisplay —g groupl -fcx

Group PairVol(L/R)(Port#,TID, LU-M),Seq#,LDEV#.P/S,Status, % ,P-LDEV# M
groupl groupl_devl(L)(CL1-A, 0, 14-0)10192 10b.P-VOL PAIR, 88 133 -
groupl groupl devl(R)(CL1-A, 0, 18-0)10192 133.S-VOL PAIR, 88 10b -
groupl groupl_dev2(L)(CL1-A, 0, 15-0)10192 10d.P-VOL PAIR, 88 131 -
groupl groupl_dev2(R)(CL1-A, 0, 19-0)10192 131.S-VOL PAIR, 88 10d —

Preparing Secondary Volumes for Mounting
The following lists steps required to import the Shadowlmage copy of the disk group on each
node in the cluster.

1. Split the pairs:

#pairsplit —g groupl

2. Issue the pairdisplay command to check the status:
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#pairdisplay —g groupl -fcx

Group PairVol(L/R)(Port#,TID, LU-M),Seq#,LDEV#.P/S,Status,% ,P-LDEV# M
groupl groupl devl(L)(CL1-A, 0, 14-0)10192 10b.P-VOL PSUS,90 133 W
groupl groupl_devl(R)(CL1-A , 0, 18-0)10192 133.S-VOL SSUS,90 10b -
groupl groupl_dev2(L)(CL1-A, 0, 15-0)10192 10d.P-VOL PSUS,90 131 W
groupl groupl_dev2(R)(CL1-A, 0, 19-0)10192 131.S-VOL SSUS,90 10d —

Note: The pairs are suspended and the secondary (target) volumes are in read/write status.

Use UNIX mount command to mount the volumes on the target server. The target server is the
server attached to the S-VOLs (Secondary Volumes). If Veritas Volume Manager is used, the
volume group will need to be imported and then the volumes mounted.

Begin backups using backup utility
19.7 Resynchronizing Volumes

Resynchronize Shadowlmage volumes after backups have been completed. The
resynchronization does not have to take place immediately after the backups. The
resynchronization should start prior to the next backup cycle. Only the changes will be copied.
The display below shows the pairs in a “copy” state indicating that the changes are being
replicated to the S-VOLs (Secondary volume). Once the status shows “PAIR”, the S-VOLs
(Secondary Volume) have been replicated completely. A “pairsplit” can now be issued. This will
suspend the pairs. Pairs should only be suspended for mount after a “PAIR” status has been
reached.

#pairresync —g groupl
#pairdisplay —g group1 —fcx

Group PairVol(L/R)(Port#,TID,LU-M),Seq#,LDEV#.P/S,Status,%,P-LDEV# M
groupl groupl_devl(L)(CL1-A, 0,14-0)10192 10b.P-VOL COPY,88 133 -
groupl groupl_devl(R)(CL1-A , 0,18-0)10192 133.S-VOL COPY,88 10b -
groupl groupl_dev2(L)(CL1-A, 0,15-0)10192 10d.P-VOL COPY,88 131 -
groupl groupl_dev2(R)(CL1-A , 0,19-0)10192 131.S-VOL COPY,88 10d —

19.8 Deleting Pair Relationships

In order to delete pair relationships:

#pairsplit —S —g groupl
#pairdisplay —g group1 —fcx

Group PairVol(L/R)(Port#,TID,LU-M),Seq#,LDEV#.P/S,Status,%,P-LDEV# M
groupl groupl_devl(L)(CL1-A, 0,14-0)10192 10b.SMPL ----,----- ----- -
groupl groupl_devl(R)(CL1-A, 0,18-0 )10192 133.SMPL ----,----- ----- -
groupl groupl_dev2(L)(CL1-A, 0,15-0)10192 10d.SMPL ----,----- ----- -
groupl groupl_dev2(R)(CL1-A, 0,19-0)10192 131.SMPL ----,----- ----- -

Notice that the status of the pairs is now “SMPL”. This indicates that a pair relationship no longer
exists between the volumes. The data on the volumes do not change, but the replication no
longer takes place.
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20 Appendix F: Firewall Ports

The recommended configuration for the VSP is to have the SVPs located behind a firewall or

CEP. HDvM should reside on an SOE Wintel server on the corporate network. The CLI client for

HDvM should reside on a Linux or Solaris server. The HDvM server and the SN client will go
through the firewall to communicate with the SVPs. The following ports must be configured:

Device Manager to SVP TCP 1099

TCP 51099

TCP 21 FTP

TCP 51100
SVP to Device Manager TCP 2001 Physical View

UbDP 161 SNMP

UDP 162 SNMP

TCP 51099

TCP 51100

Does not go
Device Manager CLI TCP 2001 through firewall
User Does not go

CClI for Replication Config | through firewall
Storage Navigator to SVP TCP 80 HTTP

TCP 443 HTTPS

TCP 21 FTP

TCP 1099

TCP 51099

TCP 51100
HDS Support to SVP TCP 3389 MS-RDP
HDS Dial Home TCP 8080 Webproxy

TCP

UbDP 53 DNS
Audit Records to External Syslog Server UDP 514 Syslog
SVP to SNTP UDP 123 SNTP
SVP to ePO TCP 18080

TCP 18083

TCP 18085

TCP 8801
ePOto SVP TCP 18081

TCP 18082

TCP 18443 New Port
ESS/SNMP to SVP UbDP 161 SNMP
SVP to ESS/SNMP UbDP 162 SNMP
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21 Appendix G: Citi McAfee Virus Scan and ePO Agent

21.1 Installation of Anti-Virus Software

In order to use Citi approved virus scanning software on the SVP, any previously installed virus
scanning software must first be removed. The Citi packaged McAfee Virus Scan software and
ePO agent are then installed. The ePO agent will keep VirusScan up to date. The following
procedures require Administrator access to the SVP workstation and therefore should be
performed by HDS personnel.

Note: These procedures have been tested on both the Windows XP and the Windows Vista
variant of the SVP.

21.1.1 Prior To Beginning Installation
1. Firewall ports should be opened if there is a firewall between the SVPs and the
ePO server(s). These TCP ports include 18080, 18083, 18085, and 8801. The
ePO server(s) will need TCP ports 18081, 18082, and 18443 to communicate to
the SVPs. For a complete listing of firewall ports see Appendix F: Firewall Ports.

2. Obtain a SiteList.xml file that describes the local ePO server locations from
regional ePO / Virus Scan administrators. In recent versions of ePO, the sitelist
has been bundled with the FramePackage.exe. The ePO installation will require
this file to point the client to the correct ePO server. The Citi Host Security
Website has valuable information including the latest version information.
Regional Administrators can be found at the ePO Useful Information and
Contacts website. Obtain the files for a non-soe installation of Virus Scan 8.0i (for
example VSE85_Non-SOE.zip) from the Citi Host Security (Administrator
Toolkit). To obtain the 4.X ePO agent (FramePackage.exe) for non-soe systems
go to the Citi Host Security ePO website.

Note: different versions of this software may be named differently and may have slightly different
locations and filenames.

3. ltis critical that you contact the regional ePO administrator to make sure the
exclusions are configured and assigned to the SVPs before installing the
software. Without these exclusions in place, the SVP will likely not function
correctly and may inhibit changes on the array. This is due to the resource
conflicts between McAfee and the HDS software running on the SVP. There are
detailed instructions on the configuration of McAfee VSE Exclusion Policy for
HDS Storage Arrays.

21.1.2 Installation Steps
4. Remove any previously installed versions of virus scanning software. This
includes Symantec Virus Scan and the Symantec Autoupdate applications. To
uninstall these applications go to Control Panel - Add/Remove Programs and
select to uninstall these applications.

5. ePO / McAfee Client Install. Run the FramePackage.exe file provided. Recent
versions will include the sitelist.xml file within the execruitble, so be careful that it
is pointing to the right ePO location for your region.
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In older versions, go to the directory that contains Frminst.exe (or
FramePkg.exe). The variability in the name of the executable is version
dependent. Run the following command (from the command line) to install the
product:

FramePkg.exe /install=agent /siteinfo=<path to>sitelist.xml

For example:
FramePkg.exe /install=agent /siteinfo=c:\temp\virus\sitelist.xml

6. Repeat steps 4-8 for the secondary SVP.

Once the McAfee agent (ePO agent) has been successfully installed, confirm that the regional
ePO administrator can configure the SVPs from the ePO server. The ePO admninsitrator will
also have the ability to push the appropriate version of VSE to the system. This is the best
method of deployment as it ensures the correct policies are in place and the ePO system can
communicate with the SVP before you run VSE.

For more information on McAfee ePO and Anti-Virus at Citi, see the Host Security Engineering
Website.

If a SVP has to be replaced, it is important to follow the installation steps mentioned above. Any
non-communicating ePO client will be purged from the ePO database after four weeks. In
addition, alerting may not be configured unless specially requested from the regional ePO
administrators.

21.2 Global ePO Policy Exclusions

In order to prevent contention on the SVP with the SVP Applications, the following exclusions
have been approved for global deployment. For more details on how to properly configure ePO
for HDS, see McAfee VSE Exclusion Policy for HDS Storage Arrays.

On-Access Default Processes.Settings for Workstation.Detection.What not to scan.Exclusions
3 Set Exclusions -- Web Page Dialog

Seled files, folders, and drives to be excluded from scanning.

Exclude

Item Subfalders R ead/write
windows File Protection - read

CHODKCZOOVFH* DAT Mo read/write
CADKC200%* DRG Mo readfwrite
CODKCZO0 ™% DMP Ha read/write
CADKCZO0V** LOG Ho read/write
CHDKCZ00V* TRC Ma read/write
DADATYVE* DAT Mo read/write

This will exclude *.DAT, *.DBG, *.DMP, *.LOG, *.TRC files from the appropriate directories.

Note: Do not check the exclude subfolders option as it will conflict with the pattern and the ePO
agent will not exclude any files.

On-Access Low Risk Processes Policies.Settings for Workstation.Processes
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1 Policy Settings

VirusScan Enterprise 8.5.0 : On-Access Low-Risk Processes Policies - HDS Storage Array Exclusions (Edit...

VirusScan Enterprise 8.5 [Workstation =]
b s] 29 Settings for: | Workstati m

olicies

Processes Detection Advanced Actions Unwanted Programs

" Inherit

Processes

These tabs affect the Low-Risk Processes listed below, Use these settings for processes that have a low risk
of introducing or spreading a potential threat.

Aexauditpls. exe —
Aexnsclient. exe

Aexnsclienttransport. exe

Aexnswdusr exe

svp_chk.exe
ctfrmon. exe
Add... Remowve
4 | |
NAP version: YSE 8.5.0.695 Please click "Apply" to save your cha... Duplicake | Close I

Adding svp_chk.exe and ctfmon.exe to the list will prevent undesirable the blocking of
undesirable ports (and registry modification). The SVP uses ports 6666 and 6667 on its internal
network side (isolated from the Citi network). In addition, these applications may try to change
the registry entries to make sure they are set to autorun.

Note: Without these exclusions in place, the SVP will likely not function correctly and may inhibit
changes on the array. This is due to the resource conflicts between McAfee and the HDS
software running on the SVP.

21.3 Uninstalling Anti-Virus Software

The uninstall will follow the reverse order of the installation procedures. It is critical to remove the
ePO agent first as it will automatically have Virus Scan reinstalled during the next update cycle.

To uninstall the ePO agent, go to the directory that contains Frminst.exe. Run the following
command (from the command line) to install the product:
Frminst.exe /remove=agent

To uninstall Virus Scan, go to the control panel and select add/remove programs. You should be
able to remove the application (like any other windows-based application) from this screen.

21.4 Reporting and Tree Structure

For each region, a tree structure should be requested from the regional ePO Administrators that
will contain all of the HDS USP SVP units. This will simplify change requests and reporting. SAs
in conjunction with the Site Admins in ePO need to keep investigating out of date machines
based upon daily DAT/Definition Deployment Summary reports.
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22 Appendix H: Setup of HiTrack Service for HTTPS

HiTrack is the outbound alert and configuration information system that is from Citi to HDS.

Firewall ports must be opened in order for the HTTP dial-home functionality to work. Once
configured and tested, any analog modem should be removed from the configuration of the array
and disconnected from any phone lines.

The address for the proxy-sever must be resolved via dns if not using an ipaddress. Use of a
server name instead of ipaddress is recommended, but this will require that the SVP have access
to a dns server (port 53 TCP/UDP). The transmission of data back to HDS and the lookup of the
HDS servers are accomplished via the webproxy server(s) (port 8080 TCP) or the HTTP
Application proxy service. For a more detailed listing of the firewall ports see Appendix F: Firewall
Ports.

Notes: The following information is provided for information only. HDS CEs are supposed to
make these changes. The information being transmitted to HDS is non-confidential and is

encrypted. This applies to all HDS arrays.

22.1 Setup of Hi-Track Software

1. Confirm that the SVP has internet access by running IE with the proxy server information
described below (webproxy.ssmb.com, port 8080).

2. Open the HiTrack application (by selecting the HiTrack (S icon from the system tray) on
the SVP desktop.

Hi-Track Service Manager

|l Site ] Modem] Eenter] Subsystems] Notification] Utilities]

Site Manager Log... | Agent Log... | Service Mar Log... | |

Copyright © 1955-2007 Hitachi Data Spstems Werzion B.8 - 53042007

ok | | Hep |

3. Goto the Center Tab to configure the Contact Attempt Sequence.
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Hi-Track Service Manager

General] Site: ] fodem Subsystems] Notification] Utilities]

. Cortact Attempt Sequence -

-| Order Method Location |
1 HTTPS ushtinetl.hds...
|2 HTTPS ushtinetl2 hds...

Copyright © 1995-2007 Hitachi Data Spstems “ersion B.8 - 5/30/2007

oK | | Help |

4. Primary FTP Server. Select Add to create a new entry.
Contact Method Profile

ethod
" Dialup
Type " FTP Times to attempt: ’4_ [0 = dizabled)
(+ HTTPS
Froperties
Phone number ¥ -
HDS host uzhtingtd1 hds.corm Fort Range
| sername ht_hittp_row Iitnirnarr
Paszword IF b aximuim

|v Hide pazsword

Proxy Server

Tupe HTTF Tunnel | AnHTTP prozy that bunnels for FTP and
HTTPS
Host or IF webprosy. ssmb. comr

Port a0s0

Username [if applicable)

Password if applicable)
~d

Sample entries (each site/region may vary)

Method Type: HTTPS

HDS host: ushtinet01.hds.com

Username: ht_http_row

Password: htpw0425

Proxy Server Type: HTTP Tunnel

Host or IP: webproxy.wib.nsroot.net (or HTTP Application Proxy)
Port: 8080 (or HTTP Application Proxy port)

Note: the address for the proxy-sever must be resolved via dns if not using an ipaddress.
Use of a server name instead of ipaddress is recommended, but this will require that the SVP
have access to a dns server (port 53 TCP/UDP). The transmission of data back to HDS and
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the lookup of the HDS servers are accomplished via the webproxy server(s) (port 8080 TCP).
For a more detailed listing of the firewall ports see Appendix F: Firewall Ports.

Select the Close button to save the entry.

5. Testing. From the General Tab, select the Site Manager Log button to bring up the Site
Manager Log. Return to the Center Tab, select the new entry and then select the
Properties button. Select the Test button and monitor the activity in the Site Manager
Log. A successful session will look like:

Hi-Track Site Manager version B.8 Operations Log

Hi-Track is a registered trademark of Hitachi Data Systems Corporation.
Copyright (c) Hitachi Data Systems Corporation 1995-2007

All rights reserved.

07/27/2007 09:47:45 GMT Standard Time

07/27/2007 09:47:45 GMT is 7/27/2007 9:47:45 AM

07/27/2007 09:47:45 GMT offset is 00:00:00

07/27/2007 09:47:45 Daylight savings time is not in effect.
07/27/2007 09:47:45 Culture is English (United States)
07/27/2007 09:47:45 Testing HTTPS Method: ushtinet01.hds.com
07/27/2007 09:47:45 Initiating transfer.

07/27/2007 09:47:45 Retrieving files from SVP agents.
07/27/2007 09:47:45 Fetching files from back 00

07/27/2007 09:47:46 Fetch successful for C:\HDS\Dat.zip
07/27/2007 09:47:48 Fetch successful for C:\HDS\Config.zip
07/27/2007 09:47:48 Environ file written for 10192

07/27/2007 09:47:48 Setting HTTP proxy to webproxy.ssmb.com:8080.
07/27/2007 09:47:48 Transferring files via HTTPS:

07/27/2007 09:47:48 ..transferring Config.R054665_10192 to
ushtinet01.hds.com/ht_http_row/Config.R054665_ 10192
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.

...This message may be repeated several times.

07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:47:49 SSL Cert acceptable on host basis.
07/27/2007 09:48:07 ..transferring Dat.R054665_ 10192 to
ushtinet01.hds.com/ht_http_row/Dat.R054665_ 10192
07/27/2007 09:48:10 ..transferring Environ.R054665_10192 to
ushtinet01.hds.com/ht_http_row/Environ.R054665 10192
07/27/2007 09:48:11 Transfer completed successfully

6. Repeat steps 3,4,5 for the Secondary FTP server
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Sample entries (each site/region may vary)

Method Type: HTTPS

HDS host: ushtinet02.hds.com

Username: ht_http_row

Password: htpw0425

Proxy Server Type: HTTP Tunnel

Host or IP: webproxy.wib.nsroot.net (or HTTP Application Proxy)
Port: 8080 (or HTTP Application Proxy port)

7. Delete modem-based entries. From the Center Tab, select one of the modem-based
entries. Then select the Remove button. Verify the deletion confirmation dialog. Repeat
for any other modem entries. Select Ok when done. This will remove the analog modem
as a dial-home method.
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23 Appendix I: HDS Tiered Storage Manager (Migrations)

23.1 What is HTSM?

HDS Tiered Storage Manager (HTSM) allows the transparent migration of data (no loss of access
to the data during the migration) from one storage tier to another within the same array (Storage
Domain).

Key features certified by Citigroup include:

Migration of data between tiers within an array without taking storage offline. During
the migration there is no loss of access to the data and the migration is transparent to the
host, with the exception of degraded performance during the actual migration. All migration
tasks are handled by the Storage Management team and no involvement is required from
host or application owners.

Support for both thick and thin (Dynamically Provisioned) storage.

Storage Tiers defined in terms of RAID type and disk size. HTSM can manage Storage
Tiers in terms of LDEV characteristics, rather than lists of devices. Once these definitions are
setup, HTSM will automatically manage LDEV membership in each tier. Storage tiers are the
targets of migrations, and are not a fixed number of LDEVS; they are a pool of devices.

Automatic erasure of release storage after migration. Storage returned to a Storage Tier
after a migration exercise can be automatically erased ready for reallocation to other hosts.
For thin devices, erased storage will be released and returned to its DP pool for re-use.

Interactive Web Client interface. Allows control and monitoring of HTSM from a browser.
This is the interface that users are expected to use for most operations, as some tasks (e.g.
migration target device selection within a storage tier) are interactive.

Command Line interface. Alternative interface that can be used to write scripts for HTSM
control. Tasks created with the Web Client and be executed via the CLI and vice versa. The
CLlis no longer supported by CSBE.
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23.2 Migration Steps

HTSM functionality has been integrated into HCS along with HDvM and no longer requires a
separate GUI. The HTSM screens can be accessed from the HCS Tools menu or from the

Mobility tab.

The major steps of migration for internal storage are:
In the Resources or Mobility tab, select a migration source host or logical group (and then

1.

the specific source volumes). You can also select migrate data from the General tasks
on the bottom left of the screen. You can also right click the DP Pool and then select

Migrate Data.

72 Hitachi Command Suite - Windows Intemet Explorer
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[Done C

2. Click the Migrate Data button if not already selected.
3. Verify the correct migration source volumes are selected, and then click the Next button.
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{2 Hitachi Command Suite - Windows Internet Explorer
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Strage System:  HDS1010Z_USPY
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[_] Us= the existing DP volume as the rigration targst.
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4. Confirm that all migration source volumes and target volumes (for thick devices) or DP
pools (for thin devices) are paired properly and then click the Next button. [f the pairs
need to be modified, select the volume pair. Then from the Other Candidates for
Migration Target table, select the target volume to change to and then select the Map
Volume button.
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5. Specify options (shredding, ZPR, and email notification) then execute the task.
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6. In the tasks list, confirm the execution result of the task. After a task is created, you must
not perform operations on volumes included in the task until the task finished executing.

23.2.1 Example Task

The following is an example task of a partially successful task. The migration occurred, but the
task failed because shredding failed.
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/= Hitachi Command Suite - Windows Intemet Explorer

@?\/' [ g recotestintms: 23015/DeviceM anagerwiebService finden.sp &l {2 [ Live Search P~
Fie Edt View Favates Toos Help
8 @i | Hitaski Conmand Suits M - - = - o Page - ) Took - 7

A Task Details

Task Information

Task Migrate-volume-1
Description

User gj0E529

Status Failed

Tazk Type Migrate Volums
Crasted 2011-08-28 17:51:14
Schaduled 2011-08-28 17:51:16
Started 2011-08-28 17:51:18
Failed 2011-08-28 18:38:12

Message The specified virtual valume cannot be deleted or released fram the pool because internal
processing is being perfarmed in the storage system. Walt a whils, and then delete or release
the volume. (target="123(00:00:78)") (KAICOSI20-E)

Task Summary

Storage System HDS10102_USPY

Migration Sourca Host Unspecfied
Logical Graup Unspecified
Poal DR 98

Migration Target Spacify Poal DF 100

Estimated Time 00:16:05

Runtime Error Massage

Migration Options shredding (00:05:39), Zera page reclaim (00:03:23), Completion
noticelgary. a.johnson@citigroup, carn)

A Tazk Dstails

Migration Pairs

Migration
Resource Poal Task Status Estimated
Time

Migration Migration

Message
Elapsed Time | Progress

Source (J 00:00:3E  DP 33

(&) shredding Failure  00:07:03 - Looio%. . -
Target (@ 00:00:78 ©P 100

clase Help |

|Done

0l L[ [ Tsted sites

wI00E -

23.2.2 Example Email Notification
If the email option is selected, the task will generate an email to the provided email destination.
The following is an example email of a task that completed the migration, but failed on a
scrubbing procedure:

From: gdse@citigroup.com [mailto:gdse@citigroup.com]

Sent: Monday, Au
To: Johnson, Gar

gust 29, 2011 5:38 PM
y G [CCC-OT_IT]

Subject: [TSM] A migration task has finished.(Task : Migrate-Volume-1)

The following mi

gration task has finished:

Task : Migrate-Volume-1

Task Type : Migr
Status : Failed

Description : -

User : gjo06529

Scheduled Time :
Completed Time :
Storage System :
Migration Source
Migration Source
Migration Source
Migration Target
Migration Target
Advanced Option

Migrated Volumes

This message was

ate Volume

2011-08-29 17:51:18
2011-08-29 18:38:12
HDS10102_USPV

(Host) : Unspecified

(LG) : Unspecified

(Pool) : DP 99

(Tier) : -

(Pool) : DP 100

: Shredding, Zero page reclaim
: 00:00:9E

sent automatically by the Tiered Storage Manager.
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To make migrations easier, storage tiers and logical groups can be defined prior to making any
migrations.

Creation of Storage Tiers. These are groups of free (typically thick) storage to which
migrations take place. These will usually be set up once when HTSM is configured for a
Storage Domain. Once setup, Storage Tiers are “self-managing” i.e. as LDEVs no longer
meet the tier definition requirements (e.g. as migrations and LDEV number swaps take
place) they are automatically removed from the storage tier. Also, as LDEVs are
allocated to hosts, or are placed into a Migration Group, they are automatically filtered out
of the Storage Tier as they are no longer candidates for migration target volumes. One
can use DP pool as a target instead of having to use a Storage tier.

Creation of a Logical Group. The Logical Group (LG) defines the source volumes for
the migration. LGs can be populated with source by volumes by filtering on a wide range
of LDEV attributes, including actual Device Number, Logical Group, 1/0 consumer (i.e.
host), Volume Status (i.e. if used or allocated volumes), Host Storage Domain, etc., with
further manual selection of LDEVs from these filtered searches. Very easy to use and
flexible when undertaken with the web client.

23.2.3 Steps in the actual migration process (for DP vols targets only)

Migration is the act of relocating data from one storage subsystem volume to another. When
Tiered Storage Manager performs this copying operation, it swaps the LDEV numbers. It is
critical that this is understood. The following figure shows the steps in the migration, including the
swapping of LDEV numbers.

The key points to note are:

LDEV 1:01 begins in Parity Group A (or DP Pool A) but after migration is part of Parity
Group B (or DP Pool B). Hence, sequential LDEV numbers may be in different Parity
Groups (or DP Pools) when HTSM is used in an array.

Although the Migration Source volume is 1:01 and the Migration Target Volume is 11:01,
disk scrubbing takes place on device 11:01 (originally the target) as erasure occurs
AFTER the LDEV numbers are swapped. This is important to understand if you ever
want to execute erasure as a separate task to migration; you will need to erase the
LDEVs that were originally the target LDEVs (not source) of the migration. It is
recommended that erasure always be done automatically as part of the migration
process to avoid mistakes that might be made with manual scrubbing.

23.3 HTSM Configuration

23.3.1 Licensing

The following licenses key need to be installed on the HDS Array:

Tiered Storage Manager (apply via HCS)
Volume Migrator2 (apply via Storage Navigator or Element Manager)
Volume Shredder (apply via Storage Navigator or Element Manager)

As HTSM depends on Device Manager, this of course must also be installed and licensed.
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Array keys must be obtained from HDS as they are locked to the HDS array serial number.
23.3.2 User Management setup
HTSM (like HRpM and HTnM) is considered different application for permission purposes. Each

user should have its rights based on their role. The following is a sample permission list for a
user.

(:“ Hitachi Command Suite - Windows Internet Explorer

Ble Edt Wew Favartes Iock Help

|7 Hitachi Command Suite 7 & HITACHI
File 4 Logged in as: Gary Johnson

4 Users and Permissions |
= & Users and Permissions gjoe529
- 3 Users Users and Permissions > Lsers > gj06529
& HaUser
& sy [isermmone S E e
& ece User ID Q06529
d fmos2zs Status Active

Authentication RADIUS

Full Name Gary Johnson

& s123s
i k16213
i kt30138 Description

& onaro
Granted Permission

B vios7en

y € Permissions Application - Admin Modify Execute View

Usar Management "
HTRM v
HRpM L L4 L4
HTSM o o o

E-mail gary.g.johnsan@citigraup. cam

Done [0 [ 1 [ [ Trusted sites [H 00 - 4

There are four permissions are provided for performing HTSM operations. User management
permission can be combined with any other permission.  Admin rights are recommended for
SAN administrators performing migrations. Note however, that the User Management permission
does not allow you to change your own permissions; another user-id with User Management
permission must be used.

Each user of HTSM should have their own account with the appropriate permissions for their role.

Admin Dedicated account permission for managing the storage domain.
Permits user to manage storage domains and view all HTSM resources
Modify Permits user to use all functions except creating and deleting storage domains.
Needed for daily operation of HTSM.
Execute Permits user to execute existing tasks and view all HTSM resources.
View Permits user to view all HTSM resources

If a user does not have as permission for an operation, the relevant button or icon will not appear
in the web client. CLI commands will fail, indicating permissions of executing user and required
permissions.

23.3.3 Configuration of server.properties files

The following change should be made to the HTSM server properties file:
C:\Program Files\HiCommand\TieredStorageManager\conf\server .properties

server.migration.dataErase.defaultvValue=true
Specifies whether to delete the source volume data by default after migration. This can always be
overridden by the web client (or CLI) when the task is created.

server.migrationPlan.candidateVolumeCountLimit=False
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The number of volumes that appear when creating a migration plan is usually limited. If you want
to remove this limit to allow more specific selection of target volumes, then set this entry to false.
This is an optional change.

The following optional change can be made if the HTSM CLI needs to be used:
server.rmi.secure=2

server .secuirty.port=24500

These changes allow the HTSM CLI client to connect using SSL communication. This is an
optional setting as the CLI is no longer encouraged for use. Note that setting

server .rmi.secure=2 enables SSL communications but does not disable non-SSL
comuunications via port 20352.

23.3.4 Audit Log Configuration - event log

The following change should be made to the HTSM logger properties file to enable logging of
audit information (e.g. task creation/execution/deletion, users logging in, etc) to the Windows
event log. This output level matches that used for the HTSM serverMessagesN.log files.

C:\Program Files\HiCommand\TieredStorageManager\conf\logger.properties
logger.sysloglevel=20

HTSM information will be logged as part of the HiCommand integrated logging, and hence the
source in the event log for HTSM messages will be “HBase Storage Mgmt Log”.

23.4 Citigroup HTSM Best Practice and Operational Notes

23.4.1 1/Oloading during migrations

There are no specific limits on how much I/O can be sustained to a volume during migration.
However, high write rates to the source volumes will elongate the migration can cause the
migration to fail. Failures are typically due to rapid invalidation of blocks during the attempt to
complete the pair swap (the final migration step). Extended sustained heavy 1/O at this stage can
cause the original swap attempt and subsequent retires to all fail, leading to a failure of the
migration process; this final swap stage does required a period of reduced I/O to succeed .

Hence, migrations should be scheduled for periods of lower 1/0. Application green zones would
be ideal times.

If a migration is having an unacceptable impact on I/O performance, or taking too long it can be
stopped. However, once a migration task is stopped. It cannot be restarted. It must be deleted
and a new task created.

23.4.2 Delayed execution of a task

It is possible to create a task without immediately executing it. This has the advantage that the
tasks can be created upfront and then executed at a more suitable time (e.g. during a green
zone), or by another member of staff. Once a task is created, the target devices to which data is
to be migrated are made unavailable and hence it is not possible to set up conflicting migrations.

However, there is a potential danger in creating a task and not executing immediately. Should the
underlying storage configuration be modified after the task is created, then the data might be
“migrated to an unexpected area”. If you are using delayed migrations, you must be sure that the
underlying storage is not being modified by another member of your team, or an HDS CE in the
meantime.
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23.4.3 Disk shredding
HDS uses the terms shredding and erasing interchangeably.

Under normal circumstances, disk shredding should be undertaken as part of the migration task.
This is achieved by selecting the appropriate check box when using the web client to create a
migration task. This will execute a ZERO-ONCE shredding pattern.

The PSE BISO has indicated that DoD shredding is not needed when erasing an LDEV after a
migration operation. The default ZERO-ONCE option is acceptable.

DoD-style shedding (only possible with the CLI via a separate shredding task) would only need to
be executed if disks are leaving Citi or ownership of the LUNs is moving to a business area on
the other side of a Chinese Wall.

23.5 Using HTSM with remotely-replicated storage

At present, it is usually necessary to suspend replication before migrating a P-VOL and/or its
corresponding S-VOL. The exception is when migrating TC P-VOLs (only). Following Citi testing,
certain caveats have been identified, and the following Best Practice is recommended.

23.5.1 General

To use Tiered Storage Manager to migrate volume data, the migration source volumes and
migration target volumes must satisfy the following conditions:

a) If the volumes are configured as a TrueCopy or Universal Replicator pair, the CLPR of the
migration source and target volumes must be the same.

b) If the migration source volumes are normal (non-DP) volumes and configured as a TrueCopy
or Universal Replicator pair, the migration target volumes must be normal (non-DP) volumes,
or the migration must be to a DP pool. Migration from non-DP volumes to DP volumes is not
supported.

c) TrueCopy or Universal Replicator pair DP volumes cannot be migrated to normal (non-DP)
volumes. The replication relationship must be removed first.

Normal / Non-DP | Normal/Non-DP | For P-VOLs, TC Pairs must be in a UR Pairs must be in a
PAIR, SUSPEND or SPLIT status SUSPEND or SPLIT status

For S-VOLs, TC Pairs must be in
SUSPEND or SPLIT status

Normal / Non-DP DP Vol Not supported Not supported
Normal / Non-DP DP Pool TC Pairs must be in a PAIR, UR Pairs must be in a
SUSPEND or SPLIT status. ZPR SUSPEND or SPLIT status.

cannot be used after migration (as
this requires replication to be
suspended).

For S-VOLs, TC Pairs must be in
SUSPEND or SPLIT status.
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DP Vol Normal/Non-DP | Not supported Not supported

DP Vol DP Vol ) )
GDSE recommends migration to CSBE recommends
DP Pool instead. migration to DP Pool

instead.

DP Vol DP Pool For P-VOLs, TC Pairs must be in a UR Pairs must be in a
PAIR, SUSPEND or SPLIT status. SUSPEND or SPLIT status
For S-VOLs, TC Pairs must be in
SUSPEND or SPLIT status

Migration support matrix for remotely replicated storage

e Tiered Storage Manager is sometimes unable to determine whether some volumes can be
used as migration sources or targets. Accordingly, a volume might not be suitable as a
migration source or target even if Yes is displayed for Can Migrate and Free is displayed for
Volume Status. For such volumes, the reason that migration is not possible is not displayed
in Migration Restrictions. If such volumes are selected as migration sources, an error
occurs when the migration task is executed. If such volumes are selected as migration
targets, an error occurs when the migration task is created. The volumes that satisfy the
conditions listed below are in this category.

a) The migration source is configured as a TrueCopy Synchronous or TrueCopy
Asynchronous pair, and the migration target is a DP volume.

b) The migration source volume is configured as a Universal Replicator pair, and the
migration target volume is a DP volume.

e From the time you create a task until the task ends, do not change the configuration of the
volumes included in the task. If you change the volume configuration, the task might fail or
produce unexpected results. If you perform any of the following operations for the migration
source volume, migration will be interrupted:

a) A TrueCopy operation that changes the volume status to a status other than Suspended

b) A Universal Replicator operation that changes the volume status to COPY

23.5.2 TrueCopy Sync (TC) specific comments

e For TrueCopy Sync, migration of P-VOLs (only) can take place for volumes while still in
PAIR state.

e If using an earlier version of HTSM or microcode, then for TC volumes, use the process
described below for UR should be followed.

e P-VOL migration is supported while the TC Sync source volume is in a PAIR status.
However, testing has shown that migration of the S-VOL is NOT supported while the TC
Sync target volume (migration source) is in a PAIR status. To migrate a both a TC P-VOL
and it associated S-VOL, TC replication must be suspended, and the process
documented under UR used instead.

e |f the migration source volume is a thick volume and part of a TC Sync pair, then the
target can be a HDP Pool.
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If the migration source volume is a thin volume and part of a TC Sync pair, then the target
must be a HDP Pool. The target volume cannot be a thick volume.

Hitachi Universal Replicator (HUR) specific comments

HUR Pairs must be in a Suspend or Split status to be migrated. Migrations cannot take
place for volumes in PAIR or COPY state with HTSM.

Split off the Shadowlmage copy of the S-VOL after replication is suspended but before
migration is undertaken.

Set up the migration in HTSM. Note that it is not possible to set up a migration task
before replication is suspended and the DM and HTSM databases have been refreshed.
Failure to refresh will result in the following error message if a migration is attempted:

“MG does not contain any migratable volumes”

The P-VOLs and S-VOLs can be migrated in parallel to new volumes in each of their
local arrays.

Once both the P-VOL and S-VOL migrations have completed:
1. Resume replication (pairresync or use replication manager)
2. Refresh DM and then HTSM for P-VOL array
3. Refresh DM and then HTSM for S-VOL array

4. Once the replication state is PAIR, resync your Shadowlmage copy of the S-VOL
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24 Appendix J: SNMP Mib Definitions

The following table lists the coverted (by ESS) Enterprise IDs from the USP/USPV Mib definition.

Class Name Enterprise ID Specific Event Name EventText: Severity State - Clear Category Event Type Forward to
ID Summary as it appears on the console (Notify / Trap (Momentary / Ops
Clear) (Yes/ Durable) display?
No)
SNMPTrap 1 $V1$ The impact of this event on the Minor Notify No Configuration Durable Yes
1.36.14.1.116.3.114.1.10.1 raideventUseracute subsystem is acute.
SNMPTrap 2 $V1$ The impact of this event on the Critical Notify No Configuration Durable Yes
1.36.1.4.1.116.3.11.4.1.1.0.2 raideventUserserious subsystem is serious.
SNMPTrap 3 $V1$ The impact of this event on the Major Notify No Configuration Durable Yes
13.6.14.1116.3.11.4.1.1.03 raideventUsermoderate | subsystem is moderate.
SNMPTrap 4 $V1$ The impact of this event on the Minor Notify No Configuration Durable Yes
13.6.14.1116.3.114.1.1.04 raideventUserservice subsystem is low.
SNMPTrap .1.0.100 raidEventCommandFini Normal Clear Yes Misc Momentary Yes
.1.36.1.4.1.116.3.11.4.1.1.0.100 shed $V1$ Required command was finished.
Host 1.3.6.1.4.1.116.3.11.1.2.0.1 0.1 System down occurred. | $V1$ System Down Critical Notify No Configuration Durable Yes
SYS 1.3.6.14.1.116.3.11.1.2.0.2 0.2 driveFailure $V1$ Drive blocking occurred. Minor Notify No Configuration Durable Yes
SYS 1.3.6.1.4.1.116.3.11.1.2.0.3 0.3 fanFailure $V1$ Fan failure occurred. Minor Notify No Temperature Durable Yes
PowerSupply | .1.3.6.1.4.1.116.3.11.1.2.0.4 04 powerSupplyFailure $V1$ Power supply failure occurred. Major Notify No PowerSupply Durable Yes
PowerSupply | .1.3.6.1.4.1.116.3.11.1.2.05 0.5 batteryFailure $V13$ Battery failure occurred. Minor Notify No Resource Durable Yes
SYS 13.6.14.1.116.3.11.1.2.0.6 0.6 cacheFailure $V1$ Cache memory failure occurred. Major Notify No Performance Durable Yes
PowerSupply | .1.3.6.1.4.1.116.3.11.1.2.0.7 0.7 upsFailure $V1$ UPS failure occurred. Major Notify No Resource Durable Yes
SYS 1.3.6.1.4.1.116.3.11.1.2.0.8 0.8 inboxFailure $V1$ AC line or inbox failure occurred. Major Notify No PowerSupply Durable Yes
SYS 1.3.6.14.1.116.3.11.1.2.0.9 0.9 backupCircuitFailure $V1$ Cache backup circuit failure occurred. Major Notify No Performance Durable Yes
SYS .1.3.6.1.4.1.116.3.11.1.2.0.10 .0.10 otherControllerFailure $V1$ Other controller failure occurred. Major Notify No Performance Durable Yes
SNMPTrap 1.3.6.14.1.116.3.11.1.2.0.11 .0.11 warning $V1$ Warning occurred. Major Notify No Misc Durable Yes
SYS .1.3.6.1.4.1.116.3.11.1.2.0.12 .0.12 spareDriveFailure $V1$ Spare drive failure occurred. Minor Notify No Availability Durable Yes
SYS .0.13 microprogramReplacem Minor Notify No Availability Durable Yes
.1.3.6.1.4.1.116.3.11.1.2.0.13 entExecuted $V1$ Microprogram Replacement Executed.
SYS 1.3.6.14.1.116.3.11.1.2.0.14 .0.14 encFailure $V1$ Enclosure controller failure occurred. Minor Notify No Performance Durable Yes
SYS .1.3.6.1.4.1.116.3.11.1.2.0.15 .0.15 loopFailure $V1$ Loop failure occurred. Minor Notify No Availability Durable Yes
Partition .1.3.6.14.1.116.3.11.1.2.0.16 .0.16 pathFailure $V1$ Path failure occurred. Major Notify No Availability Durable Yes
Partition 021 $V1$ The count has exceeded the drive Major Notify No Performance Durable Yes
1.3.6.14.1.116.3.11.1.2.0.21 drivePreMainte preventive maintenance threshold.
SYS .1.3.6.1.4.1.116.3.11.1.2.0.200 .0.200 nasServerFailure $V13$ NAS Server failure occurred. Critical Notify No Operational Durable Yes
SYS .1.3.6.1.4.1.116.3.11.1.2.0.201 .0.201 nasPathFailure $V1$ NAS Path failure occurred. Major Notify No Availability Durable Yes
SYS .1.3.6.1.4.1.116.3.11.1.2.0.202 .0.202 nasUpsFailure $V13$ NAS UPS failure occurred. Major Notify No Availability Durable Yes




25 Appendix K: Performance Monitor Data Extract Tool

25.1 What is Performance Monitor Data Extract Tool?

Performance Monitor Data Extract Tool is a utility that can pull performance data from a HDS
storage array. This data is typically requested by HDS support staff in order to diagnose a
performance related issue with an array.

25.2 Preparing to Use the Extract Tool

25.2.1 Preparing the Array
The array must be configured to save performance data in order for the extract tool to
function.

25.2.2 Choosing a Server

The utility needs to be run from a server that has network connectivity to the SVP and can
run Storage Navigator. A good server for this is usually the HDvM server. No fiber
connectivity is required.

25.2.3 Temporary User

A “Storage Administrator” user (a role defined in Storage Navigator) must be used to extract
and save all of the data. The username and password must be placed in the configuration
file (command.txt). It is critical that this file be changed after use to prevent a security
violation. Use of Windows encryption on the command.txt is recommended.

25.2.4 Software

Each version of microcode requires a different version of the executable. A separate
package will be provided for each version of microcode. For information about the specific
package names see Software Packages.

The software will be installed into the following subdirectory:
C:\app_srinstpkgs\ <package name>
You can move the software with the subdirectories to any location desired.

25.3 Using the Extract Tool

25.3.1 Creating the Command File
The example command.txt file demonstrates most of the common commands:

;Sample Command.txt file

yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy

:svpip 172.31.254.96 ;change IP to your SVP IP

login xx12345 "pass1234" ;use the Storage Navigator login/pwd that used for exporting data
show ;displays the date ranges that will be used (short and long )
group PhyProc ;Statistics about channel processors, disk proc, and data recovery
proc

group PhyCSW ;Statistics about access paths, write pending rate, and cache
group PhyPG :Statistics about parity groups

group PhyLDEV ;Statistics about volumes

group PhyExG ;Usage conditions about external volume groups

group PhyEXLDEV ;Usage conditions about external volumes

group Port ;Statistics about ports

group PortWWN ;Statistics about host bus adapters connected to ports

group PG ;Statistics about parity groups, external vol groups, or V-VOL

groups




group LDEV ;Statistics vols in parity groups, extern vol groups, or V-VOL
groups

group LU ;Statistics about LUs

group PPCG ;Statistics about SPM groups

group PPCGWWN ;Statistics about host bus adapters belonging to SPM groups
outpath out ;This is the folder named out where the .zip files will go
option compress ;This basically says to zip output files

apply

25.3.2 Optional Replication Commands
The following options can be added for replication environments:

group RemoteCopy ;Statistics about remote copy operations by TrueCopy

group RCLU ;Statistics about remote copy operations by TrueCopy

group RCLDEV ;Statistics about remote copy operations by TrueCopy

group UniversalReplicator ;Statistics about Universal Replicator

group URJNL ;Statistics about remote copy operations by Univsersal Replicator
group URLU ;Statistics about remote copy operations by Univsersal Replicator
group URLDEV ;Statistics about remote copy operations by Univsersal Replicator

25.3.3 Optional Data Ranges (Longrange and Shortrange Settings)

The shortrange and longrange subcommands specify the term of monitoring data that you
want to export. Use these subcommands when you want to narrow the export target term
(range) within the stored data. You can specify both the shortrange and longrange
subcommands at the same time. The difference between these subcommands is as follows:

e The shortrange subcommand is valid for monitoring data in short range. You can
use this subcommand to narrow the export-target term for all the monitoring items
you can specify by the group subcommand.

e The longrange subcommand is valid for monitoring data in long range. You can
use this subcommand only when you specify the PhyPG, PhyLDEV, PhyProc, or
PhyCSW operand with the Long option in the group subcommand. (The items that
can be saved by these operands are the monitoring data displayed in the Physical
tab of the Performance Monitor window with selecting longrange.)

Examples:
Shortrange [[yyyyMMddhhmm][{+|-}hhmm]: [yyyyMMddhhmm][{+|-}hhmm]]
shortrange 200401010930:200401011730
The Export Tool saves monitoring data within the range of Jan. 1 2004, 9:30-17:30.

Longrange [[yyyyMMddhhmm][{+|-}ddhhmm]: [yyyyMMddhhmm][{+|-}ddhhmm]]
longrange 200401010930:200401011730
The Export Tool saves monitoring data within the range of Jan. 1 2004, 9:30-17:30.

If you run the Export Tool without specifying the shortrange or longrange subcommand, the
monitoring data in the whole storing period (data in the period displayed by the show
subcommand) will be exported.

25.3.4 Creating a Batch File
The example RunWin.bat file should be ready to go without significant modification.

Java -classpath "./lib/JSanExport.jar;./lib/JSanRmiServerSx.jar' -Xmx536870912 -Dmd.command=command.txt -
Dmd.logpath=Ilog sanproject.getmondat.RIMdMain
pause

Note the reference to “command.txt”. If you used another name for the command file, then
you would reference it here. The line that starts with Java is a single line that wraps around
the screen in the editor.
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25.3.5 Running the Export Tool
To initiate the export tool, run the batch file that was create/modified above (i.e. runWin.bat).

When the Export Tool starts exporting monitoring data, dots (...) are issued to the command
prompt. The dots increment as export processing continues. If an internal error occurs, the
exclamation mark (!) is issued and the Export Tool attempts to restart exporting data (up to 3
times). If the export processing restarts, dots reappear and increment until export processing
finishes.

When the Export Tool finishes successfully, monitoring data are compressed in ZIP-format
archive files. If you want to obtain CSV files, you need to decompress ZIP files and extract
CSV files out of the ZIP files.

25.3.6 Timing the Export Tool

The following is an estimate of the amount of time required to run the export tool. These
times are based on an array with a normal workload with approximately 8,192 volumes and
12,288 LUs during a period of 24 hours.

Port 5 minutes
PortWWN 5 minutes
PPCG 5 minutes
LDEV 60 minutes
LU 60 minutes

25.3.7 Error Codes from the Export Tool
The following chart lists the error codes returned by the Export Tool.

0 The Export Tool finished successfully

1 An error occurred when the set subcommand (see set
subcommand) executed, because an attempt to switch to
Modify mode failed. Some other user might have been logged
on in Modify mode.

2 An error occurred due to some reason unrelated to system
option modes (i.e., View mode and Modify mode)
3 An error occurred due to more than one reason. One of the

reasons is that an attempt to switch to Modify mode failed when
the set subcommand (see set subcommand) executed. Some
other user might have been logged on in Modify mode.

4 The user ID has none of permissions for Performance Monitor,
TrueCopy and Universal Replicator.

Using these error codes can help with any scripting that is used to pull data on an automated
basis. The following example is given to show how this can be used:

Java -classpath "./lib/JSanExport.jar;./lib/JSanRmiServerSx.jar" -Xmx536870912 -
Dmd.command=command.txt -Dmd.logpath=log sanproject.getmondat.RIMdMain
if %errorlevel%==1 echo THE SET SUBCOMMAND FAILED

if %errorlevel%==3 echo THE SET SUBCOMMAND FAILED

pause
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25.3.8 Optional Data Ranges (Longrange and Shortrange Settings)

The shortrange and longrange subcommands specify the term of monitoring data that you
want to export. Use these subcommands when you want to narrow the export target term
(range) within the stored data. You can specify both the shortrange and longrange
subcommands at the same time. The difference between these subcommands is as follows:

e The shortrange subcommand is valid for monitoring data in short range. You can
use this subcommand to narrow the export-target term for all the monitoring items
you can specify by the group subcommand.

e The longrange subcommand is valid for monitoring data in long range. You can
use this subcommand only when you specify the PhyPG, PhyLDEV, PhyProc, or
PhyCSW operand with the Long option in the group subcommand. (The items that
can be saved by these operands are the monitoring data displayed in the Physical
tab of the Performance Monitor window with selecting longrange.)

Shortrange [[yyyyMMddhhmm][{+|-}hhmm]: [yyyyMMddhhmm][{+|-}hhmm]]
shortrange 200401010930:200401011730
The Export Tool saves monitoring data within the range of Jan. 1 2004, 9:30-17:30.

Longrange [[yyyyMMddhhmml][{+|-}ddhhmm]: [yyyyMMddhhmm][{+]-}ddhhmm]]
longrange 200401010930:200401011730
The Export Tool saves monitoring data within the range of Jan. 1 2004, 9:30-17:30.

If you run the Export Tool without specifying the shortrange or longrange subcommand, the
monitoring data in the whole storing period (data in the period displayed by the show
subcommand) will be exported.

25.4 Transmitting the Data to HDS

The performance data should be sent to HDS via the TUF Website (https:/tuf.hds.com). You
will need a case number from HDS support in order to be able to upload the data (upload
password is “truenorth”). You can upload a single file or multiple files. You will receive an
email once the file upload is complete.
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26 Appendix L: Server Priority Manager (QoS)

Server Priority Manager is a Quality of Service (QoS) function within Storage Navigator that
enables the storage manager to limit the amount of data that a given host can send to the
array. This is a valuable tool for limiting the impact of one or more hosts may have on the
whole array or on other others. This could be used to manage:
e Anunusual application condition that is causing a high degree of random writes (thus
filling up write cache)
e A development application that is affecting performance of production applications
e An application that is processing large amounts of data on a periodic basis (for
example a data warehouse that is transforming and loading data)
e A server that is sending large amounts of data that is overwhelming the host port (or
processors) and is limiting the ability of other applications use of the port
e A very high write pending cache percentage that is affecting the entire array

26.1 Considerations and Risks
There are some risks and important considerations associated with the use of this feature
that should be examined before any implementation:

e Itis imperative that you have the correct WWNSs of the host that needs to be limited.
Using the wrong WWN will result in the wrong host being affected.

e |f you over-restrict a host, you may cause an /O failure on that host (timeout).

e By default all hosts (WWNs) and/or ports have the same priority. SPM will identify
hosts (or ports) that should have a lower priority.

e Limiting host performance should be done by WWN rather than port if possible. Port
level restrictions will affect all hosts (WWNSs) attached to the array port.

26.2 Setup and Use of SPM
The following are the steps required to setup and use SPM for the TagmaStore Series
Arrays:

1. Log into the array via Storage Navigator (Element Manager)

2. Under Performance Management, go to the Monitoring Options tab. While in Modify
mode, change the current status to Enable (if not already set).

3. Go to the Performance Management (1¥) tab. On the left side there is another set of
smaller tabs. Select the Port-LUN tab. Select the SPM button on the right side of the
screen. The Server Priority Manager dialog will appear. There is a Port tab and
WWN tab to limit hosts by port (all hosts on a port) or by WWN. WWN is
recommended because is specific to a host.

4. Before you can limit a given host (by WWN), you must move it from the “non-monitor”
list to the “monitor” list for each port. By default, all hosts are in a non-monitor state.
To move a WWN, select it and then drag the WWN to the Monitor list. You will be
prompted for an SPM name (this should be the hostname or similar identifying
information). Select Apply. The current performance numbers for the WWN should
appear. This should be repeated for any other desired WWNs from the host.
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5. To limit a given host, right-click the entry and select Prio ->> Non-Prio. Under
thresholds, select the checkbox and fill in a maximum value for IOPS. Alternatively,
the value can be provided in MB/s (select MB/s instead of IOPS). Hit Apply.

6. The limiting value will be implemented slowly over a period of several minutes. While
the host(s) is in a Non-Priority mode,

From the host perspective:
e Response time will gradually increase
e |OPS (or MB/s) throughput will gradually decrease
From the array perspective:
e The write pending % should gradually decrease, depending on the
amount of impact this host had on the overall write-cache.

7. Ifthe desired effect on the array or other hosts is not achieved,
e the limiting value may need to be decreased to a lower value
e adifferent host (or more hosts) should be limited
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27 Appendix M: Tuning Manager (HTnM)

Tuning Manager is a powerful reporting engine that collects detailed data about the arrays
and presents it in a meaningful format. In addition, Tuning Manager can examine the data
and generate alerts based on data that falls outside of defined criteria. These alerts can be
email, SNMP traps, or script-based actions.

27.1 Installation of Software

Tuning Manager should be installed on the same server as HCS and is typically
setup at the same time HCS is configured. Command device access is currently
limited to non-vmware based hosts so the HTnM Agent for RAID will need to reside
on a separate host. This host is typically a standalone RHEL server (legacy
configurations include Solaris 10 and Windows). The RHEL server also runs TMEA
and Raidcom as they also require command device access. Each application should
have its own dedicated command device for a given array.

27.2 Tuning Manager Setup / Configuration

2721

Tuning Manager is a large reporting and analysis application that requires agents to
function. In order to pull data from arrays, an array agent (agent for RAID) must be
created to retrieve and store performance information. The array should be
configured to save local performance data. For instructions on how to set this feature
in Storage Navigator, see section Configuring Performance Data Collection.

Note: Citi does not use the host or switch agents at this time.

Creating Array Agents (Agents for RAID)

RAID agents can run on the Tuning Manager server or on other servers. These
agents should run on servers that are local to the array (not over WAN). The Tuning
Manager server could connect to the agents over the WAN, but ideally each site
would have its own Tuning Manager instance.

RAID agents need fiber based (in-band) access to the array. Therefore any server
that is running the agent for RAID would need a command device provisioned to it to
gather information about the array. The RAID agent can reside on the Tuning
Manager server or it can reside on a different server (like an existing CLI server that
already has access to command devices / gatekeepers).

27.2.1.1 Setup of Agent for RAID on Windows

The HTnM server and the server that will run the agent need to be time synchronized
(NTP).

Install the RAID agent software on the server that has access to the command
device. The command device (like an EMC gatekeeper) needs to allocated and
visible to the host that will run the agent. You will need to access the command
device via the SAN. Use jpctdlistraid to list the command devices visible to the
server.

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpctdlistraid
KAVF18700-1 The detection of the monitorable storage subsystem has begun.

"PRODUCT" ,"SERIAL™ ,"LDEV" ,"SLPR","PORT" ,"DEVICE_FILE"
,""VOLUME_GUID"
"USP V' ,"10102"  ,"00:3E:00",™0"  ,"CL1-A","\\.\PhysicalDrivel"
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"'Usp* ,''10192" ,""3Ez40" ,"o" ,""CL1-A","\\.\PhysicalDrive2"

KAVF18701-1 The detection of the monitorable storage subsystem has ended.

For windows, there should be a (primary) partition on the command device. Do not
assign it a drive letter (do not mount it; do not assign it to a folder). Do not format the
partition. Use jpctdlistraid to list the command devices visible to the server. If no
partition has been created, then the last column (Volume GUID) will not have a value
(as above). Once the partition has been created, a valid GUID should appear. GUID
will be used to refer to the device (will account for changes to disk order on server).
Deleting the partition will remove the GUID.

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpctdlistraid
KAVF18700-1 The detection of the monitorable storage subsystem has begun.

""PRODUCT" ,""SERIAL™ ,"LDEV" ,""SLPR™,"PORT" ,"DEVICE_FILE"
,""VOLUME_GUID"

""UsP v ,'"10102" ,""00:3E:00","0" ,""CL1-A","\\_.\PhysicalDrivel"
,""\\?\Volume{3a5ccf4e-0feb-11dd-b4ef-000bcdFfd04d}""

"'USP* ,'"10192" ,""3E:40" ,""0" ,""CL1-A","\\_.\PhysicalDrive2"

,""\\?\Volume{3a5ccf50-0feb-11dd-b4ef-000bcd FFd04d}""
KAVF18701-1 The detection of the monitorable storage subsystem has ended.

Create an instance of the Agent For RAID for every array attached to this host. To
create the agent instance, the jpcinssetup command should be used (if this command
is missing then you have not installed the RAID agent software). When creating the
RAID agent instance, you specify the instance name. The instance name should be
the numerical serial number of the array. You will then have a series of questions
that will be asked interactively (Storage Model=2, Command Device= local drive for
command device — the GUID is recommended, Unassigned Open Volume Monitoring
=N, Mainframe Volume Monitoring=N, Store Version =2.0).

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcinssetup agtd -inst
99999

Storage Model (1:Thunder/AMS or 2:Lightning/USP/USP V) : 2

Command Device File Name [\\.\PhysicalDriveO] : \\?\Volume{3a5ccf4e-0Ofeb-
11dd-b4ef-000bcdffd04d}

Unassigned Open Volume Monitoring (Y/N) [N] : N

Mainframe Volume Monitoring (Y/N) [N] : N

Store Version [2.0] - 2.0

KAVEO5080-1 The instance environment is now being created. (servicekey=agtd,
inst=99999)

KAVEO5081-1 The instance environment has been created. (servicekey=agtd,
inst=99999)

To obtain a list of the configured agent instances, use the jpcinlist command. You
must specify the agent type (RAID agent — agtd)

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcinslist agtd
10102
10192
99999

To check the status of an agent instance, use the jpctdchkinst command should be
used. You must specify the agent instance number.

Working agent instances:

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpctdchkinst -inst 10102
KAVF18800-1 The verification of the agent instance settings will now start.
(instance name=10102)

[Instance parameters]

Storage Model : Lightning/USP/USP V

Command Device File Name : \\?\Volume{3a5ccf4e-0feb-11dd-b4ef-000bcdffdo4d}
Unassigned Open Volume Monitoring : y

Mainframe Volume Monitoring : n

[Check result]
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KAVF18850-1 No error was found during verification of the agent instance

setting.

[Monitored storage subsystem information]
PRODUCT : USP V

SERIAL : 10102

FIRMWARE : 60-02-25/00

SLPR : 0

KAVF18801-1 The verification of the agent instance settings will now end.

Non-working agent instance:
C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpctdchkinst -inst 99999
KAVF18800-1 The verification of the agent instance settings will now start.
(instance name=99999)
[Instance parameters]
Storage Model : Lightning/USP/USP V
Command Device File Name : \\.\PhysicalDrive99
Unassigned Open Volume Monitoring : N
Mainframe Volume Monitoring : N
[Check result]
KAVF18851-E An attempt to access the device set by the agent instance
parameter has failed. (parameter name=Command
Device File Name, parameter value=\\.\PhysicalDrive99
KAVF18801-1 The verification of the agent instance settings will now end.

Non-working instances are typically not correct due to the wrong or missing
command device.

To check the status of the communication processes, run the jpcctrl command.

Correctly functioning processes:
C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcctrl list “*”

Host Name ServicelD Service Name PID Port Status
ecctestOlms PTlecctestOlms Status Server 2328 22350 Active
ecctestOlms PN1001 Name Server 4396 22285 Active
ecctestOlms PM1001 Master Manager 5048 1154 Active
ecctestOlms PS1001 Master Store 4872 1175 Active
ecctestOlms PE1001 Correlator 4608 1192 Active
ecctestOlms PC5ecctest01lms Trap Generator 6384 1225 Active
ecctestOlms PPlecctestOlms View Server 6636 1268 Active
ecctest0lms PHlecctestOlms Action Handler 5156 1200 Active
ecctestOlms DS110102[ecctest01lms] Agent Store 6540 4715 Busy
ecctestOlms DS110192[ecctest01lms] Agent

Store 5408 1194 Active

ecctestOlms DA110102[ecctest0lms] Agent

Collector 6856 4720 Active

ecctestOlms DA110192[ecctest0lms] Agent

Collector 6308 1221 Active

KAVEO6003-1 List processing of the service information terminated normally.

Non-working example:
C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcctrl list *

Host Name ServicelD Service Name PID Port Status
ecctestOlms PN1001 Name
Server Inactive*
ecctestOlms PTlecctestOlms Status
Server Inactive*
ecctestOlms PC5ecctest01lms Trap
Generator Inactive*
ecctestOlms PPlecctestOlms View
Server Inactive*
ecctestOlms PM1001 Master
Manager Inactive*
ecctestOlms PS1001 Master
Store Inactive*
ecctestOlms PE1001 Correlator Inactive
*
HDS VSP/HUS-VM Solutions Guide 207

For Citi Internal Use Only



ecctestOlms
Handler

s not running. (host=ecctest0lms)

PHlecctestOlms

Action

Inactive*
KAVE06021-W The detailed information cannot be displayed because Status Server

KAVEO6003-1 List processing of the service information terminated normally.

A reboot of the HTnM and/or RAID agent server(s) may be required to synchronize

the processes.

To manually start the processes, run the jpcstart command.

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcctrl list "*"

Host Name

ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
Inactive

ecctestOlms
Inactive

ecctestOlms
Inactive

ecctestOlms
Inactive

ServicelD
PTlecctestOlms
PN1001

PM1001

PS1001

PE1001
PC5ecctestOlms
PPlecctestOlms
PHlecctestOlms

Service Name
Status Server
Name Server
Master Manager
Master Store
Correlator
Trap Generator
View Server
Action Handler

DS110102[ecctest01lms] Agent Store

DS110192[ecctest01lms] Agent Store

DA110102[ecctest01lms] Agent Collector

DA110192[ecctest01lms] Agent Collector

PID

Port Status
22350 Active
22285 Active
4686 Active
4772 Active
4811 Active
4819 Active
4893 Active
Inactive

KAVEO6003-1 List processing of the service information terminated normally.

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcstart all
start. (service=Action Handler)
start. (service=Agent Store for RAID,

KAVE06007-1 The
KAVE06007-1 The
inst=10102)

KAVE06007-1 The
KAVE06007-1 The
inst=10192)

KAVE06007-1 The

will
will

service
service
service will
service will

service will

now
now

now
now

now

start. (service=Agent for RAID,
start. (service=Agent Store for RAID,

start. (service=Agent for RAID,

inst=10102)

inst=10192)

C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcctrl list "*"

Host Name
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
ecctestOlms
Active
ecctestOlms
Active
ecctestOlms
Active
ecctestOlms
Active

ServicelD
PTlecctestOlms
PN1001

PM1001

PS1001

PE1001
PC5ecctest01lms
PPlecctestOlms
PHlecctestOlms

Service Name
Status Server
Name Server
Master Manager
Master Store
Correlator
Trap Generator
View Server
Action Handler

DS110102[ecctest01lms] Agent Store

DS110192[ecctest01lms] Agent Store

DA110102[ecctest01lms] Agent Collector

DA110192[ecctest01lms] Agent Collector

PID

12112

15252

Port Status
22350 Active
22285 Active
4686 Active
4772 Active
4811 Active
4819 Active
4893 Active
4773 Active

4835

4943

4848

4956

1376

KAVEO6003-1 List processing of the service information terminated normally.

To delete an agent instance, use the jpcinsunsetup command. You will need to
specify the agent type and instance name.
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C:\Program Files\HiCommand\TuningManager\jplpc\tools>jpcinsunsetup agtd -inst
99999

KAVE05083-1 The instance environment is being deleted. (servicekey=agtd,
inst=99999)

KAVEO5084-1 The instance environment was deleted. (servicekey=agtd,
inst=99999)

27.2.1.2 Setup of Agent for RAID on RHEL (or Solaris 10)

Typically this setup is performed on a RHEL (or Solaris 10) host when the HCS /
HTnM server does not have SAN connectivity to a given array.

The HCS / HTnM server and the server that will run the agent need to be time
synchronized (NTP).

Install the RAID agent software on the server that has access to the command
device.

The RHEL (and Solaris) package for the HTnM Agent For RAID software does not
start the install. There are two pieces of software to install in Solaris: Agent for RAID
and the RAID Manager Library (RMLIB).

Note: For initial installations, there will be a warning message about not being able to
install Tuning Manager. The warning message is about installing the Tuning
Manager database and should be ignored.

Tuning Manager (also Raidcom and TMEA Collector) requires the installation of
RMLIB to be able to communicate with HDS arrays. On UNIX systems, RMLIB is a
separate installation.

To install the RAID Manager Library (RMLIB):

Run RLinst.sh from the package directory (you have to provide the directory where to
place the RMLIB directory. This directory must already exist. It is not necessary to
update the RAID Manager Library unless specific errors are encountered. Leaving
the existing version is recommended for agent upgrades.

[/mnt/gj06529/HDS/HTNM_Sol/Agent_for_RAID]
sangs6# mkdir /opt/HTnM

[/mnt/gj06529/HDS/HTnM_Sol/Agent_for_RAID]
sangs6# RLinst.sh /Zopt/HTnM
Confirmation for New Introduction of the

RMLIB.
Please specify a directory(recommends except "/") for the installation.

For continue -> please enter a "directory”.

For cancel -> please enter "exit".

/opt/HTnM

cpio -idmu < /mnt/gj06529/HDS/HTnNM_Sol/Agent_for_RAID/SOLARIS/RMLIB

1264 blocks

The following model was installed to "/opt/HTnM/RMLIB® under as
*/usr/1ib/RMLIB" .

When you have to uninstall of the RMLIB,please executes the following RLuninst
command .

When you also have to be installing by floppy or tape,please executes the
following RLinstsh command.

[ Model :RAID-Manager/LIB/Solaris Ver&Rev:01-15-03/04 for RMLIB 1]

bin lib rmlibuninstall._sh
include rmlibinstall _sh sample
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If the RLinst.sh script is not available, then run the following CPIO command to
extract the files to the desired location. It will force a destination directory name of
RMLIB, so initiate the CPIO extract from the /opt directory.

[root@namgdsel7 opt]# cpio -idmu < /mnt/gj06529/HDS/RMLIB
1999 blocks

[root@namgdsel? opt]# cd RMLIB
[root@namgdsel7 RMLIB]# Is
bin include [lib RLSYSLK rmlibinstall_.sh rmlibuninstall.sh sample

[root@namgdsel7 RMLIB]# Is -al
total 32

drwxr-xr-x 6 root sys 4096 Nov 18 11:52 .

drwxr-xr-x 41 root root 4096 Nov 6 17:51 ..

drwxr-xr-x 2 root sys 4096 Nov 18 11:52 bin

drwxr-xr-x 2 root sys 4096 Nov 18 11:52 include
drwxr-xr-x 2 root sys 4096 Nov 18 11:52 lib

-rw-r--r-- 1 root root 0 Oct 2 14:24 RLSYSLK
-r-xr-xr-x 1 root sys 4006 Apr 10 2012 rmlibinstall.sh
-r-xr-xr-x 1 root sys 3284 Apr 10 2012 rmlibuninstall.sh
drwxrwxrwx 2 root sys 4096 Nov 18 11:52 sample

Run /opt/HTnM/RMLIB/rmlibinstall.sh after the setup to make sure the symbolic link is
in place.

[/opt/HTnM/RMLIB]
sangs6# rmlibinstall._sh
The symbolic link of "/usr/lib/libsvrrm.so” was successful.

IT previously run:

[root@namgdsel7 RMLIB]# ./rmlibinstall_sh

The symbolic link of "/usr/lib/libsvrrm.so” was successful.
The symbolic link of "/lib64/libsvrrm.so” was successful.
In: creating symbolic link ~/Zusr/lib/RMLIB/bin/whatrmver® to
“/usr/lib/RMLIB/bin/whatrmverx64®: File exists

To verify the symbolic links are functional and that RMLIB is working, run the version
command (/opt/RMLIB/bin/whatrmver):

[root@namgdsel? bin]# cd /opt/RMLIB/bin
[root@namgdsel7 bin]# ./whatrmver

Model :RAID-Manager/LIB/Linux
Ver&Rev:01-17-03/01

You can uninstall the software by running rmlibunstall.sh from the /opt/RMLIB
directory.

To install or upgrade the Agent for RAID on RHEL or Solaris:

You must run this script by executing the full path. You may also need to
give it a temporary directory to use for unpacking. You should execute the
borne shell before starting. (The following example is an updgrade):

#/bin/sh

# /mnt/gj06529/HDS/HTnM_Sol /Agent_for_RAID/install.sh
Begin installation of Hitachi Tuning Manager - Agent for RAID - 7.0.0(7.0.0-

00)
Fri Jun 10 16:31:58 EDT 2011
> A current version [085003]
> A premise version [091003]
> Install version ok [ 060000 -> 070000 ]
> Shutdown all Tuning Manager processes.
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The service will now stop.
KAVEO6008-1 The service will now stop. (service=Agent for RAID,
inst=uspv10102)
KAVEO6008-1 The service will now stop. (service=Agent Store for RAID,
inst=uspv10102)
KAVEO6008-1 The service will now stop. (service=Agent for RAID,
inst=uspvm25519)
KAVEO6008-1 The service will now stop. (service=Agent Store for RAID,
inst=uspvm25519)
KAVEO6008-1 The service will now stop. (service=Action Handler)
KAVEO6008-1 The service will now stop. (service=Status Server)
> /opt/jplpc/tools/jpcstop: Completed.
Installing The Common Files.

Processing package instance <HTMRaid> from
</mnt/gj06529/HDS/HTnM_Sol/Agent_for_RAID>

Hitachi Tuning Manager - Agent for RAID(sparc) 7.0.0.0
Hitachi, Ltd.
## Executing checkinstall script.

>
HHH TR T T R R R TR R T R R i I TR R T

# : RAID Agent for Solaris
# Script starts: before installation script
# date: Fri Jun 10 16:34:33 EDT 2011

# Script completed: before installation script

VVVVYV

THEHH T A A A
Using </opt> as the package base directory.
## Processing package information.
## Processing system information.
1 package pathname is already properly installed.

Installing Hitachi Tuning Manager - Agent for RAID as <HTMRaid>

## Executing preinstall script.
## Installing part 1 of 1.
/opt/jplpc/HTMAGTAD . tar

[ verifying class <none> ]

## Executing postinstall script.

>
HHHHEHHHHHEHHH R HHH A R A R A R A

# : RAID Agent for Solaris
# Script starts: after installation script
# date: Fri Jun 10 16:34:36 EDT 2011

mkdir /opt/jplpc/jplpc_AGTDTMP: Completed.
., 0 bytes, 0 tape blocks
_/opt, 0 bytes, O tape blocks

XX VVVYV

.output is abbreviated..

> Change Agent File Permission: Completed.
> # Script completed: after installation script
>

HHHHEHHHHHEHHH R HHH A R R R A R A

Installation of <HTMRaid> was successful.

Start IPv6 Setup.

KAVE05932-1 The function for IPv6 communication will now be set up. (enable)
KAVE05933-1 The function for IPv6 communication was successfully set up.
(enable)

End IPv6 Setup.

Fri Jun 10 16:37:58 EDT 2011

Done installing Hitachi Tuning Manager - Agent for RAID.

If there is a problem upgrading the agent for raid, then uninstalling the software and
then reinstalling it is the best course of action.

To uninstall the Agent for RAID, run the uninstall.sh script
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sangsl1l0# /mnt/gj06529/HDS/HTnM_Sol/Agent_for_RAID/uninstall._sh
Removing Hitachi Tuning Manager - Agent for RAID - 7.4.0(7.4.0-00)
Wed Feb 13 15:57:50 EST 2013

Do you wish to start the removal?
To continue, enter Y. (Default Y) Y/N > Y

>
HHHHEHHHHHEHHH R HHH A R R R R R A

> # : RAID Agent for Solaris

> # Script starts: removal script

> # date: Wed Feb 13 15:57:57 EST 2013
> Shutdown all Tuning Manager processes.

> pfm_inst delhains

> Remove all instance.

uspv10102

vsp53112

KAVE05083-1 The instance environment is being deleted. (servicekey=agtd,
inst=uspv10102)

KAVEO5084-1 The instance environment was deleted. (servicekey=agtd,
inst=uspv10102)

KAVEO5083-1 The instance environment is being deleted. (servicekey=agtd,
inst=vsp53112)

KAVEO5084-1 The instance environment was deleted. (servicekey=agtd,
inst=vsp53112)

> # Script completed: removal script

>
B
>

HHHHHHEHHEH

> # : RAID Agent for Solaris
> # Script starts: removal script
> # date: Wed Feb 13 15:58:16 EST 2013

> Start removing installed PP files.
/bin/rm -rf /opt/jplpc/agtd
Completed.
/bin/rm -f /opt/jplpc/instagtd.ini
Completed.
Completed.
/bin/rm -rf /opt/jplpc/tools/jpctdchkinst
/bin/rm -rf /opt/jplpc/tools/jpctdlistraid
/bin/rm -rf /opt/jplpc/tools/jpctdrefresh
Finished removing installed files.
# Script completed: removal script

VVVHHEHRY VHVH

HHHHHHHHHHEHHH R HHH A R AR R R A

Removal of <HTMRaid> was successful.

Removing The Common Files.

Wed Feb 13 15:58:20 EST 2013

Done removing Hitachi Tuning Manager - Agent for RAID.

The command device (like an EMC gatekeeper) needs to allocated and visible to the
host that will run the agent. You will need to access the command device via the

SAN.
Use jpctdlistraid to list the command devices visible to the server.
[root@namgdse04 tools]# ./opt/jplpc/tools/jpctdlistraid
KAVF18700-1 The detection of the monitorable storage system has begun.
""PRODUCT"" ,""SERIAL"™ ,"LDEV" ,"SLPR™,"PORT" ,"DEVICE_FILE"
"USP V" ,"'10102™" ,"'00:3E:06","0" ,""CL1-A","/dev/sda"
"USP V" ,"'10102™" ,"'00:3E:09","0" ,""CL1-A","/dev/sdb"
"'Usp v ,"'10102"" ,""00:3E:17","0" ,""CL1-A","/dev/sdc"
"'VSP ,"'53112" ,"'00:3E:-17"","" ,""CL1-A","/dev/sdu"
"VSP* ,"'563112"" ,""00:3E:16",""" ,""CL1-A","/dev/sdt"
"'VSP ,"'53112" ,"'00:3E:-18","" ,""CL1-A","/dev/sdv"
"USP V" ,"'10102™" ,"'00:3E:09","0" ,""CL2-A","/dev/sdai"
"USP V" ,"'10102™" ,"'00:3E:06","0" ,""CL2-A","/dev/sdah"
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"Usp v ,''10102" ,""00:3E:17"","0" ,""CL2-A","/dev/sdaj"
"VSP* ,'"'53112" ,""00:-3E:z17","" ,""CL2-A",""/dev/sdbb"
"VSP* ,''53112" ,""00:-3E:16","" ,""CL2-A","/dev/sdba"
"VSP* ,'53112" ,""00:3E:18",""" ,""CL2-A",""/dev/sdbc"
""HUS VM ,""10060" ,'00:01:68","" ,""CL1-A","/dev/sdae"
""HUS VM™ ,'"10060"" ,"'00:01:69",""" ,""CL1-A","/dev/sdaf"
""HUS VM ,""10060" ,"'00:-01:zFC™,"" ,""CL1-A","/dev/sdag"
""HUS VM™ ,'"10060"" ,"'00:01:68",""" ,""CL2-A",""/dev/sdbe"
""HUS VM™ , 10060 ,"'00:01:69",""" ,""CL2-A",""/dev/sdbf"
""HUS WM™ ''10060"" ""00:01:FC™","" "CL2-A","/dev/sdbg"

KAVF18701-1 The detection of the monitorable storage system has ended.

Note: If this host is also used as a cli server for other vendor arrys or if
there are non-command devices allocated, then you may see errors:

KAVF18742-W An error occurred during system call or 0S command execution.
(name=ioctl(SG_I0), rc=-1, error=25)

KAVF18743-W An attempt to get the device information has failed. (device
name=/dev/sdal)

KAVF18742-W An error occurred during system call or 0S command execution.
(name=ioctl(SG_10), rc=-1, error=25)

KAVF18743-W An attempt to get the device information has failed. (device
name=/dev/sdak3)

KAVF18742-W An error occurred during system call or OS command execution.
(name=ioctl(SG_10), rc=-1, error=25)

KAVF18743-W An attempt to get the device information has failed. (device
name=/dev/sdak?)

To account for the lack of persistence on REHL, you should use the scsi id names for
the devices rather than the /dev/sdxxx format. Take te command devices identified
above and search the by-id directory:

Is -al /dev/disk/by-id | grep "3e09"
[root@namgdse04 by-id]# Is -al | grep 3e09
Irwxrwxrwx 1 root root 10 Dec 3 18:15 scsi-
360060e80052776000000277600003e09 -> ../../sdai
Irwxrwxrwx 1 root root 10 Dec 3 18:15 wwn-
0x60060e80052776000000277600003e09 -> ../../sdai

This address format (i.e. /dev/disk/by-id/scsi-
360060e80052776000000277600003e09) is compatible with HThM.

Create an instance of the Agent for RAID for every array attached to this host. To
create the agent instance, the jpcinssetup command should be used. When creating
the RAID agent instance, you specify the instance name. The instance name should
be the numerical serial number (or alphanumeric name + serial) of the array. You will
then have a series of questions that will be asked interactively (Storage Model=2,
Command Device= /dev/rdsk/..., Unassigned Open Volume Monitoring =Y,
Mainframe Volume Monitoring=N, Store Version =2.0).

Take the defaults other than Unassigned Volume Monitoring. The Unassigned
Volume Monitoring (set to Y) option will include the Pool volumes that are assigned to
a pool but not any hosts. This value (and other agent settings) can be modified
without loss of data by using the jpcinssetup command (see below).

[root@namgdse04 tools]# ./jpcinssetup agtd -inst 10102

Storage Model (1:Thunder/AMS/HUS100 or 2:Lightning/USP/USP V/VSP/HUS VM) : 2
Command Device File Name [/dev/sda] - /dev/disk/by-id/wwn-
0x60060e80052776000000277600003e09

Unassigned Open Volume Monitoring (Y/N) [N] oY

Mainframe Volume Monitoring (Y/N) [N] : N

Store Version [2.0] :
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KAVEO5080-1 The instance environment is now being created. (servicekey=RAID,
inst=10102)

KAVEO5081-1 The instance environment has been created. (servicekey=RAID,
inst=10102)

[root@namgdse04 tools]# ./jpcinssetup agtd -inst 53112

Storage Model (1:Thunder/AMS/HUS100 or 2:Lightning/USP/USP V/VSP/HUS VM) : 2

Command Device File Name [/dev/sda] : /dev/disk/by-id/scsi-
360060e80052776000000277600003e17

Unassigned Open Volume Monitoring (Y/N) [N] oY
Mainframe Volume Monitoring (Y/N) [N] : N

Store Version [2.0] :

KAVE05080-1 The instance environment is now belng created. (servicekey=RAID,
inst=53112)

KAVE05081-1 The instance environment has been created. (servicekey=RAID,
inst=53112)

[root@namgdse04 tools]# ./jpcinssetup agtd -inst 210060

Storage Model (1:Thunder/AMS/HUS100 or 2:Lightning/USP/USP V/VSP/HUS VM) : 2

Command Device File Name [/dev/sda] - /dev/disk/by-id/scsi-
360060e8013274c000000274c00000169

Unassigned Open Volume Monitoring (Y/N) [N] oY
Mainframe Volume Monitoring (Y/N) [N] : N

Store Version [2.0] :

KAVEO5080-1 The instance environment is now belng created. (servicekey=RAID,
inst=210060)

KAVEO5081-1 The instance environment has been created. (servicekey=RAID,
inst=210060)

To obtain a list of the configured agent instances, use the jpcinlist command. You
must specify the agent type (RAID agent — agtd)

[Z/opt/jplpc/tools]
sangs9# jpcinslist agtd
10102

53112

25519

99999

To delete an agent instance, use the jpcinsunsetup command. You will need to
specify the agent type and instance name.

[Z/opt/jplpc/tools]

sangs9# jpcinsunsetup agtd -inst 99999

KAVEO5083-1 The instance environment is being deleted. (servicekey=agtd,
inst=99999)

KAVEO05084-1 The instance environment was deleted. (servicekey=agtd,
inst=99999)

To modify an instance, use the jpcinssetup command. You will be prompted to
update the existing instance and to terminate the services. You must specify the
instance name and type. You will need to start or restart the services after the
modification (see below).

[Z/opt/jplpc/tools]

sangsl1l0# jpcinssetup agtd -inst uspv10102

KAVE05912-Q The instance environment already exists. Do you want to update?
Y/N)Y

KAVEO05089-Q Running services will be forcedly terminated. Do you want to
continue? (Y/N)Y

KAVEO5090-1 Service is stopped.

Storage Model (1:Thunder/AMS or 2:Lightning/USP/USP V) [Lightning/USP/USP V]

Command Device File Name [/dev/rdsk/c3t50060E8005277600d5s2]
Unassigned Open Volume Monitoring (Y/N) [N] G
Mainframe Volume Monitoring (Y/N) [N] : N

KAVE05913-1 The instance environment is being updated. (serV|cekey—agtd
inst=uspv10102)

KAVE05914-1 The instance environment was updated. (servicekey=agtd,
inst=uspv10102)

HDS VSP/HUS-VM Solutions Guide 214
For Citi Internal Use Only



To check the status of an agent instance, use the jpctdchkinst command should be
used. You must specify the agent instance number.

Working agent instances:

[Z/opt/jplpc/tools]

sangs9# jpctdchkinst -inst 25519

KAVF18800-1 The verification of the agent instance settings will now start.
(instance name=25519)

[Instance parameters]

Storage Model : Lightning/USP/USP V

Command Device File Name : /dev/rdsk/clt50060E800563AF00d1s2

Unassigned Open Volume Monitoring : N

Mainframe Volume Monitoring : N

[Check result]

KAVF18850-1 No error was found during verification of the agent instance
setting.

[Monitored storage subsystem information]

PRODUCT : USP_VM

SERIAL : 25519
FIRMWARE : 60-03-06/00
SLPR -0

KAVF18801-1 The verification of the agent instance settings will now end.

Non-working agent instance:

[Z/opt/jplpc/tools]

sangsl# jpctdchkinst -inst uspv10102

KAVF18800-1 The verification of the agent instance settings will now start.
(instance name=uspv10102)

[Instance parameters]

Storage Model : Lightning/USP/USP V/VSP

Command Device File Name : /dev/rdsk/clt50060E8005

Unassigned Open Volume Monitoring : Y

Mainframe Volume Monitoring : N

[Check result]

KAVF18851-E An attempt to access the device set by the agent instance
parameter has failed. (parameter name=Command Device File Name, parameter
value=/dev/rdsk/c1t50060E8005)

KAVF18801-1 The verification of the agent instance settings will now end.

Non-working instances are typically not correct due to the wrong or missing
command device. If the RMLIB was not installed, a similar result will occur.

You must configure the location of the HTnM server (if not the same host).

Show current value
[Z/opt/jplpc/tools]
sangs9# jpcnshostname
sangs9

Set new value

[Z/opt/jplpc/tools]

sangs9# jpcnshostname -s ecctestOlms

KAVEO05089-Q Running services will be forcedly terminated. Do you want to
continue? (Y/N)Y

KAVEO5090-1 Service is stopped.

KAVEO5087-1 The connecting host has changed. (sangs9 -> ecctest01lms)

To check the status of the communication processes, run the jpcctrl command.

The services will most likely not be started.

[Z/opt/jplpc/tools]
sangs9# jpcctrl list ">
KAVEO5024-E The specified service is not registered.

On Solaris systems, you must start the services manually. We will configure them to
start automatically in a later step.

[Z/opt/jplpc/tools]
sangs9# jpcstart all
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27.2.2

KAVEO6007-1 The service will now start. (service=Status Server)

KAVEO6007-1 The service will now start. (service=Action Handler)

KAVEO6007-1 The service will now start. (service=Agent Store for RAID,
inst=25519)

KAVEO6007-1 The service will now start. (service=Agent for RAID, inst=25519)

Check the services again. They should be “Active” or “S Active”.

[Z/opt/jplpc/tools]
sangs9# jpcctrl list "*"

Host Name ServicelD Service Name PID Port Status
sangs9 PT1lsangs9 Status Server 25410 22350 Active
sangs9 PH1lsangs9 Action Handler 25411 61373 S Active
sangs9 DS125519[sangs9] Agent Store 25492 61441 S Active
sangs9 DA125519[sangs9] Agent Collector 25543 61445 S Active

KAVEO6003-1 List processing of the service information terminated normally.

To configure the services to run automatically at startup, do the following. Use the
Service Management Facility built into Solaris 10:

e start the services with /opt/jplpc/jpc_start.model (you may want to rename
script)

e stop the services with /opt/jplpc/jpc_stop.model (you may want to rename
script)

Alternatively you could use these scripts renamed with S (for start) and K (for kill)
prefixes in the /etc/rc3.d directory. However, Solaris will send a “start” (or “stop”) as a
parameter, so the script will need to be modified. The existing scripts expect a
hostname instead of “start” or “stop”.

Verify Agents

To see if the agent communication is working before a polling period has passed, Go
to Performance Reporter 2 Products - RAID. You should see all active agents
listed with the “DA” at the beginning of the instance name. The hostname of where
the agent resides is in brackets.

Hitachi Tuning Manager & HITAGHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks |
Alarms | Services

Refresh CAEEIIES
Event History

[T Multiselect W Update automatically

,’,n Products

» l& () HealthCheck

= @il rao
o patuspyinioz[sangsio]
‘}@% Daluspwm2E519[5angs10]

. Trusted sites o100z -

Alternatively, to view the agents from Tuning Manager after one polling period has
passed, go to Administration = Data Polling. You should see all agents listed with
the last polling time after a success full poling period (default is 1x per 24 hours,
recommended settings are 1x every 1-2 hours). The agents may show up under the
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related agents column. Refer to the Tuning Manager Installation Guide for additional
troubleshooting.

Do L Yow Fgestes lock beb

[P itach Tuing areger P 7

| File: Gu: Help Logued in ax: Gary Joboaen | Clais | | Lagea

= Data Poiling

Data Polling

00199, G4-09 93100, 3100, 04100, 09199, #4:09, 07100, 08100, 03190, 10,09, $1:09, 12100, 33100, 14139,
Delauht Folling Sehedule ;5 57 54005, 17100, 28100, 19150, 30,09, 4:00, £5/08, 22100

Backdate Bfset
Retry Settings

— EIISSSSEEE————_—_—

waws Pagai] 1 =) pagewf)

M o [ Names  Tyse Fabling Schedule Last Fabling Time Belated Agent
T C o o (R 0RL0E-10 14105 DALuTRmaIaL M engrin)
HEpM 6o
HTSH 3

27.2.3 Polling Times
To alter the Polling Times, go to Administration under Explorer, then select Data
Polling. There is a Default Polling Schedule as well as individual schedules. To
change the Default Polling schedule, select Edit General Polling Settings.

/= Hitachi Tuning Manages - Windows Internet Exploses

Fla E& View Favoier Jook Heb

[.” Hitachi Tuning Manager

O Files Gos Helps Logged in as: Gary Johnsen | Chais | | Ligest

= Data Polling

* Resources Data Polling
« Adeministration
Usars and Pasmissions S S RN
s IRl i S T s S O S S e, S S . e
Sysarm Bepsrts Hetry Settings Watry tnterali 3 renute(s), Katey Tenes: 3 tmais)
— L ———————
Rnws /Pagad 10 =] | Pagal  wbi
I Hamoo  Type Palling Schedule Last Palling Time Relatod Agont
| ovowm HEwM Dafan 20130620 14:09 [saraiaol
(B G
[Done | [ Trusted sites. R0

Select all desired hours for Polling Times. Select at least every two hours (even
hours) for Aggregation Times. Enable the retry settings (use approximately 5
minutes as the retry interval and 3 as the retry times).
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dit General Polling Settings - Windows Internet E xplorer

HTnM
Edit General Polling Settings

Specify schedule to palling data fram agents, It is in daylight saving time period now,

W oo:o0 [~ o1:00 W oz:00 [~ 03:00 W 04:00 [~ 05:00 W 0e:00 [~ o7:00
W osi00 [ 0s:00 W 20000 11:00 W 1200 [ 13:00 W 1400 [ 15:00

W 1gm00 [ 17:00 W 1gi00 [ 19:00 W 2000 [ 2100 W 2200 [ 23000
Time Zone: Eastern Standard Time

[galect all| [DaselectAll| [Select Odd Hours | [Select Euen Hours |

Polling Backdate Offset

Spacify the data backdate offset for polling.

*Data Backdate Offset: 23 hour(s)
*Required field

Polling Retry Settings

Spacify retry settings when polling is failed.

" Disable
@ Enable Retry Interval: 5 rrinutels)

Retry Times: 3 timels)

|

| T [ Trusted sites R00x -

A

Select OK when you are done with the changes.

You can also go to the previous screen and change the polling times of any group of
agents from a given server. Select the agent(s) you wish to modify and then select
the Edit Polling Schedule button on the bottom right of the screen. You cannot

modify the retry settings or backdate offset here.

(5‘ Edit Polling Schedule - Windows Internet Explorer

HTnM
Edit Pelling Schedule

Specify schedule to polling data from agents. It is in daylight saving time period now,

% Use default polling schadule

" Specify polling schedule
T oowoo [T oxio0 [T ozi00 [T ozi00 [T 04:00 [ os:00 [T os:00 [T 07:00
T ool osoo [T 10:00 T 1100 [T 12:00 [T 12:00 [T 14:00 [T 15:00

T 1600 1700 [T 18:00 [ 1500 [T zo:00 [T 21:00 [T 22:00 [T 23:00
Time Zone: Eastern $tandard Time

[Selecr All] [Deselect All| [Select ©dd Hours | (Selecr Even Hours |

|
|Dune lililiyililil . Trusted sites ®100% - 4

27.2.4 Manual Polling (Starting or Interrupting Polling)

To manually start an agent polling session, go to Administration under Explorer, then

select Data Polling.
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/7 Hitachi Tuning Masage: - Wirsdoms Intaiest E sl

e Edt Mew Favodes Took Heb

|7 Hitachi Tuning Manager
0 Filles 4 | |Logaws

Gos  Nelps Yy Liconse Excoption Lugged in as: Gary Johnion | Clasa | | Log

Data Polling

Default Polling Schedule

ackdate Offset
Rebry Scltings

Wnwrs /Paged (0 =] vagel af1

HEwH G0 P Hames  Type Palling Schedule Last Palling Time Related Agent

1  Trustod sites e -

Select the agent you want to manually start and then select the Start Polling button
on the bottom of the screen.

= hitp://ecctest01ms:23015/T uningM anager/config/configProgress. do - Windows Intemnet Explorer B[] B3 |

HTnM
Start Polling Now
® Nows polling.
Please wait a
T005%
|
| [ L0 [ Twsted sites #1002 -

You can also interrupt polling that is taking too long or causing other issues. ltis
advised to refresh the screen before deciding that it is taking too long as the Data
Polling screen can quickly get out of date. During an active polling, you will have the
Interrupt Polling button enables and the Start Polling button grayed out.

27.2.5 Performance Reporter Configuration (60-day data storage)
The default settings for HTnM (Perfromance Reporter) provides only a small amount
of historical data. These settings need to be changed in order to expand the
reporting data storage to 60 days and to make sure all critical components are
measured equally. The estimated amount of storage that the HTnM Agent for RAID
will need is approximately 3GB per array.

27.2.5.1 Expansion of data set (data retention)

Go into HCS - Tools - Tuning Manager - Go - Performance Reporter > Services 2>
Machines - Select the agent host. Then select the DS1 instance name[agent host] as
shown below on left panel. Then select (on the right panel) Properties and then
RetentionEx.
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(,.:'Performance Reporter - Windows Internet Explorer

Hitachi Tuning Manager

Event Monitor

Alarms | Services

f.» System
v+ [& Collection Manager
= [& Machines

< [@ i10-hds-vmo03

A, pE1001

PM1001
&% pn1001
% ps1001

- @ sangs10

g PH1sangs10

Agents | Reports | Bookmarks |

@7 oatito-hds-vmo3
3 051i10-hds-vmo3
¥ PCS5i10-hds-vmo3

W PH1i10-hds-vmo3

Refresh

@ DAluspv10102[sangs10]
8l DA1vsps3112[sangsio]
% DS1uspv10102[sangs10]
Rl + DS1vsp53112[sangs10]]

Services > Machines>> sangs10> DS1vsp53112[sangs10]
Distribute Property

Properties Service status

[ |
B DS1vsps3112[sangs10]
[& General
@ System
v+ [ Network Services
[& Retention
- @ RetentionEx
v
[ Product Interval - LDS
% Product Interval - LDS1
[ Product Interval - LDS2
[ Product Interval - LDS3
% Product Interval - LDE
[ Product Interval - LDE1
[ Product Interval - LDEZ |
.

/ HITACHI

Environment Settings Exit Help

1=l 3

ﬁl Cancel |_

Description

Period - Minute Drawer (Day) i1

Period - Hour Drawer (Day)

~

Period - Day Drawer (Week) 54

Period - Week Drawer (Week) |54

Period - Month Drawer (Muﬂth)ln

Period - Year Drawer (Year) 10

ﬁl Cancel |—

,_ ,_ ,_ ,_,_ ’_ ‘?i. Local intranet | Protected Mode: Off

=
Car [ mwom -

On each Product Interval Record (PI, LDS, LDS1, ...), change the Period - Minute Drawer
(Day) from 1 to 60 and the Period Hour Drawer (Day) from 7 to 60.
have changed the last record.

Press OK when you

To make this change effective on all other instances (i.e. other arrays on same Tuning
Manager), select the Distribute Property on the right panel after you have updated the

periods above.
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erformance Reporter - Windows Internet Explorer

Hitachi Tuning Manager

= E3
HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks |

Alarms | Services CEEL

2. System
» @ Collection Manager
< [& Machines
= [ i10-hds-vmo03
Q7 0A1i10-hds-vmo3z
8 0S1i10-hds-vmo3
§ PCSi10-hds-vm03
B rE1001
% PH1i10-hds-vmo3
PM1001
&a pN1001
9 ps1001
= [& sangs10
@ DA1luspv10102[sangs10]
B DAlvsps3ii2[sangsio]
% DS1uspv10102[sangsi0]

DS1vsp53112[sangs10])|
% pH1sangs10

Services > Machines> sangs10> DS1vsp53112[sangsi0]
Properties Service status Distribute Property

Distribute Property: DS1vsp53112[sangs10] (RAID 8.2) >Select Servi |

Cancel Next > Finish

Select the service to be distributed.

Select Service
¥ DS1uspv10102[sangs10]

Cancel Next > Finish

il

Done

4
[ [ [ [ [ [ cocalintranet | Protected Made: OFf [Fa~ [Rww -

Select all of the other instances (USPV arrays, VSP arrays, etc.). Then Select Next.

rformance Reporter - Windows Internet Explorer

Hitachi Tuning Manager

HITACHI

Agents | Reports | Bookmarks |

Alarms | Services D

2. System
v [ Collection Manager
- @ Machines
= [@ i10-hds-vm03
Q7 oa1i10-hds-vmo3
G 051i10-hds-vmo3
¥ PCS5i10-hds-vm03
& pE1001
W PH1i10-hds-vmo3
PM1001
5 PN1001
29 ps1001
- @ sangs10
$ DAluspv10102[sangs10]
B DAlvsps3112[sangs10]
% DS1uspv10102[sangs10]
{ g DS1vsp53112[sangs10]]

g PH1sangs10

Event Monitor Environment Settings Exit Help

Services > Machines> sangs10> DS1vsp53112[sangs10]
Properties Service status  Distribute Property

UISUIDULE FIOPErlY: USLVSPOS 1L Z]Sanys1u] (KALY 8.£] ~3SIECL FTop

DS1vsp53112[sangs10]
@ Retention
v [@ RetentionEx
[z Disk Usage
@ Configuration

ol I_>l_I

Select All Unselect All Cancel < Back Firi |

Apply | Name Value Descriptiol
First Registration Date wed Feb 13 17:40:53 EST 2013 First Registr:
Last Registration Date Tue May 28 17:30:06 EDT 2013 |Last Registrz

Select All Unselect All Cancel < Back Fin

. il

pone

[ [ [ [ | |4 Localintranet | Protected Mode: OFf Fyv [ Rwn -

Go into the RetentionEx on the right panel. For each of the interval records, hit the select all
button. After going through all of the interval records, select Finish. The setting changes will
be distributed for all of the other instances (arrays).
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{Z Performance Reporter - Windows Internet Explorer [_To[ =]

Hitachi Tuning Manager / HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks | o Services > Machines> sangs10> DS1vsp53112[sangs10]
Alarms | Services Properties Service status  Distribute Property

% System
» @ Collection Manager

- @ Mac.h\nss Distribute Property: DS1vsp53112[sangs10] (RAID 8.2) >Progress Re| 2|
= [ i10-hds-vm03

@7 oati10-hds-vmoz ﬂl Stap
[(18 051i10-hds-vm03 Property distribution has finished.

PC5i10-hds-vm032

PE1001

PH1i10-hds-vm02

PM1001 Service Property Distribution Message
& prioo1 DS1uspv10102 Property distribution
W Done
tﬁ PS1001 [sangs10] was successful.
= [@ sangs10

@ DA1uspv10102[sangs10]
@ pA1vsps3112[sangs10]
% DS1uspv10102[sangsi0]

Rfl: & DS1vsp53112[sangs10]|
% PH1sangs10

e
5] gt e

ﬂl Stop

=

<
Done [ [ [ [ [ [ [ Localintranet | Protected Mode: OFF Ta - [R0% -

Note: This will increase the amount of storage that the agent requires on the agent host, but

will not affect the HCS/Tuning Manager server. The estimated amount of storage required is
3GB per array.

27.2.5.2 Expansion of Collection Interval

The collection interval needs to be modified to make all of the components consistent. The
default values do not have this consistency. This will further improve reporting accuracy.
Go into Performance Reporter > Services > Machines - Select the agent host. Then

select the DAL instance name [agent host] as shown below. Then select Properties and then
Interval Records.

{Z Performance Reporter - Windows Internet Explorer M= E3

Hitachi Tuning Manager & HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks |

1 Refresh Services > Machines> sangs10> DAlvsp53112[sangs10]
Alarms | Services Properties Service status  Distribute Property
2, System
3 @ Collection Manager
- [ Machines b g Detall Records = |
- @ i10-hds-vmo03 4 @ Ier’val Records
@7 o0atit0-hds-vmo3 v
(% 051i10-hds-vmo3 @ Los
U i3 Lps1
¥ PC5i10-hds-vm03 i LDs2
&, PE1001 i3 Lps3
% PH1i10-hds-vm03 i@ LoE
PM1001 @ LDEL
[z LDE2
&fa pu1001 @ LoEa _
# ps1001 @ LA
= [@ sangs10 i@ ros
8 pALuspv10102[sangs10] i@ p1s
Rl DAlvsp53112[sangs10]] E E.G.i =
% DS1uspv10102[sangs10] —
% DS1vsps3112[sangs10]
¥ PHisangs10
Name Value Description
Description Storage Summary Description of the record type
Log Yes ¥ Log record? If YES, data collection

Collection Interval[gg Data collection interval in seconds

Collection Offset |[g Data collection offset from top of m

LOGIF Expression to selectively log only ce

1 J _>l;I

Dane [ [ [ [ [ [ Localintranet | Protectsd Made: OFf [Fa-[®wew -
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The following Collection Interval records need to be changed:

e LDS Logical Device Summary 300 to 60
e LDA Logical Device Aggregation 300 to 60
e PDS Physical Device Summary 300 to 60
e RGS RAID Group Summary 300 to 60

You will want to distribute these settings to the other agent instances (arrays). Select the
Distribute Properties from the right panel and distribute similar to previous step.

Note: This will also affect the agent disk usage as you will be collecting records more
frequently. The total amount of storage needed is 3GB per array.

27.2.5.3 Updating max records allowed in a report (config.xml parameter change)
This change (made on the HCS server) allows the reports to include more data in the report
table and graph.

Update the config.xml under
\Program Files (x86)\HiCommand\TuningManager\PerformanceReporter\conf

There are two locations to change. You can search for “1440” and replace the value with
“2147483647".
Location #1

</vserver-connection>

<l-- The maximum limits of the records.
Specifiable values: 1 to 2,147,483,647
Default 1,440

>

<param name="maxFetchCount" value="2147483647"/>

Location #2
<export>
<!I-- The maximum limits of the records.
Specifiable values: 1 to 2,147,483,647

Default : The value of maxFetchCount of the <vsa> tag is applied.
->
<param name="maxFetchCount" value="2147483647"/>
</export>

From the HCS server, restart the HiCommand Performance Reporter services (from
services.msc) to make this change effective.
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j=] E
File Action View Help
Lol | s NENERENN » Nl T
/. Services (Local) €} Services (Local)
HiCommand Performance Reporter _Mame = | Description I Status I Startup Type LO_I‘
1€} Extensible Authentication Protocol The Extens... Manual Lo
Stop the service “E1Function Discovery Provider Host The FDPH... Manual Lo
Restart the service h
£k Function Discovery Resource Publica... Publishes t... Disabled Lo
“&}.Group Policy Client The servic,,,  Started Automatic Lo
Description: &1 HBase Storage Mgmt Common Service Providess...  Started Automatic Lo
E';:I!“Z’s performance data collected by (6} ppace Starage Mamt Web Service Receives .. Started  Automatic Lo
: ‘£ HBase Storage Mgmt Web S50 Service Backgroun...  Started Manual Lo
1€ HCS Device Manager Web Service Providess... Started  Automatic Lo
(01 ... Provides X Manual Lo

Automatic

mand Performance Reporter of
Started Automatic Lo

‘& HiCommand Suite TuningManager Aggrega

1€ L HiCommand Suite TuningService Provides p... Manual Lo
EhHiCommand Tiered Storage Manager  Migrate sto... Started Automatic Lo
{EhHiCommandServer Managesa... Started Automatic Lo
‘£ LHIRDB/ClusterService _HDO Provides fa... Manual Lo
& HIRDB/EmbeddedEdition _HDO Manages s... Started Automatic Lo
£k Hitachi Netwark Objectplaza Trace ... Started Automatic Lo
'&}: Hitachi Metwork Objectplaza Trace ..., Started Automatic Lo
1€ Host Data Collector HostData ... Started  Automatic Lo
& Host Data Collector Base Service Provides fu... Started Automatic Lo
ELHP DDMI Agent Enables co...  Started Automatic Lo
‘& Human Interface Device Access Enables ge... Manual Lo
{ELIKE and AuthlP IPsec Keying Modules  The IKEEX...  Started Automatic Lo
EhInteractive Services Detection Enables us... Started Manual (L=
4 | ;l_l

Extended /4 Standard /.

27.3 Performance Reporting Methodology

HDS uses the term Subsystem Flow Analysis to describe the process of tracing the
performance issue from the host to the back-end disks. At Citi, we do not use host agents for
servers as there is resistance to placing additional agents on our systems. Therefore the
Workflow Analysis starts at the array.

27.3.1 Basic Terminology
e Read hit: data found in cache
¢ Read miss: data must be read from disk
e Write: always write/update to cache. Acknowledge (ack) occurs after written to
cache.
¢ Write through mode: when physical maintenance is being performed on cache
boards, the ack occurs only after destaged to disk.

27.3.2 Review of a Typical Application Transaction

The following is a summary of the typical application I/O transaction (OLTP example):

|-----CPU Time (25%)------||--Queue Time (15%)--||-------- 1/0 Time (60%) |

| Total Time (Excluding LAN or WAN) = Aprox. 0.03 sec |

Email, Decision Support System (Warehouse), and Rich Media (video, audio) applications
have a higher percentage of 1/0O throughput.

Online Analytical Processing, Customer Relationship Management, and Enterprise Resource
Management applications have a higher percentage of processor utilization.

27.3.3 Response Time Factors
e Port load balancing is important. Performance problems could occur because of;
0 Too many HSDs on the same physical port.
0 Too many active LUNs on the same physical port.
e Protocol time on physical port is very low (microseconds)
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27.3.5

A physical port can process thousands of I/O requests before reaching saturation
point. This saturation point will be reached faster in cases where the average block
size is large (64K and higher)

Applications can be throttled using Server Priority Manager (see Appendix P: Server
Priority Manager).

General Performance Monitoring
Look at historical trend first. Identify trouble spots by looking at longer period of trend.
Focus on trouble area with finer granularity. After identifying trouble areas, zoom into
these time periods with finer granularity (minute-level).
For response-time centric applications such as On-Line Transaction Processing
(OLTP) applications:

0 You want low utilization to ensure CPU cycle availability

0 You want low Q-Depth to ensure no wait time
For throughput centric applications such as backups:

0 You want high utilization to ensure maximum throughput

0 You want high Q-Depth to let CPU manage queues smarter

Performance Analysis Methodology

Expected Peak I/O Rates — A general rule of thumb is that peak I/O can be estimated at 60%
over the average I/O rate.

27.3.5.1 Workflow is from the Outside to the Inside

Start at the server that is reporting the problem

This will have to come from the SA or application administrator as we do not have
host agents for HThM

Analyze its 1/O characteristics of the problem devices

Response Time

10 Rate

Read/Write Ratio

Connected Storage

Look at the ports for problems:

Port and Port CPU Utilization (Data Transfer Rate)
Other connected servers

Look deeper in the Array for problems:

Utilization

Other connected servers
Cache Read Hit percentage
Read/Write Ratio

Random vs. Sequential

Look at the Logical Device

Response Time

Cache Read Hit%
Read/Write Ratio
Random vs. Sequential

Look at Overall Storage System
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Ports

Array Groups
Logical Devices
Cache

Look at related or contending server workloads
¢ This will have to come from the SA or application administrator as we do not have
host agents for HThM
Analyze its 1/O characteristics of the problem devices
Response Time
IO Rate
Read/Write Ratio
Connected Storage

27.4 Citi Performance Criteria for HDS Arrays

The following is a summary of expected performance limits for normal array behavior. It is
possible to beyond these limits without experiencing user impact, but that is not likely. The
two thresholds listed are for warning and a critical level. These values should be the basis for
alarms and determining performance problems. These criteria apply to all Citi VSP and HUS-
VM arrays.

Cache Write Pending % 30% 75%
FED Transfer Rate 600MB/sec 800MB/sec
VSD MBP Busy % 40% 70%
MP Busy % 40% 70%
Pool Average Read Response Time 8ms >10ms
Pairity Group PG Max Busy % 50% 70%
LDEV Average Response Time 20ms >30ms

Cache Write Pending
A high write pending percentage (>30%) indicates that cache is not being destaged to disk
fast enough. Sustained high levels indicate more of an issue than occasional spikes.

Read hit percentage indicates the randomness of data (low percentage).

FED Transfer Rate
A high sustained transfer rate (>800MB/sec) indicates that the host port is being overloaded.
Migration to a different port pair or additional port spreading is likely needed.

VSD Busy Percentage

Less than or equal to 40% should be the busy percentage objective to allow for failover to the
other processors on the same board. LUN ownership by any MP can be dynamically
reassigned.

Pool Response Time
Pool read response time (average) indicates the overall health of the pool. If the average is
higher than 8-10ms, then the contributing parity groups should be examined.

Pairity Group (RAID Group) Busy %
A high (sustained) parity group busy percentage (>50%) indicates that there may not be
enough drives to support the workload.

LDEV
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Read response time indicates overasll health of the LDEV. A historical perspective is
important.

27.5 Citi Standard Reports and Alarms
There are several standard reports and alarms that are part of the Citi HTnM Reporting
standard. These are obtained by installing the latest Hitachi Predfined Reports export.

27.5.1 Pre-Defined Reporting Setup
e Import the reports from the latest version of the Citi HTnM reports. There will be a
separate file for Reports and Alarms. Import the Reports using Performance
Reporter and select the import button after selecting reports. Select the filename of
the reports file from the package.

= Pesleamance Neporie: - Windows Intemet Explores

Hitachi Tuning Manager

agans | Reports | GRknats | g, Reports

s rls
+ Po ersal_Databass

Starage Magping LT

Import fila name: '—
i ol Ao
 Graio L) e |

v [ 5aN Switch
v Psa

» B unix

v. [ windows.

Done . Tuusbed sites _00E -

27.5.2 Pre-Defined Reporting

There are several canned reports that have been developed in coordination with HDS in
order to pull the most common performance data out of HTnM. The Hitachi Predefined
Reports (V7.6.0) are provided in each HCS instance at Citi. If these user reports are not
available, please contact CATE Storage Engineering. The following categories each contain
relavant reports.

If in doubt on where to begin: start with the Array Health Check reports below as they
provide likely bottleneck reports that are part of the individual categories.

= [ Hitachi Predefined Reports (V7.6.0)
- @ VSP/HUSYM/USPY Reports

v 2 1. cache
v [ 2. Front End Port
3 [Efj 3. Processor
v ) 4. Parity Group
v [ 5. LDEV

» ) 6. Subsystem

» [ 7. HDP/HDT

» [ 8. TC/HUR

» 1 9. Array Health Check
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27.5.2.1 Cache Reporting
= [ 1. cache .
B Cache Read Hit %
% Cache Usage %
% Max Write Pending Usage %
% Multi Array Cache Write Pending Usage %
% Write Pending Usage %

Available reports in this category include Cache Read Hit %, Cache Write Pending Utilization,
and Overall Cache Utilization. There is a Multi Array Cache Write Pending Utilization report
that is useful for combining data from multiple arrays in the same report (for array
consolidation).

27.5.2.2 Front End Port Reporting

= [[7 2. Front End Port
B4 port Avg I0PS
% Port Avg Transfer
% Port Configuration (Tabular)
B2 port Max 10PS
% Port Max Transfer

Available reports in this category include average and maximum IOPS and Throughput
(Transfer). There is also a configuration report.

27.5.2.3 Processor Reporting

- [ 3. Processor
% USP{V) BE Processor Busy %
% USP({V) FE Processor Busy %
B4 vSD Busy % by MPB
% VSD Busy % by Processor ID

For USPV arrays, the Back End (BE) and Front End (FE) Processory Utilization reports
depict potential problems with over taxed processors that handle host requests and disk
requests. For VSP systems, the VSD Utilization reports (sorted two ways) show potential
problems with over taxed processors that handle data flow (host and disk combined).

27.5.2.4 Parity Group Reporting
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= [ 4. Parity Group

B2 pG Busy %
B2 pG Random Read IOPS

% PG Random Read Transfer

B4 pG Random Write TOPS

% PG Random Write Transfer

B2 pG Read Hit %

B pG Sequential Read TOPS

% PG Sequential Read Transfer

B2 pG sequential Write TOPS

% PG Sequential Write Transfer

% Parity Group Configuration (Tabular)

The Pairity group reporting includes IOPS and throughput reports for random read, random
write, sequential read, sequential write as well as overall parity group busy and read hit
percentage. There is also a parity group configuration report available.

27.5.2.5 LDEV Reporting

- [ 5. LDEV
= [ LDEVS

g cu

3 Ej LDEWS
3 ff] LDEWS
v [ LDEVS

There are several reports demonstrating combinations of IOPS and Throughput (Transfer) for
Read, Write,Daily (W/R), Sequential (W/R), Random (R/W), Bar Charts for the top 20 LDEVs

with CU 00-3F
00-3F Daily IOPS for LDEV

00-3F Daily Transfer for LDEW
00-3F LDEV Configuration {Tabular)
00-3F LDEV Performance Summary Report
00-3F LDEV Random IOPS

00-3F LDEV Random Transfer
00-3F LDEV Read Hit %

00-3F LDEV Read IOPS

00-3F LDEV Read Response Time
00-3F LDEVY Read Transfer

00-3F LDEV Sequential IOPS

00-3F LDEV Sequential Transfer
00-3F LDEV Total Response Time
00-3F LDEV Write IOPS

00-3F LDEV Write Response Time
00-3F LDEV Write Transfer

00-3F Up to 20 LDEV Bars for Yesterday's IOPS
00-3F Up to 20 LDEV Bars for Yesterday's Transfer

with CU 40-7F
with CU 80-BF
with CU CO-FF
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per MPB, This category is organized by the logical CU range and is repeated for each range
beyond 00-3F (40-7F, 80-BF, CO-FF).

27.5.2.6 Subsystem Reporting
- ﬁ] 6. Subsystem

% Multi Array Total Read IOPS ({ Stacked )
% Multi Array Total Write IOPS { Stacked )
BY Total Read/Write IOPS (Line)

B2 Total Read/Write IOPS (Stacked)

% Total Read/Write Transfer (Line)

% Total Read/Write Transfer {Stacked)

The subsystem category includes reports for Read/Write IOPS and Throughput (Transfer)
with Line and stacked area variations. The Muti Array reports for Read I0Ps and Write IOPS
can be used for combining data from multiple arrays (used for array consolidation).

Thin Provisioning Pools (HDP and HDT) Reporting
= [ 7. HDP/HDT
B2 pool Read 10PS

% Pool Read Response Times

% Pool Space Usage %

B2 pool Write IOPS

% Pool Write Response Times

B4 Tier 10PS

% Tier IOPS Usage % from Monitor
B2 Tier IOPS by DP-VOL

% Tier Pages Demoted

% Tier Pages Promoted

% Tier Pages Relocation Status
% Tier Space Usage %

% Tier Space Usage % by DP-WVOL

The HDP (Thin Pool) reporting includes information on a pool level for IOPs, Space
Utilization, Read Response, and Write Response. The tier reports are used for dynamic
tiering (HDT) reporting and include page promotion/demotion, and tier space utilization.

27.5.2.7 Replication (TC/HUR) Reporting
= [ 8. TC/HUR
B2 TC/HUR Initiator Port List

% TC/HUR RCU Target Port List
The replication reporting category includes reports about the replication port configuration.
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27.5.2.8 Array Health Check Reporting

- [ 9._Arra~_,r Health Check
B Cache Read Hit %
% Max Write Pending Usage %
B2 pG Busy %
% FPool Read Response Times
% Fort Max Transfer
B2 Total Read/Write IOPS (Line)
B2 \/SD Busy % by MPB

This category is likely the best place to start to get a good overview and likely indicator of
performance bottlenecks. All of these reports are preconfigured with a selection of minute
data for 7 days.

27.5.3 Alarms Setup

1.

Import the Alarms from the latest copy of the Citi HTnM alarms. There will be a
separate file for Reports and Alarms. Import the Alarms using Performance Reporter
and select the import button after selecting alarms. Select the filename of the alarms
file from the package.

= Perdomance: Repostes - Windows Infeinet Feplones

Hitachi Tuning Manager

Event Monitor __Environment Settings

Agonts | Boports | Bookmarks | Refrach Alarms
Alarms | Sarvices - Impart
Fa—

Import

Ienpinrt file name: B
¥ v

. Trusted sites _I00% -~ g

Once the alarms are present in Performance Reporter, you will need to activate the

alarms. Once activated, the icon on the alarms will change to =,

After the alarms have been activated, you will need to bind them to the agents for
each of the arrays. Select an array-agent instance under agents (Products - RAID
- DA1xxxxx) and then select Bind Alarm Table. If the Alarms are active, then it
should allow you to select the appropriate Alarm Table (RAID - Citi Alarms).

27.5.4 Email Alerting Setup

27.5.4.1 User.properties
There is a properties file that needs to be updated. This file is located in C:\Program

Files\HiCommand\TuningManager\conf.
#pr. incontextlaunch .mode=
alert._email .smtpport=25
alert.email.from=GDSE@CITIGROUP .COM
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alert._email._subject=Tuning Manager (HTnM) Alert
#table_filter.default.unit.datasize=
#table_filter._.default.unit.transferRate=
#portNumberCL 1=

#poller .offset=

csv.encode.type=UTF-8

Uncomment the alert.email lines and place values at the end of each line. The smtpport
should be 25, the email.from should be a valid address, and the email.subject should be
meaningful information for the alert email.

27.5.4.2 System Alerts Page
The System Alerts page should also be updated (Explorer - Administration - System
Reports). Select the Edit System Alerts button.

; Edit System Alerts - Microsoft Internet Explorer

s arack 4

HTnM HITACHI
I

Edit System Alerts

Alert Definitions
Select and spedfy alert definitions,
¥ Alerts for agent status

This function sends alerts to an administrator if agents could not collect data.
Threshold: |24 Hour

[T Alerts for polling skip
Thizs function sends alerts to an administrator if polling was skipped.

[T Alerts for time consumed in polling
This function sends alerts to an administrator if polling takes long time,
Threshald: Hour

™ Alerts for error in pelling
This function sends alerts to an administrator if polling task in polling was failed.

[¥ Alerts for DB space

This function sends alerts to an administrator if polling was failed.

Alert Notification

Specify notification settings.

#E-rnail Tor  [GARY.GJOHNSON@CITIGROUR.COM
*Mail Server:  [mailhub-ss01.nam.nsrootnet
[ smTR
Usarbara: |
Pazsword: ™ Edit
*Required field Send Test E-mail
&] Done %] Local intranet

1. (Optional) Uncheck the alerts for polling skip, alerts for time consumed in polling, and
alerts for error in polling.

2. Fill out the E-mail To and Mail server fields. The E-mail to field should be a
distribution list for the HTnM administrators (must be an external address distribution
list like “gdse@citi.com”). The mail server should be a hosthame or ip address.

3. Hit the Send Test Email button to test the ability to send test emails.

27.5.4.3 SNMP Alerting Setup
This functionality has not been tested with the ESS team. Implementing SNMP traps for
alarms is not recommended at this time.

27.5.4.4 Agent Email Enable

In order to enable email alerting, start Performance Reporter (HTnM - Go - Performance
Reporter). Select Services, Machines. Select the server that is running HTnM. Under that
machine will be a list of processes, select the PH1 process. Select Properties.
Under Properties select Capabilities. Change the script and email values to be YES.
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7 Performance Repoiter - Microsoft Internet Explorer

Hitachi Tuning Manager

1 [=] B3
HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks |
Alarms | Services

Refresh

2. System

» [ Collection Manager

= [ Machines

- [@ ecctest0lms

B Da110102[=cctestOims]
B Ds110192[ecctestolms]
% ps110102[ecctestiims]
@ Ds110102[ecctestims)
fﬁ EalecctestOlms
% ESlecctestOlms
# PCsecctestiims

A& rEt001

T P00t
&% PH100L
& ps1001

Talecctestolms
[ TS1ecctestiims
» [ sangso

Services > Machines’> ecctest01ms>> PHlecctest01ms
Properties Service status

L

Service Properties

g PHlecctestOims
[ ceneral
[ systam
v [ Network Services
Bf. Capabilities

[ mail

(L3 K1}

ok _cancel

Name value Description
Email Yes - Does this action Handler support the indicated action?

Script [Ves 5]

Does this Action Handler support the indicated action?|

m Cancel

@

o
[T T [ [ % Local intranet 7
Under Mail, you will need to update several entries.
3 Performance Repoiter - Microsoft Internet Explorer [_[O] %]
HITACHI

Hitachi Tuning Manager

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks |
Alarms | Services

Refresh

%o Systam
v [ collection Manager

Services > Machines> ecctest01ms>> PHlecctestDlms
Properties sService status

= (@ Machines Service Properties |
4 @ ecctest0lms
B DA110102[ecctestOlms] W Phiecctestoims
B D4110192[ecctestDims] @ ceneral
E% Ds110102[ecctestnims] B System
B DS110192[ecctestDims] 3 %Netwnrk Services
Capabilities
EalecctestOims -
@ A ail
% ESlecctestOlms
4 PCSecctestDims
A pelom1
Bl =& FH1scctestDims) |
PML1001 =
e 1001 7
ok | cancel
9 ps1001
ThlecctestOlms Name Value Description
E® T51ecctestoims SMTP Hast  [mailob-ss01.nam.ns Name of SMTP host through which to send mail
v [ sangse SMTP Sender [gice@aitigraup.com  Name of sender for SMTP mail
Mail Subject  [5%5CS: %PTS %AI5 o Subject for e-mail messages
Charset utf-8 - Name of Charset for SMTP mail
Protocal 1Pve x Choose the SMTP over IPV6 or SMTP over IPv4)
ok | cancel | =l
[&] Done [ [ [&J Local intranet 7

Fill out the SMTP host (Mail server on previous screens), SMTP Sender (valid email address
coming from), Charset to utf-8, and Protocol to IPv4. Press OK when done.

27.5.4.5 Modifying Alarms (Enabling Email Notification)

After email capability has been allowed, each of the alarms will need to be modified to use
email for notification and to define the destination email address. Go to each Alarm and
select Edit. Press Next until you get to the Actions page. Select the checkboxes for Email

under Abnormal and Warning. Select Next.
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ormance Repoiter - osoft Intemnet Explorer _[O]x]
Hitachi Tuning Manager HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks | refresh Alarms > Alarm > LDEY Response Time
Alarms | Services Properties Copy Edit Delete
% slarms Activate Import
v ) DB2 Universal Database
v [ HealthCheck = =
v B MSExchange Edit > Actions
v [ nas Cancel | < Back Next = | Fimish |
v [(J oracle
= [P raD Actions to be executed
f PFM RAID Solution Alarms 7.00
FM RAID Salution Alarms 8,10 action  Pabnormal Awaming @normal
Email I3 2 r
Command I3 = r
@m LDEY1 Response Time
SNMP r r r

@Ei LDEY2 Response Time
@m LDEY3 Response Time
@Ei Pool Util Early % Report to be displayed
&5 Pool utilization %
@Ei Port Processor Busy | Browse Delete
@m Raid Group

@g Write Cache Pending

Cancel | < Back | MNext > | Fimish |
v [ SaM Switch
v [ sa
v U
v B windows
&]Done [ | | | |&Local intranet 7

Fill out the email address that the alarm will be sent to. Select Finish when done. Repeat
this for all of the alarms.

Hitachi Tuning Manager HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks |

FEfEeh Alarms > Alarm> LDEY Response Time
Alarms | Services Properties Copy Edit Delete

2 alarms Asctivate Irnport
v [J DB2 Universal Database
v [J HealthCheck = = — -
y B MSExchange Edit > Action Definitions =
v D nas Cancel < Back | Finish |
v [ oracle
- (7 ralD Email Settings

v [ PFM RAID Solution &larms 7,00

v [ PFM RAID Solution Alarms 8.10 Emall address:  [gary. g joRnsondeit com]

- UsPY Action ha”dle“lF'Hle:ctestulms -

("PH1" + executing host name)

@m LDEY1 Response Time

@EI LDEY2 Response Time variables
&5 LDEVE Response Time Date/Time (%SCT) ﬂ
fat it “alNS
&g Faal Ut Early % nggmg;ge(;ngws)i 2dd variable
& ool Utilization 3 Status (%5CS) =l |
@EI Port Pracessor Busy
@EI Raid Group el aoehy
Date: %S5CT =
@EI Write Cache Pending Host: °/:HNS j
v [ 54N Switch
Product: %PTS -
S . ¥
v (2 unix
» @ Windows
GCommand Definition
| Command name: leamraar-- 1\u;rﬂmmmmr.n;mmm-w-w\mﬁl, _ld
1 v
|&) Done [ [ || | & Local intranet 7

2755 RAID Alarms

To find these alarms start Performance Reporter (HTnM - Go - Performance Reporter).
Select Alarms, RAID, and then USPV.
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3 Performance Reporter - Microsoft Internet Explorer _[O] ]
Hitachi Tuning Manager HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks | Alarms | Services Refresh Alarms
Import

,’p Alarms
v [ DBZ Universal Datahase
» B Healthcheck
» [ msExchange
v 2 Has
v [ oracle
< [ ralp
4 PFM RAID Solution &larms 7.00
» PFI RAID Solution Alarms 8,10
- [E4 usry
& LOEV Response Time
& LDEV1 Responze Time
&y LDEVE Response Time
@g LDEVE Response Time
&g Pool util Early %
@EI Pool Utilization %
@EI Port Processor Busy
@g Raid Group
@El Write Cache Pending
v [ 54N Switch
r Beal
[ = VY
v [ windows

= [ [ | | |&]Localintranet 7
Note: The alarms listed above show that they have been activated as the icon has changed

to @IE.

27.5.5.1 Pool Utilization Alarms

There are two Pool Utilization Alarms. The primary alarm is Pool Utilization %. It has a
warning level of 70% and an abnormal level of 80%. Additionally there is a Pool Utilization
Early % alarm. This alarm is triggered with a warning of 50% and an abnormal value of 60%.

27.5.5.2 Triggering Alarms

Once the criterion for an alarm has been met, the icon for that alarm will change. To observe
which alarm has been triggered for a given agent instance, click on the agent instance and
then select Display Alarm Status. The following is an example of a triggered alarm
(Abnormal level):

Hitachi Tuning Manager HITACHI

Agents | Beporis | Geskmacks | oo Agents > DAL10102[ecelestilms]
Aoz | Senices Display feports  Display Alam Status

I Multsslect F Update sutcmaticaly

2 Preducts
Alarm StetusiUERY Rgfresh
@ LOFV Respanse Time
@ Loev1 fesponcs Tive
@ LD0V2 Resporss Tems

@ Loev3 fesponse Time
B W ool util garly %
B @ roc utization %
@ Port Frocessor Busy
@ raidt Group
@ write Cache Pending

Health chect status : Mot Supported

& Donn B % Local intianet

If configured as above, there should have been an entry in the log file as well as an email
alert sent.
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27.6 Thin Pool (HDP) Trend Reporting

To access the monthly trend report on pool storage, go to the Performance Reporter
area (Go - Performance Reporter). Products - RAID - Select appropriate Service
ID of the agent for the array. The service ID should be named according to the serial
number of the array and the [location of the agent]. For example, the agent running
against array 10102 is named “DA110102[ecctestO1ms]”.

< Performance Reporter - Microsoft Internet Explorer M=l
Hitachi Tuning Manager HITACHI
Event Monitor Environment Settings Exit Help
:lgents |5 Beports | Bookmarks | R Agents
Alarms | Services Event History
[T Multiselect W Update automatically
2. Products
v [0 RaID
|®j Done l_l_l_l_l_ \; Local intranet 4

Once you select the service ID of the RAID agent, you will enable the links on the

right side of the screen. On the right side of the screen, select Display Reports, then
System Reports > RAID - Monthly Trend = Pool Usage Trend (7.1).

Pool Usage Trend{(?.1) : DA110102[ecctestD5as]

Display report settings

Settings for the report display period

Date range: [within the past month |

Start time: [03 29 2008 10:01

End time:  [0429 2008 10:01

3 http://ecctestD5as:23015 - Performance Reporter - “Pool Usage Trend(7.1)" - Microsoft Internet Explorer

Description | Close

Show Options

o]

M dd wyyy HHEm
MM dd yyyy HH:mm

Maximum number of recnrd5:|1440

(1<=N<=1,440)

|@ Dane:

B
T mea

Adjust the time period and then select OK:
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a http:/ fecctest05as:23015 - Performance Reporter - "Pool Usage Trend{7.1)" - Microsoft Internet Explorer

Pool Usage Trend(7.1) : DA110102[ecctest05as]
Report

Bookmark | Description | Close

Froperties Show Dptions | 04 29 2008 08:00:02 (Minute) GMT-04:00

¥ Graph [ List ¥ Table HE M Refresh | Export
100% =
HS &
24
20
16 Fool IT
# ®
12 101
i k102
4
0406 0408 0410 0412 0414 0416 0418 0420 0422 0424 0426 0428

First Previous 261-273 0OF 273 Next Last —|
Date and Time Pool ID Usage %  Attribute Status Threshold Warning Threshold  Tot

04 28 2008 08:00:03 102 0 Dynamic Provisioning  MORMAL 70,0000 80,0000
04 28 2008 14:00:02 1 26.0000 Dynaric Provisioning  WARNING 25.0000 80.0000
04 28 2008 14:00:02 101 65,0000 Dynamic Provisioning  NORMAL 10,0000 80,0000
04 28 2008 14:00:02 102 0 Dynamic Provisioning MNORMAL 70.0000 80.0000
04 26 2008 20:00:02 1 26.0000 Dynaric Provisioning  WARNING 25.0000 80.0000
04 28 2008 20:00:02 101 65,0000 Dynamic Provisioning  NORMAL 10,0000 80,0000
04 28 2008 20:00:02 102 0 Dynamic Provisioning NORMAL 70.0000 80.0000
04 20 2008 02:00:02 1 26,0000 Dynamic Provisioning WARNING 25.0000 80.0000
04 20 2008 02:00:02 101 5,0000 Dynamic Provisioning  MORMAL 10,0000 80,0000
04 29 2008 02:00:02 102 0 Dynamic Provisioning  NORMAL 70.0000 80.0000
04 20 2008 08:00:02 1 26,0000 Dynarmic Provisioning  WARNING 25,0000 80,0000

04 20 2008 08:00:02 101 5.0000 Dynamic Provisioning MNORMAL 10.0000 80.0000 —
04 29 2008 08:00:02 102 0 Dynamic Provisioning  NORMAL 70.0000 80.0000

L I B e "ll_l

|&] Done ’_l_l_l_l_ # Internct Y

Each Pool ID should be selectable so that further drill down reports can be
generated. See the Virtual Volume Trend Reporting section that follows this section.

This report displays a graph of the data points over the time period and a table that
lists all of the values. The data fields that comprise this report are:

Agent Host This is the name of the host running PFM - Agent.
Agent Instance This is the PFM - Agent instance name.

Agent Type This is the PFM - Agent product ID (1-byte identifier).
Attribute Type of the pool

Collection Time

Time when the data was collected from the storage
subsystem (GMT)

Date

This is the record creation date (GMT).

Date and Time

This is the combination of the Date (DATE) and Time (TIME)
fields.

Emulation Type

Emulation type of the pool

Free Capacity

Free space in the pool (GB)

This is the difference between Greenwich Mean Time (GMT)

GMT Offset C

and the local time in seconds.
Interval Interval in seconds during which the information is collected
Pool ID Pool ID of the pool

Pool Volume Count

Number of pool volumes in the pool

Record Time

Time when the record was stored (GMT)
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Record Type

Record type identifier, which is always set to PLC

Status

Status of the pool

- NORMAL (the status is normal)

- WARNING (the usage rate of the pool capacity has
exceeded the value of the Threshold or Warning Threshold
field)

- BLOCKED (the usage rate of the pool capacity becomes
100%, and the pool is blocked)

Threshold

Pool threshold value 1(%) set for the usage rate of the pool
capacity (the value of the Usage % field).

Time

This is the record creation time (GMT).

Total Actual Capacity

Actual capacity of the pool (GB)

Total Managed
Capacity

Virtual capacity of all V-VOLs mapped to the pool (GB)

Usage %

Of the total actual capacity of the pool, the percentage of the
pool used. Usage rate of the pool capacity.

Used Capacity

Size of the pool used (GB)

Virtual Volume Count

Number for the V-VOLs mapped to the pool

Warning Threshold

Pool threshold value 2(%) set for the usage rate of the pool
capacity (the value of the Usage % field).

You can export this table (in CSV format) by selecting the Export link in the upper
right hand corner of the report.

; http://ecctestd5as:2301 5 /PerformanceReporter fjsp/prisv.js... [ E3

KAYII5001-1
Close this window once the file has been downloaded.

close |
|&] pone l_ l_ ’_ ’_ l_ ) Internet 4

Do you want to save this file?

Mame: Export.csy
Type: Unknown File Type
From: ecctest0Sas

Save T Eancel

@ While filez from the Intemet can be uzeful, some files can potentially

harm your computer. IF you do not trust the source, do not save this
file. “hat's the risk?

If you selected a RAID agent for an array that is not HDP capable (i.e. a USP) or that
does not have any HDP pools, then you will get an error message when you try to

select the Pool Trend Report:
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3 Performance Reporter - "Pool Usage Trend(7.1)" - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help | h
Pool Usage Trend(7.1) : DA110192[ecctest01ms] Bookmark | Description | Close
Report Propertias Show Options
[ Graph I List [# Tahle (W[« ] [u] Refresh

& Message-10 KAYIS5001-1 (PR25E5)
Message Mo record was fetched. The repart cannot be displayed.
Probable causes:
- The Agent was not running during the report period.
- A requested record was not collected during the report period.
- Mo collected data meets the filtering condition.
Make sure that:
- The Agent is running.
- The Agent is set up to collect the required records.
wodify the report filtering condition if necessary.

@ I . [ L

27.7 Virtual Volume Trend Reporting (Detail of Pool Trend Report)
To obtain a report displaying the virtual volumes that come from a given pool, you
can click on the Pool ID of the desired pool in the table below the graph. This will
bring up another options screen to allow you to select the time range.

/3 http:/ /ecctest05as:23015 - Performance Reporter - "¥irtual Yolume Usage Trend(7.1)" - Microsoft Internet Explo... [H[=] E3

Yirtual Yolume Usage Trend{7.1) : DA110102[ecctest05as] Description | Close
Show Options

ok

Display report settings

Settings for the report display period

Date range: [\within the past 7 days =]

Start time: [0422 2008 11:01 MM dd vy HE
End time: |04 29 2008 11:01 Wb G ey HHDm
Mazimum number of recards: [1440 (1<=M<=1,440)
|&]} pone ’_’_’_|_|_|Q Internet v

For this report, it is suggested that you change the time range from monthly to a
week or less. This is due to maximum number of records (1440) in the report.
Otherwise your report will reflect only the first 1440 records, which will not cover the
whole month.

Note: the name of the report has changed from “Pool Usage Trend” to “Virtual
Volume Usage Trend”.
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015 - Performance Reporte

Virtual Yolume Usage Trend{7.1) : DA110102[ecctestD5as]

tual ¥Yolume Usage Trend{7.

ternet Explorer

Bookmark | Description | Close

Report Properties Show Options | 04 26 2008 14:00:02 (Minute) GMT-0<4:00
Iv Graph [T List ¥ Tahble K D Refresh | Export
I1EID% i
LDEY Murnher
1o ®ooFED0
00:FE:01
an & 00FED2
O0:FE:D3
- F o:FED4
O00:FE:DS
# —OOFE:DG
40 DOFE0T
S 00FEDE
20 O0FEDg
®o0rFEDA
T O0:FE:DE
" e i E T ek T | e
00:FE:0D
& nnreae
First Prewvious 1-200F 1440 MNext Last| —|
Date and Time LDEY Number PoolID Usage % Pool Free Capacity % Threshold Virtual Yolume C
04 22 2008 14:00:02 O0:FE: 00 1 91,7258 7,018.5714 5.0000 35,8
04 22 2008 14:00:02 0O0:FE:01 1 13.4752 671.1749 5.0000 35,5
04 22 2008 14:00:;02 OO0:FE: 02 1 1] L£g0.7329 5.0000 35,8
04 22 2008 14:00:02 0O0:FE:03 1 u] 580.7329 5.0000 35,5
04 22 2008 14:00:02 0O0:FE:04 1 1] L£g0.7329 5.0000 35,8
04 22 2008 14:00:02 O0O0:FE:0S 1 1] L£go.7329 5.0000 35,5
04 22 2008 14:00:02 00:FE: 06 1 1] L£B0.7329 5.0000 3E,5
04 22 2008 14:00:02 OO0:FE:O7 1 1] L£go.7329 5.0000 35,5
04 22 2008 14:00:02 0O0:FE:08 1 o 580.7329 5.0000 35,5
04 22 2008 14:00:;02 O0:FE: 09 1 1] L£g0.7329 5.0000 35,8
04 22 2008 14:00:02 0O0:FE:0A 1 o 580.7329 5.0000 35,5
04 22 2008 14:00:02 0O0:FE: 0B 1 1] £B0.7329 5.0000 35,5
04 22 2008 14:00:02 O0:FE:OC 1 1] L£go.73z29 5.0000 35,8
04 22 2008 14:00:02 0O0:FE: 0D 1 1] £B0.7329 5.0000 35,5,
| | _>|_I
|&] pane l_’_’_’_’_ # Internet Y

You can export this table (in CSV format) by selecting the Export link in the upper
right hand corner of the report. You will be given the option to save the file locally.
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Close this window ance the file has been downloaded.
close |

|@ Cone
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File Download

Do you want to save this file?

] Mame: Export.csy
Type: Unknown File Type

From: ecctest0Sas

Save

harm your computer. | you do not trust the zource, do not save this

@ Wwhile filez from the Intemet can be uzeful, some files can potentially
file. What's the rigk?

27.8 General Array Reporting

Tuning Manager also provides non-HDP reporting. These reports include Write 1/0,
Read 1/0, Write IOPS, Read IOPs, etc. To get to these reports, follow the same
method as the HDP reports. To access the monthly trend reports, go to the
Performance Reporter area (Go - Performance Reporter). Products > RAID -
Select appropriate Service ID of the agent for the array. The service ID should be
named according to the serial number of the array and the [location of the agent].
For example, the agent running against array 10102 is named
“DA110102[ecctestO1lms]”.

3 Performance Reporter - Microsoft Internet Explorer M=] B3
Hitachi Tuning Manager HITACHI
Event Monitor Environment Settings Exit Help
Adorts | Boparc | Bakiate | oo | | Apens
Event History
[T multiselect W Update automatically
f,-n Products
v o) ratD
|@ Done l_l_l_l_l_ \; Local intranet S

Once you select the service ID of the RAID agent, you will enable the links on the
right side of the screen. On the right side of the screen, select Display Reports, then
System Reports - RAID - Monthly Trend.
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Hitachi Tuning Manager

|
3 Performance Reporter - Microsoft Internet Explorer M=

HITACHI

Event Monitor Exit

Environment Settings

Help

Agents | Reports | Bookmarks |
slarms | Services

2. Products
- [ ralD

™ Multiselect M Update automatically

DA110192[ecctest01lms]

Refresh

4

Agents > DA110102[ecctestD1ms]
Display Reports
Bind &larm Table

Display alarm Status
UnBind Alarm Table

Properties
Register Bookmark

Event History

o

- [ RAID -]

< (2 Monthly Trend
v [ Drildown Only
% Pool Usage Trend(7.1)
L O Rate Trend|
% Subsystemn Read Transfer Rate Trend
% Subsystem Write [0 Rate Trend
% Subsystem Write Transfer Rate Trend
- @ Status Reporting
- [ paily Trend
v [ Drildown Only
% Array Group 10 Rate Status(5.0)
% Array Group Transfer Rate Statusi{5.0)
8, CLPR Usage Status(s.0)
% Logical Device 10 Rate Status
% Logical Device Transfer Rate Status
B port 10 Rate Status
% Part Transfer Rate Status
% Processor Busy Rate Status(6.0)
% Subsystem Cache Memory Usage Status
% Subsystem 10 Rate Status
% Subsystem Transfer Rate Status
v [ Real-Time

- B Troubleshooting
v [ peal-Time 4|

[&] Done

[ [ [ Mdtocalintranet 7

The following is a sample of the Subsystem Read I/O Rate Trend:

43 performance Reporter

ubsystem Read ID Rate Trend"

Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help | ,'
Subsystem Read 10 Rate Trend : DA110102[ecctestD1ms] Baseline | Bookmark | Description | Close
Report Properties Show Options | 10 10 2008 00:00:00 (Day) GMT-04:00
¥ Graph I" List # Table [WI[4] [L][M] [subsystem Reed Transfer Ra x| Display Reports | Refresh | Expart | Print

IlDD% 'l
2000
1600
b
#1200
E =Agent Host==Agent Instance=
8 .<1D1D2[ecctestD1ms]><1D102>
a0a
=
[
400
0 -
0825 0927 0929 10m 1003 1005 100av 1009
First Previous 1-160F 16 Next Last| —|
Date and Time Agent Instance Read I/0 fsec Date and Time
09 25 2008 00:00:00 10102 468.8433 09 25 2008 00:00:00
09 25 2008 00:00:00 10102 1209196 09 26 2008 00:00:00
09 2% 2008 00:00:00 10102 12,6303 09 27 2008 00:00:00
09 28 2008 00:00:00 10102 12,6905 09 28 2008 00:00:00
09 29 2008 00:00:00 10102 12.0579 09 29 2008 00:00:00
09 30 2008 10102 110.7351 09 30 2008 00:00:00
10 01 zoog 1010z 14,5909 10 01 2002 00:00:00
10 02 zoog 1010z 378.1699 10 02 2008 00:00:00
10 03 zoog 1010z 440.,8652 10 03 2008 00:00:00 _—
10 04 zo0g 1010z 13.3452 10 04 2008 00:00:00
10 05 zoog 1010z 13,3153 10 05 2008 00:00:00
10 05 2005 1010z 981.7491 10 05 2008 00:00:00
10 07 2008 1010z 1,049.4674 10 07 2008 00:00:00 LI
|€| Cone l_l_ l_ l_ ’_ g Local intranet v

The following is a sample of the Subsystem Write 1/0 Rate Trend:
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Performance Reporter - "Subsystem Write I0 Rate Trend" - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help | 4’
Subsystem Write 10 Rate Trend : DA110102[ecctest01ms] Baseline | Bookmark | Description | Close
Report Froperties Show Options | 10 10 2008 00:00:00 (Day) GMT-04:00
W Graph I~ List ¥ Table [MI[d] [M][M] [subsystem write Transfer Rz x| Display Reparts | Refresh | Expart | Print

IlDD% 'I
2000
1600
#1200
‘g =Agent Host==Agent Instance=
8 .<1D102[ecctest01ms]><10102>
aon
=]
400
0 -
08245 0827 0929 1001 1003 1005 1o0aov 10049
First Previous 1-16 OF 16 Next Last|
Date and Time Agent Instance Write [/O fsec Date and Time
09 25 2008 00:00:00 10102 122.,8¥39 09 25 2008 00:00:00
09 26 2008 00:00:00 10102 534.2474 09 26 2008 00:00:00
09 27 2008 00:00:00 10102 12,1567 09 27 2008 00:00:00
09 25 2008 00:00:00 10102 12,0008 09 28 2008 00:00:00
09 29 2008 00:00:00 10102 19,6103 09 29 2008 00:00:00
09 30 2008 00:00:00 10102 174.8710 09 30 2008 00:00:00
1001 2008 00:00:00 10102 18.4170 1001 2008 00:00:00
1002 2008 00:00:00 10102 228.1262 10 02 2008 00:00:00
10 03 2008 00:00:00 10102 5E60.5857 10 03 2008 00:00:00 —
10 04 2008 00:00:00 10102 13.1400 10 04 2008 00:00:00
10 05 2008 00:00:00 10102 13.0145 10 05 2008 00:00:00
10 06 2008 0O0:00:00 10102 1,146.3621 10 06 2008 00:00:00
10 07 2008 00:00:00 10102 1,600.4027 10 07 2008 00:00:00 LI
|ﬁj Done ’_ ’_ ’_ ’_ ’_ Local intranet v

The following is a sample of the Subsystem Read I/O Transfer Rate Trend (Read IOPS):
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perfo & Reporte h Read R d 050 plo =] 3
File Edit ‘“iew Favorites Tools  Help ‘ ’,'
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The following is a sample of the Subsystem Read I/O Transfer Rate Trend (Write IOPS):
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28 Appendix N: TMEA Reporting

TMEA is a data collection and reporting service that Citi has purchased from HDS to
supplement the array reporting. The nature of the data being transmitted to HDS is non-
confidential as it is only performance and configuration information about the array.

TMEA accesses the array data similar to how HTnM works. It makes inquiries to the array
frequently via a command device. Instead of sending the data back to the HCS server, the
data is sent to HDS and added to an extensive reporting database. Reports are then
generated automatically and sent back to Citi staff.

28.1 Setup and Configuration
The following steps are needed to configure the TMEA Collector that is installed on a RHEL
5.9 server with command device access to arrays at a given facility.

TMEA uses a command device to access the array (similar to HTnM and Raidcom).
Command device access is currently limited to non-vmware based hosts so the TMEA
Collector will need to reside on a stand-alone host with fiber access to the arrays at a given
site. This host is typically a standalone RHEL server. The RHEL server also runs HTnM and
Raidcom as they also require command device access. Each application should have its
own dedicated command device for a given array.

28.1.1 Use of Proxy

TMEA also sends data via sftp (TCP port 22) to external HDS servers (datamart.hds.com) for
data processing and report generation. This requires that the servers running TMEA
Collector have access to the HTTP (or SOCKS) Proxy. This may require an ACL update to
allow this server to access the proxy.

To obtain the best response time and to avoid unnecessary WAN traffic, each site may have
a preferred HTTP proxy server to use. For APAC / EMEA, the Network Proxy team should
provide ACL access to a local HTTP proxy server if available. For NAM / LATAM, there may
need to be multiple ping queries to determine the fastest response time for the DNS entries
under “webproxy.wlb.nsroot.net”.

28.1.2 Root Access Setup (Powerbroker)

The setup of the software package requires the use of root. In addition, extraction of the
RMLIB software and symbolic link setup also requires the use of root. Powerbroker should
be used to allow for root access from other accounts. The following commands should be
added to the powerbroker configuration:

e /opt/TMEA/bin/manage
o /opt/TMEA/bin/volinfo

Note: In the examples below, sudo was used instead of pbrun as they have similar behavior.
The pbrun command was inserted to avoid confusion.

28.1.3 Storage for TMEA

TMEA requires 10GB per array as buffer space in case there is a disruption of data flow
between Citi and HDS. This storage should be presented to the application as a single file
system (for example \HDS_data\TMEA). If this storage is hosted by an HDS array, then
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statistics can be reported on the growth and performance on its use. Itis important to
configure the clean-up script to ensure the number of archive files is kept in check.

28.1.4 Installation of RMLIB

TMEA Collector depends on RMLIB to be able to communicate with the HDS arrays. RMLIB
is included with the package software, but is not a part of the .rpm package. RMLIB may
have been previously setup with the installation of HTnM or Raidcom. This will require root
access to install (CPIO to /opt directory and creating symbolic links). Here are some
important information about RMLIB:

e RMLIB requires a separate installation (hopefully before TMEA, HTnM, or Raidcom
is configured)

e RMLIB is provided as a CPIO file (similar to zip). It is not a package. It has an
installation script once the software has been extracted.

e RMLIB should be extracted to the directory /opt/RMLIB (or similar). The CPIO file
expects to put it into a directory named RMLIB, so specify /opt (or the appropriate
parent directory) as the destination.

e RMLIB is the library that is called to communicate with the arrays and is critical for
TMEA, HTnM Agent, and Raidcom.

Note: If in doubt, reinstall the new version of RMLIB on top any existing version.

Run the following CPIO command to extract the files to the desired location. It will force a
destination directory name of RMLIB, so initiate the CPIO extract from the /opt directory.

[root@namgdsel? opt]# cpio -idmu <

/net/stealth/exportl/homel. localhost/sw/PKG/HDS_TMEA_RHEL_9-5-
3b12/RMLIB_RHEL_01-17-03

1999 blocks

[root@namgdsel?7 opt]# cd RMLIB

[root@namgdsel7 RMLIB]# Is -al
total 32

drwxr-xr-x 6 root sys 4096 Nov 18 11:52 .

drwxr-xr-x 41 root root 4096 Nov 6 17:51 ..

drwxr-xr-x 2 root sys 4096 Nov 18 11:52 bin

drwxr-xr-x 2 root sys 4096 Nov 18 11:52 include
drwxr-xr-x 2 root sys 4096 Nov 18 11:52 lib

-rw-r--r-- 1 root root 0 Oct 2 14:24 RLSYSLK
-r-xr-xr-x 1 root sys 4006 Apr 10 2012 rmlibinstall.sh
-r-xr-xr-x 1 root sys 3284 Apr 10 2012 rmlibuninstall.sh
drwxrwxrwx 2 root sys 4096 Nov 18 11:52 sample

Run /opt/ /RMLIB/rmlibinstall.sh after the setup to setup the symbolic link.

[/opt/ RMLIB]
sangsl7# rmlibinstall_sh
The symbolic link of "/usr/lib/libsvrrm.so” was successful.

If previously run:

[root@namgdsel7 RMLIB]# ./rmlibinstall._sh

The symbolic link of "/usr/lib/libsvrrm.so” was successful.
The symbolic link of "/lib64/libsvrrm.so”" was successful.
In: creating symbolic link ~/Zusr/lib/RMLIB/bin/whatrmver® to
“/usr/lib/RMLIB/bin/whatrmverx64”: File exists

To verify the symbolic links are functional and that RMLIB is working, run the version
command (/opt/RMLIB/bin/whatrmver):

[root@namgdsel7 bin]# cd /Zopt/RMLIB/bin
[root@namgdsel? bin]# ./whatrmver
Model :RAID-Manager/LIB/Linux
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| VergRev:01-17-03/01

You can uninstall the software by running rmlibunstall.sh from the /opt/RMLIB directory.

28.1.5 Installing TMEA Collector Package
Installing the TMEA package will require root access. This activity requires root access.

Run the rpm —ivh command to install the package from the source location.

[root@namgdse04 TMEA_Linux]# rpm -ivh --nodeps --nomd5 TMEA-9 5 0bl2.rpm
Preparing. .. HHHHHHHH HHHHE A A A [100%)]
1:TMEA HHHHEHE T HE R HE R R [100%]

Verify the package is installed.

[root@namgdse04 TMEA packagel]# rpm -qa | grep TMEA

TMEA-9_5 0b12-0.el5.1386

[root@namgdse04 TMEA package]# rpm -qi TMEA-9 5 0b12-0.el5.i386

Name - TMEA Relocations: (not relocatable)
Version : 9 5 0b12 Vendor: (none)

Release : O0.el5 Build Date: Thu 14 Nov 2013
02:47:56 PM EST

Install Date: Thu 14 Nov 2013 04:03:55 PM EST Build Host:
localhost. localdomain

Group : HDS Source RPM: TMEA-9_5_0b12-
O.el5.src.rpm

Size 1 22633445 License: TmeaCollector
Signature : (none)

Summary : Meta package for TMEA

Description :

Tmea Collector

28.1.6 License Files

Each array will have its own license file that should last for 24-36 months. This license file
will need to be obtained from HDS (Datamart / TMEA support). The license files for TMEA
are simple text files. However, the TMEA application is sensitive to the Windows to Linux
translations. You can either convert the file using a dos to UNIX converter or you can copy
the file contents and paste them into a new file via a SSH session running a UNIX editor.
The license keys should be placed in a common directory (/HDS_data/TMEA/license_keys)
for consistency. The following is an example license file. It was named with a simple name
for ease of reference. Do not use this example file.

[root@namgdse04 license keys]# pwd
/HDS_data/TMEA/license_keys

[root@namgdse04 license_keys]# Is -al

total 20

drwxr-xr-x 2 root root 4096 Oct 31 12:11 .

drwxr-xr-x 6 root root 4096 Nov 14 17:44 ..

-rw-r--r-- 1 root root 247 Oct 31 12:10 TMEA_10102.1lic
-rw-r--r-- 1 root root 248 Oct 31 12:11 TMEA 210060.lic
-rw-r--r-- 1 root root 247 Oct 31 12:09 TMEA_53112.1lic
[root@namgdse04 license_keys]# cat TMEA_53112_1lic

## license

devices = 1

expires = 12/31/2014

good_for = 429

hostid = 53112

issued 10/28/2013

key[0]
V4rJc02aVOKMqC1j 1 jJFbgAoQesTSNnLL53YYw4nPL8ACI6gnBZ5sisSi2Xi3sj/KkAbO/FF2bYZ0=
key version = 2.0

nproducts = 1
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product[0] = HiIPERFC
version = 2.X

28.1.7 Command Devices

Command devices should be allocated from each array to the RHEL host. These command
devices should be unique and not shared by any other application (i.e. HTnM or Raidcom).
These are simple command devices and do not have the security options turned on.

Linux native devices (/dev/sd[a-z] format) are not persistent and therefore should not be
used. You should search for the scsi- (or wwn-) based name to allow for persistence
between reboots of the server.

For example, look for the command device 00:01:68

[root@namgdse04 usr]# Is -al /dev/disk/by-id/ | grep 0168
Irwxrwxrwx 1 root root 10 Nov 19 17:32 scsi-
360060e8013274c000000274c00000168 -> ../../sdae
Irwxrwxrwx 1 root root 10 Nov 19 17:32 wwn-
0x60060e8013274c000000274c00000168 -> ../../sdae

This is the format you will refer to the command device in later steps:
/dev/disk/by-id/scsi-360060e8013274c000000274c00000168

Note: you can also use the wwn name, but there is not always a wwn name in addition to the
scsi name.

Verify the command device is valid and is for the correct array.

[testuserl@namgdse04 bin]# pbrun /Zopt/TMEA/bin/volinfo /dev/disk/by-id/wwn-
0x60060e8013274c000000274c00000168

Command Device:/dev/disk/by-id/scsi-360060e8013274c000000274c00000168
vendor id: HITACHI

product id:OPEN-V-CM

storage type:HUSVM

serial number:210060

(/dev/sdbc)

28.1.8 Configuring TMEA Collector

Run the “manage” (pbrun /opt/TMEA/bin/manage) to initiate the configuration manager for
TMEA. Add an instance with the “cv’ command when prompted. This will create a new
instance. An instance is needed for every array at the datacenter to be included in the TMEA
reporting.

Note: It is important that you reference the command device in the format described
previously to maintain consistency between reboots of the operating system.

Array Specific Configuration Parameters

e Instance Name <serial number of array>

e Storage Subsystem Alias use global name (i.e. XXXXX)

e Array Type VSP or HUSVM or USPV

e Command Device use /dev/disk/by-idiwwn... format

e License File use /HDS_data/TMEA/liscence_keys/ Of
similar

e Output directory use /HDS_data/TMEA/<serial num> Of
similar

e Log directory use same as output directory
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Common Configuration parameters:

Collection Interval (in Hours)
Number of collections

Perf: Collection Interval (in Minutes)
Perf: Number of collections

Perf: Roll file after x collections
Start Collection Time

array...)

Sftp Proxy Machine
Protocol for sftp proxy xfer
Sftp Proxy Port

Machine ip Sftp transfer
Username for sftp xfer
Password for sftp xfer
Directory for sftp xfer

24

0

1

0

60

0 (1* array, +5 mins for next

(use an IP of local HTTP Proxy)
HTTP
8080

207.126.248.84

citi

Citil23

/<serial number of array>

[testuserl@namgdse04 TMEA]$ pbrun Zopt/TMEA/bin/manage

Enter "cv" to create VSP instance and "ca®" to create AMS instance.
? cv
Adding new instance ...

Instance Name (one word): 53112

Storage Subsystem Alias: HDS53112-VSP

Storage Subsystem Type(USP/USPV/VSP/HUSVM): VSP

Specify a command device in /dev/sd[a-z] format: /dev/disk/by-id/wwn-
0x60060e800

6cf78000000cf7800003e16

License File: /HDS data/TMEA/license_keys/TMEA 53112 _lic

Output Directory: /HDS_data/TMEA/53112

/HDS_data/TMEA/53112 does not exist; would you like to create it [y] vy
making /HDS_data/TMEA/53112 directory. ..

Log Directory: [/HDS_data/TMEA/53112]

*xxkxx ConfFiguration Setup

Collection Interval (in HOURS): 24

Number of collections (0 for continue until stopped.): O
No limit being set on number of collections.

*xxkxx Performance Setup

Collection Interval (in MINUTES): 1

Number of performance collections (0 for continue until stopped.): 0

No limit being set on number of performance collections.

Roll file after x collections: 60

Enter Start Collection Time for performance (enter between 0-55,in the order
of

5): 5

Enter sftp proxy machine address for sftp xfer or "none" to skip sftp proxy
? 199.67.138.49

Enter protocol (SOCKS4/SOCKS5/HTTP) for sftp proxy xfer
? HTTP

Enter sftp proxy port for HTTP

? 8080

Enter machine address for sftp xfer or "none® to skip sftp xfer
? 207.126.248.84

Enter user name for sftp xfer

? citi

Enter password for sftp xfer

?

Transfers will be made to 207.126.248.84 using sftp account for citi

HDS VSP/HUS-VM Solutions Guide

For Citi Internal Use Only

250



Enter path to directory relative to the citi sftp account
where the data directory will be created for the transferred files.
Use forward slashes (/) instead of back slashes.
? /53112
Creating /53112 directory for citi on 207.126.248.84...
Added row to col2anal.config
TMEA config for 53112 started
TMEA dkcbusy for 53112 started
TMEA ldevio for 53112 started
TMEA portio for 53112 started
TMEA pairstat for 53112 started
TMEA clprbusy for 53112 started
TMEA poolstat for 53112 started
TMEA for 53112 started
/opt/TMEA/bin/autoxfer started at 11/14/13 16:34:09
Auto Transfer for 53112 started
53112 set up completed.

crea
te AMS instance.
1 53112 running

Enter number to select instance or "cv® to create VSP instance and "ca" to

Repeat this configuration for any remaining arrays at the same site. You will be able to hit

enter for the sftp and proxy values instead of having to enter these each time. All array
instances should be in a running status after they have been configured.

28.1.9 Starting and Stopping Instances
It may be necessary to start or stop the processes for a specific array. Run the manage

command (pbrun /opt/TMEA/bin/manage). Select the id of the instance you want to start or

stop.

stop = stop the processes for the array

[testuserl@namgdse04 opt]$ pbrun /Zopt/TMEA/bin/manage

create AMS instance.

1 53112 running
2 10102 running
3 210060 running
?1
Instance 53112 -- Collector: running, Autoxfer: enabled

Last ftp transfer: succeeded at Thu Nov 14 18:07:51 EST 2013

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? stop

TMEA config for 53112 stopped
TMEA dkcbusy for 53112 stopped
TMEA ldevio for 53112 stopped
TMEA portio for 53112 stopped
TMEA pairstat for 53112 stopped
TMEA clprbusy for 53112 stopped
TMEA poolstat for 53112 stopped
TMEA for 53112 stopped

Auto Transfer for 53112 stopped

Enter number to select instance or "cv® to create VSP instance and "ca" to
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Instance 53112 -- Collector: stopped, Autoxfer: disabled
Last ftp transfer: succeeded at Thu Nov 14 18:07:51 EST 2013

start = start the processes for the array

Enter number to select instance or "cv® to create VSP instance and
create AMS instance.

1 53112 stopped

2 10102 stopped

3 210060 stopped
?1

Instance 53112 -- Collector: stopped, Autoxfer: disabled
Last ftp transfer: succeeded at Thu Nov 14 18:07:51 EST 2013

Enter operation code:

start -- Start the Collector

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

en -- Enable auto transfer of data

fc -- Force collection of configuration data
xd -- Transfer all data to Analyzer

rm -- Remove this instance

n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? start

TMEA config for 53112 started

TMEA dkcbusy for 53112 started

TMEA ldevio for 53112 started

TMEA portio for 53112 started

TMEA pairstat for 53112 started

TMEA clprbusy for 53112 started

TMEA poolstat for 53112 started

TMEA for 53112 started

/opt/TMEA/bin/autoxfer started at 11/14/13 18:14:02
Auto Transfer for 53112 started

Instance 53112 -- Collector: running, Autoxfer: enabled
Last ftp transfer: succeeded at Thu Nov 14 18:07:51 EST 2013

"ca" to

28.1.10 Current Status

You may want to check the status of a given array (more than general running or stopped
status). Run the manage command (pbrun /opt/TMEA/bin/manage). Select the id of the

instance you want to check the status.

Use the stat command to check the status.

Enter number to select instance or "cv®" to create VSP instance and
create AMS instance.

1 53112 running
?1

Instance 53112 -- Collector: running, Autoxfer: enabled

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data

n -- Select new instance

"ca" to
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ICMD -- Execute CMD in sh
q -- Quit
? stat

TMEA config for 53112 running

TMEA dkcbusy for 53112 running

TMEA Idevio for 53112 running

TMEA portio for 53112 running

TMEA pairstat for 53112 running

TMEA clprbusy for 53112 running

TMEA poolstat for 53112 running

Local output directory for csv files is /HDS data/TMEA/53112

Owners should be set in /HDS_data/TMEA/53112/data/config/ldevmap.csv

ftp set to the /53112 directory of the citi ftp account on 207.126.248.84

Instance 53112 -- Collector: running, Autoxfer: enabled

28.1.11 Manual SFTP Transfer

It may be necessary to manually force the sftp transfer for a specific array. Run the manage
command (pbrun /opt/TMEA/bin/manage). Select the id of the instance you want to manually

force the transfer.

Run the fc command to reinitiate the transfer of data to HDS.

create AMS instance.

1 53112 running
?1
Instance 53112 -- Collector: running, Autoxfer: enabled

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? fc

TMEA config for 53112 stopped
TMEA config for 53112 started
waiting 60 seconds for configuration collection to complete

Instance 53112 -- Collector: running, Autoxfer: enabled

Enter number to select instance or "cv" to create VSP instance and "ca” to

28.1.12 Removing an Instance

Upon retirement of an array (or removal from TMEA reporting), you will want to delete the
instance. Run the manage command (pbrun /opt/ TMEA/bin/manage). Select the id of the

instance you want to delete and then type the command “rm”.

crea
te AMS instance.
1 53112 stopped
2 10102 stopped
3 210060 stopped
?3

Instance 210060 -- Collector: stopped, Autoxfer: disabled
Last ftp transfer: succeeded at Thu Nov 14 14:53:52 EST 2013

Enter operation code:

Enter number to select instance or "cv®™ to create VSP instance and "ca” to
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start -- Start the Collector

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

en -- Enable auto transfer of data

fc -- Force collection of configuration data
xd -- Transfer all data to Analyzer

rm -- Remove this instance

n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

?rm

If you are sure you want to remove instance 210060, enter "YES": YES
Removing instance ...

Instance Name: 210060 removed successfully

Note: The /opt/TMEA/properties directory contains all of the configuration files for each
instance. Removing these files would be needed if a manual deletion is necessary. The
output directory (i.e. /HDS_data/TMEA/<serial num> would need to be empty before trying to
re-add the instance.

28.1.13 Removing TMEA Collector

When retiring a collector server (or for other reasons recommended by HDS), it may be
desirable to remove the TMEA Collector software. This activity requires root access. The
rpm command is used to manage the package.

Run the rpm —ga command to find out the current package name.

[root@namgdse04 ~]# rpm -ga | grep TMEA
TMEA-9_5 0b11-0.el5.1386

Run the rpm —e command to remove the package. Then verify that the package no longer
exists.

[root@namgdse04 ~]# rpm -e --nodeps TMEA-9 5 0bl11-0.el5.i386
warning: /opt/TMEA/properties/devicenumbers.config saved as
/opt/TMEA/properties

/devicenumbers.config. rpmsave

warning: /opt/TMEA/properties/col2anal.config saved as
/opt/TMEA/properties/col2

anal .config.rpmsave

[root@namgdse04 ~]# rpm -ga | grep TMEA

[root@namgdse04 ~]#

28.1.14 TMEA Space Cleanup Maintenance (Cleanup Script)

The SA for the TMEA server will need to create a cleanup script to maintain the amount of
storage used by TMEA. TMEA does not automatically clean itself up with the current
release. The following command should be run on a daily basis to maintain the space
estimate of 10GB per array (keeping only 7 days of data locally):

[[root@se04 ~J# find /HDS_data/TMEA/ -name "*f _*.zip" -mtime +7 -exec rm -rf {} \;

This will remove files from the /HDS_data/TMEA/<array serial>/archive/ directory and should
not affect other files.

Note: Currently these archive files are root owned, so pbrun may need to be utilized. There
is considerable risk running the command “rm —rf” from the root account, so be sure that the
command search criteria ( -name “*f_*.zip” —mtime +7 ) is typed in correctly to prevent
unintended deletions.
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28.1.15 Process Impact to RHEL Server
To determine the memory / cpu impact to the REHL server hosting TMEA collections, the
following command can be run (not root dependent):

[testuserl@namgdse04 ~]$ ps -eo pmem,pcpu,pid,user,args | grep TMEA

0.0 0.0 537 root /bin/sh /opt/TMEA/bin/autoxfer VSP

0.1 0.0 11796 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/config_53112_properties
0.1 0.0 11801 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/dkcbusy_53112_properties
0.1 0.1 11808 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/ldevio_53112_properties
0.1 0.0 11814 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/portio_53112_properties
0.0 0.0 11824 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/pairstat_53112_properties
0.0 0.0 11833 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/clprbusy 53112 _properties
13.5 0.0 11842 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/poolstat_53112_properties
0.0 0.0 11886 root /bin/sh /opt/TMEA/bin/autoxfer VSP

0.5 0.0 12430 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/config_10102._properties
0.1 0.0 12435 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/dkcbusy_10102.properties
0.1 0.2 12440 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/ldevio_10102._properties
0.1 0.3 12445 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/portio_10102._properties
0.0 0.0 12450 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/pairstat_10102._properties
0.0 0.0 12455 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/clprbusy_10102._properties
2.4 0.0 12460 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/poolstat_10102.properties
0.0 0.0 12468 root /bin/sh /opt/TMEA/bin/autoxfer VSP

0.2 0.0 23500 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/config_210060.properties
0.0 0.0 23507 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/dkcbusy_210060.properties
0.1 0.0 23517 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/ldevio_210060.properties
0.0 0.0 23532 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/portio_210060.properties
0.0 0.0 23539 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/pairstat_210060.properties
0.0 0.0 23547 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/clprbusy_210060.properties
3.5 0.0 23560 root /opt/TMEA/HIPERFC -f /opt/TMEA/properties/poolstat_210060.properties

28.1.16 Debug Mode
To troubleshoot problems with particular arrays or sites, it may be useful to enable debug

mode for the affected arrays. Us the manage command to enable or disable debug mode.

Enabling or disabling debug mode will restart the processes for an array. Enabling debug
mode will generate additional log files that may need to be uploaded to HDS Datamatrt /
TMEA Support.

Enable Debug Mode:

[root@namgdse04 bin]# ./manage
Enter number to select instance or "cv® to create VSP instance and "ca" to
create AMS instance.

1 53112 running
2 10102 running
3 210060 running
?1
Instance 53112 -- Collector: running, Autoxfer: enabled

Last ftp transfer: succeeded at Thu Dec 19 10:22:46 EST 2013

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? endebug

TMEA config for 53112 stopped
TMEA dkcbusy for 53112 stopped
TMEA Idevio for 53112 stopped
TMEA portio for 53112 stopped
TMEA pairstat for 53112 stopped
TMEA clprbusy for 53112 stopped
TMEA poolstat for 53112 stopped
TMEA for 53112 stopped

Auto Transfer for 53112 stopped
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TMEA config for 53112 started

TMEA dkcbusy for 53112 started

TMEA ldevio for 53112 started

TMEA portio for 53112 started

TMEA pairstat for 53112 started

TMEA clprbusy for 53112 started

TMEA poolstat for 53112 started

TMEA for 53112 started

/opt/TMEA/bin/autoxfer started at 12/19/13 10:38:15
Auto Transfer for 53112 started

Instance 53112 -- Collector: running, Autoxfer: enabled
Last ftp transfer: succeeded at Thu Dec 19 10:22:46 EST 2013

Disable

Debug Mode:

[root@namgdse04 bin]# ./manage
Enter number to select instance or "cv® to create VSP instance and "ca" to
create AMS instance.

1 53112 running
2 10102 running
3 210060 running
?1
Instance 53112 -- Collector: running, Autoxfer: enabled

Last ftp transfer: succeeded at Thu Dec 19 10:22:46 EST 2013

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit
? disdebug

TMEA config for 53112 stopped
TMEA dkcbusy for 53112 stopped
TMEA Idevio for 53112 stopped
TMEA portio for 53112 stopped
TMEA pairstat for 53112 stopped
TMEA clprbusy for 53112 stopped
TMEA poolstat for 53112 stopped
TMEA for 53112 stopped

Auto Transfer for 53112 stopped
TMEA config for 53112 started
TMEA dkcbusy for 53112 started
TMEA ldevio for 53112 started
TMEA portio for 53112 started
TMEA pairstat for 53112 started
TMEA clprbusy for 53112 started
TMEA poolstat for 53112 started
TMEA for 53112 started
/opt/TMEA/bin/autoxfer started at 12/19/13 10:43:34
Auto Transfer for 53112 started

28.1.17

Automatic Process Management (Keeping TMEA Running)

For large deployments of TMEA, there may be some stability issues with keeping processes

running

. To keep the processes running automatically, add the autostart script to the crontab

(SA should complete this). The changes to the crontab are highlighted below. You may

have to

adjust the mode settings to match other executables in the bin directory (chmod 0755

autostart.sh).

[root@namgdse@4 bin]# 1ls -al /opt/TMEA/bin/autostar*
-rwxr-xr-x 1 root root 1332 Dec 19 12:46 /opt/TMEA/bin/autostart.sh
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[root@namgdse@4 etc]# crontab -1

# rinfo job starting line

14 @02 * * * Jopt/rinfo/bin/rinfosend >/var/opt/rinfo/rinfosend.log 2>&1
rinfo job ending line

23 * * * /opt/ecc/exec/check_ecc_processes.sh >/dev/null 2>&1

SCpacct Entry - DO NOT REMOVE

16 * * * /opt/SCpacct/bin/preprocess # SCpacct Entry - DO NOT REMOVE
SCpacct Entry - DO NOT REMOVE

HHEUHOH

# HDS TMEA Manual Entry 12192013 - checks processes every 30 mins
*/30 * * * * /opt/TMEA/bin/autostart.sh
# HDS TMEA Manual Entry - End

When running this option, debug mode should also be enabled.

This script will check to make sure all of the processes are running every thirty minutes.

28.2 TMEA Reporting Website
28.2.1 URL for TMEA
The following URL and account information is provided for regional and global access

https://tmea-emea.hds.com/tmea/

This website allows for account maintenance and for report configuration.

28.2.2 Accounts for Accessing TMEA
These accounts are to be used by all Citi SAN staff. The passwords should be
changed according to normal account policies.

e Global Account (All Regions)
citiglobal (pass=start123)

¢ NAM (and LATAM)
citinam (pass=start123)

e EMEA
citiemea (pass=start123)

e APAC
citiapac (pass=start123)

28.2.3 Distribution Lists for Reports

Each account has an email associated with it. This email address is not the email address
that is used by the reports. The report distribution list is managed by the TMEA support
team. This distribution list would ideally send the reports to the sharepoint sites maintained
by each SAN management team/region rather than filling up every SAN Administrators’ email
accounts with duplicated reports.

28.3 TMEA Support

Normal HDS Escalation procedures should be followed via global support numbers or the hds
portal (portal.hds.com). For small changes and/or minor issues the following email address
can be used optionally:
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datamart.support@hds.com (standard escalation)

For example, it may be easier to send an email to the TMEA team to add a new array to an
account and to start processing the data. The traditional method of opening support tickets is
still supported and encouraged.
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29 Appendix O: SVP Performance Collection

In order to shorten the response time from HDS Support on performance issues, the
performance data from the array must be given to HDS as soon as possible. This can be
achieved by running a daily export of the performance data and configuring the browser on
the SVP to be able to send data to the HDS TUF (Support) website. The following steps
should be followed when configuring this on a VSP or HUSVM array:

e Configure “exports” local account on storage navigator
e Post Microcode Update Steps
e Configure Browser

29.1 Configure Exports Account

These instructions cover the necessary steps to implement the performance collection script
on the SVP for both VSP and HUS VM arrays. The initial task is to create “exports” account
for collecting the data. This account is limited to only this function and cannot be used to
make other administrative changes.

Create user group Performance Administrator
/ Hitachi Storage Navigator HITACHI

Kl | Fie, mMaintenance . Acdions | Reports | Settings | View (@ lert |E} Audit Log

Explorer <¢ Administration Last Updated

Help

Storage Systems User GI‘OUDS
Performance Monitor User Groups
Administration
I Number of User Groups 2
@, Encryption Kays _— _—
A Filter | ON (s) OFF | Salectall Pages options w [ Wll4] = /1 w|[n]
sh] Ul Tpe Mkt mewd | umberot | o) e druse
By Administrstor User Grou Built-in & 2 5 e
&y Audit Lag i (vigw & Madify) User Groug Built-in z 2 0 ves
& fudit Log i (wiew Only) User Group Built-in z 2 0 ves
B securin (view & Modify) User Group Built-in E 2 0 ves
&y securit (View Only] User Group Built-in 3 2 0 Yes
By storage (View & Modify) User Group Built-in & 1 [T
&y storage i (View Only) User Group Built-in 1 1 0 Mo
&y Support Personnel Grou Built-in 7 2 1| ves
B sustern User Grou Built-in 8 2 0 ves
@l Creste Host Groups
(@ Create LDEVs
i) Add LUN Paths
(@4 create Pasls
G Add External volumes
oren Selectad: 0 of 9 | Crasts UserGroup | | Add Users | | Edit Resourca Group Assignment | | More Actions w |
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# Create User Group

VCre

ate User Group

This wizard lats you creste a usar group. Enter & name of the User group you want to craste,

and click Chack to canfirrn whather the name is auailsble or not an the external authentication seruer. Click Naxt ko add roles ta this user graup.

User Group Marne: Ferformance Administrator

(Max. 64 Characters)

Add Performance Management role

Back || next® |[ Finish || cancel || Help |

0O X

HITACHI

A Filker | ON (o) OFF | Selectall Pages || Options w |[W 4| 1 /1

Rl

Audit Lag Adrinistratar (View & Madify)
Audit Log Administrator (View Only)

Security Administrator (View & Modify)
Security Administrator (View Only)

Storage Administrator (Initial Configuration)
Storage Administrator (Local Copy)

Starage Administrstor (Pravisioning)

Storage Administrator (Remote Gopy)

Storage Administrator (Systern Resource Managernent)

Support Personnel

Selected: 0 of 10
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Add

4 Remove

Assigned Roles

Select All Pages

Role

Storage Administrator (Wiew Only)

Selected:

1

of

2

| qBack || wext) | [ Finish | | cancel || Help |
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Add resource group and click finish
VCreate User Group HITACHI|

il v Group > 2,

When 2l Resource Groups Assigned is Mo, select resource groups fram the Unassigned Resource Groups list and dick Add to assign resource groups to the user group.
Click Mext to add users to the user group or Finish to confirm,

2ll Resource Groups Assigned: Mo

Unassigned Resource Groups Assigned Resource Groups
£ Filter () ON (a) OFF | SelectAll Pages || options w || |[#4] 1 s (w[n] Selact All Pages

Resource Group Number of Mumber of Number Number of Humber of Resource Group Humber of Number of Number Number of Hur
Name (10] User Graups Parity Groups | of LDEWs | Parts Hast Graups Name (1D) User Groups of LDEVs | Porks Hoos
testndm (1) 7 0 1z 2 1 c] 13
Add
4 Remove
L ] L] Lol : ] B

Selectad: 0 of 1 Detail Selected: 1 of 1 Detail

Mext Task Option : Continue to Add Users I 4 Back I I Next b ] | Finish ] | Cancel ] | Help ]

Apply task
VCreate User Group

(Max, 32 Characters) ‘

Create User Group

Hurnber of Humnber of Nurmnber of All Resource Groups
User Group Mame

Roles Resource Groups | Users Assigned |
Performance Administrator 2 1 0 Ne

Assigned Roles
Role
storage Administrator (Performance Management)

gtorage Administrator (View Only)

Tatal: 2
Assigned Resource Groups

Resource Group Humnber of Humnber of Humber Humber of | Humber of

Mame (1D} User Groups Parity Groups  of LDEVs | Ports Host Groups

rrets_resource .. B 19 65267 a0 5655

Total: 1 Datai

|| o to tasks vindow for status | 4 Back J [ mext H Apply H Cancel J | Help ]
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Create user: exports pw: exports

V Hitachi Storage Navigator
[+ Ty

Actions Logged in asi  maintenance

- ) Resourcs Lodksd

Maintenanca [ sudit Log

i Reports | Settings

H

Explorer <« Administration Last Updated
Storage Systems ini
2.5 Performance Administrator
Performance Monitor User Groups > Perfarmance Administratar
Administration 5
¥ B User Graups Number of Roles 2
&y Adrninistrator User Group Number of Resource Groups 1
Ry Audit Log Administrator (4 Number of Users o
Ry audit Log administrator (ufl | User Group Type User-crested
All Resource Groups Assigned na
Ry 5ecurity Administrator (vie m PEEEIEN, (SRR |
Hypsecunty administrator (el Ty T o0 U0 aolact All Pages options w [[ 14| 4] 1 71w W
3y storage Administrator (Vie bor of . o
Uzer Name 14 | Account Status uthantication User Type Humber o
3y storage Administrator (Vie User Groups
&y suppart Persannal Graup
&y Systern User Group
b [ resource Groups
@, Encryption Keys
General Tasks
(@ Create Hast Groups
(3 Create LDEVs
(4 Add Lun Paths
(@ create Pocls
(¥ Add External volumes
gelected: 0 of O | create User || Changa Password || Edit User || More Actions w
mare.. b

# Create User ) X ]

VCreate User HITACHI

Set values for the new user account and click Finish to canfirm.

Uszer Mame: exports
[(Max 256 Characters) [ ]
Account Status: Enable [ Dizable k
Authentication: Local 4 Extarnal l
Pazsword: ek ok ok |
(& - 256 Characters)
Fe-enter Password: Ak |

Back || Mext |I Finizh JI Zancel JI Help J
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# Create User O X

VCreate User

? anfirm

Enter 3 nare for the tazk, Confirm the settings and click Apply to add tazk in Tasks queue for execution.

Tazk Mame: | 140116-Createlsen |
(Max, 32 Characters)

Selected User

Itern Walue
User Mame exports
Account Status Enabled
Authentication Local
Passwaord Aok sk ok ok
User Group Mame Performance Adrministratar
|| Go totasks window for status l 4 Back I | Mext | l Apply I l Cancel I l Help I

; Hitachi Storage Navigator
B3| || Fie, Maintenance , Actions , Reports , Settings

Explorer « Storage Systems Last Updated 1 2014

(@ alert |B) Audit Log | @) Resource Locked |Logged in as:  maintenance

Storage Systems TaSkS
v il HossaLLzisinsaLL2) HDSS3112(5/M:53117) = Tasks
- A Summary
eports Completed 8 Suspended o
*[gcempanants In Progress 1 Failed a
> [@Parity Groups Waiting o
[ Logicsl Devices
(oot —
» B Porte/Host Groups 2 Filtker | ) ON (o) OFF | Salact All Pages Options w || ||« 1 IR
> [GhExtamal storages Tazk Name Status Type t:é Subrnission Time 17 | Star Time End Time Autn Delete
e (RRRMERSRR ]
(@) Completed  Creste User... | mainten. 2014/01/16 16:21:59  2014/01/16 16:22:03  2014/01/16 16:22:56  Enabled
@ Completed Create Host.. Qj0&3z? 2014/01/15 20106118 2014/01/15 20106122 2014/01/15 20108128 Enabled
(@) completed  Greste Host..  gi0652% 2014/01/15 19150105 2014/01/15 19:50:08 2014/01/15 19152102 Enabled
@ Completed Edit Host jh53740 201311719 16:22:54 2013/11/19 16:22:55 2013/11/19 16:24:18 Enabled
@ Completed Create User mainten.. 201311712 14142158 201311712 14146158 201311712 14147138 Enabled
Performance Monitor () Completed  Greste User maintan., | 2013/11/12 1414209 2013/11/12 14145106 | 2013/11/12 14:45:52  Ensbled
Administration () Complatad  Create User mainten. 2013/11/12 14:41:45 2013/11/12 14:43:24 2013/11/12 14:44:06 Ensbled
el TﬂS: @ Zompleted Create User mainten.. 201311712 14141105 201311712 14141123 201311712 14:42:0% Enabled
[ Create Host Groups
@ create LDEVs
Qi Add LUN Paths
1 create Pools
43 Add External Velumes
v b Selected: 1 of 9 | Suspend Tasks | | Resume Tasks | | Delets Tasks | | Mors Adions w |

29.2 Initial Collection and Post Microcode Update Steps

After every microcode upgrade and before the initial performance script collection the HDS
CE must validate the latest export.exe is available on the SVP. The following steps should be
followed to ensure this. If this step is missed the collection script will fail.
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Copy latest export.exe to D:\

B Local Disk (D:)

(;gv | w = Computer - Lacal Disk [D:] ~

|

Organize ~ 124 Wiews ~ | | Open -
Favorite Links Mame -~ |-l pate modified | -] Type |- size |
-l $RECYCLE BIN 84212003 2:24 File Folder
El Documents dat 1141222013 10:1... File Folder
IE| Pictures export 372072014 5:14 Fil Foldsr
I Music swpart-husym 141672014 416 File Folder
Mare System Volume Infor..  3/26/2008 1:06 File Folder
|| CURRDATE. TMP 372072014 12:00..  TMP File 1Kl
Folders || CURRTIME. TP 3/20/2014 12:00...  TMP File 1Kl
Cookins = = .. Application 4 K,
Deskiop
Documents
Downloads
Favorites
Links
Local S ettings
Fusic
Py Documents J

HetHood
Pictures
PrintHood
Recent
Saved Games
Searches

LEErEREaEE EpeEEEE

SendTo =1 =1 (| |
Run export.exe from D:\ and confirm the Install Directory is as follows:
Install Directory:
Beference...l
= Shart Menu
= Setf Class
Ok Cancel |
Click yes when prompted to overwrite the old .jar files
'jo:' "D fewportAlib/Al S anE wport.jar'' Ovenwrite?
Ha | Cancel |
Two performance collection packages are available one for VSP and one for HUS VM.
Package names are:
HUSVM_export .zip or VSP_export.zip
1. copy pkg to svp under d:\
2. create export folder
3. extract files to d:\export
4. Edit archive.bat and change Device & serial number to match local arrays:
Set FILE_NAME=VSP-53112-%MMDDYYYY%%HHMM%
Set FILE_NAME=HUSVM-210060-%MMDDYYYY%%HHMM%
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29.3 Create Daily Scheduled Tasks

A task must be created to run the exports 1x per day. A task must also be created to cleanup
and retain only 30 days of exports.

Admin Tools>Task Scheduler>Create basic task
o Taszk Scheduler [_ O] '

Actions

Tazk Scheduler [Local] -

Cornect to Another Computer. ..

! -I:n] You can use Task Scheduler to create and @ Create Basic Task...
./ rmanage common tasks that your cormputer

~ will carry out autoratically at the tirmes you

specify, Ta begin, click a command in the Impoit T ask, .

Action menu,

L Create Tazk...

@ Dizplay All Bunning Tazks

Tasks are stared in falders in the Task _I AT Service Account Configuration
Task Status - iew .
Status of tasks that have sta... ILast 24 hours j @4 Refresh
Surmmary: 11 total - 0 running, 11 succeeded, 0 stopped.., Help
Task Mame Run Result | Run'
Consolidator (last run succeede..
Last refreshed at 1/16/2014 3:20:55 Ph Refresh |
Quickly creates a simple task. |
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Create Baszic Task Wizard
— | .
(5 Create aBasic Task
Use this wizard to quickly schedule a cornmon task, For more advanced options or settings
Trigger such as rmultiple task actions or triggers, use the Create Task carnmand in the Actions pane,
Daily
Action
Start a Prograrn Marne: run_raidperf'l
Finish _ -
Descriptian: Performance data collection for HDS arrays
‘ Mext = | Cancel ‘
Create Basic Taszk Wizard
— | . r
(8 TaskTrigger
Create a Basic Task When do ywou want the task to start?
& Laiy
Actian - 3
Weekl
Finish =
" Monthly
" One time
" When the computer starts
" WhenIlog an
" When a specific event is logged
< Back | Mext » | Cancel
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Create Baszic Task Wizard

— |

J Caily

Create a Basic Task

. Start | 1152014 x| [zoooo Y = ™ Universal time
Trigger
Recurevery: |1 | days
Action
Firish
% Back ‘ Mext = | Cancel ‘
Create Baszic Task Wizard

— |

J Action

Create a Basic Task
WWhat action do you want the task to perform?

Trigger

{+ Starta program

Hath " Send an e-rail
" Display a message
% Back ‘ Mext = | Cancel
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Create Bazic Task Wizard

)

J Start a Program

Create a Basic Task
Trigger Program/script:

Daily
Artion

Browse...

Hart a Program Add argurnents (optional): |

Finish
Start in {optional): |D:\Exp0rt\

< Back ‘ Mext = | Cancel ‘

Create Basic Task Wizard
=1
B Summary

Create a Basic Task

Trigger Marne:
Daily Description: Performance data collection for HDS arrays
Action

Start a Prograrm
.
Trigger: |Da|l},f,' At 12:00 AR every day

|Start a program; Dihexportirun_raidperf.bat

Action:

™ Open the Properties dialog for this task when I click Finish

When wou click Finizh, the new task will be created and added to your Windows schedule,

< Back | Finish | Cancel
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@ Task Scheduler

Fle Acion View Help

[_[51x]

Lo a7

7) Task Scheduler (Local]
7 Task Scheduler Libiary i
End
Disable
Exporl

(5 Swp_main_wsr... Ready Atlogon of any user

Delete

<

11/26/20131:42:45PM  The operation completed successfull, (0x0)
11/26/2013 1:42:45PM  This operation requires an interactive window station. (0x8007058

General | Triggers | Actions | Conditions | Settings | History |

Marme: Irun_ra\dperf
Author RIDOTESDDO0F\aid-admin
Description: Ferfarmance data collection for HDS arrays

Security options
When running the task, use the follawing user account:
RT007EGDDO0Fyrid-acmin
€ Run only when user is logged on
& Run whether user is logged on or not

I¥ Do not store password. The task will anly have access to lacal resources

[ Runwith highest privileges

™ Hidden Configure for: Windows Vista™ or Windows Server™ 2008

K|

Actions

Task Scheduler Library
] Create Basic Task
i Create Task..
Import T ask
F2d Display All Running Tasks
| New Folder
View
|6 Refresh
H Hep
Selected ltem
b Run
= End
& Disable
Export
[ Propeties
K Delete
H Hep

Gereral |Triggers I Actions I Conditions | Settings | Historyl

run_raidperf Properties [Local Computer] .

Marne: Irun_raidperf

Authar: RINOTEGDDOOF raid-admin

Description: Performance data collection for HDS arrays
—Security options

When running the task, use the following user accaunt:

RTOOTEEDDO0F raid-admin

" Run onlywhen user is logged on

% Run whether user is logged on or not

V' Run with highest privileges

Change User ar Group..

¥ Do not stare password, The task will only have access to local computer resources,

™ Hidden Configure for:

Widind owes Wista™ or Wéindows Sercer™ 2008

-

[ o |

Cancel |

Create daily job to cleanup performance files over 30 days old

Admin Tools>Task Scheduler>Create basic task Setup cleanup program
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Create Bazic Task Wizard

—

J Create a Basic Task

Trigger
Action
Finish

Use this wizard to quickly schedule a cornmaon task, Far more advanced options or settings
such as multiple task actions or triggers, use the Create Task command in the &ctions pane,

Tarre: cleanup_raid_perf

Description: Cleanup perfromance data collection files for HDS arrays older than 7 days|

‘ Mext = | Cancel ‘

Create Basic Task Wizard

i

J Task Trigger

Create a Basic Task
Action
Finish

When do ywou want the task to start?

0

Daily

WMfeekly

bonthly

Ore time

When the computer starts

YWhenIlog on

B S BS B B B

When a specific event is logged

< Back | Mext = | Cancel
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Create Bazic Task Wizard

=1 .
L Daily
Create a Basic Task
r.ea e a Basic Tas St |1f21f2014 j |E:EIEI:IJIJAM j I Uniyersal time
Trigger
Recureveryt [T | days
Action
Finish
< Back ‘ Mext = | Cancel ‘
Create Basic Taszk Wizard
— | i
D Action
Create a Basic Task
eger What action do you want the task to perform?
Daily
Action f* Starta program
et " Send an e-rmail
" Display a message
< Back | Text = | Cancel
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Create Basic Task Wizard

o

Start a Program

Create a Basic Task
Trigger

Daily
Action

ta Program

Finish

Create Basic Task Wizard
e

Summary

Create a Basic Task
Trigger

Daily
Auction

Start a Program

Prograrm/fscript:

Browese...

|D:\expor‘t\cleanmeup.bat

Add arguments (optional): |

Start in {optional): |D:\expor‘t‘.]

% Back ‘ Mext = | Cancel

Marme:

Cleanup perfrornance data collection files for HDS arrays older than 7

Description:
days

Trigger: |Dai|y; Ak 200 AbA every day

Action: |Start a prograrm; Ditexporticleanmeup bat

™ Open the Properties dialog for this task when I click Finish

When you click Finish, the new task will be created and added to your Windows schedule.

« Back Cancel

| Finizh |

29.4 Configuration

of Browser

In order to upload the performance collection files quickly to HDS support, the SVP needs the
browser to be configured for access to https://tuf.hds.com .

Note: On SVPs that have RACC installed, the Citi proxy needs to be added to the same
(application) proxy settings as what was used by the RACC application. This is because
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https://tuf.hds.com/

RACC uses IE for its proxy settings. This will require an additional firewall rule as RACC and
TUF do not use the same IP address at HDS.

The following example shows the webproxy settings and should only be used on non RACC
SVPs. SVPs with RACC should use the same application proxy configured on both IE and
RACC.

™ TUF Homepage - Windows Internet Explorer

@:__: - I@ hitps:/Atuf_ hds. com.

File Edit “iew Favortes  Toole  Help

10.40.53.5

v dhe @ TUF Homepage | |

Internet Options B3
hi

@ Hitachi | R ] HITACHI
Inspire the Next

R R [~ Servers
?hu':k Links | B Type Proxy address to use Part
ome = . -
- B
@ Upleoad Files HTTF: _Nam. nsroot. et : IBDBD nical Upload FaCIIIty
@ Hardware Secure:  fuebproxy.wibZ.nam nsroot.net | ¢ [5080 he HDS Global Support Center (GSC). It alloy
8 iwitches ETPR: [oebprosy. wibz riam, nsroat.net o Determination documentation and utilities.
arvers

2 UCP Sacks: | f
@ Software ¥ Use the same proxy server For all protocols
@ HiCommand
@ HDLM N _ htact the Global Support Center after yoi
@ Replication Exceptions

| 8 Do nok use proxy server for addresses beginning with: E able to upload files to 5D and EUC Service

=
@ Performance T = will accept file uploads.
@ GetConfig =
@ Forums

Use semicalons ( ;) to separate entries.
Q| Search a for GSC to analyze and fix your problem.
o] concel_| lers GetConfig
oK | Cancel | pply | cation Performance
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30 Appendix P: Setup of AD for Storage Navigator

To be able to use AD based accounts on Storage Navigator (instead of or in addition
to depending on HCS), the following procedures will need to be followed. This is an
optional configuration and is not required.

1. Insure UDP port 1812 has been opened from the HDS SVP’s to the HCS

radius server (if ACL needs

2. Addthe HDS SVP’s as radius clients to existing HCS radius server. Make

to be both ways).

sure the shared password you enter matches the password used in the
radius configuration file created later in this document.

"_.;;.ﬁ Internet Authentication Service

File  Action Yiew Help

e« = | Bam e BB 2m

-3 RADIUS Clients

-2 Remote Access Logging

@ Remote Access Policies

{:l Conneckion Request Processing

| Protocol

| Cl_isnt-\u'endor

@ Inkernet Authentication Service (Local) Friendly Name | Address

inarnrhds01 150,110,197,97

RADILIS

RADILS Standard

" ORHOSZNE029-5PA  172,31.226,167
H ORHOS2NS029-5PB  172,31.226,168
T ORHOS3NS037-GPA  172.31.226.171
T ORHOSANS037-GPB  172,31.226.172

<]

RADILS
RADILS
RADIUS
RADIUS

RADIUS Standard
RADIUS Standard
RADILS Standard
RADILS Standard

|

3. You will need a certificate file to give to HDS for use on the SVP. | found the
easiest route to accomplish this was to commandeer one already created by
Citi. Launch IE and select tool->internet options. Then click the Content tab
and then click the certificates button.

Internet Options

T ] |

| General I Security I Privacy | Content |Connecﬁons I Programs I Advanced|

Content Advisor

viewed on

g} Ratings help you control the Internet content that can be

this computer.

for you.
Feeds and Web Slices

programs.

= AutoComplete stores previous entries
;‘.‘ on webpages and suggests matches

E Feeds and Web Slices provide updated
f| content from websites that can be
read in Internet Explorer and other

Certificates
Use certificates for encrypted connections and identification.
[ Clear 55L state ] [ Certificates ] [ Publishers ]
AutoComplete
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4. Select a certificate from the Trusted Root Certification Authorities tab (with a
long expiyation) from Citi and click export.

Certificates
- -
Intended purpose: [<AII> V] J
Trusted Root Certification Authorities | Trusted Publishers | Unirusted Publishers | A
Issued To Issued By Expiration ...  Friendly Name -
Slcanga CAQQA 5/10/2024  <None> E|
B4 Citi Internal Root CA  Citi Internal Root CA 4112026 3
@Ciﬁgroup cal Citigroup CA1 10/23f2026 <Nonez
@Ciﬁgroup QACAL Citigroup QACA1 9/19/2026 <Nonex
@ Class 3 Public Prima... Class 3 Public Primary ... 8/2/2028 VeriSign Class 3 ...
@ Class 3 Public Prima... Class 3 Public Primary ... 8/1/2028 VeriSign Class 3 ...
@ Class 3 Public Prima... Class 3 Public Primary ...  1/7/2004 VeriSign
@Copwight (c) 19597 ... Copyright (c) 1997 Mi...  12/30/19599 Microsoft Timest.., =

4

I

| »

Cinport ] (ot

Remove

<Al

Learn more about certificates

Certificate intended purposes
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5. Follow the screenshots below...

Certificate Export Wizard — =5
Welcome to the Certificate Export
Wizard
P This wizard helps you copy certificates, certificate trust
L lists and certificate revocation lists from a certificate
- store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Mext = J[ Cancel ]

Certificate Export Wizard T ﬁ

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(7) DER encoded binary ¥.509 (,CER)

age-64 encoded X, 509 (.CER)

_ Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

’ < Back ” MNext = ]’ Cancel

= —3

6. Call it Citi.cer (or something similar)
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Certificate Export Wizard - — ﬁ
File to Export
Specify the name of the file you want to export
File name:
H:\Citi, cer | Browse... I
|
<Back i Next> | [ cConcel |
|- = 4
Certificate Export Wizard R — ﬁ
Completing the Certificate Export
Wizard
: You have successfully completed the Certificate Export
- wizard.
-‘;y Y¥ou have spedfied the following settings:
File Mame H:\Citi,
Export Keys Mo
Indude all certificates in the certification path Mo
File Format CER En
4 Tl 2
|
[ <Back | Fmsh | [ concel
|- S e

Certificate Export Wizard ﬁ

The export was successful,
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7. Open the Citi.cer file with notepad and verify it looks similar to the following...

You can use the following if necessary...

MIIGRDCCBSYgAwIBAgIKHi5ilL gAAAAAAAJANBgkghkiGOwOBAQUFADBLMRMWEQYK
CZImiZPyLGQBGRYDbmVOMRQWEgYKCZImiZPyLGQBGRYEQ210aTEeMBWGAIUEAXMV
Q210aSBJbnR1cm5hbCBSb29@I ENBMBAXDT EXMDQXMTIWMjIWM10XDTIZMDQXMT Iw
MzIwM1owTTETMBEGCgmS JomT8ixkARKWA251dDEUMBIGCgMS JomT8ixkARKWBENp
dGkxIDAeBgNVBAMT FONpdGkgSW50ZXJuYWwgUG9saWN5TENBMIIBI jANBgkqhkiG
9wOBAQEFAAOCAQBAMIIBCgKCAQEAZOVh5hkGBYqqe@®GRBFPZSOPTWgcvv/1Jp@SY
/VOQN8ImLhsPMI5z4TY/sLvYbnelgBGS+hgqkBZ2gP3jD+bEMfsqp8f5zcfz/vsV
41.83+0Dn4j1sg9PSa7GO13aFHT10jwXDYVMA4ATT Infn+uelge30F1SvHf/CCbXYR
v81ykCrF4/FH1fXy3itVIZP9rw+ndAAWKkMOjWPI ehLRghXk8 F1BqHFEWAC5kqB2M
R53PJrtuJ+HM9BFsKsMq+0imSiOW2k1Lwdt656waHG6aQaqrllYmVi+2M9f/fap3
J/Hh+mpzSHEgN+v4Rw0+1Qs+iHb8DYyHWUYR9km4R1GXMHSQ8TEwIDAQAB04IDIjCC
AyIwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQU6ZLVHQAEu3eCw2My13KIUGO1
zUQWCwYDVR@PBAQDAZGGMBAGCSsGAQQBgj cVAQQDAZE AMBKGCSSGAQQBE jcUAEQM
HgoAUWB1AGIAQwBBMB8GA1UdIwQYMBaAFBIxvmvEso7SQT/iQx@nyRCI+uWSMIIB
TQYDVROFBIIBRDCCAUAWEEE80IIBOKCCATSGZmhOdHA6LY9jZXI0aWZpY2F0zZXJ1
dm9jYXRpb25saXNOoLmN1cnRpZmljYXR1cy50aS5jaXRpZ3IvdXAubmVOL1BLSVIv
b3QvQ210aSUyME1udGVybmFsJITIwUm9vdCUyYMENBLMNybIaByWxkYXA6Ly8vY249
Q210aSUyME1udGVybmFsITIwUm9vdCUyMENBLENOPWS zcm9vdGNhc nN3cHAWMS xD
Tj1DRFAsQO49UHVibG1ljITIwS2V5ITIwU2Vydml jZXMsQO49U2VydmljZXMsQo49
Q29uZm1lndXJIhdGlvbixEQz1luc3Ivb3QsREMIbmVOP2N1cnRpZmljYXR1UmV2b2Nh
dGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxEaXNO@cmlidXRpb25Qb21udDCC
AUIGCCSGAQUFBWEBBIIBNDCCATAwcgYIKwYBBQUHMAKGZmhOdHA6LY9GZXJI0aWZp
Y2F0ZXJ1dm9jYXRpb25saXNOoLmN1lcnRpZm1ljYXR1cy50aS5jaXRpZ3IvdXAubmvo
L1BLSVIvb3QvQ210aSUyMEludGVybmFsJITIwUm9vdCUyMENBLmNydDCBUQYIKwYB
BQUHMAKGgaxsZGFw0i8vL2NuPUNpdGk1MjBIbnR1cm5hbCUyMFJIvb3Q1MjBDQS XD
Tj1BSUEsQO49UHVibG1ljITIwS2V5ITIwU2Vydml jZXMsQe49U2VydmljZXMsQo49
Q29uZm1lndXJIhdGlvbixEQz1luc3Ivb3QsREMObmVOP2NBQ2VydGlmaWNhdGU/YmFz
ZT9vYmplY3RDbGFzcz1jZXJI0aWZpY2F@aW9uQXVeaG9yaXR5MABGCSqGSIb3DQEB
BQUAA4IBAQBOWL2Rxw66p9I+w9BGnU3cy6Y6f/MYeK1FAIW6+m9Sjbsf1IpPmINi
9bFnho4gMLM85khq7sYL6yHdz4ZpTRZNO8tpztS@QPMsEWSAAHOZ0 G INGtBoAOE3
S/Yn+PL1UMIDWpPMAgCcEycBAjpelwV80UZemDvxW8Nno6bHRyD5+YU4DaRyCx0gr
0i3NTVkHks8+xYg+hMxZTalCFZtD10DW1J3dHQ3 tewWmpkOCiOL8he+Fwf5iXLF8
DT+JQ310yATTaUsuR601IeiU2L3rjukgdpA/WFs8veiP4X4LCVFNpgW/a7A8rUPQ
BTOZobsMI2tiMJ@bFTpDOODNTQLCrEiX

----- END CERTIFICATE-----
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8. Setup the radius configuration file...

Syntax...

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

server.type=radius
server.name=<radius server name>
radius.<radius server name>.
radius.<radius server name>.
radius.<radius server name>.
radius.<radius server name>.
radius.<radius server name>.
radius.<radius server name>.
radius.<radius server name>.
radius.<radius server name>.

Sample of a completed radius file..
.server.type=radius

auth

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

radius.namrhdso1l.
radius.namrhdso1l.
radius.namrhdso1l.
radius.namrhdso1l.
radius.namrhdso1l.
radius.namrhdso1l.
radius.namrhdso1l.
radius.namrhdso1l.

server.name=namrhds@1l

protocol=pap

host=<radius server IP>

port=1812

timeout=3

secret=<radius client password>
retry.times=3
attr.NAS-Identifier=<radius server IP>
domain.name=<radius server domain>

protocol=pap
host=150.110.197.97

port=1812
timeout=3

secret=radiuspass (example)
retry.times=3
attr.NAS-Identifier=150.110.197.97
domain.name=nam.nsroot.net

9. Provide the files to the HDS CE and have him/her run the next steps (or you
can run them if you have RDP access to the HDS SVP). Just open notepad
on the SVP and paste the contents of the radius and certificate files.

10. Copy radius configuration and certificate file to c:\DKC200\TMP on the

Primary SVP

11. Execute c:\\DKC200\TMP>setexauthconf <radius.conf> <cert.file> from a
command prompt

Sample...

c:\DKC200\TMP>setexauthconf sn2_ruth_exauth.properties Citi.cer

Reading keystore file...success

Reading certification file...success

Encrypting property file...success

Updating to keystore file...success

All process completed.

Press any key to continue . .

HDS VSP/HUS-VM Solutions Guide

For Citi

Internal Use Only

279




12. Change a user account that’s a member of AD to external via storage

navigator

# Edit User

[ Edit User

1.Edit User =

This wizard lets you =dit one or more properties. Check the box in front of the property you want to edit,
and then enter the new ualus.

User Narme: khe4535

V] Authentication: () Local

(&) External

O x

HITACHI

Back [ Mext

H Finish | | Cancel || Help

13. Verify authentication is external and test it...

2 hitps://172.31.226.167/sanproject /index.do - Microsoft Internet Explorer

File Edic Yiew Favorites Tools  Help

G 0 BB

0| D search - Favorites ) |

-w =

Address [&] hetps:/1172.31.226. 167 /sanprojectfindex. do#

7 Hitachi Storage Nawgator

Settings Help

<< Administration

Storage Systems ini
LR Administrator User Group
Performance Monitor User Groups > Administrator User Group
------
ber of Users 2
Group Type Built-i r
"
iy audit Log Administrator
2 Filker ON (=) OFF | Select All Pages
iy security administrator (ff B =
Usar Name 14 Account Status Authentication User Type
iy security Administrator ()
i kheasas Ensbled Extarnsl User-crestad
iy storage Administrator ()
&g, maintanance Ensbled Locsl Built-in
iy storage Administrator ()
%Suppmu el Gro
S ystar User Group £
<l J D)
[&] pare [T T [2 6 trusted sites 7

14. If successful there will also be a radius message in the Windows Event View

under System; IAS; as follows...

Event Type: Information
Event Source: IAS
Event Category:
Event ID: 1
Date: 8/19/2011
Time: 4:11:40 PM
User: N/A

None

Computer: NAMRHDSO01

Description:

User kh64535 was granted access.
Fully-Qualified-User-Name = NAM\kh64535
NAS-IP-Address = <not present>
NAS-Identifier = 150.110.197.97
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Client-Friendly-Name = ORH052N5029-SPA
Client-IP-Address = 172.31.226.167
Calling-Station-Identifier = <not present>
NAS-Port-Type = <not present>

NAS-Port = <not present>
Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows
Authentication-Server = <undetermined>
Policy-Name = Device Manager User Group 1
Authentication-Type = PAP

EAP-Type = <undetermined>
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31 Appendix Z: Version Notes
1.0 This is the initial release of the HDS VSP / HUS-VM Solution Guide

1.1 RFP Release of SG for VSP
e Modified HTSM content to remove legacy role [23.1]
e Added list of Citi HTnM Alarms [27.4.2]
e Added Appendix N: Setup of AD for Storage Navigator [28]

1.2 Minor release
e Updated package list [11.2]

1.3 Minor Release for HCS 7.2.1
e Updated LDEV reuse procedures [17.15, ref from best practices]
¢ Added NDM Seamless Migrations [12.30]
o Added SCSI Reservations on VSP (View / Edit) [12.29]
¢ Updated Package List and notes [11.3.2, 11.3.5, 11.3.4]

2.0 HUS-VM and 14+2

Renamed document dropping TagmasStore, adding HUS-VM [Multiple Sections]
Using HCS instead of HDvM [Multiple Sections]

Added HUS-VM Hardware [10.3, 12.5]

Updated Drive and RAID Configurations [12.2, 12.3, 12.4, 12.5]

Updated WWN Numbering for Host Ports[12.8.1]

Updated Max Limits for Pools, Array, etc. [10.5, 12.26]

Updated Package List[11.2]

Updated Active Directory via Radius to reflect it is a secondary option [13.12]
Added Active Directory Configuration (direct to AD) [13.11]

Updated SANScreen to NetApp OnCommand Insight [Multiple Sections]
Updated RACC and removed VPN dial-in [12.13]

Added Maximum Ports Per Host [12.11, renumbered all sections 12.12+]
Updated Power, Dimensions, and Weight [15]

Added Certificate Imports [13.14]

Updated RACC and removed VPN-based dial-up [12.14]

Added HCS Client Settings [13.13]

Re-added SSL configuration [13.15]

2.1 HUS-VM Host Mode 55 and Other Updates
e Added Shared Memory Requirements [12.33]
e Added Host Mode 55 for HUS-VM for Powerpath [12.2, updated 12.2+]
e Updated Certificate Imports [13.14]
e Corrected SNMP abbreviations [12.6, 12.14.1]

2.2 SOM 729/803 and Modified HMO 55Added “List Logins” / Login WWNs Function [17.16]
e Updated HDP LUNS for 14+2 RAID Type and SOM917 [,12.27]

Updated package list and details about packages [11.2, 11.3 ]

Updated SOM List for 729, 803 [12.27]

Added Pool Full Procedures [ 12.28.10 ]

Updated Appendix F Firewall ports for SNMP — clarified source/target

Modified HMO 55 recommendation for all hosts [12.2]
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2.3 Standard configurations, latency response rating, and reliability

Updated RAID configurations: R10 (2+2) — Silver tier, R6 (14+2) — Bronze
tier. Removed R6 (6+2) [12.3]
Drive types: removed 146Gb 15K SAS, old gen SSD, and 1TB, 2TB NL-SAS drive
types. Added 300Gb 15K SAS, 1.6TB FMD, and 3TB SAS [12.4]
Drive rebuild times: removed old gen SSD and 1TB NL-SAS drive types. Added
1.6TB FMD [12.5]
Standard array configurations: defined latency response and reliability ratings [12.6]
o Silver tier R10 (2+2) VSP (including physical layout) and HUS VM
0 Bronze tier R6 (14+2) HUS VM
0 Replicated VSP and HUS VM configurations
DP-Vols: standard LUN sizes [12.28.7]

2.4 Update for TMEA Collector

Updated HTnM installation for RHEL [27.1, 27.2]

Removed references to running HTnM on seperate server from HCS [27]
Updated HTnM Perf Reporter Configuration for 60 days data storage [27]
Added TMEA Collector installation and setup [28]

Renamed Appendix N: AD for Storage Navigator to Appendix O [29+]

2.4.1 Second Update for TMEA Collector

Updated RMLIB installation [28.1.4]

Added Debug Mode [28.1.16]

Changed command device reference from wwn to scsi [28.1.7]
Added Automatic Process Management [28.1.17]

Updated HTnM setup for scsi ids [27]

2.5 All FMD Configuration Options & Performance Collection

Added DBF drive box [10.3.2.2]

RAID10 protection [10.4.4, 12.3]

FMD max drives [10.5]

FMD spare count [12.7]

All flash configuration options [12.6.5]

Added Appendix O — Performance collection script and tuf.hds.com on SVP [29,
updated 29+]

Updated Remote Support RACC for SVP [12.15.3]
Added SAN “Port Flapping” Alerting [12.34]
Updated HTnM Reports [27.4]

Updated Automatic Process Management [28.1.17]
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