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Lab Exercise 1: TimeFinder SnapVX Operations

	
Purpose:

	This lab exercise is designed to lead the students through TimeFinder SnapVX Operations using EMC Solutions Enabler SYMCLI, command line interface.

	

	Tasks:
	In this lab exercise students will:
1) Create TimeFinder SnapVX snapshots
2) Link snapshots to Target device and access point-in-time data from a Secondary host
3) Restore from snapshot to Source device
4) Restore modified data from Target device to the Source device

	

	References:
	EMC® Solutions Enabler TimeFinder® Family Version 8.0.1 CLI User Guide VMAX® and VMAX3tm Family REV 01
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Lab 1:  Part 1 – Creating Snapshots

	Step
	Action

	1
	Identify the device assigned as the Source for SnapVX snapshots. 

[bookmark: _GoBack]On the Primary host, find the Standard Volume assigned as your Source and complete the table.  Use the commands, inq and syminq to get the information you need. 
 
C:\> inq | more

C:\> syminq


	Source Device
	PdevName (e.g. PHYSICALDRIVE10)
	SymDevName (e.g. 031)

	Device 1
	
	





	2
	On the Primary host: Create a partition, NTFS file system on the Source volume and assign a drive letter.

In a command window, execute the diskpart command
C:\> diskpart
This will bring you to the DISKPART prompt, execute the series of commands as shown below:
DISKPART> list disk
You should see a listing of all disks. The list will show the disks as Disk #. In step 1 if Device 1 had a physical name of “PHYSICALDRIVE10” then it will be listed as “Disk 10” in the output.
DISKPART>select disk # (Select the Disk that corresponds to Source Device 1)
Example: DISKPART>select disk 10
DISKPART> list partition
Are there any partitions on this disk? _________ There should be no partitions on this disk
DISKPART> create partition primary
DISKPART> list partition
There should one partition
DISKPART> select partition 1
DISKPART> list volume
Record the drive letters in use: ______________________
The Volume with the “*” in the first column will not have an associated drive letter
DISKPART> format  fs=ntfs  label=prodfs<SGN>  quick
Example: DISKPART> format fs=ntfs label=prdofs08 quick
DISKPART> assign letter=<choose a letter not in use> 
Example: DISKPART> assign letter=F
DISKPART> list volume
Your Volume should now have the Drive letter you assigned
DISKPART> exit


	3
	On the Primary  host:

Use Windows Explorer to copy the contents of the C:\Program Files\EMC\SYMCLI folder to the Drive Letter of your Production FS. Close Windows Explorer.

Flush the file system.

C:\> symntctl flush –drive <Production FS Drive letter>:
Example: C:\> symntctl flush –drive F:


	4
	On the Secondary host:

Identify the Device assigned as your Target for SnapVX operations. 

Record the information about your assigned Target device in the table below. Use the Logical Device Manager to ensure that the target device is a Basic Disk, online and is unallocated.

C:\> inq | more
	
C:\> syminq

	
Target Device
	PdevName (e.g. PHYSICALDRIVE12)
	SymDevName (e.g. 031)

	
Device 1
	
	





	5
	On the Primary host:

Create a Storage Group and add your Source device to the Storage Group.


C:\> symsg –sid <Symmetrix ID> create snapsrc_sg<SGN>

C:\> symsg –sid <Symmetrix ID> -sg snapsrc_sg<SGN> add dev <SourceSymDevName>


Create another Storage Group and add your Target device to the Storage Group.

C:\> symsg –sid <Symmetrix ID> create snaptgt_sg<SGN>

C:\> symsg –sid <Symmetrix ID> -sg snaptgt_sg<SGN> add dev <TargetSymDevName>

The Source and Target SymDevNames are three digit numbers that were recorded earlier in steps 1 and 4.
Verify that the Storage Groups have been created.
C:\> symsg list –sid <Symmetrix ID>
C:\> symsg show –sid <Symmetrix ID> snapsrc_sg<SGN>
C:\> symsg show –sid <Symmetrix ID> snaptgt_sg<SGN>


	6
	From the Primary host:
Create a SnapVX snapshot.
C:\> symsnapvx –sid <Symmetrix ID> establish –name backup<SGN> –sg snapsrc_sg<SGN>
List Snapshot.
C:\> symsnapvx –sid <Symmetrix ID> list
C:\> symsnapvx –sid <Symmetrix ID> list –sg snapsrc_sg<SGN> –detail 
How many generations are listed? __________________________
Is there an expiration date for the snapshot? __________________
What is the generation number for this snapshot? ______________
Is the snapshot linked to a target? ___________________________


	7
	On the Primary host:
Add more data to the Source device.
Use Windows Explorer to copy the contents of the C:\Program Files\EMC\SYMAPI folder to the Drive Letter of your Production FS. Close Windows Explorer.

Flush the file system.

C:\> symntctl flush –drive <Production FS Drive letter>:
Example: C:\> symntctl flush –drive F:


	8
	From the Primary host:
Create a second snapshot, using the same name.
C:\> symsnapvx –sid <Symmetrix ID> establish –name backup<SGN> –sg snapsrc_sg<SGN>
List the Snapshots.
C:\> symsnapvx –sid <Symmetrix ID> list
C:\> symsnapvx –sid <Symmetrix ID> list –sg snapsrc_sg<SGN> –detail 
How many generations are listed? ______________________
What is the generation number for this snapshot? ______________
What is the generation number for the earlier snapshot? __________


	9
	On the Primary host:
Add more data to the Source device. Change to your Source device drive letter.
F:\> symsnapvx –h >symsnapvx.txt
As a simple example, the help page for symsnapvx is redirected to a text file. Change directory to C: and flush the filesystem.
C:\> symntctl flush –drive <Production FS Drive letter>:
Example: C:\> symntctl flush –drive F:


	10
	From the Primary host:
Create a third snapshot, using the same name.
C:\> symsnapvx –sid <Symmetrix ID> establish –name backup<SGN> –sg snapsrc_sg<SGN>
List the Snapshots.
C:\> symsnapvx –sid <Symmetrix ID> list
C:\> symsnapvx –sid <Symmetrix ID> list –sg snapsrc_sg<SGN> –detail 
How many generations are listed? ____________________________
What is the generation number for this snapshot? ________________
What is the generation number for the earlier snapshot? __________
Record the information for table below.
	
Gen
	Total Deltas (Tracks)
	Non-shared (Tracks)

	

	
	

	
	
	

	
	
	





	11
	From the Primary host:
Set the Time-to-Live for generation 2 snapshot.
C:\> symsnapvx –sid <Symmetrix ID> –snapshot_name backup<SGN> -gen 2 –sg snapsrc_sg<SGN> set ttl –delta 2
What is the expiration date now for generation 2? ___________________
 



End of Lab 1 – Part 1
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Lab 1:  Part 2 – Accessing Snapshot Data from a Secondary Host

	Step
	Action

	1
	From the Secondary host:
Link the generation 0 snapshot to the target volume.
C:\> symsnapvx –sid <Symmetrix ID> link –snapshot_name backup<SGN> –gen 0 –sg snapsrc_sg<SGN> –lnsg snaptgt_sg<SGN>
List details of the linked target.
C:\> symsnapvx –sid <Symmetrix ID> –snapshot_name backup<SGN> –sg snapsrc_sg<SGN> list –linked –detail 
What copy mode has the target been linked in? ___________________


	2
	From the Secondary host:
Use diskpart to assign drive letter to the target device and access the snapshot data.
C:\> diskpart
DISKPART> rescan
DISKPART> list disk
You should see a listing of all disks. The list will show the disks as Disk #. If Device 1 had a physical name of “PHYSICALDRIVE12” then it will be listed as “Disk 12” in the output.
DISKPART>select disk #  (Select the Disk that corresponds to Target Device 1)
DISKPART> list partition
Are there any partitions on this disk? _________ There should be one partition on this disk
DISKPART> select partition 1
DISKPART> list volume
Record the drive letters in use: ______________________
Does the Volume with an “*” in the first column have a drive letter assigned to it? ______
If Yes – What is the Drive Letter? ______________ 
If No: Assign a drive letter
DISKPART> assign letter=<choose a letter not in use> 
Example: DISKPART> assign letter=F
DISKPART> list volume
Your Volume should now have the Drive letter you assigned
DISKPART> exit


	3
	On the Secondary host, open Windows explorer and you should see the new drive letter you assigned.

Verify the availability of data on the target device.
What are the folders and file(s) listed? _____________________________
Examine the sequence of the snapshots you created and the corresponding point-in-time data in Lab 1 – Part 1. Is the data in the snapshot consistent with what you would expect? _________________________


	4
	From the Secondary host, add more data to the target device. Change to the drive letter assigned to the target and add data.
F:\> symrdf –h > symrdf.txt
As a simple example, the help page for symrdf is redirected to a text file. Change directory to C: and flush the filesystem.
C:\> symntctl flush –drive <Target FS Drive letter>:
Example: C:\> symntctl flush –drive F:


	5
	From the Secondary host, list details of the linked target.
C:\> symsnapvx –sid <Symmetrix ID> –snapshot_name backup<SGN> –sg snapsrc_sg<SGN> list –linked –detail 
Are there modified tracks? _______________________


	6
	From the Secondary host:
Unmount the filesystem on the target device.
C:\> symntctl umount –drive <Target FS Drive letter>:
Example: C:\> symntctl umount –drive F:

	7
	From the Secondary host:
Relink generation 0 snapshot to the target.
C:\> symsnapvx –sid <Symmetrix ID> relink –snapshot_name backup<SGN> –gen 0 –sg snapsrc_sg<SGN> –lnsg snaptgt_sg<SGN>


	8
	From the Secondary host:
Use diskpart to rescan disks and assign drive letter to the target device as shown in step 2.

	9
	On the Secondary host, open Windows explorer and you should see the new drive letter you assigned.

Verify the availability of data on the target device.
What are the folders and file(s) listed? _____________________________
Do you have access the symrdf.txt file that was created in step 4? ____________________
Close Windows Explorer.

	10
	To understand the flexibility and ease of use of TimeFinder SnapVX, relink target to a different generation of the snapshot.
From the Secondary host:
Unmount the filesystem on the target device.
C:\> symntctl umount –drive <Target FS Drive letter>:
Example: C:\> symntclt umount –drive F:
Relink generation 2 snapshot to target.
C:\> symsnapvx –sid <Symmetrix ID> relink –snapshot_name backup<SGN> –gen 2 –sg snapsrc_sg<SGN> –lnsg snaptgt_sg<SGN>
Use diskpart to rescan disks and assign drive letter to target as shown in step 2.
Open Windows explorer and examine the content of the target filesystem.
What data is available on the target? ______________________




End of Lab 1 – Part 2



[bookmark: _Toc415737533]Lab 1:  Part 3 – Restoring to Source from Snapshots

	Step
	Action

	1
	On the Primary host:
Open Windows Explorer and navigate to the drive letter that was assigned to the Source device.
Delete the SYMCLI folder. Close Windows Explorer.

	2
	The very first snapshot – generation 2 contains the SYMCLI folder. We will now restore to source from this snapshot and observe the results.
From the Primary host, unmount source drive letter.
C:\> symntctl umount –drive <Source FS Drive Letter>:
Example: C:\> symntctl umount –drive F:


	3
	From the Primary host:
Restore generation 2 snapshot.
C:\> symsnapvx –sid <Symmetrix ID> restore –snapshot_name backup<SGN> –gen 2 –sg snapsrc_sg<SGN>
List the snapshots for the Source Storage Group.
C:\> symsnapvx –sid <Symmetrix ID> list –sg snapsrc_sg<SGN> –detail
Is the generation 2 snapshot now listed as Restore Active? ____________
 

	4
	On the Primary host, use diskpart to assign drive letter to the source device. Follow the instructions given before.
(diskpart > rescan > list disk > select disk # > list partition > select partition 1 > list volume > assign letter=<Source FS Drive letter> > exit)


	5
	On the Primary host, navigate to the source drive letter.
What data is now available on the source device? _____________________
Does this match your expectation? _________________________________


	6
	From the Primary host, terminate the restored session.
C:\> symsnapvx –sid <Symmetrix ID> terminate –sg snapsrc_sg<SGN> -snapshot_name backup<SGN> -gen 2 –restored
Did the terminate succeed?
Verify by listing the snapshots for the Storage Group.
C:\> symsnapvx –sid <Symmetrix ID> list –sg snapsrc_sg<SGN> –detail
Is the original snapshot still available? _______________________
Do you still have access to the restored data? _____________________
 



End of Lab 1 – Part 3




[bookmark: _Toc415737534]Lab 1:  Part 4 – Restoring to Source from Modified Target

	Step
	Action

	1
	At this stage you should be accessing both your Source device and Target device.
Verify the data available to the Primary host from the Source device.
Which folder(s) and/or file(s) are available? ____________________
Verify the data available to the Secondary host from the Target device.
Which folder(s) and/or file(s) are available? ____________________


	2
	From the Secondary host, add more data to the Target drive letter.
Change to the drive letter assigned to the target and add data.
F:\> symcfg –h > symcfg.txt
As a simple example, the help page for symcfg is redirected to a text file. Change directory to C: and flush the filesystem.
C:\> symntctl flush –drive <Target FS Drive letter>:
Example: C:\> symntctl flush –drive F:

	3
	In order to restore the Target back to the Source, we have to first create a snapshot of the Target.
From the Secondary host:
C:\> symsnapvx –sid <Symmetrix ID> establish –name casc<SGN> –sg snaptgt_sg<SGN>


	4
	Next we have to link this snapshot to the Source. Before performing this we will stop access to the Source filesystem.
From the Primary host:
C:\> symntctl umount –drive <Source FS Drive letter>:
Example: C:\> symntctl umount –drive F:


	5
	From the Primary host, link snapshot to the Source.
C:\> symsnapvx –sid <Symmetrix ID> link –snapshot_name casc<SGN> -gen 0 –sg snaptgt_sg<SGN> –lnsg snapsrc_sg<SGN>
Note: The source of the data is now the Target storage group (–sg) and the link is to the Source storage group (–lnsg).


	6
	On the Primary host, assign drive letter to the Source device. We have done this a few times. Refer to earlier steps if necessary.
Verify data on the Source device.
Can you access the file you created symcfg.txt from the Primary host? ____


	7
	From the Primary host, unlink the snapshot from the Source storage group.
C:\> symsnapvx –sid <Symmetrix ID> unlink –snapshot_name casc<SGN> –sg snaptgt_sg<SGN> –lnsg snapsrc_sg<SGN>
Did the command succeed? _____________________________
If it failed, what is the error message? __________________________________


	8
	From the Primary host, set the link mode to copy and try unlink again.
C:\> symsnapvx –sid <Symmetrix ID> set mode copy –snapshot_name casc<SGN> -gen 0 –sg snaptgt_sg<SGN> –lnsg snapsrc_sg<SGN>
C:\> symsnapvx –sid <Symmetrix ID> unlink –snapshot_name casc<SGN> -gen 0 –sg snaptgt_sg<SGN> –lnsg snapsrc_sg<SGN>
Did the unlink command succeed? ___________________


	9
	Verify that you can still access the data from the Primary host even after the unlink operation.
Can you still access the data? __________________




End of Lab Exercise 1
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[bookmark: _Toc415737535]Lab Exercise 2: SRDF/Synchronous Operations

	
Purpose:

	This lab exercise is designed to lead the students through SRDF/Synchronous Operations using EMC Solutions Enabler SYMCLI, command line interface.
During this exercise, operations are performed from the host having access to the source (R1) volumes or the host with access to the target (R2) volumes.  In our lab environment, the local host attached to the source VMAX3 array has access to R1 volumes, and the remote host attached to the target VMAX3 array has access to the R2 volumes. SRDF operations may be performed from either host. 

	

	Tasks:
	In this lab exercise students will:
1) Create dynamic RDF Group
2) Create dynamic RDF pair
3) Perform basic SRDF operations – suspend, resume, change mode
4) Perform SRDF Disaster Recovery operations – failover and failback
5) Perform SRDF Decision Support operations – split, establish and restore

	

	References:
	EMC® Solutions Enabler SRDF Family Version 8.0.1 CLI User Guide VMAX® Family REV 01




[bookmark: _Toc415737536]
Lab 2:  Part 1 – Initial Setup and Basic Operations

	Step
	Action

	1
	Fill in all of the fields with the appropriate information for both the Source and Target VMAX3 arrays.  The SIDs, RDF directors and port numbers, RDF Group numbers and the devices to be configured as R1 and R2 will be provided by your instructor.

	Local VMAX3 Array
	Remote VMAX3 Array

	Local SID
	
	Remote SID
	

	RDF Group #
	
	RDF Group #
	

	Local RA 1:Port #
	
	Remote RA 1:Port #
	

	Local RA 2:Port #
	
	Remote RA 2:Port #
	

	Local Device # (eg. 05F)
	
	Remote Device # (eg. 05F)
	


 
The configured remote adapters for SRDF can be listed using the command below

C:\>symcfg –sid <Local SID> list  –ra all 
Example: C:\> symcfg –sid 483 list –ra all



	2
	From the Local host, create a dynamic RDF group.
C:\> symrdf addgrp –label rdfg<RDF Group #> –sid <Local SID> –remote_sid <Remote SID>  –dir <Local RA1:Port#>,<Local RA2:Port#> –remote_dir <Remote RA1:Port#>,<Remote RA2:Port#> –rdfg <RDF Group #>  –remote_rdfg <RDF Group #>
Example:
C:\> symrdf addgrp –label rdfg10 –sid 83 –remote_sid 25 –dir 1E:8,3E:8 –remote_dir 1E:8,3E:8 –rdfg 10 –remote_rdfg 10


	3
	Verify that the dynamic RDF group has been created.

C:\>symcfg –sid <Local SID> list –rdfg all


What is the type of the new RDF group? ______________________



	4
	List the VMAX3 devices that are accessible to your Local and Remote hosts.

From the Local host:

C:\> inq

From the Remote host:

C:\> inq

Verify that the Local and Remote Devices assigned to you (recorded in step 1 – table) are accessible to your respective hosts.

Record the information in the table below:

	
	Local host PHYSICALDRIVE# e.g. PHYSICALDRIVE7
	Local Device Number
e.g. 05F
	Remote host PHYSICALDRIVE# e.g. PHYSICALDRIVE7
	Remote Device Number
e.g. 05F

	Assigned Device Pair
	
	
	
	






	5
	On the Local host create a text file that contains the device number of the Local Device # and the Remote Device #. Local devices are listed in the first column and Remote devices are listed in the second column. The Local device will become R1 and the Remote will device become R2 after a successful createpair operation.
For example: 
C:\> notepad pair.txt
05F 05F

	6
	From the Local host create a dynamic RDF device pair.
C:\> symrdf –sid <Local SID> createpair –f pair.txt –rdfg <Local RDF Group #> –type r1 –establish –nop 
Example:
C:\> symrdf –sid 83 createpair –f pair.txt –rdfg 10 –type r1 –establish –nop


	7
	From the Local host, verify that the RDF device pair has been created.
C:\> symrdf –sid <Local SID> –f pair.txt –rdfg <Local RDF Group #> query 
Example:
C:\> symrdf –sid 83 –f pair.txt –rdfg 10 query 
Record the information in the table below:
	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	


 
What is the State of the Source R1 Device? _____________________________

What is the State of the Target R2 Device? ______________________________

What is the SRDF mode? ____________________________________________

What is the RDF Pair State? __________________________________________



	8
	List the Physical devices accessible to your Local and Remote hosts, again.
From the Local host:
C:\> inq
What is the configuration of your Local device now? ____________________
From the Remote host:
C:\> inq
What is the configuration of your Remote device now? _____________________


	9
	On the Local host, create a SYMCLI device group of type RDF1 and add your R1 device to it.
C:\> symdg create –type RDF1 srcdg<SGN>
Example: C:\> symdg create –type RDF1 srcdg5

C:\> symdg –g srcdg<SGN> add dev <Local Device #>
Example: C:\> symdg –g srcdg5 add dev 059


	10
	On the Remote host, create a SYMCLI device group of type RDF2 and add your R1 device to it.
C:\> symdg create –type RDF2 tgtdg<SGN>
Example: C:\> symdg create –type RDF2 tgtdg5

C:\> symdg –g tgtdg<SGN> add dev <Remote Device #>
Example: C:\> symdg –g tgtdg5 add dev 059


	11
	Examine the properties of your device groups on both the Local and Remote hosts. The output of the command below is verbose so pipe it through more.
On the Local host:
C:\> symdg show srcdg<SGN> | more
On the Remote host:
C:\> symdg show tgtdg<SGN> | more


	12
	From the Local host, change the SRDF mode to Synchronous for the device pair.
C:\> symrdf –g srcdg<SGN> set mode sync
Perform an RDF query and record the information in the table below.
	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



What is the RDF Pair State? ___________________________

	13
	From the Local host, suspend the RDF links for the device pair and perform an RDF query.
C:\> symrdf –g srcdg<SGN> suspend
 C:\> symrdf –g srcdg<SGN> query
What is the Link state? _______________________
What is the RDF Pair state? ____________________


	14
	On the Local host: Create a partition, NTFS file system on the Source (R1) volume and assign a drive letter.

In a command window, execute the diskpart command
C:\> diskpart
This will bring you to the DISKPART prompt, execute the series of commands as shown below:
DISKPART> list disk
You should see a listing of all disks. The list will show the disks as Disk #. If Source (R1) Device had a physical name of “PHYSICALDRIVE10” then it will be listed as “Disk 10” in the output. You have recorded your Source device PHYSICALDRIVE# in step 4 of this lab.
DISKPART>select disk #  (Select the Disk that corresponds to Source (R1) device)
Example: DISKPART>select Disk 10
DISKPART> list partition
Are there any partitions on this disk? _________ There should be no partitions on this disk
DISKPART> create partition primary
DISKPART> list partition
There should be one partition
DISKPART> select partition 1
DISKPART> list volume
Record the drive letters in use: ______________________
The Volume with the “*” in the first column will not have an associated drive letter
DISKPART> format  fs=ntfs  label=rdffs<SGN>  quick
Example: DISKPART> format  fs=ntfs  label=rdffs08  quick
DISKPART> assign letter=<choose a letter not in use> 
Example: DISKPART> assign letter=F
DISKPART> list volume
Your Volume should now have the Drive letter you assigned
DISKPART> exit


	15
	On the Local host, use Windows Explorer to copy the C:\Program Files\EMC\SYMCLI folder to the drive letter of your Source filesystem. Verify that the folder was copied. Close Windows Explorer.


	16
	On the Local host, perform an RDF query.
C:\> symrdf –g srcdg<SGN> query
Record the information in the table below.
	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



Are there Invalid Tracks? ________________ (There should be invalid tracks.)
Where are the Invalid Tracks? _____________ (Source (R1) View or Target (R2) View)
Are the Invalid Tracks R1 Inv Tracks or R2 Inv Tracks? ____________________
How many Invalid Tracks have accumulated? _________________
How do you interpret the Invalid Tracks? _____________________


	17
	From the Local host, resume RDF links for the device pair and perform an RDF query.
C:\> symrdf –g srcdg<SGN> resume
C:\> symrdf –g srcdg<SGN> query
What is the Link state? _______________________
Are there any Invalid Tracks? _______________
What is the RDF Pair state? ______________________




End of Lab 2 – Part 1
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Lab 2:  Part 2 – Disaster Recovery Operations

	Step
	Action

	1
	If you normally perform operations using a single device group, the SYMCLI_DG environment variable can be set to your default device group. This eliminates the requirement of specifying the device group using the –g flag. It is also useful to set this variable in scripts. The command symcli –env gives information about all the SYMCLI environment variables that can be set.
On the Local host:
C:\> set SYMCLI_DG=srcdg<SGN>
On the Remote host:
C:\> set SYMCLI_DG=tgtdg<SGN>


	2
	From the Local host, verify that the device pair is synchronized.
C:\> symrdf query
Note that as the environment variable has been set to point to srcdg<SGN>, we do not have to specify –g srcdg<SGN> in the command.

	3
	We cannot really simulate a disaster. So we will test our disaster recovery readiness.
While in a disaster situation it is not possible to “gracefully” shutdown applications and unmount filesystems, it is always less risky to do so whenever possible, for example in a disaster recovery drill.  Before enabling read/write access to the R2 device for the remote host, we first unmount the filesystem on the Local host.
Un-mount the SRDF Source (R1) device filesystem.
On the Local host:
C:\> symntctl umount –drive <Source FS Drive letter>:
Example: C:\> symntctl umount –drive F:


	4
	Initiate failover of the SRDF volumes by executing the following command from the Remote host.  For our test the failover command can be executed from the Local host, as we still have access to the Local host.  However, in a true disaster situation, we may not have access to the Local host.
On the Remote host:
    C:\>symrdf failover 
Note - The verbose output from the failover command.  Each step is displayed as it is executed. We again do not have to specify –g tgtdg<SGN> as we have set the environment variable.


	5
	Perform an RDF query from the Remote host and record the information in the table below.
C:\> symrdf query

	Target (R2) View
	
	Source (R1) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



What is the state of the R1 device? ____________________
What is the state of the Links? ________________________
What is the state of the R2 device? ____________________
What is the RDF Pair state? ___________________________


	6
	We can now verify access to data from the R2 device.
On the Remote host:
Use diskpart to assign a drive letter to the R2 device.
C:\> diskpart
DISKPART> rescan
DISKPART> list disk
You should see a listing of all disks. The list will show the disks as Disk #. If Remote (R2) device had a physical name of “PHYSICALDRIVE10” then it will be listed as “Disk 10” in the output.
DISKPART>select disk #  (Select the Disk that corresponds to Remote (R2) device)
Example: DISKPART> select disk 10
DISKPART> list partition
Are there any partitions on this disk? _________ There should be one partition on this disk
DISKPART> select partition 1
DISKPART> list volume
Record the drive letters in use: ______________________
Does the Volume with an “*” in the first column have a drive letter assigned to it? ______
If Yes – What is the Drive Letter? ______________ 
If No: Assign a drive letter
DISKPART> assign letter=<choose a letter not in use> 
Example: DISKPART> assign letter=F
DISKPART> list volume
Your Volume should now have the Drive letter you assigned
DISKPART> exit


	7
	On the Remote host, use Windows Explorer to examine the contents of the Filesystem on the R2 device.
Do you have access to the same data that was on R1 device before the failover?


	8
	We will add some new data to the Filesystem on the R2 device, to simulate production after a failover.
On the Remote host, use Windows Explorer to copy the folder C:\Program Files\EMC\SYMAPI to the drive letter of the R2 device. Close Windows Explorer.


	9
	In a FailedOver state, changes made to the R2 device are not propagated to the R1 as the links are set to Not Ready.
Perform and RDF query from the Remote host and record the information in the table below.
C:\> symrdf query
	Target (R2) View
	
	Source (R1) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



Are there any Invalid Tracks? _____________________________There should be.
Where are the Invalid Tracks? (Source (R1) View or Target (R2) View)_____________
Are the Invalid Tracks R1 Inv Tracks or R2 Inv Tracks? _________________
How many Invalid Tracks? _____________________________


	10
	We will now resume production work from the R1 device. Prior to performing an SRDF Failback operation, it is important to stop accessing the R2 device. Failback operation will set the state of the R2 device to Write Disabled. If a device that is being actively accessed is set to WD, unpredictable results can happen.
On the Remote host:
C:\> symntctl umount –drive <Remote FS Drive letter>:
Example: C:\> symntctl umount –drive F:


	11
	From the Local host, perform an SRDF Failback operation.
C:\> symrdf failback
Perform and SRDF query and record the information in the table below.
C:\> symrdf query

	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



What is state of the R1 device? ________________________
What is the state of the Link? _________________________
What is the state of the R2 device? _____________________
What is the RDF Pair state? ___________________________
Are there any Invalid Tracks? _________________________


	12
	On the Local host, use diskpart to assign drive letter the R1 device. We have done this a few times.
(diskpart > rescan > list disk > select disk # > list partition > select partition 1 > list volume > assign letter=<Source FS Drive letter> > exit)


	13
	On the Local host, use Windows Explorer to examine the contents of the R1 device Filesystem.
Does Filesystem contain the additional data that was added to the R2 device File System after the Failover? ___________
Close Windows Explorer.




End of Lab 2 – Part 2





[bookmark: _Toc415737538]Lab 2:  Part 3 – Decision Support/Concurrent Access Operations

	Step
	Action

	1
	From the Local host, perform an SRDF Split operation.
C:\> symrdf split
Perform an SRDF query and record the information in the table below.
	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



What is the state of the R1 device? ________________________
What is the state of the Link? _____________________________
What is the state of the R2 device? ________________________


	2
	Both hosts have access to copies of the same information but if either the local or the remote host makes changes to the filesystem, the other host does not reflect the change.  Again, this may be useful in situations where you wish to perform tests without impacting production data.
From the Remote host, use diskpart to rescan disk and assign drive letter to the R2 device.
(diskpart > rescan > list disk > select disk # > list partition > select partition 1 > list volume > assign letter=<Remote FS Drive letter> > exit)


	3
	Use Windows Explorer on Local and Remote hosts to verify that the two have access to identical data.


	4
	On the Local host, use Windows Explorer to delete the SYMAPI folder from the Source (R1) device.
Which folder is available on the Source (R1) device now? _________________
Close Windows Explorer.
Perform an SRDF query and record the information in the table below.
C:\> symrdf query

	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



Are there Invalid Tracks? ______________________________
Where are the Invalid Tracks? __________________________ (Source or Target)
What do the Invalid Tracks indicate? _____________________


	5
	On the Remote host, use Windows Explorer to delete the SYMCLI folder from the Remote (R2) device.
Which folder is available on the Remote (R2) device now? ________________
Close Windows Explorer.
Perform an SRDF query and record the information in the table below.
C:\> symrdf query

	Target (R2) View
	
	Source (R1) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



Are there Invalid Tracks? _________________________
Where are the Invalid Tracks? _____________________
What do the Invalid Tracks indicate? ________________


	6
	Prior to resuming SRDF mirroring, it is important to stop accessing the R2 device as it will be set to Write-Disabled.
On the Remote host:
C:\> symntctl umount –drive <Remote FS Drive letter>:
Example: C:\> symntctl umount –drive F:


	7
	We will perform an SRDF Establish operation to save the changes made to the Source device and discard the changes made to the Remote device.
From the Local host:
C:\> symrdf establish
Perform an SRDF query and record the information in the table below.
C:\> symrdf query

	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



What is the state of the R1 device? _________________
What is the state of the Link? ______________________
What is the state of the R2 device? _________________
What is the RDF Pair State? _______________________


	8
	To observe the result of an SRDF Restore operation, we will once again perform an SRDF Split to enable Read-Write access to both the Source and Remote devices.
From the Local host:
C:\> symrdf split


	9
	On the Remote host, use diskpart to rescan disk and assign drive letter to the Remote (R2) device.
(diskpart > rescan > list disk > select disk # > list partition > select partition 1 > list volume > assign letter=<Remote FS Drive letter> > exit)


	10
	On the Remote host, use Windows Explorer to examine the contents of the Remote FS.
Which folder is available? ______________________
Is this the same as the folder available on the R1 device? _______________
Close Windows Explorer.
The SRDF Restore operation will set the Remote (R2) device to Write-Disabled. So it is important to stop accessing the R2 device. 
Unmount the Remote FS.
C:\> symntctl umount –drive <Remote FS Drive letter>:
Example: C:\> symntctl umount –drive F:


	11
	On the Local host, use Windows Explorer to delete the SYMCLI folder. Close Windows Explorer.

	12
	When performing an SRDF Restore operation, the contents of the Source FS will change. So it is important to stop accessing the Source device. We can access the Source device immediately after the Restore command completes.
On the Local host:
C:\> symntctl umount –drive <Source FS Drive letter>:
Example: C:\> symntctl umount –drive F:


	13
	From the Local host, perform an SRDF Restore operation.
C:\> symrdf restore


	14
	On the Local host, use diskpart to rescan disk and assign drive letter to the Source (R1) device.
(diskpart > rescan > list disk > select disk # > list partition > select partition 1 > list volume > assign letter=<Source FS Drive letter> > exit)


	15
	On the Local host, use Windows Explorer to examine the contents of the Source FS.
Is the SYMCLI folder restored? ___________________
Close Windows Explorer.
Unmount Source FS.
C:\> symntctl umount –drive <Source FS Drive letter>:
Example: C:\> symntctl umount –drive F:




End of Lab Exercise 2
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[bookmark: _Toc415737539]Lab Exercise 3: SRDF/Asynchronous Operations

	
Purpose:

	This lab exercise is designed to lead the students through SRDF/Asynchronous Operations using EMC Solutions Enabler SYMCLI, command line interface.


	

	Tasks:
	In this lab exercise students will:
1) Create and remove dynamic RDF Groups 
2) Create and delete dynamic RDF pairs
3) Enable and disable SRDF/Asynchronous mode of operation for devices in a device group
4) Configure Concurrent SRDF
5) Create Consistency Group and manage SRDF/A Multi-session Consistency


	

	References:
	EMC® Solutions Enabler SRDF Family Version 8.0.1 CLI User Guide VMAX® Family REV 01
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Lab 3:  Part 1 – Single Session SRDF/A

	Step
	Action

	1
	Fill in all of the fields with the appropriate information for both the Source and Target VMAX3 arrays.  The SIDs, RDF directors and port numbers, RDF Group numbers and the devices to be configured as R1 and R2 will be provided by your instructor.

	Local VMAX3 Array
	Remote VMAX3 Array

	Local SID
	
	Remote SID
	

	RDF Group #
	
	RDF Group #
	

	Local RA 1:Port #
	
	Remote RA 1:Port #
	

	Local RA 2:Port #
	
	Remote RA 2:Port #
	

	Local Device # (e.g. 049)
	
	Remote Device # (e.g. 049)
	


 
The configured remote adapters for SRDF can be listed using the command below

C:\>symcfg –sid <Local SID> list  –ra all 
Example: C:\> symcfg –sid 483 list –ra all



	2
	From the Local host, create a dynamic RDF group.
C:\> symrdf addgrp –label rdfg<RDF Group #> –sid <Local SID> –remote_sid <Remote SID>  –dir <Local RA1:Port#>,<Local RA2:Port#> –remote_dir <Remote RA1:Port#>,<Remote RA2:Port#> –rdfg <RDF Group #>  –remote_rdfg <RDF Group #>
Example:
C:\> symrdf addgrp –label rdfg20 –sid 83 –remote_sid 25 –dir 1E:8,3E:8 –remote_dir 1E:8,3E:8 –rdfg 20 –remote_rdfg 20


	3
	Verify that the dynamic RDF group has been created.

C:\>symcfg –sid <Local SID> list –rdfg all


What is the type of the new RDF group? ______________________



	4
	List the VMAX3 devices that are accessible to your Local and Remote hosts.

From the Local host:

C:\> inq

From the Remote host:

C:\> inq

Verify that the Local and Remote Devices assigned to you (recorded in step 1 – table) are accessible to your respective hosts.

Record the information in the table below:

	
	Local host PHYSICALDRIVE# e.g. PHYSICALDRIVE8
	Local Device Number
e.g. 049
	Remote host PHYSICALDRIVE# e.g. PHYSICALDRIVE8
	Remote Device Number 
e.g. 049

	Assigned Device Pair
	
	
	
	






	5
	On the Local host create a text file that contains the device number of the Local Device # and the Remote Device #. Local devices are listed in the first column and Remote devices are listed in the second column. The Local device will become R1 and the Remote will device become R2 after a successful createpair operation.
For example: 
C:\> notepad pair2.txt
049 049

	6
	From the Local host create a dynamic RDF device pair.
C:\> symrdf –sid <Local SID> createpair –f pair2.txt –rdfg <Local RDF Group #> –type r1 –establish –g asyncdg<SGN> –nop 
Note the use of –g asyncdg<SGN>. This will create a device group of type R1, named asyncdg<SGN> and add your R1 device to it.
Example:
C:\> symrdf –sid 83 createpair –f pair2.txt –rdfg 20 –type r1 –establish –g asyncdg5 –nop


	7
	From the Local host, verify that the device group and the RDF device pair have been created.
C:\> symdg list 
C:\> symrdf –g asyncdg<SGN> query 
Example:
C:\> symrdf –g asyncdg5 query 
Record the information in the table below:
	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	


 
What is the State of the Source R1 Device? ______________________________

What is the State of the Target R2 Device? _______________________________

What is the SRDF mode? _____________________________________________

What is the RDF Pair State? __________________________________________



	8
	From the Local host, set the SRDF mode to Asynchronous for the device in the Device Group.
C:\> symrdf –g asyncdg<SGN> set mode async
Enable consistency protection.
C:\> symrdf –g asyncdg enable
Perform an SRDF Query to verify status of SRDF/A.
C:\> symrdf –g asyncdg<SGN> query –rdfa
Note: The output is verbose. You can pipe through more to examine the output in detail.
Record the information in the table below.

	Source (R1) View
	
	Target (R2) View
	Modes
	RDF

	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	Links
	Sym Dev
	State
	R1 Inv Tracks
	R2 Inv Tracks
	MACE
	Pair State

	
	
	
	
	
	
	
	
	
	
	



What is the RDFA Cycle number? _________________________
What is the RDFA Session Status? _________________________
What is the RDFA Minimum Cycle Time? ___________________
What is the RDF Consistency State? _______________________
What is the RDF Pair State? ______________________________


	9
	On the Local host: Create a partition, NTFS file system on the Source (R1) volume and assign a drive letter.

In a command window, execute the diskpart command
C:\> diskpart
This will bring you to the DISKPART prompt, execute the series of commands as shown below:
DISKPART> list disk
You should see a listing of all disks. The list will show the disks as Disk #. If Source (R1) Device had a physical name of “PHYSICALDRIVE8” then it will be listed as “Disk 8” in the output. You have recorded your Source device PHYSICALDRIVE# in step 4 of this lab.
DISKPART>select disk #  (Select the Disk that corresponds to Source (R1) device)
Example: DISKPART>select Disk 8
DISKPART> list partition
Are there any partitions on this disk? _________ There should be no partitions on this disk
DISKPART> create partition primary
DISKPART> list partition
There should be one partition
DISKPART> select partition 1
DISKPART> list volume
Record the drive letters in use: ______________________
The Volume with the “*” in the first column will not have an associated drive letter
DISKPART> format  fs=ntfs  label=rdfafs<SGN>  quick
Example: DISKPART> format  fs=ntfs  label=rdfafs5  quick
DISKPART> assign letter=<choose a letter not in use> 
Example: DISKPART> assign letter=G
DISKPART> list volume
Your Volume should now have the Drive letter you assigned
DISKPART> exit


	10
	On the Local host, use Windows Explorer to copy the contents of C:\Program Files\EMC to the Source (R1) filesystem.

	11
	From the Local host, monitor SRDF/A cache usage.
C:\> symstat –type cache –reptype rdfa –sid <Local SID>  –i 60 –c 5
What is the System Write Pending Limit? ____________________________
How much cache is available for SRDF/A? ___________________________
How much cache is SRDF/A using? ________________________________


	12
	We cannot really simulate a disaster. So we will test our disaster recovery readiness.
While in a disaster situation it is not possible to “gracefully” shutdown applications and unmount filesystems, it is always less risky to do so whenever possible, for example in a disaster recovery drill.  Before enabling read/write access to the R2 device for the remote host, we first unmount the filesystem on the Local host.
Un-mount the SRDF Source (R1) device filesystem.
On the Local host:
C:\> symntctl umount –drive <Source FS Drive letter>:
Example: C:\> symntctl umount –drive G:


	13
	In a true disaster situation the Source site/array/host may not be accessible. We have seen in the SRDF/Synchronous lab that we can perform SRDF operations from the R2 side using Device Groups of type RDF2 containing R2 devices. For illustration in this lab, we will perform an SRDF Failover from the Local host.
From the Local host:
C:\> symrdf –g asyncdg<SGN> failover –force 
Note the use of –force flag. This is required because the RDF group has been enabled for consistency protection.

	14
	As in SRDF/Synchronous lab we can verify data on the R2 device from the Remote host.
On the Remote host, use diskpart to rescan disk and assign drive letter to the Remote (R2) device.
(diskpart > rescan > list disk > select disk # > list partition > select partition 1 > list volume > assign letter=<Remote FS Drive letter> > exit)


	15
	On the Remote host, use Windows Explorer to examine the contents of the Remote device filesystem.
Close Windows Explorer.
The SRDF Failback operation will set the Remote (R2) device to Write-Disabled. So it is important to stop accessing the R2 device. 
Unmount the Remote FS.
C:\> symntctl umount –drive <Remote FS Drive letter>:
Example: C:\> symntctl umount –drive G:


	16
	From the Local host, resume SRDF/A mode using the procedure below. If you want to avoid typing –g asyncdg<SGN> over and over, set the environment variable!
C:\> symrdf –g asyncdg<SGN> disable
C:\> symrdf –g asyncdg<SGN> set mode acp_disk
C:\> symrdf –g asyncdg<SGN> failback
C:\> symrdf –g asyncdg<SGN> query (verify RDF Pair State Synchronized)
C:\> symrdf –g asyncdg<SGN> set mode async
C:\> symrdf –g asyncdg<SGN> enable
C:\> symrdf –g asyncdg<SGN> query –rdfa


	17
	Lab Cleanup: As a preparation for the next lab, perform the cleanup procedure listed below.
From the Local host:
C:\> symrdf –g asyncdg<SGN> disable
C:\> symrdf –g asyncdg<SGN> suspend
C:\> symrdf –sid <Local SID>  deletepair –f pair2.txt –rdfg < RDF Group #>
C:\> symrdf –sid <Local SID> removegrp –rdfg <RDF Group #>
C:\> symdg delete asyncdg<SGN> –force 




End of Lab 3 – Part 1 
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Lab 3:  Part 2 – Concurrent SRDF

	Step
	Action

	1
	Fill in all of the fields with the appropriate information for both the Source and Target VMAX3 arrays.  The SIDs, RDF directors and port numbers, RDF Group numbers and the devices to be configured as R1 and R2 will be provided by your instructor.

	Local VMAX3 Array
	Remote VMAX3 Array

	Local SID
	
	Remote SID
	

	RDF Group #1
	
	RDF Group #1
	

	RDF Group #2
	
	RDF Group #2
	

	Local RA 1:Port #
	
	Remote RA 1:Port #
	

	Local RA 2:Port #
	
	Remote RA 2:Port #
	

	Local Device # (eg. 049)
	
	Remote Device #1 (eg. 049)
	

	
	
	Remote Device #2 (e.g 09A)
	


 
The configured remote adapters for SRDF can be listed using the command below

C:\>symcfg –sid <Local SID> list  –ra all 
Example: C:\> symcfg –sid 483 list –ra all



	2
	From the Local host, create a dynamic RDF group.
C:\> symrdf addgrp –label rdfg<RDF Group #1> –sid <Local SID> –remote_sid <Remote SID>  –dir <Local RA1:Port#>,<Local RA2:Port#> –remote_dir <Remote RA1:Port#>,<Remote RA2:Port#> –rdfg <RDF Group #1>  –remote_rdfg <RDF Group #1>
Example:
C:\> symrdf addgrp –label rdfg30 –sid 83 –remote_sid 25 –dir 1E:8,3E:8 –remote_dir 1E:8,3E:8 –rdfg 30 –remote_rdfg 30


	3
	On the Local host create a text file that contains the device number of the Local Device # and the Remote Device #1. Local devices are listed in the first column and Remote devices are listed in the second column. The Local device will become R1 and the Remote will device become R2 after a successful createpair operation.
For example: 
C:\> notepad pair3.txt
049 049

	4
	From the Local host create a dynamic RDF device pair in Local RDF Group #1.
C:\> symrdf –sid <Local SID> createpair –f pair3.txt –rdfg <Local RDF Group #1> –type r1 –establish –g concdg<SGN> –nop 
Note the use of –g concdg<SGN>. This will create a device group of type R1, named concdg<SGN> and add your R1 device to it.
Example:
C:\> symrdf –sid 83 createpair –f pair3.txt –rdfg 30 –type r1 –establish –g concdg5 –nop


	5
	From the Local host, create another dynamic RDF group.
C:\> symrdf addgrp –label rdfg<RDF Group #2> –sid <Local SID> –remote_sid <Remote SID>  –dir <Local RA1:Port#>,<Local RA2:Port#> –remote_dir <Remote RA1:Port#>,<Remote RA2:Port#> –rdfg <RDF Group #2>  –remote_rdfg <RDF Group #2>
Example:
C:\> symrdf addgrp –label rdfg40 –sid 83 –remote_sid 25 –dir 1E:8,3E:8 –remote_dir 1E:8,3E:8 –rdfg 40 –remote_rdfg 40


	6
	On the Local host create another text file that contains the device number of the Local Device # and the Remote Device #2. Local devices are listed in the first column and Remote devices are listed in the second column. The Local device will become R1 and the Remote will device become R2 after a successful createpair operation.
For example: 
C:\> notepad pair4.txt
049 09A

	7
	From the Local host create a dynamic RDF device pair. This will add a second R2 mirror to the R1 device to complete the Concurrent SRDF configuration.
C:\> symrdf –sid <Local SID> createpair –f pair4.txt –rdfg <Local RDF Group #2> –type r1 –establish –nop 
Example:
C:\> symrdf –sid 83 createpair –f pair4.txt –rdfg 40 –type r1 –establish –nop


	8
	From the Local host, set the SRDF mode for the RDF Group #1 to Synchronous.
C:\> symrdf –g concdg<SGN> set mode sync –rdfg <RDF Group #1>
Example:
C:\> symrdf –g concdg5 set mode sync –rdfg 30


	9
	From the Local host, set the SRDF mode for the RDF Group #2 to Asynchronous.
C:\> symrdf –g concdg<SGN> set mode async –rdfg <RDF Group #2>
Example:
C:\> symrdf –g concdg5 set mode async –rdfg 40
Enable Consistency protection for the Asynchronous RDF Group.
C:\> symrdf –g concdg<SGN> enable –rdfg <RDF Group #2> 


	10
	From the Local host, perform an SRDF Query of the Device Group.
C:\> symrdf –g concdg<SGN> query –rdfg all
How many R2 devices are paired with the R1? _________________
What is the SRDF mode for the device pair in RDF Group #1? ____________
What is the RDF Pair State for the device pair in RDF Group #1? ___________
What is the SRDF mode for the device pair in RDF Group #2? _____________
What is the RDF Pair State for the device pair in RDF Group #2? ___________


	11
	Lab Cleanup: As a preparation for the next lab, perform the cleanup procedure listed below.
From the Local host:
C:\> symrdf –g concdg<SGN> disable –rdfg <RDF Group #2> 
C:\> symrdf –g concdg<SGN> split –rdfg all
C:\> symrdf –g concdg<SGN> deletepair –rdfg <RDF Group #1>
C:\> symrdf –g concdg<SGN> deletepair –rdfg <RDF Group #2>
C:\> symdg delete concdg<SGN> –force 
C:\> symrdf –sid <Local SID> removegrp –rdfg <RDF Group #1>
C:\> symrdf –sid <Local SID> removegrp –rdfg <RDF Group #2>
Verify deletion of RDF Pair, Device Group and RDF Groups.
C:\> inq
What is the configuration of your Local Device # ? ______________
C:\> symdg list
Is concdg<SGN> listed? ______________________
C:\> symcfg –sid <Local SID> list –rdfg all
Are RDF Group #1 and RDF Group #2 listed? ________________




End of Lab 3 – Part 2



[bookmark: _Toc415737542]Lab 3:  Part 3 – SRDF/A – Multi-session Consistency (MSC)

	Step
	Action

	1
	Fill in all of the fields with the appropriate information for both the Source and Target VMAX3 arrays.  The SIDs, RDF directors and port numbers, RDF Group numbers and the devices to be configured as R1 and R2 will be provided by your instructor.

	Local VMAX3 Array
	Remote VMAX3 Array

	Local SID
	
	Remote SID
	

	RDF Group #1
	
	RDF Group #1
	

	RDF Group #2
	
	RDF Group #2
	

	Local RA 1:Port #
	
	Remote RA 1:Port #
	

	Local RA 2:Port #
	
	Remote RA 2:Port #
	

	Local Device #1 (e.g. 049)
	
	Remote Device #1 (e.g. 049)
	

	Local Device #2 (e.g. 09A)
	
	Remote Device #2 (e.g. 09A)
	


 
The configured remote adapters for SRDF can be listed using the command below

C:\>symcfg –sid <Local SID> list  –ra all 
Example: C:\> symcfg –sid 483 list –ra all



	2
	From the Local host, create a two dynamic RDF groups.
C:\> symrdf addgrp –label rdfg<RDF Group #1> –sid <Local SID> –remote_sid <Remote SID>  –dir <Local RA1:Port#>,<Local RA2:Port#> –remote_dir <Remote RA1:Port#>,<Remote RA2:Port#> –rdfg <RDF Group #1>  –remote_rdfg <RDF Group #1>

C:\> symrdf addgrp –label rdfg<RDF Group #2> –sid <Local SID> –remote_sid <Remote SID>  –dir <Local RA1:Port#>,<Local RA2:Port#> –remote_dir <Remote RA1:Port#>,<Remote RA2:Port#> –rdfg <RDF Group #2>  –remote_rdfg <RDF Group #2>


	3
	From the Local host, verify that the RDF Groups were created.
C:\> symcfg –sid <Local SID> list –rdfg all


	4
	On the Local host, create text file mscpair1.txt that contains the device number of the Local Device #1 and the Remote Device #1.
For example: 
C:\> notepad mscpair1.txt
049 049


	5
	From the Local host create a dynamic RDF device pair in Local RDF Group #1.
C:\> symrdf –sid <Local SID> createpair –f mscpair1.txt –rdfg <Local RDF Group #1> –type r1 –rdf_mode async -establish –g msc1dg<SGN> –nop 
Note the use of –g msc1dg<SGN>. This will create a device group of type R1, named msc1dg<SGN> and add your R1 device to it. The use of –rdf_mode will override the default of ACP_Disk and the device pair will be placed in SRDF Asynchronous mode.
Example:
C:\> symrdf –sid 83 createpair –f mscpair1.txt –rdfg 30 –type r1 –rdf_mode async –establish –g msc1dg5 –nop


	6
	On the Local host, create another text file mscpair2.txt that contains the device number of the Local Device #2 and the Remote Device #2.
For example: 
C:\> notepad mscpair2.txt
09A 09A


	7
	From the Local host create a dynamic RDF device pair in Local RDF Group #2.
C:\> symrdf –sid <Local SID> createpair –f mscpair1.txt –rdfg <Local RDF Group #2> –type r1 –rdf_mode async -establish –g msc2dg<SGN> –nop 
Note the use of –g msc2dg<SGN>. This will create a device group of type R1, named msc2dg<SGN> and add your R1 device to it. The use of –rdf_mode will override the default of ACP_Disk and the device pair will be placed in SRDF Asynchronous mode.
Example:
C:\> symrdf –sid 83 createpair –f mscpair2.txt –rdfg 40 –type r1 –rdf_mode async –establish –g msc2dg5 –nop


	8
	From the Local host, perform an SRDF Query of the two device groups.
C:\> symrdf –g msc1dg<SGN> query
C:\> symrdf –g msc2dg<SGN> query
Are the two device pairs in Synchronized RDF Pair state? _______________
 

	9
	On the Local host, verify that the storapid and storrdfd daemons are running.
C:\> stordaemon list
If not start the daemons:
C:\> stordaemon start storapid
C:\> stordaemon start storrdfd
Verify that the option SYMAPI_USE_RDFD is set to ENABLE in the options file (C:\Program Files\EMC\SYMAPI\Config\options)


	10
	From the Local host, create a composite group with RDF Consistency.
C:\> symcg create msc<SGN>cg –type RDF1 -rdf_consistency
Verify that the Consistency Group was created.
C:\> symcg list


	11
	From the Local host, add the two device groups to the Consistency Group.
C:\> symcg –cg msc<SGN>cg add dg msc1dg<SGN>
C:\> symcg –cg msc<SGN>cg add dg msc2dg<SGN>
Examine the properties of the Consistency Group.
 C:\> symcg show msc<SGN>cg


	12
	From the Local host, enable Multi-session Consistency protection for the Consistency Group.
C:\> symrdf –cg msc<SGN>cg enable


	13
	From the Local host, perform an SRDF Query of the Consistency Group.
C:\> symrdf –cg msc<SGN>cg query –rdfa 
What is the RDF Consistency Mode? ___________________
What is the status of the MSC Session? ________________
What is the Consistency State? ___________________
What is the Session Status for <RDF Group #1>? ________________
What is the Session Status for <RDF Group #2>? ________________
What is the Cycle Number for <RDF Group #1>? __________________
What is the Cycle Number for <RDF Group #2>? __________________


	14
	From the Local host, to illustrate MSC we will split one of the RDF Groups in the Consistency Group. As Consistency has been enabled, the split will require the –force option as shown below.
C:\> symrdf –cg msc<SGN>cg split –immediate –force –rdfg <Local SID>:<RDF Group #1>
Example:
C:\> symrdf –cg msc<SGN>cg split –immediate –force –rdfg 83:30 


	15
	From the Local host, perform an SRDF Query of the Consistency Group.
C:\> symrdf –cg msc<SGN>cg query –rdfa 
What is the RDF Consistency Mode? ___________________
What is the status of the MSC Session? ________________
What is the Consistency State? ___________________
What is the Session Status for <RDF Group #1>? ________________
What is the Session Status for <RDF Group #2>? ________________
What is the RDF Pair state for <RDF Group #1>? __________________
What is the RDF Pair state for <RDF Group #2>? __________________


	16
	From the Local host, perform an SRDF Establish operation for the Consistency Group.
C:\> symrdf –cg msc<SGN>cg establish


	17
	From the Local host, perform an SRDF Query of the Consistency Group and verify Consistent state for both the SRDF device pairs.
C:\> symrdf –cg msc<SGN>cg query –rdfa –i 10 
You can use <Ctrl-c> to abort the command once Consistent state has been reached.


	18
	Lab cleanup: From the Local host
C:\> symcg –cg msc<SGN>cg disable
C:\> symcg –cg msc<SGN>cg suspend
C:\> symcg delete msc<SGN>cg –force 
C:\> symrdf –sid <Local SID> deletepair –f mscpair1.txt –rdfg <RDF Group #1>
C:\> symrdf –sid <Local SID> deletepair –f mscpair2.txt –rdfg <RDF Group #2>
C:\> symrdf –sid <Local SID> removegrp –rdfg <RDF Group #1>
C:\> symrdf –sid <Local SID> removegrp –rdfg <RDF Group #2>
C:\> symdg delete msc1dg<SGN> –force 
C:\> symdg delete msc2dg<SGN> –force 




End of Lab Exercise 3
End of Lab Exercises on Windows 2008 Hosts
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