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This course provides participants with an in-depth understanding of configuration tasks on the 
VMAX3 Family of arrays. Key features and functions of the VMAX3 arrays are covered in detail. 
Topics include storage provisioning concepts, virtual provisioning, automated tiering (FAST), 
device creation and port management, service level objective based storage allocation to hosts, 
and eNAS.  Participants will use Unisphere for VMAX and Solutions Enabler (SYMCLI) to manage 
configuration changes on the VMAX3 arrays. 

Course Overview and Agenda
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Here is the agenda for the first two days.
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Here is the agenda for day three.
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This module provides an overview of the VMAX3 Family of arrays with HYPERMAX OS 5977. Key 
features and storage provisioning concepts are covered. The CLI command structure for 
configuration, and how to perform configuration changes with Unisphere for VMAX are also
described.

VMAX3 Configuration Management Overview
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This lesson provides an overview of the VMAX3 Family of arrays with HYPERMAX OS 5977. We 
compare the three models and list the key features. Software tools use to manage VAMX3 arrays 
are also introduced.

VMAX3 Configuration Management Overview
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The VMAX3 Family with HYPERMAX OS 5977 release delivers a number of revolutionary changes.  
The HYPERMAX Operating System provides the first Enterprise Data Platform with a data services 
hypervisor running natively.  The density optimized hardware and Dynamic Virtual Matrix deliver 
dramatic improvements in throughput, performance, scale, and physical density per floor tile.

The VMAX3 Family with HYPERMAX OS 5977 encompasses three new array models: VMAX 100K, 
VMAX 200K and VMAX 400K.  The VMAX 100K for Enterprise and commercial data centers, the 
VMAX 200K for most Enterprise data centers, and the VMAX 400K for large-environment 
Enterprise data centers.  For high-demand storage environments, where extremely low latency 
and high IOPS are required, all the VMAX3 Family arrays can be configured with all flash. VMAX3 
arrays are pre-configured with array-based software and hardware configurations based on pre-
packaged Service Level Objectives (SLOs).   

In previous versions of the VMAX Family, the operating system was called Enginuity. Starting with 
VMAX3, the array operating system is called HYPERMAX OS. 

Just like the VMAX 10K arrays, the VMAX3 family arrays will be 100% virtually provisioned and 
pre-configured in the factory. The arrays are built for management simplicity, extreme 
performance and massive scalability in a small footprint. With the VMAX3  Family of arrays, 
storage can be rapidly provisioned with a desired Service Level Objective (SLO).

EMC Solutions Enabler (SE) version 8.0 and Unisphere for VMAX version 8.0 provide array 
management and control.

VMAX3 Configuration Management Overview
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Common features throughout the VMAX3 Family include maximum drives per engine; both hybrid 
and all-Flash, DAE mixing behind engines in single increments, power configuration options, 
system bay dispersion, multiple racking options and service access points. Also, Vault to Flash in 
engine is implemented on the with VMAX3 Family, which is a change from the previous vaulting 
process.  Service access is provided by a Management Module Control Station (MMCS), which is 
the integrated service processor located in System Bay 1.

VMAX3 Configuration Management Overview
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This table shows a comparison of all three VMAX3 Family arrays.

The VMAX 100K is configured with one to two engines. With the maximum two-engine 
configuration, the VMAX 100K supports up to (1440) 2.5” drives, or up to (720) 3.5” drives, 
providing up to 0.5 Petabytes of usable capacity. When fully configured, the 100K provides up to 
64 front-end ports for host connectivity. The internal fabric interconnect uses dual Infiniband 12-
port switches for redundancy and availability.

The VMAX 200K is configured with one-to-four engines. With the maximum four-engine 
configuration, the VMAX 200K supports up to (2880) 2.5” drives, or up to (1440) 3.5” drives, 
providing up to 2.1 Petabytes of usable capacity. When fully configured, the 200K provides up to 
128 front-end ports for host connectivity. The internal fabric interconnect uses dual Infiniband 12-
port switches for redundancy and availability.

The VMAX 400K is configured with one to eight engines. With the maximum eight-engine 
configuration, the VMAX 400K supports up to (5760) 2.5” drives, or up to (2880) 3.5” drives, 
providing up to 4 Petabytes of usable capacity. When fully configured, the 400K provides up to 
256 front-end ports for host connectivity. The internal fabric interconnect uses dual Infiniband 18-
port switches for redundancy and availability.

VMAX3 Configuration Management Overview
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VMAX3 Family arrays can be either in Single Engine Bay configuration or Dual Engine Bay 
configuration.

In a single engine bay configuration, as the name suggests, there is one engine per bay 
supported by the power subsystem, and up to six (6) DAEs.  Two of the DAEs are direct-attach to 
the engine, and each of them can have up to two additional daisy-chained DAEs. 

The dual engine bay configuration contains up to two engines per bay, a supporting power 
subsystem, and up to four (4) DAEs. All four DAEs in the bay are direct-attach, two to each 
engine; there is no daisy-chaining in the dual engine bay.

In both single and dual engine systems, there are unique components only present in System Bay 
1 which include the KVM (Keyboard, Video, Mouse), a pair of Ethernet switches for internal 
communications, and dual Infiniband switches (a.k.a., Fabric or MIBE) used for the fabric 
interconnect between engines. The dual Infiniband switches are present in multi-engine systems 
only.  In system bays 2 through 8 a work tray is located in place of the KVM and Ethernet 
switches, and provides remote access to scripts, diagrams, and other service processor 
functionality

VMAX3 Configuration Management Overview
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VMAX3 features the world’s first and only Dynamic Virtual Matrix – It enables hundreds of CPU 
cores to be pooled and allocated on-demand to meet the performance requirements for dynamic 
mixed workloads and is architected for agility and efficiency at scale. 

Resources are dynamically apportioned to host applications, data services, and storage pools to 
meet application service levels. This enables the system to automatically respond to changing 
workloads and optimize itself to deliver the best performance available from the current 
hardware. 

The Dynamic Virtual Matrix provides:

Fully redundant architecture along with fully shared resources within a dual controller node and 
across multiple controllers.

A Dynamic load distribution architecture. The Dynamic Virtual Matrix is essentially the bios of the 
VMAX operating software, and provides a truly scalable multi-controller architecture that scales 
and manages from two fully redundant storage controllers up to sixteen fully redundant storage 
controllers all sharing common I/O, processing and cache resources.

VMAX3 Configuration Management Overview
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The VMAX3 System can focus hardware resources (namely cores) as needed by storage data 
services. The VMAX architecture (VMAX 10K, 20K and 40K) supports a single, hard-wired 
dedicated core for each dual port for FE or BE access - regardless of data service performance 
changes.

The VMAX3 architecture provides a  CPU pooling concept – and to go further,  it provides a set of 
threads on a pool of cores, and the pools provide a service for FE access, BE access or a data 
service such as replication. The default configuration as shown - the services are balanced across 
FE ports, BE ports and data services.

A unique feature of VMAX3 though now allows the system to provide the best performance 
possible even when the workload is not well distributed across the various ports/drives and 
central data services – as the example shows when there may be 100% load on a port pair. In 
this specific use case for the heavily utilized FE port pair, all the FE cores can be used for a period 
of time to the active dual port.

There are 3 core allocation policies - balanced, front-end, back-end. The default is balanced as 
shown on the slide. EMC Services can shift the ‘bias’ of the pools between balanced, front-end 
(e.g. lots of small host I/Os and high cache hits), and back-end (e.g. write-heavy workloads) –
and that this will become dynamic and automated over time. Currently this change cannot be 
managed via software.

VMAX3 Configuration Management Overview
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This slide provides a brief overview of some of the features of the VMAX3 arrays. HYPERMAX OS 
5977 is installed at the factory and the array is pre-configuration. The VMAX3 arrays are all 
virtually provisioned. The pre-configuration creates all of the required Data Pools and RAID 
protection levels. With HYPERMAX OS 5977, Fully Automated Storage Tiering (FAST) eliminates all 
of the administrative overhead previously required to create a FAST environment. 

The new TimeFinder SnapVX, point in time replication technology will not require a target volume. 
The ProtectPoint solution will integrate VMAX3 arrays with Data Domain to provide backup and 
restore capability leveraging TimeFinder SnapVX and Federated Tiered Storage. A number of 
enhancements to SRDF have also been made.

VMAX3 also offers an embedded NAS (eNAS) solution. eNAS leverages the HYPERMAX OS storage 
hypervisor.  The storage hypervisor manages and protects embedded services by extending VMAX 
high availability to these services that traditionally would have run outside the array. It also 
provides direct access to hardware resources to maximize performance. Virtual instances of Data 
Movers and Control Stations provide the NAS services.

EMC Solutions Enabler (SE) 8.0.x and Unisphere for VMAX 8.0.x will provide array management 
and control of the new arrays. 

VMAX3 Configuration Management Overview
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The initial configuration of the VMAX3 array is done at the EMC factory with SymmWin and 
Simplified SymmWin. These software application run on the Management Module Control Station 
(MMCS) of the VMAX3 arrays. Once the arrays has been installed one can use Solutions Enabler 
CLI (SYMCLI) or Unisphere for VMAX to manage the VMAX3 arrays.

VMAX3 Configuration Management Overview
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This illustrates the  software layers and where each component resides.

EMC’s Solution Enabler APIs are the storage management programming interfaces that provide an 
access mechanism for managing the VMAX3 arrays. They can be used to develop storage 
management applications. SYMCLI resides on a host system to monitor and perform control 
operations on VMAX3 arrays. SYMCLI commands are invoked from the host operating system 
command line (shell). The SYMCLI commands are built on top of SYMAPI library functions, which 
use system calls that generate low-level I/O SCSI commands to the storage arrays.

Unisphere for VMAX is the graphical user interface that makes API calls to SYMAPI to access the 
VMAX3 array.

Symmwin running on the VMAX3 MMCS accesses HYPERMAX OS directly.

VMAX3 Configuration Management Overview
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Solutions Enabler command line interface (SYMCLI) is used to perform control operations on 
VMAX arrays, and the array devices, tiers, groups, directors, and ports. Some of the VMAX3 array 
controls include setting array-wide metrics, creating devices, and masking devices.

You can invoke SYMCLI from the local host to make configuration changes to a locally-connected 
VMAX3 array or to an RDF-linked VMAX3 array.

VMAX3 Configuration Management Overview
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EMC Unisphere for VMAX is the management console for the EMC VMAX family of arrays. 
Unisphere for VMAX 8.0.x supports service level based management for the VMAX3 Family of 
arrays. Starting with Unisphere 8.0.x the installation of performance analyzer is done by default 
during the installation of Unisphere. In previous versions of Unisphere, Performance Analyzer was 
an optional component. Starting with Unisphere 8.0.x, PostgreSQL replaces MySQL as the 
database for performance analyzer. Unisphere for VMAX also provides a comprehensive set of 
APIs which can be used by orchestration services like ViPR, Open Stack and VMware.

VMAX3 Configuration Management Overview
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You can use Unisphere for VMAX for a variety of tasks, including, managing eLicenses, user accounts and 
roles, and performing array configuration and volume management operations, such as SLO based provisioning 
on VMAX3 arrays and managing Fully Automated Storage Tiering (FAST). 

With Unisphere for VMAX, you can also configure alerts and alert thresholds and monitor alerts.

In addition, Unisphere for VMAX provides tools for performing analysis and historical trending of VMAX 
performance data. With the performance option you can view high frequency metrics in real time, view 
VMAX3 system heat maps and view graphs detailing system performance. You can also drill-down 
through data to investigate issues, monitor performance over time, execute scheduled and 
ongoing reports (queries), and export that data to a file. Users can utilize a number of predefined 
dashboards for many of the system components, or customize their own dashboard view.

VMAX3 Configuration Management Overview
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This lesson provided an overview of the VMAX3 Family of arrays with HYPERMAX OS 5977. We 
compared the three models and listed the key features. Software tools used to manage VAMX3 
arrays were also introduced.

VMAX3 Configuration Management Overview
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This lesson covers factory pre-configuration of VMAX3 arrays and VMAX3 storage provisioning 
concepts. An introduction to configuration changes with Unisphere for VMAX and SYMCLI is also 
provided.

VMAX3 Configuration Management Overview
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Disk Groups in the VMAX3 Family are similar to previous generation VMAX arrays. A Disk Group is 
a collection of physical drives. Each drive in a Disk Group shares the same performance 
characteristics, determined by the rotational speed and technology of the drives (15K, 10K, 7.2K 
or Flash) and the capacity.  

Data Pools are a collection of data devices. Each individual Disk Group is pre-configured with data 
devices (TDATs). All the data devices in the Disk Group have the same RAID protection. Thus, a 
given Disk Group only has data devices with one single RAID protection. All the data devices in 
the Disk Group will have the same fixed size devices. All available capacity on the disk will be 
consumed by the TDATs. All the data devices (TDATs ) in a Disk Group are added to a Data Pool. 
There is a one-to-one relationship between a Data Pool and Disk Group.

The performance capability of each Data Pool is known and is based on the drive type, speed, 
capacity, quantity of drives and RAID protection.

One Storage Resource Pool (SRP) is preconfigured. SRP is discussed in a later slide. The available 
Service Level Objectives are also pre-configured.

Disk Groups, Data Pool, Storage Resource Pools  and Service Level Objectives and cannot be 
configured or modified by Solutions Enabler or Unisphere for VMAX. They are created during the 
configuration process in the factory.

VMAX3 Configuration Management Overview
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The Data Devices of each Data Pool are preconfigured. The Data Pools are built according to what 
is selected by the customer during the ordering process. All Data Devices  that belong to a 
particular Data Pool must belong to the same Disk Group. There is a one-to-one relationship 
between Data Pools and Disk Groups. 

Disk Groups must contain drives of the same: disk technology, rotational speed, capacity and 
RAID type. 

The performance capability of each Data Pool is known, and is based on the drive type, speed, 
capacity, quantity of drives and RAID protection.

In our example: Disk Group 0 contains 400 Gigabyte Flash drives configured as RAID 5 (3+1). 
Only Flash devices of this size and RAID type can belong to Disk Group 0. If additional drives are 
added to Disk Group 0, they must be 400 Gb Flash configured as RAID 5 (3+1).

Disk Group 1 contains 300 Gigabyte (GB) SAS drives with rotational speeds of 15 thousand (15K) 
revolutions per minute (rpm) configured as RAID 1. 

Disk Group 2 contains 1 Terabyte (TB) SAS drives with rotational speeds of seven thousand two 
hundred (7.2K) revolutions per minute (rpm) configured as RAID 6 (14 + 2). 

Please note that this is just an example.

VMAX3 Configuration Management Overview
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VMAX3 arrays are preconfigured with Data Pools and Disk Groups as we had discussed earlier. 
There is a 1:1 correspondence between Data Pools and Disk Groups. The Data Devices in the Data 
Pools are configured with one of the data protection options listed on the slide. The choice of the 
data protection option is made during the ordering process and the array will be configured with 
the chosen options.

RAID 5 is based on the industry standard algorithm and can be configured with three data and 
one parity, or seven data and one parity. While the latter will provide more capacity per $, there 
is a greater performance impact in degraded mode where a drive has failed and all surviving 
drives must be read in order to rebuild the missing data. 

RAID 6 focuses on availability. With the new larger capacity disk drives, rebuilding may take 
multiple days, therefore increasing the exposure to a second disk failure.

Random read performance is similar across all protection types, assuming you are comparing the 
same number of drives. The major difference is write performance. With mirrored devices for 
every host write, there are two writes on the back-end. With RAID 5, each host write results in 
two reads and two writes. For RAID 6, each host write results in three reads and three writes.

VMAX3 Configuration Management Overview
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A Storage Resource Pool (SRP) is a collection of Data Pools, which are configured from Disk 
Groups. A Data Pool can only be included in one SRP. SRPs are not configurable via Solutions 
Enabler or Unisphere for VMAX. The factory preconfigured array includes one SRP that contains all 
Data Pools in the array. Multiple SRPs may be configured by qualified EMC personnel, if required. 
If there are multiple SRPs, one of them must be marked as the default.

VMAX3 Configuration Management Overview
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A Service Level Objective (SLO) defines the ideal performance operating range of an application.
Each SLO contains an expected maximum response time range. The response time is measured 
from the perspective of the frontend adapter. The SLO can be combined with a workload type to 
further refine the performance objective.

SLOs are predefined and come prepackaged with the array and are not customizable by Solutions 
Enabler or Unisphere for VMAX.

A storage group in HYPERMAX OS 5977 is similar to the storage groups used in the previous 
generation VMAX arrays. It is a logical grouping of devices used for FAST, device masking , 
control and monitoring.

In HYPERMAX OS 5977, a storage group can be associated with an SRP. This allows devices in the 
SGs to allocate storage from any pool in the SRP. When an SG is associated with an SLO, it 
defines the SG as FAST managed.

SLO based provisioning will be covered in more detail in subsequent modules in the course.

VMAX3 Configuration Management Overview
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In addition to the default Optimized SLO there are five available service level objectives, varying
in expected average response times targets,. The Optimized SLO has no explicit response time 
target. The optimized SLO achieves optimal performance by placing the most active data on 
higher performing storage and least active data on the most cost-effective storage.

Diamond emulates Flash drive performance, Platinum emulates performance between Flash and 
15K RPM drives, Gold emulates the performance of 15K RPM drives, Silver emulates the 
performance of 10K RPM drives and Bronze emulates performance of 7.2K RPM drives. The actual 
response time of an application associated with an SLO vary based on the actual workload. It will 
depend on the average I/O size, read/write ratio, and the use of local and remote replication.

Note that these SLOs are fixed and cannot be modified. The end user can associate the desired 
SLO with a storage group. Also note that certain SLOs may not be available on an array if certain 
drive types are not configured. Diamond SLO will not be available if there are no Flash drives 
present. Bronze SLO will be unavailable if 7.2K RPM drives are not present.

VMAX3 Configuration Management Overview
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There are four workload types as shown on the slide. The workload type can be specified with the 
Diamond, Platinum, Gold, Silver and Bronze SLOs to further refine response time expectations. 
One cannot associate a workload type with the Optimized SLO.

VMAX3 Configuration Management Overview
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Auto-provisioning groups are used to allocated VMAX3 storage to hosts. VMAX3 arrays are 100% 
virtually provisioned and thus Thin Devices are presented to the hosts. From a host’s perspective, 
the VMAX3 thin device is simply see as one or more FBA SCSI device. Standard SCSI commands 
such as SCSI INQUIRY and SCSI READ CAPACITY return low-level physical device data, such as 
vendor, configuration, and basic configuration, but have very limited knowledge of the 
configuration details of the storage system. 

Knowledge of VMAX3 specific information, such as director configuration, cache size, number of 
devices, mapping of physical-to-logical, port status, flags, etc. require a different set of tools, and 
that is what Solutions Enabler and Unisphere for VMAX are all about. 

Host I/O operations are managed by the HYPERMAX OS operating environment, which runs on the 
VMAX3 arrays. VMAX3 thin devices are presented to the host with the following configuration or 
emulation attributes:

Each device has N cylinders. The number is configurable .

Each cylinder has 15 tracks (heads).

Each device track in a fixed block architecture (FBA) is 128 KB (256 blocks of 512 bytes each).

Maximum Thin Device size that can be configured on a VMAX3 is 8947848  cylinders or about 16 
TB. 

VMAX3 Configuration Management Overview
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Auto-provisioning Groups are used for device masking on VMAX3 family of arrays.

An Initiator Group contains the world wide name of a host initiator, also referred to as an HBA or 
host bus adapter. An initiator group may contain a maximum of 64 initiator addresses or 64 child 
initiator group names. Initiator groups cannot contain a mixture of host initiators and child IG 
names.

Port flags are set on an initiator group basis, with one set of port flags applying to all initiators in 
the group. However, the FCID lockdown is set on a per initiator basis. An individual initiator can 
only belong to one Initiator Group. 

However, once the initiator is in a group, the group can be a member in another initiator group. It 
can be grouped within a group. This feature is called cascaded initiator groups, and is only 
allowed to a cascaded level of one. 

A Port Group may contain a maximum of 32 front-end ports. Front-end ports may belong to more 
than one port group. Before a port can be added to a port group, the ACLX flag must enabled on 
the port.  

Storage groups can only contain devices or other storage groups. No mixing is permitted. A 
Storage Group with devices may contain up to 4K VMAX3 logical volumes. A logical volume may 
belong to more than one storage group. There is a limit of 16K storage groups per VMAX3 array. 
A parent SG can have up to 32 child storage groups.

One of each type of group is associated together to form a Masking View.

VMAX3 Configuration Management Overview
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Configuration and Provisioning are managed with Unisphere for VMAX or SYMCLI. Unisphere for 
VMAX has numerous wizards and tasks to help achieve various objectives. The symconfigure 
SYMCLI command is used for the configuration of thin devices and for port management. The 
symaccess SYMCLI command is used to manage Auto-provisioning groups which allow storage 
allocation to hosts (LUN Masking). The symsg SYMCLI command is used to mange Storage 
Groups.

We will explore many of these Unisphere tasks and SYMCLI commands throughout this course.

VMAX3 Configuration Management Overview
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The Configuration Manager architecture allows it to run SymmWin scripts on the VMAX3 MMCS. 
Configuration change requests are generated either by the symconfigure SYMCLI command, or a 
SYMAPI library call generated by a user making a request through the Unisphere for VMAX GUI.

These requests are converted by SYMAPI on the host to VMAX3 syscalls and transmitted to the 
VMAX3 through the channel interconnect. The VMAX3 front end routes the requests to the MMCS, 
which invokes SymmWin procedures to perform the requested changes to the VMAX3.

In the case of SRDF connected arrays configuration requests can be sent to the remote array over 
the SRDF links.

VMAX3 Configuration Management Overview
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Solutions Enabler is an EMC software component used to control the storage features of VMAX3 
arrays. It receives user requests via SYMCLI, GUI, or other means, and generates system 
commands that are transmitted to the VMAX3 array for action.

Gatekeeper devices are LUNs that act as the target of command requests to Enginuity-based 
functionality. These commands arrive in the form of disk I/O requests. The more commands 
that are issued from the host, and the more complex the actions required by those commands, 
the more gatekeepers that are required to handle those requests in a timely manner. When 
Solutions Enabler successfully obtains a gatekeeper, it locks the device, and then processes the 
system commands. Once Solutions Enabler has processed the system commands, it closes and 
unlocks the device, freeing it for other processing.

A gatekeeper is not intended to store data and is usually configured as a small three cylinder 
device (Approx. 6 MB). Gatekeeper devices should be mapped and masked to single hosts only 
and should not be shared across hosts.

Note: For specific recommendations on the number of gatekeepers required for all VMAX3 
configurations, refer to EMC Knowledgebase solution emc255976 available on the EMC Support
Website.

VMAX3 Configuration Management Overview
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VMAX3 arrays allow, up to four concurrent configuration change sessions to run at the same time, 
when they are non-conflicting. This means that multiple parallel configuration change sessions 
can run at the same time as long as the changes do not include any conflicts on the following:

• Device back-end port

• Device front-end port

• Device

The array manages its own device locking and each running session is identified by a session ID.

VMAX3 Configuration Management Overview
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Configuration changes can be invoked via Unisphere for VMAX in many different ways. The 
method depends on the type of configuration change. A number of wizards are available. We will 
look at specific methods in the later modules of this course. Configuration requests in Unisphere 
can be added to a job list.

VMAX3 Configuration Management Overview
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The Storage Groups Dashboard in Unisphere for VMAX shows all the configured Storage Resource 
Pools and the available headroom for each SLO. Prior to allocating new storage to a host it is a 
good idea to check the available headroom. We will explore this in more detail later in the course.

To navigate to the Storage Groups Dashboard simply click on the Storage Section button.

VMAX3 Configuration Management Overview
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One can also look at the details of the configured Storage Resource Pools to see the details of 
Usable, Allocated and Free capacity. To navigate to the Storage Resource Pools click on the 
Storage Resource Pool link in the Storage section dropdown.
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Most of the configuration tasks in Unisphere for VMAX can be added to the Job List for execution 
at a later time. The Job List shows all the jobs that are yet to be run (Created status), jobs that 
are running, jobs that have run successfully, and those that have failed.

You can navigate to the Job List by clicking the Job List link in the System section dropdown or by 
clicking the Job List link in the status bar.
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This is an example of a Job List. In this example, a Create Volumes job is listed here with a status 
of Created. You can run the job by clicking Run or View Details to see the job details.

In the Job details, you can see that the this job will create 6 thin volumes, each volume will have 
a capacity on 10 GB.

You can run the job by clicking the Run button or alternately click the Schedule button to 
schedule the job for later execution. You can also delete the job.
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Before making configuration changes, it is important to know the current Symmetrix 
configuration. 

Verify that the current Symmetrix configuration is a viable configuration for host-initiated 
configuration changes. The command: 

symconfigure verify -sid SymmID will return successfully if the Symmetrix is ready for 
configuration changes.

The capacity usage of the configured Storage Resource Pools can be check using the command: 
symcfg list –srp –sid SymmID.

Check the product documentation to understand the impact that a configuration change operation 
can have on host I/O.

After allocating storage to a host, you must update the host operating system environment. 
Attempting host activity with a device after it has been removed or altered, but before you have 
updated the host’s device information, can cause host errors.
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The symconfigure command has three main options:

Preview ensures the command file syntax is correct and verifies the validity of the command file 
changes.

Prepare validates the syntax and correctness of the operations. It also verifies the validity of the 
command file changes and their appropriateness for the specified Symmetrix array. 

Commit attempts to apply the changes defined in the command file into the specified array after 
executing the actions described under prepare and preview.

The symconfigure command can be executed in one of the tree formats shown on the slide.

The syntax for these commands is described in Chapter 7 of the EMC Solutions Enabler 
Symmetrix Array Management CLI User Guide. Multiple changes can be made in one session.
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Configuration change sessions can be viewed using the symconfigure query command. If there 
are multiple sessions running, all session details are shown. In rare instances, it might become 
necessary to abort configuration changes. This can be done with the symconfigure abort 
command as long as the point of no return has not been reached. Aborting a change that involves 
RDF devices in a remote array might necessitate the termination of changes in a remote array.
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This lesson covered factory pre-configuration of VMAX3 arrays and VMAX3 storage provisioning 
concepts. An introduction to configuration changes with Unisphere for VMAX and SYMCLI was also 
provided.
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In this Lab you will explore a VMAX3 environment with Unisphere for VMAX and SYMCLI.
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This module covered an overview of the VMAX3 Family of arrays with HYPERMAX OS 5977. Key 
features and storage provisioning concepts were covered. The CLI command structure for 
configuration, and how to perform configuration changes with Unisphere for VMAX were also
described.
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This module focuses on VMAX3 Virtual Provisioning and FAST concepts. The first lesson provides 
an overview of Virtual Provisioning and FAST. The lesson also covers FAST elements and 
terminology. The second lesson covers FAST algorithms, configuration parameters and best 
practice recommendations.
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This lesson provides an overview of Virtual Provisioning and FAST. The lesson also covers FAST 
elements and terminology. 
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We had covered these concepts in the previous module. The key point to note here is that on 
VMAX3 arrays Virtual Provisioning and FAST  work together all the time and there is no way to 
separate the two. All host related data is managed by FAST, starting with allocations made to thin 
devices and movement of data on the back-end as the workload changes over time.
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One of the biggest challenges for storage administrators is balancing the storage space required 
by various applications in their data centers. Administrators typically allocate storage space based 
on anticipated storage growth. They do this to reduce the management overhead and application 
downtime required to add new storage later on. This generally results in the over-provisioning of 
storage capacity, which leads to higher costs, increased power, cooling, and floor space 
requirements, and lower capacity utilization. These challenges are addressed by Virtual 
Provisioning. 

Virtual Provisioning is the ability to present a logical unit (Thin LUN) to a compute system, with 
more capacity than what is physically allocated to the LUN on the storage array. Physical storage 
is allocated to the application “on-demand” from a shared pool of physical capacity. This provides 
more efficient utilization of storage by reducing the amount of allocated, but unused physical 
storage.

The shared storage pool, called the Storage Resource Pool is comprised of one or more Data Pools 
containing internal devices called Data Devices. When a write is performed to a portion of the thin 
device, the VMAX3 array allocates a minimum allotment of physical storage from the pool and 
maps that storage to a region on the thin device, including the area targeted by the write. The 
allocation operation is performed in small units of storage called virtually provisioned device 
extents. The virtually provisioned device extent size is 1 track (128 KB). 
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Fully Automated Storage Tiering (FAST) is permanently enabled on VMAX3 Arrays running 
HYPERMAX OS. FAST automates the identification of active or inactive application data for the 
purpose of reallocating that data across different performance/capacity pools within the VMAX3 
array. FAST proactively monitors workloads to identify busy data that would benefit from being 
moved to higher-performing drives, while also identifying less-busy data that could be moved to 
higher-capacity drives, without affecting existing performance.

VMAX3 arrays are 100% virtually provisioned so FAST on HYPERMAX OS operates on thin devices, 
meaning that data movements can be performed at the sub-LUN level. Thus a single thin device 
may have extents allocated across multiple data pools within the storage resource pool.

FAST collects and analyzes performance metrics and controls all the data movement within the 
array. Data movement is determined by forecasting future system IO workload, based on past 
performance patterns. This eliminates any user intervention. FAST provides additional core 
functionality of extent allocation management. 
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The elements related to FAST and Service Level Provisioning on VMAX3 arrays are - Disk Groups, 
Data Pools, Storage Resource Pools, Service Level Objectives and Storage Groups. 

We had discussed these briefly in the previous module. We will explore them further in this 
lesson. As we have indicated before Disk groups, Data Pools with Data Devices (TDATs), Storage 
Resource Pools and Service Level Objectives all come pre-configured on the VMAX3 array and 
they cannot be modified using management software. Thus Solutions Enabler and Unisphere for 
VMAX will give the end user visibility to the pre-configured elements, but no modifications are 
allowed. Storage Groups are logical collections of VMAX3 thin devices. Storage groups and thin 
devices can be configured (created/deleted/modified etc.) with Solutions Enabler and Unisphere 
for VMAX. Storage group definitions are shared between FAST and Auto-provisioning groups.

In the example shown on the slide the array has been configured with four Disk Groups, four Data 
Pools, one Storage Resource Pool and the SLOs. Note that this is just an example.
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A disk group is a collection of physical drives sharing the same physical and performance 
characteristics. Drives are grouped based on technologies, rotational speed (or Flash), capacity, 
form factor, and desired RAID protection type. VMAX3 arrays support up to 512 disk groups.

Each disk group is automatically configured with Data Devices (TDATs) upon creation. All the data 
devices in the disk group are of a single RAID protection type, and are all the same size. Because 
of this, each drive in the group has the same number of hypers all sized the same. Each drive will 
have a minimum of 16 hypers. Larger drives may have more hypers.

A data pool is a collection of data devices of the same emulation and RAID protection. VMAX3 
arrays support up to 512 data pools. All data devices configured in a single physical disk group 
are contained in a single data pool. Thus there is 1:1 relationship between disk groups and data 
pools. The performance capability of each data pool is known and is based on the drive type, 
speed, capacity, quantity of drives and RAID protection. 

Data devices provide the dedicated physical space to be used by thin devices. Data devices are 
internal devices.

Disk group, Data Pools and Data Devices (TDATs) cannot be modified using management 
software. Thus Solutions Enabler and Unisphere for VMAX will give the end user visibility to the 
pre-configured elements, but no modifications are allowed.
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A storage resource pool(SRP) is a collection of  data pools and makes up a FAST domain. This 
means that data movement performed by FAST is done within the boundaries of the SRP. An SRP 
can have up to 512 data pools. Individual data pools can only be part of one SRP. By default a 
VMAX3 array has a single SRP which contains all the configured data pools.

Application data belonging to thin devices can be distributed across all data pools within the SRP 
to which it is associated. When moving data between data pools, FAST will differentiate the 
performance capabilities of the pools based on RAID protection and rotational speed (if 
applicable).

The VMAX3 storage arrays supports a maximum of 2 SRPs. When multiple SRPs are configured 
one of the SRPs must be marked as the default SRP.

SRP configuration cannot be modified using management software. Solutions Enabler and 
Unisphere for VMAX will give the end user visibility into the pre-configured SRP(s), but no 
modifications are allowed.
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The configured SRP(s) can be displayed in Unisphere for VMAX (shown on slide) or via SYMCLI 
(shown below).
C:\Users\Administrator>symcfg list -srp -v
Symmetrix ID             : 000196800225
Name                     : SRP_1
Description              :
Default SRP              : FBA
Usable Capacity (GB)     : 28487.8
Allocated Capacity (GB)  :  1108.6
Free Capacity (GB)       : 27379.2
Subscribed Capacity (GB) :  1207.3
Subscribed Capacity (%)  :     4
Reserved Capacity (%)    :    10
Usable by RDFA DSE       : Yes

Disk Groups (3):
{
----------------------------------------------

Usable
Speed   Capacity

#   Name                 Tech (rpm)       (GB)
--- -------------------- ---- ----- ----------
1 GRP_1_300_15K_R1     FC   15000    13412.1
2 GRP_2_600_10K_6R6    FC   10000    12875.6
3 GRP_3_200_EFD_3R5    EFD    N/A     2200.1

----------
Total                                  28487.8
}

Available SLOs (5):
{
Optimized
Diamond
Platinum
Gold
Silver

}
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A Service Level Objective (SLO) defines an expected average response time target for an 
application. By associating an SLO to an application (Storage Group), FAST automatically 
monitors the performance of the application and adjusts the distribution of extent allocations 
within an SRP in order to maintain or meet the response time target. Note that these SLOs are 
fixed and cannot be modified. 
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In addition to the default Optimized SLO there are five available service level objectives, varying
in expected average response times targets,. The Optimized SLO has no explicit response time 
target. The optimized SLO achieves optimal performance by placing the most active data on 
higher performing storage and least active data on the most cost-effective storage.

Diamond emulates Flash drive performance, Platinum emulates performance between Flash and 
15K RPM drives, Gold emulates the performance of 15K RPM drives, Silver emulates the 
performance of 10K RPM drives and Bronze emulates performance of 7.2K RPM drives. The actual 
response time of an application associated with an SLO vary based on the actual workload. It will 
depend on the average I/O size, read/write ratio, and the use of local and remote replication.

Note that these SLOs are fixed and cannot be modified. The end user can associate the desired 
SLO with a storage group. Also note that certain SLOs may not be available on an array if certain 
drive types are not configured. Diamond SLO will not be available if there are no Flash drives 
present. Bronze SLO will be unavailable if 7.2K RPM drives are not present.
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There are four workload types as shown on the slide. The workload type can be specified with the 
Diamond, Platinum, Gold, Silver and Bronze SLOs to further refine response time expectations. 
One cannot associate a workload type with the Optimized SLO.
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The available SLOs can be displayed in Unisphere for VMAX (shown on slide) or via SYMCLI 
(shown below). In this example Bronze is unavailable because this array does not have any 
7.2 K RPM drives. The display also shows the expected average response times.

C:\Users\Administrator>symcfg list -slo -detail
SERVICE LEVEL OBJECTIVES

Symmetrix ID  : 000196800225
Approx
Resp
Time

Name       Workload  (ms)
--------- -------- -----
Optimized  N/A         N/A
Diamond    OLTP        0.8
Diamond    OLTP_REP    2.3
Diamond    DSS         2.3
Diamond    DSS_REP     3.7
Diamond    <none>      0.8
Platinum   OLTP        3.0
Platinum   OLTP_REP    4.4
Platinum   DSS         4.4
Platinum   DSS_REP     5.9
Platinum   <none>      3.0
Gold       OLTP        5.0
Gold       OLTP_REP    6.5
Gold       DSS         6.5
Gold       DSS_REP     7.9
Gold       <none>      5.0
Silver     OLTP        8.0
Silver     OLTP_REP    9.5
Silver     DSS         9.5
Silver     DSS_REP    10.9
Silver     <none>      8.0
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A storage group is a logical collection of VMAX3 Thin devices that are to be managed together. 
Typically they would constitute the devices used for a single application. Storage group definitions 
are shared between FAST and auto-provisioning groups (LUN masking).
A storage group can be explicitly associated with an SRP or an SLO or both. Associating an SG 
with an SRP defines the physical storage to which data in the SG can be allocated on. The 
association of the SLO and Workload Type defines the response time target for that data. By 
default devices within a SG are associated with the default SRP and managed by the Optimized 
SLO. Changing the SRP association on an SG will result in all the data being migrated to the new 
SRP.

While all the data on a VMAX3 array is managed by FAST, an SG in not considered “FAST 
managed” if it is not explicitly associated with an SRP or an SLO. Devices may be included in more 
than one SG, but may only be included in one SG that is “FAST managed”. This ensures that a 
single device cannot be managed by more than one SLO or have data allocated from more than 
one SRP.

Note that there is a concept of Cascading Storage Groups, wherein a Parent Storage Group has 
Child Storage Groups as members. Child SGs have thin devices as members. In the case of 
Cascading Storage Groups, FAST associations are done at the Child SG level. We will discuss 
these concepts and Storage Groups in even more detail in the Auto-Provisioning Groups module 
later on in the course.
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When a thin device is created it is implicitly associated with the default SRP and will be managed 
by the Optimized SLO. As a result of being associated with the default SRP, thin devices are 
automatically in a ready state upon creation. 

During the creation of thin devices, one could optionally add them to an existing storage group. 
The thin device will then inherit the SRP and SLO set on the SG.

No extents are allocated during the thin device creation. Extents are allocated only as a result of a 
host write to the thin device or a pre-allocation request.

Devices may be included in more than one SG, but may only be included in one SG that is “FAST 
managed”. This ensures that a single device cannot be managed by more than one SLO or have 
data allocated from more than one SRP. Trying to include the same device into a second FAST 
managed SG will result in an error as follows:

“A device cannot belong to more than one storage group in use by FAST”
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This lesson provided an overview of Virtual Provisioning and FAST. FAST elements and 
terminology were also covered.
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This lesson covers FAST algorithms, configuration parameters and best practice 
recommendations.
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The goal of FAST is to deliver defined storage services, namely application performance based on 
SLOs, based on a hybrid storage array containing a mixed configuration of drive technologies and 
capacities. Based the configuration of the array FAST balances the capabilities of the storage 
resources, primarily the physical drives, against the performance objectives of the applications 
consuming storage on the array. FAST aims to maintain a level of performance for an application 
that is within the allowable response time range of the associated SLO while understanding the 
capabilities of each disk group with the SRP.

Data movements performed by FAST are determined by forecasting the future system workload at 
both the disk group and application level. The forecasting is based on the observed workload 
patterns.

The primary runtime tasks of FAST are:

• Collect and aggregate performance metrics

• Monitor workload on each disk group

• Identifies extent groups to be moved to reduce load if necessary

• Monitor storage group performance

• Identifies extent groups to be moved to meet SLO

• Execute required data movements

All the runtime tasks are performed continuously, meaning performance metrics are constantly 
being collected and analyzed and data is being relocated within a SRP to meet application SLOs.
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Performance Metrics are collected the Disk Group, Storage Group and Thin Device sub-LUN levels. 
At the sub-LUN level, each thin device is broken up into multiple regions – extents, extent groups 
and extent group sets. 

Each thin device is made up of multiple extent group sets which, in turn, contain multiple extent 
groups. Each extent group is made up of 42 contiguous thin device extents. Each thin device 
extent being a single track (128 KB). Thus an extent group is 42 tracks and an extent group set is 
1764 tracks.

Metrics collected at each sub-LUN level allow fast to make separate data movement requests for 
each extent group for the device – 42 tracks.
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The read miss metric accounts for each DA read operation that is performed. That is data is read 
from a thin device that was not previously in cache and so needs to be read directly from a drive 
within the SRP.

Write operations are counted in terms of number of distinct DA operations that are performed. 
The metric accounts for when writes are destaged.

Prefetch operations are accounted for in terms of the number of distinct DA operations performed 
to prefetch data spanning a FAST extent. This metric considers each DA read operation performed 
as a prefetch operation.

Cache hits, both read and write, are counted in terms of the impact such activity has on the front-
end response time experienced for such a workload.

The average size of each IO is tracked separately for both read and write workloads.

Workload clustering refers to the monitoring of the read-to-write ratio of workloads on specific 
logical block address (LBA) ranges of a thin device or data device within a pool.
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FAST uses four distinct algorithms as listed on the slide in order to determine the appropriate 
allocation for data across an SRP. Two are capacity-oriented and the other two are performance-
oriented.

The SRP and SLO capacity compliance algorithms are used to ensure that data belonging to 
specific applications is allocated to the correct SRP and across the appropriate drive types within 
an SRP, respectively.

The disk resource protection and SLO response time compliance algorithms consider performance 
metrics collected to determine the appropriate data pool to allocate data in order to prevent the 
overloading of a particular disk group and to maintain the response time objective to an 
application.
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SRP capacity compliance – Ensures all data belonging to thin devices within a particular SG is 
allocated within a single SRP. This algorithm is only invoked when an SG’s association to an SRP is 
modified.  All data for the devices within the SG will be moved from the original SRP to the newly 
associated SRP. During the movement, data for the thin devices will be allocated across two SRPs. 
Note that the removal of an SRP association from an SG may also result in data movement 
between SRPs if the SG was previously associated with  the non-default SRP.

SLO capacity compliance – Ensures all data belonging to thin devices within a particular SG is 
allocated across the allowed drive types based on the associated SLO. This algorithm is only 
invoked when an SG’s association to an SLO is modified and data currently resides on a drive type 
not allowed for the new SLO. The table on the slide shows the allowed drive types for each SLO. 
As an example, if a SG’s SLO association is changed from Gold to Diamond, any data allocated for 
that SG on any spinning drives would be promoted to data pools configured on Flash drives, as 
this is the only drive type allowed for the Diamond SLO.
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Disk resource protection algorithm aims to protect disk groups and data pools from being 
overloaded, with a particular focus on the higher capacity, lower performing drives. Each disk 
group can be viewed as having two primary resources – performance capability and physical 
capacity. 

The performance capability is measured in terms of  IOPS and reflects the workload the disk 
group is capable of handling. This depends on the number of drives, the drive type, rotational 
speed (if applicable), capacity and RAID protection. The physical capacity is measured in terms of 
the total amount of data that can be allocated within the data pool configured on the disk group.

The algorithm aims to maintain an operating buffer of both these resources for each disk group. 
This is done in such a way as to have overhead available in each disk group to both accept 
additional data and additional workload should data be moved to the disk group. The picture on 
the slide illustrates the concept. The vertical axis displays a disk groups ability to accept 
additional workload or its need to have workload removed (measured in IOPS). The horizontal 
axis represents the ability to accept additional data from a capacity perspective. The ideal 
operating quadrant is the upper right hand, where the disk group is capable of accepting 
additional allocations and workload. The remaining quadrants show situations where FAST will 
attempt to move data out of a disk group. Greater priority is placed on moving data from disk 
groups that need to remove IOPS.

When moving data between disk groups to protect these resources FAST attempts to place data 
on the most appropriate media. Heavy read workloads are targeted for higher performing drives, 
e.g. Flash. Write heavy workloads are targeted for movement to more write-friendly data pools, 
e.g. RAID 1 configured on 15 K or 10 K RPM drives. Allocated extents with little or no workload 
will be targeted for movement to higher capacity, lower performing drives.

The disk resource protection algorithm provides the basis for the default Optimized SLO.
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The SLO response time compliance algorithm provides differentiated performance levels based on 
SLO associations. The algorithm tracks the overall response time of each storage group that is 
associated with an SLO and then adjusts data placement to achieve or maintain the expected 
average response time target.

FAST uses a response time compliance range when determining if data needs to be relocated. 
When the average response time for the SG is above the desired range, FAST will promote active 
data to the highest performing data pool, based on the available resources in that pool. The 
promotion activity continues until the average response time is back within the desired operating 
range.

Data may also be relocated between spinning drives to achieve the SLO response time target, but 
this movement will be determined by the disk resource protection algorithm.

The use of the SLO response time compliance algorithm only applies to SGs that are associated 
with the “metal” SLOs – Platinum, Gold, Silver and Bronze.
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New extent allocations, as a result of host write to a thin device, can come from any of the data 
pools within the SRP to which the thin device is associated. FAST direct the new allocation to 
come from the most appropriate pool within the SRP. This is based on each data pool’s ability to 
both accept and handle the new write as well as the SLO to which the device allocation is being 
made or is associated with.

Each data pool within the SRP has a default ranking based on drive technology and RAID 
protection types in order to better handle write activity. This default ranking is used when making 
allocations for devices managed by the Optimized SLO. Due to the drive types that are available 
for each for each SLO, the default ranking is modified for devices managed by SLOs other than 
Optimized.

Let us consider an example SRP configured with the following data pools - RAID 5 (3+1) on EFD, 
RAID 1 on 15K RPM drives, RAID 5 (3+1) on 10K RPM drives and RAID 6 (6+2) on 7.2 K RPM 
drives. The table on the slide shows the data pool ranking for new allocations for this specific 
combination of data pools for the various SLOs. 

As the Diamond SLO only allows extents to be allocated on EFD, the remaining pools in the 
ranking will only be used in the event that the EFD data pool is full. After the allocation is made to 
a non-EFD pool, the SLO capacity compliance algorithm will attempt to move the extent into EFD 
after space has been made available on the pool. Somewhat similarly, in the case of the Bronze
SLO, new allocations  will come from the EFD pool only if the 15K and 10K pools are full. The 
allocation is made from the EFD pool in this case even if the 7.4K pool has capacity as this is 
more beneficial to the overall performance health of the array. The SLO compliance algorithm will 
subsequently move the EFD allocated extent to a non EFD pool.

New allocations will always be successful as long as there is space available in at least one of the 
data pools within the SRP to which the device is associated.
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FAST configuration parameters control the interaction of FAST with both local and remote 
replication. These parameters only relate to local or remote replication interoperability and thus 
only apply if TimeFinder and SRDF/A DSE are in use. Note TimeFinder and SRDF are not covered 
in this course. There are other EMC training offerings which cover TimeFinder and SRDF.

Reserved Capacity: Both TimeFinder snapshot data and SRDF/A DSE related data are written to 
data pools within an SRP. The reserved capacity parameter allows for the reservation of a 
percentage of the SRP capacity for thin device host allocations. Capacity reserved by this value 
cannot be used for TimeFinder snapshot activities or for spillover related to SRDF/A DSE. The 
reserved capacity is set as a percentage on each SRP. Valid values range from 1 to 80%, or can 
be set to NONE to disable reserved capacity.

Usable by SRDF/A DSE: One of the SRPs in a VMAX3 array must be assigned for the use of 
SRDF/DSE. By default, the default SRP is designated for use by SRDF/A DSE. The Usable by 
SRDF/A DSE parameter can be Enabled or Disabled at the SRP level. It may only be enabled on 
one SRP at a time. Enabling this parameter on an SRP will automatically disable it on the SRP on 
which the setting was currently enabled.

DSE Maximum Capacity: In addition to the reserved capacity parameter, the capacity used by 
DSE can be further restricted by the DSE maximum capacity parameter. This parameter is set at 
the array level and sets the maximum capacity that can be used by DSE in a spill over scenario. 
The DSE maximum capacity is set as an absolute capacity in Gigabytes (GB). Valid values are 
from 1 to 100,000 GB, or can be set to NOLIMIT to disable it.
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The FAST configuration parameters can be managed with the symconfigure command set or via 
Unisphere for  VMAX. The slide shows the symconfigure syntax. In Unisphere one can navigate to 
the properties view of an SRP to change the Reserved Capacity and Usable by RDFA DSE 
parameters.
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SRPs are pre-configured and their configuration cannot be modified using management software. 
Thus it is important that the design create for the SRP during the ordering process uses as much 
information as is available. EMC technical representatives have access to a utility called Sizer that 
can estimate the performance capability and cost of mixing drives of different technology types, 
speeds, and capacities, within a VMAX3 array.

Sizer can examine performance data collected from older-generation VMAX and Symmetrix arrays 
and can model optimal VMAX3 configurations (both for performance and cost). It will also include 
recommendations for SLOs for individual applications, dependent on the performance data 
provided. The configurations recommended by Sizer include the disk group/data pool 
configurations, including drive type, size, speed, and RAID protection, required to provide the 
performance capability to support the desired SLOs.

EMC recommends the use of a single SRP, containing all the disk groups/data pools configured 
within the VMAX3. In this way, all physical resources are available to service the workload on the 
array.

Creating multiple SRPs will separate, and isolate, storage resources within the array. Based on 
specific use cases, however, this may be appropriate for certain environments. EMC 
representatives should be consulted in determining the appropriateness of configuring multiple 
SRPs.
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The more information that is available for the applications being provisioned on the VMAX3 array, 
the easier it will be to select an appropriate SLO for each application. Applications that are being 
migrated from older storage should have performance information available, including average 
response time and average IO size. This information can be simply translated to an SLO and 
Workload Type combination, there by setting the performance expectation for the application and 
a target for FAST to accomplish. If little is known about the application, having the default 
Optimized SLO allows FAST to take most advantage of the resources in the array and provide the 
best performance for the applications based on the availability and workload already running on 
the resources.

Associating a non-default SLO to an application, there by setting a response time target for that 
application, can limit the amount of capacity allocated on higher performing drives. Once an 
application is in compliance with its associated SLO, promotions to higher performing drives will 
stop. Subsequent movements for the application will look to maintain the response time of the 
application below the upper threshold of the compliance range.
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In order to provide the most granular management of applications, it is recommended that each 
application be placed in its own SG to be associated to an SLO. This provides for more equitable 
management of data pool utilization and ensures FAST can manage to the response time target 
for the individual application.

In some cases there may be a need to separately manage different device types within a single 
application. For example, it may be desired to apply different SLOs to the redo log devices vs the 
data file devices within the same database. The use of cascaded storage groups is recommended 
in this case. Cascaded storage groups allow devices to be placed in separate child SGs which can 
then be place in the same Parent SG. Each child SG can be associated with a different SLO, wile 
the Parent SG is used in the masking view for the purpose of provisioning devices to the host.

Depending on requirements, it may be necessary to change the SLO of an individual device. This 
may require moving the device to another SG. Device movement between SGs with different 
SLOs is allowed and may be performed non-disruptively to the host if the movement does not 
result in a change to the masking information for the device being moved. That means, following 
the move, the device is still visible to the exact same host initiators on the same front-end ports 
as before the move. Devices may also be moved between Child SGs who share the same parent, 
where the masking view is applied to the parent group.
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This lesson covered FAST algorithms, configuration parameters and best practice 
recommendations.
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This module covered  VMAX3 Virtual Provisioning and FAST concepts. The first lesson provides an 
overview of Virtual Provisioning and FAST, FAST elements and terminology. The second lesson 
covered FAST algorithms, configuration parameters and best practice recommendations.
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This module focuses on VMAX3 device creation and port management.
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This lesson covers VMAX3 device types and the creation/deletion of devices.
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Solutions Enabler and Unisphere for VMAX can be used to create and delete VMAX3 thin devices, 
thin gatekeeper devices are simply thin devices which have a capacity of 3 cylinders 
(approximately 6 MB). Thin BCV devices and thin SRDF devices can also be managed with SE and 
Unisphere on VMAX3 arrays. The VMAX3 arrays come with factory pre-configured devices which 
cannot be managed with SE and Unisphere, they are the data devices used in the data pools 
discussed in Module 1 and internal thin devices which are used by Data Services Hypervisor VMs. 
On VMAX3 arrays the HYPERMAX Operating System provides a data services hypervisor running 
natively. The Data Services Hypervisor provides storage infrastructure services through virtual 
machines running on the embedded hypervisor.  Storage to these virtual machines is provided by 
the internal thin devices. We will discuss these services later on in the course.

In this lesson we will focus on the creation and deletion of thin devices and thin gatekeeper 
devices. SRDF thin devices and thin BCV devices are covered in other EMC training courses.
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The attributes listed on the slide can be set on VMAX3 thin devices at or after device creation.

The SCSI3 persistent reservation attribute, sometimes called the PER bit, is used by a number of 
Unix and Windows cluster software. It is enabled by default.

Data Integrity Field (DIF) is a setting on a device that is relevant to an Oracle environment and all 
hosts that support the DIF protocol. Oracle objects that are built on devices that have the DIF 
attribute, send 520 byte CDBs (Command Descriptor Blocks) rather than the normal 512 byte 
CDBs. The extra 8 bytes are a form of a checksum that validates the 512 bytes of data. When the 
VMAX3 receives such a CDB on a device that has the DIF attribute, it will validate the Oracle data 
and honor the write request or reject it if the checksum and the data do not match. The DIF 
setting is likely to have many different versions of Data Integrity. HYPERMAX OS supports the 
DIF1 format. 

AS400_GK attribute on a VMAX3 thin device is required when a AS400 device is used in 
conjunction with IBM host control software 'STM'. This attribute is also used in conjunction with 
the Celerra NAS for Celerra gatekeeper devices. 

Note that all VMAX3 thin devices are dynamic RDF capable by default. Thus no specific attribute 
needs to be set.
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The symconfigure syntax for the creation of devices is shown on the slide. We are only showing 
the most commonly used options. For the complete list of options please refer to the EMC 
Solutions Enabler V8.0.1 Array Management CLI User Guide – Chapter 7 Managing Configuration 
Changes. As discussed in Module 1 the symconfigure command syntax can be submitted using the 
–file or –cmd options.

The count indicates the number of devices to be created. The size can be specified in megabytes 
(MB), gigabytes (GB) or in cylinders (CYL). Cylinders is the default. The supported emulations 
types are FBA, Celerra_FBA and AS/400_D910_099. Celerra_FBA emulation is used for the eNAS 
solution. The device configuration type for thin devices is TDEV.  To create BCV thin devices set 
config to BCV+TDEV. One can optionally add the newly created devices to a Storage Group by 
specifying the name of an existing storage group.
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One can choose to preallocate space for the thin devices in the Storage Resource Pool. The only 
valid option for the preallocation size is ALL. Thus the entire device will be preallocation. One can 
set the allocation type to PERSISTENT.  Persistent allocations are unaffected by any reclaim 
operations. The default preallocation in non-persistent.

One can optionally set device attributes previously discussed.

Users can assign a friendly device name to a device at the time of creation. You could use the 
same name for all the new devices, e.g. mydev, or you can assign the device a name and a 
numerical suffix that will be incremented for each device. The name plus the suffix may not 
exceed 64 characters. Setting the number parameter to SYMDEV means that the corresponding 
VMAX3 device number will be used as the suffix. Solutions Enabler does not check for the 
uniqueness of names.
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Above are two examples of thin device creation using the symconfigure command. 

The device creation request can be placed in a command file “myfile” and the following syntax can 
be used to commit the change”:

#symconfigure –sid ### –file myfile commit

To display user defined names on devices use the symdev list –identifier device_name 
command:
# symdev list -identifier device_name

Symmetrix ID: 000196800225
Device

----------------------------------------------
Sym   Config          Attr Device Name
----- --------------- ---- -------------------
0005B TDEV                 mydev1001
0005C TDEV                 mydev1002
…
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The symconfigure create gatekeeper command will result in the creation of VMAX3 thin devices 
with a capacity of 3 cylinders (approximately 6 MB). The create gatekeeper command is 
equivalent to the create dev command with the size specified to 3 cylinders and the conifg set to 
TDEV. The create gatekeeper command will automatically set the AS400_GK attribute for the 
AS/400_D910_099 and Celerra_FBA emulations.
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VMAX3 thin devices and gatekeeper devices can be created in Unisphere for VMAX by using the 
Create Volumes wizard. Devices can also be created by the Provision Storage to Host wizard. In 
this lesson we will focus on the Create Volumes wizard. The Provision Storage to Host wizard will 
be covered in Module 4.

The Create Volumes wizard can be launched from the list of common tasks under the storage 
section or by clicking on the Create Volumes button in the Volumes listing page.
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On VMAX3 arrays the Create Volume wizard will only allow the creation of thin devices (TDEV), 
thin BCV devices (BCV+TDEV) or thin gatekeepers (Virtual Gatekeeper).

Configuration: To create thin devices select TDEV in the Configuration drop down selector.

Emulation: FBA is the default, one can also create CELERRA_FBA or AS/400_D910_099 emulation 
devices.

Capacity: 

Number of Volumes: Type in the required number of devices

Volume Capacity: You can type in the required capacity of the devices or use the capacity field 
drop down to pick an existing device size. You can specify the capacity units in Cyl, MB or GB. 

Add to Storage Group: This is an optional field. One can choose to select an existing Storage 
Group to which the newly created devices will be added. Click on the Select button to choose an 
existing Storage Group.

The advanced area allows one to optionally give the new devices a Volume Identifier and to 
optionally allocate the full volume capacity. The Volume Identifier is equivalent to the device 
name and number specified via SYMCLI.

After specifying the requirements, you can run the job immediately using the Run Now option or 
alternately add the job to the job list by using the Add to Job List option.

The preferred method is to add the job to the job list as the job list allows running multiple jobs 
together and also allows scheduling of jobs.
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On VMAX3 arrays the Create Volume wizard will only allow the creation of thin devices (TDEV), 
thin BCV devices (BCV+TDEV) or thin gatekeepers (Virtual Gatekeeper).

Configuration: To create gatekeeper devices select Virtual Gatekeeper in the Configuration drop 
down selector.

Emulation: FBA is the default, one can also create CELERRA_FBA or AS/400_D910_099 emulation 
gatekeeper devices. When creating gatekeeper devices with CELERRA_FBA or AS/400_D910_099 
emulation, the AS400_GK attribute is automatically set.

Number of Volumes: Type in the required number of gatekeeper devices. 

Add to Storage Group: This is an optional field. One can choose to select an existing Storage 
Group to which the newly created gatekeepers will be added. Click on the Select button to choose 
an existing Storage Group.

After specifying the requirements, you can run the job immediately using the Run Now option or 
alternately add the job to the job list by using the Add to Job List option.

The preferred method is to add the job to the job list as the job list allows running multiple jobs 
together and also allows scheduling of jobs.
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Navigate to the Job List by clicking on Job List big button in the System section or by clicking the 
Job List link in the status bar. You can group multiple jobs and then run the group of jobs as a 
single job. Highlight the list of jobs to be grouped and click the Group button.

In the Group Jobs dialog, type a name for the job group and click OK.

The Job Group will now appear in the Jobs List. You can View the details of this Job Group, or Run 
this job, or Schedule the job to be run at a later time. 
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The details of a Job Group are shown on the slide. If necessary, the grouped job can be 
ungrouped by clicking the Ungroup button.

As with any other job in the job list, you can Run the job by clicking Run or Schedule the same to 
be run at later time.
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Click Run either from the Job List view or the Job Details view. Click OK in the Confirmation dialog 
to run the job. The Status of the job will change to RUNNING. If the jobs complete successfully, 
the Status will change to SUCCEEDED.
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The newly created devices can be seen in the Volumes View. One can navigate to the Volumes 
View by choosing Volumes from the Storage section dropdown.

Use the Volume Configuration selector to display the desired device type. In this example we have 
set it to TDEV (thin devices) and then clicked on the Find button. We have scrolled the display to 
show the newly created devices 005D:0067.
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Solutions Enabler or Unisphere for VMAX can be used to delete VMAX3 thin devices. The device to 
be deleted must not be mapped to a front-end port and also not have any allocations or written 
tracks.

The symconfigure syntax for the deletion of devices is shown on the slide. The symconfigure 
command syntax can submitted using the –file or –cmd options. To delete devices in Unisphere 
navigate to the Volumes listing page, select the devices and then click on Delete. Click Delete in 
the Delete Volumes confirmation dialog to execute the device deletion.

To free up all allocations or written tracks on can use the following the SYMCLI command -
symdev –sid ## free –all –devs <SymDevStart>:<SymDevEnd>.To free up all allocations or 
written tracks in Unisphere navigate to the Volumes listing page, select the devices and then click 
on the more button (>>) and choose Start/Allocate/Free/Reclaim. In the dialog choose Free and 
then check Free all allocations for the volume (written and unwritten).

VMAX3 DATA devices (TDAT) cannot be deleted with Solutions Enabler or Unisphere for VMAX.
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This lesson covered VMAX3 device types and the creation/deletion of devices with SYMCLI and 
Unisphere for VMAX.
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This lesson covers VMAX3 director emulations, port attributes and port association.
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In the VMAX3 Family of arrays, there are eight slices per director. 

Slice A is used for the Infrastructure Manager (IM) system emulation.  The goal of the IM 
emulation is to place common infrastructure tasks on a separate instance so that it can have its 
own CPU resources. The IM performs all of the environmental monitoring and servicing. All 
environmental commands, syscalls and FRU monitoring are issued on the IM emulation only. DAE 
FRUs are monitored by the IM through the DS emulation. If the DS emulation is down, access to 
DAE FRUs is affected.

Slice B is used by HYPERMAX OS Data Services (EDS) system emulation. EDS consolidates various 
HYPERMAX OS functionalities to allow easier and more scalable addition of features. Its main
goals are to reduce I/O path latency and introduce better scalability for various HYPERMAX OS 
applications. EDS also manages Open Replicator data services.

Slice C is used for back end emulation (DS – SAS backend).

Slices D through H are used for the remaining emulations. The supported emulations are Fibre
Channel (FA), FC RDF (RF), GigE RDF (RE) and the DX emulation used for Federated Tiered 
Storage. In the current release of VMAX3, DX emulation is only used for the ProtectPoint solution. 
Note that only those emulations that are required will be configured.

Each emulation appears only once per director and consumes cores as needed. A maximum of 16 
front end I/O module ports are mapped to an emulation. In order for a front end port to be active, 
it must be mapped to an emulation.

Device Creation and Port Management



20Copyright 2015 EMC Corporation. All rights reserved.

This is a view of a VMAX3 engine showing the even and odd directors. VMAX3 is designed to 
support 32 ports per director, ports 0 through 31. These logical ports are numbered left to right, 
bottom to top, across the eight slots available for front-end and back-end connectivity. Ports 0, 1, 
2, 3, 20, 21, 22, and 23 are reserved and not currently used. Ports 4 through 11 and 24 through 
31 can be used for front-end connectivity. Ports 12 through 19 are used for back-end 
connectivity. On the SIB, ports 0 and 1 are used for connectivity to the fabric in each director. 
Port numbers do not become available unless an I/O module is inserted in the slot. Each FA 
emulation also supports 32 virtual ports numbered 32-63.
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There is a single emulation instance of a specific type per director. The output from the symcfg 
list –dir  command will display the director emulations. The emulation instances seen in this
example output are: 

1A & 2A - Infrastructure Manager (IM)

1B & 2B - HYPERMAX OS Data Services (EDS) 

1C & 2C - Disk adapter (Output show it as DF – it is the DS backend emulation)

1D & 1D - Fibre Channel Frontend Adapter (FA)

1E & 2E - Fibre RDF (RF). 

Also shown are the engine the emulations are running on, the number of cores each emulation is 
using, number of ports associated with the emulation type and status. Notice the number of ports 
associated with the FA and RF emulations.

With HYPERMAX OS, all director emulations are capable of supporting multiple cores. The actual 
number of cores assigned to a director is fixed. In addition, all director emulations support a 
variable number of ports. Ports are either physical or virtual. Virtual ports are associated with FA 
directors. IM and EDS are new director emulations introduced in HYPERMAX OS. One can 
associate and disassociate ports from the FA and RF emulations if needed. We will cover port 
associations later in this lesson
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The Unisphere System Dashboard for a VMAX3 array will show the configured Front End, RDF, 
Back End, IM and EDS director emulations. The dashboard also shows summary information about 
the array, one can also run a Heath Check. Clicking on the Front End, RDF or Back End icons will 
show a listing of the relevant ports. Ports that are not associated with any emulations can be seen 
by clicking on the Available Ports icon.
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VMAX3 arrays  can be attached to a wide variety of operating systems which are too numerous to 
list here. In the open systems world the most widely used operating systems are MS-Windows 
and Unix flavors such as Solaris, HP-UX, AIX and Linux. In recent years as VMware has grown in 
popularity, it is also common to find VMAX3 arrays attached to VMware ESXi servers. For a 
complete list of supported hosts and operating systems, please consult the E-Lab navigator 
accessible through the EMC Support Website.
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Many vendors require specific fibre/SCSI flags to be set in order to communicate with the storage 
array. VMAX3 arrays permit the setting of flags at the front-end port level. Front end ports can be 
shared by multiple hosts as shown in the picture above. Sometimes hosts sharing the front end 
ports may have different bit/flag requirements.

To accommodate hosts with different bit/flag requirements, VMAX3 arrays permit port flags to be 
overridden by flags set at the initiator or initiator group level. The Autoprovisioning  SYMCLI 
command symaccess or Unisphere for VMAX is used to allocate storage to hosts. The 
Autoprovisioning process automatically maps and masks the devices. Storage allocation using 
Autoprovisioning groups is covered later in this course. Most hosts will typically access VMAX3 
storage via multiple front-end ports. Host based path management software (e.g. PowerPath) is 
used to provide higher availability and load balancing.
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Browse to the EMC E-Lab Interoperability Navigator website (https://elabnavigator.emc.com/) 
and then click on the link for the VMAX3 simple support matrix for 400K/200K/100K Director Bits. 
The Director Bit Settings Simple Support Matrix lists the port flag settings required for the various 
operating systems.

The host connectivity guides for the different operating systems can also be found on the E-Lab 
website.
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These are the common SCSI bus and Fibre port settings used by the common operating systems. 
To use Autoprovisioning groups on VMAX3 arrays the ACLX flag must be enabled on the port. 
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Auto-provisioning groups require the ACLX enabled ports. By default the ACLX flag is enabled on 
all FA ports. VMAX3 arrays come preconfigured with one ACLX device. A user cannot create, 
delete or change the attributes of the ACLX device. The device will be visible to hosts at the 
default address of 000. The device will only be visible on frontend ports that have the 
Show_ACLX_Device port characteristic set to Enabled. 

When VMAX3 arrays comes out of the factory, the first ACLX enabled port will typically have the 
show ACLX device flag enabled. All other ACLX enabled ports will typically have the flag disabled.  
As a result is the ACLX device will be visible to hosts only on one port. 
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Here is a excerpt from the VMAX3 Simple Support Matrix for Director Bit Settings in a fibre 
channel switched environment. For most operating systems the required flags are enabled by 
default. For HP-UX systems the Volume Set Addressing flag has to be enabled. Please refer to the 
Simple Support Matrix for more details.
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VMAX3 front-end port attributes or characteristics can be set via the SYMCLI symconfigure 
command or with Unisphere for VMAX. The symconfigure syntax is:

set port DirectorNum:PortNum FlagName=enable|disable;

Please refer to the Solutions Enabler V8.0.1 Array Management CLI User Guide Chapter 7 for 
more details.

To set port attributes in Unisphere for VMAX navigate to the System Dashboard  and then click on 
the Front End director icon to list the Front End director ports. Select a specific front-end port. 
One can Enable/Disable the port, View Details or click on the more (>>) icon and choose other 
options including Set Port Attributes.

In this example we will first click on View Details to see the details of the port and then Set Port 
Attributes from the details view.
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Highlight a port on the Front End Directors page and click on View Details (see picture on last 
page) to see the details of a particular port. 

In this example we are seeing the details of FA 1D:29. The current port flag settings are shown in 
the graphic on the left. In this example we see that Volume Set Addressing is disabled.

Some attributes changes may require the port to be offline. One can offline a port by clicking on 
the Disable button.

Click on the Set Port Attributes button to launch the Set Port Attributes dialog. Make the desired
changes in the Set Port Attributes dialog. For example we could choose to enable Volume Set 
Addressing.

After making the desired changes and click  “Add to Job List”. This will list the task in the Job List 
view from where the command can be run. Alternately one can choose Run Now.
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For VMAX3 arrays running HYPERMAX OS 5977 there is only a single emulation instance of a
specific type (FA, DS, RF, etc.) available per director board as we had discussed earlier. If one 
needs more connectivity, one can add additional ports to an existing emulation instance. That 
instance uses all cores configured to it to drive the workload across all ports assigned to it.

A capability attribute on each physical port determines the set of front-end emulations to which 
the port may be assigned. One can associate (assign) unused ports to front-end emulations and 
disassociate (free) ports from the FA and RF emulation types.

Ports that are available to be associated with an emulation can be listed with SYMCLI or with 
Unisphere for VMAX as shown on the slide. The Slots numbers refer to the directors.
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Free/Available ports can be associated with a desired director emulation. The SYMCLI 
symconfigure syntax is shown on the slide with an example. In Unisphere for VMAX, select an 
available port from the Available Ports listing and then click on Associate. In the Port Association 
dialog select the desired emulation to which the port should be associated and then click on OK to 
complete the association. 

Once the port has been associated it must be brought online. Use the SYMCLI symcfg –fa xx –p 
xx online command or use Unisphere for VMAX to enable the port. The port can be enabled from 
the Front End Director port list view (we saw this view when we were setting port attributes via 
Unisphere).
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Prior to disassociating ensure that a front-end port is not in a port group or the RDF port does not 
have any RDF groups configured.  Ports have to be offline before they can be disassociated from a 
give director. One can offline the port with SYMCLI or Unisphere for VMAX.

The SYMCLI symconfigure syntax is shown on the slide with an example. In Unisphere for VMAX, 
select the port to be disassociated from the Front End or RDF port listing and then choose 
Disassociate.
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This lesson covered VMAX3 director emulations setting port attributes and managing port 
associations. Port management with SYMCLI and Unisphere for VMAX was covered.
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This Lab covers Port Management with Unisphere and SYMCLI.
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This module covered VMAX3 device creation/deletion and port management.
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This module focuses on storage allocation if VMAX3 storage to hosts using auto-provisioning 
groups. We will describe auto-provisioning groups, Host I/O limits and host considerations while 
allocating storage. We will then use Unisphere for VMAX and SYMCLI to perform SLO based 
storage provisioning.
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This lesson provides an overview of auto-provisioning groups and Host I/O limits. We also 
introduce the SYMCLI syntax to manage auto-provisioning groups.
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As the number of volumes in a single array continues to climb higher, auto-provisioning offers a 
flexible scheme for provisioning storage in large enterprises. Auto-provisioning groups allow 
storage administrators to create groups of host initiators (Initiator Groups), front-end ports (Port 
Groups), and logical devices (Storage Groups). These groups are then associated to form a 
masking view, from which all controls are managed. This reduces the number of commands 
needed for masking devices, and allows for easy management of  LUN masking.

Auto-provisioning in the VMAX3 arrays is achieved through the use of the symaccess SYMCLI 
command or with Unisphere for VMAX. The symaccess command can manage Storage Groups, 
Port Groups, Initiator Groups and Masking Views.

The symsg SYMCLI command manages storage groups and is used for auto-provisioning and with 
FAST (Fully Automated Storage Tiering) to set the required SRP, SLO and Workload Type.

In Unisphere the Storage and Hosts sections are used to manage auto-provisioning. The Storage 
section has the Storage Groups Dashboard. Port Groups, Hosts (Initiator Groups) and Masking 
Views are managed under the Hosts section.
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Auto-provisioning Groups are used for device masking on VMAX3 family of arrays.

An Initiator Group contains the world wide name of a host initiator, also referred to as an HBA or 
host bus adapter. An initiator group may contain a maximum of 64 initiator addresses or 64 child 
initiator group names. Initiator groups cannot contain a mixture of host initiators and child IG 
names.

Port flags are set on an initiator group basis, with one set of port flags applying to all initiators in 
the group. However, the FCID lockdown is set on a per initiator basis. An individual initiator can 
only belong to one Initiator Group. 

However, once the initiator is in a group, the group can be a member in another initiator group. It 
can be grouped within a group. This feature is called cascaded initiator groups, and is only 
allowed to a cascaded level of one. 

A Port Group may contain a maximum of 32 front-end ports. Front-end ports may belong to more 
than one port group. Before a port can be added to a port group, the ACLX flag must enabled on 
the port.  

Storage groups can only contain devices or other storage groups. No mixing is permitted. A 
Storage Group with devices may contain up to 4K VMAX3 logical volumes. A logical volume may 
belong to more than one storage group. There is a limit of 16K storage groups per VMAX3 array. 
A parent SG can have up to 64 child storage groups.

One of each type of group is associated together to form a Masking View.
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Once the groups have been created, auto-provisioning represents an easy way to handle 
provisioning. It allows one to mask multiple devices, ports, and HBAs by placing them into 
groups. These groups can be dynamically altered to give the host access to new storage.

With the symaccess command, all groups and views are backed up to a file, and can be restored 
from a backup file.

When an auto-provisioning session fails on a VMAX3 array, the system automatically rolls back 
the ACLX database to the state it was in prior to initiating the session. This rollback feature 
recovers the database and releases the session lock automatically. The audit log contains any 
messages relating to the rollback.
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The table shows the provisioning limits for VMAX3 arrays.
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This is a review of storage group information we had already covered in an earlier module.

A storage group is a logical collection of VMAX3 Thin devices that are to be managed together. 
Storage group definitions are shared between FAST and auto-provisioning groups (LUN masking). 
A storage group can be explicitly associated with an SRP or an SLO or both. By default devices 
within a SG are associated with the default SRP and managed by the Optimized SLO.  While all 
the data on a VMAX3 array is managed by FAST, an SG in not considered “FAST managed” if it is 
not explicitly associated with an SRP or an SLO. Devices may be included in more than one SG, 
but may only be included in one SG that is “FAST managed”. This ensures that a single device 
cannot be managed by more than one SLO or have data allocated from more than one SRP.
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HYPERMAX OS arrays provides the capability for storage groups to contain other storage groups.
These groups are called cascaded storage groups. The storage group with the other storage 
groups as members is called the parent. The storage groups, containing only devices, that is 
contained within the parent storage group is referred to as the child storage groups. This 
cascading of storage groups allows for individual FAST policies (SRP, SLO & Workload Type 
settings) for the child storage groups and a masking view for the parent storage group. 

Only a single level of cascading is permitted. A parent storage group may not be a child of 
another storage group. Storage groups can only contain devices or other storage groups. No 
mixing is permitted.

Empty storage groups can be added to a parent storage group as long as the parent storage 
group inherits at least one device when the parent storage group is in a view. A parent storage 
group cannot inherit the same device from more than one child storage group. A child storage 
group may only be contained by a single parent storage group.

No parent storage group can be FAST managed. An FAST managed SG is not allowed to be a 
parent SG.

Masking is not permitted for a child SG which is contained by a parent SG already part of a 
masking view. Masking is not permitted for the parent SG which contains a child SG that is 
already part of a masking view.

A child SG cannot be deleted until it is removed from its parent SG.
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The example shows how to use both symaccess and symsg commands to create storage groups. 
Note that the symaccess command allows you to create the storage group and simultaneously 
add devices or child storage groups. The symsg command allows one to create an empty storage 
group first and then populate it with devices or child storage groups. The symsg command will 
also allow one to set the SLO and Workload type and Host I/O limits while the storage group is 
created.

Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User Guide for more 
details and options while creating and managing storage groups with the symaccess and symsg 
commands.
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Here are some other commonly performed Storage Group operations. Storage Groups can be 
renamed if needed. Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User 
Guide for more details and options while creating and managing storage groups with the 
symaccess and symsg commands.
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By default Storage Groups will use the default SRP and be managed by the Optimized SLO. The 
SG is considered FAST managed only if an SLO or SRP is explicitly set. The valid arguments for 
the  –slo and –wl options are listed. Of course the array should be configured with appropriate 
drives to support the SLO. The –noslo option removes any explicitly set SLO and WL type, the SG 
is now managed by the Optimized SLO. The –nosrp option removes any explicitly set SRP, the SG 
will use the default SRP. 
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Host I/O Limits feature allows users to place limits on the front-end bandwidth and IOPS 
consumed by applications on VMAX3 systems.

Limits are set on a per-storage-group basis. As users build masking views with these storage 
groups, limits for maximum front-end IOPS or MB/s are distributed across the directors within 
the associated masking view. The VMAX3 system then monitors and enforces against these set 
limits.

The Host I/O Limits can be managed and monitored using both Solutions Enabler and 
Unisphere for VMAX.
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The benefits of Host I/O Limits are listed on this slide. Please take a moment to review them. 

Host I/O limits are beneficial whenever a VMAX3 array is shared among multiple tenants by 
enabling the setting of consistent performance SLAs. They prevent applications from using more 
than their allotted share of VMAX3 front end resources.
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For Cascaded Storage Groups, users may set up a cascaded SG configuration where there are 
optional limits assigned to each individual child SG. The parent SG may also have its own 
assigned limit. The sum of child limits may exceed the parent’s limit; however, the I/O rate of 
all child SG’s combined will remain limited by the parent’s limit. Also, the individual child SG 
limits may not exceed the parent’s assigned limit. 

Host I/O distribution is governed by the Dynamic Mode setting. The default mode is Never which 
implies a static even distribution of configured limits across the participating directors in the 
port group. The ‘OnFailure’ mode causes the fraction of the configured Host I/O limits 
available to a configured port to be adjusted, based on the number of ports that are currently 
online. Setting the dynamic distribution  to ‘Always’ causes the configured limits to be 
dynamically distributed across the configured ports, allowing the limits on each individual 
port to adjust to fluctuating demand. 

As an example if the mode is set to ‘OnFailure’  in a two-director port group which is part of a 
masking view, both directors are assigned half of the total limit. If one director goes offline, the 
other director will automatically be assigned the full amount of the limit, making it possible to 
insure the application running at full speed regardless of a director failure.
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Only one limit can be set per storage group, and devices in multiple storage groups can only 
adhere to one limit. 

At any given time, a storage group with a Host I/O Limit can be associated with, at most, one 
port group in any provisioning view. This means if the storage group with a Host I/O Limit is in 
a provisioning view with a port group, the storage group and port group combination have to 
be used when creating other provisioning views on the storage group. 

In most cases, the total Host I/O Limits may only be achieved with proper host load balancing 
between directors (by multipath software on the hosts, such as PowerPath). 
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Host I/O limits can be set with the symsg command when the SG is created or on an existing SG.

Options:

-bw_max – Limits the bandwidth specified in Megabytes per sec. The valid range for bandwidth is 
from 1 MB/Sec to 100,000 MB/Sec. NOLIMIT removes any set limits.

-iops_max – Limits the I/Os per sec. The valid range for IOPs is from 100 IO/Sec to 2,000,000 
IO/Sec and must be specified in units of 100 IO/Sec. NOLIMIT removes any set limits.

-dynamic – Sets the mode for the dynamic I/O distribution we had discussed earlier in this lesson. 
NEVER is the default.
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Port groups contain front-end director and port identification. A port can belong to more than one 
port group. On VMAX3 arrays running HYPERMAX OS one cannot mix different types of ports (i.e. 
physical FC ports and virtual FC ports) within a single port group. Ports must have the ACLX flag 
enabled – as discussed before ACLX flag is enabled by default.

Ports can be added and removed. When a port group is no longer associated with a masking view, 
it can be deleted. 

The SYMCLI example shown creates a new PG named PG_1 containing two front-end ports. 

Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User Guide for more 
details and options while creating and managing port groups with the symaccess command.
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These are some of the operations commonly performed on a Port Group. Port Groups can be 
renamed if needed. Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User 
Guide for more details and options while creating and managing port groups with the symaccess 
command.
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An initiator group is a container of one or more host initiators (Fibre WWNs). Each VMAX3 initiator 
group can contain up to 64 initiator addresses or 64 child IG names. Initiator

groups cannot contain a mixture of host initiators and child IG names. Thus an IG contains only 
host initiators or an IG contains only child IG names. 

One cannot mix different types of initiators (i.e. external Fibre Channel WWNs and internal guest 
Fibre Channel WWNs) within a single Initiator Group. In addition, all child IG names added to a 
parent initiator group must contain the same Initiator type.
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You can create an initiator group using the HBA’s WWN or a file containing WWNs or another 
initiator group name. Use the -consistent_lun option if the devices of a storage group (in a view) 
need to be seen on the same LUN on all ports of the port group. If the 
-consistent_lun option is set on the initiator group, HYPERMAX OS will make sure that the host 
LUN number assigned to devices is the same for the ports. If this is not set, then the first 
available LUN on each individual port will be chosen.

Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User Guide for more 
details and options while creating and managing initiator groups with the symaccess command.
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These are some of the operations commonly performed on a Initiator Group. Initiator Groups can 
be renamed if needed. Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI 
User Guide for more details and options while creating and managing initiator groups with the 
symaccess command.
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A Masking View is created by associating one initiator group, one port group and one storage 
group. So a masking view is a container of a storage group, a port group, and an initiator group. 
When you create a masking view, the devices in the storage group become visible to the host. 
The devices are masked and mapped automatically. Please refer to the EMC Solutions Enabler 
V8.0.1 Array Management CLI User Guide for more details and options while creating and 
managing masking views with the symaccess command.
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These are some of the operations commonly performed on Masking Views. Note that the 
symaccess backup command will back up the entire VMAX3 masking database.

Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User Guide for more 
details and options while creating and managing masking views with the symaccess command.
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This lesson covered an overview of auto-provisioning groups and Host I/O limits. We also 
introduced the SYMCLI syntax to manage auto-provisioning groups.
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This lesson covers host considerations related to storage provisioning. We will look at HBA flag 
settings and the commands to rescan the SCSI bus on common server platforms.
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In an earlier module we set the required SCSI and Fibre port settings at the VMAX3 Array Port 
Level. These are the common SCSI bus and Fibre port settings used by the common operating 
systems. The port flags settings can be overridden at the initiator or initiator group level. 

Storage Allocation using Auto-provisioning Groups



27Copyright 2015 EMC Corporation. All rights reserved.

VMAX3 arrays allow you to set the HBA port flags on a per initiator or initiator group basis. This 
feature allows specific host flags to be enabled and disabled on the director port.

To set (or reset) the HBA port flags on an initiator group, use the following SYMCLI syntax:

symaccess -sid <SymmID> -name <GroupName> -type initiator

set ig_flags <on <flag> <-enable |-disable> |off [flag]>

A flag cannot be set for the group if it conflicts with any initiator in the group. 

After a flag is set for a group, it cannot be changed on an initiator basis.

Please refer to the EMC Solutions Enabler V8.0.1 Array Management CLI User Guide for more 
details on overriding port flags with the symaccess command.
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After VMAX3  devices have been provisioned to a host by the creation of a masking view, the 
operating system on the host must be made to recognize the device. To accomplish this a SCSI 
bus rescan must be initiated from the host. The bus rescan commands vary from operating 
system to operating system.

The commands shown here are taken from the EMC Host Connectivity Guides. While they work 
reliably in most cases, they may not work for every version of a particular operating system. That 
is why it is advisable to verify the accuracy of these commands by checking the vendor 
documentation.
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Since there are several flavors of commercially available Linux, there are a variety of ways that 
the SCSI bus on those systems can be rescanned. The methods documented here are taken from 
the Linux host connectivity guide.
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In addition to the vendor supplied commands, EMC also has some commands in Solutions Enabler 
that are designed to scan the SCSI bus. The EMC commands are convenient to use but the vendor 
supplied commands are the most reliable.
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The CLI commands shown here are useful for rescanning the SCSI bus. The preferred method of 
using vCLI (esxcli) is to run it on a host that is network attached to the ESXi console. In addition, 
the VMware vSphere GUI can be used to rescan the SCSI bus.
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In the event a host adapter fails, or needs replacement, you can replace the adapter and assign a 
set of devices to a new adapter by using the replace action in the following form:

symaccess replace ‐wwn wwn ‐new_wwn NewWWN [‐noprompt]

symaccess replace ‐iscsi iscsi ‐new_iscsi NewiSCSI [‐noprompt]
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This lesson covered host considerations related to storage provisioning. We looked at HBA flag 
settings and the commands to rescan the SCSI bus on common server platforms.
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This lesson covers SLO based provisioning of VMAX3 storage using Unisphere for VMAX. We will 
show how Unisphere is used to manage auto-provisioning groups. We also show the use of the 
Storage Provisioning Wizard which greatly simplifies storage allocation.
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In Unisphere for VMAX, initiator groups are called Hosts. The hosts currently configured can be 
listed by clicking on the Hosts section button.. From Hosts view you can create new Hosts, Host 
Groups (cascaded initiator groups) or click on a Host and Provision Storage to the Host, set flags, 
delete, or view its details. The detailed view of a Host allows further actions. Hovering on the 
Hosts section button will also show the Create Host and Create Host Group common tasks. The 
Create Host button or Create Host common task launches the Create Host Wizard.
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In order to provision storage to a Host we first use the Create Host Wizard to create the initiator 
group for the Host. The Create Host wizard is available as a Common Task under the Hosts menu 
or by clicking on the Create Host button in the Hosts view.

Click on the Create Host link to launch the Wizard. Then select the WWNs of the HBAs of your 
host and click on the Add button to add them to the list. 

In this example our Host has already been zoned to the VMAX3 array and the WWNs of our host 
are listed and can be chosen. If a host is yet to be zoned one can type in the WWN into the Add 
Initiators field. 

One can optionally click on the Set Host Flags button to override any port flag settings.
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This is continuation of the Create Host Wizard. To set host flags one can click on the Set Host 
Flags button. In this example we want consistent LUNs so we have checked the Consistent LUNs 
box. One can choose to override any of the other port flags listed as well. In this example we are 
not doing any overrides. Click on OK to close the Set Host Flags dialog. 

To complete Create Host process one can add the task to a Job List or choose to Run Now.
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To view the details of a Host select the host in the host list view and click on View Details. The 
Host has two initiators and no Masking views. The Consistent LUNs option is enabled.

From the detailed view of the Host one can Provision Storage to Host, Set Flags, Delete or Modify 
the same. The Related Objects frame has various links depending on the Host. Clicking on the 
Initiators link will show a listing of the initiators in the host. 
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The Modify button allows one to add or remove initiators from an existing Host. Modify Host can 
be launched from the detailed view of a Host or from the hosts listing page.

To remove an initiator select the initiator from the lower half of the dialog box and click on 
Remove. To add a new initiator select an available initiator or type in the WWN in the Add 
initiators field and click on Add. Then Run Now or Add to Job List.
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The Provision Storage to Host wizard simplifies the process of provisioning storage to a host. The 
wizard will create the desired storage groups, port group and masking view. The storage groups 
are created with the required service levels, workload type and capacity. The wizard can create 
stand alone storage groups or cascaded storage groups. The wizard is typically launched from the 
context of a host (initiator group), either from the hosts listing or the detailed view of a host.
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In this example the Storage Provisioning Wizard has been launched from the context of an 
existing Host, hence the Host does not have to be specified. The title of the dialog includes the 
host we are provisioning to – Provision Storage to sun-88-31.

Type in a name for the Storage Group to be created. Click on Add Service Level if this will be a 
Cascaded Storage Group with Child Storage Groups. One can specify different Service Levels for 
each child storage group.

If one desires to simply create a Storage Group with devices then all one has to do is to specify 
the Service Level, Workload Type, Number of Volumes and Capacity.
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In this example the Add Service Level button was clicked once. This created two request entries 
as shown.

Type in the desired name for each of the Child Storage Groups. In this example one is named 
sun-88-31_app1 and the other sun-88-31_app2.

Use the Service Level Pick list to choose the desired SLO. In this example we will choose the 
Platinum SLO for the app1 child SG. 
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Use the Workload Type pick list to choose the desired workload type. In this example we will 
choose the OLTP  for the app1 child SG. 
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Finally enter the desired number of volumes and the volume capacity for each storage group and 
then click Next. We can see that we have created the request for two child storage groups. We 
have set the desired service level, workload type, number of volumes and volume capacity for 
each. The Avg. Response time column indicates the expected response time for the selected 
service level and workload type. The volume capacity units can be specified in TB, GB, MB or Cyl 
by clicking on the units selector.

One can also set the Host I/O Limits if needed.
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To set Host I/O Limits click on the Set Host I/O Limits button. Set the desired values in the Host 
I/O limits dialog and click OK to return to the Provisioning wizard. Then click Next.
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In the Select Port Group screen one can choose an existing Port Group or create a new one. In 
this example we are creating a new Port Group – edit the name of the new port groups as 
needed. Click Next.

Note that ports that an HBA are zoned to show up automatically. One can click on the “Include 
ports not visible to the host” to show all ports and choose them if necessary.
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The wizard will show the Port Group recommendation dialog if the port selections do not match 
the recommendation. In our example we had chosen only two ports in the port group, hence the 
recommendation dialog pops up. Click on OK to dismiss the dialog and continue with the 
provisioning process.
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On the review page click on the Run Suitability Check button to see if the array can meet the 
Service Level Objectives for the provisioning request. In order for the Suitability check to work 
the VMAX3 arrays must be registered for performance data collection. The review screen also 
shows the names of the Storage Group, Host and Port Group. The Masking View name can be 
edited as needed.
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In this example the green check mark indicates that Service Level Objective for provisioning 
request will be met.

Click on the Add to Job List to add the Provisioning request to the Job List.
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The Job has been successfully executed. The provisioning task will either find existing devices or 
create new devices as needed to satisfy the provisioning request.
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To see a listing of all masking views click on Masking View in the Hosts menu.

The new masking view sun-88-31_mv is listed. Select the masking view and click on View 
Connections to see detailed information about the view.
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Storage group management is done via the Storage Groups Dashboard. Click on Storage section 
button to see the Storage Groups Dashboard. The dashboard displays SLO Compliance, a listing of 
Storage Groups and the Demand Report for the various SLOs. In this lesson we will focus on 
managing storage groups. Click on the Total icon in the top left to navigate to the Storage Groups 
listing.
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Click on the Total Icon in the Storage Groups Dashboard to see a listing of all the Storage Groups. 
From this view you can create new storage groups, modify storage groups, provision an existing 
storage group to a host, view details, set Host I/O limits etc.
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New storage groups can be created either by clicking on the Create SG button in the storage 
groups listing page or clicking on the Provision Storage to Host common task in the Storage 
section menu. Both will launch the Provisioning wizard shown on the screen. This wizard is 
identical to the wizard we saw earlier in this lesson, the only difference is that one has the ability 
to choose the host to which this storage should be provisioned as well. 
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To modify a storage group, select a storage group from the storage group listing and click on 
Modify to launch the Modify Storage Group dialog. Note that for cascaded storage groups, the 
dialog will always show the parent and child storage groups even if the modify button is clicked 
from the context of one of the child storage groups.

One can make the desired changes – i.e. Change Service Level, Workload Type or add more 
volumes, or add a new child by clicking on add Service Level.

One can run the Suitability Check when modifying storage groups. Once the desired changes are 
made add the job to the job list or run now.

Storage Allocation using Auto-provisioning Groups



56Copyright 2015 EMC Corporation. All rights reserved.

To set Host I/O Limits , select a storage group from the storage group listing and click on the 
more button (>>) and then choose Set Host O/O Limits to launch the dialog. Note that for 
cascaded storage groups, you can choose different Host I/O Limits on the parent and children.

Once the desired changes are made add the job to the job list or run now.
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To view the details of a storage group, select a storage group from the storage group listing and 
click on View Details. The detailed view of the storage group shows detailed information on the 
storage groups and has links to the related objects and to the performance views. The related 
objects has various links depending on the storage group. It will show the Volumes link – clicking 
on the volumes link will list the volumes in the storage group. Other possible related objects are, 
Child Storage Group (for a parent SG), Parent Storage Group (for a child SG), Masking View if the 
SG in in a masking view, SRP if the SG is a child SG or a standalone SG.

One can also modify the SG or provision this SG to a host from this view. Host I/O limits can also 
be set.
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Choose Port Groups in the Hosts section to show the list of Port Groups currently configured on a 
VMAX3 array. From this view, you can create new port groups or click a port group and delete or 
view its details. The detailed view of a port group allows further actions.
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To create a port group, click the Create Port Group button in the Port Groups view. 

In the Create Port Group dialog, type a name for the port group and select ports from the 
available list. 

Click OK to complete the creation of the port group. The new port group will be listed in the Port 
Groups view.
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To see the details of a specific port group, select it in the Port Groups view and click View Details.

You can Delete the port group from the detailed view. The details view also shows Host I/O Limit 
related information.

The Related Objects frame has various links depending on the port group. All port groups will 
have the Ports link. Clicking the Ports link will show a listing of the ports.

The other possible related object is Masking Views – This link will appear if the port group is part 
of one or more Masking views.
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Clicking the Ports link in the Related Objects frame of a port group will show the ports listing.

You can remove a port from the port group by selecting the port from the list and clicking 
Remove. 

To add ports to the port group, click Add Ports. 
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In Unisphere for VMAX, Masking View management is done from the Masking Views page. Select 
Masking View in the Hosts section to show the list of Masking Views currently configured on a 
VMAX3 arrays. From this list, you can create new masking views or click a masking view and view 
its details, view its connections, or delete the same. The detailed view of a masking view allows 
further actions.

As we have already see the Provisioning Wizard will create masking views as part of the 
provisioning process as well. Creating a masking view from this page requires the manual 
selection of Host, Storage Group and Port Group.
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As we have already see the Provisioning Wizard will create masking views as part of the 
provisioning process. However one can choose to manually create a masking view by clicking on 
the Create Masking View button in the masking view listing.

Creating a masking view requires the manual selection of Host, Port Group and Storage Group. 
The Host, Port Group and Storage Group must already exist.

In the Create Masking View dialog, type a name for the Masking View and pick an Initiator Group, 
Port Group, and a Storage Group from the list of available groups. Optionally click the Set 
dynamic LUNs button if you want to change the host LUN address. The Starting LUN number 
should be specified. Click OK to close the LUN address dialog.

Click OK to complete the creation of the masking view. The new masking view will be listed in the 
Masking Views page.
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The masking view connections page allows you to see all the components that make up the 
masking view. The connections page contains three tree lists for each of the component groups in 
the masking view - initiators, ports, and storage groups.

The parent group is the default top-level group in each expandable tree view and contains a list of 
all components in the masking group including child entries which are also expandable. 

To filter the masking view, single or multi-select (hold shift key and select) the items in the list 
view. As each selection is made, the filtered results table is updated to reflect the current 
combination of filter criteria.

This view can be extremely useful for troubleshooting. As an example, you could filter the view by 
choosing only one of the initiators and one of the ports and see which of the initiators is logged in 
to the array. 
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To see the details of a specific masking view, select it in the Masking Views listing and click View 
Details.

Click the Delete button to delete the masking view. The Related Objects frame has links for Host, 
Port Group, Storage Group, and Volumes.

Clicking these links will show a listing of those objects.
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In this lab the Unisphere for VMAX Storage Provisioning wizard will be used to perform SLO based 
provisioning to an open systems host.
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This lesson covered SLO based provisioning of VMAX3 storage using Unisphere for VMAX.  
Management of auto-provisioning  groups with Unisphere was covered. We also showed the use of 
the Storage Provisioning Wizard which greatly simplifies storage allocation.
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This lesson covers SLO based provisioning of VMAX3 storage using SYMCLI. We illustrate with an 
example scenario.
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We will illustrate the storage provisioning with SYMCLI with the use of an example scenario. In 
this example we have an application server configured with two HBAs that required storage for 
two different applications. The service level requirements for the two applications are different. 
The server HBAs have already been zoned to a VMAX 100K array. To satisfy the requirement of 
different service levels we will provision storage to this server by using cascaded storage groups.
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We will perform these high level steps in the next few slides.
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Zoning of the HBAs to the ports can be confirmed by looking at the switch. In this example we 
use the symaccess list logins command to confirm that the servers HBAs have been zoned to the 
ports of the VMAX3 array.

We see that WWN 2100001b321e9dd5  is zoned to 1D:6 and WWN 2101001b323e9dd5 is zoned 
to 2D:6.
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We first create a file with the WWNs of the initiators. Then we create the initiator group with the 
consistent LUN option. We confirm the creation of the initiator group.
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We can use the symaccess show command to confirm that the initiator group has the correct 
WWNs
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We create a port group call app_server_pg with ports 1D:6 & 2D:6. We then examine is contents 
with the symaccess show command.
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We use the symdev list command with the –notinsg option to list devices on the array which are 
not in any storage groups. The output shows us a listing of devices of such devices.

The questions marks in the SA:P columns also indicate that these devices are not mapped to any 
front-end port. So we can safely assume that these devices are unused.

We use devices 0063:0066 for building the required storage groups.
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The storage groups are built as shown on the slide. Each child storage group is given the 
appropriate SLO and WL and populated with two devices. The parent storage group is populated 
with the two child storage groups.
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The symsg list –detail command shows the storage groups we just created. We also see that the 
child storage groups have the correct SLO and WL type set. We also see that the child SGs are 
shown as FAST managed while the parent is not shown as FAST managed.

Legend:

Flags:

Device (E)mulation  A = AS400, F = FBA, 8 = CKD3380,

9 = CKD3390, M = Mixed, . = N/A

(F)ast              X = Fast Managed, . = N/A

(M)asking View      X = Contained in Mask View(s),   . = N/A

Cascade (S)tatus    P = Parent SG, C = Child  SG,    . = N/A

Host IO (L)imit     D = Defined,  S = Shared, B = Both, . = N/A
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We finally create the masking view with the initiator group, port group and the 
parent storage groups we had recently created. We can now go to the application 
host and perform a SCSI bus scan to discover the newly provisioned devices.
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The symaccess show view command shows us the details of the masking view. The 
output is long so we have broken the display over three slides.

This slide shows the host initiators.
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The symaccess show view command shows us the details of the masking view. The 
output is long so we have broken the display over three slides.

This slide shows the port details.
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The symaccess show view command shows us the details of the masking view. The 
output is long so we have broken the display over three slides.

This slide shows the storage group details.
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A SCSI rescan was performed on the application server. The syminq output shows the 
four VMAX3 devices that were provisioned to this server.

The REV 5977 is the HYPERMAX OS version. The 25 is the Ser Num column represents 
the last two digits of the VMAX3 array SID. The other highlighted column shows the 
VMAX3 logical volume numbers of 63:66.
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In this example we will set Host/IO limits on a parent SG. We have set a bandwidth limit in this 
example, we have also set the dynamic distribution to always.
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The symsg list command shows the storage groups. We can see that that Host I/O limits are 
defined on the parent indicated by the D in he L column. The S in the L column of the child SGs 
indicate that the children are currently sharing Host I/O limits, there is no explicit setting for the 
children.

Legend:

Flags:

Device (E)mulation  A = AS400, F = FBA, 8 = CKD3380,

9 = CKD3390, M = Mixed, . = N/A

(F)ast              X = Fast Managed, . = N/A

(M)asking View      X = Contained in Mask View(s),   . = N/A

Cascade (S)tatus    P = Parent SG, C = Child  SG,    . = N/A

Host IO (L)imit     D = Defined,  S = Shared, B = Both, . = N/A
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In this example we are explicitly defining Host I/O limits on a child SG. There is an explicit setting 
on the parent as well. We have set a bandwidth limit in this example – this is less than that of the 
parent. The show output shows us that the bandwidth limit for this SG is 100 while that on the 
parent is 200.
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The symsg list command shows the storage groups. Here we see that the app2 storage group 
shows a B in the L column indicating that Host I/O limits are defined both on the parent and the 
child.

Legend:

Flags:

Device (E)mulation  A = AS400, F = FBA, 8 = CKD3380,

9 = CKD3390, M = Mixed, . = N/A

(F)ast              X = Fast Managed, . = N/A

(M)asking View      X = Contained in Mask View(s),   . = N/A

Cascade (S)tatus    P = Parent SG, C = Child  SG,    . = N/A

Host IO (L)imit     D = Defined,  S = Shared, B = Both, . = N/A
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One can execute symsg list –demand –by_pg command to view quota information sorted by port 
group. The –pg option limits the output to the specified port group. The –v option is supported for 
further detail.

The columns display all the available capacity and  IOPS quotas and bandwidth quotas enforced 
within port groups. 
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One can execute symsg list –demand –by_port command to view quota information sorted by 
front-end director ports. The –pg option limits the output to the ports in the specified port group. 
The –v option is supported for further detail.

The columns display all the available capacity and IOPS quotas and bandwidth quotas enforced by 
front-end directors. 
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VMAX3 arrays running HYPERMAX OS allow moving devices from one SG to another SG without 
disrupting host visibility for the devices. Moving a device to another SG will not disrupt the host 
visibility for the device, if any one of the conditions are met:

Moves between child SGs of a parent SG, when the view is on the parent SG.

Moves between SGs when a view is on each SG, and both the initiator group (IG) and the port 
group (PG) are common to the views.

Moves between SGs when a view is on each SG, and they have a common IG. They have different 
PGs but the same set of ports or the target PG is a superset of the source PG.

Moves when source SG is not in a masking view.

If none of the conditions are met, the operation will be rejected, but the move can be forced by 
specifying the '-force' flag.  Note that forcing a move may affect the host visibility of the device.

Devices moves between FAST managed SG(s), or between a FAST managed SG and a non-FAST 
managed SG, is permitted.

The symsg syntax is shown on the slide.
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VMAX3 arrays running HYPERMAX OS allows the conversion of a standalone SG to Cascaded SG or 
a Cascaded SG to a standalone SG to be performed non-disruptively. This allows FAST-Managed 
storage groups containing devices with a single Service-Level Objective (SLO) to be expanded to 
include devices in a second SLO, without disrupting the availability of those devices from host 
applications.   

To convert a standalone storage group to a cascaded configuration, the command supplies the 
name of the standalone storage group to be converted and the name of the new child storage 
group. Upon successful completion, the parent storage group retains the name of the standalone 
group and the child storage group is given the new child name. If the storage group starts in one 
or more masking views, at the end of the operation all of the views will be moved to the parent 
storage group. If the storage group starts with Host I/O Limits configured, these limits can be 
migrated to the parent storage group or to the child storage group. If the storage group starts as 
FAST-Managed, at the end of the conversion only the child storage group will be FAST-Managed.

To convert a cascaded storage group to a standalone configuration, the command supplies the 
name of the parent storage group to be converted to a standalone storage group. Note that this 
conversion is allowed only if the cascaded SG has a single child SG. Upon successful completion, 
the standalone storage group retains the name of the parent group. If the parent storage group 
starts in one or more masking views, at the end of the operation all of the views will be moved to 
the standalone storage group. If the parent storage group starts with Host I/O Limits configured, 
these limits will be migrated to the standalone storage group. If the child storage group starts as 
FAST-Managed, the standalone storage group will become FAST-Managed.
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The  “symsg convert –cascaded” command allows the non-disruptive conversion of a standalone 
storage group to a cascaded storage group consisting of a parent SG and a single child SG. If the 
standalone storage group has a Host IO Limit, then the user must specify if after the conversion 
the limit will be set on the parent or the child storage group. 

The “symsg convert –standalone” command allows the non-disruptive conversion of a cascaded 
storage group consisting of a parent SG and a single child SG to a standalone storage group. If 
either the parent SG or the child SG has a Host IO limit defined, it will be set on the standalone 
SG. But if both parent and child SGs have a Host IO Limit, the user must supply the host_IO 
option. 
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In this lab SYMCLI will be used to perform SLO based provisioning to an open systems host.
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This lab covers Cascaded Storage Groups,  moving devices non-disruptively between storage 
groups and changing the SLO on storage groups.
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This lab covers the management of Host I/O Limits.
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This lesson covered SLO based provisioning of VMAX3 storage using SYMCLI. We used an example 
scenario to illustrate the use of cascaded storage groups and the setting of Host I/O limits.
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This module covered storage allocation of VMAX3 storage to hosts using auto-provisioning groups. 
An overview of auto-provisioning groups, Host I/O limits and host considerations while allocating 
storage was presented. SLO based storage provisioning with Unisphere for VMAX and SYMCLI was 
covered in detail.
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This module focuses on monitoring and workload planning with Unisphere for VMAX. Unisphere for 
VMAX will be used to monitor SRP and SLO compliance. The workload planning features viz. SRP 
Headroom, Suitability Check and FAST Array Advisor are also covered.

Monitoring and Workload Planning with Unisphere for VMAX



2Copyright 2015 EMC Corporation. All rights reserved.

This lesson covers the monitoring to SRPs with Unisphere for VMAX. We will use Unisphere to look 
at SRP reports and the SRP utilization alert.
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Navigate to the Storage Groups Dashboard of a VMAX3 array by clicking on the Storage section 
button. The bottom right part of the dashboard shows information on the configured SRPs. For a 
given SRP one can see the allocated capacity. The capacity drop down can also be used to see the 
SRDF DSE and Snapshot allocated capacity. One can choose to check the Display Subscription box 
to see subscribed capacity as a percentage. In this example 1109 GB of the 28488 GB of usable 
capacity of the SRP has been allocated. 

The Demand Report in the lower half of the output shows the demand from the perspective of the 
various SLOs that are in use on the array. As an example one can see that 160.02 GB of Platinum 
SLO has be subscribed and 41.59 GB of Platinum has been allocated. One can click on the Reports 
links to see the demand reports from a Storage Group and Workloads perspective.

We will cover SRP Headroom in the Workload Planning lesson of this module.
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The Storage Group Demand report shows a listing of SGs and subscribed capacity in GB and the 
allocated % from the perspective of the subscribed capacity. This report can also be generated via 
SYMCLI:
C:\Users\Administrator>symcfg list -srp -demand -type sg

STORAGE RESOURCE POOLS
Symmetrix ID  : 000196800225
Name                     : SRP_1
Usable Capacity (GB)     : 28487.8
SRDF DSE Allocated (GB)  :     0.0
Total Subscribed (%)     :     4.6

---------------------------------------------------------------------
Snapshot

Subscribed      Allocated  Allocated
SG Name                             (GB)        (GB)   (%)    (GB)
-------------------------------- ---------- -------------- ----------
EMBEDDED_NAS_DM_SG                    105.8      105.8  99        0.0
vcenter-88-20_gk                        0.0        0.0   0        0.0
esxi-88-36_gk                           0.0        0.0   0        0.0
esxi-88-46_gk                           0.0        0.0   0        0.0
esxi-88-34_gk                           0.1        0.0   0        0.0
eNAS_SG                               100.0        1.6   1        0.0
vcenter-88-20_oracle                   40.0       40.0 100        0.0
vcenter-88-20_dss                      40.0       40.0 100        0.0
w2k8r2-88-62_gk                         0.0        0.0   0        0.0
w2k8r2-88-63_gk                         0.0        0.0   0        0.0
app_server_app1                        20.0        0.0   0        0.0
app_server_app2                        20.0        0.0   0        0.0
<not_in_sg>                           971.3      921.2  94        0.0

---------- --------- --- ----------
Total                                1297.3     1108.6  85        0.0
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The Workloads Demand Report shows the SRP demand for each of the SLOs and Workload types. 
Each row shows the subscribed capacity in GB, the subscription % as a percentage of the overall 
SRP capacity and the Allocated capacity in GB. This report can also be generated via CLI:

C:\Users\Administrator>symcfg list -srp -demand -type slo -detail

STORAGE RESOURCE POOLS

Symmetrix ID  : 000196800225

Name                     : SRP_1
Usable Capacity (GB)     : 28487.8
SRDF DSE Allocated (GB)  :     0.0
Snapshots Allocated (GB) :     0.0

------------------------------------------------
Subscribed      Allocated

SLO Name  Workload     (GB)   (%)      (GB)  (%)
--------- -------- -------------- --------------
Optimized      N/A      971.5   3      921.2  94
Gold        <none>      106.0   0      105.8  99
Gold           DSS       20.0   0        0.0   0
Platinum    <none>      100.0   0        1.6   1
Platinum      OLTP       60.0   0       40.0  66
Silver         DSS       40.1   0       40.0  99

---------- --- ---------- ---
Total                  1297.3   4     1108.6  85
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One can also look at the details of the configured Storage Resource Pools to see the details of 
Usable, Allocated and Free capacity.  The Service Level link will show the service levels available 
for this SRP. The Disk Groups shows the disk groups used by this SRP. Recall that each of the disk 
groups is pre-configured with Data devices of a specific raid type. The same information can be 
shown in SYMCLI:
C:\Users\Administrator>symcfg show -srp srp_1 -sid 225

Symmetrix ID             : 000196800225

Name                     : SRP_1
Description              :
Default SRP              : FBA
Usable Capacity (GB)     : 28487.8
Allocated Capacity (GB)  :  1108.6
Free Capacity (GB)       : 27379.2
Subscribed Capacity (GB) :  1297.3
Subscribed Capacity (%)  :     4
Reserved Capacity (%)    :    10
Usable by RDFA DSE       : Yes

Disk Groups (3):
{
----------------------------------------------

Usable
Speed   Capacity

#   Name                 Tech (rpm)       (GB)
--- -------------------- ---- ----- ----------
1 GRP_1_300_15K_R1     FC   15000    13412.1
2 GRP_2_600_10K_6R6    FC   10000    12875.6
3 GRP_3_200_EFD_3R5    EFD    N/A     2200.1

----------
----- Output Truncated ------------------------------------
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To configure Pool Threshold Alerts, click the Symmetrix Pool Threshold Alerts  button from the 
Home > Administration > Alert Settings page. 

For VMAX3 Arrays Alert Thresholds can be set on the Storage Resource Pools (SRP). The SRP 
utilization alert is enable by default with the default threshold policies shown.

Please note that the default threshold policies cannot be modified. To setup customized 
thresholds, click on the Create button. In the Create Thresholds Policies dialog, pick the 
Symmetrix system from the dropdown menu, then pick the category from the dropdown menu. 
Then, highlight the pools to which the policy should apply, and choose the threshold levels, then 
the OK button to create a customized threshold.
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This lesson covered the monitoring to SRPs with Unisphere for VMAX. We used Unisphere to look 
at SRP reports and the SRP utilization alert.
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This lesson covers the monitoring to storage group SLO compliance and storage group 
performance.
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As we had discussed in an earlier module the available SLOs and the expected average response 
time for each SLO/Workload type combination can be displayed as shown. Clicking on the Service 
Levels link in the SRP details page will bring up this view. In this example Bronze is unavailable 
because this array does not have any 7.2 K RPM drives. For SLO compliance a given storage 
groups response time must lie within the compliance range of an SLO/Workload type combination.
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The All Symmetrix – Home page as soon as you login to Unisphere for VMAX shows a summary of 
all the arrays managed by Unisphere for VMAX. The summary view of each VMAX3 array has 
various sections. One of the sections is the SLO Compliance section which shows SLO compliance 
of storage groups. The colors of the icons indicate the SLO compliance of the storage groups. 
Green represents Stable, Yellow represents Marginal and Red represents Critical. The numbers 
indicate the number of storage groups in each category. 

Clicking on the SLO Compliance link will direct one to the Storage Groups Dashboard for the array 
where one can look at the SLO Compliance in more detail.
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The top part of the Storage Groups Dashboard (shown on slide) shows icons for Total, Stable, 
Marginal, Critical and No SLO Storage Groups. Clicking on the icon will direct you to the 
appropriate listing. For example clicking on the Total icon will direct you to a listing of all the 
storage groups configured on the array. Clicking on Stable will direct you to the listing of storage 
groups which are performing within the SLO target. Marginal indicates that the performance is 
below the SLO target, while Critical indicates performance well below the SLO target. No SLO is 
the listing of storage groups on which an SLO has not been explicitly set. One may expect to see 
parent storage groups here, as SLOs are set on child storage groups and not the parent storage 
group.
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This is an example of a listing of Stable storage groups. To see the details of the SLO compliance 
of a specific storage group simply select the storage group and view its details.
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To view the details of a storage group, select a storage group from the storage group listing and 
click on View Details. The detailed view of the storage group shows detailed information on the 
storage groups and has links to the related objects and to the performance views. Any storage 
group  which is being accessed by a host will also show a Workload tab on the View Details page. 
Click on the Workload tab to see more details of SLO Compliance for a Storage Group. One can 
also click on the Analyze and Monitor link to look at the performance views in more detail. Clicking 
on the Monitor link will direct you to the EMC built-in performance Dashboard for the storage 
group.
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The Workload tab of a storage group shows details of SLO compliance. The display shows the SLO 
that has been set on this SG along with the expected compliance range. In this example the SLO 
is Platinum with an expected response time range of 2-7 ms. The actual response time for this SG 
in the last 4 hours and in the last 2 weeks has been less than 1 ms, as can be seen on the slide. 
As a consequence this SG is Stable as shown.

The Workload tab also shows the IOs per second and information on CPU/Port Load and Access 
Density skew. One can also click on the Performance links (Monitor and Analyze) to look at the 
performance data more thoroughly.

Please refer to the Unisphere online help for more information on the CPU/Port Load and Access 
Density Skew charts.
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Clicking on Monitor in the Storage Group Workload page directs you to the built in EMC 
Performance Dashboard for the storage group. In this example we are looking at the performance 
dashboard of a storage group called vcenter-88-20_oracle. One can look at different views within 
this dashboard – Utilization, Heatmap, Workload, FAST, IO Profile and Alerts.
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Here is an example of the Performance Dashboard for a storage group showing Workload. One 
can see the graphs in more detail by maximizing each graph individually.
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Here is an example of the Performance Dashboard for a storage group showing FAST related 
information. One can see the graphs in more detail by maximizing each graph individually.
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Here is an example of the Performance Dashboard for a storage group showing its IO Profile. One 
can see the graphs in more detail by maximizing each graph individually. One can click on 
Navigate to Analyze to go the Analyze page or click on Navigate to Details View to go back to the 
details page of the storage group.
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Clicking on Analyze in the Storage Group Workload page directs you to the Performance Analyze 
view for the specific storage group.  In this example we are looking at the Analyze view of a 
storage group called vcenter-88-20_oracle. The Analyze view presents a tabular view of various 
metrics. To create charts click on the Create Charts button. Or click on Navigate to Details View to 
return to the details page of the storage group.
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This Lab covers the monitoring of SRP and SLO compliance with Unisphere for VMAX.
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This lesson covered the monitoring to storage group SLO compliance and storage group 
performance.
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This lesson covers the workload planning features of Unisphere for VMAX, viz. SRP Headroom, 
Suitability Check and FAST Array Advisor.
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The workload planning features supported by Unisphere for VMAX are headroom indicator, 
suitability check and FAST Array Advisor.  These features allow the user to plan based on service 
level and workload. Headroom indicator gauges the remaining capacity per service level so a user 
can plan how many more workloads can be provisioned.  When the user is ready to provision, an 
suitability check can be run upfront to determine whether or not the capacity and the service level 
request can be met by the array.  The FAST Array Advisor feature can help determine if a given 
workload would be better suited on another array. 

To use the workload planning features the arrays must be registered for performance data 
collection.
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The SRP Headroom indicator in the Storage Group Dashboard  is useful for workload planning. It 
displays the space available for a particular SLO/workload combination if all remaining capacity 
was on that type.

The capacity for an SLO/workload combination indicates the amount that one can provision an be 
assured that the array would be capable of meeting the SLO compliance requirements.

In this example for this particular array and SRP at this specific time we can safely provision:

SLO/Workload Available Headroom Capacity (GB)

Optimized 11568 

Diamond/OLTP 1068

Gold/DSS 12081

Silver/None 12615
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Suitability Check is an optional step that can be performed by the Provision Storage wizard when 
provisioning storage to host or when modifying an existing storage group which is part of a 
masking view. The modification to the storage group could be the addition of more storage or a 
change to the service level/workload type. Suitability check determines if the VMAX3 array can 
handle the changes to the capacity and service level/workload type. Note that the provisioning 
process can be continued even if the suitability check fails.
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In one of the earlier modules we had seen the usage of the Suitability Check when provisioning 
new storage to a host with the Provision Storage wizard. The information is repeated here for the 
sake of completeness. 

Suitability Check is an optional step on the review page of the Provision Storage to Host wizard. 
Click on the Run Suitability Check button to see if the array can meet the Service Level Objectives 
for the provisioning request. In order for the Suitability check to work the VMAX3 arrays must be 
registered for performance data collection. In this example the green check mark indicates that 
Service Level Objective for provisioning request will be met.
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Suitability Check can also be run when modifying a storage group that is a part of a masking 
view. Any changes to the Service Level, Workload Type or the addition of Volumes will allow one 
to run the Suitability Check. In this example the we have add more volumes to one of the child 
storage groups.
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In this example the we modified the Service Level for one of the child storage groups. The 
number of Volumes is unchanged.
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The FAST Array Advisor wizard will guide you through the process of determining the 
performance impact of migrating the workload from one storage system (source) to 
another storage system (target). If the wizard determines that the target storage system 
can absorb the added workload, it will automatically create all the necessary auto-
provisioning groups to duplicate the source workload on the target storage system. The 
arrays must be registered for performance data collection. The supported array operating 
system environments are listed on the table on the slide.
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FAST Array Advisor can be launched from any Storage Group listing view.  To launch the FAST 
Array Advisor wizard select the storage group that you would like to migrate to a different array 
and then click on the more (>>) button and then choose FAST Array Advisor.

The storage group must:

Not be a child storage group. Only standalone or parent storage groups can be selected for 
analysis. If a parent storage group is selected, its child storage groups will be implicitly selected 
as well, and the analysis will apply to the entire collection of parent and child storage groups as a 
group.

Be associated with a single masking view.

Only contain FBA volumes. It cannot be empty or contain only gatekeeper volumes.

Be associated with a Service Level Objective (HYPERMAX OS 5977), or associated with a FAST 
policy (Enginuity 5874 - 5876).
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Before using the FAST Array Advisor wizard let us take a look at the masking view associated with 
the storage group that we want to migrate. The slide shows the masking view connections for 
masking view app_server_mv. The storage group app_server_parent will be used as the source 
storage group in the FAST Array Advisor wizard. We can see that the port group has two ports 
and the initiator group (Host) has two initiators.
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In this example of FAST Array Advisor both the source and target arrays are VMAX3 arrays 
running HYPERMAX OS 5977.  

Step 1: Select the target array from the Target drop down list, in the example shown the 
Unisphere for VMAX instance only manages two VMAX3 arrays, so only one array SID 483  is 
available as a target.  Once the target has been selected, choose the SRP and the SLO of the 
storage groups on the target array. 

One can see that the Wizard used the same names for the storage groups on the target array. In 
this example we have set the SLO on the target the same as the source.

Click Next to Choose Ports.
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FAST Array Advisor Wizard Step 2: Choose Ports. In this example the masking view associated 
with the source SG had a port group with two ports. So we have set the number of ports to 2. 
Also we will let the wizard pick the ports from all available ports. One can also choose specify the 
ports by clicking on the Specific Ports radio button. Click Next to go to Step 3.
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FAST Array Advisor Wizard Step 3: View Results. In this step the wizard performs a suitability 
analysis to ensure that the workload on the source SG can be handled by the target array. Click 
Next to go to the next step.
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FAST Array Advisor Wizard Step 4: Prepare Migration. This step shows a summary of what the 
wizard will do when the Finish button is clicked.

The wizard will create required storage groups populated with the appropriate devices, create a 
port group with suitable ports, create an initiator group with the same initiators as the source 
initiator group and finally a masking view with these groups. The names of groups and masking 
view will be identical to the source. Click Finish to allow the wizard to create these groups and 
masking view.
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The FAST Array Advisor sets up job list on the target array and starts executing the tasks as soon 
as the Finish button is clicked. The Create Masking View success dialog indicates that the Masking 
view has been created on the target . One can examine the new masking view. We can see that 
the initiators in the new masking view on the target array are identical to the source. The port 
group has two ports and the storage groups has the same number and size of devices as the 
source.
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FAST Array Advisor does not actually do the data migration, it prepares the target by creating the 
required devices, storage groups, port group, initiator group and masking view. The data 
migration has to be done. The initiators in the new initiator group need to be zoned to the ports in 
the port group.
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This Lab covers the workload planning features of Unisphere for VMAX.
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This lesson covered the workload planning features of Unisphere for VMAX, viz. SRP Headroom, 
Suitability Check and FAST Array Advisor.
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This module covered monitoring and workload planning with Unisphere for VMAX. Unisphere for 
VMAX was used to monitor SRP and SLO compliance. The workload planning features viz. SRP 
Headroom, Suitability Check and FAST Array Advisor were also covered.
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This module focuses on eNAS. We introduce the eNAS solution and cover the underlying 
HYPERMAX OS Hypervisor concepts that enable eNAS. We will also look at eNAS architecture, 
configuration considerations and management tools. 
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VMAX3 eNAS (Embedded NAS) is the only NAS solution for VMAX3 family of arrays.  Embedded 
NAS consists of virtual instances of the VNX NAS hardware incorporated into the HYPERMAX OS 
Architecture.  The software data movers and control stations run on virtual machines embedded 
within the HYPERMAX OS hypervisors.  Implementing eNAS creates a unified VMAX3 array. The 
VMAX3 unified solution eliminates the gateway complexity by leveraging standard VMAX3 
hardware and a factory preconfigured eNAS solution.

eNAS operates using VNX2 NAS Software.  All VNX2 NAS capabilities are available and functional 
in eNAS.  It also leverages VMAX3 data services with the exception of VMAX local and remote 
replication software such as SRDF and Time Finder.
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VMAX3 arrays with eNAS have to be ordered net new at the present time. The eNAS system 
arrives pre-configured with the a minimum of two control stations and two data movers and is 
network ready. eNAS systems require additional front-end I/O modules. The GbE modules allow 
external clients to connect to the exported NAS file systems. The FC module is optional and is 
used for backup to tape.

Before we look at the eNAS architecture we will first review the HYPERMAX OS hypervisor 
architecture that allows for eNAS to work within the VMAX3 array.
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The HYPERMAX OS incorporates a lightweight hypervisor that allows non-HYPERMAX  Operating 
Environments (i.e. Linux, etc.) to run as a Virtual Machine (VM) within a VMAX3.  These VMs run 
in the FA emulation.  We will discuss the HYPERMAX OS hypervisor architectural components in 
some more detail in the next few slides.

The MMCS is accessible to all embedded VMs on the VMAX internal network.  The MMCS is where 
the install images for the VMs reside.  The embedded VMs access the MMCS using TFTP to retrieve 
the staged install image during install, upgrade and recovery procedures. 

The Concierge is a background daemon which manages installation and upgrade operations for 
the embedded VMs.  The concierge takes its instructions from various other sources including 
Symmwin or other Concierges.  
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Within the VMAX3 each embedded VM(Guest OS) is provided with vCPU processing capability, 
memory, storage and network connectivity.

The RAM is allocated from mirrored director memory for the embedded applications during initial 
setup.  Once this memory is allocated it cannot be returned for general use online.  A portion of 
general memory is carved out and allocated to each VM.

Data storage is provided for boot and application data by using a Cut-through device (CTD) which 
acts like an HBA that accesses LUNs in the VMAX3 array.  

vNICs enable network access in and out of the container operating system.  
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Embedded application ports are virtual ports specifically provided for use by the VMs that contain 
the applications.  They are addressed as ports 32-63 per director FA emulation.  The virtual ports 
are provided to avoid contention with physical connectivity in the VMAX3.  As with physical ports, 
LUNs can be provisioned to the virtual ports.  There are two rules that apply with the mapping of 
virtual ports.  One virtual port can be mapped to only one VM.  A VM can map to more than one 
virtual port.  
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Data storage is provided for boot and application data by using a Cut-through device (CTD) which 
acts like an HBA that accesses LUNs in the VMAX3 array.  The CTD has two components to enable 
access to the LUNs through an FA port.  The first is the CTD Server thread.  This runs on the FA 
emulation.  It communicates with the CTD client in the embedded operating system.  The second 
is the CTD Client driver.  The CTD client driver is embedded in the host operating system and 
communicates with the CTD server running on the FA emulation.  An operating system running in 
a VM must have the CTD client driver installed to see the LUNs.  
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Hypervisor security for the HYPERMAX OS includes MAC address filtering and logically isolated 
network subnets.  When accessing the MMCS or various tools for the embedded VMs, SSC 
credentials authorize Global Services connectivity to the embedded VMs.  When handling 
embedded content, install images will be validated.  Access is limited to authorized services and 
network ports.
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The VMAX3 eNAS dramatically changes the traditional architecture of a VMAX and NAS solution. 
The traditional physical data mover and control station hardware is replaced with embedded VMs 
running on the FA emulation.

The graphic describes the eNAS system architecture for a single Engine VMAX3. There are 
primarily three interfaces through which an eNAS Guest interacts with the HYPERMAX OS. They 
are, CTD (Cut Through Driver), GOS BMC, and the vNIC.

CTD: The purpose of CTD is to allow a Guest OS (such as eNAS) to use VMAX3 host addressable 
devices as ‘native’ disks. The Guests will be able to treat a VMAX3 device (or multiple VMAX3 
devices) as if they were directly attached disk drives. 

GOS Baseboard Management Controller (BMC): Each Guests configuration in VMAX3 is associated 
with IPMI 2.0 compliant virtual BMC accessible (BMC being virtual service hosted by emulation for 
Container not be confused with the physical BMC of the Engine) using KCS and RMCP interfaces at 
distinct IP address. 

vNIC: The guest virtual interface supported by the Infrastructure which allows the Guests to 
communicate with other configured Guests instances and components of HYPERMAX OS *(like 
NAT gateway, SP and PXE boot server etc.).

The external connectivity to the Control Station Guests for management, from customer network 
is through a HYPERMAX OS component called the NAT Gateway which is part of the IM emulation. 
NAT: Provides translation services between external and internal IP addresses.

Connectivity to the NAS clients is provided using either 1GbE or 10GbE I/O Modules dedicated to 
the Data Mover Guests inside the Container.  There is also an option to use an 8Gb FC I/O Module 
for tape backup.  Access to the NAS management stack on the Control Station Guests uses NAT 
services provided by the virtual networking infrastructure of the VMAX3 array.   
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The slide lists the eNAS configuration considerations that must be followed with the current 
release (Q4 2014 SR).  Two control stations VMs and two data mover VMs are created by default 
when eNAS is selected.  Additional data movers can be added up to a max of four in the VMAX3 
200/400K.  The max number of data movers in the VMAX3 100K is two.  Data movers need to be 
added in pairs initially.  Additionally, all data mover VMs must have identical configurations.

At the current time existing VMAX3 arrays are not able to convert to an eNAS system.  Customers 
need to purchase an eNAS array net new.  In addition to this limitation, customers are not able to 
extend an eNAS configuration by adding I/O modules or data movers in the field.  
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There are configuration rules regarding the I/O modules that also must be followed.  There is a 
max of two modules for the VMAX3 100K and three I/O modules for the VMAX3 200/400K .  A 
minimum of one of the supported Ethernet I/O modules per Data Mover is required.  I/O modules 
must be in the same slot for each Data Mover VM.  A max of one I/O module per data mover can 
be configured for backup to tape.  

The following I/O modules are supported for eNAS:

• 4-port 1GbE BaseT

• 2-port 10GbE BaseT

• 2-port 10GbE Optical

• 4-port 8Gb FC (backup to tape)

eNAS Overview



12Copyright 2015 EMC Corporation. All rights reserved.

This table breaks down the eNAS component configurations by VMAX3 platform.  There are some 
additional items to note while viewing this table.  Data movers are to be added in pairs.  Disk 
space required for the eNAS configurations is the same for each platform, 680GB per NAS system.  
Finally, eNAS always leaves at least two I/O Module slots per engine for “block” I/O for standard 
VMAX3 operations.
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VMAX3 eNAS supports FAST and Service Level Objective (SLO) features.   All FAST managed 
storage groups are represented as mapped pools on eNAS.  If the Storage Group devices are 
created out of multiple disk groups, the disk technology type is “mixed”.  For single disk groups, 
the disk technology type is the physical disk type (ATA,EFD,FC).  Non-FAST managed devices are 
discovered as default SLO (DSL) devices and associated to the system defined pool (symm_dsl). 
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VMAX3 eNAS arrays use VNX2 8.x.x software version. All eNAS software is included with the 
standard VMAX Software, except for the optional software. The Unisphere for VNX management 
tool is bundled in the Foundation Suite or Unisphere Suite.   The local replication software, 
Snapsure, is bundled in the Local Replication Suite.   The remote replication software, Replicator 
for File, is bundled in the Remote Replication Suite.  Software such as Events and Retention Suite 
will be offered through an a la carte menu for VMAX3. Licensing for these software packages is by 
Right-to-Use Licenses only.  Management for eNAS has also been enhanced with the File 
Dashboard in Unisphere for VMAX  and enhancements to link and launch.
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Unisphere for VMAX includes a File Dashboard for VMAX3 arrays configured with eNAS.  The File 
Dashboard allows the user to perform the following tasks.

• View Capacity details

• View and manage block and file assets

• Displays the mapping of file systems to storage groups

• Allows for provisioning of storage for file systems

• Unisphere Link and Launch to Unisphere for VNX

• View Data Mover status

• View File Storage alerts
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This module provided an overview of the VMAX3 eNAS solution. We introduced the eNAS solution 
and covered the underlying HYPERMAX OS Hypervisor concepts that enable eNAS. We will also 
looked at eNAS architecture, configuration considerations and management tools. 
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This module focuses on VMAX3 eNAS management with Unisphere for VMAX File Dashboard and 
Unisphere for VNX. We will first use Unisphere for VMAX File Dashboard to provision storage to 
the eNAS Data Movers and then use Unisphere for VNX to create File Systems and Shares.
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This lesson covers the Unisphere for VMAX File Dashboard. We will explore the File Dashboard and 
then provision storage to VMAX3 eNAS Data Movers.
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The System Dashboard of a VMAX3 eNAS system will show the File Dashboard link in the array 
Summary section. Click on File Dashboard to navigate to the File Dashboard. You will be 
challenged for the Unisphere for VNX credentials the first time – enter the VNX credentials. 
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The Summary panel has icons which one can click to see information on the File Systems, File 
Storage Groups and File Masking Views.

The Capacity panel displays:

The free versus total capacities of the file storage groups – Virtual. 

The free versus total capacities for the file systems associated with the file storage groups on the 
storage system.

The Most Consumed Capacity panel displays the file storage pools with the most consumed 
capacity. 

The file dashboard also shows the status of the data movers and any file storage alerts.

One can provision storage to the eNAS data movers by clicking on the Provision Storage for File 
link. To go to Unisphere for VNX click on Launch Unisphere for VNX.
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The eNAS system is pre-configured with a masking view which gives the data movers access to 
the required control LUNs. The names of the default Host (initiator group), Port Group, Storage 
Group and Masking View are shown on the slide.

Clicking on the File Masking Views icon will list all the configures making views related to file 
storage. EMBEDDED_NAS_DM_MV is a factory pre-configured view. EMBEDDED_NAS_DM_IG is 
the default eNAS initiator group which contains all the data mover virtual HBAs. 
EMBEDDED_NAS_DM_PG is the default eNAS port group with all the virtual ports used by the data 
movers. EMBEDDED_NAS_DM_SG is the default storage group which contains the control LUNs 
required by the data movers. This view should not be deleted.

Clicking on View Connections after selecting the pre-configured eNAS masking view shows the 
detailed membership of each of the groups.
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The SYMCLI symcfg list –container command lists the eNAS Control Stations and Data Movers. 
One can see the port, CPU and memory allocation and the FA emulation that the VMs run on.
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We can look at the details of each of the data movers to see the vHBAs. Notice that the WWNs 
listed on this slide are members of the pre-configured EMBEDDED_NAS_DM_IG initiator group 
(host) that we saw a few slides ago. 
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The pre-configured eNAS masking view and storage cannot be used to create file systems. One 
has to provision storage separately to be used for the creation of file systems. The Provision 
Storage for File wizard is used to achieve this goal. The wizard will help to create a new storage 
group with the required service level and populate the same with thin devices which have the 
CELERRA_FBA emulation. One should use the pre-configured eNAS Host and Port Group. The new 
masking view will be created. The VNX NAS software will automatically create a Storage Pool with 
the newly  presented storage. One can now use Unisphere for VNX to create file systems and 
export the same as required.
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The Provision Storage to File wizard is similar to the Provision Storage wizard that we had seen 
when provisioning block storage. On the Create Storage page type in the name of new storage 
group. Choose the desired service level, workload type. Type in the desired number of volumes 
and specify the volume capacity. You can create a cascaded SG if needed by clicking on the Add 
Service Level button. One can optionally set up Host I/O limits as well. Click Next to proceed.
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One the Select VNX Host page select the pre-configured eNAS host (initiator group). Click Next to 
proceed.
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One the Select Port Group page select the pre-configured eNAS Port Group. Click Next to proceed.

eNAS Management



12Copyright 2015 EMC Corporation. All rights reserved.

One the Review page one can optionally choose to run the suitability check. To complete the 
provisioning process click Finish. This will immediately start the provisioning process.
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This is a continuation of the provisioning process from the previous slide. Click on Finish on the 
Provision File to Storage wizard starts the provisioning process. On can monitor the process in the 
Tasks in Progress screen. Once the tasks are completed a Success message will be displayed as 
shown. Click on Close to close this dialog.
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We click on the File Masking Views icon on the File Dashboard to see the File Masking Views. The 
newly created masking view is seen. One can select the same and click on View Details to see its 
details. The one can click on the Volumes link to see the volumes that are associated with this 
view.

eNAS Management



15Copyright 2015 EMC Corporation. All rights reserved.

The volume listing show that the thin devices have the CELERRA_FBA emulation. At this stage 
none of the devices have any allocations because file systems have not yet been created on these 
volumes.
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Once storage had been provisioned to the Data Movers one has to use VNX software for NAS 
management. Click on Launch Unisphere for VNX and then login to Unisphere for VNX with the 
appropriate credentials. Use Unisphere for VNX to create file systems and then export the file 
systems to clients as needed.
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This Lab covers the usage of the Unisphere for VMAX File Dashboard and allocation of storage to 
eNAS.
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This lesson covered the Unisphere for VMAX File Dashboard. We explored the File Dashboard and 
then provisioned storage to VMAX3 eNAS Data Movers.
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This lesson covers the management of VMAX3 eNAS file systems and shares with Unisphere for 
VNX.
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The process of provisioning File storage for access by users and applications can be broken into a 
few basic sections. For the purposes of this course, we will group the activities into four parts.

The first stage of our process focuses on networking for File services. The steps in this section set 
up IP interfaces as well as essential network services, such as DNS and NTP.

The next stage will deal with configuring Virtual Data Movers. The VDMs will be used to share VNX 
File storage, as well as provide portability to the File configuration.

The third phase of our process will deal with creating file systems. File systems can be made 
manually, or using VNX’s Automatic Volume Manager (AVM). This course will use AVM to produce 
our file systems.

The final stage makes the storage available to users and applications on the network, either for 
NFS or CIFS..

Please note that, although all of the steps presented in the module are essential, the actual 
sequence of steps is very flexible. What is presented in this lesson is merely one option for the 
sequence.

Note: In this lesson we will only focus on creating file systems and sharing (exporting) the file 
systems with clients. We will assume that the File Networking and Virtual Data Mover 
configurations are already in place. Extensive VNX File Storage Management Training is available 
from EMC Education Services.

eNAS Management



22Copyright 2015 EMC Corporation. All rights reserved.

The graphic shows the listing of Storage Groups in Unisphere for VNX for the eNAS system. All the 
FAST managed storage groups show up as mapped pools. The disk type will be Mixed if the SRP 
on the VMAX3 array is made up of different disk technologies and RAID types. In the previous 
lesson we had created an SG called Finance_eNAS and provisioned it to the eNAS system on SID 
225. We can see the same show up as a Mapped Pool  in the Storage Group listing in Unisphere 
for VNX.
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The properties of the mapped storage pool shows the SLO that was set on the Storage Group 
during provisioning. The Storage System lists the VMAX3 storage array.
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The Unisphere for VNX File System Wizard Can be used to create a new file system. Alternately 
one can go to the File Systems listing and click on the Create button to create a new file system. 
The first step in creating the file system is to select the data mover or virtual data mover. In this 
example we have chosen a virtual data mover which had already been configured. CIFS exports 
typically use Virtual Data Movers. Click Next to proceed.
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For eNAS systems select Storage Pool for the Volume Management type. Click Next to proceed.
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Select the storage pool from the list of available storage pools. In this example we have selected 
Finance_eNAS. Click Next to proceed.
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In the File System Info page type in a name for the file system and the desired capacity. Choose 
other options as needed. In this example we have typed in a name of FinanceFS and a capacity of 
20GB, we have also checked the Slice Volume option. Click Next to proceed.
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Optionally enable Auto Extend for the File System during creation time. It can be enabled after 
creation via the file system properties page. In this example we have not enabled Auto Extend. 
Click Next to proceed.

eNAS Management



29Copyright 2015 EMC Corporation. All rights reserved.

Setup file system quotas if necessary. In this example we are not setting any quotas. Click Next 
to proceed.
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Review the proposed file system creation and click on Finish. The review screen will show a 
success message if the process was successful. Click Close to close the dialog.
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The File System Wizard has created the file system called FinanceFS and mounted the same on a 
mount point with the same name.
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The file system properties shows the Storage Pool and the SLO and the VMAX3 disks.
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To create a CIFS share navigate to the CIFS Shares listing page and click on Create. In the Create 
CIFS share dialog choose the data mover or the virtual data mover. Give the share a name, select 
the file systems that needs to be shared and the path that will be shared. Typically one may not 
share the topmost level of the file system. In this example we are sharing a folder under the top 
level as show in the path field. If a CIFS server is not selected, all available CIFS server will be 
used. Click OK to complete the creation.
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The CIFS share has been created. The FinanceFS share can now be mounted from any CIFS 
client. Mount of the share from a CIFS client is not shown in this lesson.
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To create a NFS export navigate to the NFS Exports listing page and click on Create. In the Create 
NFS export dialog choose the data mover. Give the export a name, select the file system that 
needs to be exported and the path that will be shared. One can optionally restrict access to 
specific hosts or make the export read only. Click OK to complete the process.

Mount of the export from a NFS client is not shown in this lesson.
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This Lab covers the usage of Unisphere for VNX to create file systems and shares on the eNAS 
system.
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This lesson covered management of VMAX3 eNAS file systems and shares with Unisphere for VNX.
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This module covered VMAX3 eNAS management with Unisphere for VMAX File Dashboard and 
Unisphere for VNX. 
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This module focuses on management of VMAX3 storage in a virtualized environment. We will 
cover the management of virtual servers with Unisphere for VMAX and describe the EMC VSI for 
VMware vSphere Web Client features for VMAX3 arrays.
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This lesson covers Virtual Server Management with Unisphere for VMAX.

Management in a Virtualized Environment



3Copyright 2015 EMC Corporation. All rights reserved.

Using Unisphere for VMAX one can discover VMware ESX/ESXi hosts and Microsoft Hyper-V 
servers. Once the Virtual Server is discovered one can view its details and also add storage to a 
VM. We will take a look at some of these features in the next few slides.

Virtual Server management is done under the Hosts section. Hover over the Hosts section button 
and select Virtual Severs to see a listing of all the discovered virtual servers. This page is also 
used to add new Virtual Servers.
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To add a new virtual server click on the Add VM Server button in the Virtual Servers listing. In this 
example we are adding a VMware ESXi host. In the Add New Server dialog enter the IP Address 
and login credentials. Choose the Server Type, this can be VMware or Hyper-V. Check the 
Retrieve Info box and then click OK. This will initiate the discovery of the Virtual Server and also 
gather information about it.
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To see the details of a specific Virtual Server select the server in the Virtual Server listing and 
click on View Details. The details view has links to the VMs and Volumes on the specific Virtual 
Server. In this example we can see that the Virtual Server is a VMware host. This ESXi host is 
hosting 5 VMs and has access to 25 Volumes.

Clicking on the Volumes link will show a listing of all the Volumes accessible to this Virtual Server. 
A partial listing is shown on the slide. The volume listing also shows information about which VM 
is using a device and if the device has a datastore on it. The listing also shows the VMAX3 Array 
ID (Product Name is listed as Symmetrix).
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Click on the VMs link in the Virtual Server details view to see a listing of the VMs hosted on the 
Server. The VMs listing shows the VM name, OS, VM power state, number of CPUs  and the 
memory. To see the details of a specific VM, select a VM from the listing and click on View Details.
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To see the details of a specific VM select the VM and click on the View Details button. The details 
view of the VM has a link to the Volumes used by the VM. Click on the Volumes link to see the 
volume listing. The volume listing also shows the datastore name.
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The Add VM Storage button is available under the Volumes listing of a specific VM or in the 
Volumes listing of a specific Virtual Server.

Click on the Add VM Storage button to launch the dialog shown on the screen. Here, we have 
launched the dialog from the Volume listing of a specific VM.

Pick the VMAX3 array and then select the desired volumes from the list of available volumes and 
click on Add to VM. Then, click on OK. The volume will be presented as an RDM to the VM. The list 
of available volumes will automatically exclude devices which have datastores or those devices 
which are already presented as RDMs to a VM.
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This lesson covered Virtual Server Management with Unisphere for VMAX.
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This lesson covers the EMC VSI for VMware vSphere Web Client features for VMAX3 arrays.
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EMC Virtual Storage Integrator (VSI) for VMware vSphere Web Client is a plug-in for VMware 
vCenter. It enables VMware administrators to provision and manage the EMC storage systems 
listed on the slide for VMware ESX/ESXi hosts.

Tasks that administrators can perform with VSI include storage provisioning, storage mapping, 
viewing information such as capacity utilization, and managing data protection systems.

VSI consists of a GUI and the EMC Solutions Integration Service, which is the programming 
interface that provides communications to the storage and data protection systems. The 
administrator uses VMware vCenter Web Client to provision and manage storage. Please refer to 
the listed documentation for detailed information on the installation and configuration process.  
The deployment and configuration of EMC VSI for VMware vSphere Web Client is beyond the 
scope of this class.
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The EMC VSI plug-in will allow the discovery of VMAX3 arrays. One can provision datastores built 
on VMAX3 storage to ESX/ESXi hosts. The VSI plug-in will automatically provision VMAX3 storage 
to the ESX/ESXi host and create a datastore. The VSI plug in can also provision VMAX3 storage as 
RDM volumes to a virtual machine. The VSI plug-in will automatically provision VMAX3 storage to 
the ESX/ESXi host that the VM resides on and then it will map the new VAMX3 storage as an RDM 
to the VM. VSI will show the properties of the datastores and RDM volumes.

To provision and manage VMAX3 arrays, VSI requires the EMC SMI-S Provider (64-bit v8.0.1 or 
later). The ESX/ESXi hosts must have a masking view on the VMAX3 array. The VMAX3 array 
must be registered in EMC VSI.  
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These are the high level steps to deploy EMC VSI for VMware vSphere Web Client. Please refer to 
the EMC VSI for VMware vSphere Web Client Product Guide and 

EMC VSI for VMware vSphere Web Client Release Notes for detailed steps. In this lesson we will 
cover the registration of the VMAX3 array.
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To register a VMAX3 array login to the vSphere Web Client and then navigate to Home > vCenter 
as shown on the left most graphic. Click on Storage Systems under EMC VSI.

This will show a list of storage systems registered under EMC VSI. As the middle graphic shows no 
systems are register at this tile. Click on Actions and choose Register Storage Systems to launch 
the Register EMC Storage Systems dialog. Use the Storage System type pick list to choose VMAX. 
The specify the required SMI-S information. Enter the SMI-S provider host name or IP address, 
the SMI-S user name and password. Then click Retrieve Arrays to retrieve information about all 
the VMAX3 arrays known to the SMI-S provider.
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This is a continuation of the registration process. Select an array from the list of retrieved arrays 
and click OK to register the same. Click OK to close the success dialog. The Storage System listing 
will show the arrays that have been successfully registered. In this example a VMAX 100K array 
has been registered.
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EMC VSI can be used to provision a new datastore to an ESXi host with VMAX3 storage. In the 
vSphere Web Client navigate to the hosts and clusters view and then right click on a host or a 
cluster and then select All EMC VSI Plugin Actions and then select New EMC Datastore to launch 
the New EMC Datastore dialog. The dialog has a number of steps. In step 1 enter a name for the 
datastore and then click next.
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This is continuation of the New EMC Datastore dialog. In step 2 select VMFS as the type and then 
click next. Select the desired VMFS version in step 3. Select the VMAX3 storage array in Step 4 
and then click Next. 
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This is continuation of the New EMC Datastore dialog. In step 5 type in the number of volumes, 
the capacity of the volumes, select the SRP from the pick list and then select the VMAX3 storage 
group into which the volumes will be placed. Then click Next. Review the selection in the Ready to 
Complete step. Click on Finish to execute the provisioning task.

EMC VSI will send the provisioning request to the VMAX3 array via the SMI-S provider. The array 
will receive the request and create the desired number of volumes with the specified capacity and 
add them to the selected storage group. Once the array has completed its task. EMC VSI will 
rescan the ESXi host and then create the datastore on the newly presented devices.
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The newly created datastore is now available to the ESXi host.

Management in a Virtualized Environment



20Copyright 2015 EMC Corporation. All rights reserved.

The properties of the datastore created on VMAX3 storage are shown. EMC VSI provides two 
tables with information specific to the VMAX3 storage array. The Storage System table indicates 
that the datastore resides on a VMAX 100K array SID 225.  The Storage Device table has 
information on the SLO, Workload Type, Storage Group, SRP etc.
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EMC VSI can be used to provision new VMAX3 storage as RDM volumes to a VM. In the vSphere 
Web Client navigate to the VMs and Templates view and then right click on a VM and then select 
All EMC VSI Plugin Actions and then select New EMC RDM Disk to launch the New EMC RDM Disk 
dialog. The dialog has a number of steps. In step 1 select the VMAX3 array from which the RDM is 
to be provisioned and then click Next.
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This is a continuation of the new EMC RDM Disk dialog. In step 2 choose the desired Hard Disk 
Settings:

Compatibility Mode: Physical or Virtual – In this example we have chosen Physical which will allow 
the guest operating system direct access to the hardware.

Virtual Device Node: Select an unassigned node and move it to the box on the right by clicking on 
the arrow button. Choose multiple nodes if you want to present more than one RDM volume. In 
this example we have chosen to add two RDM volumes.

Disk mode is only applicable if the compatibility mode is virtual.

Click Next to continue the process.
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This is a continuation of the new EMC RDM Disk dialog. In step 3 type in the capacity of the 
volumes, select the SRP from the pick list and then select the VMAX3 storage group into which 
the volumes will be placed. Then click Next. 
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This is a continuation of the new EMC RDM Disk dialog. Review the selection in the Ready to 
Complete step. Click on Finish to execute the provisioning task.

EMC VSI will send the provisioning request to the VMAX3 array via the SMI-S provider. The array 
will receive the request and create the desired number of volumes with the specified capacity and 
add them to the selected storage group. Once the array has completed its task. EMC VSI will 
rescan the ESXi host and then assign these newly presented devices as RDM volumes to the VM.
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To see the properties on VMAX3 RDM volumes presented to a VM, select the VM from the tree 
panel from the Hosts and Clusters view or the VMs and Templates view. Then click on the Monitor 
tab and then the EMC Storage View tab as shown. One can see the RDMs listed. To see the 
detailed properties select one of the RDMs.
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This is continuation of the previous slide. Here we are showing the details of a specific RDM. EMC 
VSI Storage Viewer provides two tables with information specific to the VMAX3 storage array. The 
Storage System table indicates that the RDM resides on a VMAX 100K array SID 225.  The 
Storage Device table has information on the SLO, Workload Type, Storage Group, SRP etc. The 
Compression table is not applicable to VMAX3 arrays.
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This lesson covered the EMC VSI for VMware vSphere Web Client features for VMAX3 arrays.
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This module covered the management of VMAX3 storage in a virtualized environment. We looked 
at the management of virtual servers with Unisphere for VMAX and described the EMC VSI for 
VMware vSphere Web Client features for VMAX3 arrays.
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This course provided an in-depth understanding of configuration tasks on the VMAX3 Family of 
arrays. Key features and functions of the VMAX3 arrays were covered in detail. Topics included
storage provisioning concepts, virtual provisioning, automated tiering (FAST), device creation and 
port management, service level objective based storage allocation to hosts, and eNAS. Unisphere 
for VMAX and Solutions Enabler (SYMCLI) were used to manage configuration changes on the 
VMAX3 arrays. 
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This concludes the Training. Thank you for your participation. 

Course Summary
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