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Chapter

Getting started

This guide is for anyone who uses APG to create and view reports including people who:
* read, search for and store reports,

» set up, edit and schedule reports,

* have limited administrative access to some management features.

Topics

*  Welcome to APG - Watch4net
»  Supported browsers

* About the APG Web Portal

+ Key APG concepts

* Logonto APG

*  Where to get help
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Welcome to APG - Watch4net

The APG software suite is a versatile tool for monitoring and reporting performance data for all aspects of
your infrastructure. APG has modules that collect, aggregate and insert data into one or more databases that
the APG Web Portal uses to display reports.

2 The APG Web Portal offers a variety of
I i: MC reports that cover all aspects of your

performance data and infrastructure.

g - " o
Scheduled Reports
: |"'__"J Stored Reports You can also create your own reports or
customize pre-defined reports to suit your

Faworite Reports
e R needs.

& Device Summary
&% Transactions [ Services
4 @ Giobal Reports

|~ Dashboards

APG comes with pre-defined reports but you
can add report sets called SolutionPacks.
SolutionPacks are groups of individual
i Inventory reports that offer greater detail and insight
M@ Situations to Watch into specific technologies/vendors or address
1, Top-li Reports a common reporting theme.

¥ Service Level Repords

¥ Specific Report Samples

¥ Trending & Forecasting Anahysis
4 @& SolutionPacks

of EMC Watchdnet Health

APG offers a wide variety of report types, including standard tables, graphs, and specialized reports such as
map, topology, and mixed reports, which combine several reports on one page.

Tables . Graphs « Aggregated TopN . Misc. . Mixed
=" (mm ==y =8
= = % ] /
= e - ! = e
- = _ _ _ — Report editors can
list simple chart stacked chart horizontal bars baseline
TEEIIEE choose from many
I‘"ﬁ- A @ E -
gt L A_ — —~y —® @ > report types.
standard table bar chart stacked bars single horizontal bar icons ——
T ; eseeeno | ""_IF' mixed using defaults
L7 L N RN -
- T - | V= =
eveveoe X St - LY
metric-based table children-based chart status time ratio bars external = =
E \H ) overlay
adk h
interactive table per children charts heat map pie chart
.
]
N TP
gauge chart '_ S

topology -

higrarchy charts
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The APG Web Portal gives you a robust suite of user management tools. From its Administration area, you
can control users, profiles, roles and set who has permission to browse and edit reports and access parts of

the software, including its configuration modules.

Administration

arG Frontend Management
APG Portal

: Scheduled Reports
B Stored Reports
@ User Sessions
<g# Running Reports

2@ User Management

@ Users
ﬁ Profiles
:5 Roles

A user contains personal  information  (login,
password, email), is part of one profile (which defines
their global properties), and can have zero or more roles
(which defines their rights and report accesses).

A~ Centralized Management

ml Physical View
n:—-. Logical View
@ Packages
o~ Licenses
o Audit Logs
3 Central Configuration Repository
2l SolutionPacks

|8l

=# Data Enrichment
LJ Scheduled Tasks

|~ ReportPacks

@ List / Import ReportPacks

ReportPacks are pre-defined reports dedicated to 2
specific technology or vendor, including built-in metrics,
formuias and analytics.

1‘ Modules

Frontend

&° Formula Editor

ﬁ Outage Editor
ﬁ Real Time Grapher
ﬁ Management of Database Metrics

ﬁ Topolegy Management

Collecting

ﬁ: WIB Browser

34 SNMP Collector

ﬂ- Device Discovery
4 Transaction Collector

Miscellaneous

e Alerting
4k IP SLA Configuration
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Supported browsers

This guide assumes that you have the APG web application installed, configured and that you're using any of

these web browsers to access the portal:

Internet Explorer 6and7 Windows Browse-mode only
Internet Explorer 8,9and 10 Windows Full support
Mozilla Firefox Latest Windows, Linux Full support
Google Chrome Latest Windows, Linux Full support
Apple Safari Latest Mac OS X and iOS Full support
Apple iPhone & iPad Latest iOS Available App

Watch4net Web Portal Guide



About the APG Web Portal

The main page of the Web Portal displays a report tree, where reports are organized into parent and child rela-
tionships in a nested node hierarchy. In Browse mode you can click a node to display its report. In Edit mode

you can click a node to displays the report configuration.

A Mixed report in Browse mode

! B o~ |15 moons - [ oe ~

wﬂtc"{_ﬂﬁtSdmion& A0 OB RN o RN % CHpeS S

Dashboards / Datacenter Summary | -
{2 Screagied Repors cancal
] stared Regons
Jir Fanme Repams
I g Dce SuEnEry
% Transacions / Sences ® Operating Systems
4 @ Ciobal Raports
4 |+ Deshboards

I Jh Nestwark Summary solars = }__ -
l _ Dstecontar summan | Ll

I SAN SummaEny
I 4 Sendcs Summary
1 & Dhers Device Summary
|+ @ Operstor View
b W Executve View
b B ety Wl-ru;:;\m |—
% Sence Lol Repons
p B SRR o Wam
I e Top-N Repors
' wil Trending & Foracasting
% ReporiPacks

Sonday, Februzry 13, 201 1:00:00 A EST » Monday, Fenary 14, 201 10000 AMEST | Lasti Day

_ Linux = |
46.677%

I @ Wy Repors
|

AL

® Last day global availability || ™ Top Processor Utilization |

:»lqu_m.n::mw":\ow.
Se € | VR R e R e e

'?.
L Devics | 7 Devica Nams
IW | 4 | Usaps

ﬁm—m—a@z
;WiN—DS—WC‘I
WAN-FLESERVER1 101281058 | 37004
WAN-PL-M 182 1651012 | 18301

i
7 Davies | = CPU

10128720

10128103 |
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Key APG concepts

Nodes and reports

Nodes appear in the Report Navigation Pane on the left side of the screen. Reports appear on the right side
when you selected a node. You click a node to generate and see a report.

Parent-child relationships

Parent-Child relationships create a hierarchal report structure in which a parent node report is affected by the
expansion of the children nodes below it.

] ]

@ Operating Sysems

Data from child nodes can be shown in

@ Lasiday global availability parent node reports

4 @ Top Processor Uiilization
' Hosl, Wa-DS-280R 1
A Hosl, WaAN-DW-LDAP
< Hosl, WAN-FILESERVER 1

Expansion

Expansions dynamically create nodes whose values depend on the expanded property. For example, a node
that expands on device type (devtype) dynamically creates as many nodes as there are device types in the
collected data. A node that expands on device type and device name (device) dynamically creates as many
nodes as there are unique combinations of device types and device names. In this example, although there is
only one device type, there are several device names resulting in multiple nodes.

@ Top Processor Uiilization
2 (il SR e In this example there is only one
# Hos!, WanN-DW-LDAP device type: Host.
# Hosl, WaN-FILESERVER 1
# Hosl, WaHN-1F2247
& Hosl, Wan-IF2a7

& Hiosl, Wak-1F249

Filtering

Filters enable report editors to select the data that will populate the reports. Report browsers can also use
filters to search for reports. A typical use case is an expansion on device type. Although multiple device types
may exist, you can use the filter to limit the values in the report to one or two such as devtype is Host or
devtype is Router or devtype is not Switch.

With filters you structure the query
used to produce a report.

name is Availability

deviype is Host

name="Availahility’ & devilype—"Hosl'

Watch4net Web Portal Guide
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Log onto APG

Log onto the APG Web Portal from a web browser with access to the web server running APG. Verify your
login credentials with your APG administrator.

To log onto APG

1 Point your web browser to: http://[serverIP:port]/APG. The URL is case sensitive.
A typical default URL for logging into APG from the same system it is installed on is
http://localhost:58080/APG. Other APG modules are accessible through the browser's address bar, or
from the APG Administration area.

2 On the login screen, enter your user name and password and click Sign In.

I E M( :2' Your login environment contains the
settings configured for you by an

APG administrator.

? To access your settings, log onto APG
Lugin and click the Settings link on the top
menu.
User Name
Password
Sign In
\:ﬂfd.t.{lh net

APG automatically logs you off after four hours.

Watch4net Web Portal Guide
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Where to get help

EMC support, product, and licensing information can be obtained as follows:
Product information
For documentation, release notes, software updates, or information about EMC products, go to EMC Online

Support at:
https://support.emc.com

Technical support

Go to EMC Online Support and click Service Center. You will see several options for contacting EMC
Technical Support. Note that to open a service request, you must have a valid support agreement. Contact
your EMC sales representative for details about obtaining a valid support agreement or with questions about
your account.

Watch4net Web Portal Guide
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About APG reports

Topics

*  Overview of APG Reports
* About the report types

*  About Table reports

*  About Graph reports

* About Aggregated reports
*  About TopN reports

* About Baseline reports

*  About Icon reports

*  About External reports

*  About Map reports

* About Topology reports

*  About Mixed reports

* About Overlay Reports

* About report compatibility
»  Search for reports

* Use Advanced search

Chapter
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Overview of APG Reports

Reports are built from nodes which contain filters and formulas that define the metrics to display.

The report metrics that are displayed depend on the report type. Some reports show one line per metric,
some aggregate the value of multiple metrics on the y-axis to produce a single series per node and others

aggregate the values on the x-axis to produce a single value for the metric.

APG gives you powerful flexibility in how you display reports. You can sort columns, change the maximum
and minimum values on the y-axis, the types of lines and colors to use for plotted variables or toggle the
visibility of metrics for a graph. You can arrange the placement of multiple reports on a page. Graphs can use
two separate y-axis in a report to visualize two sets of variables that use different scales.

You can mark reports as favorites, store them for quick retrieval, schedule them for regular generation and
distribution, export them to a variety of formats or move them to My View, which gives you a one page view of

several reports.

All My Report My Wiew
My Reports | My View

Saturday, December 25, 2010 2:2

This is the My View report.

This node has been created avtomatically the firsttime you have selecied a repor element 1o be displayed in My View. As long as you don't move or rename this node, each fime you s2lect a new re|

10 be displayed ino My Wiew, itwill be added 10 1his page.

M Infrastructure /| Switches

26 AM EST Saturday, December 25, 2010 2:35:26 AM EST

Last 15 Minutes

cPru@ [Zcru @ - -
. T Memaory Memaory .
Device W TP W | = Model W . L oa (Over Awail
Location . o (Over N
{Current) | Period) (Current) | Period) o (Curn
\ . StDenis
WAN-PD-SWO3 | 10.128.1.42 | PowerConnecisdds | — 100
Office
WAN-PO-SWOE | 10128114 | PowerConnectsaas | S oS 100
Office
WAN-P)-RTR4 | 10.128.16 Stbenis s | 50 @ 100
Office
WAN-P)-RTR3 | 10.128.1.2 Stbenis oo @ sao0 | @ 100
Office
\ - StDenis
WAN-DS-QA 10.128.7.17 o a0 @ saon | @ 100
Office
WEN-PC- StDenis -
. 10.128.2 264 | 282X LV . o @ " ®| @ @ 10
swaoed Office
[<] I [*]

# Global Performance | Switch

CPU Usage Physical Memor:
Device = L H

(L] Usage (%)
FC- - -
o azz2s @ B4.84
WAN-PI-RTR3 s1.00 f @
WAN-DE-QA sooo f @
WAN-PI-RTR4 575~ @

L]

L]

Virtual Memory
Usage (%)

@ | £ Resulting Stress @&

Factor

65 * @
w7 1 @
5 1 @
e @

M| Datacenter Summary / Last day global
availability

M All [ Infrastructure

e Mumber

Domain | of

Roukrs
Switches

Physical
Servers

cihers

devices

33

@
Availability

o4 {current)

100.00 @

1o0.00 @
7167 @

a5.71 @

@

Availability
o (over
period)
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About the report types

Tables

' report list

standard table

metric-based table

T~

Tables are lists with columns that are fully customizable.

A report list is the simplest table you can define. Lists display child node names
and allow you to drill down to more specific reports. The report list is the default
report type.

A standard table also displays one row per child node. For example, if your child
node expands on device, your table will have one row for each unique device
name in your network. A metric-based table is like a standard table except it
displays the metrics available for the current node.

An interactive table allows you to control the display of an adjacent report.

See About Table reports.

T
ke
Graphs Graphs are reports that display the selected variables or values computed
through formulas over time.
A simple chart gathers variables from the currently selected node. This report
simple chart draws a single graph that contains all the variables over time.

i

bar chart
children-based chart

per children charts

hierarchy charts

A bar chart is like a simple chart except that it displays values as bars instead of
points. This report is compatible with the simple chart and baseline reports.

A children-based chart is like a simple chart except that data is taken from child
nodes instead of the current node. It displays a single graph with one metric per
child node. This report is compatible with the stacked chart and stacked bars.

A per children chart combines simple chart reports for each child into a single
report. This chart gathers variables from each child node and assembles them
into one graph per child. It produces as many graphs as there are children and
each graph displays all the child variables.

A hierarchy chart contains one simple chart report for each node of the tree. The
graphs are organized in a hierarchical way that follows the organization of the
tree.

See About Graph reports.

Watch4net Web Portal Guide
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Aggregated

.

stacked chart

b

stacked bars

EeFa@Q0a
CR-N-N-N-N-N-
eceooeo0
LB R R 2 NN

status

heat map
N

gauge chart

Aggregated reports are graphs that display data in an aggregated view.

A stacked chart displays one series per child on a stacked area chart,
aggregating metrics from the same child node. This report is compatible with the
children-based chart and stacked bars. A common use case for this type of
graph is stacking egress and ingress data to show the total amount of traffic.
Another use is to stack the total traffic for each router to show the total traffic for
a network, stacked by interface.

A stacked bars graph is the same as a stacked chart except that it displays
values in bars instead of connected points. This report is compatible with the
children-based chart and stacked chart.

A status report aggregates data for each child using the specified aggregation
function over the selected period. Each child node is displayed as a large
colored symbol with the aggregated value and the name of the node displayed.
Color thresholds can be defined.

A heat map report displays metrics in a two dimensional grid. Colors are used to
represent metric values. Any metric property can be used to determine the x and
y axis of the grid.

A gauge chart displays a single value at a time, which is the aggregation of the
selected children using an aggregation function over the selected period.

See About Aggregated reports.

TopN
ITT===TT

horizontal bars

= - 1
single horizontal bar

time ratio bars

pie chart

TopN reports are used to rank results or to present the information so that you
can easily compare metrics.

A horizontal bars graph aggregates data for each child using the specified
aggregation function over the selected period. The display is in percentage. This
report is compatible with the single horizontal bar and pie chart reports.

A single horizontal bar report uses the same data as horizontal bars but displays
the proportion of each child with regards to all children in a single line.

A time ratio bars graph is similar to horizontal bars but with bars decomposed
into stacked pieces. Each piece represents the percentage of time values lie in
given intervals. For example, metric A was between values 0 and 40 90% of the
time and above 40 10% of the time.

A pie chart is like horizontal bars but displays the result in the shape of a pie.
This report is compatible with horizontal bars and single horizontal bar reports.

See About TopN reports.
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Icons

it

'_.TI-':

- T
external

topology

Miscellaneous reports allow you to display information in creative ways.

A baseline reports displays two lines and a gray zone. The colored line is the
average value of the selected metric. The black line is the baseline and the
surrounding grayed zone represents the deviation from the minimum and
maximum value of the baseline. See About Baseline reports.

An icon report displays the icons associated with the children of this report. See
About Icon reports.

An external report displays the content of a URL such as an external web page.
See About External reports.

A map report displays each child node as a point on a geographical map. This
report is compatible with standard table reports in the display options, but the
opposite is not true: if the report is by default a standard table you cannot
choose a map report for it. See About Map reports.

A topology report displays a diagram that represents all or part of your network.
Network topologies are pre-defined in external XML files. See About Topology
reports.

Mixed

mixed reports

overlay

Mixed reports enable you to combine several reports in a single report page or
apply an overlay that displays events on top of a regular graph.

A mixed report uses the report type from any child node but retains the selected
time period and aggregation from the selected node. This report is compatible
with the mixed defaults report.

A mixed using defaults report uses the default report settings from any child
node. This report is compatible with the mixed report.

An overlay report displays events superimposed on top of a graph report and a
child table report listing a superset of events plotted in the overlays.

See About Mixed reports.
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About Table reports

A table report displays a table based on the columns you define. This type of report helps you quickly notice
problems through visual thresholds.

Transactions / Services / Transactions (lonix ACM)
Thursday, Sepiamber 15, 7011 510010 o'ciock PW EDT » Friday, Sephembas 18 2011 51010 o'clock PUEDT | Last T Day
This reprt ehows & el of Reme soned by applicabion names
&% piermprss fourd. Ssolaying F in 15 wi o |91 B 2 ¥ W B N W0 ML
- - TEP o) W | = Awg RT [ . & o + Avmilabary % @
% Sarver T4 r—— 0 % port | fmm) ¥ MaxRT {ms) @ _L'?:ﬂltllﬁ {aver period)
#AH-PH-ERF2 ssh WAET20 | 22 SAMLA & B Al O 100.00 & S
WAN-PVESX ] sah W12E118 |22 N [ N T —— 100,00 @ 00—
WAK-PL-U wimip 152 HEB 1042 | 25 T v 8| BT A 10000 & 00 —
WL PL K sah 12 e 1012 | 2 25V @ | 208 — A 18 100.00 @ 10000 oe—— G
E = microscft-de 10.124.7.20 e B e b A @ 10000 o0 —
Wik PLAWEB2 gah TE.TA129.156° 22 T v @ (222 . 100.00 & 00—
VAR-PL-SYN1 88 WAZBTT z z__ M. @ 3 A & 100,00 & 0 e—
WAK-PLWEBT hitp THT4 12156 B0 B BB VEE - M- 100,00 & 40 —
- SUNVED fip nisine | M .. o ) L@ 100.00 6 | 100000
WAMLPLE TN ash 10128 1 50 » Daax A & = L& 100.00 & o0 —
10.128.2.54 it pae M-ty 128254 445 . — 5 A S -
FPLH-PH-BHFZ isp 25 W o a8 Ml @ 100,00 & 00 —
WLH-SLINNH Bmans-broksr 4 aL _‘“1,..“ i @ 100,00 @ | 100000 ee—
WP SN =gl 55 2_ M-S R B 100.00 @ | 10000 e——
10,1288 111 fp 4| 0 L b @ 100.00 6 | 100000 eo—

You can define what each column displays such as availability or computed values on variables like the
average response time. Each line corresponds to a child of the selected report node except for reports with
no child which has one line for each variable. You can define what is displayed or hidden using the tree and
column filters. Table reports with children allow you to drill down to more specific reports when you click on a
line of the table.

Reports are paginated for fast display

A table can increase in size as children are added to the node. If the number reaches the paging limit, there is
more than one page for the report, which enables a faster display of the table. In reports with multiple pages,
sorting is performed on every value of the column, including ones that are not displayed.

Watch4net Web Portal Guide



|dentify thresholds at a glance

You can configure major and critical thresholds for the values in each column of a table report. When a
threshold is reached, the icon changes color. Green is normal, yellow signifies that a major threshold is
reached, and red means the critical threshold is reached.

% Device W $CPU B .

. | Using other value formatters
wan-pjrird.int. watch4net.net you can control the
wan_plmx1 int. watch4net net 9.71 background color of the

ents
wan-pw-bkp2.int. watch4net.net 8.85 cells.
W+ CPU &
wan-dl-zmarts ! |
wdn-pc-wap.int. watch4net net 0.00
971 &
wdn-pv-esx2 int. watch4net net
8.86 @&
wan-pw-crm0.int.watch4net.net 2.3
wdn-tlapgcluster2-vip.int watch4net.net 837
0.00 @
wan-dbweb.int. watch4net.net 17.85
wan-pw-crm01.int. watch4net.net 2N @
wan-thapgeluster2-vip.int watch4net.net 837 W
wén-dl-web.int.watch4net.net 17.85 @
T —

Filtering gives you only the values you want to see

i | < Server ( i D: A Click the filters icon to add filters to columns.

I )

WAN-PL-DEMD

WAN-PL-DEMO

You can visually see the filtered by information above your table.

filters applied Click cancel

to remove
- = / the filters
F f cancel

1:58:55 AMEDT | Last Day At any time you can revert to

the original report by clicking
cancel to remove the filters.

= Avg response time {ms) +~ Max response time (ms) =
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Popup graphs give quick access to problem events

If a problem is detected, you can click the value to display a graph that shows the value over the selected
time-range. The graph highlights the time and duration of the problem. Popup graphs are available for each
value in the table.

My Reports / Table

May 2012, Tuesday 1 » Wednesday 2, 2:34 PM EDT | Last 1 Day

20 elements found, displaying all elements. ¥
~ Name T +CPU & <CPU @ SCPU @ SCPU @ SCPU @ ZCPU @ kg
N [08 AM] [09 AM] [10 AM] [11 AM] [12 PM] [01 PM] % Location
wdn-plmodlint.watchdnet.net, PSR-wén- St-Denis
phmx1.int. watch4net. net/768 LO0JES 8.00 & 100 @ 200 @ BEIL (SO Office
w4n-d-web.int. watch4net.net, PSR-w4n- St-Denis

dlweb.int watchénet net/ 763 17.00 L) 18.00 L) 63.00 & 10,00 L) L 72.00 @ 11.00 ) Office

P o] .
TP — 100@| 100 @] StOes

B . . Office

: SEd L) P rE.:;Itnatcr:zﬂnlter
: 000@ | 000 @ ztfﬁ;:is

: 0008 1008@ gtf'gcf:is

: 1008 100@ gtf'gcf;is

: 1008 000 @ ﬁt#;;is

; 1008 000® gt;gce;is

: 0= A A A A " A A A " e e gtf_g;:is
Y 1251 12:53 1255 12:57 1259 13:01 13:03 1305 13:07 13:09 100®| 3000 @ gt{f[.}fe”is
P | | | | |

Lists

List reports are the simplest form of tables. There is no special setting for this type of report which simply
displays the name of the children nodes. You can drill down to a specific report if you click on the
corresponding name in the report list.

My Reports / List

Wednesday, February 22, 2012 10:36:11 AM EST

+ ReporizReguested

* Sessions

* QueryCacheHitRatio

# PropertyCount

* CurrentDeviceRatio

+ ScheduledReportzExecutionTime
* ReporisExecuted

¢ [eviceCount

& TntalSize
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Interactive table

Interactive tables are used to control the display of adjacent reports. This report type allows you to navigate
from one report to another while maintaining the list of available reports on the same page. The report, or
reports, displayed next to the interactive table correspond to the child or children of the interactive table.

Interactive table reports have these characteristics:

*  The interactive table report node must be the parent of the reports to be controlled,

*  The adjacent reports are what you would normally see with the drill down functionality of standard tables.
These can be constant nodes or nodes which are the result of an expansion,

* Interactive tables can be located in mix reports.

Interactive tables and controlled reports appear on the screen with a distinctive light gray border. The border
turns to black when you move the mouse inside the driving table.

w4n-plwebsupport1.int. watch4net.net

192.168.101.3

E i
¥ iMix
9 elements fiound play 0 25 30 10
% Device =P | Model | % Location 7 |+ Availability (%)@ | + Current Availability (%) @
wédn-pl-mx1.int.watch4net.net 192.168.101.2  HNet-SHMP Agent 5.1 | 5t-Denis Office
wi4n-pw-bkp2.int. watch4net.net 10.128.7.20 St-Denis Office
wi4n-pw-exh2.int. watch4net net 10.128.7.89 St-Denis Office
wi4n-pc-wap.int. watch4net net 10.128.1.10 AP1130 St-Denis Office
wi4n-pw-crmi.int. watch4net.net 10.128.7.242 St-Denis Office

Net-SNMP Agent 5.1

wi4n-tkapgcluster2-vip.int. watch4net.net | 10.128.1.254 C1500 Mentreal Datacenter
wi4n-di-web.int. watch4net.net 10.128.7.8 Net-SNMP Agent 5.1 St-Denis Office
wi4n-pldemo.int. watch4net.net 10.128.10.42 Net-SNMP Agent 5.1 St-Denis Office

St-Denis Office

® w4n-pl-mx1.int.watch4net.net
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About Graph reports

Graph reports plot variables along the x (time) and y (value) axes. Depending on the graph type, metrics can
be from the current node or children nodes. You can use timeseries graphs that display multiple metrics
related to a data selection or events that show only one series of values per event series.

Graph reports can also have two y-axes, with two different sets of metrics plotted against them.

Value and Baseline graphs

There are two kinds of graph reports: value and baseline. Both are available at any time on every node of the
tree, although baseline graphs require more than one week of data. Value graph reports are generated using
the properties of a selected node including its filter.

There are different ways to present these reports. A value graph report plots the values of the variables from
the selected node. The variables can be displayed in the legend with their colors and properties.

The display parameters for graphs use the hierarchy of the tree. Children reports use the children of a node
and create a node report for each child. Reports are displayed in the same order as they appear in the report
tree. A graph report explores the tree as deeply as possible to find every end point. These end points are
used to draw a node report. The entire hierarchy of the tree is kept for the presentation.

@ pw-exh2

45 -
40 -

2200 00:00 0200 04:00 06:00 08:00 10:00 12:00 14:00

= Currentltilzation {3 Currentlitilzation (% CurrentUtilzstion {3 = CurrentUtilzation (¥

Toggling values in graphs

Where values appear in the legend, you can toggle their display on the graph instead of showing all of them.

Using upper and lower bounds

You can modify the displayed range of values of your graph by changing the values for the upper and lower
bounds.

This is useful if values deviate only slightly and cannot be read because they’re within a narrow spectrum of
the value range on the y-axis. By applying bounds that limit the graph to the value range of the plotted
variables, deviations are resized to the full size of the graph and are easier to see. Upper and lower bounds
are applied only to the main y-axis if there are two y-axis.

Watch4net Web Portal Guide



Graph types

Graphs can be line graphs - simple chart - or bar graphs. If you choose to display a single metric using a bar
graph and specify threshold values, threshold colors will be used to draw individual bars. In the following
example, bars are drawn for each hour of data and thresholds are set to 0.5MB and 1.0MB.
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About Aggregated reports

Aggregated reports give you an aggregated view of underlying data. This type of graph is useful for
comparing indicators such as the bandwidth utilization for each interface of a router over a period of time.
APG provides aggregated report types that range from detailed to more aggregated.

Aggregated graphs use the children of a node to generate their series and display each one on the report.
An aggregated graph generated on a node whose children are s1, s2 and s3 will have three series: one for
indicators selected by s1, one for indicators selected by s2 and one for indicators selected bys3. If the node
does not have any children, the graph generates one series for each indicator selected by the node.

Because aggregated reports require data from regular time intervals, data aggregates of 5 minutes will be
calculated on the fly when reports are selected to be displayed using real-time values.

Stacked charts

The most detailed aggregated report is the Stacked chart. It displays an area for each child of a node, and the
areas are stacked on top of each other in the resulting graph. To enhance clarity, small areas are grouped
and aggregated in a section called Other, displayed in light gray. The legend lists the grayed variables so you
can enable them if you want to. Each area of a stacked chart is the result of the aggregation set in the report
options for the specified period, as many times as the period can fit into the time range.
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Watch4net Web Portal Guide



31

Status reports

A status report aggregates data for each child using the specified aggregation function over the selected
period. Each child node is displayed as a large colored symbol with the aggregated value and the name of the
node displayed. Color thresholds can be defined. Different symbols (squares, triangles, ...) can be configured.

|
Average CPU Utilization

wan-pw-bkp2int...  wdn-tlapgoluster... wdn-pl-mxt.intw..  wdn-dl-webintw... wdn-pl-demo.int....

2 &
widn-pw-exh2.int.... WaN-Fileserver1.... win-pw-omil.in... win-powapl.int... win-plwebsupp...

Heat maps

A heat map is a grid in which metrics that have similar values are grouped together in order to create "hot"
and "cold" areas. These values will be coloured according to the thresholds defined for them in the report
details section. Any combination of metric properties may be used to define the axes of this grid.
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Gauge charts

A Gauge chart provides you with a snapshot of the health of an indicator. Gauge charts display the absolute
aggregated value of a single indicator.

This chart uses threshold settings
to color code the range of values.
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About TopN reports

TopN reports rank results or present the information so that you can compare global statistics.

Horizontal bar and Pie charts

These charts are like Stacked charts, but also aggregate data over a time range. The charts retrieve the
same data, but instead of plotting a time series, they aggregate each series into a single value. Values that
are too small are grouped into an Other section displayed in light gray.

The resulting graph shows the relative proportions for each value as a percentage, along with the absolute
value over the computed total. On Horizontal bar charts, you can see the absolute value for each bar by
mousing over it. If the selected node has children, you can access them by clicking a series.
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Single horizontal bar graphs

A single horizontal bar report uses the same data as the horizontal bar and pie chart reports but displays the

proportion of each child with regards to all children in a single line.

Storage space distribution over a number of servers

0 25 50 75 100 125 150 175
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Time Ratio Bar charts

These charts are similar to Horizontal bar charts, where time series are represented by horizontal bars. With
Time Ratio Bars however, bars are decomposed into stacked pieces, each one representing a certain interval
of value. The lengths of pieces are given by the ratio of time the series lies in the corresponding intervals,
over the whole time range.

On the resulting graph, ratios are given as percentages, typically stacking to 100%. Like Horizontal bar
charts, further information about each ratio are displayed when mousing over it and clicking on a bar drills-
down to the corresponding child node if available. By default a limit over the number of bars is applied, only
the first series are displayed.

Like other aggregated reports, time ratio graphs require data from regular time intervals. Data aggregates of 5
minutes will be calculated on the fly when reports are selected to be displayed using real-time values.

W4N-DS-0A

W4N-FILESERVERL

W4N-PW-CRMOL

= = = Cfitica]l = = = major = == 0K
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About Baseline reports

A Baseline report displays one variable at a time, which you choose from the legend. You cannot choose raw
values as they do not contain enough information, such as the minimum or maximum values over a period.

Baseline reports use colored lines to display different kinds of information. The yellow line shown here
represents the average values for the collected dates. The black line is the baseline, computed from the
average values of the four previous weeks, which means that you cannot generate a Baseline report before
one week of use. The gray areas around the baseline represent the deviation of the minimum and maximum
values from the values used to compute the baseline. This gives you a way to identify abnormal usage.

= BRLEIINE

i & A " &
2-Nav, 00D 2-Navy, 1200 3-MNav, 00D 3-MNavy, 1200 4-Mov, 0
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& FastEthernetl, *** Vers WAN-P-A TR - Internal Network =**

About Icon reports

Icon reports display the icons of children nodes as the content of the report. This can be useful to simplify a
parent report where you just want to know what type of information child nodes contain.

My Reports / Icons

Thursday, March 15, 2012 3:38:30 PM EDT » Friday, March 16, 2012 3:38:30 PM EOT | Last 1 Day

|~ Graphs “ Home & Mail

Za\ ~
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About External reports

An External report displays the content found at the URL you specify. You can use ${property} to inject
property values into the URL, for example, http://www.mysearchengine.com/search?q=%{device}.

External reports give you a way to include something external from APG in a report, such as another system’s
dashboard or a fault management system. For security, your browser requests the web page configured in
the External report, so the request comes from your computer and not the APG server.

|
I
- All My Reports External Processor
Watclf{_.ﬁet Solutions
= External / Processor
I [i7] Scheduled Reporis
[~
[ Stored Reporis Wednesday, February 22, 2012 2:38:42 PM EST » Thursday, February 23, 2012 2:38:42 PM EST

{r Favorite Reports
I & Device Summary Web Images Videos Shopping News Maps More |
I* % Transactions / Services
I @@ Global Reports Processor
> % ReportPacks
4 @ My Reports Web Web Images Morev
4 B External
: RELATED SEARCHES ALL RESULTS
@ FileSystem
@ nterface Computer Processors
Intel Processors Intel Processors - Cheap - www.com/f
M 2
) Meimey Free Word Processar Compare Prices for 1000+ Intel Processors f

—_— MRl R oo

About Map reports

A Map report displays child nodes in a geographical map. Each child node must contain positioning
information in order to be mapped. This can be achieved through a property value or a manually entered
location.

¥ Device Map

WA4N-R ;l'H-1 |_Map | Sateliite | Terrain
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About Topology reports

A Topology report is a graphical representation of the devices on your network and how they are linked
together. APG gives you many ways to represent the topology of your network in reports complemented by
aggregated information such as performance metrics and event data. The topological characteristics of your
network can be gathered dynamically by collectors so that changes to hosts are automatically reflected when
the report is generated.

Topology report concepts

Displaying topology reports in APG involves using a dedicated database.

Topology database

A topology database contains the information used to represent the topology of your network, such as:
* relationships between key devices like routers and switches,

« what comprises a host, such as processors, memory, and interfaces,

» what topology groups devices are part of. For example, routers can be a part of Core Networking.

For information about the configuration necessary to use the information from the topology database, see the
APG-Topology-CLI.pdf Guide.

Topology report look and feel

All topology reports have a common look and feel. They can have a background image, icons to represent the
devices, referred to as nodes and visual attributes on the links, referred to as edges, about connecting
devices.

Nodes are the elements of a topology that represent a network section. Edges define the relationships
between nodes. A node can have none, one or multiple edges linking it to other nodes. Edges have arrows
from one node to another, which represent the flow. The elements in the report are plotted on a canvas, which
is composed of tiles called cells. A node can be on only one cell and a cell can have only one node.
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About Mixed reports

Mixed reports display several reports on one page. With Mixed reports you can combine the report types of
children nodes into a single report page.
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Types of Mixed reports

There are three kinds of Mixed reports, depending on how you want to use the information from the child
nodes:

Mixed report generates a report using temporal information from the selected node (the
parent) and the default report type from each child.

Mixed report using defaults | uses the default settings including the temporal settings and bounds of each
child.

Overlay report generates a mixed report that shows timeseries and events. Event data is
applied on top of a graph report in an overlay. This gives you a report where the
timeseries metrics are plotted on x and y axes or dual y-axes, and events are
shown on the same graph in prescribed zones.
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About Overlay Reports

Overlay reports are used to graphically display event based information on top of time-series. Events that
occur at discrete moments in time are represented as points. Events that have duration are represented as
lines or areas.

Event report overlays have these characteristics:
»  The event overlay report node must be a direct parent of a graph report and a table report,
«  The graph report can be any graph or aggregated report that shows all the results in a single graph.

When you select an event overlay report in the tree, both the child graph and table reports are displayed on
the page. You can mouseover an event to see its details. When you mouseover an event in the graph it is
also highlighted in the table report, and vice-versa.

You can filter the table to show fewer events, to correspond to the events you want to work within the graph.
The overlay report can have multiple overlays, each defining a different set of events to display. These
appear in the graph in user defined zones.

Zones are areas that span the x-axis with defined lower and upper bounds along the y-axis. For example, a
zone at the top of a graph can show one series of events, and another zone in the lower part of the graph can
show another series of events. This way, several series of events can be displayed and compared on the
same graph, along with their timeseries metrics.
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Werate  o07.115.08.251, .. HENUHIZENEN | iz ation Theeshold EST EST
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s IFW4N-PCRTR1M [Gi0/] HiahUfilizatinn | INdicates that the ument ufilization is greater than 2011/01/06 04;37:45 | 2011/01/08 05:12:05
'SR5S  1907.115.98.251, .. '@NTHI=EHEN || ilization Threshold EST EST
icates that the cument utilization is greater th 2011/01/08 04:51:32 | 2011/01/08 05:12:05
Interface  IF-W4N-PC-RTR/G [Tu0] [10.126.1.253] | HighWtilization | 1o et R DAMANO0 S A2 BB

UWtilizationThreshold EST EST
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About report compatibility

Some report types are compatible with each other so that if you configure a report to display one of the types,
you can easily change for one of the others in the Report Type section of the Display options.

[.Eﬂ Edit Mode 'y = e j[g Exports = | g Tools =~

| Display default display w || Display 1 hour + values '_"l ;: View in Full Page
Jsing  max ~ aggregation
I r ' « Time Range Quick Switch 4 =) Revert to Default Report
] Repao L i Ove last + 18 hours -
pie chart
| Apply
Rendering | static charts L

. r
Use this oplion to
swap from ane type
to a compatible
one.

For how to choose report options see Choose report display options. Compatible families are:
*  Simple chart - Bar chart - Baseline

+  Children-based chart - Stacked chart - Stacked bars

*  Horizontal bars - Single Horizontal bar - Pie chart

+ Standard table - Interactive table

*  Map - Standard table’

*  Mixed reports - Mixed using defaults

1.The Standard table is an option only when a report's default mode is Map. If the default mode is Standard
table, Map is not available.

Watch4net Web Portal Guide



41

Search for reports

You can use Search to quickly access a report without browsing the report tree. The Search box is at the top
of the Ul as long as it is enabled for your role.

l, Search -

To search for reports

1 Inthe Search box, type the keywords for the report and press Enter.
For example, if a server whose IP is 192.168.101.4 is having a problem, and you want to see whether its
services are impacted, in the Search box type 192.168.101.4 service, and press Enter. Each result is
displayed on a line. You can use Boolean search operators such as AND, OR and NOT to refine your
results.

2 To access a report click its title.

Et Edit Mode - , Search | 192 168.101 4 serdice
Results for 192.168.101.4 service
Fage 1 ol about 1,100 resuks et [
m, WaN-PL-FTP1, 55h, 192.168.101.4, 22
Al Perlnnmands: Seorecaids - Appication Sanmary - WaN-PL-FTP1 ash, 192,168 101 4, 27
i, WaAN-PL-FTPL, fip, 182.168.101.4, 21
Al Periomrancs Scorecards Apphcabon Summeary WaN.PL-FTPL Rp, 192160101 4, 21
1. Availability (%)
Al Perinmeans: Seornerms Appization Siammary WaN.FL-FTPL ssh, 192 1RR 1014, 27 L. Aundabilly 5]
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Use Advanced search

An advanced search creates a node with the search results. This is like creating and editing a new report
node, so it's recommended only for users who are familiar with report editing.

To perform an advanced search

1  Click the node in the report tree under which you want the search to be applied. If you want it to be
applied from the root, this is not necessary. You will not be able to save the resulting search results node
or adjust its settings if it is applied from the root.

2 Click the arrow next to the Search box to display the Advanced Search option.

Filter o
name is CPUUsage
devtype is Server
name=='CPUlU=sage’ & dewtype=="Server'
Expansion device |EE| =
Search Base search from root = | 2]

Apply

3 Add a Filter to specify what you want in the search results. See About the Filter Configuration Wizard.

4  In the Expansion box you can optionally enter properties to define how the node is expanded into
multiple nodes. For example, if you enter device, under the search results node there will be several
expanded nodes, each corresponding to a device. You can use the Property Selection Helper to choose
properties. See About the Property Selection Helper.

5 From the Search Base list, select where you want the search to be applied and results to appear. The
search results node is subject to filters on nodes higher up in the hierarchy. Choose one of these options:

+  Select search from root to add the search results node at the root.
+ Select search from the selected node to add the search results under the currently selected node.

A search results node is created as configured with the results from the filter, and optionally expanded as
configured.

NOTE If the search result node is not at the root, you can save it by entering Edit mode,
selecting the search results node, and clicking the Save button below the edit settings. If
you don't save the search results node is not available in subsequent sessions.

You can also edit its settings like other nodes. If it was applied at the root, its settings are
locked and cannot be edited.
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About Browse mode

You can use Browse mode for on the fly report generation. The parameters and options used to generate

reports are set up in Edit mode.

You can use the report tree to browse the tree architecture to see the reports you are interested in. Reports
displayed on the right usually allow you to drill down to more specific information. Individual bars, pie pieces

and table lines all allow the drill down operation. Many display options are available for each type of report.

Any options you modify are applied to the current report and saved for the session. You can revert to the

default settings at any time.

Browse mode is the default when you log on to the APG Web Portal. If you have access to the Edit mode and

are currently editing, click the Browse Mode button to enter Browse mode again
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About the Report tree in Browse mode

=) Scheduled Reports The report tree on the left of the page is a
B Stored Reports dynamic hierarchical tree you use to navigate

r Favorite Reports nodes.

;& Inventory
i & J You can browse the tree by clicking each
entry, the node icon, or the node name, which
displays its report in the page area.

¥ Application Summary
¥ Device Summary

¥ Interface Summary ) )

To expand or collapse nodes to view or hide

their children, click the arrow for the entry or
¥ Server Summary double-click the node icon or name.

J® situations to Watch

¥ SLA & Daszhboard

B Network Summary

You can resize the report tree panel by

ara Top-N Reports dragging its border.
gl Trending & Forecasting
4 @ Wy Reports Double-click the right edge of border to
[ Ny View minimize or restore the panel to its default
> File System Utilization (Linux) size.

M File System Utilization (Windows)

Report tree areas

Scheduled reports Reports that are automatically generated at a specified times.
See Schedule reports and Manage scheduled reports.

Stored reports A collection of saved binary versions of generated reports. Unlike reports
generated on the fly with data accessed each time from the database, these
are fully formed-in-time snapshots of a report and its data. See View stored
reports.

Favorite reports Links to other reports in the template section of the report tree. You can add
favorites as you browse the tree. See Save your favorite reports.

Templates Preconfigured templates accessed by all users. The reports a user has read
or read-write access to appear in the template area. Each of these reports is
common to all users who access them, so any change made to a report in
Edit mode is reflected everywhere.

My Reports Displays reports that are exclusively for the user. My Reports appears only if
you have read-write and custom report privileges, and a report has been
added to the My Reports area in Edit mode. See About My Reports.
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Use Dynamic graphs

Dynamic graphs give you a way of interacting with reports to display detailed data. With Dynamic graphs you
can mouse over a graph metric and a popup appears with the time and value of the selected point. Dynamic
Graphs are enabled on a per-graph basis.

o
331 Reset zoom
317
Memory Utlizaton (%)
254 2011118 13:50:00
24 50
204
T T T T T T T T
1510 13:20 13:30 1540 1350 14:00 1410 14:20
= = = maprB0a) = = = cnficyl @0.0)
sy biownid IT! [330Y upper bound 1:-5 B9XH7  Optimize Inuest Al :df
= Mamory Wilizalion [Ye)

To display a Dynamic graph
1 In Browse mode on the top menu click Display and from Rendering select dynamic charts.

, BT e - K e -

Display default deaplay w | Dimplay reaklma -« valses ': : : View in Full Page
Using averagps v agpregaiion
« Time Range Quick Swilch » o Revert to Default Report
Repor L L N Sk SR
Owver Last » 1 day -
simpés charl
r o - Apply
Fendenng ;| dynamic charts | =
i .‘yp_ — Rpload report
| stafic ch
Report Type Time Selection Actions
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Dynamic graph actions

Zoom in on the graph

Click an area with the mouse and the graph zooms to the area you select.
Click Reset Zoom to return the graph to its default zoom level.

Display only selected
metrics in the graph

Double-click a metric in the legend to enable it. This makes the other metrics
in the legend unavailable.

See a dynamic zoom and This displays an overview of the graph, and zooms on a selected focus of the

overview

graph.
1 Click the Zoom button at the top right of the graph.

2 From the overview at the bottom of the graph, select the portion of the
graph to zoom, and it is displayed on the top graph. The metrics are
displayed in the overview. If they are toggled on/off in the legend this only
affects the focused graph on the top.

3 To turn off the display of the overview, click the Zoom button again.

Note: This feature is not available in Pie or Horizontal Bar charts, or when you
view multiple reports at the same time in the page area.

Owvenview and dynamic
Z00m

nwer boond: I] spper bound: 0,525 Dgtemizs et All
& Uthers ¥ Dot Hadiod, fibisec ¥ FaslEEwrnsil fbiec w Dobl | Radicl 168, fbisec
& BV, Mbteer W Picowasur, Mleeec
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Customize graph metric

You can select metrics to be displayed in line graphs using options available from the browse mode. If you
are viewing a server generated graph (or static graph), click the metric label at the bottom to toggle its
selection and hit the apply button. Dedicated radio buttons allow you to select all or invert the current

selection.

97.5 =

90 =
o= 2012-03-22 17-38:28 " .

75 - ; iy -y Metric selection
67.5 = [ ¥ o

60 =
SR

—

45 =
37.5 = | | i =-0.25

30 - | i =-0.5
22,5 = ” --0.75

15 = . i

S k k I | : .=

- I | A .| |

Fpuap | W - . £\ v [\ =-125
A A A A ' A A A A
14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 :00 O08:00 10:00 12:00
lower bound: 0.0 upper bound: 100.0 Zy Al ) None () Auto (T Invert Apply :.;y’
= CPU1 - CPU2

If you are viewing a dynamic graph, there is no apply button as the action is instantaneous.

100 - 2
90 -
80 -
70 -
60 —
50 -
40 -
30 -
20 -

Sl AU

i i A i —— A i
15:00 18:0 21:0 00:0 03:00 06:00 09:00 12:00

lower bound: 0 upper bound: 100 Optimize Invert Al | 528

= CPU1 - CPUZ
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Browse mode also allows you to customize the look and feel of the displayed metrics.

To customize graph metrics

1

Display the report whose styles or colors you want to edit. You must access the report either on its own
page, or through the default view of a mixed report.

Click the Graph Customization button on the lower-right corner of the report.

Find the metric you want to change and modify its settings:

*  From the Width list, select a line width.
If the width is too thick, markers may not be clearly visible.

*  From the Curve list, select the regular line graph (default) or the spline option.

»  From the Marker list, select a marker type. Markers appear along the line where values have been
measured for the metric.

Click the rectangle to the right of the Color label.
Using the Color Picker select a color. Colors are updated live to the Chart Metric Customization.

To close the dialog, click anywhere outside the Color Picker, or click the color wheel at the bottom-right
corner.

Click the OK button to save your changes. Your color changes are applied to the metrics in the report.

Graph Customization
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Choose report display options

In Browse mode, you can adjust the display options of a report for the current session. This is unlike Edit
mode where the display changes are saved and become the report defaults.

Display options include:

*  report type
« the type of report to display
*  how multiple reports are arranged on the page
* whether a chart is static or dynamic

+ time selection
+ the type of aggregation the report uses

+ the time range

To change the report display options

1 In Browse mode select a report node from the tree.

2 Click Display.
The values that appear in the Display menu are the defaults for the selected node.

default display - reaktime  «- 7] . View in Full Page

average -
i = Revert to Default Report

last « 1day -
simple char
Apply
stabc charts -

3 From the Report Type area choose how you want to display reports.
Default display stacks one report on top of another, or you can choose to have multiple reports stacked in
rows or columns.
Note: If you select an option below the use a summary display, a little icon will be available on the top
right portion of the graph allowing you to show or hide the graph’s legend.

{default display A

default display

use a summary display
one report per line
two reports perline
three reports per line

4 Choose the type of report you want to generate.

*  Only the report types that are compatible with the default report are displayed.
You cannot choose another report type if no other is compatible. Reports that you can choose will
use the configuration settings of the report node for the new report type. For a description of what
reports are compatible, see About report compatibility.

»  For descriptions of the types of reports see About the report types.

5 From the Rendering list select whether you want to display static or dynamic charts. What you are able
to select here depends on what your administrator has enabled. For information about Dynamic charts
see Use Dynamic graphs.

Watch4net Web Portal Guide



51

6 From the Time Selection area choose the type of aggregation the report uses and the time range it

covers.
defaut display - reaktime 4] 52 Viewin Full Page
av E"H;f -
. ‘ =8 Revert to Default Report
lnst » 1doy -
Simpee Char
Apply
stabc charts - s
7  From the Display values list choose an aggregate time period.

Real-time values are aggregated as they are collected. Other aggregation time periods are available.
The defaults can be changed by your administrator. The defaults are:

* real-time: the real collected values
* 10 mins: 10 minute aggregates
* 1 hour: 1 hour aggregates
* 1day: 1 day aggregates
+ 1 week: 1 week aggregates

8 Aligned aggregates can also be available, which time-shift data from different time zones into the same
time frame, so that data occurring at 9:00 in one time zone is aligned with data at 9:00 in another. This
helps you compare data according to its effect on users in each time zone. Without using aligned
aggregates, data from different time zones is expressed in relation to the time zone of the report. For
aligned daily and weekly aggregates, days and weeks are delineated according to a 24 hour and 7 day
period where all the time zones are aligned. Without using aligned aggregates, days and weeks are

delineated according to UTC time.
The aligned time zone aggregates are:

+ real-time (aligned tz): the real collected values with aligned time zones
* 10 mins (aligned tz): 10 minute aggregates with aligned time zones

* 1 hour (aligned tz): 1 hour aggregates with aligned time zones

» 1 day (aligned tz): 1 day aggregates with aligned time zones

+ 1 week (aligned tz): 1 week aggregates with aligned time zones

9 Fromthe Using ___ Aggregation list choose the type of aggregation you want to use.

10 From the Time Range lists select the time period the report will cover. You can use the Time Range
Quick Switch arrows to choose the previous or next periods.

currert
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11 Choose a value from the Over field if you're using a custom range.

»  previous: selects the entire previous range. For example, the previous day is from midnight to the
midnight the day before, and the previous one month includes the entire month's time, so if it is now
September 10th the period would include all of August.

» last: selects one range back from now. For example, the last day extends from the current time back
24 hours, and the last month extends from the current day back a period of one month.

» current: selects the current range. For example, the current day extends from the last midnight
through to the current time and forward to the next midnight, and the current month extends from the
first of the current month to the last day of the month.

15 minutes
30 minutes
hour

& hours

week
mionth
year
custom
calendar

12 From the second field select a time range. You can choose a pre-defined value or period. For greater
accuracy, you can select custom or calendar.

« for calendar specify the start and end times of the report.

«  for custom specify a duration using numbers and units. There's no limit to the number of units, but
each unit can be present only once. For example, 1h45m is translated as 1 hour and 45 minutes.

13 To lock the time frame, click the lock icon. If you lock the time frame, the time selection parameters that
you chose are applied to every report you view during the current session. This is useful to have a
snapshot in time for comparing equivalent graphs for a device, for example.

14 From the Actions area choose the actions you want to take. Be sure to click Apply Changes or your
changes will not take effect.

defaut display - regkiime : . View in Full Page

average -
= Revert to Defoult Report

last » 1day -

Simpee char
Apply
stabc chars -

+ Choose View in Full Page to display only the contents of the reports currently in the page area in a
new browser tab or window, depending on the browser. Other user interface elements, including the
report menu, do not appear.

* Choose Revert to Default to revert the report to its default settings.
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Use report tools

The Tools menu gives you access to the Report Wizard and Real-Time Grapher, and has tools for printing,
scheduling, emailing, storing reports and adding them to your Favorites.

|ﬁ Real-Time Grapher 1> Show Report URL g Favorite this Report

Report Wizard

[}
o
o

[FESESEENRESEEE— |

I.Es'] Print this Report "',3 Schedule this Report
|ﬂ Store this report | =) E-mail me this Report

Actions

To access report tools

1 In Browse mode select a report node from the tree.

2  Onthe Report menu click Tools.

Report tools

Real-Time Grapher

Opens the Real-Time Grapher, which gives you real-time performance data
from any SNMP-capable device. See the Real-Time Grapher Guide for how
to use this tool.

Report Wizard Opens the Report Wizard that you can create a new report from. See Create
a report with the Report Wizard.
Show Report URL Replaces the current URL with the complete report URL. This enables you to

create a bookmark for this page or send the link to it.

Print this Report

Generates a print friendly report.

Store this report

Exports the report in a proprietary binary format and puts it in your stored
reports.

Add to Favorite Reports

Adds the current report to the Favorite reports. These reports are listed on the
top of the tree for quick access. See Save your favorite reports.

Schedule this Report

Displays a page where you can schedule the report for automatic generation
and sending. You can scheduled the report, for example, to be sent every
week on Monday at 8:00 AM. See Schedule reports.

E-mail me this Report

Generates the report and sends it as a PDF attachment to the email address
configured in your settings. To configure your email address see Edit your
user settings.
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Export reports

e

’L | PDF format

-
-, |
CSV format

=
XLS format PNG image ﬁgl SVG image

XML format

j
> 5|
XLS5 1 column =E=| JPEG image 5

B
=

To export a report

1 In Browse mode select the node for the report you want to export.

2 Onthe Report menu click Export.

Export formats

PDF document Creates a PDF and opens it in a window where you can save it or print it.

CSV format Exports the report in a CSV file. If this is a multipart report, each part is
prepended with a commented line containing the tile of the part. For graphs,
data is exported according to the graph type.

XLS format Exports the report in a regular Excel file. If this is a multipart report, each part

is exported in a separate sheet. For graphs, data is exported according to the
graph type.

If your report contains multiple metrics, the regular XLS format will export
each metric in its own pair of time and value columns. The XLS 1 column will
export all metrics one after the other in one pair of time and value columns.
This can be useful to easily generate scatter type graphs.

PNG, JPEG or SVG image

Creates an image of the report's first graph. If there is no graph on the
exported report, an empty image is generated.

XML template

Exports the report as an XML file so that it can be imported by another user.
The report node and its children are exported in the file. You can also import
the branch at a later time.
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Schedule reports

You can schedule reports to send at fixed times to a list of recipients. Because scheduled reports are created
from the current report and sub-report settings configured in Edit mode, be aware of any changes to the
report settings each time the report is generated. Whenever a scheduled report is generated it queries the
database for the latest data.

The maximum number of reports you can save is controlled by the Stored Reports restriction in the
Administration page. Do not store more reports than indicated there as the resulting reports may not be
saved.

After you schedule a report, you can go to Manage scheduled reports to edit the parameters that control
report generation.

To schedule areport
1 In Browse mode select the report you want to schedule.
2 On the Report menu click Tools > Schedule this Report.

3 Enter a name and use the graphic controls to select the schedule to be used for generation.

| X
New Scheduled Report

I :‘ Scheduling i Storage | Email Remote Transfer Alert j

| @ The following section defines the scheduling itself.

Hame Host L
Schedule Everyday = at| 00+ ;|00 3 | &
|
Active @
Save
y medificat
4  Click Save.

For more information on the available options, see Scheduled report properties.
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Manage scheduled reports

After you schedule a report, you can edit the parameters that control report generation. To schedule a report
go to Schedule reports.
To manage scheduled reports
1 To manage scheduled reports, either:
» At the top of the report tree click Scheduled Reports.
* Add a new scheduled report. See Schedule reports.

2  The Scheduled Reports Management page lists the scheduled reports.
To edit a report click it and click Edit.

o will be generated at the given rate, and then sent by email once finished. i

Click on a line to access the corresponding scheduled report information.

* Hame Hext Run Last Run Last Duration Status

INCHARGE-AM-PM Jun 8, 2012 12:00:00 AWM - - \3}

HARI AL P
&7 | Edit
& | Disable

] Launch now

@ | Delete
3 On the Editing Scheduled Report page, edit the properties.

Editing Scheduled Report

H f Scheduling i Storage | Email | Remote Transfer Alert —

@ The following section defines the scheduling itself.

Name: INCHARGE-AM-PM i
Schedule Everyday = |at| 00 = |:| 00 + &
Active e

Scheduled report properties

Scheduling

Name The name of the scheduled report.

Schedule Determines the intervals at which the report will be generated. For example
Every day at 00, 03, 06, 09, 12, 15, 18, 21 means the report will be generated 8
times a day, at intervals of 3 hours.

Active Set whether the scheduled report is active, and will be generated at the intervals
indicated or not. This is useful for temporarily toggling off report generation.
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Scheduled report properties

Storage

Stored

Set to stored or not.

Confirmation email

Sends a confirmation email that the scheduled report has been generated to the
email addresses listed. You can use comma-separated values, and aliases are
allowed if the configured SMTP server recognizes them.

Email

Formats Select the format you want to email the report in. You can select multiple
formats.

Recipients Enter a list of recipients where the scheduled report will be sent. You can use
comma-separated values, and aliases are allowed if the configured SMTP
server recognizes them.

Subject Enter a subject for the email. This is mandatory.

Message Enter a message for the email.

Remote Transfer

Remote location

If you don’t have a location set up, click New Remote Location. the remote URL

must be in this format:

*  Local: file:///somedir1/somedir2

*  FTP: ftp://lusername:password@][server|P:port#]/somedir1/somedir2. Make
sure that the ftp URL is absolute to the server root, not relative to the
provided user's home group.

*  CIFS: smb://lusername:password@[serverlP:port#]/somedir1/somedir2

*  CCM: ccm://lusername:password@registry:port/ccm-registry?service=Host-
filesystem

*  SFTP: ssh://lusername:password@[serverlP:port#]/somedir1/somedir2. The
username and password will be kept in clear in the APG master database.
When sent on the network, the connection type provider encrypts this
information.

Confirmation email

You can optionally enter confirmation email addresses. You can use comma-
separated values, and aliases are allowed if the configured SMTP server
recognizes them.

Alert

You can select Alerting Managers to receive the scheduled report.
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View stored reports

Stored reports are the binary representation of the reports in the Web Portal.

You can use stored reports for large reports that take a long time to generate. A stored report's data is
encoded in binary format so it is faster to display than runtime reports that retrieve their data on the fly each
time. You can use stored reports to get a snapshot of your data in time as the reports display the data that

was retrieved when the report was stored.

Stored reports are not a way to archive data. The binary format used to store them is not intended to be
compatible between APG versions. Upgrading your APG Web Portal is likely to invalidate your stored reports.

You can use stored reports as a scheduled report format, so you can automate their creation. This is
especially useful for reports you want to generate once a day or week and that are browsed frequently. In this
case, the current settings for the report node are used when the stored report is generated as a result of it

being scheduled.

Stored Reports Management

balow shows Me stored repaorts i

:  shared reports Mal was generated by a member of your Qroog

Siored repodis are napshod” reports, generaed &l & ceran point of ome They are specially usshul for
¥l S0 tham o
hedufed rep

FEpOrts you want io be gensrated once & day, week . and thar are browsed reguently

heavy

BOOFS .

10r

S Ccan also De used as a

NLB. Nothing will iappens i you by D delete 4 repart owned by a member of your group

D shibson robs | Metwork Sminmary |

= Saved ai Sunday, December 26, 2010 23637 AM EST

wned by you? e

Generams: Sunday, December 26, 2010 2:35°53 &M EST

Saved &l sunday, Decembes 26 2010 23637 AM EST

SLIMIMAry This version shows data between Saturday, December 25, 2010 2.35 53 AWM EST ana

December 26, 2000 2 3551 AM EST and took 2 453 secs 1o generale

Sinngard Reports [ Sarvice Level Reporis | |
Transactions | &pplications | Transactions (lomic ACM) | 1
Femoye All Save
moves all soied e apply modiboatione

DOintE in Oroher i avons Lnni

wmal, 50 yoll can autrale ey creabor

aen
esp

day

if vou have manualy perar i hal vour have scheduied B pari 511 ey gration ang the
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To view stored reports
1 Do either of these:
*  Click the report in the report tree.

+ At the top of the report tree under Scheduled Reports click Stored Reports.
The Stored Reports Management page shows the reports ordered by their generation date.

Stored report actions

View a report Click the graph icon at the right on the blue bars.

View report details Click the report name. The date and time when the report was first
saved is displayed. You can expand this information by clicking it to
show who owns the report, when it was generated and saved, and the
report summary.

Delete a report Click the trash can icon.
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Save your favorite reports

You can have quick access to reports by making them favorites.

To add areport as a favorite
1 In Browse mode select the report you want to add.

2 On the Report menu click Tools > Add to Favorite Reports.

To access your favorite reports

1 Expand the list of favorite reports by expanding Favorite
“ [ d ] Reports or double-click Favorite Reports.

[ Host distribution
[ MIE Browser

[ Mew switch #1

2 Display a favorite report by clicking it.

[ Mew switch #2

[ Problem server

To manage your favorite reports

g * )

[ Host distribution
[ MIE Browser

[ Mew switch #1

1  Click Favorite Reports.

[ Mew switch #2

[ Problem server

Favorite report actions

Edit the name Edit the name in the Link Name field and click the Save button.
Edit which report is Edit which report is referenced by this link thorough the Location field. Often
referenced this field is auto-populated when you add a report to the favorites. You can

enter a URL, such as to a peripheral module like the MIB Browser.

Generate and display a Select Use as Login Report for the report you want to see at startup.
favorite report when you log
on

Note: You can only choose only one report to display at startup so enabling
this option for one favorite disables it for another.

Do not have a report display | To have no report show up by default on startup, click Clear Login Report.

when you log on If you have specified a URL for the logon process, then Use as Login Report
is ignored.

Go to a report Click the graph icon to go directly to the report.

Delete a favorite report Click the trash can icon to delete a report. Favorites are not deleted until you

click the Save button.

Deleting a report does not remove the node from the tree, but only the
shortcut to it.
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Add reports to My View

My View gives you a place to view the reports you frequently refer to. My View appears under My Reports the
first time you add a report to it.

To add areport to My view

1 In Browse mode, while you're viewing a report, mouse over the top-right corner of a report, and click the
pin. The report is added to the root of My View.

b

|Create a link to this element in "My Yiew"

2 When you click My View, the reports under it are displayed in a Mixed report by default.

| Scheduled Reports
B Stored Feparts
Fayarie Reparis
W nfrestruchure
L4 Transeaciions f Appacanans
+ Deshboarcls
d i@ Starderd Reparis
4 B rventary A report you move to My View is linked to its
@ Distribution by Device Typs source report and retains its relationship with
“:I'lll!lrl'n!"-'l S Wersion |t
-“ Digiribudion By Mociel
ﬁ More Repors
£ Service Lovel Roports You cannot edit a report in My View, but must
JB Spuations to Watch edit the original source report.
&rn Top-M Reports
il Trending & Forecmsiing
4 @ My Haports
4 "N W
4 i@ Inventory

You can treat the nodes under My View, including the My View node, like other nodes in the tree, and copy
and paste nodes to or from My View, delete or create nodes, and edit the settings of any node. The individual
reports are only links to their sources.

You can cut and paste the My View node to another location in the tree, but when you add new reports to My
View, a new My View node appears under My Reports with the newly added report.
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About report parameters

When you select a report node in the tree in Edit mode, the page displays the parameters used to generate
the report. Unlike Browse mode, where changes you make are applied only to the selected report for the
current session, the changes you make in Edit mode are saved and apply to all users.

Parameters
Filtering & Expansion Controls the basic properties of the node and what will | About filtering &
be reported on using the filter and expansion criteria. | expansion
parameters
Report Configuration Controls the core settings that define the report, the About configuration
report type, which determines the settings in the parameters
Report Details, the time period of the report, and level
of data aggregation.
Report Details Controls the details for the report, which vary About report detail
according to the report type. parameters
Formula Manages formulas applied to the node. About formula
parameters
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About filtering & expansion parameters

Filtering & expansion affects the report node properties. You can edit the name of the report node, the filter
used for variable selection and other advanced settings.

H ‘;-. Filtering & Expansion i |ET_E Report Configuration L_j Report Details: Table ._,J‘ Formula i

= Wame WMy Reports @ i
* Flter Everything o
*
Use the fitter of this node for expansion only - @
Display Policy hide if the node is a leaf > @

* Expansion

@ The specified properties will be vsed for the expansion of the current node

Expand on every

Add a Property Switch to Input Field

» Advanced Parameters

» Child Mode Ordering

Name

Name is the name that is displayed in Browse mode, except if you use expansion. When the node is the
result of an expansion, its name is replaced by the expansion evaluation.

Unique identifier
This option is hidden by default. To get access, click the anchor icon at the right of the Name setting.

You can link between reports by using the identifier. When you paste a report as a link, you can use the
unique identifier if it exists. A unique identifier can be composed of letters, numbers, and the characters
period ( . ) comma (, ) dash ( - ), underscore ( _ ) or spaces. Report identifiers can also be used to define
report restrictions and to control branches to be skipped by the frontend search engine.

Filter

The Filter is the expression used to select the variables that make up the content of the report. Because the
filter determines the report's dataset, it is a vital part of the report configuration. There are several ways to
create a filter. If you know what properties and values you want to set, you can manually edit a filter, or you
can use the Filter Configuration Wizard to help you define the filter. See About the Filter Configuration
Wizard.
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Use the filter of this node for

Specifies how the filter is used. This is relevant only if an expansion and filter are configured.

Expansion only

applies the filter while expanding the node using the expansion. This means that
nodes that could have been generated through this field but that do not match
the filter will not be created. Selected variables are not affected by the filter.

Selection only

applies the filter after the node expansion. This means the expansion is
performed without taking the filter into account and each resulting node is passed
through the filter.

Expansion and
selection

combines both previous options. The filter of the node is used for the node
generation as well as each resulting node for the variables it selects.

Display policy

Always show the node

is the default behavior. The node is always shown in the tree.

Hide if no variable is
selected

hides the node if its filter doesn't select any metric.

Hide if the node is a leaf

hides a node if it doesn't have any children. This is especially useful with
expanded nodes, as they may expand into an empty list.

Hide if no variable is
selected or if the node is
a leaf

is a combination of the two previous functions.

Hide in Browse mode but
use for report
computation

is useful when defining a node that should be used for building reports above it
only, but not as a report itself (for instance, when chaining formulas).

Always hide this node

never shows the node. It is useful to temporary disable a report. This also
disables formulas applied to this report node.

Hide except when it's the
target of a link

hides the node, except when it is the target of a link.

Show this node only in
the tree and not in the
report

forbids drilling-down to this node from a parent report.

Expansion

Expansions enable you to create individual reports for each occurrence of a given property in the data that
you have collected. See About Expansions for more information.
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Advanced parameters

Use filter on unmatched variables

Use filter on unmatched variables creates nodes that use the variables the sibling nodes have not selected.
This kind of node can act as an Others or Unmatched node if no filter is specified.

{No {=|

For the edit node filter
For the resulting browse node filter

For the edit node filter Choose this in most cases, as it selects all the variables that are not
chosen by the sibling nodes with reference to the Edit mode filters.
For example, if a few sibling nodes select the same IP address, the
Other node selects all the other IP addresses. If there is no
expansion, there is no distinction between the Edit and Browse node
filters.

If there is an expansion, this setting returns the unmatched results of
the sibling filters as they appear in Edit mode. This differs from how
the resulting node filters are expressed in Browse mode, and gives
different results.

For the resulting browse node filter | Use this setting, for example, when you are using the Top-N for
events property to select a reduced set of results in the expansion, or
when doing complex expansions that result in a partial list of results.
In these cases, the unmatched results are evaluated against the
filters of the expanded nodes in Browse mode, so the result is all the
variables that are not chosen by any of the expanded nodes.

In both cases, the results are subject to any parent node filters.
You can use filters on these other variables that the node with the
unmatched option selects.

Disable report browsing

This blocks real-time report generation, which is useful for big reports that can't be generated in a timely
manner and should not run on-the-fly. As an alternative, these reports can be scheduled and stored.

If report browsing is disabled, when a user clicks a report node the most recent stored report for the node is
displayed. Otherwise a message appears that the report cannot be displayed.

Reports cannot be displayed if they or any of their children that are to be displayed in the parent report have
this setting enabled.

Node icon

If you want APG to choose an icon automatically, use the default icon.

Child Node Ordering

The last section lets you order child nodes either by position or by name alphabetically. Simply drag and drop
the children in the desired list before saving your modifications. You can rearrange items in the Order by
Position list, while items are forced into alphabetical order in the Order by Name list. This section does not
appear if there are not children nodes.
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About the Filter Configuration Wizard

The Filter Configuration Wizard helps you design report filters to select what you want to report on.

The Filter Configuration Wizard is available wherever a filter can be applied in APG, including in the Filtering
& Expansion tab of a report's edit settings, in a value column of a table report's edit settings, and when editing
formula parameters.

The filter editor has two parts:
» agraphical representation of the filter
« the filter expression

The two are linked so that you can view the location of the filter part on the corresponding representation.
Mouseover a filter part on either representation and it will, along with its corresponding part, be highlighted in
yellow. To edit a filter, highlight what you want to change and click it.

parttype is FileSystem amd

[+ Click to edit!
name s avanableSpace

parttype==FileSystem' & name=='AvailableSpace'

When you make a selection to edit, the edit menu appears. You can then refine (And), enlarge (Or) or Invert
the selection. You can also remove or edit the selected part of the filter either directly or using a wizard.

parttype is FileSystem amd
name ig AvailableSpace
And =
Cr = using a wizard...
Eclit using wizard | with an expression...
Edit expression a device type...

parttype==FileSystem' & nar

Ivert a device. ..

Remaove a component type...
a component...
a metric type...

Say you want to select the available space but the total storage size also. Choose Or and using a wizard to
get the Filter Wizard.
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Floase anter @ value Tor proparty name

N is ®

BuailableSpace

SlorageSize
Can

The Filter Wizard guides you with hints based on data stored in your APG database. For example, the Wizard
shows only the metrics that are related to file systems: Available Space and Storage Size. Then the predicate
name StorageSize is built by clicking the desired metric.

parttype is FileSystem
and

name is AvailableSpace
or name is StorageSize

partype=="FileSystem' & ( name=="AvailableSpace' | name=='"StorageSize' )
.

When you create a filter from scratch, the Filter Wizard first help you choose the fiirst property to filter on. You
can later change it if you click on the property name.

Pleaze enter a value for property device

derice iz |W4N-Q'I.-"J-'I.-"-.I'2KB-E4C

Click ko remove |
Cancel

If you do not want an exact match on values, you can click the initial is condition to get a drop down list of
alternative choices. For example, if the value of the property you are selecting simply has to contain particular
text, you can select the contains condition.

[show suggestions)
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Refine name==TotalMemory | mame==UsedMemory

Fleaze enter & value for property dewvice

device is VAN -GN IHE-BAC

is present

iz not present
starts with
doesn't start
wyith

ends with
doesn't end
wyith

containg

doesn't
contain -

F

[show suagestions)

Can Ok

Experienced users can directly edit the filter or a part of the filter expression. To do this, on the Wizard menu
choose the Edit expression. The Filter Editor appears with the selected expression, ready for editing.

Please enter an expression )
name=='AvailableSpace' | name=="StorageSize’

Cancel Ok

The editor checks the filter syntax while you are typing. If the filter becomes invalid, an error message shows
you what is wrong and what is expected.
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About expansions

Expansions enable you to create individual reports for each occurrence of a given property in the data that
you have collected. For example, data collected from a server called d4x-fileserverl is normally tagged with
the property-value pair device=d4x-fileserverl. If you have a network with three servers: d4x-dc, dx4-
echange and d4x-fileserverl and you create a report node that expands on the device property, your tree in
browse mode will contain three distinct nodes.

In Edit mode: In Browse mode:

4 @ CPUs 4 W CPUs

& expand on device I & ddx-dc

& déx-exchange

& ddx-filezerver

You can use more than one property for the Expand on every setting in which case nodes are created for
unique occurrences of the property combination.

w* Expansion

Expand on every device, pari Svmiboh o Lint

To configure an expansion you can use a combination of these:

»  To add one or more properties to the expansion using the Property Selection Helper, click the Add a
Property button. See About the Property Selection Helper.

*  You can edit properties by clicking the pen icon, remove them with the trash icon, or reorder by dragging
them.

+  To manually add or edit properties in a text field, click the Switch to Input Field button. The Expand on
every box displays the previously selected properties, separated by commas. You can add additional
properties or edit the existing ones. When you’re done, click the Switch to List button.

w Exparsion

Expaiic on sver Add a Property Swiich to inpuot Faeld

simple.  device (Device name)

The name or addrss of the dewos

impke:  pEn {Componen namas)

The name of a device companant {an inieface, a processoy. .. )
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The Horizontal bars and Time ratio bars graphs can take advantage of a special notation when you use
multiple properties in your expansion. When you switch to input field, you can group properties using
parenthesis to group bars in two distinct levels. Using device,part generates one bar per unique combination
of device and part while using (device),(part) will generate multiple part bars under distinct devices. Property
grouping can be used in conjunction with complex expansions to shorten node names if required.

Here is an example of a Time ratio graph with a regular multiple expansion:

My Reports / CPU Current Utilization

WMay 2012, Tuezday 1 5:09 PM » Wednesday 2 11:09 AN, EDT | Last 18 Hours: average on real-time

X

100

pw-bkp2,2 68.52%

pw-bkp2,3 T2.22%

pw-exh2,5

pw-exh2,2

pw-exh2, 4

pw-exh2,3

pw-crmi01,5

pw-crmiol,3

pw-crmiol,4

pw-crmiol,2

Here is the same example using grouped properties. Each device is clearly identified with its distinct
processors:

My Reports / CPU Current Utilization

WMay 2012, Tuesday 1 5:08 PM » Wednesday 2 11:08 AM, EDT | Last 18 Hours: average on real-time

pw-blkp2

100
[ ]

| 3

pw-exh2

pw-crm 01
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About the Property Selection Helper
Use the Property Selection Helper wherever you need to select properties from the database:
* to determine the expansion criteria of a node
»  to select properties to display at the top of reports
« to select properties to display in columns of a table report
»  to select properties to display in the legends of graph reports
+ to select properties in formulas.

To access the Property Selection Helper click the Add property button or the Show Property Selection
Helper button at the end of a Property field.

The Property Selection Helper has lists of properties that are configured by the administrator. There can be
properties for events, technologies you are using in your infrastructure or other categories depending on your
needs.

Selected properties: Device name &

Available properties Description

@R Move IFS0F OVEF & =rty to diznlay its
; Move the cursor over a prope o display its
[[] Component name (part) @ Mov s i PIURCEY, 30, DSl A
| description here
[] Device description {devdesc)

; : Device name
[] Device IP address {ip)

[[] Device location (location) device

[] Device model (model) The name or address of the device.

[] Device type (devtype)

[[] Interface IP address {ifaceip)

[ pdevice

D Selected properties must be grouped

Cancel Ok

The Selected Property area displays the properties that are selected. This area is not displayed when you
use the dialog in Complex mode. If multiple properties are displayed, you can:

« reorder the properties by dragging and dropping them. The order of properties determines the order they
appear in the legend and the order that property names are displayed in for expanded nodes.

* remove a property by clicking the x beside the property name.

The Available Properties area lists the available properties for the page. From here you can:

«  select one or more properties from the tabs. These properties appear in the Selected Properties area.
* mouse over a property to display its description.

« filter properties by entering a filter in the field beside the magnifying glass icon. The filter is applied to
property names and descriptions.
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About complex node expansions

Besides simple expansions, where you expand on one or more properties, you can perform a complex
expansion that lets you perform calculations in the context of an expansion. With complex node expansions
you can:

+  separate properties that each can have a list of values
* group and remove nodes based on matching criteria
«  remove filters applied to parent nodes.

Complex expansions are based on one of four expansion types that can be entered: dual-regex, sql, regex
and split. The expansion types enable you to create groups based on a subpart of a property value. There are
also complex expansion shortcuts that help you set up a complex expansion. See Types of complex
expansions for examples of each complex expansion type.

Expansions are based on pattern matching and transformations. The syntax for complex expansions is:
property<type=complex expansion type;param1=value1;param2=value2;...>

where the expansion type is a string to identify which complex expansion you want to use.
You can'tuse ;' or ">' characters in a parameter value; they must be escaped with '~'.

To set up a complex expansion

1 In Edit mode, select a report node in the tree where you want to apply a complex expansion.
2 On Filtering & Expansion click the Add a Property button.

3 Onthe Property Selection Helper, click the Complex tab.

4 From the Wizard, make a selection.

* Split a property containing a list of values | @
= Rename the expanded nodes @

* Remove the constraint of a previous filter |
= Group properties by value (@

» Group properties by value and name |

= Join properties having a different name | @

* Manually configure the complex expansion |

5 Follow the instructions for configuring the complex expansion. The Preview box displays the sample
results for your selection with the expansion criteria applied.

6 If you chose to manually configure the complex expansion, select the type of expansion from the
complex expansion list.
Note: After you enter a complex expansion from one of the shortcuts, if you re-enter the dialog to edit the
expansion, its values populate a subset of fields of one the manually configured complex expansion
types.

7 Click OK. The complex expansion criteria appear in a box in the Expansion area. You can edit it by
clicking the pen icon, delete it by clicking the trash icon, or reorder the expansion criteria using other
expansion selections. You can click the Switch to Input Field button to edit the syntax of the complex
expansion manually.
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Types of complex expansions

Dual Regex Pattern Match (type=dual-regex)

This expansion uses these parameters:

value-match

the first regular expression that property values are matched
against

value-replace

the replacement string applied to the previously matched values.
The result of this replacement is the group name

group-match

a regular expression that is matched against the previously
generated group names

group-replace-
regex

a replacement string to create a regular expression from the group
name, to match property values to be included in this group

This expansion is evaluated in three phases:

For each distinct property value, match the property value with value-match. If the value matches,
replace it using the replacement string value-replace. The resulting value creates a new node in the tree.

For each node created in the first phase, apply a transformation on its name using the regular expression
group-match and replacement string group-replace-regex. This transformation creates a third regular

expression.

Rematch any property value with this regular expression (like a filter). If the value matches, it is selected
by the group node.

An example of creating an expansion for groups

There are three devices in a network, so the property device is expanded in three values: dev-w4n-montreal,
router-w4n-montreal, server-w4n-toronto. To use the city part of the device names and group devices by
location:

Create location groups from the device names with this expression: ».*-w4n-(.*)$ — $1

To match the groups montreal and toronto, use a matching device. A matching device is a device whose
name ends with the group name, which is the city name in this example. For the montreal group, the
matching regular expression is A.*-montreal$.

To match a device in a group, build the previous regular expression from the group name with this
replacement: (.*)$ — *-\Q$1\\E.

The result is this expansion:

device<type=dual-regex;value-match=".*-w4n-(.*)$;value-replace=$1;group-match="(.*)$;group-
replace-regex=.*-\\Q$1\\E>

Combined Regex/Apg Pattern Match (type=sql)

This expansion uses two regular expressions and transformations to create new groups based on an APG
pattern. This is very similar to the Dual Regex Pattern Match except that the values are matched in groups
using an APG filter instead of a regular expression. It is usually faster to use this expansion when possible.

This expansion uses these parameters:

value-match

the first regular expression that property values are matched
against
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value-replace the replacement string applied to the previously matched values.

The result of this replacement is the group name

group-match a regular expression that is matched against the previously

generated group names

group-replace- a replacement string to create an APG pattern (with % and _

sql

wildcards) to match property values to be included in this group

This expansion involves two distinct phases:

For each distinct property value, try to match the property value with value-match. If the value matches,
then replace it using the replacement string value-replace. The resulting value will create a new node in
the tree.

For each node created in the first phase, apply a transformation on its name using the regular expression
group-match and replacement string group-replace-sql. This transformation should create a valid APG
pattern that will be applied to the created node as property="'pattern’.

Back to our example of creating an expansion for groups

Create location groups from the device names with this expression: *.*-w4n-(.*)$ — $1

To match the groups montreal and toronto, use a matching device. A matching device is a device whose
name ends with the group name, which is the city name in this example. For the montreal group, the
matching filter is ‘device=%-montreal’.

The result is this expansion:

device<type=sql;value-match=".*-w4n-(.*)$;value-replace=$1;group-match="(.*)$;group-replace-sql=%-
$1>

Regex Pattern Match (type=regex)

This expansion type is a simplified version of the two previous types. Most of the time, the values used to
create group names should belong to those groups, and only to those groups. This is what the Regex Pattern
Match does, skipping the post matching phases of the Dual Regex Pattern Match and the Combined Regex/
Apg Pattern Match.

This expansion uses these parameters:

value-match the first regular expression that property values are matched
against

value-replace the replacement string applied to the previously matched values.
The result of this replacement is the group name

Again, our example of creating an expansion for groups

For each distinct property value, try to match the property value with value-match. If the value matches,
then replace it using the replacement string value-replace. The resulting value will create a new node in
the tree. The value which name has been transformed to the group name is automatically included in the
group.

The result is this expansion:

device<type=regex;value-match="*-w4n-(.*)$;value-replace=$1>
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Split Property Expansion (type=split)

This expansion type allows you to create reports using relations between objects. A relation is typically
achieved by storing one or several object names (for example a device name) in another object’s property (for
example, the remote system property).

This expansion uses thse parameters:

value-separator |the character used to separate entries in the targeted property

property- the character used to separate properties when values contain
separator multiple entries
properties the name of the properties whose values are extracted by the split

operation. Multiple occurrences can be used if more than one
property needs to be identified in the generated filter

level-up parent nodes to be skipped in the construction of the node’s filter

name-override used to choose a specific name for the created node

First example

In this example, the collected data includes a property to identify peer interfaces called peerifs. It contains a

list of device-part pairs expressed like this: peerifs='devicel,partl;devicel,part2;device2,partl'.

Our goal is to create a node for each distinct device-part pair and associate a filter to each node allowing us

to select the proper data: device=='devicel' & part=="partl'".

*  Theresultis this expansion:

+  peerifs<type=split;value-separator=~;;property-separator=,;properties=device;properties=part;level-
up=5>

Note that you can use the ~ character to escape the semi-column when it is the targeted character to split

values or properties. You can use the properties parameter several times if you want your filter to contain

multiple parts. The name of the resulting node will be the name of the matched value if not overridden by the

name-override parameter.

Second example

The split expansion can be used to void the filtering effect of parent nodes.

This is useful when the filter to make your selection is incompatible with what you want to report on. For
instance, if you want to report on Interface utilization (parttype="Interface’) of devices that have a Filesystem
(parttype="Filesystem’). To do this, simply split on a property, create the filter using the same property and

use the level-up parameter to void the effect of the selection filter: device<type=split;properties=device;level-
up=1>.

parttype is Filesystem | =

parttype=="Filesystem'

/

4 @ Devices with a Filesystem

Expand on every device=type=gplit;properties=device;level-up=" I

4 @ complex spli
M Interface Utilization

M Processor Utiization

Interface Utilization o I

&

parttype is Interface

name iz Currentl ltilizatinn
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About configuration parameters

From here you specify the report type and preferences for a node. These settings affect the way reports are
displayed in Browse mode. Runtime changes made in the parent report display options are applied when
propagating settings to child reports. The changed settings are applied to child nodes when you drill down
from stored reports.

saw Filtering & Expansion i |9:_; Report Configuration i |Z5 Report Details: Table I ¢ Formula i

Display Mode default dizplay - @

Report Type EEEE '+

standard table

Report Rendering static charts by default  » &)
Default Duration last ~ 1 day ~ @ [E
Sampling Period reaktime - &)

Sampling Type average = )

Propagate time selection on |:| &

drill-down

¥ Description and Properties

Report Description <div>
<p class="title"=Title</p=
<p=Details about this report=/p=

<idiv>
o
Displayed Properties Add property | &
w Advanced Settings
Paging Mode show all values v i@
Paging Limit 35 @
Time Zone Universal time from: -
America/Montreal (inherited) > @
Dynamic Maintenance Periods Hong - &
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Display Mode How multiple reports are placed on the report page. You can also rearrange
reports on a page manually.
Report Type The default reporting type to be used for this node.

Default duration

The time range to be displayed on the report. Time range is not always taken into
account, for example, if in a table value column you choose to use a fixed time
range instead of the report's, or for formulas where the duration is explicitly
selected. You can exclude time periods from the report by clicking the calendar
icon.

Sampling Period

The aggregate interval to be used when selecting this node. You can also
configure the report to use aligned data for one of the aggregates.

Sampling Type

The aggregation to use. This is not taken into account for report types such as
pie charts or horizontal bars.

Propagate time selection
on drill-down

Enables the temporal settings of the current report to be used for all child reports
when drilling down to them from the report in the page area. The settings are:

+  Default Duration

»  Sampling Period

»  Sampling Time

Description and properties

You can edit these to add descriptive information to the report.

Displayed Properies
Add property
$ | cpucares [ | [ oefaur| 2 ﬁ
1 | dambase [EE | | Defauli $| i)
1 | par (L [[none 2] @
¥ | partype [ || cefaun 2| ]
Report description The information that is displayed at the top of the report. You can use XHTML in

<div> tags in the description. Report descriptions are included in many APG
generic reports and ReportPacks.
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Displayed properties The properties displayed on the top of the report, which include contact name and

location. The default name of the property can appear in its title, displayed in the

gray text box.

»  To display the short property name, select None or enter a custom name.

» To add a new property, click Add property and use the Property Selection
Helper. See About the Property Selection Helper.

»  To edit a property, click its Property Selection Helper.

« To reorder properties, rearrange the bars using drag and drop.

» To delete a property click its trash can icon.

»  To search for a property, start typing the name of a property in the property
box. As you type, the list displays the possible matches.

We recommend that you use the displayed properties when the report is for a

single device, as only one value will be displayed for each added property.

Advanced settings

Advanced Settings settings include the page length of reports and time zone.

* Advanced Settings

Paging Mode show all values v @
Paging Limit 25 (7]
Time Zone Universal time from: - America/Montreal (inherited) |L| (7]
Dynamic Maintenance Periods Mone (2]
Paging mode Edit the number of lines displayed in one page of a table.
« Display all values: all pages will be available.
» Do not show if more that N values: nothing is displayed if there are more values than
what is entered for the Paging limit.
»  Show the first N values: displays only the number of values for the Paging limit.
Paging limit Defines the length of a table's page according to the values for the Paging mode.
Time zone Specifies the time zone for a report generated on this node. Inherit means that the time

zone is inherited from the parent node. If there is no parent, the report uses the time zone
for the profile of the current user.

From the first list select whether universal time is used or whether the time period is
aligned. Universal time from is the default APG behavior. Universal time means that the
time period displayed is according to the time zone selected for the report in the adjacent
list, and data shown in the report is relative to its time zone. For example, selecting the
last hour of data displays data from the current time, which is 10:00 America/Montreal
time, and as expressed along the x-axis, back to 9:00 America/Montreal time. If a device
is situated in Montreal, you see data that occurred from 9:00 to 10:00. If you are also
monitoring devices in Paris the data between 9:00 and 10:00 has occurred between 3:00
and 4:00 AM Europe/Paris time.

The other effect of universal time is that daily and weekly aggregates are delineated on
UTC time. For example, the daily aggregation period for America/Montreal is from 18:00
- 19:00 as the Montreal time zone offset is UTC - 5 hours.
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Align data on
UTC using tz
property with the
following
reference

Time-shifts the data from different time zones to align them. This setting tells APG to
align data so that it is time zone independent in the report. Aligned data is displayed
using aligned aggregates.

Using aligned time zone aggregates has two effects:

»  Data from different time zones is time-shifted to a universal day where data is
expressed according to the local time zone where the data was recorded. For
example, data at 9:00 locally is aligned with data at 9:00 at a remote time zone. Data
can then be compared at each time zone in relation to how users experience it
during a typical day or week. Without using aligned aggregates, data from different
time zones is expressed in relation to the local time zone of the report.

»  Foraligned daily and weekly aggregates, days and weeks are delineated according
to 24 hour 7 day periods where time zones are aligned. Without using aligned
aggregates, days and weeks are delineated according to UTC.

When you use aligned data, the second time zone list sets the reference. This is
important when choosing data from the last day. If the data is aligned, and America/
Montreal is the reference point, if it is 13:00 in Montreal and you display the last day of
information, the data returned is from 13:00 today to 13:00 yesterday. If you choose
Europe/Paris as the reference, and it is 19:00 in Paris, the last day extends the report
from 19:00 on the current day to 19:00 yesterday and there won't be information in the
report for the last 6 hours in Montreal because it has not occurred yet in the day where
the time zones are aligned.

Reference is important if time zones occur on different days. The day the report covers is
determined by the reference time zone.

For this functionality to be available it must be configured in the Backend and the APG
Web Portal. Whether there are daily and weekly aligned aggregates is determined in the
Backend setup. For aligned aggregates of one hour or less, the Frontend computes them
on the fly on a best effort basis if aligned time zones are enabled. Some aggregates are
not generated: the local time of the aggregate must be a number of whole hours offset
from UTC for the one hour aligned aggregate to be computed. Locations with an
additional half-hour offset such as Asia/Kolkata (UTC +5:30), are not computed. For
more information, see Storage Group configuration in the APG Backend Admin Guide.

You are not explicitly informed whether time zone aligned aggregates are available, but in
most cases, if Align data on UTC using tz property with the following reference is
available in the first time zone list, aligned time zone aggregates are available for each
sampling period.

These constraints apply to using aligned data:

*  Maintenance periods configured in APG appear in graphs, but are not used for
computations or in tables. If you configure a maintenance period from 8 to 9, this
period is highlighted in the graph, and pertains to 8 to 9 in all time zones, as the data
is aligned.

» Do not use the Outage Editor with aligned data as the results will be inaccurate.

» Do not plot events on the same graphs as aligned data with an Overlay, as the
results will be inaccurate. Events cannot be aligned across time zones as timeseries
data can.

Dynamic
Maintenance
Periods

Set the maintenance period to use for this node, according to one set up in the Outage
Manager. See the Outage Manager Administration Guide for how to set up outages and
maintenance periods, and how to connect to them from the Frontend. Maintenance
periods are incompatible with aligned time zones.
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About report detail parameters

The Report Details correlates with the report you select for Report Type in the Report Configuration. All
reports of the same type, such as graphs, have the same report details to configure. If a report has no
configuration settings the Report Details tab is not available.

Report details for each report type are discussed in Creating and editing reports:

» Edit Table reports

«  Edit Graph reports

» Edit External reports

»  Edit Map reports

+  Edit Topology reports

«  Edit Overlay reports
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About formula parameters

Formulas enable advanced computations on any number of values. You can apply formulas to any node of
the tree. Formulas can perform operations independent of the context of the node they are applied to.

To create new formulas or edit existing ones, go to:
* Add a formula to a node

*  Enter or edit formula parameters

+  Edit formula results

] math. SpatialMin* — Results | ]

Computes the min of the given metrics.

This formula gets the min a group of combined parameters and/or child results.

~ 1 Parameter to Enter

Name Description Definition

metric The parameter that contains the metrics from which to get the min. Empty Parameter g

@ No Setling to be Set
* 1 Result Returned

Name Description Options

[[]shew in graphs
min The computed min.
default result

Where you use formulas depends on the type of report and the hierarchy of the nodes. When you apply a
formula to a node, the result can be plotted on a graph, inserted into another formula, passed to a parent
node, displayed in a child-based parent report, or displayed in a value column in a table on a parent node.

Some behavior occurs when applying formulas to nodes that are subject to an expansion. Depending on the
formula type, input parameters can be aggregated from the child nodes in a formula applied to the parent of
these, and results viewed in a parent node can be an aggregation of the results returned by the child nodes.

Formulas defined in one report can be used in another one. To copy and paste formulas, you can use the
same editing tools that are available to copy and paste table columns. See Copy and paste.
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Add a formula to a node

When you add a formula to a node, the formula is applied to the node’s parameters, settings, and the types
and names of results returned. Formula results can be used in a variety of places including the current node.

How you apply a formula depends on the results you want:

If you want to plot the results of a formula on a simple chart or bar chart for a node, you can apply
the formula to the node.

If you want to use the results of a formula in a table report, apply the formula to a child of the parent
table report node.

You can use formula results from the current node or direct children as parameter inputs on the
current node, so you can add several formulas to a node whose results are combined.

If you want to use the results of a formula in any child-based report such as a child-based chart or
stacked bars, apply the formula to a child of the node of one of these report types.

If you want to pass the results of a child node to a parent of the current node, you can apply a
formula to the current node. You can apply formulas to nodes in a hierarchy to pass the results
further up until they are accessible at the node level you require.

All formulas have an least one result, and each result has additional options for whether they are displayed in
different contexts. See Edit formula results.

To add a formulato a node

1 In Edit mode select the node you want to apply a formula to.

2  Click the Formula tab.
The Formula edit settings appear. The formulas that are currently applied to the node appear collapsed
and display their name and results. To expand a formula to view its contents, click its name.

3 Click Add a Formula.
The Formula Selector appears with the formulas listed alphabetically.

Selected formula: PacketSize

Available formulas Description

S 1 1 @ Move the cursor over a formia fo display its description here. -
() Average (math._spatial) G 2
) AverageOnCustomPeriod {util) PacketSize

(@ MaxOfTemporalAverage (math.spatial)

= PacketSizeHC {utilization) It any parameter value iz missing for a given time, then no value will be

Computes incoming, outgoing and average packet sizes.

computed for this time, except if the parameter is a NUcastPkis, in which
case it wil be assumed 0

m

Parameters

* ifinOctets - Incoming traffic, in octets/seconds.
ifinUcastPkts - Incoming unicast packets, in packets/seconds.
ifinNUcastPkts - Incoming non unicast packets, in packets/zseconds.
ifOutOctets - Outgoing traffic, in octets/seconds.
ifOutUcastPkis - Outgoing unicast packets, in packets/seconds.
ifOuthU castPkts - Outgoing non unicast packets, in packets/zeconds.

Results § |
* |ncoming Packet Size (octets) - ifinOctets / (ifinUcastPkis +
iflnNUcastPkis)
* Outgoing Packet Size (octets) - ifOutOctets / (ifOutlUcastPkis + _
T T proy
average & Cancel Add this formula

4  Use the filter to help find the right formula, select the formula you want to use and click OK.
The contents of the new formula are displayed with its name, results and a description of the formula.
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math.spatial Average* — Resulis [ ]

Computes the spatial average of the given metrics.

This formula averages a whole bunch of combined parameters andior child results.
~* | Parameter to Enter

Name Description Definition

metric The parameter that contains the metrics to average Empty Parameter 7]

+ 1 Setting to be Set

Name Description Value

Fitter NaN Values If set to true, all Nal values will be removed from the resuft. falze

¥ 1 Result Returned

Name Description Options

[[]show in graphs

average The computed average. )
") default result

5 Enter settings for the values:

Parameter These can be values over an interval of time defined in the formula, such as the
results of a filter or a child formula. Whatever constraints the formula has to what it
can compute are not automatically applied. Not all formulas have parameters to
enter. See Enter or edit formula parameters.

Setting Constant values that are used by the formula. You can change the default settings.
These can determine, for example, the time range of the report, values that
determine SLA objectives and settings that affect the aggregation the formula
uses. Not all formulas have settings. To enter formula settings see Enter or edit
formula parameters.

Result The results returned by the formula. Each result has a default name that can be

edited. The names are used for these purposes:

* inthe legend of graphs to identify each result if Show in Graphs is enabled for
them.

» toidentify the result when using it as an input parameter for another formula,
and when displaying it in a value column of a parent node table report.

Names should be unique. If there are two results with the same name and you
want to display the results in a parent table report, only one instance of the name is
available and the result displayed is the aggregate of the formula results with this
name. Result names are case sensitive so you can change the capitalization to
differentiate results.
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Enter or edit formula parameters

You can enter or edit parameters that control how a formula is computed. What you can enter is formula-
specific. You can add a formula or edit one.

To enter formula parameters
1 In Edit mode, select the report you want to work with.

2  Click the Formula tab.
The Formula edit settings appear. The formulas that are currently applied to the node appear collapsed
and display their name and results. To expand a formula to view its contents, click its name.

3 Expand the Parameter to Enter and click the Edit icon at the end of the parameter.

I 3 Fillering & Expansion I i Report Configuration I ki me I Formula '

|
y Add o Formula |
|

util.Mopd - Hesuls |
Makes the given parameters follow to the next level
alee 1o be aggregated i the database. Thus, uang expansion, we
Click the Editicon
0 TR B LN to edit the farmula

Formula Resul - E
Resuk ﬁ\ﬂl.‘lclh'y -
Cancel Ok

4 From the list, select a formula parameter.

Filter on this Node Use a standard APG filter to select the parameter to use. Values are subject to
the filter of the current node, its parent nodes, and any other filters applied to
the user or role. You can select any filter, but there can be specific values that
are required.

Formula Result Use the result from a formula as the parameter. A list appears that displays the

available results you can use. See Edit formula results.

*  On a child node: results from formulas of nodes that are direct children of
the current node. To push the results from lower-level child nodes see
Pass a result.

. On the current node: results from other formulas on the current node,
which can be used as a parameter value for this formula. Result names
are taken from the default name the formula gives the result or the name
you give the result.

Constant Value Enter a float value to use as a constant input such as 3.0.

Watch4net Web Portal Guide



Property Value

Click the Property Selection Helper icon and select a property whose value will
be the input parameter. You can select only one property to enter. See About
the Property Selection Helper. You can also type a property name in the
Property field. Property values either register as a numerical value, or if not
possible, do not return a value.

Combined Parameters | Enables you to combine parameter instances and types of Filter on this Node,

Formula Result, Constant Value or Property Value.
1 Select Combined Parameters and click the Add button.

2  Choose a parameter type and click OK.
The parameter definition appears in a list on the original Formula -
Parameter page.

3  To edit the new parameter, click the pen icon.

How the combined parameters are treated depends on the formula. Usually
they are aggregated spatially using the inherited report duration and
aggregation settings, or by the time settings defined in the formula.

Some formulas treat combined parameters in other ways. Refer to the formula
and parameter descriptions for more information.

Empty Parameter The parameter has no value (null).

Formula - Parameter Wetric "

[ Combined Parameters v]

[ Formula Result v]

Filter on this Node

Formula Resu
Constant Valu 5
Property Value

Cancel Ok
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Edit formula results

You can enter formula results to control how results are returned and how they are named. The name is

important when you reference individual results. The results available are formula-specific.

Results in the graph are applicable only for simple chart and bar chart graphs. Other graph types show other

data, from their children, for example.

Show in graphs  For simple chart and bar chart graphs, if you select show in graphs
for a formula result, the metrics of the node that are not displayed.

Only the formula results you have enabled will show.

Default results You can choose one result from the results for all of the formulas on
the node to display in a direct parent report that is a child-based
report. To do this, select default result for the result. If the result is
applied on an expansion, the result plotted in the parent node will be

an aggregation of all child results.

To edit formula results
1 In Edit mode, select the report you want to work with.

2 Click the Formula tab.

The Formula edit settings appear. The formulas that are currently applied to the node appear collapsed

and display their name and results. To expand a formula to view its contents, click its name.

3 Expand the Results Returned box.

4 You can modify the result Name by clicking it and typing a new name. Names are shown in the legend,

and when choosing the result in another formula, or in a value table column.

5  For each result, you can choose whether to display it in a graph.

+ 4 Rezultz Returned

Hame Description

Availability The first forwarded value.
Child Count The =econd forwarded value.
Third Result The third forwarded value.
Fourth Result The fourth forwarded value.

Options
|:| show in graphs

default result

D show in graphs

© default result

D show in graphs

© default result

|:| show in graphs

default result
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Pass a result

You can pass a node’s result to other nodes higher in the hierarchy, where it can be used in other formulas.
The child result of the current node is passed to the parent. You can also pass a result to another formula on
the same node.

To pass a result

1 In Edit mode, select a node with a child formula result you want to pass up to the node's parent.

2 Click the Formula tab > Add a Formula.

3 Locate the new formula and click the Edit icon.

Formula - Parameter Metrsc

4  On Formula Parameter
select Formula Result,
and from the Result list
select the formula result
to pass and click OK.

5 Adjust the Result Returned values if you want to and click Save.

Watch4net Web Portal Guide



90

Watch4net Web Portal Guide



Chapter

Creating and editing reports

Topics

* About Edit mode

* Accessing Edit mode

*  About the Edit mode interface
* Report tree tools

* About My Reports

+ Edit Table reports
* Add an attribute
* Add a property
* Add a value
*  About time thresholds
+ Copy and paste

» Edit Graph reports

» Edit External reports

« Edit Map reports

+ Edit Topology reports

» Edit Overlay reports

+ Create a report with the Report Wizard
* Arrange reports




92‘

About Edit mode

In Edit mode you can customize your report tree and set the properties for reports and their display options.
Unlike Browse mode where your changes are temporary and apply only to the current session, Edit mode

saves your changes. Changes you make to templates when you’re in Edit mode apply to all users.

About working in Edit mode

Before you edit a report, we recommend that you copy the report you want to work on to the My Reports area,
make your changes, and then copy the report to the body of the tree. Working in My Reports gives you a

workspace where you can edit reports and test your changes before deploying them to the system.

We recommend you make a backup of your report tree before making major changes. You can make a

backup from the Settings page. See Edit your user settings.

Accessing Edit mode

To access Edit mode, on the top menu click Edit Mode. You can go back to Browse mode at any time by

clicking Browse Mode.

If your tree is locked you are not able to modify it in Edit mode.

o TRnTETY 1 Click here to toggle

# BrowseMode ____—— DEtWeen Browse and B Piroees
Edit mode ¥

Device Summary

[ERCRTERY ey Se——y |

Despiny Mods [ FEPOrS: P s - i
Repart Type L i

— -

miced reporis

Repart Rendering sislic chars by defaul - 4§
Detaul Duration ET] = 1 wesk - @ =
Eamping Period 1hour -
Sampling Type BVETEDE w 4}
Propagaie tme selaction on kb

¥ Duscnplion and Froparies

¥ Advanced Selngs

Lave
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About the Edit mode interface

Report tree

Report tree tools

Reports

In Edit mode, the nodes in the report tree are not expanded, as they are in Browse
mode.

Use these to add, delete, cut, copy, paste, and link report nodes.

Reports that are displayed in the page area of the user interface in Browse mode are

replaced by report editing pages.

Toolbar

On the Report toolbar, the Search, Display, and Tools menus are unavailable. The only

options available are to return to Browse mode or export the report.

Watch“__:_'iiet Solution
B 4 M @ |

EE-tl Browse Mode

All My Reports

Devices with a Filesystem

Devices with a Filesystem

5@1 Exports

w4 Device Summary
ara ReportPack for APG Health
4% Transactions | Services
@ Global Reports
%, ReportPacks
@ ReporiPack for EMC lonix MOps
& ReportPack for EMC Smarts Events
& ReportPack for EMC Smarts Health
4 @ My Reports
I+ W External
- @ Status
¥ Single Horizontal Bar
. List
¥ Erlang formula
> Complex expansion
¥ Complex spiit
> @ CPUs

som Filtering pansion L 'eport Configuration = epo ils: Table 4 Formula
=2 Filtering & Ex i R rt Confi it 57 R rt Details: Tabl s Fi I

* Name

* Fitter

Use the fiter of this node for

Dizplay Policy

* Expansion

@ The specified properties will be used for the expansion of the current node

Expand on every

Add a Property

bevices with a Filesystem @ L
parttype is Filesystem g

parttype=="Filezystem’

ek.héns.inn Dnr;r. - @

alwaysshuwfhe node - @

Switch to Input Field
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Report tree tools

In Edit mode the Report Tree Tools appear above the report tree.

Ell

Creates a new report node as a child of the selected one.
The node is called New Report and can be customized.

]|

Deletes the selected report node and all its children.
This action can't be reverted.

Cuts a report node to be pasted elsewhere in the tree.
After you paste it, the report node is deleted from its original location.

[

Copies a report node and its children to be pasted elsewhere in the tree. Although
the report node and its children appear in its original and new location, copied
report nodes are not linked in any way. Modifications made to a copy are not
reflected in the original report. Use the Link tool to create shortcuts.

Pastes a copied or cut report node.

LIy

Creates a link to a previously copied report node. A linked node is not a copy of
the original report node, but a reference to it. Any modifications made to the
original report node are applied to the link node. Be careful because the link will
be broken if you remove, move or alter the tree structure around the linked node.
A broken link has a warning icon.
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About My Reports

My Reports gives you a centralized area to manage the reports that most interest you and a place where you
can edit reports from, view them and make other changes before adding them to report tree. While you are
working on a report in My Reports, no other user is able to access or modify it.

We recommend that, before you edit a report, you copy the report you want to work on to the My Reports
area, make your changes and then copy the report to the body of the tree. Working in My Reports gives you
your own workspace where you can edit reports and test your changes before deploying them to the system.

My Reports appears at the bottom of the report tree if you have write and custom report privileges. My
Reports also appears if you add a report to My View.

If you don’t see the My Reports node, contact an administrator to enable Custom Reports for you.
My Reports has two elements:

4 @& My Repores
* My View, which is optional, creates a single view

‘ M E combining a selection of your favorite individual reports.

@ petcenter summeary See Add reports to My View.

@ nemork Summary «  Report nodes, which are similar to other report nodes from
® inerface Analysis the tree except that they are private. You can work on and
B Distribution by 10S version view these reports without other users having access to

them.

By default, clicking My Reports displays the reports under it in a table report. To copy and paste reports to or
from My Reports, to create new reports or to delete reports from there, use the tree modification tools in
Report tree tools.

A report copied to the My Reports area maintains no relation to the report it was copied from, and is edited
independently. You can also paste links to other reports in the tree to My Reports to keep track of reports
from there.

Edit Table reports

Table reports will include one line for each sub-node of the tree where the table report is defined. Sub nodes
can be created one by one or be the result of an expansion. See About expansions.

You can add details to tables by adding columns for the kind of information you want to add. Once your have
columns defined, you can change the order in which they appear using the Sort button.

You can add columns to display:

* Add an attribute adds an attribute of a child node. An attribute can be the name of the child node, when
it's expanded, for example.

» Add a property adds the value of a property from the ones that are collected by APG.
* Add a value adds a value to display with its own aggregation definition.

For a report category all of the report details are the same. This means that you can change the report type to
another one of the same category and the report settings remain applicable. After you save the settings, the
report details are saved from session to session, even if you switch to another report type.

cam Filtering & Expansion I |g: Report Configuration i 1 Report Details: Table i L+ Formula i

T Sort & attribute & Property @ value
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Add an attribute

The lines of a standard table report are defined using the direct children of the selected node. An attribute
column displays the information related to the current parent node, such as its name or number of children.

M Attribute: *

@ The lines of & standard tsble report are defined wsing the direct children of the selectsd nods. An
dlianl

attribute column displays the information related to this node, such as its name or number of children.

= Column Name L2

= Attribute other * field: ()

» Advanced Properties

To add an attribute

1

2
3
4
5

To access Edit mode, on the top menu click Edit Mode.

Click the type of table report you want to add an attribute to and copy the report to the My Reports area.
On the Dashboard click Report Details: Table > Add an Attribute.

In the Column Name box type a descriptive unique name for the column.

From the Property list select a property.

Other displays the name for the property you type in the field box.

Node ID displays the node short ID, relative to its parent

Global ID displays the complete node ID, starting from the root of the tree

Node name displays the name of the node

Global name displays the complete name of the node, starting from the root of the tree

Expansion names choose this only if a multi-expansion is applied to the node that will appear in the
array table. In the field box type the index of this zero-based array that contains each part
of the multi-expansion.

Node filter displays the node short filter, relative to its parent
Global filter displays the complete node filter, starting from the root of the tree
Child count displays the number of children of that node

Click Configure column sorting and use drag and drop to configure the order the columns will be
displayed in.

You can optionally click Advanced Properties and enter a display condition. Select show (default) to
display the column, hide to hide it or enter a regular expression that the current node's name must match
for the entire column to be displayed.
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Add a property

A property column displays a property about the selected variables of the child. This can be any collected
property, such as a part, for example http, https or ssh, or the device, which could be the name of the server.

= Froperty:

l@ A property column displays & properly about the selected variables of the child. This can be any
collected properiy, such as a part, for example hiip, hitps or ssh, or the device, which could be the

rname of the server.

= Column Name (21

* Property 0 e

» Advanced Properties

To add a property column

1 To access Edit mode, on the top menu click Edit Mode.

2 Click the type of table report you want to add an property to and copy the report to the My Reports area.
3 Onthe Dashboard click Report Details: Table > Add a Property.

4 In the Column Name box type a descriptive uniqgue name for the column.

5

In the Property box type the name of a property, or click the Property Selection Helper icon and select
one or more properties.

6 Click Configure column sorting and use drag and drop to configure the order the columns will be
displayed in.

7  You can optionally click Advanced Properties and enter a display condition. Select show (default) to
display the column, hide to hide it or enter a regular expression that the current node's name must match
for the entire column to be displayed.

Watch4net Web Portal Guide



98

Add a value

A value column fetches a value from the database. You specify the value with a filter, such as your CPU
utilization and can express the value in the format you choose, such as percentage or bits per second.

|:' Value: *

@ A value column fetches a value from the database. You can sp

such as the amount of your CPU utilization, and can express i
percentage or bits per second.

e value in the formal you choose, such as

* Column Name
Selected Value use the filter below - @

Filter to Apphy BV 2

» Time Management
» Value settings

¢ Advanced Properties

To add a value column

1 To access Edit mode, on the top menu click Edit Mode.

2 Click the type of table report you want to add a value to and copy the report to the My Reports area.
3 Onthe Dashboard click Report Details: Table > Add a Value.

4 In the Column Name box type a descriptive uniqgue name for the column.

5 From the Selected Value list select one where the value is retrieved from:

»  Select use the filter below and from the Filter to Apply box select or configure a filter.
For how to use the filter wizard see After you make your changes click Save.

. Select where the value should be retrieved from: availability, child count, third result or fourth result.
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6 Click Time Management and set up the time management options. The Time Management section
controls the time and aggregation of the selected values.

+ Time Management

p ] . . . .
@ The Time Management section controls the aggregation and time periods of the selected values. If more

than one time period is defined, the valves will be represented by several columns in Browse mode.
Sampling Period real-time - @
Sampling Type average |L| (2]
Column Time Range(s) inhertt report time range - (G
Recover.. the last value only v @
+ Time Threshold 600 seconds Q)

7 From the Sampling Period list choose from the computed aggregates in the database. Adjusting this
option can significantly reduce the report generation time. For example, if you're reporting on a month or
a year, selecting a day or week aggregate instead of real-time will dramatically increase the report
generation speed. This is important because with such long ranges, a fine level of detail is generally not
necessary.

8 From the Sampling Type list choose one of the available aggregated values stored in the database. You
can choose average, min, max, sum, last (the last value), count (the number of received values) or last
timestamp (the timestamp of the last received value) on the previously selected aggregate period.

9 Column Time Range(s) selects whether to use the report time range or to use a fixed time range, which
you can then enter. You can also create several value columns according to given time slices. Simply
select generate a column on the and choose previous 6 hours for each 1 hour for example to
automatically create six columns.

10 Recover ... allows you to select the raw values that will be considered to display the result in the table.
This field is normally the last value only. You can optionally select all values in the time range when
the value is the result of a formula that requires a range of values in input. When you select all values in
the time range, you can refine your Sampling Period and allow the system to select higher periods for
performance reasons or force it to the specified sampling.

11 If you recover the last value only, use the Time Threshold box to enter an interval of time relative to the
report time value. This acts like a tolerance interval for data retrieval. See About time thresholds for
details about how thresholds work. Note: If you set 0 for a time threshold while recovering only the last
value, you may not get a result (the table cell will be empty) using a real-time sampling period. It is
recommended in this case, to set a meaningful threshold. The meaning of the time threshold differs
according to the sampling period. If you select real-time, the threshold is in seconds. If you select an
aggregate sampling type, the time threshold is a number of periods.

12 If you recover all values in the time range, use the Temporal Aggregation box to apply a temporal
aggregation to the data other than the one used to extract it from the database. You can, for instance,
recover averages (sampling type) from hourly aggregates and display the maximum (temporal
aggregation) of those values.
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13 Click Value settings and set up the format for displaying values. Values may not automatically display

14

15

16

17

18

themselves the way you want and have too many decimal numbers or not be in the desired unit. Some
formatters like status, value, value with background, rely on the definition of thresholds to function.

w \“alue zettings

@ Sets up the format for displaying values and the specific thresholds for the column. Values may
L ¥ themselves the way you want, have too many decimal numbers, not be
red unit or visual alerts must

= frimme e
& triggered.

in the desi

Use Rounding 2 decimals L2

Scaling Mode none  w g

Critical Lewvel L2

Major Level o

Value Display dizplay all values - i
Iz criticality ascending? L2

“alue Formatter

Value with graph

As values may be floats, you can specify how many figures to have after the decimal point by selecting
the Use Rounding check box. In the Rounding Number box enter how many decimal places you want
to show in the value. For example, if you enter 2 in the field, a value of 3.14159 is displayed as 3.14.

If the unit of the values does not correspond to what you would like to display, select multiply or divide
from the Scaling Mode list and enter the appropriate factor. You can also select by unit allowing you to
select from a number of pre-defined unit conversions (bits vs bytes) and scaling factors (Kilo, Mega, Giga

).

To enable thresholds, set a value in one or both of the Critical Level and Major Level boxes. If you have
chosen a by unit scaling mode, the expected unit for threshold values will be displayed next to the input
boxes.

You can hide lines whose values are below a threshold by making a selection from the Value Display
list. You can choose to display all values, only major and critical values, or just critical values. Limiting the
displayed values enables you to generate exception reports that present only relevant data.

If the Critical Level or Major Level box is empty or both have the same value, select or clear the Is
criticality ascending box depending on your requirements. This option indicates whether the criticality
is ascending, meaning a higher number means it is more critical, or is descending where lower values
are more critical. If a number is given for both levels the direction of criticality is obvious and you do not
have to select or clear this option.
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19 From the Value Formatter list, select how you want to display the values of this column.

L

Status

570 &
Walue
40.33
“alue with background

570 @

e va o |

May 1, 2000 1:01:52 AWM EDT

Date and time
B:32:16 PM EST
Time

6d 23h 55m 0s L)

Dwration

1.88 _ AW @

Sparkline

.60 m—

Status sparkline

SETm (1

Performance sparkline

Bar Chart sparkline

Status: Displays the status icon for the value according to the
threshold levels that are set.

Value: Display the value in numeric form and the status icon.

Value with background: Display the value with the background
color matching the defined thresholds.

Value with graph: Displays the value and status icon, and is
clickable so you can display an inline graph popup plotting the
value over the time period.

Date and time: Displays the date and time when the value was
collected, converted from the UNIX timestamp, along with the
status icon.

Time: Displays the time when the value was collected, converted
from the UNIX timestamp, along with the status icon.

Duration: Formats a number of seconds into a duration.

Sparkline: Displays the value and status icon and an inline
sparkline, plotting the value over the selected time period. The
dot is the position of the value on the graph, to give an idea of the
scale, and the color corresponds to the threshold.

Status sparkline: Displays the value and status icon and an
inline status bar showing the status value over the time period.
The line shows the status of each point of a value. If the band is
green, the value is OK, orange indicates a problem, and red is
critical.

Performance sparkline: Displays the value and status icon and
an inline performance bar showing the performance of the value
relative to the other values on the page for this column, over the
time period. The performance spark line is like a gauge. It shows
the value and where it is located compared to its thresholds.

Bar chart sparkline: Displays the value and an inline bar graph
whose number of bars depends on the selected sampling period
and report time range. For this formatter, you can specify the
bars’ width and spacing in pixels.

Note: The time zone used can be from the report, inherited from
a parent, or that configured for the user's profile role.

20 Click Advanced properties and optionally set up these properties.

21 In the Display Condition box you can optionally enter a display condition. Select show (default) to
display the column, hide to hide it or enter a regular expression that the current node's name must match

for the entire column to be displayed.

22 Select Complement value if you want to convert a value to its complement.
Values are converted to their complements only after they have passed through all other processing.
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23

24

25

Select Replace empty values by zero if you want to show a 0 for values that are empty.
Values are replaced by zero only after they have passed through all other processing.

Select Use per line maintenance period if you want to use the maintenance periods that are defined on
each child node. The default is to use the maintenance period defined for the current node, but that might
not reflect the real maintenance period for every child.

Select Display Rows Matching Expression if you want to use a JEXL boolean expression that the
value must match in order to be displayed. v is the variable used to represent the numeric value. For
example, rows are only shown if:

empty(v) the value is empty

(v>=10.00 or v < 0.00) and not empty(v) the value is (greater or equal to 0.00 or less than 0.00) and

not empty
v>10.00 orv < 5.00 the value is greater than 10.00 or less than 5.00
v !1=0.00 and not empty (v) the value is not equal to 0.00 and not empty
v == 0.00 && not empty(v) the value is equal to 0.00 and not empty

For more information about JEXL syntax, go to http://commons.apache.org/jexl/reference/syntax.html

About time thresholds

In this example a real-time aggregate is selected. The 600 set in the time threshold field means that the time
interval used is from 600 seconds before to 600 seconds after the last time given in the report options.

begin time for the report end time for the report

4 Y

I ) I

I I

e

specified time specified time .
threshold threshold

I

- g

\

time interval used

If the 30 mins aggregate is selected, the time threshold is used as a factor of the aggregate. For example, a
time threshold of 1 means that values from 1 * 30 mins before to 1 * 30 mins after the last time given in the
report options is used for values.
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Copy and paste

You can use column definitions that you already have defined as part of a new table report.

To copy and paste columns

1

Check the columns that you want to copy and click the Copy button. When columns are available in the
clipboard to be pasted, the Paste button becomes available and indicates the number of items in the
clipboard. You can easily select all columns using the All link available at the bottom of the panel. Invert
will invert your current selection and None unselects all items.

To apply your selection to another report, navigate to the edition of another table report under the Report
Details: Table tab and click Paste. Freshly pasted columns appear in italics and a star character next to
the column’s name tells you that these columns are not yet saved.

Hit the Save button at the bottom to include pasted columns in your new report.

My Reports New Report

New Report

i saa Filtering & Expansion I [l Report Configuration i |/ Report Details: Table iﬂ_

[T Sort | [j Paste (1) | & Attribute & Property & Ve

. Append the current elements from the buffer to the actual l
columns list

I:‘ Value: CPU
[F1] Attribute: Name*

L — All [ Invert / None For selected elements: E_| Copy Ij Delete

Save

apphy modifications

Note that the items in the clipboard remain available for the duration of your entire work session or until you
copy another selection. If you want to delete columns, you can use the Delete button to delete your current
selection or click the little garbage icon located at the right to delete any column. The delete action is
immediate but you need to save for the deletion to be applied. Navigate out and back in if you do not want to
commit your deletion.

The same functionality is available for formulas used in your report definition. There is a separate clipboard
for formulas.
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Edit Graph reports

You can add more graphing information and or precision to any graph report, including regular, aggregated
and Baseline reports.

To edit a graph

1
2
3

To access Edit mode, on the top menu click Edit Mode.
Click the type of graph you want to edit and copy the report to the My Reports area.
On the Dashboard click Report Details: Graph.

2w Filtering & Expansion I |g__j Report Configuration i [fi Report Details: Graph i &+ Formula _

Main Y-Axis Boundaries between 0.0 and 21

Main ¥-Axis Scaling Mode none - Gy

In the Main Y-Axis Boundaries boxes enter values if you want to make the main Y-axis of the graph
display a specific range of values.

If the unit of the values does not correspond to what you would like to display, you can multiply or divide
by a factor using the Main Y-Axis Scaling Mode drop down. You can also choose by-unit and select the
required conversion using the offered choices. The Binary scale (KiB, MiB, ...) uses 1024 as the scaling
factor, typically used for computer memory, while the Decimal scale (KB, MB, ...) uses 1000 which is
typically used in storage. Classic was created for old interpretation of the multipliers where K = 1024.

Unit Type Byte - Unit Type Byte -

Unit B - Unit B -

The same settings (boundaries and scaling) are available if you define a secondary Y-Axis in Metric
Customization. Using two Y-Axis allows you to better display metrics that have different ranges of values.

To customize the color or shape settings for metrics, in the Metric Customization area click Add
Customization and filter on the property you want to customize. You can customize as many metrics as
you like. This example shows selecting the traffic formula result but, depending on your graph settings,
you can choose:

»  property value: selects all metrics having a given value for a given property
+  formula result: selects an output of a formula defined on the current node or one of its children
« child report name: selects all metrics coming from a given child report (reports are in Browse mode)

+ child node name: selects all metrics coming from a child node (edit mode, might lead to several
reports in case of expansion).

« filter wizard: select metrics using a custom filter
« filter manual: select metrics using a custom filter.

Use the Match metrics using a box to select the metric you want to customize.
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12

13

Metric Customization

@ Allows color and shape sefltings to be customized on this report for each metric.

tg‘l Add Customization

[}
Match metrics formula result - traffic -
using a
display curve width marker

i on secondary axis —

Configuration y - /\/‘- . .
H 1.5 None
Default
color

From the Configuration options choose whether the metric should be displayed against the main or the
secondary axis, and how you want the line to be displayed.

Go to the Legend area to add properties to the legend and configure how they’re displayed.

To add properties to the legend, click Edit Properties and use the Property Selection Helper to add as
many properties as your need. You can use drag and drop to reorder the way properties will appear in
the legend.

You can also manually add properties. Click Switch to Input Field and in the Properties in Legend box
enter property names each separated by a space.

Legend

@ Configure which properties are displayed in the graph's legend to better identify the plotted variables.

Properties in Legend

Edit Properties Switch to Input Field

Simple: name T 1

Simple:  unit o t
Legend Dizplay automatic - @

Go to the Thresholds area to define thresholds. Critical and major thresholds do not appear in the graph
unless you give them values. You can add as many thresholds as necessary giving them each different
values and colors. If there is a second y-axis in the graph, the thresholds that you set here are applicable
only to the main y-axis. Thresholds have a different meaning for Time Ratio Bar Graphs. In this mode,
they defined the intervals used to compute the time ratios and the colors of the bars. For example, two
thresholds actually define three intervals. The first one gathers all the values below or equal to the lowest
threshold, the second one all the values above the first and below or equal to the second and the last one
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all the values above the second threshold. The corresponding colors would be respectively, the default
grey, the color of the lowest threshold and the color of the highest one. The unit marked next to the input
box tells you how you should enter your threshold definitions.

Thresholds

(f'jl Thresholds must include & unique name. If there's duplicates, only the last definition is kept, and no validation is made on
the name. Values must be in decimal and are mandsatony,

Thresholds Definition @) The new scaling now affects the thresholds unit. Please be advised!

Add a new threshold

major B m
critical B '

(=[]

(=[]

14 Go to the Settings for standard graphs area to define how standard graphs are displayed.

15 From the Legend Items list select display only selected items to have only the selected indicators
appear in the graph legend. For example, in a Pie Chart, the indicators in the Others section may be of
no interest. As these are not selected indicators, you can hide them by selecting display only selected
items.

16 From the Summary Statistic list, check the options you want to display more statistical information.

Pinpoint: Displays the minimum and maximum values.

- Boxed: Displays a box in the upper left of the graph with
= minimum and maximum values, the average, and the 95th
percentile, which is 95% of the time the value is below this
Trend amount.
m 1,000 - . i . i
= Trend: Displays a superimposed trending line over the graph,
- which shows the prevailing direction of the metric.
10 =
Logarithmic Logarithmic: Plots the values on a logarithmic scale only if
[I there is more than one metric in the graph. This applies only to
E! S simple graphs.

it A=

m

Composite: Displays four supplementary mini-graphs at the
bottom showing the evolution of the metric over four different
time periods.

The default time periods are: the last year, the last six months,
the last month and the last day. These can be configured by
your system administrator.
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Edit External reports

The External Report Address is the URL of the page you want to be displayed in the report. You can use
${property} to add property values to the URL.

For example, to query Bing, you can use:

http://www.bing.com/search?q=${parttype}

The external report uses the parameters of the report's edit settings, in this case the filter, to inject properties
into the external web page.

To edit an External report

1 To access Edit mode, on the top menu click Edit Mode.

2 Click the report you want to edit and copy it to My Reports.

3 Onthe Dashboard click Report Details: External report.

4  Change the URL you want to display.
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Edit Map reports

Map report details incorporate Table settings and Map specific setting. The Displayed Information area
presents the same columns that are available in the Table details and defines the information that will appear
on the map. See Edit Table reports for details about Table reports. When you make changes to a Map table
column, your changes are reflected in Table report details, and vice-versa.

u;—-. Filtering & Expansion I [!:I Report Configuration i E Report Details: Map i ¢ Formula i

qjl Attribute @ Property qjl Value

Map Item Configuration

Hame Location Color Size Search lcon

Selected Column Use "Name’ column -~ @

Displayed Information

[[] aAttribute: Hame
D Property: Location
D Value: Code

1— All / Invert / Hone For selected elements: :

When you click an icon on the map, a popup displays the information about each defined column. The
selected name column is the title and the selected location column is displayed in italics. The other columns
are displayed under the title. Links for browsing the report and searching for related reports are at the bottom
of the popup.
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To edit a map report

1
2

5

To access Edit mode, on the top menu click Edit Mode.

i - Satellite -:

Tituswille

Click the map report you want to edit and copy the report to the My Reports area.

On the Dashboard click Report Details: Map.

In Map Item Configuration, under the Name tab, define the name of the node which is displayed in the
popup.

If you want to use an attribute as the node name, choose Create a new attribute column, enter a

column name and choose an attribute.

If you want to use a property as the node name, choose Create a new property column, enter a

column name and choose a property.

If you want to use an existing column as the node name choose Use ‘xxx’ column where xxx is the

column’s name.

Map Item Gnnﬂguratinn
Hame Location Color Size Search lcon

Selected Column Cf&ate a new aﬁribute column
Column Name

Property node 1D -

-

Q|

Click the Location tab and select the column to be used to position the node on the map. The column

should contain location information such as a city name or an address.

If you don’t want to use this feature, choose None.

If you want to use an attribute as the location, choose Create a new attribute column, enter a

column name and choose an attribute.
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« If you want to use a property as the location, choose Create a new property column, enter a
column name and choose a property.

» If you want to use an existing column as the location choose Use ‘xxx’ column where xxx is the
column’s name.

If you want to add override locations, click Advanced Properties and choose a secondary location
column (in case the first one contains no information) or enter the location overrides. The locations
entered here will have precedence over the locations in the APG data. The correct format is
name=location, one entry per line.

MHames Locatson Solor Size Search lcon
Seiecied Columy Creale a new afiribule coumn = &3
C Hame
Propery node [ -
v Advanced Propenies
Secondary Locatian Coli Hone -

Click the Color tab and select an icon color for each child node. This column must be a value column and
a threshold must be set on the column's value. The defined thresholds determine the icon's color on the
map. Green is OK, yellow is a major threshold, and red is a critical threshold.

Mame Location Color Size Search Icon

lcon Color Mone > @

Click the Size tab and set the size of the icon for each child node. This column can be of any type, as
long as it contains a numerical value. You can use attribute, properties, or values that already exist, or
create a new one. The size is calculated as a ratio between the node's value and the minimum and
maximum value of the other nodes. The minimum and maximum values can be overwritten if the
theoretical min and max are known, such as for a percentage. To override them, enter values in the
Minimum and Maximum boxes. For example, if you are mapping two devices, for which the
CurrentUtilization metric is used to determine the size. Device-1 has a CurrentUtilization of 10 percent,
while Device-2 has a CurrentUtilization of 13 percent. If you leave the min and max boxes empty, the
maximum value is 13 and the minimum value is 10. Therefore, Device-2 will have an icon that is the
maximum size (64x64 pixels) and Device-1 will have the smallest icon possible (16x16 pixels). However,
as these values are a percentage, you can set the maximum to 100 and the minimum to O to ensure that
icons for Device-1 and Device-2 are almost the same size.

Mame Location Color Size Search lcon
Icon Size Mons + Min
ax 2]
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9 Click the Search tab and use the Property Selection Helper to select the properties for finding related
reports. See About the Property Selection Helper.

Name Location Color Size Search Icon

Properties used to find related . |

reports

10 Click the Icon tab and select the icon shape you want to use.

Mame Location Color Size Search lcon

Icon Circle -
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Edit Topology reports

A Topology report is a graphical representation of the devices on your network and how they are linked
together.

To edit a Topology report

1 To access Edit mode, on the top menu click Edit Mode.

2 Click the topology report you want to work with and copy the report to the My Reports area.

3 On the Dashboard click Report Details: Topology.

+w Filtoring & Expansion I j| Report Confiquration i 4 Report Details: Topology .7 Formula

lﬂ The Simple and Advanced mode are bazed on the APG lopology. The Dvilldown mode is based on the subreports, wihile
the Cusiom mode is compieloily based on am XML e

Mbodn Simple:
@ Advanced
Dirilldicran

¥ Advanced mode

* Rendering
Layout ¥
Organic
- [ Core Networking xmi (Switch, FiieServer. Host, IMAPService. Disk, SHMPAgent

T

4  Select the mode. See About Topology report modes for details about the modes.
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In the Rendering area select the Layout.

Organic

Organic

Positions the nodes based on a physics
simulation of the interacting forces.

—_r

Radial map

Radial map

Positions the nodes on a tree of circles in a
progressively increasing radius.

Balloon

Positions the child nodes radially around
their parents.

Circle

Positions the nodes in a circle.

—

Forced-based

Force-based

Creates a force-based placement of the
nodes so that all the edges are of more or
less equal length and there are as few
crossing edges as possible.

Hierarchical (lefi-
right)

Hierarchical left to right

Positions the nodes in a hierarchical
structure from left to right.

Hierarchical
{top-bottom)

Hierarchical top to bottom

Positions the nodes in a hierarchical
structure from top to bottom.

—m—j——

Tree map

Tree map

Positions the nodes in a tree structure with
the parents at the top right.

Manual I

Manual is available only in Custom mode.
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The Template box displays the templates available for the report. The template determines how the
nodes and edges are drawn. If you are using the Simple or Advanced modes, the id-ref of each node is
the same as the class. If you are using the Drill down mode, the id-ref is the sub-report in Edit mode. For
example, if you have a sub-report named Router and you expand on it, each node of the expansion will
has the id-ref set to Router. For the Custom mode, see the APG-Topology-Report-Administration-Guide.
If you select more than one template and a node is located multiple templates, only one of the nodes in
the template is valid. If one template draws a router red and another template draws a router blue and
you select both templates, the router will appear as either red or blue.

If you are using Simple or Advanced mode, the id-ref is displayed in the format
Source.Relation.Destination. For example, this configuration has its edge id-ref equal to
Switch.Connected.Host.

ConnectedTo

If you have any hidden classes, they must be in the edge ID. This example is equal to
Router.ComposedOf.Interface.Connecting.PartOf.Router.

i L N e L1 ] e e % ParCHt | —
Houder ! |rnErface | | IrilEi tae & H gt |
[ ] % J 8 ; L J

Save your changes and generate the report.
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About Topology report modes

Simple

To use this mode there must be one topology configured in APG.

Maode @ Simple
Advanced
Critkdown
Cusiam
* Smmple mode

@ Thiz mode will display instances of classes from the seleched lopology witich will met the current reporf iter Afer
the selecied refalions will be drawn befween those instances

Topology Core Networking » 4y
Clazaes Relations
B Type here to filler the list BB Type here o filler the kst
ApphicationServer e || ComposedOf (Rouler)
Cand L8 || HostsServices (Router)
|| Chassis || SystemPackagedin {Router)
" DatabaseSener
| Disk
FTPService x

This mode displays only the instances of classes from the selected topology that meet the report filter. For
example, if you select Router as the class, and the instances in the class are R1, R2 and R3 and the report
filter is devtype=="Router” & device=="R1”, only the R1 router will be displayed on the report.

The Classes list is automatically populated from the APG topology. Select the classes you want to include in
the report.

As you select the classes, the Relations list is populated. The relations represent the edges between the
report nodes.

Watch4net Web Portal Guide



116

Advanced

The Filter setting shows whether the nodes will be restricted to the report filters. This does not apply to the
root nodes, as they are the starting point of the graph. The root nodes are always restricted to the report filter.

Mode - Simple
@ Advanced
™ Dwilldiown

~) Custom

* Advanced mode

ﬂ. Thiz mode = an exiension of simple mode. it is also based on the fopology but i= much more
flexible. Sefect the roof classes Io be displayed, and then the relalions by clicking on the

classes
Topology Core Networking ¥
Filter? [¥] (Resiric he nodes seleclion io the repord filler) &)
ComposadOf
Add clasaes...

For example, if you use this configuration and
] ConnectedTo the report filter is devtype=="Switch”, if you do
| not select the Filter check box, the hosts are
displayed in the report, even though they do not
meet the report filter. All the switches,

determined by the report filter, that are linked to
the hosts in the topology are displayed.

Add classes...

= '|

i) Add relations.. After you add the classes, click a class and click
h’ Add relations to create relations.
& Edit classes
E Hide this class
-
il | Oeclete
F
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You can click Hide this class to hide a class in a graph.

[ t " e e, % | P e ¥ ParnOt | A —r—
Roue | Imerface | inierface | | Rt
% - (N ") L' o

This example displays linked routers. The interface is hidden because in the topology the interfaces are
linked together and not the routers, so the resulting graph shows only the routers. Because the interfaces are
hidden, the report can still show metrics for the interfaces.

Drill down

Drill down mode renders a report based on the sub-report of the current one. If the current report has three
sub-reports, then three nodes will be displayed. It is the sub-report of the Browse mode that the node will be
based on, and each node will be clickable, so you can drill down to the sub-reports. For drawing the nodes, a
template is needed that contains the images references. If no template is specified or if the template doesn’t
contains references to the sub-report, the sub-reports icon is used. Drill down mode displays reports that are
one level below the Topology report, so no edges are displayed.

Custom

The topology custom mode report is configured in XML files. The location of the XML file must be in the
topomap directory of the WebApps-Resources module. For example: <APG>/Custom/WebApps-Resources/
Default/topomap. See the APG-Topology-Report-Administration-Guide for more information.
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Edit Overlay reports

Overlay reports define additional layers added to a graph report where events are plotted. The events that
appear in the graph are defined in a table report, and you can perform further filtering in the overlay settings.

The overlay functions like a mixed report in that it displays the child graph report and the child table report on

the same page.

To create an overlay, you add an Overlay report node to the tree, configure it, then configure a graph report
as its child, and a child table report, which you configure to list the events you want to appear in the graph.

Viare — |

IFANAN-PC-RTRAM [GiE] —

L An owerlay defines & zone n the greph on which evends will be drawn

Dusplay Tlithe [IF-'H4IFF'E-RTR1 1 300} b

Esiadion Filier

instanceDisplayhame starts with IF-W4N-PC-RTH1/1 [G
rtnnoeonglayames’ | FAWAN-PC-RTR 11 [3i0/0]%
Boundaries fom| 17% w| Bl
LT
Number of Lines Tk

Uespiay Leve

Dapiny Mods

Event Limit

¥ Tooltip Information

¥ Momenisry Events

# Dumble Events

[ v

1

o Add an Owerlay

To edit an Overlay report

1 To access Edit mode, on the top menu click Edit Mode.

2  Click the report you want to use and copy the report to the My Reports area.

3 Onthe Dashboard click Report Details: Overlays > Add an Overlay.

4 Inthe Display Title box enter a descriptive title for the overlay. The title does not appear in the reports

but appears in the title of the overlay configuration box.

5 Inthe Selection Filter box you can filter events out of the ones selected in the child table to display them
in this overlay. This filter only needs to contain additional properties as most of the filtering process is

done by the table.
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12

+ Tooltip Information

Use the Boundaries settings to define the zone in the graph where the events will appear. Boundaries
are expressed as percentages where 0 is the bottom of the graph and 100 is the top. Use negative
numbers to position the event zone below the graph. Use the slider for adjustments. Your selection is
displayed along with the overlay title at the top of its configuration box.

In the Number of Lines box enter the number of lines used to express the events in the graph. You can
use one line per 10% of height. The result is alternating lines distributed vertically plotting the events.

In the Main Color box type the value for the color you want to use for the overlay or use the color picker.
The main overlay color is used as background for the whole zone. Set it to white (#ffffff) to disable it.

In the Display Level box set the layer where events are displayed. Events and timeseries are rendered
on top of one another so with this setting you can determine how they will be arranged. To draw overlays
under the graph lines, use a negative value. To order the different overlays, you can use numbers for the
respective display levels where they are arranged from the lowest value to the highest. You can also use
top or bottom as shortcuts for min and max. If multiple overlays overlap, you can choose the order in
which they appear, as they are drawn from the lowest value to the highest.

From the Display Mode list, select the way events are rendered. Depending on your selection, settings
for events with duration are toggled to display those applicable to lines or areas.

In the Event Limit box set the maximum number of events displayed in the overlay. Events are displayed
using the table order, and after the limit is reached, the rest of the events are not displayed.

Click the Tooltip information area to set what is displayed when you mouse over an event in the graph.

'\!.:;.\' Select the properties that will be dizplayed in any event fooltip.
Tocltip Title eventDisplayMame [ &

Additicnal Properties

Edit Properties Switch to Input Field ol
Simple:  lastMotifiedAsDate T 1
Simple: clearedAsDate o 1
Simple: dassDisplayMame T 1
Simple: instanceDisplayMame T 1
Simple: elementinstance Tt

13

14

15

In the Tooltip Title box enter or select the name of the property whose value will be used as the tooltip
title.

Using the Additional Properties you can enter properties whose values will be displayed in the tooltips:

+ Click Edit Properties to use the Property Selection Helper to select one or more properties. You can
change the order of items in the list to reorder their order in the tooltip. See About the Property
Selection Helper.

*  Click Switch to Input Field to manually enter properties. As you type, a list of matching values
appears. To enter multiple properties, leave a space between properties.

Click the Momentary events area to control how momentary events are displayed.
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16

17
18
19

+ Nhlomentary Events

.@ Momeniany eveniz have no duration, and thue the same =iart and end fimez. They will be reprezented a=

pointz.
Events Color I #ff000o ! (73
Point Size —_— L2
1.0 v
Marker Type - L2
ertical Line

In the Events Color box enter an HTML color code or use the color picker to define the look of
momentary events.

From the Point Size list select the size of the points for momentary events.
From the Marker Type list select the type of marker for momentary events.

Click the Durable Events area to control how events with duration are displayed. Events with duration
have a start and an end time. The settings available correspond to whether you selected line or area for
the Display Mode.

* Durable Events

-ﬁ Dursble eventz have & durstion, and may even be infinite. They will be dizplayed sz linez or areas

Events Color I #ffcB0D o

Line Width — i
1.5 =

Line Style Ve LT

Start Marker - k-2
Circle =

End Marker - LT
Circle =

. Line Width: Select how wide the lines are for events with duration.
* Line Style: Select the line style for events with duration.
*  Start Marker: Select the marker for the start of events with duration.

. End Marker: Select the end marker for events with duration.
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Pre-Generated Reports

A pre-generated report is a report that can only be created by an administrator. The report will allow the

administrator to store reports for select users at a pre-determined time.

saa Filtering & Expansion I |g___j Report Configuration | 5 Report Details: Table | L+ Formula i ':' Pre Generation H

| Q New Pre-Generated Report |

Report Dizplay Preference Use Real Time Values -

new report

+ Recipients

Schedule this report for All Users -
+ Details
@ The following tion defines the scheduling
Name
Active @
Schedule Everyday & |at| 00 = ;| 00 s | @
Report Link #h Type here to fiter the list (2]

[] AN/ Global Reperts / Situations te Watch / Stress Summary / IT Silo/

None All

Send confirmation email [

€

To create a pre-generated report:

1
2
3

N o o M

In edit mode, choose the Pre-Generation tab,

Click New Pre-Generated Report and edit the Recipients and Details fields,

In Schedule this report for drop down:

. Select all users, which as the name implies, will generate the report for all users,

»  Select specific roles, which will generate the report for all users with the selected roles.

In the Name box, select a descriptive name for this report,

Check whether this report should be active (generated on schedule) or not (never auto-generated),
Use the Schedule options to select the time(s) at which to generate these reports,

Select the instances of this report to generate. For instance, if a report node has been copied and places
somewhere else in the tree, this menu will show allow both of those nodes to be generated,

Check to send an e-mail about the report generation to the selected recipient.
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Create a report with the Report Wizard

You can use the Report Wizard to quickly create a report. This is a helpful tool for creating a report on the fly,
for example if you are troubleshooting an issue. If you want to save a report created here, you must save to
My Reports.

To use the Report Wizard

1 In Browse mode, on the Tools menu click Report Wizard.

Report Wizard

View Type
Device Browser -~ @

siders the currently visible elements. If a filtering has been applied on the elements, note that

impacied.

Available Elements

Llevice Types bl b Hostname i

1 selected elements £ 10.128]
0 selected elements

@ Host i

F IT110.128.10.2

) Node =
[]10.128.10.3

(") Router —

3 [[]10.128.10.4

) Switch :1012510
[C]10.128.2.54

[F]10.128.8.111

Unselect all Select all
k0 Selected Metrics
* (Optional Report Settings
Display reaktime « average - over last « 1day -
Automatic Repo : | : B

Type Selection

Guit Wizard

2 From the View Type list select a view type. The available views are defined by the system’s
administrator.

3 Inthe Available Elements area select elements to filter on. You can click the filter icon and start typing
the name of an element to filter the list. Continue to choose elements until you define all the elements
you want included.

4 If you can select more metrics to add to the report, the Add Metrics button becomes available. You can
click it and repeat steps 3 and 4 until you have all the metrics you want to add to your report.

5 Click Run to generate the report.

6 If you want to save the report to reuse it, click Save in My Reports.
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Example of creating a report with the Report Wizard
This example shows how to create a report that shows the CPU utilization for a number of hosts.
1 In Browse mode, on the Tools menu click Report Wizard.
2 Choose these options:
*  Device Types: Host
* Hostname: select some hosts
*  Component Types: Processor
+  Components: select all
*  Available Metrics: CurrentUtilization

Available Elements

Device Types - A4 Hostname - A4 Component Types - 7 Components - A4 Available Metrics - 7
1 selected elements 3 selected elements 1 selected elements 6 selected elements 1 selected elements
@ Host []10.128.10.2 - () FileSystem [¥] PSR-10.128.10.2/768 [] Currentutiization
©) Node [ 10.128.10.3 |_=| () Interface [#] PSR-10.128.10.2/769
) Router [#]10.128.10.4 | [ © memory [#] PSR-10.128.10.3/768
©) Switch [F110.128.2.54 @ Processor PSR-10.128.10.3/769
“ [F110.128.8.111 [#] PSR-10.128.10.4/768 »
[ 205.72.0.1.megaega.ne.jp PSR-10.128.10.4/768
[] mdc-pv-esx1.int. watchdnet.net
[C] mdc-pv-esx2.int. watchdnet.net
F T — ’
Unselect all Select all Unselect all Select all Unselect all Select all

Add Metrics i

3  Click Run. You can save the report to My Reports to rerun it.

My Reports / Wizard

Sunday, February 13, 2011 1:00:00 AM EST » Monday, February 14, 2011 1:00:00 AM EST | Last 1 Day: average on real-time

2011-02-13 01:00-00

A ' A A ' A A ' A A ' A
02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00

lower bound: 0.0 upper bound: @ Al @ None @) Auto @) Invert Apply
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Arrange reports

When more than one report appear on a page, you can arrange how they are positioned. Save your changes
and the placement is saved for subsequent sessions for all the users of the report. You can also add links
from My Reports or My View in the report tree to individual report elements. These links are also saved for
subsequent sessions.

If you drag or resize a report that has other reports that are configured using the same expansion, all the
reports that have that expansion will resize of move.

To arrange reports

1 Mouse over the upper right corner of a report to display the tools.
'_ &+ | —'o-l

»  Click the pin button to add a link to this report from My View in the report tree. You can click My View
to display all the reports added using the pin. After you add a report to My View you can click the x to
remove the report from My View.

»  Click the down arrow to make the element larger. It expands vertically, moving over the reports to the
adjacent column. Repeatedly pressing the arrow makes the element larger. You can click the up
arrow to make the element shorter or restore it to its original size.

+  Click the right arrow to expand the element to the right. You can click the left arrow to make the
element narrower.

+ Todrag and drop an element into a new position, click and hold the cross-shaped cursor, and move
the element to a new position. The other elements resize around the new element.

2 After you make your changes click Save.

Dashboards | Datacenter Summary o

- 1 i | i
L]
# Opesating Sysmm

."ll\.l' fthis serment I'I-HT.H*II]

Yl b
b ey

W Lail iday (jobal avallabiity W Toji Pincmwacr Lilibiilon
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About APG administration

If you are an APG administrator with Global Administrator privileges you can set up the APG environment
from the Administration page. You can edit these settings:

*  Web Portal access, look and feel, language, default time zone, and duration aliases,
. users, profiles and roles,
* ReportPacks, upload new ReportPacks and edit their templates.

From the Administration page you can also access the available APG modules. To access the Administration

page on the right of the top menu click Administration. What appears in the Administration page depends on
what modules you have installed.

Administration
arG Frontend Management | ~' ReportPacks
APG Portal @ List / Import ReportPacks
z Scheduled Reports
B Stored Reports
) )

&> User Sessions ReportPacks are pre-defined reports dedicated to &
+5# Running Reports specific technology or vendor, including Built-in metrics,

formuias and analytics.

o User Management L Modules
B users Frontend
@ Profiles i
- &~ Formula Editor
&® Roles jb

_}:’ Outage Editor
- c c i — =
personal  information  (login, _/-l’ Real Time Grapher

art of one profile (which defi j—" Management of Database Metrics
and can have zero or more rol

A user con
password, email
their global prope.

ok

{which defines their rights and report sccesses). _,55 Topology Management
Collecting
- -
i, Centralized Management i ME Browser

. = SHNMP Collector
L5l Physical View Devi R

] evice Discovery
u:—-. Logical View L
Lﬁ Packages

42 Licenses Miscellaneous

= Transaction Colector

¥ Audit Logs
QE Central Configuration Repogitory g Aderting
$ SoionPacks e P SLA Configuration
= Data Enrichment

L) Scheduled Tasks
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Edit logon settings

Use these properties to:

« control whether auto complete is available for logon,

*  put the portal into maintenance mode,

« enter a text message that will be displayed on the logon page.

The changes you make are active on the next APG logon.

To edit the global properties
1 On the top right of the web portal click Administration > APG Portal.

i |’
l Fromtend Siatus i Detault Disploy I Filg Cusiomazation I Duration Aliases _

..le General portad status con be modified bere
0N page autocompieie Defaull browses bahaviour -
n Maintenanca? L7
Neicome Wessage u

2 From the Login page auto complete list, select whether to disable auto complete for username and
password at login, or just for the password.

3  Select the In Maintenance check box if you want to put the Web Portal into maintenance state, which
disables logon for all non-admin users until you clear this setting.

4 Inthe Welcome Message text box, enter a welcome message all users will see on the Logon page.

5 Click the Save button to save your changes.
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Edit default display settings

Use these settings to:

select, add or delete a logo,
choose the default language for APG,
set the time zone.

These settings have a one-to-one relationship with the customizable settings for the default profile. If you
change a setting in one location, it is automatically updated in the other. All these settings are defaults, and
can be adjusted per user profile. See Managing users, profiles and roles.

To adjust the default display settings

On the top right of the web portal click Administration > APG Portal > Default Display.

l Frontend Status ' Default Display File Custamiration i Duratson Ahkases —

) Defaull valu=s thal apply on iogin page, and for ol users who have the defaul profis

Defaut Logo [company-ogo.pngl - 4

Delele Selecied Logo

Your Company Logo
Add & New Logo
Locale Defaul Languads « &4
Time Zone Defaut Time Zone »

From the Logo list, select an image to use as the APG logo. The logo is displayed at the top of the Login
page and above the report tree in the user interface and Administration page.

To add a new logo click Add a New Logo, choose a file and click Ok.

The default dimensions of the logo in APG are 232 pixels wide by 63 pixels high. For best results use this
dimension ratio for the images you upload. The new image is used as the new logo and automatically
inserted into the Logo field.

To delete a logo select it in the Logo box and click Delete Selected Logo.

From the Locale list select the default language for the Web Portal. Default Language uses the language
of the server. Language settings affect:

+  APG Web Portal

*  Userinterface

*  Administration page

*  APG Modules accessible from the Frontend.

From the Time Zone list select the default time zone for APG.

Click the Save button to save your changes.
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Edit file customization settings

You can create a CSS style sheet to change the web portal look and feel. You can load a JavaScript file to

create custom overrides of interface elements such as buttons and menus.
Use these settings to:

+ select a CSS file to apply to the APG interface,
+ select a JavaScript file to run each time a page is loaded,
* upload and edit CSS and JavaScript files.

To change the file customization settings

1 On the top right of the web portal click Administration > APG Portal > File Customization.

Fromtend Status I Defauit Display File Customizatson buration Aliases

Q Thase fies are used fo cusiomize the porial when some specific nesds require & Only one of
tma, and [hey kave [0 be downibaded in order 1o 8e [hey conbenis
CS5 File Donotuseany fie = 43 Upkoad
avascript Fre Do nol use any e - &) Upboad

s

can be uploaded and vsed al o

a A O DN

Click the Save button to save your changes.

To use a CSS or JavaScript file, from the CSS File or JavaScript File list select a file.
To edit an existing file, select it from the list, click Download, edit the file and then upload it.

To upload a new file click the Upload button and browse to the location of the file.
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Management of Database Metrics

The management of database metrics page allows you to select and delete metrics from the system. To
select metrics for deletion, simply use the filter as you would during report creation. You can select which
properties the query will return to help you confirm that these are the metrics you want to delete.

Metric Selection

FIr Everything @
*
Maximum results 100) &)
Show last timestamp for all |:| %]
results
Properties to show name device part |:| 17

Query

If the metrics corresponding to the specified filter cannot all be displayed, they will all be selected by default
and the Delete button will delete all, even those that are not displayed.

Metric Selection

Filter name starts with if @

name="if%%"
Maximum results ) @
Show last timestamp for all 2]
results
Properties to show name device part D &

Query

Too many results: 796. A sample of 10 is displayed. To select less metrics, please refine the filter.

- + name %+ device % part % Last timestamp

ifinNUcastPkts dev\PLSEES lssemcicom FastEthernetl0 ApnE 65201315
Unless you are absolutely sure, we recommend that you refine your filter or increase the Maximum results
number so that all the metrics are displayed. You can then select each one individually or use the global
selectors at the end of the display.

|:| ifOutErrors hwegqwp001.lz2.emec.com FasztEthernetls3/S Apr 16, 2013 9:36:59 AN
|:| ifinDizcards hwegqwp001.lz2.emc.com FastEthernetld3/S Apr 16, 2013 9:36:59 AN
|:| ifOutDizcards hwegqwp001.lz2.emec.com FasztEthernetls3/S Apr 16, 2013 9:36:59 AN

— Al | None | Invert
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Special Considerations

If you have added databases to your system, the frontend must be configured to enable the deletion of
metrics. APG.xml must have one management resource for each timeseries database.

For example, if we have two timeseries databases APG-DB1 and APG-DB2 defined with the resource links
below, then two management resources are needed. As in the example below, the names after mgmt/ must
match the resource link name (after jdbc/ and excluding :{[...]} if present).

{ResourcelLink name="jdbc/APG-DB1l:{ cachegrp=DB }" global="jdbc/APG-DB1" type="javax.sql.DataSource" />
{Resourcelink name="jdbc/APG-DB2:{ cachegrp=DB }" global="jdbc/APG-DB2" type="javax.sql.DataSource" />

<!-- management resource -->
{Resource name="mgmt/APG-DBl" factory="org.apache.naming.factory.BeanFactory"
type="com.watch4net.apg.v2.modules.admin.BackendCommunication" backendHost="host.of.backend.of.db1"

backendTelnetInterfacePort="2001" backendSocketInterfacePort="2000" />

<!-- management resource -->

{Resource name="mgmt/APG-DB2" factory="org.apache.naming.factory.BeanFactory"
type="com.watch4net.apg.v2.modules.admin.BackendCommunication" backendHost="host.of.backend.of.db2"
backendTelnetInterfacePort="2001" backendSocketInterfacePort="2000" />

The filter in the management of database metrics page will never use data from the property store even if it is
enabled. The property store must be refreshed after metric deletion to see changes in the reports.

The filter in the management of database metrics page will use data from the data_property_flat table if it is
present in the database. Deleted metrics will continue to appear in the management of database metrics filter
until the property flat table is refreshed.
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Edit duration aliases

Duration aliases are aliases for amounts of time. For example you can represent, three months with the term
quarter or trimester, and six months can be a semester. Duration values are shown in report titles.

Dwuration shown in
the report fitle

ReportPacks / ReportPack for APG Health

Monday, Septembear 26, 2011 2:52:17 PM EDT » Monday, Oclober 3, 2011 2:52:17 PM EDT | J'}f Waek

Report browsers can select a duration from the Display settings. Any aliases you create are added to the
default durations.

& s R e - [ e
e

Dudgaliy dalil.llﬂlaﬂur = || Diplay 1 hour -  valiEs

L9 2% Viewin Full Page
Jl!. Using FeRrags - B Ehon

« Time Range Qisck Swilch » o Rewertio Defaukt Raport

Repori

 mmm— Chiet last
mixed rapons apply
Fondonng  sialic chars - Asload mmpot

Report Type Time |2weeks Actions
1 month
quarter
Samagier
1 yeai
cusiom
cakendar

To edit aduration alias

1 On the top right of the web portal click Administration > APG Portal > Duration Alias.

i Frontand 5Status l Defautt Display File Customization l Duratien Aliases _

ﬂ Tane ranges can be ghen '!p-EI:I‘!I.' alzses m the sechon Those aplase=s wil be used msiead of the defauk durshon translsbion when
dsplaying & report. Nobe that changing any of the following period will nol update the sias in e reporis that were defnad whis
using these aliases

ARABEE
Add penod slas !j.
The period M wil be displayed by Ihe aias quarier in Engish = g
The pariod 3 will be dispiayed by (e skas. Amesire in French = g
Tha period BM wil be displayed by Ihe akas Semesier in Engish = g
The period &M will be dispiayed by (e slas Semestre in French = g

2 Edit the existing values, or click Add period alias and add a new value.
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Edit scheduled reports

You can access all the scheduled reports, both those scheduled by users, as well as the pre-generated
reports.

Use these view to:

*  View scheduled reports. To see how users schedule reports, see Schedule reports,

*  View pre-generated reports. To see how admins create pre-generated reports, see Pre-Generated
Reports,

+  Edit the details of a scheduled or pre-generated report,
»  Enable or disable scheduled or pre-generated reports,
»  See all running and queued reports,

*  Run reports, or cancel running or queued reports,

» See all invalid reports,

* Remove scheduled or pre-generated reports.

To access scheduled reports

1 On the right of the web portal click Administration > Scheduled Reports.

Your Gompany Logo
Here

orhere  histration

4 apa Portal
"™ scheduled Reports Frontend Management
|"__w.| Stored Reports

£ User Sessions ftal

L Running Reports
g t Scheduled Reporis

_._. U=ers -

& Profi |==| stored Reports
rofiles

% Foles g% User Sessions

1 o9 Running Reports
_r?-_ Centralized Management e

|+ ReportPacks

9 Modules

ri 1 leare Manamnamant

The scheduled Reports page lists user scheduled reports and pre-generated reports, including reports that
are currently running and queued to run, as well as invalid reports. You can click a user in the list to see which
reports they have scheduled, and click a report to interact with it.

Watch4net Web Portal Guide



134

Users Scheduled Reports

Lists =ome information about the reports that have been scheduled for periodic generation per user. Additional information is available by
clicking on & specific user.

= User + Report Count + Average Daily Time + Total Generation Time + Generation Count

£ admin 1 0secs 0 secs 0

Pre Generated Reports

Thiz section displays the reports that have been pre-generated. Additional information iz available by clicking on a specific report.

* Name %+ Last Duration |% Average Daily Time %+ Total Generation Time %+ Generation Count | 5 Status
Distribution By Model 12 secs 12 secs 8 mins 12 secs 41 @
File system 13 secs 13 secs 18 mins 25 secs 85 @
Memory 13 secs 12 secs 17 mins 85 @
Monthhy 13 zecs 12 secs 17 mins 24 secs a7 @
Operational 12 secs 12 secs 17 mins 85 @l
Stress 6 secs 6 secs 8 mins 24 secs 24 @
Transactions 10 secs 10 secs 14 mins 10 secs 85 @
View by 103 13 secs 15 secs 1 min 2 @

Running Scheduled Reports

Below are all the scheduled reports that are either running or waiting for & slot.

User Scheduled Report Expected Execution Duration Status

No scheduled report running or queued...

Invalid Scheduled Reports
Beilow are all the scheduled reports that are not valid.
To edit a user scheduled report
1 Click on the selected user.
2 Click on the selected report.
. Click Edit to edit the report,
»  Click Enable to enable the scheduled generation of the report (when disabled),
»  Click Disable to disable its generation (when enabled). It will not run until it is re-enabled,
+  Click Launch Now to run the report immediately,
*  Click Abort Now to cancel the report (if it is currently running or queued),

*  Click Delete to remove the report from the scheduled list.

File sysi | 13 secs 18 mins 51 secs 87 @

Memory 12 secs 17 mins 12 secs 36 Z
Edit

Monthhy ‘ 12 secs 17 mins 36 secs B8 i"

Operatii @ | Disable 12 secs 17 mins 24 secs a7| @

; - =

Stress ¥) | Launch now ‘ 6 secs & mins 30 secs 85 'S

Transac 10 secs 14 mins 30 secs 87 @

Delete i - —
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Edit stored reports

You can use this view to access all the reports that are stored.
Use these view to:
. list stored reports,

+ see stored reports characteristics like report generation time,
* delete stored reports.

To access stored reports

1 On the right of the web portal click Administration > Stored Reports.

To delete a stored report
1  Click the square of the first column to select it.

2  Click the Delete button.

Stored Reports

356 results.

* Owner * Report + Generated
|:| - Network Summary / Details by Device Type Jun &, 2012 9:15:11 PM
|:| - Detailed Reports / Operational Dazhboard (By IT Silos) Jun 7, 2012 10:56:23 AM
|:| - Service Level Reports / Monthly SLAs (Won ve. Violated) Jun 7, 2012 12:52:09 PM
|:| - Detailed Reports / Operational Dazhboard (By IT Silos) Jun 7, 2012 12:52:23 PM
—
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Edit user sessions

The User Sessions page lists all users currently logged into this instance of APG.
From here you can:
. view who has an active session,

*  log users off, except for administrators.

To access user sessions

1 On the right of the web portal click Administration > User Sessions.
To forcibly close a user’s session

1  Click the user
2 Select the Kick Out option.

User Sessions

A contextual menuw is available through left click; please note that it is not possible to logout admin users, whose login appears
impersonating another one, his real login will appear inside parenthesis.

= Login %+ First Name | = Last Name = Logged in on + Last access on % Client IP | % Client ho

&,admin Apr 27, 2012 3:18:38 PN | Apr 27, 2012 3:18:43 PM | 10.128.2.33 | 10.128.2.33

&, executiy \ 2012 31756 PM | Apr 27, 2012 3:17:58 PM | 10.128.2.33 | 10.128.2.33
£ admin

b 2012 2:25:40 PM | Apr 27, 2012 2:26:119PM | 10.128.2.33 | 10.128.2.33

B | KickOut [
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View running reports

This page lists all reports that are currently being generated by APG.
From here you can:

. view reports that are running,

+  cancel the generation of a given report.

To access the running reports

1 On the top right of the web portal click Administration > Running Reports.
To cancel the generation of a report

1 Click the Abort button for the report you want to cancel.

Home Running Reports

Currently Running Reports

Owner Report Start Status Total Duration Abort
admin All 30-Apr-2012 2:13:37 PM Generating... 13 secs 13gecs @ Abort
admin All/ My Reports / Global Inventory / Montreal 30-Apr-2012 2:13:48 P Generating... 3 secs Jsecs @ Abort
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About ReportPacks

ReportPacks are pre-defined reports that are dedicated to a specific technology or vendor. ReportPacks
include built-in metrics, formulas and analytics. Using a ReportPack saves you customization time and effort.

To access APG ReportPacks

On the right of the web portal click Administration > ReportPacks.
From here you can:

+  Upload a ReportPack,

. Create a new ReportPack,

*  Export a ReportPack,

* Add a template to a ReportPack.

Upload a ReportPack

To upload a ReportPack

1 Do either of these:

+ from the Administration page, in the ReportPacks area click List/Import ReportPacks,

« orin the tree click ReportPacks.

The APG ReportPacks page appears listing all the APG ReportPacks, their descriptions, and how

many templates there are for each ReportPack.
2 Click the Upload a ReportPack button.
3 Click Browse, locate the ReportPack file (.arp), then click Ok.

The ReportPack's name, version, description, template and formulas are imported into APG and appear

in the ReportPack list.

APG ReportPacks

Complete ReporiPacks (in arp formall can be impoed through the following farm

al nave bean Installied or crealed

Uplaad a ReportPack

Click on &ny ling fo view defai's for & Specific ReportPack .
B s Mew ReportPack
HNumber of
= Name = Description -
Templates
Default ReporiPack The defaut ReportPack, ncluded with any APG instal -
ReportPack for APG This Reportfack enables you to monior the performance and i
Health naakh of afl the A —=— . —

ReportPack Tar EWMC

Senarts Evend Watch4het Soluts

U can upiosd & new ReportPack From your beal workstafion in order fo

ReportPack for Smarts
Heakh

This ReportFack |  mper it into APG
Browse..

Click on the Ok butinn when the file has been selecied
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Create a new ReportPack

To create a new ReportPack

1

a A 0N

Do either of these:

+ from the Administration page, in the ReportPacks area click List/Import ReportPacks and click the

New ReportPack button,

» orin the tree click ReportPacks > New ReportPack.

The APG ReportPacks page appears listing all the APG ReportPacks, their descriptions, and how

many templates there are for each ReportPack.
In the Name box enter a descriptive name for the ReportPack.
In the Version box enter a version number for the ReportPack.
In the Description box enter a description for the ReportPack.

Click the Save button to save your changes.

The new ReportPack is added to the ReportPacks list and the tree, where you can edit it or add

templates to it. To add a template see Add a template to a ReportPack.

APG ReportPacks

Complele ReporiFacks (in arp formall can be imporfed throingh the following form The list below

o condadng the RepomPacks thet have been inglaled ar creafed

Seipct the cormesponoing fite and then click on Upload for the ReporfPack name, versran, descrpbon, femplake ang

formafas io b2 processed and imported e APG

Upload a ReportPack

Click on any fine fo wew deteils for 8 specific ReocriPack

&) Mew ReportPack

Wiirmibwr o
= Name

ReportPack Creation
DiaTaull R=poriPaci
RapartPack for APG This sechion allows fhe crealion and modification of ReportFacks

Hepln

Smarts Evenls

@ This nformation & for admnsdration purposes only. & wil not be dmplayed n the user interface

ReporiPack for Smarts
Heptn

Hame

Warsian

Descrpton
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Export a ReportPack

To export a ReportPack
1 Do either of these:

»  On the Administration page, in the ReportPacks area click List/Import ReportPacks and click the
ReportPack you want to export,

» orin the tree click ReportPacks and the ReportPack you want to export.

2  Click the Export button.
The ReportPack ARP file, which is an archive of all the ReportPacks details and templates, is
automatically downloaded by your browser. To upload the ReportPack and use it in another APG
instance see Upload a ReportPack.

[Ty S

ﬂl This informeton is for sdmnistration purposes only. it will not be displayed in the user nterface

Heme Detaull ReportPack
Version 52
Descnption

The default RepariPack, included with any APG install

Delete Export Save

mrnove this ReportPack pet the AHE archive apply modifcatons
This list confains all the lemplales thal have been created for this ReporiFack O~ T —
+ Template Name + Description
Device Summary A summarzed overview of all the devices on the network
Global Reports This node contain a set of general reporis
ReportPacis This node helps you lo hook ReportPacks
Transactons / This set of reporis & designed 1o heip monéoring the performance of transactions and
Apphcations appications
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Add a template to a ReportPack

To add a new template
1 Do either of these:

+  On the Administration page, in the ReportPacks area click List/Import ReportPacks, select the
ReportPack you want to add a template to and click the New Template button,

» orinthe tree click ReportPacks, and under the ReportPack you want to add a template to click New
Template.

Eere

@ Information other than the tree template is for administration purposes only. | will not be displayed in
the user interface.

Template Name
“erzion

Description

Hook Nodes Hook to Another Node | &

Tree Template L2

2  Enter a name, version, and description for the template.

3 To add this template to other nodes in the tree, click Hook to Another Node and from the list select
where you want to put the template. You can do this once or many times, depending on where you want
to add the template.

4  To upload a new tree for this template, beside Tree Template click Browse and navigate to the APG Tree
XML file you want to use.
The new will overwrite the current one.

5 Click the Save button to save your changes.
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Managing users, profiles and
roles

Topics

*  About APG users

* Edit your user settings

* View users

¢ Add, edit or delete users

* Test user settings
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« About role restrictions
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* Assign limited administration rights
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About APG users

You can assign users rights that control what they can see and use in APG. This includes access to reports
and modules, editing capability, and the ability to search or use the Report Wizard.

There are three categories of users in APG:

. Report browsers have read-only access,

* Report editors have read-write access,

»  Administrators have global administration rights and can administer APG.

Not all users have to fit into these categories, and can have read access to some reports, write access for
others, and access to some software features.

You can control the settings for APG users that determine the behavior of APG for them and what they can
access.

From the Users settings, users are defined with information about them, their status, profile, roles and
potentially a master filter to apply to restrict access for their reports to particular APG metrics, as well as
whether custom reports are accessible to them.
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Edit your user settings

User settings have the default values that are set up by an administrator. You can access your user settings
to modify the settings according to your preferences. If you can’'t access your settings, contact your APG
administrator.

To edit your user settings

1

To access your settings, on the top menu click w

The User Data page contains information such as your title, name and email.
The email address is used to send you information from APG such as when a stored report is completed.
You can change your password which is recommended when you first log on to APG.

-Er} Sami= cofrons! informabon Salare nobmendaloey, ool 1 is recommended i fill e amad one o order o bens i soms feafores of APE
T ==
Frsl Ham
Liast Hamas
Frvmil a0 ees: Rt
Bl ARG dars par Lo ifs o autheateaten (LOAF for instance], then fens i 0 pead i Speclfy b pessm
Oid Passwond
Flpw Pasawird
Confirm Fassword
Cancel Save
ars nnmzm fiy mdseane.

On the Preferences page you can modify the elements of your environment

From the Language list select the language you want to use for the Web Portal.
From the Root Display list select the display mode to use for the root node.

From the Root Report list select the type of report to use for the root node.
See About the report types.

In the Auto Refresh Rate box enter a value or do not enter a value for no auto refresh.

From the Background Reports list select Show the Question or No Background Reports.

When a report takes a long time to generate, APG can ask whether you want to continue waiting or
launch the report in the background and store it. Select Show the Question if you want to have the
option to decide.

From the Stored Reports list select whether you want to receive an email when a generated report
is stored.
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I User Data Preferences

Custom Tree

ﬂ The following saftings deal with some aufomatic behaviars in APG

Language

Root Dizplay

Root Report

Auto Refresh Rate

Background Reporis

Stored Reports

Defaul Language » )

two reports per ine * &
(¥
u it
_—

mied using defauls

seconds (0 or emply means no refresh

lo Background Reports » g

Don’t Send the Completion Email - g3

4 On the Custom Tree page you can add a branch to the tree or download a backup of your tree.
These restrictions apply:

You must be in Edit more before you access Settings to import a branch. You must select a report

node in the tree before you access the setting to import a branch, since the branch will be imported
under the selected node.

Before you import a branch, it is strongly advised that you back up the current tree by clicking the
Download a Backup link. Either click the link and save to your computer, or right-click and choose

Save Link As to specify a name and location.

User Settings

from this section.

@ Thoze festures apply on the whole tree you can sccess fo. Note that the tree needs fo be in Edit Mode in order to add a new branch

Here, you can download a backup of your whole tree. In order to get only a part of it, please select the report to exponrt, in edit mode, and then use the
Report Template button from the Exports menu.

Cancel Save

discard changes apply medifications:
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View users

The APG Users page lists APG users, their status, profile, and whether their profile is enabled.

To view users

1

On the top right of the web portal click Administration > User Management > Users

or

in the tree click Users.
The APG Users page lists all the APG users.

Here are displayed all the users you can manage, either for the whole APG portal, either for a specific profile if one ha

on the left.

A contextual menu (left click) is available on each vser in the table.

= User Login
£ admin

g executive
£ operator

B user

% Title

= First Name

%+ Last Name

= User Status
admin

user

user

user

+ Email Address = Profile
Default P
Default P
Default P

Default P
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Add, edit or delete users

You can set up or edit these properties for each user:

« theinitial logon credentials for a new user,

. a user profile including name, title and email address,
« the profile and role assigned to the user,

. metrics the user can view,

*  custom report access.

To add or edit users

1 Do one of these:

*  On the top right of the web portal click Administration > User Management > Users.
On the APG Users page click New User

« orin the tree expand Users and click New User.

User Creation

Thizs section alfows he crealion and modificalion of users who can be given access o any of APG's apolications
-ﬁ The user wil have o provide this informalion when logging in. IF APG does not use s own puthentication (LDAP for

instance), then there = no need to specify o password

User Login LY

Hew Passwaord

Confirm Passwerd

l,g;[l Some opfional informaticn about the user. They are niol mandatory, but & is recommended to fil the emad ong in onder (o
benafit some fostures of APG

Titie - -

Firsl Nams

La=t Hame

Emad Address &

2 Onthe User Data page enter the user login and password credentials. The new user will initially use

these to log on. Users can change their password after logging into APG with these credentials, in their
own settings dialog. The user login and passwords are case-sensitive. Passwords do not need to be set

if APG is configured to use an external authentication system like LDAP.

3 Enter a title, first and last name, and email address of the user. The email address is used to send

notifications of stored reports. These settings can also be entered by the user in their own settings dialog,

which overrides anything set here.

4  Click the User Status tab and set the user’s rights and access.
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User Data User Status Other Oplions

@ The user sintus defines his rights and accesses in the whole application. Role assignment is an important step. Please
nole thal a dsabled uaer cannod login anymore:

User Stalus Normal User - Daabied? 7] &3
Profie Default Profile » g3
User Roles e
Other Roles Assigned Roles
Executives View - R
Full Control Users
Cperators View
Bead=-Cnly & Real=Ti Add Role »

& Remove Role

Add Al ww

wa Remowve Aldl

From the User Status list, select either Normal User or Global Administrator. Global Administrators
have full rights to APG and all its components, cannot be disabled, and have no restrictions on templates.
Normal Users is the default status for other users.

If you want to disable the user so they cannot log on, select the Disabled check box. Users will not be
able to log on until they are re-enabled. You can also toggle users to be enabled or disabled by clicking
the user in the tree.

From the Profile list select the profile to apply to the new user. Profiles determine language, time zone,
dynamic graph usage, and the logo used for the Web Portal. See About profiles and Create, edit, and
assign users to profiles.

From User Roles, add or remove assigned roles as necessary, using the Add Role and Remove Role
buttons. Roles determine access and restrictions for the user. See About roles and Create, edit and
assign users to roles.

Click the Other Options tab, and set the reports and metrics the user has access to.
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'ﬂ Thosa opbons regroup critical settngs - such ss the masier filler - as wel as ofher pplional pnes

Thie fMler & the combinad fler from Sl 18 roles Ihe user I8 i using an OR
combined with the user one using an AND. i dynamically updaled from the
selacied roles and the user masber fiter snd thus cannot be edited

Everything

lasler F 4
Waster Filler Everything LT

Custom Reports it alowed - &b

wosstw: | st toms. | overcoecns |

10 For the Master Filter, enter a filter that restricts the metrics the user can see. This filter is applied to the
root node and cannot be modified by the user themselves. Filters can also be set for roles. Any role filters
are combined with an OR, and the user filter, with an AND. See Create, edit and assign users to roles for

how to create filters for roles and About the Filter Configuration Wizard for how to create filters.

11 From the Custom Reports list, select whether custom reports are accessible for the user.The user
custom tree is a specific per-user branch of the tree nested under My Reports, which can be modified by

the user.

12 Click the Save button to save your changes.

To delete a user

1 On the top right of the web portal click Administration > User Management > Users
or
in the tree click Users.

APG Users

on the left.

A contextual menu (left click) is available on each user in the table.

+ User Login + Title | = First Name + Last Name % User Status + Email Address
£ admin admin
&. executive | user
&, operator user
& | Edt {
£ user user
- & | copy
.% Test User
2. | Disable
£ Delete

2 Click the user you want to delete and choose Delete.

Here are displayed all the users you can manage, either for the whole APG portal, either for a specific profile if one has .

* Profile

Default Pro
Default Pro
Default Pro

Default Pro
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Test user settings

You can test user settings to check how their settings are applied, as if you were logging in as this user.

To test a user’s settings

1 On the top right of the web portal click Administration > User Management > Users
or

in the tree click Users.

APG Users

Here are displayed all the users you can manage, either for the whole ARG portal, either for a specific profile if one has
. onthe left.

A contextual menu (left click) is available on each user in the table.

= User Login = Title + First Name * Last Name + User Status + Email Address + Profile
g, admin admin Default Pri
.& executive | user Default Pr
&, operator user Default Pr
¢ | Edit
S user & \: user Default Pri
- & | Copy
& Test User
£, | Disable
£ | Delete

2 Click the user you want to test and choose Test User.

You are launched into the APG User Interface, interacting with the Web Portal as if you had logged in as
the user being tested.

3 Browse reports and edit reports, and perform any other regular APG functions. Any changes you make in
APG, such as editing report settings, are saved with their new settings.

4  Simply click Return to Self to end user testing.

Arg APG - Report - All

e

ero (logged a= b ) Return to Self

Your Company Logo

Al

= Al

17| Scheduled Reports
@ Stored Reports 2012, Monday, April 30 » Tuesday, May 1
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About profiles

APG profiles contain the settings for all the users who are assigned to the same profile. You can use different
profiles for different companies who access the same APG instance, or for different departments of a large

company.

Profiles include language, time zone, dynamic graphs and logo usage. By assigning profiles you assign
specific user rights. Users can edit some of these settings themselves in their Settings. Any settings that

users set override those set for their profile.

You can:

*  View profiles to get an at-a-glance view of all the profiles set up on your system

+  Create, edit, and assign users to profiles to set up or make changes to profiles.

View profiles

The APG Profiles page gives you an at-a-glance view of the profiles on your system, their descriptions, and

how many users currently use each profile.

To view users

1 On the top right of the web portal click Administration > User Management > Profiles

or
in the tree click Profiles.
The APG Profiles page lists the profiles on your system.

APG Profiles

Those are tf & profiles that hay lefined for AP

them. Admin L he only ones that can cf

assigned o us

Click on a line to access corresponding profil forma
Name = Description

Dafault Profile

Admir

Operator

Report edior

Report reade

eaie

or modify profiles bl

+ User Count

G, along with the number of Lusers that use

I F
ore ne

&y New Profiie
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Create, edit, and assign users to profiles

You can set up or edit these properties for each profile:
* name and description of the profile,

* language,

+ time zone,

* logo,

* users assigned to the profile.

To create, edit, or assign users to profiles

1 On the top right of the web portal click Administration > User Management > Profiles
or
in the tree expand Profiles and click New Profile.

2 Inthe Main Properties page, enter a name and description.

Profile Creation

This seclion allows the creation and modification of profiles for any APG user

Main Properties i Cuslomizable Settings I Users Repartition —

lﬂl Those properties are only here so that people who assgn profies wil know what the profiles represent. & will heip
them decide whetner the profie fits ihe user or not

Name

Description

3 Click the Customizable Settings tab and set the language, time zone and logo. See Edit default display
settings for information about these settings.

I Main Properties ' Customizable Settings I Users Repartition —

ﬂ These seltings will be appled Tor all ussrs wha have that profiie

Localks Defoutt Language = &
Tima Zone Default Time Zone -
Logo to Display Default Logo (company-logo.ongl = g

Delete Selocted Logo
Your Company Logo

Add a Hew Logo
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4  Click the Users Repartition tab, and assign roles to this profile.

e —

) This section can be used to quickly switch users from snother profile io ths ore

Other Users Users with this Profile
admin [Default Profi -
executive [Default P
operater [Defapnlt Pr
user [Default Profil Add to Profile »

« Remove from Profile

Add All 3x

=a Remove All

5 Click the Save button to save your changes.
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About roles

Roles determine the restrictions that apply to users and what they have access to, such as templates and
reports. See About role restrictions for a complete list of what access you can control in roles.

View roles

The APG Roles page gives you an at-a-glance view of the roles on your system, their descriptions, and how
many users currently use each profile.

To view the roles on your system

1 On the top right of the web portal click Administration > User Management > Roles
or
in the tree click Roles.

APG Roles

The rodes define the righis and restriclions that will apply on users They also define which lemplates
are availablie to them, which makes them a great tool [0 manage accesses

Click on & line fo access the corresponding role information

J New Role
S User
=3 | = De =
ame scriplion Count
Executives View 1
This role allows is users o access almost any module and tool in
Full Confrol Users APG. It also gives them read-wrie access to all available tree L]
lempiates
Operators View 1
Read-Only & Real-Time = This role allows its users o access all tree templates in read-only o

Grapher Users mode. | slso gives sccess to the RealTime Grapher tool

This role allows its users io access all tree templates in read-only

Read-Only Uisers e

=

This role allows its users io access all tree templates and modify them

L)
i Wi e s I also gives access to the Real-Time Grapher tool

(=

Users View !
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Create, edit and assign users to roles

You can set up or edit these properties for each role:

. name and description of the role,

« filters applied,

+ disable the role to do maintenance for a group of users,
. users assigned to the role,

. ReportPacks, templates, and modules this role can access.

To create arole

1 On the top right of the web portal click Administration > User Management > Roles > New Role
or
in the tree expand Roles and click New Role.

2 Enter a name and description for the role.

Role Creation

H Main Properties i Users Repartition Template Access Module Access Restrictions d

@ Mame and description are only here for information purposes. The fitter and disabled attributes are the only ones that will modify
the role users behavior.

Mame

Description

Master Fitter Everything LT
®

Disabled? 0O e

3  Forthe Master Filter, you can enter a filter to restrict the metrics that users with this role are able to see.
Filters can also be set for users, in which case, first role filters are combined with an OR, and then
combined with the user filter, with an AND. See Add, edit or delete users for how to create filters and set
user filters.

4  To disable users who use this role, select the Disabled check box. All of the users of this role or its child
roles will not be able to log on to APG until this check box is cleared. This setting is useful when doing
maintenance for a group of users.

5 Click the Save button to save your changes.
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To edit or assign users to roles

1

On the top right of the web portal click Administration > User Management > Roles

or

in the tree click Roles.

Click the role you want to modify.

APG Roles

The roles define the rights and restrictions that will apply on users. They also define

them, which makes them a great tool to manage accesses.

Click on a line to access the corresponding role information.

%+ Name

Executives View

Full Control Users.

Operators View

Read-Only & Real-Time
Grapher Users

Read-Cnly Users

Read-Write Users

Users View

% Description

Standard Mode

& Mew Role

This role allows its users to access almost any module and tool in APG. It also gives them
read-write access to all available tree templates.

This role allows its users to access all tree templates in read-only mode. I alzo gives
access to the Real-Time Grapher tool.

This role allows itz users to access all tree templates in read-only mode.

This role allows its users to access all tree templates and modify them. | also gives
access to the Real-Time Grapher tool.

Click the Users Repartition tab and add or remove users from this role.

. User
¥ Count

' Main Properties

Users Repartition

Other Users

executive
gperator

admin [Defanlt Profi

[Default P

[Default Po
user [Default Erofil,

Add to Rale =

« Remove from Role

Ackd All 5=

ax Remove All

Users with this Role

Template Access i Module Access Restrictions -

) This seclion can be used to quickly manage the Isi of users wha have this role
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4  Click the Template Access tab and set the templates this role has access to.

i Main Properiies | Users Repartition | Template Access | Module Access | Restrictions _

n This defines which kind of access his roe wil provide Basicaly. €& 8 boOom fo fop behavior Emeans hat the frst right 1o be
lmoked for i the template one; then f none has been defined, @ will be the ReporPach one. And fnaly, =3 lisi resad, if no olher
has been fefined, Ehe pinbal access will be usad

Defsuk Access for Al Tempiates Unspecified -
Per ReportPack Access

RP: Delault ReporiPack No Accass - BP: ReportPack for APG Health { Mo Accass ) -
Template: Device Summary No Access - Template: AP0 Health [ Mo Access | ”
Tesplaze: Global Reporis No Access -
Tamplate: ReporPacks No Afcess -
Tesplate: Transactions | T

Mo Acopss -
anpicatons
AP: ReportPack for EMC Smarts T r—— - | | B®: ReporiPack for Smarts Healih | Mo Accsss ) -
Events bl st e

x Template : ReportPack Tor Gmars T

Template: ReporiPack for EMCA® RS Heaht Accesy | -
Smars Evenls po i

5 For ReportPacks, Default Access for All Templates, select Unspecified, No Access, Read-Only, or
Read and Write. The setting you choose is applied to all ReportPacks and templates that have not been
individually edited. Unspecified reverts unedited ReportPacks and templates to no access.

6 Click the Module Accesses tab, and for each module select whether users with this profile can access it.

i Main Properiies I Users Repartition I Template Access Moduls Access Im_

u' APG modulss. mre Ested here For esch one, scoess has b0 be specificaly granied before sny user can wse= them inheriisd
BCCBES MeBns tha velae has nof beean enforced, and thus the dafaull one Wil ba applad

Aleriing The web inlerface thal manages reat-tme alerls on values collecled by APG Hao -
Farmuls Editos Provides a graphical mberface for formuds edion and dynamic relbading Hao -
Quiage Editor This module aliows management of dynamic time fitsr settings Mo -
Real Time ’ ) 2
Grapher A graphas whizh can guery the deviees dirgclly to gat reslbime parformance data Mo -
WMIB Browser A sompieie B brewaing suile kel bads and paraes MBS, provides SNWP commands and Ko -
ayname pabing
SHMP Collector & graphical interface, bnded with the WB browser, that enables quack SHMP calection o o
configuration
This madile curently alows meincs delketion Piease note that the chan ges will nod be
Management of  immedialely visbe The AFS Backand sarvics and Tomeat nesd soms ime 1o refresh the Ho
APG Metrics dadn If the propecey flat table is used, the deieted metncs will shil be visible in the hed
réports whiil the proparcy £flac cable is refreshed
That interface used to dacover [SHMP] devices and distnbute them among APG {SHERP)
Device Discovery Mo -
collaciors
il & compiede P SLA Configuration suie Ma ..

Configuration

7  Click the Restrictions tab and for each type of restriction enter a value, or select Inherit or Enforce: Yes
or No. The inherit value will be Yes or No depending on the parent role setting or the global default. See
About role restrictions for a description of each type of restriction.
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About role restrictions

You can assign role restrictions when you Create, edit and assign users to roles.

Most of these restrictions are applied to report generation, and to some other APG features. Inherited access
means the value has not been enforced, and the default will be applied. Some values cannot be increased
above a certain threshold.

The Inherit settings are No by default if there are no parent roles. If there are parent roles, they indicate
whether the parent role is set to Yes or No, which can then be inherited by the current role. For more
information see Create parent-child relationships.

Restriction Type

Description

Concurrent Reports

Restricts the number of reports a user can launch simultaneously. This restriction
is not surpassed unless the reports are system intensive and the value is set very
low.

Report Elements

Restricts the number of elements a single report can contain. The default value is
50 and we recommend you do not exceed this restriction unless you are viewing a
complex combination of reports, which are likely better filtered.

Time Drift

This prevents the report from showing up if it reports data that is before or after the
maximum time displacement defined from the current time. The value is expressed
in seconds. 24 hours of historical data is 86400, and one week is 604800.

Time Range over
Period Ratio

The maximum number of points allowed in a graph. The restriction title refers to
how the points are calculated, which is the numbers of seconds of the reporting
period divided by the aggregate range.

Number of Metrics

Restricts the number of metrics in a report. This is used to check the number of
variables selected in a chart, such as the number of lines. If it is a mixed report this
applies to each of its individual reports, not the entire mixed report.

Aggregation Range
Limit

Restricts the maximum time-range allowed when using aggregations. If the default
value of 550 days expressed in seconds is used, then on a Pie chart, the
aggregated data will not span more than 550 days. This restriction is applicable
only to charts that aggregate values over a time period into a single value, such as
Pie and Gauge charts.

Number of Flows

Restricts the number of traffic flows that can be reported on in a single report.
Aggregated flows count as a single flow.

Scheduling

Set this to no to let users schedule reports for automatic generation and possible
distribution at the set times. Set this to yes to prevent users from scheduling
reports.

Scheduling remote
transfer

Set this to no to allow generated reports to be transferred to remote locations
using one of the available methods (ssh, ftp, ...).

Search Engine

Set this to N0 to let users use the Search to query APG to find reports. Set this to
yes to prevent Search from being displayed in the Ul.

Advanced Search

Set this to no to let users use Advanced Search to find reports. This mode uses a
standard APG filter, but requires knowledge of your infrastructure, which can be
beyond simple report browser abilities. Set this to yes to prevent from being
displayed in the UL.

Users need access to Search to be able to access Advanced Search.
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Restriction Type

Description

Display Menu Set this to no to let users access the display menu from which they can apply real-
time transformations to the report for the current session. Set this to yes to prevent
users from accessing the display menu.

Report Type Set this to no to let users change the report type in the display menu. Set this to

yes to prevent users from doing so, in which case the report type list is not
displayed.

Time Selection

Set this to no to let users change the report time in the display menu. Set this to
yes to prevent users from doing so, in which case the time controls are not
displayed.

Settings Modification

Set this to no to let users the adjust their personal settings. Settings are based on
defaults set up by the administrator for each user. Set this to yes to prevent users
from changing their settings.

Table Filtering

Set this to no to let users apply filters to the columns of tables. This can help to
limit the data set displayed, which is helpful for large tables. Set this to yes to
prevent table filtering.

Stored Reports

Set the number of Stored reports a user can save.

Stored Report Versions

Set how many versions of a Stored report a user can save.

Wizard

Set this to no to let users refine reports with the Wizard/Refiner, or yes to prevent
this functionality.

Alerting write access

Set this to yes to prevent users from creating or modifying of alert definitions.

Edit Mode button
display

Set this to yes to hide the Edit Mode.
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Create parent-child relationships

You can create parent-child relationships between roles by selecting a role to be the parent of another role.
Children inherit the rights and restrictions of the parent role.

From here you can:
. reset all roles to the defaults,
+  create parent-child relationships between roles.

To use Advanced mode

1 Inthe tree click Roles, and on the top right of the APG Roles page click the Mode tab to toggle between
Standard and Advanced mode.

APG Roles

o Hew R\ .
Clickthese tabs to

i togale between
Standard and
Advanced mode

Advanced Mode

e, FOuU CAan sCCeEs D

wd Mew Roke

. Umer

= Name = Description " Courd

Exzculives View

This role allows s users (o access simost any module and 1

Full Comtrod Users fool n APG. | af80 gh tham resd-wribe sccess i
availahie fres =mplat=s
Operators View 1
Read-Cndy & This fode allows As usErs |o access al rés lemplales in
FAipal Time Graghar read-only mode. L also gives access o the Real-Time
Users Grapher tool

s fis users fo access all free templales m
Read-Onky Users . >
v moda
This ros sliows BB usars 1o Acceas s ires terpiaies and
Read-Vrie Users madify them & alan gives access (o the Real-Time Grapher
tool

Waers Vaw

2 If you want to revert the APG roles to their defaults, click the revert roles to factory defaults link. All
your configured roles will be lost so use this carefully.
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3 To create parent-child relationships, click the role you want to work with.

Role Modification: Read-Only & Real-Time Grapher
Users

This seclion allows the creation and modification of roles for any APG user.

Main Properties L Users Repartition | Template Access Module Access

Roles and Users Management Restrictions

{ Mame and description are only here for information purpeses. The fiker and disabled afiricutes
are the only ones that wil modify the role users behavior

Hame Read-Only & RealTime Grapher Users
Description

This roke allows its users to access all tree templates in read-only
mode, k alzo gives access to the Real-Time Grapher rwl.|

Wl R i
Masler Fiter Every@ing v
Parent Role no parent role * @
Disabled? O] &

4 From the Parent Role list, select a role to be the parent of this role.
Children inherit any rights or restrictions that are defined for the parent role.

5 Click the Save button to save your changes.
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Assign limited administration rights

You can assign users rights that control what they can see and use in APG. You can give limited
administration rights to users so that they can administer roles and users. When these users access the
Administration area, only the settings they have control over appear.

To assign limited administration rights

1 In the tree expand Roles and click the role you want to work with and click the Roles and Users
Management tab. This tab is only visible in advanced mode.

Main Properties Users Repartitesn Template Access Kiodule Accase
A | |

l Robes and Users Management [ Restrictions

i ™ pans! aliows the delsgation of sdminEiration tasks i Mis rfole, sspecialy rok And USEr MANSgEMEn
Any selecied choice wil gng o the currently edied role the nght o manage ether the sslecied role (and ds
child roles | 2fher ihe usars thal have the selecied role (o ong of fs chid roles

a . L
= Kami = Aode Description

Roles  Users
Execulives View

This roke sliows I3 users. i sccess Almoal any module and bool in
Fub Congrol Users ARG & also grves fhem read-wrie access io ol avainble ree
temolales

Operalnrs Viaw

R=ad-Dinkye & =
I Thas role aliows s users to access all thee iemplales in read-only
Repl-Time Grapher 4 s i
moda. 1 also gives sccess 1o the Real Time Grapher ool -
Users
S ha roke shows I3 users o sccess all ires (smplakss B resdlanhy
Rezad-Only Lisers UL r

Thas role mlicws ks wsers o access ol free femplobes amng modify

Read-Virte Uaers AT
them. i 80 gives access Lo the A2akTime Grapher 1ool

Users View

2 Select the Roles check boxes to allow the users of the current role to edit the settings of the role and its
child roles.

3 Select the Users check box to allow the users of the current role to edit the settings of all the users who
use that role and users its child roles.

4  Click Save to save your changes.
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How APG processes data

The data available to the APG Web Portal is gathered, collected and filtered by backend APG processing
components, and then fed into the databases that the Web Portal accesses. Report editors and advanced
users benefit from knowing about the backend processes, to better understand the data available in the
filters, property fields, helper dialogs, and formulas of the frontend.

There are two main divisions of data: timeseries raw data related to metrics of performance and event data,
which, because of its discrete nature, is treated differently.

Refer to the APG Backend Admin Guide and the administration guides for your modules for configuration
procedures.

About event data

Although the APG Web Portal mostly uses performance data, which is raw timeseries data such as CPU
utilization, events can also appear in reports. You can easily create reports with event data, but unlike
timeseries data, events have these properties:

«  Events are treated as things that happen at a specific point in time. Timeseries data is treated as a set of
performance data over a defined period.

+ Events plot only a single value in a graph, whereas timeseries can plot several related variables.
»  Events appear in specialized reports, specifically event overlays.

+  Events have discrete timestamps if they are momentary events, or multiple time-related values, for
example indicating start and end times, for events with a duration. The value used for the timestamp is
set by an administrator in an event mapping file.

»  Events can have properties that are different from one another but can be organized with event mapping
files that indicate what an event property in the database is called in the Web Portal. Each mapping type
corresponds to a tab in the Property Selection Helper, where you can select properties. See About the
Property Selection Helper.

»  Event mapping files are explained in the APG Event Mapping Admin Guide.

Watch4net Web Portal Guide



167

About APG modules

The configuration modules included in APG depend on your installation. The modules give report editors and
administrators additional configuration options.

APG tools and modules

Alerting

manage real time alerts

Centralized Management

manage and deploy all your APG modules from one point

Formula Editor

create new formulas

Outage Editor

configure outage periods, also called maintenance periods

Real Time Grapher

to query a device and get real-time graphical updates on performance data

MIB Browser

load MIBs and query devices and configure the SNMP Collector

SNMP Collector

configure SNMP collection

APG Metric Management

allows metrics deletion. Changes are not visible until the APG backend and
Tomcat refresh the data. If the property flat table is used, the deleted metrics
are still visible in the reports until the property flat table is refreshed.

Device Discovery

discovers SNMP devices and distributes them to APG SNMP collectors

IP SLA Configuration

configures IP SLA connections

Transaction Collector

gathers statistics from generated transactions

Topology Management

manually refresh the topology data
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Access APG modules

Some modules need to be installed, or licensed before you can use them. For descriptions of the modules,
see About APG modules.

watcw{- etSolutions | ™™

Administration
Administration
#Pa Porial
o Users arc Frontend Management |~ ReportPacks
# Profies
o Foes arn Poral |2 List/ import ReportPacks
P Centralzed Management
L = .
= ReporiPacks ‘f"' AL
g Sessions
"y Modules FeporiPacks are pre-gefiied reports

- Runining Repons
W TR dedicated fo & specific leschoology o

vendor including buif-in mafrics, formules

\ Access the

Modules here and analytics
ar here
r
Uy Users Management +« Modules
T
- )
e i distting
B Profies _;:" Farmula Editor
[ies containe personal informatian #° Outage Edior
{login, password, emadl, 8 pat of one g =
profile  (which  oefines  his  plobal g Feal Time Grapher
properiics), and con have Tere or mar # VB Browssr
s (mivich deffne e righds and report
acressexs) & SNMP Colecior

u;l' WManagament of APG Metrics

* Device Discowary

fie P SLA Canfiguraton
E: Centralized Management

% Transaction Colecior

; " Topology Management
an Physcal View & PR "

;:# Logical View
‘ﬂ Packages

# Licenses
W Audi Logs

Allpws cepioyment Bng managemens of
ARG modwss

To access APG modules

1 On the top right of the web portal click Administration and in the Modules area click the module you
want to work with.
or
In the tree click the Modules node, and on the Administration page select the module you want to work
with
or
in the tree expand Modules and click the module you want to work with.
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Variable filters appear in APG wherever you need to select specific indicators. A filter is a combination of
predicates and operators that can be grouped using parenthesis. Filters enable dynamic, detailed filtering, as
the entire report tree is based on them. This section summarizes the available syntax.

Predicates

property="pattern'

Variable selection based on a property pattern (a pattern is a

[N

string that can contain SQL wildcards like ‘%’ or *_’)

property=="'value'

Variable selection based on an exact property match

property

Selects only the variables that have the specified property

Without Property-Store:

#<database type>-<database name>:<data
group>-<variable id>

With Property-Store:

#<database type>-<cache
group>:<database name><data group>-
<variable id>

Explicitly selects the variable that has this id in the specified
database. The id is based on the data group and the variable
id. You can use the keyword ALL that will match all variables
in the database.

Example (without Property-Store):

#APG-DB1:ALL

#APG-DB1:group-487

When a cache group is used in the context of the APG-
Property-Store, the database name should be the name of the
cache group. The id should contain the database name, the
data group and the variable id.

Example (with Property-Store with cache group "DB"):
#APG-DB:ALL

#APG-DB:DB1-group-487

Please note that the Property-Store is case sensitive when it
comes to property values. For instance, w4n-exchange and
WA4N-Exchange are two different hosts.

For events, simply use the name of the corresponding
resource in our APG.xml file (without the FLOW- keyword).

Example: #RPE2:ALL

#<database type>:ALL Selects every variable from the specified database type.
Example: #APG:ALL
* Always true
Operators
& AND operator
| OR operator
! NOT operator
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URL syntax

The APG Web Portal is available from third party client tools that use this URL syntax and auto-login.

The base URL is:

http://[APGserverlP:port#]/APG/?param=value&param=value

To display reports on full page, use this URL:

http://[[APGserverl|P:port#)/APG/report.jsp?param=value&param=value.

To display reports in a specific format (jpg, png, pdf, svg, xIs and csv are currently supported),

use this URL replacing format with the desired one:

http://[APGserverlP:port#]/APG/report.format?param=value&param=value.

Tree management

select=<nodeid>

Selects and displays the report for the specified node (eventually
expanding parent nodes).

expand=<nodeid>

Expands the selected node (and eventually parent ones).

collapse=<nodeid>

Collapses the selected node and any child node.

collapseAll

Collapses the whole tree.

Report settings

display=<code>

Choose the display mode according to the following code:
0 The normal display mode

1 Summary display mode with one graph per line

2 Summary display mode with two graphs per line

3 Summary display mode with three graphs per line
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mode=<code>

Choose the report mode from these codes:

srt The table report mode

Irt The leaf table report mode

frg The graph report mode

Srg The children report mode

Nrx The node report mode

VIrX The baseline report mode

stk The stacked chart report mode
hb The horizontal bar chart report mode
pie The pie chart report mode

gg The gauge chart report mode
iCO The icon report mode

MiX The basic mixed report mode

dmXx The mixed default preferences report mode

period=<seconds>

The period (in seconds) of the selected aggregate (0 means real-time).
The chosen period must exist in the database.

type=<code>

The type of aggregate (meaningful only when period is not 0) to be

used among these values:
3 The average

4 The minimum

5 The maximum

6 The sum

7 The last value

8 The number of aggregated values

9 The timestamp of the last aggregated value

var-idx=<id>_<id>...

A ‘'’ separated list of indexes to restrict the displayed variables.

Graph display preferences

width=<pixels>

The graph width in pixels.

lower=<value>

The smallest value displayed on graphs.

upper=<value>

The greater value displayed on graphs.
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Time management

durationType=<code>

A duration type is a default, commonly used, time range description for
reports. You can choose one of the following:

n when not applicable (for instance, when duration is based on
timestamps)

p the previous duration
| the last duration

¢ the current duration

duration=<code>

A duration is a default, commonly used, time range for reports. You can
choose one of the following:

a custom duration time code. This code is a combination of numbers
and units.

s = second
m = minute
h = hour

d = day

w = week
M = month
y = year

There is no limit on the number of units, but each unit can only be
present once. For example duration=1h45m is translated as 1 hour and
45 minutes.

The word calendar to express a calendar duration. This option must be
followed by either start and end or start-ts and end-ts parameters. See
below.

start=<date>end=<date>

Explicitly specifies the time range of the requested report. The <date>
field has the format: YYYY-MM-DD HH:MM. Beware of URL encoding,
space may be transformed to '+’ and “’ to ‘%3A

start-ts=<timestamp>end-
ts=<timestamp>

Explicitly specifies the time range of the requested report. The
<timestamp> fields are UNIX timestamps.

Advanced time management

itz=<timezone code>

Sets the time zone for the report. The time zone code uses standard
zone names, such as America/Montreal.

tf=<time filter.expression>

Sets the maintenance period for the report. The time filter expression
looks like<dom>;<dow>;<hod> where:

dom is a comma separated list of days in a month, between 1 and 31,
so 1,2,10 is the 1st, 2nd and 10th of each month.

dow is a comma separated list of days in a week, between 1 and 7,
starting on Sunday, so 1,2 means Sundays and Mondays.

hod is a comma separated list of hours in a day, between 0 and 23, so
12,13 is 12pm and 1pm each day.
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Query and variable selection

search-base=<base>

Changes the search base, which is the node from which the search

takes place. <base> can be node, to be combined with a parameter, or

root, which is the default.

g=<search string>

The query string for Standard or Quick Search mode. It is a space
separated list of tokens. Beware of URL encoding as spaces may be
transformed to ‘+’.

gsp=<search properties>

The space separated list of properties to search in.

gsg=<grouping properties>

The space separated list of node expansion to group query results.
Beware of URL encoding as spaces may be transformed to ‘+’.

gf=<search filter>

The variable selection filter. Beware of URL encoding.

gg=<grouping properties>

The space separated list of node expansion to group query results.
Beware of URL encoding as spaces may be transformed to ‘+.

Auto-login

autologin=<user>:<pass>

Skip the login page supplying user credentials directly from the URL.

This requires that the username and password do not contain the *’
character.
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Glossary

Automated Performance Grapher (APG)

The name of Watch4net's software suite that gathers, processes and displays performance, event and
alerting data related to your infrastructure. Data is gathered through collecting and processing components
that can be distributed on a network. The Web Portal displays the collected data in a multitude of highly
customizable reports. APG has complementary modules for processing, organizing and displaying data
collected from across your network, including hardware, applications, storage and databases.

Backend

The APG Backend transforms the timeseries raw data collected through the processing components and
pushes it to the database. The backend determines how data such as computed aggregates are stored.
The Alerting Backend handles the backend communication for alerting. Event data is written directly to the
database and is not handled by the Backend.

Collectors

Lightweight modules that gather timeseries data from third-party technologies and pass them to APG
processing as raw values. Examples of collectors are the Smarts Collector and the SNMP Collector.

Connectors

Components at the end of the processing pipeline that output timeseries data to a location, such as from the
MySQL Storage Connector to a MySQL database, or from an Oracle Storage Connector to an Oracle
database. You can use a connector to output to a humanly readable form for debugging using a File
Connector.

Events

Situations that are either discrete have a duration, such as when virtual machines are created, removed, or
migrated on a VMWare vSphere infrastructure. Events can be captured, for example by a VMWare Listener,
and the event information can appear in reports with raw value data.

The composition of events can vary. Some events have multiple associated time values for events with
duration, which can be used in overlay reports. Each type of event can have different properties that are
organized through event mapping files. This file maps events as recorded in the events database to how they
will appear in the Frontend. This allows for the differentiation and organization of events from multiple
sources.

Events have a separate processing pipeline from raw values and use different processing components. For
example, listeners gather events and collectors are used for timeseries. Events are written to different
databases, and can make use of the Datastore, which is a high-performance database for events.

Filters

Components used to manipulate data in the timeseries pipeline. For example, the Property Tagging filter can
add properties to raw values based on the properties that the raw values have. The Cross Referencing filter
can tag two different indicator series with the same properties.

Frontend

The APG Web Portal, which displays timeseries-based and event-based data in reports.

The Frontend interfaces with the same databases as the Backend, retrieving data to display in APG reports.
Processing Pipeline

The APG processing pipeline is comprised of individual modules that run on your network to gather, process,
and store timeseries-based performance and event-based data. The modules include collectors and listeners,
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which are the data entry point from third-party technology, filters and processing elements that manipulate the
data en route, connectors and database writers that output data to their final destinations, and one or more
databases that store the data and make it available in the APG Web Portal.

There are separate pipelines for timeseries and event data, with modules that terminate at different database
types to store the performance and event data. These flows can interact on some occasions. For example,
when you use the Event Aggregator you can retrieve events in the event pipeline, manipulate them and push
them to the timeseries pipeline. Installation and configuration information is available in each module’s
administration guide and the APG Backend Admin Guide.

Raw values

A raw value in APG is a floating point value, at a date and for an indicator. This is how timeseries-based
performance data is processed in the APG Backend and recorded in the database. Raw values can have
metadata associated with them, which are their properties. A series of raw values, for example, can be plotted
in an APG graph by selecting a property associated with it.

ReportPack

A ReportPack is a collection of settings and report templates prepared by Watch4net's professional services
and customized for a piece of technology. Reports from ReportPacks can often be used out-of-the-box to
monitor their targets and can be edited in APG for your needs. You can import and export ReportPacks, along
with their individual report templates. ReportPacks rely on collecting and processing components for their
data, which can be included or pre-configured by Watch4net.

Reports

Reports are displayed in the APG Web Portal, and show information about timeseries-based performance or
event-based data for your infrastructure in tables, graphs and other formats.
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