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[bookmark: _Toc402468914]Document Purpose      
This document provides the requirements, test plan, and test results, for 
EMC Storage Resource Manager(SRM) 3.5SP1

[bookmark: _Toc402468915]Owner of Standard  
GNAST (Global Network Architecture and Standards Team) is the owner of this standard and the related documents.   CATE (Citi Architecture & Technology Engineering) is the custodial organization.  CitiNetwork & CitiStorage Platform Engineering technologists will drive and generate content.  

[bookmark: _Toc402468916]Intended Audience
The intended audience is CitiNetwork & CitiStorage Engineering, Global and Regional Operations 	and Engineering personnel responsible for designing, building, supporting, and managing Citi corporate network environments. 

[bookmark: _Toc402468917]Principles
[bookmark: _Toc402468918]Revision History

GNAST Template Revision History

	Version
	Description

	Date 
	Author/ Contact Information

	3.0
	Updated section 5.3.1 with new guidance, requirements
	21-Nov-13
	James Rosario




Update the document history each time a draft is issued for review.


	Version
	Description

	Date 
	Author/ Contact Information

	0.1
	Initial Draft
	17-Mar-14
	Bin Zhou


	1.0
	Final Document
	19-May-14
	Ali Shakir

	1.1
	Update for 3.5.1
	03-Oct-14
	Bin Zhou/Colin Bradley


[bookmark: _Toc402468919]Key Feature Changes
The following list identifies key changes since the last version/release 	

	Item
	Description


	N/A
	Initial document

	
	




[bookmark: _Toc402468920]Citi Production Configuration Standards Attestation
.	The following points highlight known issues, issues which were identified during testing and collectors that require elevated privileges:
· NetApp Filer Collector – This is not certified at this time. CATE and EMC engineering are exploring alternative methods of collection which do not require elvated privileges.
· HDS Performance Metrics – HDS performance metrics require the HDS Device Manager agent to be run on a server which has a command device attached. This method of collection is being evaluated by CATE. 
· SRM provides authentication via Active Directory however for the capability to save custom reports a local account is necessary. (EMC state fix in 4.0)
· VMAX Collector device metrics – The VMAX collector requires the SMI-S agent in order to collect device level performance metrics. At this time the SMI-S agent is not a CATE certified component. SMI-S agent will be certified as part of the Solutions Enabler 8.0 effort in Q4. CATE with CTI will re-evaulate the requirement for device level metrics at that time.
· Windows host – Physical host SolutionPacks doesn’t support message encryption over HTTP which is a Citi standard winRM configuration. This has prevent SRM collector from accessing all windows hosts, including 2003, 2008R2, 2012 via winRM. EMC is working towards the solution. CATE will certify this feature when solution is available.
[bookmark: _Toc402468921]Key Features Tested
This is a snapshot of mandatory and required key features tested with pass/fail /outcome.  (To be completed after section 7)
	Feature 

	Mandatory/Optional
	Test Result (Pass/Fail)

	Please include key features specific to the technology standard/product. The Following are examples only:
	
	

	1. SRM suite installation and functionalites
	Mandatory
	Pass

	2. License manager 
	Mandatory
	Pass

	3. SRM services
	Mandatory
	Pass

	4. Cisco MDS switch discovery and report
	Mandatory
	Conditional Pass

	5. VMAX Discovery and reporting
	Mandatory
	Pass

	6. VNX discovery and reporting
	Mandatory
	Conditional Pass

	7. XtremIO Discovery and reporting
	Mandatory
	Conditional Pass

	8. HDS Discovery and reporting
	Mandatory
	Pass

	9. IBM XIV Discovery and reporting
	Mandatory
	Conditional Pass

	10. NetApp Filer Discovery and reporting
	Mandatory
	Pass

	11. Centera Discovery and reporting
	Mandatory
	Pass

	12. Physical Host (Linux) Discovery and reporting
	Mandatory
	Pass

	13. Physical Host (Solaris) Discovery and reporting
	Mandatory
	Pass

	14. Physical Host (AIX) Discovery and reporting
	Mandatory
	Conditional Pass

	15. Physical Host (Windows) Discovery and reporting
	Mandatory
	Fail

	16. Oracle Database discovery and reporting
	Mandatory
	Pass

	17. MSSQL Database discovery and reporting
	Optional
	Pass

	18. VMWare vCenter discovery and reporting
	Mandatory
	Pass

	19. Topology map
	Mandatory
	Pass

	20. Charge back report
	Mandatory
	Conditional Pass

	21. Portal Login using SSL
	Mandatory
	Pass

	22. Linux ACL to secure open ports
	Mandatory
	Pass

	23. Windows Firewall to secure open port
	Mandatory
	Conditional Pass

	24. SRM service on Windows collector utilizing FID
	Mandatory
	Pass




[bookmark: _Toc402468922][bookmark: _Toc198019379]Requirements Overview
Storage Resource Manager suite is a comprehensive storage resource management and reporting solution that enables users to visualize storage relationships, analyse capacity growth, and  provide insight to optimize resources
The following include required functionality provided within SRM:
· Performance Reporting for Storage including SAN and NAS
· Storage Infrastructure Discovery
SRM collects metrics for:
· EMC VMAX
· EMC VNX block
· EMC VNX file
· EMC Centera
· Hitachi HDS
· IBM XIV
· NetApp
· Cisco MDS switch (Fabric Switches)
· Unix physical host connected to SAN
· Windows physical host connected to SAN
· Storage data VM hosts and ESX servers 
· Replicate SANscreen(OCI) functionality
End to End Path mapping and monitoring
· Replicate EMC ControlCenter functionality
Performance/Capacity of EMC Storage Arrays
· SAN attached Oracle Database Utilization
Oracle database monitored for capacity and utilization
The following are not in scope for this release:
· Load Testing and data validation for Storage Reporting 
· Automated Device Management
No integration with Citi databases for device add/delete/modify automation.  This will be considered for future release
· Storage Alerting from SRM 
This capability to generate alerts is part of SRM however it requires manual configuration therefore will not be included in this release.  SRM 3.0 does not include any “out of the box” alerts.
· No Disaster Recovery Infrastructure
.
[bookmark: _Toc402468923]Hardware Requirements
[image: ]
[bookmark: _Toc402468924]Software Requirements
EMC SRM suite: 3.5.1.0

OS platform
SOE Linux 6.x: FrontEnd, BackEnd, Collectors besides Centera Collector
SOE Windows Server 2008R2: Centera Collector
MySQL database 5.5.30: This is part of SRM installation

Additional software required for collectors:
VMAX: EMC Solution Enabler 7.6.2.24 or above
SNMP for SAN Switches
SSH for Linux Hosts/VNX File/HDS
WinRM for Windows Hosts
Navisec CLI for VNX
CIM Agent for IBM XIV
CIMOM for HDS
Centera: Centera Viewer 4.2

Required for client
Chrome browser 26.0.1410.64. (IE8 no topology support)

[bookmark: _Toc402468925]System/Functional Requirements

[bookmark: _Toc402468926]System and Network Management Test 
N/A (SRM is a management tool)

You must provide email evidence showing all requirements has been met and that CitiNetwork Services team has signed off confirming their approval. Embed email evidence to 5.3.x section below. GNAST approval will not be issued without this evidence.
[bookmark: _Toc301186569][bookmark: _Toc402468927] Smarts
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Email evidence Net Serv has signed off on PLC evidence (embed email)
	

	Additional comments
	No performance or threshold alarming is considered from this certification. Server health will be monitored using host monitoring tool. Therefore, SMARTS isn’t required as part of this certification.



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468928]Hewlett Packard Network Automation
	Test Details/Action
	Windows collector
· Installing Tectia SSH TPM package
· Configure hpna id for ssh
· Collecting Windows host firewall registry 
Linux SRM components
· Installing hpnaro rpm package
· Configure sudo for iptables -L
· Collecting iptables and SRM configuration files


	Expected Results
	Files are collected successfully.

	Actual Results 
	All files have been collected from hpna successfully

	Email evidence Net Serv has signed off on PLC evidence (embed email)
	

	Additional comments
	




|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468929]InfoVista
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Email evidence Net Serv has signed off on PLC evidence (embed email)
	

	Additional comments
	N/A. 



[bookmark: Check1]|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS
[bookmark: _Toc402468930]Other 
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Email evidence Net Serv has signed off on PLC evidence (embed email)
	

	Additional comments
	N/A



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


[bookmark: _Toc402468931]Technical Requirements 

1. Discovery/Collection of storage infrastructure components
a. EMC VMAX
b. EMC VNX block
c. EMC VNX file
d. EMC Centera
e. EMC XtremIO
f. Hitachi HDS
g. IBM XIV
h. NetApp
i. Cisco MDS fabric switch
j. Physical host with SAN storage
k. VMWare vCenter 
l. Oracle database
m. Microsoft SQL Server
The following SRM Collector require elevated id privileges to function:
· VNX File Collector
· NetApp Filer Collector 
· VMAX Collector
· Linux Host Collector
· Solaris Host Collector
· AIX Host Collector

[bookmark: _Toc402468932]Business/User Requirements

· Storage infrastructure components discovery and reporting– All SAN and NAS. 
· Fabric discovery and reporting
· SAN attached Host discovery  and reporting
· SAN attached Oracle Database Discovery and reporting
· Relationship Map for Storage Infrastructure
· Charge Back Reporting

[bookmark: _Toc402468933]Integration/Compatibility Requirements
No Integration with any Citi Databases for Device Management
No Integration with other management tools for Alerting

[bookmark: _Toc402468934]Performance Requirements
No Performance Requirements

[bookmark: _Toc402468935]Security Requirements
LDAP/AD integration,
Segregation of user administration and users.
FID password encryption
Linux firewall to block TCP:48443 request sourced from any IP address that is not SRM host.

[bookmark: _Toc402468936]Capacity/Stress Test Requirements
No Capacity/Stress Test Requriements.  

[bookmark: _Toc130704600][bookmark: _Toc130704943][bookmark: _Toc136071049][bookmark: _Toc402468937] Continuity of Business Requirements
No COB for SRM Suite

[bookmark: _Toc402468938]Backup & Restore Requirements
Citi standard backup/restore procedure is required. 
The following data are required for backup:
1. MySQL database
2. Conf directory of all components


[bookmark: _Toc198019384][bookmark: _Toc402468939]Test Scope
1. Software Installation and verification
Standard installation with proper configuration and customization.
Verification to ensure communication, data access and funcationalites among components.
2. Discovery 
SAN Storage 
· VMAX
· VNX
· HDS
· XIV
· XtremIO
NAS Storage 
· NetApp
· VNX
CAS Storage
· Centera
Fabric switch 
· Cisco MDS switch
Virtualized environment 
· vCenter
· VM host
Physical host 
· Linux
· Solaris
· AIX
· Windows
Database 
· Oracle
· Microsoft SQL Server

3. Topology
· Show topology map for supported storage type.
4. SolutionPack report verification
· Ensure objects and associated reports are created properly.
5. Security
· SRM portal with SSL
· Firewall protected for intercommunication within SRM infrastructure

[bookmark: _Toc402468940]Hardware
	N/A

	
	

	
	

	
	

	
	



.
[bookmark: _Toc402468941]Software 
The following is a list of software for SRM base installation as well as additional software that must be installed locally on collector in order for collector to communicate with target device.
	Vendor Part /Version  

	Description
	Build
	Product O/S
	Feature Set
	Image Filename

	EMC
	SRM 3.5SP1  FrontEnd
	3.5.1.0
	Linux 6.5
	
	

	EMC
	SRM 3.5SP1 BackEnd
	3.5.1.0
	Linux 6.5
	
	

	EMC
	SRM 3.5SP1 Collector
	3.5.1.0
	Linux 6.5
	
	

	EMC
	SRM 3.5SP1 Collector
	3.5.1.0
	Windows 2008R2
	
	

	EMC
	Solutions Enabler
	7.6.1.0, 7.6,2.24
	Linux 6.5
	
	

	EMC 
	Navisphere
	7.30.15.0.44
	Linux 6.5
	
	

	EMC
	Centera
	4.2
	Windows 2008R2
	
	



[bookmark: _Toc402468942]Test Equipment

	Target test devices available are listed below:

· VMAX SAN Storage
· VNX block/Filer
· Centera
· IBM XIV
· HDS
· NetApp
· Cisco MDS switches
· VMWare vCenter
· Linux host(physical)
· Windows host(vm)
· Oracle server(vm)
[bookmark: _Toc402468943]Network Layout/Topology
[image: EMC SRM Lab Diagram]
[bookmark: _Toc402468944]Parameter, Communication Protocol, Port
The following protocol and port number are used by SRM to communicate among  different components, monitored devices including various storage types. 



[bookmark: _Toc402468945]Network Addressing

[bookmark: _Toc198024604][bookmark: _Toc198027081][bookmark: _Toc198027281][bookmark: _Toc198367656][bookmark: _Toc198024607][bookmark: _Toc198027084][bookmark: _Toc198027284][bookmark: _Toc198367659][bookmark: _Toc198024615][bookmark: _Toc198027092][bookmark: _Toc198027292][bookmark: _Toc198367667][bookmark: _Toc198024616][bookmark: _Toc198027093][bookmark: _Toc198027293][bookmark: _Toc198367668][bookmark: _Toc198024620][bookmark: _Toc198027097][bookmark: _Toc198027297][bookmark: _Toc198367672][bookmark: _Toc198024626][bookmark: _Toc198027103][bookmark: _Toc198027303][bookmark: _Toc198367678][bookmark: _Toc198024628][bookmark: _Toc198027105][bookmark: _Toc198027305][bookmark: _Toc198367680]SRM Test Lab Configuration
	Host Name
	IP Address
	Role
	Platform
	Domain

	icl-srm-vm06.nam.nsroot.net
	10.40.52.65
	FE
	Linux 6.5
	CIVA

	icl-srm-vm02.nam.nsroot.net
	10.40.59.224
	BE
	Linux 6.5
	CIVA

	icl-srm-vm07.nam.nsroot.net
	10.40.52.66
	Collector
	Linux 6.5
	CIVA

	icl-srm-vm03.nam.nsroot.net
	10.40.59.225
	Collector
	Windows 2008R2
	CIVA

	i10-srm-vm10.nam.nsroot.net
	10.40.36.34
	Collector
	Linux 6.5
	CIVA

	icl-srm-vm01.nam.nsroot.net
	10.40.59.223
	FE
	Linux 6.5
	LAB

	icl-emcsrm-vm01
	10.40.52.61
	FE,BE
	Linux 6.4
	LAB

	icl-emcsrm-vm02
	10.40.52.63
	Collector
	Linux 6.4
	LAB

	icl-srm-vm04.nam.nsroot.net
	10.40.59.226
	Collector
	Windows 2008R2
	LAB

	icl-srm-vm05.nam.nsroot.net
	10.40.52.64
	BE
	Linux 6.5
	LAB



Monitored Device Configuration
	Solution Type
	Category
	Hostname/IP, Connection name

	VMAX
	SAN
	10.40.53.32

	VNX
	SAN
	10.40.81.157, 10.40.81.158

	VNX
	NAS
	10.40.81.156

	
	
	10.40.85.23

	Centera
	NAS
	10.40.42.52

	IBM XIV
	SAN
	10.40.53.41, 10.40.53.42

	Hitachi HDS
	SAN
	10.40.59.50

	NetApp
	NAS
	10.40.60.73

	Unisphere
	 
	10.40.52.45

	Cisco switch
	SAN switch
	10.40.42.108, 10.40.42.109

	vCenter
	Vmware
	10.40.57.31

	Physcial host
	Linux Server
	10.40.42.12

	Physcial host
	Windows Server 2008R2
	10.40.43.53

	Physcial host
	Windows Server 2012
	10.40.43.51

	Physcial host
	Windows Server 2012R2
	10.40.43.53

	Microsoft SQL Server
	Database
	10.40.36.71

	Oracle Server
	Database
	10.40.36.34 



[bookmark: _Toc44751522][bookmark: _Toc402468946]Testing & Results
Provide test specifications and document test results in this section.  Expand the table to accommodate as many cases as required to fully test the technology standard/solution.
Only check the “Conditional Pass” box to indicate that there were issues or complexities not related to a problem with the hardware, software, or solution being tested, or were not considered sufficiently serious to mark the test as failed.    For all items marked as “Conditional Pass”, enter the reason in the “additional comments” field and highlight the text in red.
[bookmark: _Toc402468947]Hardware Test
The purpose of this test is to verify that: 
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Additional comments
	No hardware is used or involved in this test



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468948]Software Test
The purpose of this test is to verify that:  Software installation and functionalities
	Test Details/Action
	· Package installation according to standard instruction instructions
· Customization

	Expected Results
	User is able to log into Portal

	Actual Results 
	Login https://icl-srm-vm01:58443/APG with AD credential
admin user is able to log in
admin is able to perform user and administration functions
all registered servers show with status

	Additional comments
	[image: ]
[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS



[bookmark: _Toc402468949]System/Functional Test
The purpose of this test is to verify that:  License Mananager
	Test Details/Action
	· License can be loaded and synchronized across all components
· 
· 
· 

	Expected Results
	All components are synchronized with current valid license

	Actual Results 
	All components are synchronized with current valid license

	Additional comments
	[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

The purpose of this test is to verify that:  Services are running on all components
	Test Details/Action
	· Verify services are running properly from FE, BE and collectos
· 
· 
· 

	Expected Results
	All services are running OK 

	Actual Results 
	All services are running OK

	Additional comments
	FE:
# /opt/APG/bin/manage-modules.sh service status all
 * Checking 'maps-service Default'...                                [ running ]
 * Checking 'webservice-gateway Default'...                          [ running ]
 * Checking 'collector-manager emc-watch4net-health'...              [ running ]
 * Checking 'tomcat Default'...                                      [ running ]
 * Checking 'task-scheduler Default'...                              [ running ]
BE”
/opt/APG/bin/manage-modules.sh service status all
 * Checking 'topology-mapping-service Default'...                    [ running ]
 * Checking 'topology-service Default'...                            [ running ]
 * Checking 'webservice-gateway Default'...                          [ running ]
 * Checking 'mysql Default'...                                       [ running ]
 * Checking 'alerting-backend Default'...                            [ running ]
 * Checking 'backend Default'...                                     [ running ]
 * Checking 'collector-manager Generic-RSC'...                       [ running ]
 * Checking 'collector-manager Load-Balancer'...                     [ running ]
 * Checking 'collector-manager emc-watch4net-health'...              [ running ]
 * Checking 'event-processing-manager Alert-Consolidation'...        [ running ]
 * Checking 'event-processing-manager emc-vnx'...                    [ running ]
 * Checking 'event-processing-manager vmware-vcenter'...             [ running ]
 * Checking 'task-scheduler Default'...                              [ running ]
Collector:
# /opt/APG/bin/manage-modules.sh service status all
 * Checking 'topology-mapping-service Default'...                    [ running ]
 * Checking 'webservice-gateway Default'...                          [ running ]
 * Checking 'collector-manager Generic-RSC'...                       [ running ]
 * Checking 'collector-manager Generic-SNMP'...                      [ running ]
 * Checking 'collector-manager emc-watch4net-health'...              [ running ]
 * Checking 'collector-manager hitachi-device-manager'...            [ running ]
 * Checking 'collector-manager ibm-xiv'...                           [ running ]
 * Checking 'collector-manager netapp-filer'...                      [ running ]
 * Checking 'collector-manager oracle-database'...                   [ running ]
Windows Collector:
[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468950]Technical Test
The purpose of this test is to verify that:  Cisco MDS switch discovery and report
	Test Details/Action
	· Configuring discovery source and Cisco MDS switch credential
· Capability discovery
· Assigning collector
· Configuration sync to collector


	Expected Results
	Devices are discovered with predefined capability on specified collector
Reports are available

	Actual Results 
	Devices are discovered with predefined capability on specified collector
Reports are available

	Additional comments
	One bug noticed
Frontend https url must be manually configured in file PTF-ViPR-Tagging.xml
For example: https://icl-srm-vm01.nam.nsroot.net:58443/APG-WS/wsapi/db
[image: ]
[image: ]



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS


· Generic SNMP Collector (Cisco) – There remains an issue with the Property Store enforcing HTTP when the Generic SNMP Collector is reconfigured. EMC engineering will fix this in a future release – Bin to provide comment. Please see the Appendices














The purpose of this test is to verify that:  VMAX Discovery and reporting
	Test Details/Action
	· Install and Configure VMAX solutionPack if it’s not installed
· Force discovery and data collection
· 

	Expected Results
	VMAX device from Explore with data

	Actual Results 
	VMAX device from Explore  with data

	Additional comments
	[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


· VMAX Collector Errors – CATE has observed that on occasion the following Error message is seen in the VAMX Collector Logs:
WARNING  -- [2014-09-16 03:15:50 EDT] -- XMLCollector::a(): Invalid raw value for variable VMAX-Collector000192604261StoragePoolglab261_13RemoveMeZero. Dropping...
“RemoveMeZero” variables are used in many areas to aid handling of some blank values. This error can be safely ignored.










The purpose of this test is to verify that:  VNX discovery and reporting
	Test Details/Action
	· Install naviseccli package on Linux collector
· Install VNX SolutionPack if it isn’t installed
· Configure VNX SolutionPack for unified storage array
· 

	Expected Results
	Block and File instances/reports in EMC VNX under Report Library

	Actual Results 
	Two block type array and one file type array shown in the reportpack

	Additional comments
	[image: ]
[image: ]



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS


· VNX Array Workload Distribution does not select any data – this was a code bug introduced in SRM 3.5.1. A workaround has been provided by EMC. Please see Appendices








The purpose of this test is to verify that:  HDS Discovery and reporting
	Test Details/Action
	· Install HDS SolutionPack on Linux collector if it isn’t installed already
· Configure and discover HDS 
· 

	Expected Results
	HDS instance and reports are available under Report Library

	Actual Results 
	HDS instance and reports are available under Report Library

	Additional comments
	[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS












The purpose of this test is to verify that:  IBM XIV Discovery and reporting
	Test Details/Action
	· Install IBM XIV SolutionPack on Linux collector if it isn’t installed already
· Configure and discover XIV
· 

	Expected Results
	XIV instance and reports are available under Report Library

	Actual Results 
	XIV instance and reports are available under Report Library

	Additional comments
	[image: ]



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS

· XIV Collector – Due to an issue with the IBM XIV firmware and using an AD account to discover the XIV it is required that a simple cron job run on the XIV management server to enable caching of the AD account credentials. IBM will fix this in a future release of firmware in 2015. Details of the CATE workaround are found in: https://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/IBM%20XIV/CSBE-14020-RN.pdf  
· XIV Collector – CATE has observed that during the XIV collection each collection command is sent individually to 1 of the 3 management IP addresses. If the 1st IP is available the command will execute successfully. If it is unavailable a timeout will occur and  the 2nd IP address will receive the command. However when the next command is issued  it yet again is sent to the failed 1st IP address and a timeout will again occur. We have requested an enhancement to EMC to change this behavior as it is possible that as a result of the timeouts not all the collection commands will be issued in the collection window.





The purpose of this test is to verify that:  NetApp Filer Discovery and reporting
	Test Details/Action
	· Install NetApp Filer SolutionPack on Linux collector if it isn’t installed already
· Configure and discover NetApp
· 

	Expected Results
	NetApp Filer instance and reports are available under Report Library

	Actual Results 
	NetApp Filer instance and reports are available under Report Library

	Additional comments
	[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

**NOTE: This NetApp discovery has been carried out using the default EMC method. This method uses commands which could be used to modify settings on the NetApp filer and as such this presents a security issue for Citi. NetApp discovery with this method will not at this time be certified. Alternative methods are being explored.









The purpose of this test is to verify that:  Centera Discovery and reporting
	Test Details/Action
	· Install Centera SolutionPack on Windows collector if it isn’t installed already
· Configure and discover Centera
· 

	Expected Results
	Centera instance and reports are available under Report Library

	Actual Results 
	Centera instance and reports are available under Report Library

	Additional comments
	[image: ]
[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


· Centera Collection Errors – CATE has observed that on occasion the following Error message is seen in the Centera Collector Logs:
WARNING  -- [2014-09-10 19:10:27 EDT] -- PatternExtraction::extract(): Couldn't extract pattern (?s).*Total Raw Capacity:\s*(\S+)\s(\S+).*Used Raw Capacity:\s*(\S+)\s(\S+).*Free Raw Capacity:\s*(\S+)\s(\S+).*System Resources:\s*(\S+)\s(\S+).*Offline Capacity:\s*(\S+)\s(\S+).*Spare Capacity:\s*(\S+)\s(\S+).*Used Capacity:\s*(\S+)\s(\S+).*Metadata:\s*(\S+)\s(\S+).*Protected User Data:\s*(\S+)\s(\S+).*Used Object Count:\s*(\S+)\s(\S+).* for entry ' Centera interactive shell (Implementation CLI 4.2.2189, 2011-07-12) Could not connect srv_emc_srm [10.40.42.52:3682] Disconnected.
This is an intermittent problem in connecting to the Centera viewer (port 3682), And can be safely ignored.
The purpose of this test is to verify that:  Physical Host (Linux) Discovery and reporting
	Test Details/Action
	· Install Physical Host SolutionPack if it isn’t installed already
· Configure FID, key pair, sudo
· Configure and discover Linux host
· 

	Expected Results
	Linux Host instance and reports are available under Report Library

	Actual Results 
	Linux Host instance and reports are available under Report Library

	Additional comments
	[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

· Generic-SSH Collector – Possible Infinite wait for ssh script-engine. EMC Engineering ticket is opened to address this Trac-11452. No ETA.

The purpose of this test is to verify that:  Physical Host (Solaris) Discovery and reporting
	Test Details/Action
	· Install Physical Host SolutionPack if it isn’t installed already
· Configure FID, key pair, sudo
· Configure and discover Solaris host
· 

	Expected Results
	Solaris Host instance and reports are available under Report Library

	Actual Results 
	Solaris Host instance and reports are available under Report Library

	Additional comments
	[image: ]
Note: sudo is required for this test. The customized sudo package is made available



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

The purpose of this test is to verify that:  Physical Host (AIX) Discovery and reporting
	Test Details/Action
	· Install Physical Host SolutionPack if it isn’t installed already
· Configure FID, key pair, sudo
· Configure and discover AIX host
· 

	Expected Results
	AIX Host instance and reports are available under Report Library

	Actual Results 
	AIX Host instance and reports are available under Report Library

	Additional comments
	[image: ]
Note: sudo is required for this test. The test was performed from the only available test server. It is marked as conditional pass for this reason



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS









[bookmark: WindowsHost]The purpose of this test is to verify that:  Physical Host (Windows) Discovery and reporting
	Test Details/Action
	· Install Physical Host SolutionPack if it isn’t installed already
· Ensure Citi WMF package is installed on hosts
· Ensure WinRM using URLPrefix wsciti, port 50080, http
· Configure collector using custom port 50080
· discover Windows host


	Expected Results
	Windows Host instance and reports are available under Report Library

	Actual Results 
	Windows host can be discovered only with AllowUnencrypted=false

	Additional comments
	SRM Physical host solutionpack doesn’



|_|   PASS		 |X|   FAIL		|_|   CONDITIONAL PASS



[bookmark: OracleDB]The purpose of this test is to verify that:  Oracle Database discovery and reporting
	Test Details/Action
	· Install Oracle SolutionPack if it isn’t installed already
· Configure and discover Oracle

	Expected Results
	Oracle Database reports shown under report libraray

	Actual Results 
	Oracle Database reports shown under report libraray 
Due to unavailability of Oracle Database server with SAN, the report doesn’t contain data for SAN

	Additional comments
	XML DB is not a Citi certified standard

[image: ]



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS


The purpose of this test is to verify that:  VMWare vCenter discovery and reporting
	Test Details/Action
	· Install vCenter SolutionPack if it isn’t installed already
· Configure and discover vCenter
· 

	Expected Results
	vCenter reports shown under report libraray
vmhosts are discovered

	Actual Results 
	vCenter reports shown under report libraray
vmhosts are discovered

	Additional comments
	[image: ]
[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


The purpose of this test is to verify that:  Microsoft SQL Server discovery and reporting
	Test Details/Action
	· Install Microsoft SQL Server SolutionPack if it isn’t installed already
· discover Microsoft SQL Server


	Expected Results
	Microsoft SQL Server instance and reports are available under Report Library

	Actual Results 
	Microsoft SQL Server instance and reports are available under Report Library

	Additional comments
	[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


The purpose of this test is to verify that:  XtremIO storage discovery and reporting
	Test Details/Action
	· Install XtremIO SolutionPack if it isn’t installed already
· Configure and discover XtremIO

	Expected Results
	XtremIO reports shown under report libraray

	Actual Results 
	XtremIO reports shown under report libraray 


	Additional comments
	
[image: ]
[image: ]
[image: ]




|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS

· XTremIO Collector – Due to an issue with the XtremIO firmware it is not possible to use an AD account to discover the XIO. Discovering the XIO with and AD account causes the XMS service to crash, therefore you are unable to manage the XIO. The workaround is to create a local read-only account and discover the XIO with this local account.
· XTremIO Performance Dashboard – There is an issue with the XtremIO Performance dashboard whereby changing the time range over which to display the performance metrics does not take effect in the dashboard display. EMC have provided a workaround for this. Please see the Appendices.

The purpose of this test is to verify that:  Topology map
	Test Details/Action
	· Topology map availabile from Storage, host, passive discovered host, physical discovered host


	Expected Results
	· Topology map availabile from Storage , host, passive discovered host, physical discovered host


	Actual Results 
	· Topology map availabile from Storage, host, passive discovered host, physical discovered host


	Additional comments
	[image: ]
[image: ]
[image: ]
[image: ]


|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468951]
Business/Unit Test
The purpose of this test is to verify that:  Charge back report
	Test Details/Action
	· Based on discovered device and solution the chargeback reports apply to all applicable hosts
· Explore to Storage, Chargeback by Host


	Expected Results
	Visible category and count for charge back.

	Actual Results 
	Visible category and count for charge back.

	Additional comments
	

	Additional comments
	[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


[bookmark: _Toc402468952]Integration/Compatibility Test
The purpose of this test is to verify that: N/A
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Additional comments
	N/A



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468953]Performance Test
The purpose of this test is to verify that:  Cisco MDS switch data collection at set interval
	Test Details/Action
	· Default 5 minute(300) polling group for performance data
· Verify available data point are at expected interval

	Expected Results
	Data point time stamp interval is close to 5 minutes

	Actual Results 
	Time stamps are randomly longer than configured value

	Additional comments
	Generic snmp collector is sending large amount of requests to target switch. Depending on device and network condition as well as the load on collector, following requests are skipped. This results into data gaps for short polling groups. 
Polling group configured 10 minutes or more is expected to be working properly.



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS
The purpose of this test is to verify that:  Unix physical host performance impact at set interval
	Test Details/Action
	· Default 5 minute(300) polling group for performance data
· Verify available data point are at expected interval

	Expected Results
	Noticeable performance overhead increase

	Actual Results 
	Performance overhead on target Unix host is negligible

	Additional comments
	.



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


[bookmark: _Toc402468954]Security Test
The purpose of this test is to verify that:  Portal Login using SSL
	Test Details/Action
	· Tomcat server is configured with SSL and approved Citi cipher standard
· User login
· Verify no impact from functionalities
· 

	Expected Results
	User functions are normal after using ssl

	Actual Results 
	User functions are normal when login using https

	Additional comments
	



|X|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: LinuxACL]The purpose of this test is to verify that:  Linux ACL to secure open ports
	Test Details/Action
	· Configure and apply Linux firewall using iptables and restrict access to open ports, including 48443, only from specified SRM component IP as source addresses.
· Firewall rules applied to all Linux components
· Inspect component status as normal
· Using telnet and web browser to access 48443 from any IP other than listed IPs, failed

	Expected Results
	SRM infrastructure works properly. Request to open port from IP outside IP list is rejected

	Actual Results 
	SRM infrastructure works properly. Request to open port from IP outside IP list is rejected

	Additional comments
	IPTables is not a certified configuration on SOE Linux



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS

[bookmark: WindowsFirewall]The purpose of this test is to verify that:  Windows Firewall to secure open port
	Test Details/Action
	· Apply GPO from domain controller to enable Windows host firewall.
· Configure block rules from local group policy only allow frontend IP accessing port 48443
· Enable rule
· Using telnet and web browser to access 48443 from any IP other than frontend IP and failed
· SRM works as normal

	Expected Results
	SRM infrastructure works properly. Request to port 48443 from any IP address other than FrontEnd IP list is rejected

	Actual Results 
	SRM infrastructure works properly. Request to port 48443 from any IP address other than FrontEnd IP list is rejected

	Additional comments
	Windows Firewall is not a certified configuraiton for Windows SOE
[image: ]

[image: ]



|_|   PASS		 |_|   FAIL		|X|   CONDITIONAL PASS

The purpose of this test is to verify that:  SRM service on Windows collector utilizing FID
	Test Details/Action
	· Stop all SRM services
· Changing SRM services “log on” from localsystem to functional account, srm_svc, namdev srm functional account.
· Starting all services and monitoring service status


	Expected Results
	All services start and run properly without error

	Actual Results 
	Services except gateway service failed to start

	Additional comments
	EMC does not support SRM service running as account other than localsystem



|_|   PASS		 |X|   FAIL		|_|   CONDITIONAL PASS


[bookmark: _Toc402468955]Capacity/Stress Test
The purpose of this test is to verify that: 
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Additional comments
	This will have to be validated in deployment phase



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS

[bookmark: _Toc402468956]Continuity of Business Test
The purpose of this test is to verify that: 
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Additional comments
	Not required



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


[bookmark: _Toc402468957]Backup & Restore Test
The purpose of this test is to verify that: 
	Test Details/Action
	N/A

	Expected Results
	

	Actual Results 
	

	Additional comments
	This would be a BAU task



|_|   PASS		 |_|   FAIL		|_|   CONDITIONAL PASS


[bookmark: _Toc402468958]Glossary/Definition

	Term or Acronym
	Explanation or Definition


	CATE
	Citi Architecture & Technology Engineering

	GNAST
	Global Network Architecture and Standards Team

	NMS
	Network Management System 

	FE
	SRM Front-End

	BE
	FRM Back-End

	
	




[bookmark: _Toc402468959] Appendix
[bookmark: _Toc402468960]External References
· Vendor resource
· CATE SRM Document

[bookmark: _Toc402468961]Bill of Material 
	For Bill of Material (BoM) include a list of all hardware, software, and components. DO NOT list price, discount level.
[bookmark: _Toc402468962]Configuration & Results Log
	Where applicable, insert detailed log files captured from console sessions.  All 	logging sessions must be time-stamped. 

[bookmark: _Toc402468963]
VNX Heat Map Does not Select Any Data - Workaround
Below are the steps to fix the report at 3.5 SP1. 
1. Navigate to All>>Operations>>Workload Distribution>>Array Workload Distribution>>VNX
1. Click on Edit Mode
1. Click on 'Report Details: Tree Map' tab
a) In the 'Size' field, set the filter to name=='TotalThroughput'
[image: VNX1 Screenshot - 17_09_2014 , 08_54_43.png]

b) In the 'Color' field, set the Column Name to "Color (Bandwidth Mb/s)" (replace the word Throughput with Bandwidth). Also, expand the Value Settings section and set Scaling Mode to "none"

[image: VNX2 Screenshot - 17_09_2014 , 08_57_47.png]
c) Click Save

4) Move down one node in the tree to All>>Operations>>Workload Distribution>>Array Workload Distribution>>VNX>>List of Array. Repeat steps 3a-c on this node
5) Move down one node in the tree to All>>Operations>>Workload Distribution>>Array Workload Distribution>>VNX>>List of Array>>Storage Processor. Repeat steps 3a-c on this node
6) Move down to the following node: All>>Operations>>Workload Distribution>>Array Workload Distribution>>VNX>>List of Array>>Storage Processor>>Array Port Performance Details/Metrics>>Mixed Report>>Ports
a) Click on "Report Details: Table" tab
b) Expand the Value: Requests (IOPS) section
c) Set the filter to name=='WriteThroughput' | name=='ReadThroughput'
[image: VNX3 Screenshot - 17_09_2014 , 09_02_06.png]
d) Expand the Value: Throughput (Mb/s) section
e) Rename the column to Bandwidth (Mb/s)
f) Set the filter to name==ReadBandwidth or WriteBandwidth
g) Expand the Value Settings section and set Scaling Mode to "none"

[image: VNX5 Screenshot - 17_09_2014 , 09_08_07.png]
h) Click Save
[bookmark: _Toc402468964]XTremIO Performance Dashboard Display – Workaround
This workaround has been provided by EMC. EMC are considering changing this behavior in a future release, however they do not for some reason see the inability ti rescale the time range of these dashboards as an issue.
The nodes highlighted in the below screen shot is actually hidden in the tree, but only made to show in the report (Right side).  The Display > Time Range Quick Switch works only for the node which is not hidden and is currently selected.  For example, in the below screen shot, I made it visible, Selected it, and then changed it to Last Quarter. It changed as expected.

To hide to many subnode under the XtremIO System, we have purposefully hidden these Capacity Summary and its node. If  they want this to be changed then they can edit the report and make each of the node under Capacity Summary as “Always   show this node” as shown in the second screenshot below.

[image: cid:image003.jpg@01CFC20A.D731A450]



[image: cid:image004.jpg@01CFC20A.D731A450]

[bookmark: _Toc402468965]Cisco SNMP Discovery HTTP is not enforced in Property Store – Workaround
Awating screenshot from CB(me:)
GNAST Requirements Test Plan Results Template		FOR INTERNAL USE ONLY
© Citigroup 2008                                               Page 50 of 50             	GNAST Requirements/Testing Template
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Deployment Type Purpose of VM VCPUs  |Memory (GB) |Disk Space(GB) |VM Count
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############ MultiConfigPart @hostname


icl-srm-vm01





############ MultiConfigPart END





############ MultiConfigPart @sudo iptables -L


Chain INPUT (policy ACCEPT)


target     prot opt source               destination         


ACCEPT     tcp  --  anywhere             anywhere            tcp dpt:ssh 


ACCEPT     all  --  anywhere             anywhere            


ACCEPT     all  --  icl-emcsrm-vm02.nam.nsroot.net  anywhere            


ACCEPT     all  --  i10-srm-vm10.nam.nsroot.net  anywhere            


ACCEPT     all  --  icl-srm-vm01.nam.nsroot.net  anywhere            


ACCEPT     all  --  icl-emcsrm-vm01.nam.nsroot.net  anywhere            


ACCEPT     all  --  GCOTDVMR768397.nam.nsroot.net  anywhere            


DROP       tcp  --  anywhere             anywhere            tcp dpt:48443 


DROP       tcp  --  anywhere             anywhere            tcp dpt:dc 


DROP       tcp  --  anywhere             anywhere            tcp dpt:sieve-filter 


DROP       tcp  --  anywhere             anywhere            tcp dpt:search 


DROP       tcp  --  anywhere             anywhere            tcp dpt:conf 


DROP       tcp  --  anywhere             anywhere            tcp dpt:ddi-tcp-1 


DROP       tcp  --  anywhere             anywhere            tcp dpt:8189 


DROP       tcp  --  anywhere             anywhere            tcp dpt:53306 


DROP       tcp  --  anywhere             anywhere            tcp dpt:53307 





Chain FORWARD (policy DROP)


target     prot opt source               destination         





Chain OUTPUT (policy ACCEPT)


target     prot opt source               destination         





############ MultiConfigPart END





############ MultiConfigPart @/opt/APG/bin/manage-modules.sh list installed


 ! ERROR: Unable to perform requested operation (Cannot write into data directory: '/opt/APG/Tools/Module-Manager/1.5u1/data'!).





############ MultiConfigPart END





############ MultiConfigPart /etc/resolv.conf


nameserver 192.193.215.65


nameserver 192.193.215.69


nameserver 192.193.215.73


search nam.nsroot.net eur.nsroot.net jpn.nsroot.net apac.nsroot.net lac.nsroot.net nsroot.net





############ MultiConfigPart END





############ MultiConfigPart /etc/security/limits.conf


# /etc/security/limits.conf


#


#Each line describes a limit for a user in the form:


#


#<domain>        <type>  <item>  <value>


#


#Where:


#<domain> can be:


#        - an user name


#        - a group name, with @group syntax


#        - the wildcard *, for default entry


#        - the wildcard %, can be also used with %group syntax,


#                 for maxlogin limit


#


#<type> can have the two values:


#        - "soft" for enforcing the soft limits


#        - "hard" for enforcing hard limits


#


#<item> can be one of the following:


#        - core - limits the core file size (KB)


#        - data - max data size (KB)


#        - fsize - maximum filesize (KB)


#        - memlock - max locked-in-memory address space (KB)


#        - nofile - max number of open files


#        - rss - max resident set size (KB)


#        - stack - max stack size (KB)


#        - cpu - max CPU time (MIN)


#        - nproc - max number of processes


#        - as - address space limit (KB)


#        - maxlogins - max number of logins for this user


#        - maxsyslogins - max number of logins on the system


#        - priority - the priority to run user process with


#        - locks - max number of file locks the user can hold


#        - sigpending - max number of pending signals


#        - msgqueue - max memory used by POSIX message queues (bytes)


#        - nice - max nice priority allowed to raise to values: [-20, 19]


#        - rtprio - max realtime priority


#


#<domain>      <type>  <item>         <value>


#





#*               soft    core            0


#*               hard    rss             10000


#@student        hard    nproc           20


#@faculty        soft    nproc           20


#@faculty        hard    nproc           50


#ftp             hard    nproc           0


#@student        -       maxlogins       4





apg     hard    nofile  65534


apg     soft    nofile  65534


apg     hard    nproc   65534


apg     soft    nproc   65534





# End of file





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Tools/Webservice-Gateway/Default/conf/users


#==============================================================================#


# This file configures the username/password allowed to access APG management  #


# web services.                                                                #


#                                                                              #


# Passwords can optionally be encrypted using the APG crypt-password utility.  #


#==============================================================================#





admin:changeme





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Web-Servers/Tomcat/Default/conf/server.xml


<?xml version='1.0' encoding='utf-8'?>


<!--


  Licensed to the Apache Software Foundation (ASF) under one or more


  contributor license agreements.  See the NOTICE file distributed with


  this work for additional information regarding copyright ownership.


  The ASF licenses this file to You under the Apache License, Version 2.0


  (the "License"); you may not use this file except in compliance with


  the License.  You may obtain a copy of the License at





      http://www.apache.org/licenses/LICENSE-2.0





  Unless required by applicable law or agreed to in writing, software


  distributed under the License is distributed on an "AS IS" BASIS,


  WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.


  See the License for the specific language governing permissions and


  limitations under the License.


-->


<!-- Note:  A "Server" is not itself a "Container", so you may not


     define subcomponents such as "Valves" at this level.


     Documentation at /docs/config/server.html


 -->


<Server port="58005" shutdown="SHUTDOWN">





  <!--APR library loader. Documentation at /docs/apr.html -->


  <Listener className="org.apache.catalina.core.AprLifecycleListener" SSLEngine="on" />


  <!--Initialize Jasper prior to webapps are loaded. Documentation at /docs/jasper-howto.html -->


  <Listener className="org.apache.catalina.core.JasperListener" />


  <!-- Prevent memory leaks due to use of particular java/javax APIs-->


  <Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener" />


  <!-- JMX Support for the Tomcat server. Documentation at /docs/non-existent.html -->


  <Listener className="org.apache.catalina.mbeans.ServerLifecycleListener" />


  <Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecycleListener" />


  <!-- Listener for APG-Health -->


  <Listener className="com.watch4net.apg.health.HealthListener" />





  <!-- Global JNDI resources


       Documentation at /docs/jndi-resources-howto.html


  -->


  <GlobalNamingResources>


    <!-- Editable user database that can also be used by


         UserDatabaseRealm to authenticate users


    -->


    <!--


    <Resource name="UserDatabase" auth="Container"


              type="org.apache.catalina.UserDatabase"


              description="User database that can be updated and saved"


              factory="org.apache.catalina.users.MemoryUserDatabaseFactory"


              pathname="conf/tomcat-users.xml" />


    -->





	<!-- Defines the connection to the master database for MySQL. -->


	<Resource name="jdbc/master" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" validationQueryTimeout="5"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="apg" password="watch4net" driverClassName="com.mysql.jdbc.Driver" removeAbandoned="true"


		removeAbandonedTimeout="60" logAbandoned="true" url="jdbc:mysql://icl-emcsrm-vm01:53306/master?autoReconnect=true" />





	<!-- Example of connection to the master database for Oracle 10g. -->


	<!--


		<Resource name="jdbc/master" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true" validationQueryTimeout="5"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="apg" password="watch4net" driverClassName="oracle.jdbc.OracleDriver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		connectionProperties="SetBigStringTryClob=true" url="jdbc:oracle:thin:@localhost:1521:APG" />


	-->





	<!-- Defines the connection to the APG timeseries database for MySQL. -->


	<Resource name="jdbc/APG-DB" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" validationQueryTimeout="5"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="apg" password="watch4net" driverClassName="com.mysql.jdbc.Driver" removeAbandoned="true"


		removeAbandonedTimeout="60" logAbandoned="true" url="jdbc:mysql://icl-emcsrm-vm01:53306/apg?autoReconnect=true" />





	<!-- Defines the connection to the topology database for MySQL. -->


	<Resource name="topo/Topo-DB" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" validationQueryTimeout="5"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="apg" password="watch4net" driverClassName="com.mysql.jdbc.Driver" removeAbandoned="true"


		removeAbandonedTimeout="60" logAbandoned="true" url="jdbc:mysql://icl-emcsrm-vm01:53306/topology?autoReconnect=true"


		poolPreparedStatements="true" connectionProperties="cachePrepStmts=true;useServerPrepStmts=false;maintainTimeStats=false;dontTrackOpenResources=true;enableQueryTimeouts=false;processEscapeCodesForPrepStmts=false;jdbcCompliantTruncation=false;rewriteBatchedStatements=true;" />








	<!-- Defines the connections to the APG Event database for MySQL. -->


	<Resource name="jdbc/FLOW-EVENTS" auth="Container" type="javax.sql.DataSource" maxActive="10" maxIdle="10"


		validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" timeBetweenEvictionRunsMillis="10000" validationQueryTimeout="5"


		minEvictableIdleTimeMillis="60000" maxWait="10000" username="apg" password="watch4net" driverClassName="com.mysql.jdbc.Driver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		url="jdbc:mysql://icl-emcsrm-vm01:53306/events?autoReconnect=true&amp;tinyInt1isBit=false" />





   <!-- Defines the connection to the Events Archive database for APG Datastore. -->


   <!--


   <Resource name="jdbc/FLOW-DS-EVENTS" auth="Container" type="javax.sql.DataSource" maxActive="10"


       maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


       timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


       username="admin" password="changeme" driverClassName="com.watch4net.x100.jdbc.Driver"


       removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


       url="jdbc:x100://localhost:48443/Databases/APG-Datastore/Default" />


   -->





	<!-- Defines the connections to the APG Event database for APG Datastore. -->


	<!-- 


	<Resource name="jdbc/FLOW-EVENTS" auth="Container" type="javax.sql.DataSource" maxActive="10" maxIdle="10"


		validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" timeBetweenEvictionRunsMillis="10000" validationQueryTimeout="5"


		minEvictableIdleTimeMillis="60000" maxWait="10000" username="apg" password="watch4net" driverClassName="com.mysql.jdbc.Driver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		url="jdbc:mysql://localhost:53307/events?autoReconnect=true&amp;tinyInt1isBit=false" />


	-->





	<!-- Defines the connections to the APG Compliance database for MySQL. -->


	<Resource name="jdbc/FLOW-COMPLIANCE" auth="Container" type="javax.sql.DataSource" maxActive="10" maxIdle="10"


		validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" timeBetweenEvictionRunsMillis="10000" validationQueryTimeout="5"


		minEvictableIdleTimeMillis="60000" maxWait="10000" username="apg" password="watch4net" driverClassName="com.mysql.jdbc.Driver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		url="jdbc:mysql://icl-emcsrm-vm01:53306/compliance?autoReconnect=true&amp;tinyInt1isBit=false" />





	<!-- Defines the connection to the APG Traffic Flow database for APG Datastore. -->


	<!--


		<Resource name="jdbc/FLOW-TF-DATA" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="admin" password="changeme" driverClassName="com.watch4net.x100.jdbc.Driver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


	-->





	<!-- Example of connection to the APG timeseries database for Oracle 10g. -->


	<!--


		<Resource name="jdbc/APG-DB" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true" validationQueryTimeout="5"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="apg" password="watch4net" driverClassName="oracle.jdbc.OracleDriver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		connectionProperties="SetBigStringTryClob=true" url="jdbc:oracle:thin:@localhost:1521:APG" />


	-->





	<!-- Example of connection to the topology database for Oracle 10g. -->


	<!--


		<Resource name="topo/Topo-DB" auth="Container" type="javax.sql.DataSource" maxActive="10"


		maxIdle="10" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true" validationQueryTimeout="5"


		timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


		username="apg" password="watch4net" driverClassName="oracle.jdbc.OracleDriver"


		removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


		connectionProperties="SetBigStringTryClob=true" url="jdbc:oracle:thin:@localhost:1521:APG" />


	-->


  </GlobalNamingResources>





  <!-- A "Service" is a collection of one or more "Connectors" that share


       a single "Container" Note:  A "Service" is not itself a "Container", 


       so you may not define subcomponents such as "Valves" at this level.


       Documentation at /docs/config/service.html


   -->


  <Service name="Catalina">


  


    <!--The connectors can use a shared executor, you can define one or more named thread pools-->


    <!--


    <Executor name="tomcatThreadPool" namePrefix="catalina-exec-" 


        maxThreads="150" minSpareThreads="4"/>


    -->


    


    


    <!-- A "Connector" represents an endpoint by which requests are received


         and responses are returned. Documentation at :


         Java HTTP Connector: /docs/config/http.html (blocking & non-blocking)


         Java AJP  Connector: /docs/config/ajp.html


         APR (HTTP/AJP) Connector: /docs/apr.html


         Define a non-SSL HTTP/1.1 Connector on port 8080


         To save bandwidth, compression of text resources can be activated


         using the compression attribute (compression="on")


    -->


<!--


    <Connector port="58080" protocol="HTTP/1.1" 


               connectionTimeout="20000" 


               compression="off" compressableMimeType="text/" 


               redirectPort="58443" URIEncoding="UTF-8" />


-->


    <!-- A "Connector" using the shared thread pool-->


    <!--


    <Connector executor="tomcatThreadPool"


               port="58080" protocol="HTTP/1.1" 


               connectionTimeout="20000" 


               compression="off" compressableMimeType="text/" 


               redirectPort="58443" URIEncoding="UTF-8" />


    -->           


    <!-- Define a SSL HTTP/1.1 Connector on port 8443


         This connector uses the JSSE configuration, when using APR, the 


         connector should be using the OpenSSL style configuration


         described in the APR documentation -->


 


    <Connector port="58443" protocol="HTTP/1.1" SSLEnabled="true"


               maxThreads="150" scheme="https" secure="true"


	       keystoreFile="/opt/APG//Tools/Webservice-Gateway/Default/conf/keystore" keystorePass="changeit"


               compression="off" compressableMimeType="text/"


ciphers="TLS_RSA_WITH_AES_128_CBC_SHA,TLS_DHE_RSA_WITH_AES_128_CBC_SHA,TLS_DHE_DSS_WITH_AES_128_CBC_SHA,SSL_RSA_WITH_RC4_128_MD5,SSL_RSA_WITH_RC4_128_SHA"


               clientAuth="false" sslProtocol="TLS" URIEncoding="UTF-8"


               SSLDisableCompression="true" />


    





    <!-- Define an AJP 1.3 Connector on port 8009 -->


    <!--


    <Connector port="58009" protocol="AJP/1.3" redirectPort="58443" URIEncoding="UTF-8" />


    -->








    <!-- An Engine represents the entry point (within Catalina) that processes


         every request.  The Engine implementation for Tomcat stand alone


         analyzes the HTTP headers included with the request, and passes them


         on to the appropriate Host (virtual host).


         Documentation at /docs/config/engine.html -->





    <!-- You should set jvmRoute to support load-balancing via AJP ie :


    <Engine name="Catalina" defaultHost="localhost" jvmRoute="jvm1">         


    --> 


    <Engine name="Catalina" defaultHost="localhost">





      <!--For clustering, please take a look at documentation at:


          /docs/cluster-howto.html  (simple how to)


          /docs/config/cluster.html (reference documentation) -->


      <!--


      <Cluster className="org.apache.catalina.ha.tcp.SimpleTcpCluster"/>


      -->        





      <!-- This Realm uses the UserDatabase configured in the global JNDI


           resources under the key "UserDatabase".  Any edits


           that are performed against this UserDatabase are immediately


           available for use by the Realm.  -->


      <!--


      <Realm className="org.apache.catalina.realm.UserDatabaseRealm"


             resourceName="UserDatabase"/>


      -->





      <!-- Define the default virtual host


           Note: XML Schema validation will not work with Xerces 2.2.


       -->


      <Host name="localhost"  appBase="webapps"


            unpackWARs="true" autoDeploy="false"


            xmlValidation="false" xmlNamespaceAware="false">





        <!-- This valve MUST be the first one to fix parameters encoding -->


        <Valve className="com.watch4net.apg.v2.gui.tomcat.EncodingFixValve" />





        <!-- This valve logs denied accesses and authentication failures. -->


        <Valve className="com.watch4net.apg.v2.gui.tomcat.LoggingValve"/>


        


        <!-- Regenerate a session id on login -->


        <Valve className="com.watch4net.apg.v2.gui.tomcat.SessionIdRegenValve" />





        <!-- APG authentication with LDAP


             Please refer to the following page for more information


             http://tomcat.apache.org/tomcat-6.0-doc/realm-howto.html#JNDIRealm


        -->


        <!-- Microsoft Active Directory -->


        <!-- you can optionally switch to port 3268 if running multi DC non-GC -->


        





        <Realm className="org.apache.catalina.realm.JNDIRealm"


             connectionURL="ldaps://namdev.nsrootdev.net:636"


             alternateURL="ldaps://namdev.nsrootdev.net:636"


             connectionName="cn=srv_emc_watch4net,OU=Svc_Accts,OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net"


             connectionPassword="L3ttuc399"


             userSearch="(sAMAccountName={0})"


             userBase="DC=nsrootdev,DC=net"


             referrals="follow"


             derefAliases="always"


             userSubtree="true"


             userRoleName="memberOf"


             roleBase="DC=nsrootdev,DC=net"


             roleSubtree="true"


             roleName="cn"


             roleSearch="(uniqueMember={1})"  />


<!--


        <Realm className="org.apache.catalina.realm.JNDIRealm"


             connectionURL="ldaps://10.40.38.44:636"


             alternateURL="ldaps://10.40.38.46:636"


             connectionName="cn=srv_emc_watch4net,OU=Svc_Accts,OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net"


             connectionPassword="L3ttuc399"


             userSearch="(sAMAccountName={0})"


             userBase="OU=Users,OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net"


             referrals="follow"


             derefAliases="always"


             roleBase="OU=Dept_Grps,OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net"


             userSubtree="true"  />


   -->    


        <!-- OpenLDAP -->


        <!--


        <Realm className="org.apache.catalina.realm.JNDIRealm"


               connectionURL="ldap://your-ldap-server:389"


               connectionName="uid=your-password,ou=People,dc=your-company,dc=com"


               connectionPassword="your-password"


               userBase="ou=People,dc=your-company,dc=com"


               userSearch="uid={0}" />


        -->





        <!-- Single sign on based on APG master database -->


        <!-- Comment the following section if you are using LDAP or CAS authentication -->


<!--


        <Realm className="com.watch4net.apg.v2.gui.tomcat.MasterRealm" />


-->


        <!-- SingleSignOn valve, share authentication between web applications -->


        <!-- Comment the following section if you are using CAS authentication -->


<!--


        <Valve className="org.apache.catalina.authenticator.SingleSignOn"/>


-->


       <!-- Access log processes all example.


             Documentation at: /docs/config/valve.html -->


        <Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"  


               prefix="access_log." pattern="common" resolveHosts="false"/>





        <!-- LOW LEVEL DEBUG - The Request Dumper Valve is a useful tool in debugging interactions with


             a client application (or browser) that is sending HTTP requests to your Tomcat-based server -->


        <!--


        <Valve className="org.apache.catalina.valves.RequestDumperValve"/>


        -->





      </Host>


    </Engine>


  </Service>


</Server>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Tools/Frontend-Search/Default/conf/frontend-search.xml


<?xml version="1.0" encoding="UTF-8"?>


<configuration xmlns="http://www.watch4net.com/Frontend-Search"


	xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


	xsi:schemaLocation="http://www.watch4net.com/Frontend-Search frontend-search.xsd">





	<index-directory>/opt/APG/Tools/Frontend-Search/Default/data</index-directory>





	<index-configuration>


		<duration>14400</duration><!-- 3600 = 1 hour --><!-- 0 = no max duration -->


		<max-threads>1</max-threads>


		<max-node-depth-logging>2</max-node-depth-logging>


		<working-directory>tmp/</working-directory>


		<indexed-values>


			<indexed-value key="node-name" fields="node" analyzed="true" />


			<indexed-value key="node-title" fields="title" analyzed="true" />


			<indexed-value key="node-description" fields="description" analyzed="true" />


			<indexed-value key="node-breadcrumbs" fields="breadcrumbs" analyzed="true" />


			<indexed-value key="device" fields="device" analyzed="false" split-on-regex="[:]" />


			<indexed-value key="ip" fields="ip,device" analyzed="false" force-from-key="device" cached="true" />


			<indexed-value key="ifaceip" fields="ifaceip" analyzed="false" />


			<indexed-value key="name" fields="name" analyzed="false" />


			<indexed-value key="part" fields="part" analyzed="false" />


			<indexed-value key="parttype" fields="parttype" analyzed="false" />


			<indexed-value key="devtype" fields="devtype" analyzed="false" />


		</indexed-values>


		<master>


			<!-- Defines the connection to the master database for MySQL. -->


			<datasource driverClassName="com.mysql.jdbc.Driver"


				url="jdbc:mysql://icl-emcsrm-vm01.nam.nsroot.net:53306/master?autoReconnect=true"


				username="apg" password="{AE7F9F9FCA6341F4CBDD6CE8FB53E3A9095272185382CF1B3C47AF0199CEC4C910C223A0F7A88615B21988F1B9978534D068B80944A2D4653307F976C0C979C2}" maxActive="10" maxIdle="5"


				validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


				timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000"


				maxWait="10000" removeAbandoned="true" removeAbandonedTimeout="60"


				logAbandoned="true" />


			<!-- Example of connection to the master database for Oracle 10g. -->


			<!-- <datasource driverClassName="oracle.jdbc.OracleDriver" url="jdbc:oracle:thin:@localhost:1521:APG" 


				username="apg" password="AE7F9F9FCA6341F4CBDD6CE8FB53E3A9095272185382CF1B3C47AF0199CEC4C910C223A0F7A88615B21988F1B9978534D068B80944A2D4653307F976C0C979C2" maxActive="10" maxIdle="5" validationQuery="SELECT 


				1 FROM DUAL" testOnBorrow="false" testWhileIdle="true" timeBetweenEvictionRunsMillis="10000" 


				minEvictableIdleTimeMillis="60000" maxWait="10000" removeAbandoned="true" 


				removeAbandonedTimeout="60" logAbandoned="true" connectionProperties="SetBigStringTryClob=true" 


				/> -->


		</master>


		<apg>


			<!-- Defines the connection to the APG timeseries database for MySQL. -->


			<datasource id="APG-DB:{ cachegrp=DB }" driverClassName="com.mysql.jdbc.Driver"


				url="jdbc:mysql://icl-emcsrm-vm01.nam.nsroot.net:53306/apg?autoReconnect=true" username="apg"


				password="{AE7F9F9FCA6341F4CBDD6CE8FB53E3A9095272185382CF1B3C47AF0199CEC4C910C223A0F7A88615B21988F1B9978534D068B80944A2D4653307F976C0C979C2}" maxActive="30" maxIdle="5" validationQuery="SELECT 1"


				testOnBorrow="false" testWhileIdle="true"


				timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000"


				maxWait="10000" removeAbandoned="true" removeAbandonedTimeout="60"


				logAbandoned="true" />


			<!-- Example of connection to the APG timeseries database for Oracle 10g. -->


			<!-- <datasource id="APG-DB:{ cachegrp=DB }" driverClassName="oracle.jdbc.OracleDriver" 


				url="jdbc:oracle:thin:@localhost:1521:APG" username="apg" password="AE7F9F9FCA6341F4CBDD6CE8FB53E3A9095272185382CF1B3C47AF0199CEC4C910C223A0F7A88615B21988F1B9978534D068B80944A2D4653307F976C0C979C2" 


				maxActive="30" maxIdle="5" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" 


				testWhileIdle="true" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


				maxWait="10000" removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" 


				/> -->


		</apg>


	</index-configuration>





	<search-configuration>


		<indexed-fields>


			<!-- NODE NAME -->


			<field name="node" analyzed="true" />


			<!-- NODE DESCRIPTION -->


			<field name="description" analyzed="true" boost="0.2" />


			<!-- NODE TITLE -->


			<field name="title" analyzed="true" boost="1.0" />


			<!-- NODE BREADCRUMBS -->


			<field name="breadcrumbs" analyzed="true" boost="0.5" />


			<!-- DEVICE -->


			<field name="device" analyzed="false" boost="8.0" split-on-regex="[:]" />


			<!--IP -->


			<field name="ip" analyzed="false" boost="16.0" />


			<field name="ifaceip" analyzed="false" boost="16.0" />


			<!--NAME -->


			<field name="name" analyzed="false" boost="1.0" />


			<!-- PART -->


			<field name="part" analyzed="false" boost="8.0" />


			<!-- PARTTYPE -->


			<field name="parttype" analyzed="false" boost="1.0" />


			<!-- DEVTYPE -->


			<field name="devtype" analyzed="false" boost="1.0" />


		</indexed-fields>


	</search-configuration>





</configuration>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Web-Servers/Tomcat/Default/conf/Catalina/localhost/alerting-frontend.xml


<?xml version="1.0" encoding="UTF-8" ?>


<Context reloadable="false">





	<!-- Alerting Properties -->


	<Resource name="manager/Local Manager" auth="Container" type="com.watch4net.alerting.jmx.AlertManagerFactory"


		factory="org.apache.naming.factory.BeanFactory" user="admin" pass="changeme"


		url="service:jmx:rmi:///jndi/rmi://icl-emcsrm-vm01.nam.nsroot.net:52569/jmxrmi" />





	<!-- Gives access to the users, profiles, roles and rights. -->


	<ResourceLink name="jdbc/master" global="jdbc/master" type="javax.sql.DataSource" />





	<!-- Gives access to the timeseries database. -->


	<ResourceLink name="jdbc/APG-DB:{ cachegrp=DB }" global="jdbc/APG-DB" type="javax.sql.DataSource" />





</Context>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Web-Servers/Tomcat/Default/conf/Catalina/localhost/APG.xml


<?xml version="1.0" encoding="UTF-8" ?>


<Context reloadable="false">





	<!-- The datasource definition are now located in conf/server.xml -->


	<!-- To use them in a web application, you must add a ResourceLink -->





	<!-- Gives access to the users, profiles, roles and rights. -->


	<ResourceLink name="jdbc/master" global="jdbc/master" type="javax.sql.DataSource" />





	<!-- Gives access to the timeseries database. -->


	<ResourceLink name="jdbc/APG-DB:{ cachegrp=DB }" global="jdbc/APG-DB" type="javax.sql.DataSource" />





	<!-- Gives access to the timeseries database with aligned aggregates. -->


	<!-- <ResourceLink name="jdbc/APG-DB:{ cachegrp=DB, timezones=tz }" global="jdbc/APG-DB" type="javax.sql.DataSource" /> -->





	<!-- Gives access to the Traffic Flow data. -->


	<!--


	<ResourceLink name="jdbc/FLOW-TF-DATA:{ mapping=FLOW-TF-DATA.xml, table=FLOW_RAW_DATA__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-PROTO:{ mapping=FLOW-TF-PROTO.xml, table=FLOW_PROTOCOL__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-APP:{ mapping=FLOW-TF-APP.xml, table=FLOW_APPLICATION_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-SRCADDR:{ mapping=FLOW-TF-SRCADDR.xml, table=FLOW_SRCADDR_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-DSTADDR:{ mapping=FLOW-TF-DSTADDR.xml, table=FLOW_DSTADDR_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-CONV:{ mapping=FLOW-TF-CONV.xml, table=FLOW_CONVERSATION_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-HOSTS:{ mapping=FLOW-TF-HOSTS.xml, table=FLOW_HOSTS__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-NOSNMP:{ mapping=FLOW-TF-NOSNMP.xml, table=FLOW_NOSNMP__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	-->





    <!-- emc-smarts-events for datastore  -->


    <!-- 


    <ResourceLink name="jdbc/FLOW-RPE2-ARCH:{ mapping=FLOW-RPE2.xml, table=events_archive }" global="jdbc/FLOW-DS-EVENTS" type="javax.sql.DataSource" />


    <ResourceLink name="jdbc/FLOW-RPE2-LIVE:{ mapping=FLOW-RPE2.xml, table=events_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


    -->


    <!-- emc-smarts-events for MySQL -->


    <!-- 


    <ResourceLink name="jdbc/FLOW-RPE2-ARCH:{ mapping=FLOW-RPE2.xml, table=events_archive }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


    <ResourceLink name="jdbc/FLOW-RPE2-LIVE:{ mapping=FLOW-RPE2.xml, table=events_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


    -->


        


	<!-- emc-vnx -->


	<ResourceLink name="jdbc/FLOW-VNX-LIVE:{ mapping=FLOW-VNX.xml, table=nasusers }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	


	<!-- emc-vipr -->


	<ResourceLink name="jdbc/FLOW-VIPR-EVENTS:{ mapping=FLOW-VIPR.xml, table=vipr_events }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	


	<!-- vmware-vcenter -->


	<ResourceLink name="jdbc/FLOW-VMWARE-EVENTS:{ mapping=FLOW-VMWARE-EVENTS.xml, table=vmware_events }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-VMWARE-TASKS:{ mapping=FLOW-VMWARE-TASKS.xml, table=vmware_tasks }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	


	<!-- cisco-ucs-events


	<ResourceLink name="jdbc/FLOW-UCS-LIVE:{ mapping=FLOW-UCS.xml, table=ucs_live}" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	-->


	


	<!-- emc-prosphere


	<ResourceLink name="jdbc/FLOW-PROSPHERE-ARCH:{ mapping=FLOW-UEVENTS.xml, table=unifiedevents_archive }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-PROSPHERE-LIVE:{ mapping=FLOW-UEVENTS.xml, table=unifiedevents_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	-->


	<!-- emc-som-events


	<ResourceLink name="jdbc/FLOW-SOM-ARCH:{ mapping=FLOW-EMC-SOM.xml, table=emcsom_archive }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-SOM-LIVE:{ mapping=FLOW-EMC-SOM.xml, table=emcsom_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	-->


	<!-- what-if scenarios -->


	<ResourceLink name="jdbc/FLOW-WHATIF-SCENARIOS:{ mapping=FLOW-WHATIF-SCENARIOS.xml, table=whatif_scenarios }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource"/>


    <!-- Generic event schema -->


    <ResourceLink name="jdbc/FLOW-EVENTS-GENERIC:{ mapping=FLOW-GENERIC-EVENT.xml, table=genericevents_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<!-- Compliance schema -->


	<ResourceLink name="jdbc/FLOW-COMPLIANCE-BREACH:{ mapping=FLOW-COMPLIANCE-BREACH.xml, table=breach }" global="jdbc/FLOW-COMPLIANCE" type="javax.sql.DataSource" />





	<!-- Gives access to the topology database. -->


	<ResourceLink name="topo/Topo-DB" global="topo/Topo-DB" type="javax.sql.DataSource" />


	


	<!--


        Data management tool needs to communicate with the timeseries backend. Please define one entry per


        available timeseries database, with the same name (ex: jdbc/APG-DB -> mgmt/APG-DB).


    -->


    <Resource name="mgmt/APG-DB" factory="org.apache.naming.factory.BeanFactory" disableSSLValidation="true"


        type="com.watch4net.apg.v2.modules.admin.WebServiceCommunication" url="https://icl-emcsrm-vm01:48443/Backends/APG-Backend/Default"


        user="admin" password="{68951D237EABAFD17BD2F90B2029E51B9078C3968D27791E745EB38C2F8E4B7B6351D632200618220667E25792D7E8894330B34886D638E3C3B93856C94998B9}" /> 	





</Context>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Tools/Frontend-Report-Generator/Default/conf/report-generation-config.xml


<?xml version="1.0" encoding="UTF-8"?>


<configuration xmlns="http://www.watch4net.com/APG/Frontend/Report-Generation/Config"


	xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


	xsi:schemaLocation="http://www.watch4net.com/APG/Frontend/Report-Generation/Config report-generation-config.xsd">


	


	<master>


		<!-- Defines the connection to the master database for MySQL. -->


		<datasource driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://icl-emcsrm-vm01.nam.nsroot.net:53306/master?autoReconnect=true"


			username="apg" password="watch4net"


			maxActive="10" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" />





		<!-- Example of connection to the master database for Oracle 10g. -->


		<!--


		<datasource driverClassName="oracle.jdbc.OracleDriver"


			url="jdbc:oracle:thin:@localhost:1521:APG"


			username="apg" password="watch4net"


			maxActive="10" maxIdle="5" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			connectionProperties="SetBigStringTryClob=true" />


		-->


	</master>





	<database>


		<!-- Defines the connection to the APG timeseries database for MySQL. -->


		<datasource id="APG-DB:{ cachegrp=DB }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://icl-emcsrm-vm01.nam.nsroot.net:53306/apg?autoReconnect=true"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>





		<!-- Example of connection to the APG timeseries database for Oracle 10g. -->


		<!--


		<datasource id="APG-DB:{ cachegrp=DB }" driverClassName="oracle.jdbc.OracleDriver"


			url="jdbc:oracle:thin:@localhost:1521:APG"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" />


		-->


		


		<!-- Example of connection to the APG Traffic Flow data. -->


		<!--


		<datasource id="FLOW-TF-DATA:{ mapping=FLOW-TF-DATA.xml, table=FLOW_RAW_DATA__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-PROTO:{ mapping=FLOW-TF-PROTO.xml, table=FLOW_PROTOCOL__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-APP:{ mapping=FLOW-TF-APP.xml, table=FLOW_APPLICATION_TOPN__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-SRCADDR:{ mapping=FLOW-TF-SRCADDR.xml, table=FLOW_SRCADDR_TOPN__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-DSTADDR:{ mapping=FLOW-TF-DSTADDR.xml, table=FLOW_DSTADDR_TOPN__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-CONV:{ mapping=FLOW-TF-CONV.xml, table=FLOW_CONVERSATION_TOPN__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-HOSTS:{ mapping=FLOW-TF-HOSTS.xml, table=FLOW_HOSTS__SEQ_0_4__}" 


			maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


			validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


			maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		<datasource id="FLOW-TF-NOSNMP:{ mapping=FLOW-TF-NOSNMP.xml, table=FLOW_NOSNMP__SEQ_0_4__}" 


            maxActive="10" maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true" 


            validationQueryTimeout="5" timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" 


            maxWait="10000" username="flow" password="watch4net" driverClassName="com.watch4net.x100.jdbc.Driver"


            removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


            url="jdbc:x100://localhost:48443/Databases/APG-Datastore" />


		-->									





		<!-- Defines the connections to the APG Event database for MySQL. -->


		<!--


		<datasource id="FLOW-RPE2-ARCH:{ mapping=FLOW-RPE2.xml, table=events_archive }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		<datasource id="FLOW-RPE2-LIVE:{ mapping=FLOW-RPE2.xml, table=events_live }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		-->


		


		<!-- Defines the connections to the APG Event database for APG Datastore. -->


		<!--


		<datasource id="FLOW-RPE2-ARCH:{ mapping=FLOW-RPE2.xml, table=events_archive }"


			url="jdbc:x100://localhost:48443/Databases/APG-Datastore/Default" maxActive="10"


            maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


            timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


            username="admin" password="changeme" driverClassName="com.watch4net.x100.jdbc.Driver"


            removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" />


		<datasource id="FLOW-RPE2-LIVE:{ mapping=FLOW-RPE2.xml, table=events_live }"


		    url="jdbc:x100://localhost:48443/Databases/APG-Datastore/Default" maxActive="10"


            maxIdle="10" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


            timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


            username="admin" password="changeme" driverClassName="com.watch4net.x100.jdbc.Driver"


            removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" />


		-->





		<!-- Defines the connections to the emc-vnx events database for MySQL. -->


		<datasource id="FLOW-VNX-LIVE:{ mapping=FLOW-VNX.xml, table=nasusers }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		


		<!-- Defines the connections to the emc-vipr events database for MySQL. -->


		<datasource id="FLOW-VIPR-EVENTS:{ mapping=FLOW-VIPR.xml, table=vipr_events }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


			


		<!-- Defines the connections to the vmware events database for MySQL. -->


		<datasource id="FLOW-VMWARE-EVENTS:{ mapping=FLOW-VMWARE-EVENTS.xml, table=vmware_events }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		<datasource id="FLOW-VMWARE-TASKS:{ mapping=FLOW-VMWARE-TASKS.xml, table=vmware_tasks }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>	


			


		<!-- Defines the connections to the cisco-ucs-events database for MySQL. -->


		<!--


		<datasource id="FLOW-UCS-LIVE:{ mapping=FLOW-UCS.xml, table=ucs_live}" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		-->


		


	    <!-- Defines the connections to the emc-prosphere events database for MySQL. -->


		<!--


		<datasource id="FLOW-PROSPHERE-ARCH:{ mapping=FLOW-UEVENTS.xml, table=unifiedevents_archive }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		<datasource id="FLOW-PROSPHERE-LIVE:{ mapping=FLOW-UEVENTS.xml, table=unifiedevents_live }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>	


		-->


		


		<!-- Defines the connections to the emc-som-events database for MySQL. -->


		<!--


		<datasource id="FLOW-SOM-ARCH:{ mapping=FLOW-EMC-SOM.xml, table=emcsom_archive }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


		<datasource id="FLOW-SOM-LIVE:{ mapping=FLOW-EMC-SOM.xml, table=emcsom_live }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>	


		-->


			


		<!-- Defines the connections to the what-if scenarios database for MySQL. -->


		<datasource id="FLOW-WHATIF-SCENARIOS:{ mapping=FLOW-WHATIF-SCENARIOS.xml, table=whatif_scenarios }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


			


		<!-- Defines the connections to the generic event schema for MySQL. -->


		<datasource id="FLOW-EVENTS-GENERIC:{ mapping=FLOW-GENERIC-EVENT.xml, table=genericevents_live }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/events?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


			


		<!-- Defines the connections to the APG Compliance database for MySQL. -->


		<datasource id="FLOW-COMPLIANCE-BREACH:{ mapping=FLOW-COMPLIANCE-BREACH.xml, table=breach }" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://localhost:53306/compliance?autoReconnect=true&amp;tinyInt1isBit=false"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"/>


	</database>





	<topology>


		<!-- Defines the connection to the topology database for MySQL. -->


		<datasource id="Topo-DB" driverClassName="com.mysql.jdbc.Driver"


			url="jdbc:mysql://icl-emcsrm-vm01.nam.nsroot.net:53306/topology?autoReconnect=true"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" connectionProperties="cachePrepStmts=true;useServerPrepStmts=false;maintainTimeStats=false;dontTrackOpenResources=true;enableQueryTimeouts=false;processEscapeCodesForPrepStmts=false;jdbcCompliantTruncation=false;rewriteBatchedStatements=true;" />





		<!-- Example of connection to the topology database for Oracle 10g. -->


		<!--


		<datasource id="Topo-DB" driverClassName="oracle.jdbc.OracleDriver"


			url="jdbc:oracle:thin:@localhost:1521:APG"


			username="apg" password="watch4net"


			maxActive="30" maxIdle="5" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true"


			timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


			removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" connectionProperties="SetBigStringTryClob=true" />


		-->


	</topology>


	


	<alerting>


		<!-- Alerting Properties -->


		<manager


			name="Local Manager"


			user="admin"


			pass="changeme"


			url="service:jmx:rmi:///jndi/rmi://icl-emcsrm-vm01.nam.nsroot.net:52569/jmxrmi" />


	</alerting>





</configuration>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Tools/Administration-Tool/Default/conf/master-accessor-service-conf.xml


<?xml version="1.0" encoding="UTF-8"?>


<config xmlns="http://www.watch4net.com/administration-tool" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.watch4net.com/administration-tool master-accessor-service-conf.xsd ">


  <master-database>


    <!-- Defines the connection to the master database for MySQL. -->


	<datasource driverClassName="com.mysql.jdbc.Driver"


				url="jdbc:mysql://icl-emcsrm-vm01.nam.nsroot.net:53306/master?autoReconnect=true"


				username="apg" password="watch4net"


				maxActive="10" maxIdle="5" validationQuery="SELECT 1" testOnBorrow="false" testWhileIdle="true"


				timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


				removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true" />


			<!-- Example of connection to the master database for Oracle 10g. -->


			<!--


			<datasource driverClassName="oracle.jdbc.OracleDriver"


				url="jdbc:oracle:thin:@localhost:1521:APG"


				username="apg" password="watch4net"


				maxActive="10" maxIdle="5" validationQuery="SELECT 1 FROM DUAL" testOnBorrow="false" testWhileIdle="true"


				timeBetweenEvictionRunsMillis="10000" minEvictableIdleTimeMillis="60000" maxWait="10000"


				removeAbandoned="true" removeAbandonedTimeout="60" logAbandoned="true"


				connectionProperties="SetBigStringTryClob=true" />


			-->


  </master-database>


</config>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Tools/Maps-Service/Default/conf/maps-service.properties


##################################################


# Configuration file for the Maps Service


##################################################





# Port listening for maps requests


mapsService.port=9876





# Maximum number of concurrent incoming requests


mapsService.maxIncomingRequests=10





# Cache expiration time (in milliseconds)


# Default value is 5 minutes - 300000 ms


mapsService.cacheExpirationTime=300000





# Base URL for topology feeds


# Example: http://localhost:58083/topology/


topoSvc.baseFeedUrl=http://icl-emcsrm-vm01.nam.nsroot.net:58083/topology/





# URL for SPARQL endpoint


# Example: http://localhost:58083/topology/repository/sparql


topoSvc.endpointUrl=http://icl-emcsrm-vm01.nam.nsroot.net:58083/topology/repository/sparql





# Gateway user


gateway.username={33DEBB6E46D5FECA5DF2FF85484C2101734C9B53AF834BE821FD86873E1415CE}





# Gateway password


gateway.password={70A75D29F1A410AB977108AE5FDAB09AAC512BC9E430CAAAA4D9D7CA2C0AA638556199F10692115462386019B04603065952B621B9B2F01546365805F5E50439}





##################################################


# Default values for the installer


##################################################


install.topoSvc.host=localhost


install.topoSvc.port=58083


install.gateway.port=48443


install.topoSvc.instanceName=Default





##################################################


# URL templates for the installer


##################################################


install.topoSvc.local.baseFeedUrl=http://{0}:{1}/topology/


install.topoSvc.local.endpointUrl=http://{0}:{1}/topology/repository/sparql


install.topoSvc.remote.baseFeedUrl=https://{0}:{1}/Backends/Topology-Service/{2}/topology/


install.topoSvc.remote.endpointUrl=https://{0}:{1}/Backends/Topology-Service/{2}/topology/repository/sparql





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Web-Servers/Tomcat/Default/conf/Catalina/localhost/APG-WS.xml


<?xml version="1.0" encoding="UTF-8" ?>


<Context reloadable="false">





	<!-- The datasource definition are now located in conf/server.xml -->


	<!-- To use them in a web application, you must add a ResourceLink -->





	<!-- Gives access to the users, profiles, roles and rights. -->


	<ResourceLink name="jdbc/master" global="jdbc/master" type="javax.sql.DataSource" />





	<!-- Gives access to the timeseries database. -->


	<ResourceLink name="jdbc/APG-DB:{ cachegrp=DB }" global="jdbc/APG-DB" type="javax.sql.DataSource" />





	<!-- Gives access to the timeseries database with aligned aggregates. -->


	<!-- <ResourceLink name="jdbc/APG-DB:{ cachegrp=DB, timezones=tz }" global="jdbc/APG-DB" type="javax.sql.DataSource" /> -->





	<!-- Gives access to the Traffic Flow data. -->


	<!--


	<ResourceLink name="jdbc/FLOW-TF-DATA:{ mapping=FLOW-TF-DATA.xml, table=FLOW_RAW_DATA__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-PROTO:{ mapping=FLOW-TF-PROTO.xml, table=FLOW_PROTOCOL__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-APP:{ mapping=FLOW-TF-APP.xml, table=FLOW_APPLICATION_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-SRCADDR:{ mapping=FLOW-TF-SRCADDR.xml, table=FLOW_SRCADDR_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-DSTADDR:{ mapping=FLOW-TF-DSTADDR.xml, table=FLOW_DSTADDR_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-CONV:{ mapping=FLOW-TF-CONV.xml, table=FLOW_CONVERSATION_TOPN__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-HOSTS:{ mapping=FLOW-TF-HOSTS.xml, table=FLOW_HOSTS__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-TF-NOSNMP:{ mapping=FLOW-TF-NOSNMP.xml, table=FLOW_NOSNMP__SEQ_0_4__}" global="jdbc/FLOW-TF-DATA" type="javax.sql.DataSource" />


	-->





    <!-- emc-smarts-events for datastore  -->


    <!-- 


    <ResourceLink name="jdbc/FLOW-RPE2-ARCH:{ mapping=FLOW-RPE2.xml, table=events_archive }" global="jdbc/FLOW-DS-EVENTS" type="javax.sql.DataSource" />


    <ResourceLink name="jdbc/FLOW-RPE2-LIVE:{ mapping=FLOW-RPE2.xml, table=events_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


    -->


    <!-- emc-smarts-events for MySQL -->


    <!-- 


    <ResourceLink name="jdbc/FLOW-RPE2-ARCH:{ mapping=FLOW-RPE2.xml, table=events_archive }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


    <ResourceLink name="jdbc/FLOW-RPE2-LIVE:{ mapping=FLOW-RPE2.xml, table=events_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


    -->


    


	<!-- emc-vnx -->


	<ResourceLink name="jdbc/FLOW-VNX-LIVE:{ mapping=FLOW-VNX.xml, table=nasusers }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	


	<!-- emc-vipr -->


	<ResourceLink name="jdbc/FLOW-VIPR-EVENTS:{ mapping=FLOW-VIPR.xml, table=vipr_events }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	


	<!-- vmware-vcenter -->


	<ResourceLink name="jdbc/FLOW-VMWARE-EVENTS:{ mapping=FLOW-VMWARE-EVENTS.xml, table=vmware_events }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-VMWARE-TASKS:{ mapping=FLOW-VMWARE-TASKS.xml, table=vmware_tasks }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	


	<!-- cisco-ucs-events


	<ResourceLink name="jdbc/FLOW-UCS-LIVE:{ mapping=FLOW-UCS.xml, table=ucs_live}" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	-->


	


	<!-- emc-prosphere


	<ResourceLink name="jdbc/FLOW-PROSPHERE-ARCH:{ mapping=FLOW-UEVENTS.xml, table=unifiedevents_archive }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-PROSPHERE-LIVE:{ mapping=FLOW-UEVENTS.xml, table=unifiedevents_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	-->


	<!-- emc-som-events


	<ResourceLink name="jdbc/FLOW-SOM-ARCH:{ mapping=FLOW-EMC-SOM.xml, table=emcsom_archive }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<ResourceLink name="jdbc/FLOW-SOM-LIVE:{ mapping=FLOW-EMC-SOM.xml, table=emcsom_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	-->


	<!-- what-if scenarios -->


	<ResourceLink name="jdbc/FLOW-WHATIF-SCENARIOS:{ mapping=FLOW-WHATIF-SCENARIOS.xml, table=whatif_scenarios }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource"/>


    <!-- Generic event schema -->


    <ResourceLink name="jdbc/FLOW-EVENTS-GENERIC:{ mapping=FLOW-GENERIC-EVENT.xml, table=genericevents_live }" global="jdbc/FLOW-EVENTS" type="javax.sql.DataSource" />


	<!-- Compliance schema -->


	<ResourceLink name="jdbc/FLOW-COMPLIANCE-BREACH:{ mapping=FLOW-COMPLIANCE-BREACH.xml, table=breach }" global="jdbc/FLOW-COMPLIANCE" type="javax.sql.DataSource" />





	<!-- Gives access to the topology database. -->


	<ResourceLink name="topo/Topo-DB" global="topo/Topo-DB" type="javax.sql.DataSource" />





  <!-- Restrict access to localhost only


  <Valve className="org.apache.catalina.valves.RemoteAddrValve" allow="127.0.0.1" /> -->





</Context>





############ MultiConfigPart END





############ MultiConfigPart /opt/APG/Web-Servers/Tomcat/Default/conf/Catalina/localhost/centralized-management.xml


<?xml version="1.0" encoding="UTF-8" ?>


<Context reloadable="false">





	<!-- Gives access to the users, profiles, roles and rights. -->


	<ResourceLink name="jdbc/master" global="jdbc/master" type="javax.sql.DataSource" />





	<!-- Gives access to the timeseries database. -->


	<ResourceLink name="jdbc/APG-DB:{ cachegrp=DB }" global="jdbc/APG-DB" type="javax.sql.DataSource" />





</Context>





############ MultiConfigPart END
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Config





############ MultiConfigPart @hostname


ICL-SRM-VM04








############ MultiConfigPart END





############ MultiConfigPart @ipconfig /all





Windows IP Configuration





   Host Name . . . . . . . . . . . . : ICL-SRM-VM04


   Primary Dns Suffix  . . . . . . . : namdev.nsrootdev.net


   Node Type . . . . . . . . . . . . : Hybrid


   IP Routing Enabled. . . . . . . . : No


   WINS Proxy Enabled. . . . . . . . : No


   DNS Suffix Search List. . . . . . : namdev.nsrootdev.net


                                       nsrootdev.net





Ethernet adapter Local Area Connection:





   Connection-specific DNS Suffix  . : namdev.nsrootdev.net


   Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection


   Physical Address. . . . . . . . . : 00-50-56-B8-41-8A


   DHCP Enabled. . . . . . . . . . . : No


   Autoconfiguration Enabled . . . . : Yes


   IPv4 Address. . . . . . . . . . . : 10.40.59.226(Preferred)


   Subnet Mask . . . . . . . . . . . : 255.255.255.0


   Default Gateway . . . . . . . . . : 10.40.59.1


   DNS Servers . . . . . . . . . . . : 10.40.32.11


                                       192.193.215.69


                                       192.193.215.73


   NetBIOS over Tcpip. . . . . . . . : Enabled








############ MultiConfigPart END





############ MultiConfigPart @systeminfo


Host Name:                 ICL-SRM-VM04


OS Name:                   Microsoft Windows Server 2008 R2 Standard


OS Version:                6.1.7601 Service Pack 1 Build 7601


OS Manufacturer:           Microsoft Corporation


OS Configuration:          Member Server


OS Build Type:             Multiprocessor Free


Registered Owner:          Citi


Registered Organization:   Citi


Product ID:                00477-001-0000421-84006


Original Install Date:     4/10/2014, 12:38:23 PM


System Boot Time:          5/20/2014, 3:07:42 PM


System Manufacturer:       VMware, Inc.


System Model:              VMware Virtual Platform


System Type:               x64-based PC


Processor(s):              1 Processor(s) Installed.


                           [01]: Intel64 Family 6 Model 42 Stepping 2 GenuineIntel ~2600 Mhz


BIOS Version:              Phoenix Technologies LTD 6.00, 7/9/2012


Windows Directory:         C:\Windows


System Directory:          C:\Windows\system32


Boot Device:               \Device\HarddiskVolume1


System Locale:             en-us;English (United States)


Input Locale:              en-us;English (United States)


Time Zone:                 (UTC-05:00) Eastern Time (US & Canada)


Total Physical Memory:     8,192 MB


Available Physical Memory: 3,321 MB


Virtual Memory: Max Size:  20,476 MB


Virtual Memory: Available: 15,495 MB


Virtual Memory: In Use:    4,981 MB


Page File Location(s):     C:\pagefile.sys


Domain:                    namdev.nsrootdev.net


Logon Server:              N/A





############ MultiConfigPart END





############ MultiConfigPart @wmic bios get serialnumber


SerialNumber


VMware-42 38 4a bd 90 80 3b ba-5a c0 18 85 a1 5f 81 8c











############ MultiConfigPart END





############ MultiConfigPart @reg query HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\windowsfirewall\FirewallRules





HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\windowsfirewall\FirewallRules


    {C50FC677-263D-4D97-909C-12EBF86422EC}    REG_SZ    v2.10|Action=Block|Active=TRUE|Dir=In|Protocol=6|LPort=48443|RA4=1.1.1.1-10.40.59.222|RA4=10.40.59.224-10.49.41.120|RA4=10.49.81.237-255.255.255.255|RA4=10.49.41.122-10.49.81.235|Name=SRMWebserviceGW-block|











############ MultiConfigPart END





############ MultiConfigPart @cd C:\Program Files\APG\bin








############ MultiConfigPart END





############ MultiConfigPart @manage-modules.cmd list installed


Installed Modules: /





   Identifier                          Instance             : Category   Module


Name                         Version Revision OS-Arch     Status


   ----------------------------------- -------------------- - ---------- ----------------------------------- ------- -------- ----------- ------


 * apg-self-monitoring-collector       emc-watch4net-health : Collecting APG-Self-Monitoring-Collector       v1.4    r45755   windows-x64


 * availability-filter                 Generic-SNMP         : Collecting Availability-Filter                 v1.3u1  r41349   windows-x64


 * collector-manager                   Default              : Collecting Collector-Manager                   v5.4    r45610   windows-x64


 * collector-manager                   Generic-RSC          : Collecting Collector-Manager                   v5.4    r45610   windows-x64


 * collector-manager                   Generic-SNMP         : Collecting Collector-Manager                   v5.4    r45610   windows-x64


 * collector-manager                   emc-centera          : Collecting Collector-Manager                   v5.4    r45610   windows-x64


 * collector-manager                   emc-watch4net-health : Collecting Collector-Manager                   v5.4    r45610   windows-x64


 * cross-referencing-filter            Default              : Collecting Cross-Referencing-Filter            v1.3    r45524   windows-x64


 * cross-referencing-filter            Generic-RSC          : Collecting Cross-Referencing-Filter            v1.3    r45524   windows-x64


 * cross-referencing-filter            Generic-SNMP         : Collecting Cross-Referencing-Filter            v1.3    r45524   windows-x64


 * cross-referencing-filter            emc-centera          : Collecting Cross-Referencing-Filter            v1.3    r45524   windows-x64


 * diagnostic-tools                    Default              : Tools      APG-Diagnostic-Tools                v6.0    r42010   windows-x64


 * emc-centera-collect                 emc-centera          : Block      emc-centera-collect                 v1.3    r3998


 * emc-watch4net-health                Default              : Meta       emc-watch4net-health                v1.3    r4012


 * emc-watch4net-health-collect        emc-watch4net-health : Block      emc-watch4net-health-collect        v1.0    r3836


 * failover-filter                     Default              : Collecting FailOver-Filter                     v5.1    r34346   windows-x64


 * failover-filter                     Generic-RSC          : Collecting FailOver-Filter                     v5.1    r34346   windows-x64


 * failover-filter                     Generic-SNMP         : Collecting FailOver-Filter                     v5.1    r34346   windows-x64


 * failover-filter                     emc-centera          : Collecting FailOver-Filter                     v5.1    r34346   windows-x64


 * failover-filter                     emc-watch4net-health : Collecting FailOver-Filter                     v5.1    r34346   windows-x64


 * generic-rsc                         Generic-RSC          : Block      generic-rsc                         v3.1.1  r4729


 * generic-snmp                        Generic-SNMP         : Block      generic-snmp                        v3.1.1  r4729


 * index-generator-filter              Generic-SNMP         : Collecting Index-Generator-Filter              v5.0u2  r15532   windows-x64


 * inline-calculation-filter           Generic-RSC          : Collecting Inline-Calculation-Filter           v6.0    r35111   windows-x64


 * inline-calculation-filter           Generic-SNMP         : Collecting Inline-Calculation-Filter           v6.0    r35111   windows-x64


 * ip-sla-filter                       Generic-SNMP         : Collecting IP-SLA-Filter                       v5.2u2  r38010   windows-x64


 * java                                6.0u45               : Java       Sun-JRE                             v6.0u45 r27688   windows-x64


 * jdbc-drivers                        Default              : Databases  JDBC-Drivers                        v2.1    r37361   windows-x64


 * license-manager                     Default              : Tools      License-Manager                     v5.2u1  r46594   windows-x64


 * module-manager                      1.5u1                : Tools      Module-Manager                      v1.5u1  r46897   windows-x64


 * property-tagging-filter             Default              : Collecting Property-Tagging-Filter             v2.6u1  r32012   windows-x64


 * property-tagging-filter             Generic-RSC          : Collecting Property-Tagging-Filter             v2.6u1  r32012   windows-x64 


 * property-tagging-filter             Generic-SNMP         : Collecting Property-Tagging-Filter             v2.6u1  r32012   windows-x64


 * property-tagging-filter             emc-centera          : Collecting Property-Tagging-Filter             v2.6u1  r32012   windows-x64


 * property-tagging-filter             emc-watch4net-health : Collecting Property-Tagging-Filter             v2.6u1  r32012   windows-x64


 * remote-shell-collector              Generic-RSC          : Collecting Remote-Shell-Collector              v1.3u1  r46095   windows-x64


 * snmp-collector                      Generic-SNMP         : Collecting SNMP-Collector                      v6.3u1  r46431   windows-x64


 * text-collector                      Default              : Collecting Text-Collector                      v1.10u1 r45439   windows-x64


 * text-collector                      emc-centera          : Collecting Text-Collector                      v1.10u1 r45439   windows-x64


 * timestamp-sysuptime-matching-filter Generic-SNMP         : Collecting Timestamp-Sysuptime-Matching-Filter v5.0u2  r15520   windows-x64


 * topology-mapping-service            Default              : Backends   Topology-Mapping-Service            v1.0u1  r46675   windows-x64


 * value-offset-filter                 Generic-SNMP         : Collecting Value-Offset-Filter                 v5.0u1  r21432   windows-x64


 * variable-handling-filter            Default              : Collecting Variable-Handling-Filter            v1.9u1  r46766   windows-x64


 * variable-handling-filter            Generic-RSC          : Collecting Variable-Handling-Filter            v1.9u1  r46766   windows-x64


 * variable-handling-filter            Generic-SNMP         : Collecting Variable-Handling-Filter            v1.9u1  r46766   windows-x64


 * variable-handling-filter            emc-centera          : Collecting Variable-Handling-Filter            v1.9u1  r46766   windows-x64


 * webservice-gateway                  Default              : Tools      Webservice-Gateway                  v1.2    r46100   windows-x64











############ MultiConfigPart END





############ MultiConfigPart C:\Windows\System32\drivers\etc\hosts


# Copyright (c) 1993-2009 Microsoft Corp.


#


# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.


#


# This file contains the mappings of IP addresses to host names. Each


# entry should be kept on an individual line. The IP address should


# be placed in the first column followed by the corresponding host name.


# The IP address and the host name should be separated by at least one


# space.


#


# Additionally, comments (such as these) may be inserted on individual


# lines or following the machine name denoted by a '#' symbol.


#


# For example:


#


#      102.54.94.97     rhino.acme.com          # source server


#       38.25.63.10     x.acme.com              # x client host





# localhost name resolution is handled within DNS itself.


#       127.0.0.1       localhost


#       ::1             localhost


10.40.59.226    icl-srm-vm04


10.40.36.29     oneiroi





############ MultiConfigPart END
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