
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

Author 

Shashidhar Moji 

 

Abstract 

This article describes how to manage EMC ViPR SRM users and 
customize their access to different views in ViPR SRM. 

 
 
June 2014 
 
 
 

 
 
 
 
 

Managing ViPR SRM Users and Roles 
 

 

 

 



 2 Managing ViPR SRM Users and Roles 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Copyright © 2014 EMC Corporation. All Rights Reserved. 
 
EMC believes the information in this publication is accurate as 
of its publication date. The information is subject to change 
without notice. 
 
The information in this publication is provided “as is.” EMC 
Corporation makes no representations or warranties of any kind 
with respect to the information in this publication, and 
specifically disclaims implied warranties of merchantability or 
fitness for a particular purpose. 
 
Use, copying, and distribution of any EMC software described in 
this publication requires an applicable software license. 
 
For the most up-to-date listing of EMC product names, see EMC 
Corporation Trademarks on EMC.com. 
 
VMware is a registered trademark of VMware, Inc. in the United 
States and/or other jurisdictions. All other trademarks used 
herein are the property of their respective owners. 
 
Part Number:   Required for EMC.com, not needed for ECN 
 
 
 
 
 
 
 
 
 



 3 Managing ViPR SRM Users and Roles 

Table of Contents 

Overview ................................................................................................................. 4 

Audience................................................................................................................. 4 

Purpose .................................................................................................................. 4 

Prerequisites ........................................................................................................... 4 

Procedures .............................................................................................................. 4 

View users .......................................................................................................................... 4 

Add or edit users ................................................................................................................ 5 

Delete a user ...................................................................................................................... 7 

Test user settings ............................................................................................................... 8 

View profiles ...................................................................................................................... 9 

Create, edit, and assign users to profiles ............................................................................ 9 

View roles ........................................................................................................................ 11 

Create and assign users to roles ....................................................................................... 12 

 
 



 4 Managing ViPR SRM Users and Roles 

Overview  
ViPR SRM supports multiple user accounts that have different purposes. It has 
predefined roles such as Datacenter Administrators, Storage Administrators, and 
Network Administrators etc. You can also create new custom roles and assign specific 
privileges to that role.  

Audience  
This article is for ViPR SRM appliance administrators or anyone who manages access to the 
ViPR SRM application. 

Purpose 
After reading this article, you will be able to manage the SRM user accounts, set roles 
and privileges to different user accounts, create/delete new user accounts and roles 

Prerequisites 
To perform this operation, you need SRM login credentials with global administrative 
privileges. 

Procedures  
 

View users  

The APG Users page lists APG users, their status, profile, and whether their profile is 
enabled.  

To view users: 

On the top right of the web portal click Administration > User Management > Users or 
in the tree click Users. The APG Users page lists all of the ViPR SRM users. 

 

 
 
 
 



 5 Managing ViPR SRM Users and Roles 

 

Add or edit users  

1. Create a New User: 
 Click Administration > User Management > Users. On the APG Users page click New User.  
 Or in the left hand tree view, expand Users and click New User. 

 

 
   

2. On the User Data page enter the user login and password credentials. The new user will 
initially use these credentials to log on. Users can change their password after logging on with 
these credentials, in their own settings dialog. The user login and passwords are case-
sensitive. Passwords do not need to be set if ViPR SRM is configured to use an external 
authentication system like LDAP. 
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3. Enter a title, first and last name, and email address of the user. The email address is used to 
send notifications of stored reports. These settings can also be entered by the user in their 
own settings dialog, which overrides anything set here. 

 
4. Click the User Status tab and set the user’s rights and access. 
 

 
 
 
 
 

5. From the User Status list, select either Normal User or Global Administrator. Global 
Administrators have full rights to APG and all its components, cannot be disabled, and have no 
restrictions on templates. Normal User is the default status for other users.  

 
6. If you want to disable the user so they cannot log on, select the Disabled check box. Users will 

not be able to log on until they are re-enabled. You can also toggle users to be enabled or 
disabled by clicking the user in the tree. 

 
7. From the Profile list select the profile to apply to the new user. Profiles determine language, 

time zone, dynamic graph usage, and the logo used for the Web Portal.  
 
8. From User Roles, add or remove assigned roles as necessary, using the Add Role and Remove 

Role buttons. Roles determine access and restrictions for the user.  
 
9. Click the Other Options tab, and set the reports and metrics the user has access to. 
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10. For the Master Filter, enter a filter that restricts the metrics the user can see. This filter is 
applied to the root node and cannot be modified by the user themselves. Filters can also be 
set for roles. Any role filters are combined with an OR, and the user filter, with an AND.  

 
11. From the Custom Reports list, select whether custom reports are accessible for the user. The 

user custom tree is a specific per-user branch of the tree nested under My Reports, which can 
be modified by the user.  

 
12. Click Save to save your changes. 
 

Delete a user  
 
1. Click Administration > User Management > Users or in the tree click Users.  
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2. Click the user you want to delete and select Delete. 
 
 

Test user settings  

You can test user settings to check how their settings are applied, as if you were 
logging in as this user.  

 
1. Click Administration > User Management > Users or in the tree click Users. 
 
 

 
 
2. Click the user you want to test and select Test User. You are launched into the APG User 

Interface, interacting with the Web Portal as if you had logged in as the user being tested. 
 

3. Browse reports and edit reports, and perform any other regular functions. Any changes you 
make, such as editing report settings, are saved with their new settings. 

 



 9 Managing ViPR SRM Users and Roles 

4. Simply click Return to Self to end user testing. 
 

 
 
 

View profiles 

The APG Profiles page gives you an at-a-glance view of the profiles on your system, 
their descriptions, and how many users are currently assigned to each profile.  

On the top right of the web portal click Administration > User Management > Profiles or 
in the tree click Profiles. The APG Profiles page lists the profiles on your system. 
 

 

Create, edit, and assign users to profiles  
 

1. Click Administration > User Management > Profiles or in the tree expand Profiles and click New 
Profile.  

2. In the Main Properties page, enter a name and description. 
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3. Click the Customizable Settings tab and set the language, time zone and logo. See Edit default 
display settings for information about these settings. A custom logo can be uploaded here 
which will show up in the login screen as well as in ViPR SRM user interface. 

 
 
 
 

 
 

4. Click the Members tab, and assign roles to this profile. 
 

 
5. Click the External Members tab, and bind an external group to the profile. 
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6. Click Save to save your changes. 

 

View roles  

The APG Roles page gives you an at-a-glance view of the roles on your system, their 
descriptions, and how many users currently use each profile.  

To view the roles on your system, click Administration > User Management > Roles or 
in the tree click Roles. 
 

 
 
 



 12 Managing ViPR SRM Users and Roles 

Create and assign users to roles  
 

1. Click Administration > User Management > Roles > New Role or in the tree expand Roles and 
click New Role.  

 

2. Enter a name and description for the role. 

 
 
 

3. Click Members tab and add users. 
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4. If you have configured LDAP authentication, Click External Members and bind an external 
group to the new role (LDAP Users) 

 

 
 

5. Click the Template Access tab and set the templates this role has access to.  
 

6. Click Actions tab and add available actions 
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7. Click the Module & Restrictions Access tab. For each module, select whether users with this 
profile can access it. 
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