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Preface

Purpose

This guide provides information about configuring and using Centralized Manage-
ment.

Intended Audience

This guide is for anyone who will use the Centralized Management. Although most
of the options are explained in the interface, this document covers the major tasks of
setting up and using Centralized Management.

Prerequisites

This guide assumes Centralized Management is installed and running on the web
server, and WebServiceGateway is installed and running on any servers that will be
managed by Centralized Management.
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Where to get help

EMC support, product, and licensing information can be obtained as follows:
PRODUCT INFORMATION - For documentation, release notes, software updates, or
information about EMC products, go to EMC Online Support at:
https://support.emc.com

TECHNICAL SUPPORT - Go to EMC Online Support and click Service Center. You
will see several options for contacting EMC Technical Support. Note that to open a
service request, you must have a valid support agreement. Contact your EMC sales
representative for details about obtaining a valid support agreement or with questions
about your account.


https://support.emc.com

Where to get help
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Access

The Centralized Management can be accessed only by APG global administrators.

To access the interface you can log on from the APGfrontend administration panel, or

go to this URL, replacing http with https and 58080 with the APG port if needed:
http://apg.webserver:58080/centralized-management/.

For logon credentials enter your APG user name and password.
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Quick Start

This section provides a brief overview of the interface, and contains links to more
detailed descriptions.

1 Register a Server

The first time the interface is loaded it displays the Server Configuration panel. From
here you register the local and remote APG servers that will be managed by Central-
ized Management.

If you're using a basic installation where all of the modules are on the same server,
you can check that the connection is successful on the top right corner of the Server
Configuration area and press Save. If a configuration does not appear or is incorrect,
enter the correct URL and credentials and validate the connection before saving.
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* Server HostName
Server Alias
Server Description
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* Gateway URL

Username

Password

551 Validation

* Operating System

Health Values

Report in APG

APG Servers Configuration

* wan-d-apg-qualf intwatchdnetnet [ localhost |

| wan-di-apg-gqualif.int. watch4net.net | *]

| | @

APG server on which the centralized management GU| has L]
been installed

'https:focalhost48a43 ) )
admin - )

—
Oe

| real-time and historical data < | @)

Save

wirite cument configuration

Figure 1: First Server Configuration

mouse over it to see additional information.

I | The first icon in the section header shows the current connection status. You can

Check the other settings, especially the Operating System to see that they are correct.
See Remote Server Configuration on page 11.
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2 Tree Navigation

After you register the first server, Centralized Management connects to it and recov-
ers information such as the server status, the modules installed on it, and provides
access to it through the navigation tree on the left.

« 1] | Physical Overview has a list of the registered
5| wan-di-apo-quaiiintwatchdnetnet  SErVers and the modules installed on each. To
access a server, click its name.

4 o Logical Overview

& Databases

Logical Overview shows the distribution of
the modules based on their categories.

==| Backends

@ Frontends
. collecting . .
& Colecting Packages and Licenses give you access to
B Events managing files on the Centralized Manage-
gl Miscellaneous ment server, and synchronization options.
L}a Packages Management
~ Licenses Management Audit Logs gives access to audit files on the
& Audit Logs configured servers.

There are two types of icons for the modules in the tree. You will see “# for a module
that owns a service, and &F for others. This makes it easier to identify modules with
log files and service management tools.

You can resize the tree by dragging its right border, and hide it by double-clicking it.
The tree keeps the same size the next time you log in on the same computer.

’%rag to Resize; Double-Click to Hide
watchdnet.net - Default ‘

< Default
et.net ;. Default

Figure 2: Resizing the Tree

3 License Installation

Centralized Management enables you to keep all your APG licenses in one place and
automatically dispatch them to the proper servers.

To recover the archive that contains your licenses, see page 39.

The License File Import tool uses some features that are available in the version 4.3
of the License Manager module, so make sure that version 4.3 or later is installed.

-_—

Centralized Management Guide 5



Quick Start

Rev : 41257

4 Module Management

You can manage modules from the Server page. The Server page gives you an
overview of the server status and its modules, services and licenses.

150 /\\ 0.75 100 Bt 100 -

100 - Cn
_'__.// 05 50 - 50 -

50 2 -0.25 L R e e e I |
00— a4 .

........

0- -9 0 0-
10:37:00 10:37:30 10:38:00 10:37:00 10:37:30  10:38:01 10:37.00 10:37:30  10:38:0

Server: wadn-dl-apg-qualif.int.watch4net.net

e ey —-—

@ 6 services have been installed on this server. 22
4+ Module + Instance Version Status Since

Alerting-Backend 1 | Default 20 stopped Sep 29, 2011 11:02:17 AM
APG-Backend 4 | Default 50 started Sep 29, 2011 1:22:34 PM
Collector-Manager 1 | Default 5.1 started Oct 3, 2011 4:01:13 PM

MySQL 4 | Default 5.0u67 started Sep 29, 2011 11:04:52 AM

Tomcat 4 | Default 6.0u32 started Oct 4, 2011 9:56:35 AM
Webservice-Gateway 4 | Default 10 started Oct 3, 2011 4:01:55 PM

Figure 3: Server Page

The area at the top of the page contains real-time charts displaying the server health.
You can configure the charts in the Server settings (see Health Values on page 13) or
User settings (see User Settings on page 59).

From the tabs you can access your currently available services, installed modules, in-
stalled licenses and scheduled tasks. Tasks requires a specific module to be installed
and started before it becomes available. For details about each page see Server Man-
agement on page 15.

5 Services and Modules Tabs

4]

The Services panel displays the state of services and the estimated time for startup
or shutdown.

On Windows systems, some services such as MySQL may not display these times.

The Modules panel displays the installed modules and their services. It also highlights
the ones that have updates.

Centralized Management Guide
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Quick Start

[0 e [ it sone [ 2 s | £ e

@ 35 modules have been installed on this server. Click on the “Install' button below in order to install additional modules.

+ Module

Alerting-Backend

Alerting-Frontend

APG-Backend
APG-Diagnostic-Tools
APG-Frontend

APG-Self-Monitoring-Collector

APG-Web-Service

Centralized-Management

Collector-Manager

Cross-Referencing-Filter

@ Install
4 Instance % Version | & Path
Diefault 30 Backends/Alerting-Backend/Default
alerting-frontend 20 O _{I 'ﬁ:r-]fzghications;‘ﬂert ing-Frontend/alerting-
Default 53 kends/APG-Backend/Default
Default 50 Tools/APG-Diagnostic-Tools/Default
APG 6.0 Web-Applications/APG-Frontend/APG
Default 12 Collecting/APG-Self-Monitoring-Collector/Default
APG-WS 6.0 Web-Applications/APG-Web-Service/APG-WS
centralized- 10 'p\'eb-Appl::Lcationstent ralized-Management
management Jcentralized-management
Default 51 Collecting/Collector-Manager/Default
Default 11 (=9 Collecting/Cross-Referencing-Filter/Default

Figure 4: Modules Panel

You can click any line to see details about a module. The module information is dis-
played in a new page. You can quickly move between modules to start their services

and check their logs.

3¢ Services

4k Modules

5~ Licenses

Tasks i APG-Web-Service - APG-WS c

[ [ Collector-Manager - Default & I ‘[ APG-Backend - Default 5

1 APG-Self-Monitoring-Collector - Default B

APG-Self-Monitoring-Collector - Default

Close this Tab

Properties

Category: Collecting

Mame: APG-Self-Monitoring-Collector

Version: 1.2

6 Module Installation

Figure 5: Additional Tabs

You install new modules through the server’s Modules panel.

Centralized Management Guide



Quick Start

Rev : 41257

wéan-dl-apg-qualif.int.watch4net.net

s 2 Modules o~ Licenses

jules have been installed on this server. Click on the ‘Install button below in order to install additional modules.

, @ Install
- - |
# Instance % Version | 5 Path
ackend 4 | Default 3.0 Backends/Alerting-Backend/Default
—— | an e Web-Applications/Alerting-Frontend/alerting-

Figure 6: Module Install Access

1. First select the packages you want to install.
The packages available for the server are displayed, based on its architecture as

defined in its Operating System configuration on page 13. They are grouped by cate-
gory, and you can select one or more categories.

X
! Module Installation
Categories Packages
[ Backends Backends
O Collecting [ Alerting-Backend v3.0
O contrib [ APG-Backend v5.3
O Custom [0 outage-Manager v1.0ul
' [ Databases
Databases
; [ Event-Processing
[ MySQL v5.0u67
| O Java
i O MySQL-Original-Data v5.0u67
O Tools
& Web-Applications Web-Applications
O web-Servers & Alerting-Frontend v3.0
[ Alerting-Frontend v2.0
[ APG-Frontend v6.0
[ APG-Web-Service v6.0
i O centralized-Management v1.0
E M Mavicra Nicrmrans o3 0
! Launch

Figure 7: Module Selection

2. Select the categories for the modules you want to install and their corresponding
packages and click Launch.

Centralized Management Guide
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e w— Module Installation
[Test]

Module | |

[-Test ]. * [nstance Name | | )

Cross-Referencing-
Filter

Deelay-Fitter

FailOver-Filter

ICMP-Caollector T'IC.E name ‘Test'.
Filter/Test'

IP-SLA-Fitter

IMX-Collector

Calculation-Filter

Smarts-Collector

Figure 8: Module Installation

The list on the left shows the installation progress. The module in green has already
been processed. The one with the star is the current one.

The installation process is the same as the one from the command line interface.
There are multiple ways to answer a question. You can:

« enter the full choice in the input field and press Enter

+ enter the highlighted character using the same case and press Enter

« click an answer in the list

I You must answer a question within 5 minutes or the installation of the module will be
. cancelled. You can install the module at a later time.

Warnings and errors are displayed in the panel, with additional details in the log files
of the Webservice Gateway on the remote server.

7 Update and Removal

You must update or remove a module from the module. You can remove a module by
clicking Uninstall. When an update is available, a notification appears.

Centralized Management Guide 9
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“op Services I ¥k Modules | &~ Licenses ﬂ i Alerting-Fi d - alerting-f d ® -

Alerting-Frontend - alerting-frontend =
Properties
Category: Web-Applications Update to 3.0

Mame: Alerting-Frontend

Version: 2.0

Instance Name: alerting-frontend

Install Path: Web-Applications/Alerting-Frontend/alerting-frontend

Description: The alerting configuration tool offers the means to configure alerts on any distributed

alerting backend.

Documentation

=] doc/APG-Alerting-Guide. pdf

T Uninstall

Figure 9: Module Management

10

Centralized Management Guide



Remote Server Configuration

This section describes how to register remote servers in Centralized Management. To
configure a remote server, on the top menu click Configuration.

&r Settings * |[7 Configuration |:| Docums

et

Figure 10: Servers Configuration Access

The configured servers are displayed with their connection state. You can click a sec-
tion name to display or hide its settings.

To register additional servers click the corresponding button and enter the details
about the server. Some settings are not mandatory, but may be required depend-
ing on the remote server configuration for Centralized Management to successfully
connect to the remote server.

1 Remote Server Identification

Server HostName, Server Alias and Server Description identify the remote server
throughout the interface. It is important to set them properly as they impact the server
display.

Server HostName links the server to a device in the APGdatabase. So in order to
get historical data for the device, we recommend you use the same name as the one
used by APG, which is the server hostname. You can confirm this by looking at APG
Health reports in the frontend. Server HostName is also used as the server display
name if you do not create an alias.
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| APG Servers Configuration
|
= 3, Register a Server
|

| " -
|  wén-dl-apg-qualif.int watchdnetnet [ localhost ] @ (7]
| —

I = Server HostName |w4n-dl-apg-quajrf.|nt.wat{:h4ne1.nm | @

| Server Alias [ | @

|

| Server Description APG server on which the centralized management GUI has (2]

been installed

|

|

| * Gateway URL |hnps:ﬁbca]hnst:45443l' | @

| -

Username: |adm|n | 1]

I =

| Password | | 7]

|

| S5L Validation Oe

| :

| Health Values | real-time and historical data = | L2

|

| Report in ARG | @

|

|
T ARLALEELLLCLELREE LR L LS
|

I Save

| Wiite curmrent conf guIration

|

Figure 11: Servers Configuration

Server Alias customizes the server display name in Centralized Management with-
out any other impact. If you do not create a Server Alias, the hostname is used.

Server Description is displayed on the Centralized Management home page in the
Physical Overview under each server name. It can be left blank or used to describe a
server role.

2 Remote Server Connection

Remote connection is handled by the Gateway URL, Username, Password and SSL
Validation settings. After you configure these settings, you can click the connection
check icon in the server section header (see figure First Server Configuration page 4),
to perform a check.

12
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Gateway URL contains the URL that points to the remote WebService Gateway.
The default configuration is: https://server.name.or.ip:48443/. The WebService
Gateway service must be running on the remote server for this to be working.

Username is the one from the Gateway credentials. It's configured at its level, and
described in its own documentation. Default value is admin.

Password is the one from the Gateway credentials. It's configured at its level, and
described in its own documentation. Default value is changeme.

On an already configured server, Password field is never displayed again. There is no
d need to fill it before saving: if left blank, it won’t be removed, but rather left untouched.
The only means to empty a saved password is to empty the username as well.

SSL Validation can be checked in order to validate the SSL certification before
instantiating communication. When using a self-signed certificate, it should be left
unchecked. When using a certificate recognized by a certificate authority, it should be
checked.

3 Remote Server Setup

The next options allow you to further configure the server in the Centralized Manage-
ment. They are not mandatory, except for the Operating System.

Operating System will be used to select the packages to send and use on this
server. Be sure to set it to the correct value, as setting it to a wrong value causes
invalid or corrupted installations.

Health Values configures the type of data that will be recovered and displayed for
this server. Real-time data is collected through the APG Self-Monitoring Collector
which provides real-time access to the server metrics. Historical data is retrieved from
the usual APG database(s) and is also based on the metrics collected by that col-
lector. Databases are defined in the web application context file. See the section on
page 61. The physical overview displays historical data if it is enabled. The per-server
view displays real-time data if it is enabled, and if not it falls back to historical data. If
it is disabled, charts are hidden.

Report in APG can be used as a shortcut to access a report in the APGfrontend.
Enter the targeted URL and this creates a link to it in the global physical overview. For
example, http://apg.server.name.or.ip:58080/APG/#0-4-52664238.

Centralized Management Guide 13
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1 Charts

2 Tabs

Server Management

The charts on the top of the page can be configured to display a combination of
historical data and real-time data, or historical data only or can be hidden. There are
two levels of configuration for this: on a server basis (see Health Values page 13, or
per-user (see Chart Refresh page 60).

—_—

1| Load 02 100 #-9-0-0-0-0-0-0-5-5-0-64 100 -
0.15 oL

| 10h 00m 00 ‘! r: o1 50 - 50 -
n "‘"—. n P P P S n-

0 v I T T i i
06:00 12:00 06:00 12:00 06:00 12:00

Figure 12: Server Charts

Each of the initial tabs cover a specific aspect of the server management. This section
discusses the way dynamic tabs are added to the navigation bar.

The Services, Modules and Tasks tabs create dynamic tabs based on the contents of
their tables. Each line of the tables describes an item that you can click to see more
details about.
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@ 7 services have been installed on this server. [
+ Module # Instance Version Status Since
Alerting-Backend 4 | Default 3.0 stopped Sep 29, 2011 11:02:17 AM
APG-Backend 4 | Default 53 started Oct 4, 2011 12:55:00 PM
Cc-llectolga.ra;er 4 | Default Sil started Oct 5, 2011 9:45:43 AM
MvSOL L | Nefault R MRT started Sen 78 2011 110457 AM

3 Services

Figure 13: Adding Tabs

Clicking a line opens a new tab or moves the focus to it if it is already open.
A module never generates two tabs, even if you open it from the Services panel and
the Modules panel.

The services panel displays the modules that have a service configuration, including
modules whose service entry has been removed.

The table displays the module information, its current service status, and an estimate
of its last status change. The status column can have multiple values depending on
both the service properties, and its current state.

started: the service is currently running
stopped: the service has been stopped
not installed: the service has been removed and is not available anymore

unknown: the current status cannot be determined. This is usually caused by
a service that requires administrative privileges to run, such as the Collector
Manager when you use the ICMP Collector on Unix.

[0 s | ¢ st [ £ i | £ oe

@ 8 services have been installed on this server. 22
+ Module # Instance Version Status Since

Alerting-Backend 4 | Default 3.0 stopped Sep 29, 2011 11:02:17 AM
APG-Backend 1 | Default 53 started Oct 4, 2011 12:55:00 PM
Collector-Manager 4 | Default 51

+

MySQL 1 | Default 5.0uB7 started Sep 29, 2011 11:04:52 AM
Task-Scheduler 1 | Default 10 started Oct 5, 2011 3:52:17 PM
Tomcat 1 | Default 6.0u32 started Oct 5, 2011 2:42:49 PM
Webservice-Gateway 1 | Default 10 started Oct 5, 2011 9:34:43 AM

Figure 14: Services Panel

16
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Services that require administrative privileges cannot be managed through Central-
° ized Management.

Every time the services panel is displayed, is automatically refreshed. You can man-
ually reload the Services panel by clicking Refresh on the top of the panel.

T

&

Refresh

Figure 15: Reloading Services Panel

You can drill down to the Service page through the icon on the left of the module

name. This does not open another tab but replaces the current page with the new
module details.

+ Module “ Instance

Version Statu
Alerting-Backend 4 | Default 3.0 sto
APG-Backend 1 | Default 5.3 sta
Collector-Manager 5 Drefault nal

Drill down to Module Page|
MySQL 4 | Default [50u6T sta

Figure 16: Moving to Service Page

4 Modules

The Modules panel displays a list of the installed modules and their services, and the
ones that have updates.

Centralized Management Guide 17
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5 Licenses

@ s [ ¢ s [ £ 1o | 4 e [

@ 35 modules have been installed on this server. Click on the “Install' button below in order to install additional modules.

+ Module

Alerting-Backend

Alerting-Frontend

APG-Backend
APG-Diagnostic-Tools
APG-Frontend

APG-Self-Monitoring-Collector

APG-Web-Service

Centralized-Management

Collector-Manager
Cross-Referencing-Filter
Event-Processing-Manager

FailOver-Filter
Formulas

Frontend-Search

4 Instance

Default

alerting-frontend

Default
Default

APG

Default

APG-WS

centralized-
management

Default

Default

Default

Default
Default

Default

@ Install

% Version | & Path

3.0

2.0

53

50

6.0

12

6.0

10

51

11

11

50

52

13

Backends/Alerting-Backend/Default

Web-Applications/Alerting-Frontend/alerting-
frontend

kends/APG-Backend/Default

Tools/APG-Diagnostic-Tools/Default

Web - Applications/APG-Frontend/APG

Collecting/APG-Self-Monitoring-Collector/Default

Web-Applications/APG-Web-Service/APG-WS

Web-Applications/Centralized-Management
Jcentralized-management

Collecting/Collector-Manager/Default

(=7 | Collecting/Cross-Referencing-Filter/Default

Event-Processing/Event -Processing-Manager
SDefault

7| Collecting/FailOver-Filter/Default

Custom/Formulas/Default

Tools/Frontend-Search/Default

Figure 17: Modules Panel

To install a module see Module Installation on page 21.

To see the Licenses panel you must have License Manager installed on the remote
server with version 4.3 or later.

This panel contains the same level of information as the global licenses management
(see section License Management on page 39), with the server host ID and licenses
status, but only for one server. It displays the licenses that are currently installed on
the server, and not the ones in the local repository.

18
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i 57 Services I e Modules -~ Licenses Jb Tasks

@ 44 licenses are installed on this server, for a total of 44 distinct features. The server host ID is displayed below.
MDFkNT J1MmUSN] cwNTFhN2UzN] 1001 mNmUy M2EQZDY1NDR] ZTkSMAdMaWS1e Acy Lj YuMT gt MTkOL] guMSS1 bDUHdzRuLWRs

%+ Owner “ Feature Name + Expiration % Information Properties

Watchdnet | Alerting Engine Oct 3, 2012 4:44:34 PM Internal license @

Walchdnet | APG Datastore Oct3,2012 444:35PM | Internalicense | i seevalle =50 @

Watchdnet | APG Self-Monitoring Collector Oct 3, 2012 4:44:34 PM | Internal license @

Watchdnet | APG-Traceroute-Tool Oct 3, 2012 4:44:35 PM | Internal license @
limit. device.ratio = 1000

Watchdnet | Backend Adapter Oct 3, 2012 44434 PM | Internal license ::gﬁg:::gg‘;?é:i;‘fg% evice @
limit.device.tolerance = 10

Watchdnet | BroadSoft ViolP Collector Oct 3, 2012 4:44:35 PM | Internal license @

Watchdnet | Cisco Call Manager Adapter Oct 3, 2012 4:44:35 PM Internal license @

Watchdnet | Cisco VolP Collector Oct 3, 2012 4:44:35 PM | Internal license @

Watchdnet | DatabaseAccessor Web Service Oct 3, 2012 4:44:35 PM | Internal license @

Figure 18: Licenses Panel

Refer to this panel when you are requesting licenses for the first time, as it displays
e the server host ID required to generate them. Click it to select it and copy and paste
it.

6 Tasks

To see the Tasks panel you must have have a Task Scheduler running on the remote
server. It provides a summary of configured tasks and details about their execution

status.
T —rs
@ 3 tasks have been configured. 3 are currently enabled. ]
+ Name #+ Next Run % Last Result Time % Last Result | & Last Duration | < Average Duration #+ Cument Status
recreate-data-property-flat | Oct 6, 2011 1:00:00 PM | Oct 6, 2011 7:00:01 AM SUCCESS 1s 276ms 1s 440ms @ idle
sort-data-tables Oct 7, 2011 2:00:00 AM | Oct &, 2011 2:00:04 AM SUCCesS 4s 676ms 4s 676ms @ idle
refresh-frontend-search Oct 7, 2011 4:00:00 AM | Oct 6, 2011 4:00:06 AM SUCCEsS 65 906ms 65 306ms @ idle

Figure 19: Tasks Panel

Mouse over the status icon to see details about the status of tasks. This example
shows the pending task is configured to be launched when the first one finishes, which
explains why it is not running yet.

Centralized Management Guide 19
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Last Result
success
success
success

interrupted

unknown

Last Duration Average Duration

1s 276ms 1s 440ms

4s B76ms 4s B76ms

6s 906ms Gs 906ms
16m 11s 308ms

this task has never been
launched

# Current Status
© ide
© ide
© ide
v, idle

L

Last Result Last Duration Average Duration % Curment Status
interrupted 16m 11s 308ms - g/ running
TR this (aslraljsn\:z::;mm be _‘a pending
success T Z76me | 1S440ms % idie
SUCCESS 4s 676ms 4s G76ms © ide
success 63 906ms 6s 906ms @ ide

Figure 20: Task Status Information

You can click the task to show detailed information about the task and access its

configuration and log files, and management tools. These panels are covered by
section Task Management on page 33.

20
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Module Installation

You install modules from the Modules panel from a server page by clicking the Install
button, or by using the SolutionPacks dialog from the top menu bar.

win-dl-apg-qualif.int.watch4net.net

E=] Ik Modules ~ Licenses

iules have been installed on this server. Click on the ‘Install button below in order to install additional modules.

(@ Install

# Instance Version Path
ackend + | Default 30 Backends/Alerting-Backend/Default

Web-Applications/Alerting-Frontend/alerting-

rendand PR S An

Figure 21: Module Installation Button
1
4 SolutionPack Center

Figure 22: SolutionPacks Center Button

1 Package Selection

Packages are displayed in categories, which makes it easier to find a specific package.

1. Click a Collecting category to select packages.
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Module Installation

Categories

[ Backends

[ collecting IQ
[ contrib

O custom

[ Databases

[ Ewvent-Processing
O Java

O Tools

[ Web-Applications
[ web-Servers

Packages

Please select one or more

categories first.

Figure 23: Category Selection

2. Select the packages you want to install.

Module Installation

Categories

[ Backends

[ Coliecting

[0 Contrib

O custom

[0 Databases

[ Ewvent-Processing
[ Java

O Tools

[ Web-Applications
[ web-Servers

Packages

Collecting
[ APG-Seff-Monitoring-Collector v1.2
[ Collector-Manager v5.1
[0 cross-Referencing-Fitter v1.1ul
[ Cross-Referencing-Fitter v1.1
[0 Delay-Fitter v5.0ul
[ Delta-Rate-Fitter v5.0ul
B Failover-Fitter v5.0ul
[ FailOver-Fitter v5.0
[ Flow-Coliector-Legacy v1.0
& ICMP-CDIIE:IDil

] Index-Generatondritter v5.0ul

The ICMP Collector pings devices to get their
latency and reachability status.
L L= = o g L2 B R FRR TR R

M 1D @1 A Cikar kN

o

Launch

Figure 24: Package selection
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To see a description of a module, mouse over a package name.

3. Click the Launch button. The Module Installation dialog box appears.

®
Collector-Manager Module Installation
elf-Monitoring-
i Module [Collector-manager |
| * Instance Name |Defaurt | L2 Launch
1

ICMP-Caollector

Property-Tagging-Fiter

Figure 25: Module Installation Dialog

4. Specify an instance name. That field contains a default value but you can change
it. Click Launch.

lation of Collector-Hanager v5.1 from collector-manager-5.1-linux-x86. ..
formation. ..

* 'Collector-Hanager v5

* Tt will be 1 led

! Continue?

Figure 26: Sample Question
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—

During the installation process, questions appear in the display.

You must answer each question within 5 minutes or the module installation process
will be interrupted which can cause an inconsistent state on the remote server for the
module.

Installed modules are displayed with an updated status.

s — Module Installation
[Test

APG-Set-Monitoring- Module | APG-Self-Monitoring-Collector |
Collector
* Instance Name | Drefault 1 Launch
FaiOver-Fiter -
ICMP-Collector
Property-Tagging-Fiter £ ing 1 lation of Collector-Manager v5.1 from collector-manager-5.1-linux-x86. ..

ering formation. ..

' Collector-Hanager v5
- led in

= [n]o >

[ installed ]

Figure 27: Successful Installation

If a module installation fails, click the Skip button to go to the next one.
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Properties

Module Management

You can view module properties in these places:

 on the Server page, by clicking on service or module line or the drilldown icon
for a service or module

+ the Physical branch, by clicking a server child node

+ the Logical view, by clicking a module line or a logical child node

You can view:
» module properties described on page 25
+ module documentation files, also described on page 25
* service status information and service commands on page 26)

+ access to configuration files and their contents on page 26)

tools for log files on page 29

This section describes basic module properties: module category, name and descrip-
tion.

The module current version is one of the most important properties when requesting
information or support for a module. It is independant from the main APG release
number. The path, relative to the main APG installation directory, gives a way to
quickly find the module location.

For each modules, a link is provided to its documentation. Click it to download and
display the file or right-click it to save the document to your computer.
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2 Services

If the

module has a service, status information is available in that section, along with

buttons to Start, Stop and Restart the service. If the buttons are not available for a
service, the service cannot be managed through Centralized Management.

no button visible occurs on a service that needs to be running for Centralized
Management to access the server; as a consequence, it cannot be started,
stopped, or restarted. You must manually connect to the server using SSH or
a remote desktop to perform these operations, for example the Webservices
Gateway module.

all buttons are grayed means the Centralized Management does not have
enough rights to perform operations on this service. This can apply to any ser-
vice that requires administration privileges, such as the Collector Manager when
running the ICMP Collector.

only a restart button occurs when looking at the Tomcat server used to run
Centralized Management. The restart command is available, but if it were to fail,
you must manually connect to the server to fix the issue.

3 Configuration File Access

Configuration files of each module are listed. You can edit, upload or remove them.

Each

module manages its own configuration files, even if the module is used within

another one. For example, a collector or filter configuration that is used in a collector
manager, is accessible only on the corresponding collector or filter page.

[= upload aFile

* 9 Configuration Files + & Schemas et
Please note that schema files are accounted for, but not visible by default. [ show schema files
“ Filename Last Maodified Size
[ | conflaggregates.xmi ra Oct 4, 2011 12:54:51 PM 500 octets
[ | conficonfig.xml Vd Oct 4, 2011 12:54:51 PM 14 Ko
[ | confllogging. properties i Oct 4, 2011 12:54:51 PM 1,009 octets
O | confimodule properties Vi Oct 4, 2011 12:54:52 PM 310 octets
O | confimysglxml ra Oct 4, 2011 12:54:51 PM 600 octets
D confloracle.xmi & Oct 4, 2011 12:54:49 PM 554 octets
[ | confisocketinterface. xmi ra Sep 28, 2011 2:54:11 PM 118 octets
O | confitelinetinterface xmi & Sep 28, 2011 2:54:11 PM 118 octets
O | conflunix-service. properties ra Oct 4, 2011 12:54:51 PM 18 Ko

t— All / Invert /| None with selected file(s): D Edit Ed Delete ;JL Download

Figure 28: Access to Configuration Files
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u1 The table displays only the files that are identified by the module as configuration files.

You can click Upload a file to select a file from your computer and upload it to the
remote server’s conf directory. If the file is not detected as a configuration file, it does
not appear in the list.

[z} Upload a File

Figure 29: Uploading Files

You can reload the contents of the table by clicking the Refresh icon at the top right
corner of the section. It is automatically triggered when a file is uploaded or edited.

[} Upload a File

[ show schema files

Figure 30: Refreshing Contents

Schemas may be needed when editing a file, or to check the validity of a configuration.
You can display them by selecting the show schema files check box.

¥ 9 Configuration Files + 6 Schemas $

Please note that schema files are accounted for, but not visible by default. Os

how schema files

Figure 31: Displaying Configuration Schema

There are two ways to edit a configuration file. To directly edit a file, you can either
select its line (click the line itself or on the corresponding checkbox), and then click
the Edit button below the table (see figure 28 on page 26, or click on the pencil icon
inside the Filename cell.
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——

“ Filename % Last Modified
conflaggregates xm & ctd,

[ | contiaggreg I . Oct 4, 2011
conficonfig.xmi # ct4,

0 | conflconfigxml . Oct 4, 201!
confflogging.properties # ct4,

O | contiioggi i 3 Oct 4, 2011
conf/module. properties # ct4,

O | confimodul i . Oct 4, 2011

Figure 32: Editing Configuration

If Centralized Management does not detect the file type, you can manually specify it in
the toolbar (the second dropdown). The editing area enables you to edit configuration
files with the help of syntax highlighting. Other tools and features are available in the
toolbar, but some may not render or work properly in your browser. After you have
made your changes click Save and the file will be updated on the server.

There is currently no configuration validation at the moment, so the file will always
be saved, even if not valid. However, restarting the component that uses the file will
trigger and log an error about it.

You can select multiple files and click the global Edit button to open all files in one
editor, each in its own tab. You can then quickly switch between files to modify them.

File Edition

& © |sop | =] I 2
0 .xl

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>
<backend xmlns="http://www.watchdnet.com/APG/Backend" xmlns:xsi="http://www.w3.0rg/2001/XM
<persistent-storage config="conf/mysql.xml" type="MySgqlStorageConnector" name="MySQL"/:
<control-interfaces>
=control-interface config="conf/socketinterface.xml" type="SocketCollectorInterfac
<control-interface config="conf/telnetinterface.xml" type="TelnetControlInterface"
</control-interfaces>
<temporary-files data-size="560000" metadata-size="500008">tmp</temporary-files>
<groups>
<group name="group"=>
<raw-data span-time="31d"/>
<aggregate name="18min" span-time="31d"/>
<aggregate name="lhour" span-time="62d"/>
<aggregate name="1lday" span-time="365d"/>
<aggregate name="lweek" span-time="2555d"/>
<consistency-checks maximum-time-drift="1d"/>
<variable-removal idle-timeout="365d" last-update-retrieval-aggregate="1week"/:
</group>
<aggregates-definition config="conf/aggregates.xml"/>
</groups>
<maintenance-tasks>
<flush aggregate-period-threshold="33m20s" period="3@&m"/>
<commit file-age-threshold="2m" period="4m"/>
< - ="1h"/> b

Position: Total: Ln 27, Ch 1423

Cancel Save

discard current changes save and write file contents

Figure 33: Configuration Editiing
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4 Log File Access

The Log Files area displays the files the module identifies as log files. Log files are
useful for following a module that has just been started, to check if everything went
fine recently, or look at the logs and stacktrace of a specific error.

Files are listed here in the order of the last modification, so usually the first one of
the table is the one you want to look at. The number of files is defined in the logging
configuration file, most of the times called logging.properties.

There are three ways to view log files: by clicking the icons in front of each log file-
name, or by using the file selection tool and the Download button to archive the logs
you select and display the resulting file.

+ 11 Log Files &

Files whose size is greater than 1 Mo cannot be viewed directly, and will thus be downlcaded instead.

Filename + Last Modified Size

O | logs/cache-0-0.log & O Oct 11, 2011 2:00:16 PM 1524 Ko
O | logs/cache-1-0.log & O Oct 11, 2011 3:24:10 AM 4B8B.4 Ko
O | logs/cache-2-0.log & O Oct 9, 2011 5:03:52 PM 488.4 Ko
O | logsicache-3-0.log & O Oct 8, 2011 6:55:38 AM 488.3 Ko
O | logs/cache-4-0.log & O Oct 6, 2011 7:35:27 PM 488.3 Ko
O | logsicache-5-0.log & O Oct 5, 2011 10:55:11 AM 488.4 Ko
O | logs/apg-backend-default.out & O Oct 4, 2011 12:55:00 PM 0 octets
O | logs/cache-6-0.log & O Oct 4, 2011 12:54:40 PM 41B.7 Ko
O | logs/cache-7-0.log & O Oct 1, 2011 4:22:36 PM 4B8B.5 Ko
O | logs/cache-8-0.log & O Sep 29, 2011 11:02:19 AM 79 Ko
[ | logs/cache-8-0.log & O Sep 28, 2011 2:59:10 PM 11.2 Ko
*— All / Invert /| None with selected file(s): JL Download

Figure 34: Log Files

To view the contents of a log file, click the View icon (see figure 35 on page 29). This
opens a viewer or downloads the file if it is bigger than the size limit of 1 MB. The view
is not updated if the file contents change on the disk.

Files whose size is greater than 1 Mo cannot be viewed directly, and will thus be downloaded instead.

Filename  Last Modified
O | logsicache-0-0.log 2in Oct 11, 2011
[J | logsicache-1-0.log & 0O Oct 11, 2011
[ | logsicache-2-0.log & 0O Oct 8, 2011

Figure 35: Viewing Log Files

To follow a log file that is being written to, click the Tail icon (see figure 36 on page
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30). This opens a viewer and new lines are appended to the end of the file as they

are written to the log file.

Files whose size is greater than 1 Mo cannot be viewed directly, and will thus be downloaded instead.

% Filename

O

logsicache-0-0.log
logsicache-1-0.log

logs/cache-2-0.log

¥ Last Modified

= Oct 11, 2011
= Oct 11, 2011
=) Oct 8, 2011

Figure 36: Watching Log Files

If the viewed log is in a supported format (the default APG log formatter), in the log file
viewer some fields will be highlighted in different colors. For example, WARNING and
ERROR messages will be highlighted in orange and red.

INFO
INFO

2011-
2011-

18-
18-
ETH

ETH
ETH
18-
-10-

11
11
11
11
11
11
11
11
11

-11

14
14
14
14
14
14

28
28
28
28
28
28

16
16
16
16
16
16

Watching File 'logs/cache-0-0.log"

1189
1190

EDT,
EDT
EDT
EDT
EDT
EDT
EDT,
EDT,

ageConnector::
eConnecto
eConnecto
eConnecto
eConnecto
econnecto
econnecto
econnecto
econnecto
econnecto
econnector::
econnecto

commitFile(): Loading file 'group_3686_1317384000_1318357506800101688582. at
File 'group_3666_1317384000_1318357506800101688582.atf' loade
Loading file 'group_3666_1317772800_1318357506688102456080 . at
File 'group_3666_1317772800_1318357506888102456080.atf' loade;
Loading file 'group_3666_1317002400_1318357506887180764637.at
File 'group_360€_1317902400_1318357506887189764837.atf' loade
Loading file 'group_3609_1318291200_1318357506889191303833.aL
File 'group_3686_1318201200_1318357506880101303833.atf' loade
Loading file 'group_86489_1315600200_1318357506887100140586. 4
File 'group_86460_1315699200_1318357506887190149586 . atf' load
Loading file 'group_604806_1306308000_1318357506888192073331.
: File 'group_6e48e_1386368000_1318357506888192073331.atf' loa
K : Launchmg commit Lask {with file a age threshold of 1209oms).
commit(): Committing group 'groi
eConnecto Lnad)ng file
eConnecto File 'group_6_1318356006_1318357027002102842626. atf
Loading file 'group_666_1318356000_1318357027001103007675.atf
File 'uruup_ﬁﬂﬂ_l31S35Eﬂﬂﬂ_1318357E27DD11E3EE7D75 atf' loaded
: Launching CBmmlL LBsk (with file a age threshold of 1zeeeems).
Committing group 'group’
)i Launching Commit Lask (N)th file a age threshold of 128888ms).
: Committing group 'group'
rcommitFile(): LBBH]HE “file
‘:icomnitFile(): File 'group o 1318356000 1318358226982193227577.aLf
Launching commit task (with file a age threshold of 12@@@@ms)...
Committing group 'group’'...
: Loading file

7]

'group_6_1318356000_1318357027002102842828 . atf
loaded i

'group_e_1318356000_1318358226082193227577.atf
loaded i

'group_p_1318356000_1318358526064207078538 . atf
File 'group_6_1318356006_1318358526964207078538.atf' loaded i
Loading file 'property_1318358526063207848036.mysgl’ into the
File 'property_1318358526063207848036.mysql’' loaded in 5ems.

: Loading file 'group_600_1318356000_1318358526063206603780.atf
: File 'group_686_1318356088_1318358526063206603789.atf' loaded
Launching Commit task (with file a age threshold of 120808ms)..

econnector::
econnecto
econnecto

Loading file
File 'group_©_1318356000_1318358826013200002282.atf’

'group_0_1318356000_13183588260132000022682.atf"
loaded i l

Close

stop watching fie

5 Update

Figure 37: Log File Dialog

When new versions of a module are available, either by running the setup of a new
APG release, or uploading new packages to the central repository, a notification ap-
pears in the module page. At the top right corner of the module properties, the update
button is set to update to the latest version.

30

Centralized Management Guide



Rev : 41257 Module Management

Properties

[} Update to Latest Version
Category: Web-Applications LERY

Name: Alerting-Frontend

Version: 2.0

Instance Name: alerting-frontend

Install Path: Web-Applications/Alerting-Frontend/alerting-frontend

Description: The alerting configuration tool offers the means to configure alerts on any distributed

alerting backend.

Figure 38: Module Update Button

If different versions are available, the button will have an additional option on its right
in order to select the version to update to. For example, if a module is version 1.0, and
versions 1.1 and 1.2 are available, all of these options appear in the list, ordered by
descending version.

{3 Update to Latest Version

{% | Updatetovlz2

{% | Updatetovll

Figure 39: Module Update Choices

6 Removal

You can remove a module that has been installed by mistake, or been moved to an-
other server by clicking the Uninstall button at the bottom of the Module page.
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Task Management

You perform task management through the Server Management page. See Tasks
section on page 19 for the list of tasks. Click a task in the table to display its current
properties, status, and statistics. This gives an overview of the task use and its ex-
pected run time.

4@ Services I 4 Modules | ~ Licenses __'—" Tasks i % refresh-frontend-search & —

refresh-frontend-search

Properties

Task Name: refresh-frontend-search L4 Disable L Run Now
Current Status: idle

Mext Run Scheduled at: Oct 12, 2011 4:00:00 AM

Last Launch: Oct 11, 2011 4:00:00 AM

Last Result: last execution was successful

Last Successful Completion: Oct 11, 2011 4:00:07 AM

Last Error Encountered: -

Last Run Duration: 65 S9S9ms

Average Duration: 7s 363ms owver 6 runs

» 6 LogFies &

Figure 40: Task Properties

You can access the task configuration file, and the log files for each execution of the
task, which can help you discover why a task did not complete successfully. See
Configuration File Access page 26 and Log File Access page 29 for details about the
actions available for these files.
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If a task is running, or has been launched using the on-demand Run Now button,
the run time is displayed with a progress estimate based on the average duration of
previous runs.

g Disable Lif Interrupt L4 Disable &il Interrupt

(S

Figure 41: Task Running

You can cancel a pending task execution or interrupt it once started. There is no confir-
mation and the task is immediately cancelled. See the Task Scheduler documentation
for details about APG scheduling tools.
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Package Management

This section explains how to manage packages using Centralized Management, and
how packages are used when installing or updating modules.

Packages Listing

g Upload g Synchronization
@ 107 packages are avaiable, for 90 distinct modules, using a total size of 670.7 Mo.
“+ Category # Module Name ¥ Version 0s Status Size

[ | Backends Alerting-Backend 30 linee-x 86 installed [ 1 ] 7.6 Mo
[ | Backends APG-Backend 5.3 linuee-x 86 installed [ 1 ] 12.8 Mo
[ | Backends Outage-Manager 1.0ul linwe-xB6 - 5.2 Mo
[ | Collecting APG-Self-Monitoring-Collector 12 linee-x 86 installed [ 2 ] 2.8 Mo
[ | Collecting Collector-Manager 5.1 linuee-x 86 installed [ 2 ] 2.5 Mo
[ | Collecting Cross-Referencing-Filter 1.1ul linwes-x B6 - 1.2 Mo
[ | Collecting Cross-Referencing-Fitter 11 linee-x 86 installed [ 1 ] 1.1 Mo
[ | Collecting Delay-Filter 5.0ul linee-x 86 - 4.8 Mo
O | Collecting Delta- Rate-Fitter 5.0ul linwe-xB6 - 4.8 Mo
[ | Collecting FailOver-Filter 5.0ul linee-x 86 - 102.1 Ko
[ | Collecting FailDver-Filter 50 linee-x 86 installed [ 1 ] 35.7 Ko
[ | Collecting Flow-Collector-Legacy 10 lirvuee-x 86 - 6.2 Mo
[ | Collecting ICMP-Collector 5.1 linwe-xB6 installed [1] & Mo
[ | Collecting Index-Generator- Filter 5.0ul linee-x 86 - 107 Ko
[ | Collecting Index-Generator- Filter 5.0 lirvuee-x 86 installed [ 1] 100.8 Ko
[ | Collecting |P-SLA-Filter 5.1ul linwes-x B6 - 5.4 Mo
[ | Collecting IP-SLA-Filter 5.0 linee-x 86 installed [ 1] 5.4 Mo
[ | Collecting JMiX-Collector 12 lirvuee-x 86 - 419.8 Ko

Figure 42: Packages Management

The Packages Listing displays the package names, versions and operating systems.
Operating system is important as it determines whether the package can be installed
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on a server. See server Operating System configuration on page 13.

Mouse over the Status column to see where packages are installed. You can install a
package multiple times on a same server, so the installation count can be higher than
the number of servers shown in the tooltip.

1 Package Upload
Click the Upload button to upload a package to the Centralized Management package
repository, which is usually located at Tools/Module-Repository.
d Upload @ Synchronization
Figure 43: Packages Upload
You can either select the file to be uploaded or use the synchronization options.
2 Synchronization
Synchronization has these options: packages can be retrieved, cleaned up remotely,
or discarded from the repository. Most packages can be selected together in a single
synchronization action.
This action will synchronize packages between the
| central server and the remote ones.
[ retrieve packages from the
: remote servers
[ on each remote server, remove package files that
are not currently installed
l [ remove old versions of any package on the central
repository, except if they are installed
|
I Cancel Ok
Figure 44: Package synchronization
Retrieve the latest packages connects to each server and fetches the latest ver-
sion of their packages. This is the easiest way to install new packages as it runs the
APG installer and then runs the synchronization.
Retrieve all the packages retrieves every available package from the servers, not
just the latest ones. This is useful if you need a version that is not the most recent
one.
36 Centralized Management Guide
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Remove remote packages performs a cleanup on the remote servers. For each
server, every package that is not installed on it is removed from its repository to free
the disk space on the server.

Remove old versions from repository performs a cleanup on the Centralized Man-
agement package repository and keeps the most recent version of each package,as
well as all the versions that are currently installed on the remote servers.

Packeage modification on each server:

+ win-dl-apg-qualif.int. watchdnet.net -6 (-44.5 Mo)

Continue

Figure 45: Package synchronization result

A summary is displayed for each server with the count of globally added or removed
packages and the file size. On the central repository, adding 2 packages and removing
5 results in a count of -3.
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License Management

This section explains how licenses can be managed using Centralized Management
and how it facilitates their installation.

1 Licensing System

—

Starting with APG 6.0, licenses are linked to a host. To generate a license you require
a license key. You can recover your license keys from the Licenses Management page
but this requires that you have at least one available license, or from the the Server
Licenses panel see page 18, which is available for each registered server.

Click the host ID and copy it. A manual APG installation, on which the License Man-
ager or Centralized Management are installed does not require a license. So it can
be installed, and then used to know the host ID of the server before requesting the
licenses.

The host ID is a unique identifier generated by APG. It does not come from the com-
mand hostid. You can use the License Manager executable, manage-license, in the
APGbin directory to generate the host ID of the server.

The first time this page loads it is empty, but after you upload some licenses, it lists all
the available licenses, ordered by their host ID.

There is one section per host ID, with the license count and matched server. A mes-
sage appears if a set of licenses does not match the registered server. Each line has
a status icon that shows the current license status.

Licenses are stored on the Centralized Management server, under Tools, License-
Repository, which contains one directory per server host ID with the associated li-
censes. We recommend you do not manage licenses manually from this repository,
but instead manage them from Centralized Management.
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Licenses Listin
g 213 Upload -=p Synchronize

@ 44 licenses are available for 44 features, dispatched on 1 servers.

* 44 licenses - widn-dl-apg-qualif.int.watechdnet.net - 44 valid

@ These licenses are valid for the specified host only.Server host ID is available below.
MDFkNT JiMmUSN] cwNTFhM2UzNj 11001 mNmUy M2EQZDY 1LNDR] ZTkSMAdMawS1leAcyL ] YuMTgt MTkOL] guMSS1 bDUHdzRul

% Owner = Feature Name ¥ Expiration % Information | Properties

[ | Watch4net | Alerting Engine Oct 3, 2012 4:44:34 PM | Internal license i Valid License |- %

[ | watchdnet | APG Datastore Oct3, 2012 4:44:35 PM | Internal license ::2::’;::5:;";&:?;{ 10 (]

[ | Watchd4net | APG Self-Monitoring Collector Oct 3, 2012 4:44:34 PM | Internal license @

[ | Watchdnet | APG-Traceroute-Tool Oct 3, 2012 4:44:35 PM | Internal license @
limit. device. ratio = 1000

[J | watchanet | Backend Adapter Oct 3, 2012 4:44:34 PM | Internal icense ::;gg::;g:;ﬂ;;fg"ﬂ cvice | ©
limit.device. tolerance = 10

[ | Watchdnet | BroadSoft VoIP Collector Oct 3, 2012 4:44:35 PM | Internal license @

[ | Watchdnet | Cisco Call Manager Adapter Oct 3, 2012 4:44:35 PM | Internal license @

[ | Watchdnet | Cisco VoIP Collector Oct 3, 2012 4:44:35 PM | Internal license @

[ | watchdnet | DatabaseAccessor Web Service Oct 3, 2012 4:44:35 PM | Internal license @

[ | wWatch4net | Device Discovery Oct 3, 2012 4:44:35 PM | Internal license @

Figure 46: Licenses listing

2 License Upload

Centralized Management can perform the automatic dispatch of licenses, which makes
it easy to install licenses on multiple servers. To add new licenses click Upload. You
can upload .1lic files or .zip archives.

] Upl-oad =% Synct

Figure 47: License Upload
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Upload M

The file has been uploaded successiully.
44 license(s) have been recovered.

44 file(s) saved in global repository.
§ 44 license(s) dispatched: -
= 44 on server wan-dl-apg-gualif.int.watc hdnet.net

Continue

B

Figure 48: License upload result

A message appears to confirm the licenses are installed.

3 Synchronization

License synchronization is also available. This is useful when licenses have been
installed or removed while the server was not reachable or unregistered. Synchro-
nization is done based on the Centralized Management license repository. It does not
recover licenses that are already installed.

icense Synchronization
This process updates the licenses on the remote servers based on
the ones available here. Two functionalities are available:

[ uninstall licenses that are not available anymore

& install new licenses that have been made available

Cancel Ok

R

Figure 49: License Synchronization

Uninstall licenses uninstalls and removes licenses that are not available in the Cen-
tralized Management license repository. You cannot recover these licenses except if
you have stored the license files elsewhere.

Install new licenses searches the licenses in the Centralized Management reposi-
tory and makes sure they are properly installed on every remote server that is reach-
able. This is the most commonly used synchronization option.
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Audit Logs

The Audit Files page connects to the registered servers and recovers the available
audit log files. They are listed in order of the last modification time, and you can view
them individually or download them as an archive.

Audit Files

@ Here are the audit files available across all configured servers.

Files whose size is greater than 1 Mo cannot be viewed directly, and wil thus be downloaded instead.

Server Name

wédn-dl-apg-
wédn-dl-apg-
wén-dl-apg-
wdn-dl-apg-
wdn-dl-apg-
wdn-dl-apg-

wdn-dl-apg-

I o o

wdn-dl-apg-

r

qualif.int. watchdnet.net

qualif.int watchdnet.net

qualif.int. watchdnet.net

qualif int watch4net.net

qualif. int watch4net.net

qualif int watch4net.net

qualif int watchdnet.net

qualif int watch4net.net

Invert / None

Module

Tomcat

Tomcat

Tomcat
Tomcat ::
Tomcat ::
Tomcat ::

Tomeat

Tomcat

:: Default

.- Default

Default

Default

Default

Default

Default

1 Default

with selected file(s):

Figure 50: Audit Logs

Filename
logs/audit.2011-10-11.log
logs/audit.2011-10-06.log
logs/audit.2011-10-05.log
logs/audit.2011-10-04.log
logs/audit.2011-10-03.log
logs/audit. 2011-09-30.log
logs/audit. 2011-09-29.log

logs/audit. 2011-09-28.log

AL Download

B B BB E B DD

r @ rFEFCRPODDEDE

% Last Modified
Oct 11, 2011 12:48:08 PM
Oct 6, 2011 4:34:19 PM
Oct 5, 2011 6:03:55 PM
Oct 4, 2011 4:21:08 PM
Oct 3, 2011 4:02:30 PM
Sep 30, 2011 1:52:24 PM
Sep 29, 2011 5:22:33 PM

Sep 28, 2011 3:54:54 PM

515.2 Ko

3.6 Ko

1.9 Ko

276 octets

12.7 Ko

7.4 Ko

12 Ko
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SolutionPacks

The SolutionPacks are the easiest way to install and configure all that is needed for
a specific collect and reporting. To install a new SolutionPacks, click on the Solution-
Packs Center button in the top menu bar.

N
SolutionPack Center

Figure 51: SolutionPacks Center Button



SolutionPacks Rev : 41257

This will lead to all the available SolutionPacks in your installation.

Browse and Install SolutionPacks

=,
= Application ¢ souionpack(s) avaiabie)
n EMC Watch4net Health
Monitor the health of your Watch4net infrastructure with the SolutionPack for Watch4net Health.
“ Oracle Database
Monitor the status and performance of your Oracle database with the SolutionPack for Oracle Database.
= | Infrastructure  soutionrack(s) avaianie)
u EMC Smarts
Quickly understand, take action and report on developing conditions across your infrastructure with the EMC Smarts SolutionPack.

“m EMC Smarts Console
Access unified reporting between Watch4net and Smarts with the EMC Smarts SelutionPack.

u VMware vCenter
Maximize utilization of your VMware environment with the SolutionPack for VMware vCenter.
= NetworKing (z souionrack(s) avaisable)

um Cisco IPSLA
View IP SLAs at risk with the SolutionPack for Cisco IP SLA, which performs long term trend analysis

“ Cisco QoS
Understand performance of critical network applications with the SolutionPack for Cisco QoS.

— | Storage (7 soutionpack(s) available)

u Brocade FC Switch
Easily understand Brocade performance and availabiity metrics with the SolutionPack for Brocade FC Switch
Y A o~ samernio o

Figure 52: SolutionPacks Center Button
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Each SolutionPack has its own details page explaining their benefits and expected
content. Choosing a SolutionPack to install will lead to the servers selection options if
all the required licenses are available.

Browse and Install SolutionPacks

E 454 emc smarts vi.0

Summary:

Quickly understand, take action and report on developing conditions Detailed Network Device Performance History & Analysis
across your infrastructure with the EMC Smarts SolutionPack. — T
Visualize events and availability metrics across network, storage and
server environments, both physical and virtual, in a unified user
experience.

Main reporis:

= Dashboard views on EMC Smarts managed environment: device
health, interface statistics, servers, transactions.

= \isibility on current and past EMC lonix notifications, per element,
domain or customer.

Polled metrics:

= |P AM/PM (statistics on network devices and links).

SPM/ESM (statistics on Unix and Windows servers, physical and
wirtual servers and applications).

ACM [ istics on tr i resp time and ilability).
SAM (historical view of SAM notifications).

.

.

.

Support list:
= EMC Smarts v6,7,8,9

Back Install

Figure 53: SolutionPacks Center Button
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In this page, you’ll be prompted to select an installation name that must be unique
on each selected servers. Each components can be distruted among all the available
servers and/or if needed, be installed multiple time on the same server with a different
instance name. A server may be disable for the following reasons:

* Instance already used: If the component is already installed with the same in-
stance name, the server won't be selectable.

» Missing licences: Some servers may not be up to date in term of installed Ii-
censes. If a server is missing a needed license for a specific component, it
won’t be selectable.

» Server unreachable: If there’s a communication problem between the Central-
ized Management and a specific server, it won’t be selectable.

Browse and Install SolutionPacks

L'_] EMC Smarts v1.0

| Select the components to install

* Instance name emc-smarts @
# Data collection Prodl-CentOS vy |ls e
e Events -Will not be installed- v | @
® Reports Prod2-Cent0S v | & 8
Back Next

Figure 54: SolutionPacks Center Button

Once all the desired components are distributed on the right server, the next steps will
be a series of questions per component in order to configure them correctly.
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All the installed SolutionPacks are available in the SolutionPacks node of the browsing
tree.

Configuration | T Documentation

0 SolutionPack Center | [ User Settings

Your Gompany Logo
Installed SolutionPacks

4 [5] Physical Overview

8| Prodl-CentOS @ List of al the available SolutionPacks with at least one SolutionPackBlock installed. SolrionPackBlocks shared between mulliple SolutionPacks wil be st as installed in
4 % Logical Overview all of them

% Databases

=) Backends Show | 10 | & | ent
[ Frontends
= Name ~  Version a | Family g Installed 4 | Description s
2, Collecting | SolutionPackBlocks = =
L Events EresTme a0 e — Quickly understand, take action and report on developing conditions across your
Miscelaneous infrastructure with the EMC Smarts SolutionPack
@ Packages Management EMC Walchdnet | ; o el o Monitor the heath of your Watch4net infrastructure with the SolutionPack for
5 Livenses Management Health Watchdnet Health
® Audi Logs e || ag e — Maximize utiization of your ViMware environment with the SoiutionPack for Viware
= o vCenter
{=! central Configuration Repository
o

5 Data Enrichment
(& Scheduied Tasks

@ List of all the installed SolutionPackBlocks not owned by any SolutionPack. SolutionPack Blocks will be reconfigurable i the package is available remotely.

|0 |2
Instance < SolutionPackBlock ~ | Version ¢ | Server Distribution S
Generic-SNMP £ @ | genericsnmp 10 Prod1-CentOS
Load-Balancer # 1§ | load-balancer-arbiter 10 Prod1-CentOS

Figure 55: SolutionPacks Center Button

Each known SolutionPack will have its own entry in the top table while the unknown
installed components will be displayed on the bottom table. Selecting a SolutionPack
will lead to the page describing all the installed components and their location. For
each component, it's possible to do the following:

» Remove: Uninstalling the component and all its configuration.

* Reconfigure: Change the running configuration of the component by modifying
the answers to the installation questions.

» Update: Update the component to the latest version (will only be available if
there’s a newer version of the component in the repository).
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EMC Smarts

Properties

& updates
Name: EMC Smarts

Version: 1.0

Family: Infrastructure

Summary :

Quickly understand, take action and report on developing conditions across your infrastructure with the EMC Smarts
SolutionPack. Visualize events and availability metrics across network, storage and server environments, both
physical and wirtual, in a unified user experience,

Main reports:

» Dashboard views on EMC Smarts managed environment: device health, interface statistics, servers, transactions.
® Visibility on current and past EMC Tonix notifications, per element, domain or customer.

Polled metrics:

= IP AM/PM (statistics on network devices and links).

s SPM/ESM (statistics on Unix and Windows servers, physical and virtusl servers and applications]).
s ACM (statistics on transactions response time and availability].

» SAM (historical view of SAM notifications).

Support list:
» EMC Smarts v6,7,8,9

Documentation

A~| EMC-Smarts-SolutionPack-Guide.pdf

show[10 |3 ] s

Instance 4  SolutionPackBlock «  Version < | Server Distribution s
emc-Smarts {:}- # @ | Data collection 10 Prod1-Cent0S

emc-smarts # o | Reports 10 Prodl-CentOS

Figure 56: SolutionPacks Center Button

{E_ # w @ Data colection

Figure 57: SolutionPacks Center Button
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Central Configuration Repository

The Central Configuration Repository provides a simple way to edit configuration el-
ements that are shared between several SolutionPacks and SolutionPackBlocks. For
instance, the same Event Database could be used for the SMARTS Events as well as
VMware Events.

2 solutionPack Genter | [ User Settings | (£ Configuration | () Documentation

Your Company Logo Central Configuration Repository
4[5l Physical Overview Central Configuration Repository
& MachineDeGibe
0 v
Configuration Type ~ | Configuration Parameters £ | SolutionPacks £

& Galeway Host: 10.128.2.98 - Port: 48443 - Username: admin - Password: *** EMC Smarts
& Galeway Host: localhost - Port: 48443 - Usemame: admin - Password: ***** EMC Smarts Console
Topology Database 88 - Port: 53306 - Schema: topology - Username: apg - Pas... | EMC Smarts

Storage connector EMC Smarts, EMC S.

Event database Port: 53306 - Schema: events - Usemname: apg - Pass... | EMC Smarts

Broker Broker authentication: no EMC Smarts
) SolutienPacks Broker 1020 Port: 42{ Broker autnentication: no EMGC Smarts, EMC S,
5 Data Enrichment Alerting connector Host: 10.128.2.98 - Port: 201 EMC Smarts, EMC S
Broker !
(&) Scheduled Tasks
101281030
az

no

Figure 58: Central Configuration Repository

The main page of the Central Configuration Repository contains all the editable con-
figuration elements across the registered servers. Each element is described by its
name, its parameters and the SolutionPacks referencing it. Clicking on an item of the
list opens the edition page of this particular element.

As the list size quickly increases with the installation of new SolutionPacks, it is rec-
ommended to use the search field to easily retrieve a specific configuration element.

In the figure above, a SMARTS Broker configuration is selected. Its name is Broker,
its parameters are an IP address and a port and it is referenced by two SolutionPacks.
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An other SMARTS Broker also appears, but with an other IP address.

) solutionPack Center | /27 User Settings

£ Configuration | ] Decumentation

Your Gompany Logo Gentral Gonfiguration Repostory = Broker
Broker
4 * Please select the Smarts broker -Add new broker- ¥ | ()
Databases New Broker

= Backends '

[ Frontends

% Collecting = Broker hostname or P address 10.128.10.30 ]

> [ Events
* Broker port 426 @

Miscellaneous
@@ Packages Management

> Licenses Management

* Are you using broker authentication

) Audit Logs

[ 18 contral Configuration Repositry |
9 SolutionPacks Show | 10 ¥ |entries Search:
S Data Enrichment
(@ Scheduled Tasks SolutionPack 4 Server Distribution £ | SolutionPackBlock & | Instance & | Configuration Type @
o | EMC Smarts - 1.0 2 MachineDeGibe @ | Data collection emc-smarts Broker
O | EMC Smarts - 1.0 @ | MachineDeGibe @ | Events emc-smarts Broker
Q) | EMC Smarts - 1.0 2 | MachineDeGibe @ | Reports emc-smarts Broker
f | EMC Smarts Console - 1.0 2 MachineDeGibe @ | Data collection emc-smarts-console Broker
O | EMC Smarts Console - 1.0 @ | MachineDeGibe @ | Reports emc-smarts-console Broker
e A nvert 1 None
Apply

Updats the sslected configurations

Figure 59: Edition of a configuration element

The top of the edition page contains the element’s parameters while the bottom con-
tains the list of SolutionPackBlocks referencing this element.

Modifying a configuration element requires the following steps:
» Enter new parameters for the element.

» Select the SolutionPackBlocks that will be updated with the new parameters.
The SolutionPackBlocks that are not selected will keep the previous configura-
tion.

+ Click on the Apply button.
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Data Enrichment

The data enrichment page allows the user to quickly add some tagging on data
coming from a collector-manager or an event-processing-manager.

To be able to tag some data the collector manager and/or the event-processing-
manager must be running, and they must contain at least one property tagging filter
(for the collector manager) and one event property tagger (for the event processing
manager).

2 SolutionPack Center );: User Settings | |7 Configuration D Documentation

Your Company Logo
Data Enrichment

4[5 Physical Overview
N jnlfcalr'o.st o @ This is the registred modules used for data enrichment acress all configured servers Register a new module
4 ;55 Logical Overview
fu Databases
== Backends 1-'..‘\10 Mk
| Frontends
% Collecting Server ~  Category - Module ~  Status ¢
\__J Events lecalhost Collecting Collector-Manager :: Generic-SNMP :: cisco-mds-nexus5 Running
(o iz localhost Collecting Collector-Manager - Generic-SNMP -: DataEnrichment Running
% Packages Management
» Licenses Management localhost Collecting Collector-Manager :: Generic-SNMP :: MapStoragePartType Running
) Audit Logs 5
1= Central Configuration Repository
¢l SolutionPacks '— All / Invert /| None with selected module(s)
& scheduled Tasks

Figure 60: Data Enrichment page

Here is a definition of each possible status of the tagging.
* Running: Everything is fine, module is running.
* Module is not running: The module is not running.

» Server not reachable: The target server might be down.
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» WS not Supported: The module is running but we cannot get a response from
the webservice. Maybe the module is too old and doesn’t support the web ser-

vice.

* Unknown: Any other errors.

Pl _nL Physical Overview

4 [ localhost
&8 Modules
s

= localhost :: Ger

ic-SNMP :: DataEnrichment
= localhost ic-SNMP :: MapStoragePartType
= localhost ;1 Generic-SNMP :: cisco-mds-nexusS
J Tasks
4 ;o3 Logical Overview
4 Databases
== Backends
[ Frontends
% Collecting
[ Events
Miscellanecus
A% Packages Management
2 Licenses Management
¥ Audit Logs
J Central Configuration Repository
@ SolutionPacks
4 = Data Enrichment
= localhost ;- Generic-SNMP :: DataEnrichment
= localhost :: Generic-SNMP :: MapStoragePariType
=+ localhost :: Generic-SNMP :: cisco-mds-nexus5

L) Scheduled Tasks

To access the data enrichment page, you can
select the data enrichment root node from the
tree, or select data enrichment node located
under the physical node.

If the data enrichment page is selected under
the physical node, then only tagging related to
that host is displayed. Otherwise all the tag-
ging, for all hosts, will be displayed.

Register a new module allows the user to add a new property tagging filter or a new
event property tagger to the list of tagging.

Register a new module

@ Select the servers from the left column, then the category, then one or multiple medules frem the ‘medule’ celumn. The medules are

represented in the form <module> :: <name>
Servers Categories

* localhost #) Collecting

Event-Processing

: <id>. (To register a module, it must be running. Only the unregistered modules are listed.)

Modules

Collector-Manager :: Generic-SNMP :: eme-isilen

+| Collector-Manager :: Generic-SNMP :: PTF

Collector-Manager :: Generic-SNMP :: brocade-fc-

switch1
Collector-Manager :

Generic-SNMP :: HostMemory

) Register

Figure 61: Registering a new module

After opening the Register a new module page, the user must select a server,
then a category and finally the list of property tagging filter and event property tagger
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to register.

o, To be able to register a module, the target collector manager and/or event processing
manager must be running.

Remove allows the user to remove one or multiple tagging. First, the user must select
the tagging(s) to be removed, and then press the Remove button.

acive = waisyury - muuus
localhost Collecting Collector-Manager :: Generic-SNMP :: cisco-mds-nex

¥/ localhost Collecting Collector-Manager :: Generic-SNMP :: DataEnrichmen

#| localhost Collecting Collector-Manager :: Generic-SNMP :: MapStoragePar

Showing 3 of 3 entries

1'— All / Invert / None with selected module(s) | Remove |

Figure 62: Removing a module

To access the tagging, the user must either click on the tagging from the list of the
data enrichment page, or directly select the node from the tree. Then the following
page will be displayed.

5 Configuration @ Documentation

2 SolutionPack Center [ User Settings

Your Gompany Logo
Module 'Generic-SNMP :: MapStoragePartType' on server ‘localhost’

4 [5] Physical Overview

8 tocalhost New tagging

R e o

& Dalabases

== Backends

BRFIONENS | s s
42, Collecting

[ Events
I Miscellaneous
L‘a Packages Management » W4N-HOST-RESOURCES-FILE-SYSTEM-TYPES T

» g~ Licenses Management
) Audit Logs

{=] central Configuration Repository
T
4 S Data Enrichment »  allOidZModels T
= localhost :: Generic-SNMP :: DataE
B localhost :: 6
= localhost :: Generic-SNMP : ciscoq » juniperOperatingTable o
K Scheduled TasKs | e e e e e e e e e mmaa

Save

apply modifications

Figure 63: Data enrichment tagging page

New tagging will create a new tagging.
Save will save all the changes made to all the tagging.

Delete (small trashcan on the right) will completely remove the selected tagging.
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o

® all0id2Models-mds
Cannot expand

This tagging contains accessors, therefore it cannot l
be modified in this GUI.

If the property tagging filter or event property tagger configuration contains some ac-
cessors, it will not be possible to use the GUI to modify the data.

To make some change on a tagging, simply expand the tagging by clicking on it.

» custom-ocidZMedels o
» allOidZModels o
* juniperOperatingTable o
Name |juniperOperatingTable Add new key Add new property

now! [k nral erie

datagrp @ | Component name @  Component type T

* | JUNIPER-RESOURCES FPC* FPC

+ | JUNIPER-RESOURCES PIC* - PIC

+ | JUNIPER-RESOURCES Routing Engine* Routing Engine

Import CSV Import XLS Saveand ... | Export CSV Export XLS

Save

apply modifications

Figure 64: Data enrichment tagging detail

To modify a value, you must click on it. A textbox will appear and the user will be able
to modify the value, pressing the Enter key will commit the change. The modified
value will then be in blue italic. Example:

« | JUNIPER-RESOURCES New value |
+ | JUNIPER-RESOURCES Routing Engine* 1

The user can also press the TAB key which has the same impact, except that after
the commit the focus will move on the next cell.
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. > | “JUN","PIC™,"PIC","TEST"

+ | JUNIPER-RESOURCES Routing Engine* Rou

If you see a value in red italic, it means that the value was not correctly written in the
property tagging filter or event property tagger data file. You cannot modify that value,
but you can delete the row.

When clicking on a key value, a list of special values can be selected. The @EMPTY
and @NULL options are there to differentiate between an empty and a null value. The
@DEFAULT option represent the default-symbol attribute of the property tagging filter
or event property tagger configuration, see the documentation of those modules for
more information on that attribute.

JUNIPER-RESOURCES | ~

@DEFAULT

" @EMPTY
N

@NULL

The @NULL option is only available if the nul1-symbol attribute is present in the prop-
L erty tagging filter or in the event property tagger configuration.

For creating and deleting rows, you must click on the small icon at the left of the
row, and then the following contextual menu will be displayed.

¥ | JUNIPER-RESOURCES .
IIIIIIIIIIIIIIIIIII + Insert before will create a new row on top

t&d Insert befare of the selected one.

© | isertafer * Insert after will create a new row below
the selected one.

A | Delete * Delete will delete the selected row.

To add a new key or property, you must click on the appropriate button, either Add
new key Or Add new property, then the following windows will be displayed.
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Create a new key

* New column

after first

Default value

Type Sting T | @

Delete after use @

Save

Create a new property

Save

New column is the name of the new key.
after determines the position of the column.

Default value will write the input value for all
existing rows.

Type is the type of column. Possible values
are:

— String: a normal string column

— Regex: Java regular expression

— Wildcard: can replace a character with
( ? ) and multiple characters with ( * ),
escape characteris ( )

— Range: a range of numbers, example:
[5;20] any number between 5 and 20

Delete after use mean that the column will be
deleted after the enrichment has been done.

New column is the name of the new property.
after determines the position of the column.

Default value will write the input value for all
existing rows.

To remove a key or property, you must click on the icon (small trashcan) beside the

column name.

It is possible to import or export data in CSV or excel format. To execute these
tasks, just click on the corresponding button. When importing, if the imported file
contains more columns than the configuration, they will be stripped.
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User Settings

This section describes the settings available for each user in Centralized Manage-
ment. To access the user settings, on the top right of the menu bar click User Settings.

£, User Settings " Confign

it

Figure 65: User Settings Access
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User Settings

Language English = | &
Charts Refresh automatically : | every 20(s

g

Save

| apply modifications

Figure 66: User Settings

Language defines the language used for the interface. The lanaguage you choose
here determines the language used for APG, so if you change the language here, it
also changes in APG.

Chart Refresh controls the refresh rate of the real-time charts shown on the server
pages.

+ default uses the default settings of an automatic refresh with a period of 10
seconds.

+ automatically specify the refresh rate in seconds. A value of 0 in that field
disables auto-refresh.

* never disables real-time charting and uses historical charts, if enabled for the
server.
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WebApp Context Configuration

This configuration file, located in the Tomcat conf/Catalina/localhost directory, is
available after you deploy and run the application on the server. This file contains the
definition of the master table with the users, and the APG timeseries databases.

The timeseries databases are used to retrieve and display historical health data for
the registered servers. Check that the configured sources fit your installation, or the
charts will be empty.

<?xml version="1.0" encoding="UTF-8" 7>
<Context reloadable="false">

<!-- Gives access to the users, profiles, roles and rights. -->
<ResourceLink name="jdbc/master" global="jdbc/master" type="javax.sql.DataSource" />

<!-- Gives access to the timeseries database. -->
<ResourcelLink name="jdbc/APG-DB" global="jdbc/APG-DB" type="javax.sql.DataSource" />

</Context>
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