RCSA Entity: 

Team: SAN Storage Projects and BAU
	Test
	Security-3rd Party Connectivity

	Tested Locations (If applicable)
	Germany, Poland, Switzerland, United Kingdom, Turkey, EGG

	Tester Name
	Salauddin Ahmed
	SOEID
	SA47183

	Objective of Self Test
	3rd party connectivity to the Citi internal network is inventoried and approved.  All relevant information is periodically reviewed and kept up-to-date.

	Test Procedure
	Information Security - 3rd Party Connectivity 

1) Verify that all High Risk Connections have been review and approved by the 3rd party Access Working Group and are listed in C3PAR.

 2) Obtain confirmation that approved high risk connects were actioned.

	Frequency
	Quarterly
	Quarter Tested
	Q2 2010

	Assessment Due Date
	10th May 2010
	Next Test Date
	31st July 2010

	Sampling Methodology*
	Non-statistical – Judgemental

	Sample Size Justification*
	As stated in the sample rationale field, the sample size has been selected to ensure all items from the sample period will be examined during RCSA testing.

	Population Description*
	Details of any new 3rd party connections configured during the testing period.

	Sample Size Parameters*
	Calendar based population



	Population quantity*
	2

	Samples
	2
	Comments
	No changes have taken place this quarter.

	Actual Error Rate (%)*
	0%

	Attachments* 
	
[image: image1.emf]RCSA 2010 Q2 -  Infomation Security.zip



	Test step Rating (Pass; Fail; N/A)*
	PASS


	Add Evidence Description*
	The process of allowing 3rd party access is controlled by the C3PAR team in the US. For this quarter there has been no new requests or connections made.
As per the details in Population Description all connections are controlled by the C3PAR team in the use. But there is a clear process for obtaining 3rd party connectivity which has been followed.
EGG do not allow third party connections been made for switches or arrays, only dial in access on the Centeras all other access is made via visit to site as dial in lines disabled.




	Overall Control Rating 
(Test Rating)* 

This is a drop-down box 
	This should be completed once all local test step templates have been completed

	Test Findings and Conclusions*
	Local test step template name[................ ]   Rating[..................]

The process of allowing 3rd party access is controlled by the C3PAR team in the US. For this quarter there has been no new requests or connections made.

All IP ranges for our SAN devices were set up as part of the initial firewall builds.
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			Status: Closed - Date Logged FROM: Dec 31 2009 - Date Logged To: Apr 1 2010 





			Ref #


Item(s)



Requestors



Date


Due Date



Status


Assigned To




VR5670291


Data Centre Access Requests



Isobel Dunsire


3/18/2010 7:57:06 AM
21d 3h 
21d 3h 


3/18/2010 5:00:00 PM



Closed



DCSM Temp UK



Justification replace disk  




VR5553643


EMEA Regional Media Operations



Isobel Dunsire


2/23/2010 3:30:01 PM
37d 5h 
37d 4h 


3/12/2010 10:30:02 AM



Closed



UK Datacentre Media Operations



Justification t120 needs emptying into t950 

thanks  




VR5551432


Data Centre Access Requests



Isobel Dunsire


2/23/2010 10:06:06 AM
38d 2h 
38d 2h 


2/24/2010 10:08:25 AM



Closed



DCSM Temp UK



Justification rfc requiring implementation  




VR5521225


Data Centre Access Requests



Isobel Dunsire


2/16/2010 5:21:06 PM
42d 3h 
42d 3h 


2/17/2010 5:00:00 PM



Closed



DCSM Temp UK



Justification vr for engineer access  




VR5425621


Data Centre Access Requests



Isobel Dunsire


1/27/2010 4:08:43 PM
56d 5h 
56d 5h 


1/28/2010 4:12:22 PM



Closed



DCSM Temp UK



Justification access for emc engineer  




VR5422997


Data Centre Access Requests



Isobel Dunsire


1/27/2010 10:08:23 AM
57d 2h 
57d 1h 


1/28/2010 10:21:41 AM



Closed



DCSM Temp UK



Justification disk replacement  




VR5389943


Data Centre Access Requests



Isobel Dunsire


1/20/2010 12:16:38 PM
62d 3h 
61d 7h 


1/21/2010 1:44:04 PM



Closed



DCSM Temp UK



Justification ibm engineer requires access  




VR5377852


Data Centre Access Requests



Isobel Dunsire


1/18/2010 3:07:47 PM
63d 6h 
63d 5h 


1/19/2010 3:30:03 PM



Closed



DCSM Temp UK



Justification engineer to swap out disk  




VR5311915


EMS Server Monitoring Requests - Egg



Isobel Dunsire


1/4/2010 4:06:16 PM
73d 5h 
56d 1h 


1/8/2010 12:06:16 AM



Closed



EMEA EMS Distributed



Justification monitoring for gcctiback02c to be added  




VR5309370


EMEA Regional Media Operations



Isobel Dunsire


1/4/2010 10:09:13 AM
74d 2h 
73d 7h 


1/20/2010 1:09:13 PM



Closed



CTI EM EX EGG Backups
UK Datacentre Media Operations



Justification 40 scratch to tbe loaded  [image: image6.png]
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RCSA 2010 Q2 – Information security - 3rd Party Connectivity 


1) Verify that all High Risk Connections have been review and approved by the 3rd party Access Working Group and are listed in C3PAR. 


Screenshot of C3PAR entries
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IP registration 2795 – No high Risk ports
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Connection 3160 – High Risk ports reviewed/highlighted
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Connection 3682 – No high Risk Ports
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Connection 6567 – not live to be deleted



Connection 12509 – No High Risk Ports
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Connection 13939 – No High Risk Port
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2) Obtain confirmation that approved high risk connects were actioned. 



As noted - Connection 3160 – High Risk ports reviewed/highlighted


3) Confirmation and RFC #'s for any new/recent installs.



n/a – All IP ranges for our SAN devices were set up as part of the initial firewall builds





