RCSA Entity: 

Team: SAN Storage Projects and BAU
	Test
	RCSA Checks 18

	Tested Locations (If applicable)
	Germany, Poland, Switzerland, United Kingdom, Turkey, EGG

	Tester Name
	Salauddin Ahmed
	SOEID
	SA47183

	Objective of Self Test
	Attach evidence of Entitlement reports being distributed and also evidence that you have followed a process to validate resource owners.

	Test Procedure
	Extract an entitlement report from the applications that you own and evidence that you have distributed these to the managers of all the people that have access to the relevant applications.  

Evidence for this check can be the email that you sent to the relevant managers with the entitlement report attached.



	Frequency
	Quarterly
	Quarter Tested
	Q2 2010

	Assessment Due Date
	10th May 2010
	Next Test Date
	31st July 2010

	Sampling Methodology*
	Non-statistical – Judgemental

	Sample Size Justification*
	As stated in the sample rationale field, the sample size has been selected to ensure all items from the sample period will be examined during RCSA testing.

	Population Description*
	Enclosed is a screen dump of the VCC task showing the review by the manager of the entitlements as well as relevant email confirmations.

	Sample Size Parameters*
	Calendar based population


	Population quantity*
	9

	Samples
	9
	Comments
	Given the size and type of test population a 100% sample has been selected within the test population being examined during testing

	Actual Error Rate (%)*
	0%

	Attachments* 
	
[image: image1.emf]RCSA Checks 18 -  2010 Q2 - Evidence.zip



	Test step Rating (Pass; Fail; N/A)*
	PASS


	Add Evidence Description*
	Snapshot of the VCC task reviewed by the storage manager to ensure only the correct accounts are active.


	Overall Control Rating 
(Test Rating)* 

This is a drop-down box 
	This should be completed once all local test step templates have been completed

	Test Findings and Conclusions*
	Local test step template name[................ ]   Rating[..................]

The accounts on the non-errs systems have been signed by the Storage Manager using the entitlement review VCC. Snapshot of this VCC has been included as evidence of this process being followed. 


_1335609023/RCSA Checks 18 - 2010 Q2 - Evidence.zip
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1. Introduction



This document provides guidance on the user management process for Veritas Netbackup within the Egg technology environment. 


1.1 Purpose



This document is written to ensure all people are clear about the procedure relating to granting access to netbackup. The policy is intended to address both SOX and audit identified compliance issues.


1.2 Audience



Unix team within Egg.


1.3 Scope



The policy should be considered relevant for all Netbackup access required within Egg.


2. Access control


In order for a user to be granted access to Netbackup they must first have unix account created.  This is requested via VSR and Egg Unix.         


Once the unix account is created and activated by the ISA team a VT is to be raised to EMEA Backups Support Egg stating the unix id and admin access required to netbackup masters (which are albino, gorilla and tarsius).



The VT is then authorised by Mark Barnes, Unix team lead, and once this has been given the users unix id can then be added into the relevant conf file on albino, tarsius and gorilla.  This file exists under /usr which is Critical File Monitored via ESM.



If a user is leaving the company the process is repeated in reverse to ensure all access is removed.



3. Entitlement Review


The conf files which exist on tarsius, albino, gorilla (/usr/openv/java/auth.conf) which lists users and access levels to netbackup are to be reviewed by the team leader once a quarter to ensure no leavers have been missed. 



This information is to be attached to a VCC and closed off along with email confirmation from Mark Barnes that it is correct.
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Assumption(s)
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· The EMEA DS SAN team member responsible for obtaining these user lists / screenshots has a valid login to all the systems mentioned.


· The EMEA DS SAN team member responsible for obtaining these user lists / screenshots is aware of how to obtain a screenshot once logged into the application.


· The EMEA DS SAN team member responsible for obtaining these user lists / screenshots has a comprehensive list of all separate instances of the above mentioned applications



· The EMEA DS SAN team member responsible for obtaining these user lists / screenshots has a knowledge of all the varied ways in which these applications must be accessed



Abstract
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Certain applications used by EMEA DS SAN team are not covered by EERS.  A list follows:



· Centera Disk arrays



· SANScreen application



· Connectrix Manager Application



· HDS Device Manager Application



Accounts on the above are reviewed by the EMEA DS SAN Manager at the same time as the EERS entitlements are done.  This is documented via VT and VCC, whereby a VT is raised to cover the necessary login and application interrogation activities (as required by the SAN Log review process).



The EMEA DS SAN team will access these applications and provide user lists (screenshots) and attach these lists into the appropriate VCC task.  These lists are reviewed by the EMEA DS SAN Manager and approved / updated as necessary.



There now follows a detailed procedure for each of the above mentioned applications on how to obtain these user lists / screenshots.



Centera Disk Arrays
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1) RDC to UKCTIPRSA10 (or UKCTIDTRSA10)


2) Launch Centera Viewer (D:\profiles\All Users\Desktop\Centera 3.1 SP3)



3) Click “File”



4) Click “Connect” 



5) Choose an instance 



6) Click “Connect”



7) Enter Username and password



8) Click “OK”



9) Click “Yes” on the Security Alert window



10) Click “Commands” 



11) Click “CLI”



12) In “Command>” window at the bottom of the screen type “Show profile list”



13) Take a screenshot of the output list
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14) Insert Screenshot in appropriate VCC task



15) In “Command>” window at the bottom of the screen type “quit”



16) Click “File”



17) Click “Disconnect”



18) Repeat steps 3-18 for every Centera Instance


SANScreen Application
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1) RDC to LDNCTISTEM001 (or LDNCTISTEM002)



2) Launch Web browser



3) Point browser at http://ukctiprsa48 for CGC instance, http://ukctiprsa50 for RDC instance



4) Locate “Main Menu” on left hand side of screen



5) Click menu entry “User Management” 



6) Enter username and password in appropriate boxes in SANScreen Login window



7) Click “Sign in”



8) Take a screenshot of the output list
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9) Insert Screenshot in appropriate VCC task



10) Return to SANcreen window



11) Click “Logout” in “Main Menu”



12)  Repeat steps 4-11 for every SANScreen instance



Connectrix Manager Application
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1) Login to a UNIX SAN management host.  


2) Locate Connectrix Manager executable (/opt/emc/ConnectirxManager/ConnectrixManaget871Client/bin)


3) Run executable  “ConnectrixClient” – a login window appears



4) Choose appropriate “Network address” – i.e. fabric



5) Enter User ID and password into appropriate boxes



6) Click “login”



7) In “View All” window, click “SAN” – top left hand corner of window



8) Click “Users” from drop-down list



9) Take a screenshot of the output list in “Server Users” window



[image: image10.png]SAN_ Edit View Discover Configure Monitor

B @@

-
so0604Bea2a50268 |3 Searcn

Viewal~ |22

O CGC_BLUE_FABRIC

Al Levels 1P Address_|Ni{

Switch Caunt 12

9 Connectrix Manager 8.7.1 Server Users [
Users Groups. M
D Dessrption [ Email Adcress & (& Cit Storage Adminisirator
dministator Defaul Admin 5] sadT1es

pha71sT
sad7183 Salauddin Ahmed - O Fiter o175
pha1ar Sys Admin- Paul H O Fiter cwee238

emcadmin
o175 Sys Admin- David O Fiter gmeadm
ewsg238 Carlwillams O Fiter 69152
emcadmin EMC CE ADMIN - aps O Fiter aj9775e

s076758
w00820 Thomas Weise O Fiter pA
ne9152 Tim Rabinsan - EM O Fiter 13183
Email_To Anonymous Email To gluksanauto@imeeueu... v Filter m29650

& (& Gt Information Securiy Administrator

aja7754 andy Johnsiane - S O Fiter e
076758 Siman Gibs - PIT O Fiter o175

cwig238
sanscreen sanscreen O Fiter iy
ara1207 AshakReddy - BAU O Fiter 5 @ cuser
13183 rishnam Vaihsava. O Fiter 7 38 goroer wartenance

emcadmin
jm2ses0 JuletMeMullen  julistmemulleneiticom [ Filter 1 G SANesroen wonior

€] sanscreen
ol & (& Olworla_1
©) Administrator









10) Insert screenshot in appropriate VCC Task



11) Click “OK” in “Server Users” window



12) Right-Click arrow icon located in top left-hand corner of “View All” window



13) Click “Quit”



14) Repeat steps 3-14 for all for every Connectrix Manager Fabric 


Hitachi Device Manager Application
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1) RDC  to LDNCTISVHM001 for RDC, or FFTCTISVHM001DR for FDC



2) Open a Web Browser



3) Point Browser at https://localhost:23016/DeviceManager/


4) Answer “Yes” or “OK” to the small number of popup windows that appear



5) Type in User ID and Password into the appropriate boxes



6) In extreme left hand panel, click “Administration”



7) Click “Users and Permissions”



8) Click “Users” in main window panel



9) Take a screenshot of the output list
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10) Insert screenshot into appropriate VCC task



11) Click “logout” button located in top right-hand corner of window



12) Repeat steps 2-11 for every instance of Device Manager



Final Steps
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Once all the screenshots have been uploaded into their associated VCC task:



1) Inform EMEA DS SAN manager that the non-EERS applications are ready of review



2) Send a list of all commands executed in order to obtain these screenshots to E-Mail Distribution list “*GT EMEA TI Distributed Storage Review”.  Include the number of the VT that initiated this data collection exercise as justification for running these commands


3) Await instruction from EMEA DS SAN manager



4) If changes to any of the lists are required, amend as per EMEA DS SAN managers instructions 



5) Take a new screenshot of the amended output list 



6) Insert new screenshot into appropriate VCC task



7) Inform EMEA DS SAN manager that applications are again ready for review



8) Repeat steps 3-7 until approval for ALL screenshots obtained  from EMEA DS SAN Manager



Appendix A – List of Approved Users
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Centera Users
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			Name



			Team
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			Andy Johnstone



			SAN BAU
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			Ashok Kumar Reddy
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			dc91175



			David Coles



			SAN BAU
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			Juliet McMullen



			SAN BAU
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			Krishnam Raju Vathsavai



			SAN BAU






			tw00629



			Thomas Weise



			SAN BAU






			ph47197



			Paul Haynes



			SAN PiT






			cw68238



			Carl Williams



			SAN PiT






			sa47193



			Salauddin Ahmed



			SAN PiT






			sg76758



			Simon Gibbs



			SAN PiT






			tr69152



			Tim Robinson



			SAN PiT









			


			





			


			





			SANScreen Users



			





			


			





			SOEID



Name



Team



aj97754



Andy Johnstone



SAN BAU



ar91297



Ashok Kumar Reddy



SAN BAU



dc91175



David Coles



SAN BAU



jm29659



Juliet McMullen



SAN BAU



kv13183



Krishnam Raju Vathsavai



SAN BAU



tw00629



Thomas Weise



SAN BAU



ph47197



Paul Haynes



SAN PiT



cw68238



Carl Williams



SAN PiT



sa47193



Salauddin Ahmed



SAN PiT



sg76758



Simon Gibbs



SAN PiT



tr69152



Tim Robinson



SAN PiT



ao08490



Ade Okusanya



SAN PiT



lh17424



Lee Hardman



SAN PiT



cb21507



Colin Bradley



SAN ENG



pf21493



Pat Fogarty



SAN ENG






			





			


			





			


			





			


			





			Connectrix Manager Users







			





			SOEID



Name



Team



aj97754



Andy Johnstone



SAN BAU



ar91297



Ashok Kumar Reddy



SAN BAU



dc91175



David Coles



SAN BAU



jm29659



Juliet McMullen



SAN BAU



kv13183



Krishnam Raju Vathsavai



SAN BAU



tw00629



Thomas Weise



SAN BAU



ph47197



Paul Haynes



SAN PiT



cw68238



Carl Williams



SAN PiT



sa47193



Salauddin Ahmed



SAN PiT



sg76758



Simon Gibbs



SAN PiT



tr69152



Tim Robinson



SAN PiT






			





			


			








Hitachi Device Manager Users Users




			SOEID


			Name


			Team





			aj97754


			Andy Johnstone


			SAN BAU





			ar91297


			Ashok Kumar Reddy


			SAN BAU





			dc91175


			David Coles


			SAN BAU





			jm29659


			Juliet McMullen


			SAN BAU





			kv13183


			Krishnam Raju Vathsavai


			SAN BAU





			tw00629


			Thomas Weise


			SAN BAU





			ph47197


			Paul Haynes


			SAN PiT





			cw68238


			Carl Williams


			SAN PiT





			sa47193


			Salauddin Ahmed


			SAN PiT





			sg76758


			Simon Gibbs


			SAN PiT





			tr69152


			Tim Robinson


			SAN PiT





			ao08490


			Ade Okusanya


			SAN PiT





			lh17424


			Lee Hardman


			SAN PiT





			mc28504


			Mark Collier


			SAN PiT





			ac01184


			Ali Cairns


			SAN PiT





			sm28519


			Steve Maher


			SAN PiT





			st90913


			Steve Twene


			HDS








Appendix B – List of applicable Equipment / Hardware
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				Master List of EMC² Centeras



				Country				Site/Site ID				Location				Name/Serial				Owner				Manage-ment Node Name				Management Node IP				Access Node name				Access Node IP



				Poland				Goleszowska
3878336				Voice Room				centera_PL_01G CK200053810059				Voice				C001N03				10.153.208.139				C001N01				10.153.208.85



																																C001N02				10.153.208.86



																								C001N04				10.153.208.140				C001N05				10.153.208.139



																																C001N06				10.153.208.140



												1st building, 1st floor				centera_PL_02G				AXSPoint				C001N03				169.162.153.68				C001N01				169.162.155.37



																CK200042100431								C001N04				169.162.153.69				C001N02				169.162.155.38



								Senatorska
3878335				Voice Room				centera_PL_01S CK200054900293				Voice				C001N03				10.153.208.131				C001N01				10.153.208.21



																																C001N02				10.153.208.22



																								C001N04				10.153.208.132				C001N05				10.153.208.131



																																C001N06				10.153.208.132



												2nd floor				centera_PL_02S				AXSPoint				C001N03				169.162.152.4				C001N01				169.190.41.72



																CK200042100432								C001N04				169.162.152.5				C001N02				169.162.157.35



				Switzerland				Enge
83733				Floor E/03, Comms Room, Cabinet H/1				centera_CH_01E CK200053010120				Voice				C001N03				169.166.101.228				C001N01				169.166.222.31



																								C001N04				169.166.101.229				C001N02				169.166.222.32



								Reitergasse
89964				Floor R/01, Comms Room, Row C				centera_CH_01R CK200054900163				Voice				C001N03				169.166.102.228				C001N01				169.166.228.84



																								C001N04				169.166.102.229				C001N02				169.166.228.89



				Turkey				Tekfen
5288586				-2B floor				centera_TK_01T CK200054900292				Voice				C001N03				169.190.214.155				C001N01				169.190.215.98



																																C001N02				169.190.215.99



																								C001N04				169.190.214.156				C001N05				169.190.215.39



																																C001N06				169.190.215.49



								Yilmaz
5215402				1st floor				centera_TK_01Y CK200054900294				Voice				C001N03				169.190.206.60				C001N01				169.190.207.232



																																C001N02				169.190.207.233



																								C001N04				169.190.206.61				C001N05				169.190.207.169



																																C001N06				169.190.207.181



				United Kingdom				RDC
2905529				Level4 - AJ16				centera_UK_01R CK200061900567				Voice				C001N05				169.186.192.160				C001N01				169.182.196.21



																																C001N02				169.182.196.22



																								C001N06				169.186.192.224				C001N03				169.182.196.23



																																C001N04				169.182.196.24



												Level4 - AJ17				centera_UK_02R CK200062000593				Voice				C001N05				169.186.192.161				C001N01				169.182.196.29



																																C001N02				169.182.196.30



																								C001N06				169.186.192.225				C001N03				169.182.196.31



																																C001N04				169.182.196.32



				Germany				EDC
2385116				Room A1 / Floor AF05				centera_DE_01E CK200061900265				Voice				C001N05				169.194.177.251				C001N01				169.194.177.85



																																C001N02				169.194.177.86



																								C001N06				169.194.177.252				C001N03				169.194.177.87



																																C001N04				169.194.177.88



												Room A1 / Floor AE05				centera_DE_02E CK200062000592				Voice				C001N05				169.194.177.253				C001N01				169.194.177.93



																																C001N02				169.194.177.94



																								C001N06				169.194.177.254				C001N03				169.194.177.95



																																C001N04				169.194.177.96
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non-eers procedure from the PCM.doc

2.1 Authentication



2.1.1 SAN Workstations



Access to ALL SAN Management workstations are controlled by the use of SOE Authentication and Users are required to Change passwords on a monthly basis as per standard SOE build.



Access to the Connectrix Manager, is controlled by creating individual User ID’s for each user.  Users are therefore identified to the technology platform by a Unique User ID and privileges granted on specific role basis.



Monthly Virtual Task set up, so that ALL Users are reminded to Change their passwords.  The EMEA DS SAN Manager or his deputy will normally send a reminder as the due date approaches and all team members must confirm by a return mail that the action has been carried out.


Privileged access for new team members is normally only granted after completion of a trial period.  The exact duration of the trial period will be assessed on an individual basis and be dependant on previous relevant experience with similar environments.  The decision to grant privileged access will be made by the EMEA DS SAN Manager and any new accounts will be set up by the EMEA DS SAN Manager or his appointed deputy.



Entitlements for all access are to be reviewed on a semi-annual basis (As per documented EERS process). 


Accounts not maintained by EERS are reviewed by the EMEA DS SAN Manager at the same time as the EERS entitlements are done.  This is documented via VT, The non-EERS review process is covered in detail by the following document:



Non-EERS Entitlement review process - Version 1.1


EMEA Product Support Manager (Mike Styles, UserID ms89634) performs any non-EERS entitlement reviews for the EMEA DS SAN Manager - this is done via a Virtual Tech.


2.1.2 Centera Workstations



Centera System Administrators are responsible for performing administration functions on the Centera clusters.  They are members of the EMEA DS SAN team. 



Centera system administrators must login to their local windows SOE workstation, then log on to the appropriate Windows Management Server (Centera Management Server) via remote desktop using their SOE ID and Password. 



From there CenteraViewer is launched to access the CenteraCLI/Diagnostics management tools - Each Centera administrator has their own user name (SOE ID)/password on the Centera’s.



The ISA function for the Centera’s this is controlled by a nominated member of the Storage administration team. (As per the CATE Solutions guide)



Non EERS entitlements are carried out as per section 3.2.1 in this PCM and a Semi-Annual VCC task (# 167849) has also been created to ensure that this is actioned accordingly.






RE  EERS update.msg

RE: EERS update


			From


			Ahmed, Salauddin [CCC-OT_IT]


			To


			Chilcott, Nigel [CCC-OT_IT]


			Cc


			Coles, David Peter [CCC-OT_IT]


			Recipients


			nc29967@imceu.eu.ssmb.com; dc91175@imceu.eu.ssmb.com







Nigel,


 


 


Non-EERS update


 


For Centera we have VCC #   

4165175


 


For Connectrix - VCC # 4165184 




 


For HDS - VCC # 4165187 




 


For SANScreen - not required as this in UAT and 

Development phase.


 


 


Above VCC's are showing 'Work in 

Progress' - I have asked Dave Coles, to validate the screen shots 

with you subsequently he can mark them as 

'Complete'  - consequently be referenced by 

Compliance team as evidence for the non-EERS aspect of this Semi-Annual 

Entitlement Review.


 


 


Thanks,


Sal











From: Ahmed, Salauddin [CCC-OT_IT] 


Sent: 19 April 2010 10:37
To: Chilcott, Nigel 

[CCC-OT_IT]
Subject: EERS update
Importance: 

High







Nigel,


EERS update is as 

follows:






 


1)  EERS - Scorecard from Andrew 

C.


 


* You need to perform EERS review for the following 

people:






  

  

  

  

    				OKUSANYA, ADE





  

    				WILLIAMS, 

  CARL










 


 


* Gary Battersby, needs to perform EERS review 

for the following people:


 






  

  

  

  

    				AHMED, SALAUDDIN





  

    				BRISTER, TERRY





  

    				CAIRNS, ALI





  

    				COLES, DAVID





  

    				COLLIER, MARK





  

    				DAVISON, ALAN





  

    				GIBBS, SIMON





  

    				HARDMAN, LEE





  

    				HAYNES, PAUL





  

    				JOHNSTONE, ANDY





  

    				MAHER, STEVE





  

    				MCMULLEN, JULIET





  

    				PENNESS, GRANT





  

    				RADAGE, ADAM





  

    				ROBINSON, TIM





  

    				RODELL, GRAHAM





  

    				WEISE, 

  THOMAS











* For ISO/2 Deliverables - EERS - Leavers 

Checklist added for Javed Dad and Ade Okasunya.



2)  

Non-EERS


See mail attached for EMEA SAN - i.e. Connectrix 

Manager, HDS, Centera and SANscreen.  I still haven't found anymore details 

on Centera files - will need to get Dave Coles, to give update on this.  I 

don't see anything else to add for VCC # 4165184 

and 4165187 - so will mark these 'complete' subsequently these 

can be referenced by the Compliance Team as evidence.





 


3)  Warsaw


 


* Entitlement review for Goleswoska 

(|Production) site completed over the previous weekend.  




* Remaining UAT/COB site (Senatoska) is due 

this Thursday/Friday.  Once that has been done we should get final report 

from HP next Monday/Tuesday - 26th/27th April.



Let me know if there is anything else outstanding.





 





Regs,





Sal







RE- Egg  Netbackup Entitlement Review.msg

RE: Netbackup Entitlement Review


			From


			Barnes, Mark [CCC-OT_IT]


			To


			Ahmed, Salauddin [CCC-OT_IT]; Dunsire, Isobel [CCC-OT_IT]


			Recipients


			sa47183@imceu.eu.ssmb.com; id93707@imceu.eu.ssmb.com













Sal







 







No – We do qtrly entitlements via Vtask and that show’s

that we have had no changes this period...







 







Cheers







Mark







 















From: Ahmed, Salauddin [CCC-OT_IT] 


Sent: 14 May 2010 14:35


To: Dunsire, Isobel [CCC-OT_IT]; Barnes, Mark [CCC-OT_IT]


Subject: RE: Netbackup Entitlement Review


Importance: High

















 







Mark / Isobel,







 







 







For this quarter’s RCSA checks – can you confirm if

there has been any new users added or existing users removed and if so their

details.







 







Period tested 1st Feb – 30th April.







 







Please let me have this info ASAP as  I need to complete

questions.







 







Thanks,







Sal







 















From: Dunsire, Isobel [CCC-OT_IT] 


Sent: 07 December 2009 13:21


To: Barnes, Mark [CCC-OT_IT]


Subject: RE: Netbackup Entitlement Review

















 







Great thanks, dl39985 now removed from gorilla.







 











Regards,







 







Isobel

Dunsire







Business Technology - ( CTI/EGG )







Storage and Hosts Technical Services 







Office: 01332 335784







Mobile: 07766 994268






























From: Barnes, Mark [CCC-OT_IT] 


Sent: 07 December 2009 13:14


To: Dunsire, Isobel [CCC-OT_IT]


Subject: RE: Netbackup Entitlement Review












 







Many thanks Isobel







 







these are all Valid -

Approved







 







Mark







 





















From: Dunsire,

Isobel [CCC-OT_IT] 


Sent: 01 December 2009 09:21


To: Barnes, Mark [CCC-OT_IT]


Subject: Netbackup Entitlement Review











Hi
















 
















Please

review and confirm this is accurate:
















 
















root@tarsius:/[141]# cat

/usr/openv/java/auth.conf


barnesm ADMIN=ALL JBP=ALL


halln1 ADMIN=ALL JBP=ALL


dunsirei ADMIN=ALL JBP=ALL


baxteri ADMIN=ALL JBP=ALL


jm74897 ADMIN=ALL JBP=ALL


* ADMIN=JBP JBP=ENDUSER+BU+ARC
















root@albino:/usr/openv/logs[329]#

cat /usr/openv/java/auth.conf


barnesm ADMIN=ALL JBP=ALL


halln1 ADMIN=ALL JBP=ALL


dunsirei ADMIN=ALL JBP=ALL


baxteri ADMIN=ALL JBP=ALL


farri ADMIN=ALL JBP=ENDUSER


jm74897 ADMIN=ALL JBP=ALL


* ADMIN=JBP JBP=ENDUSER+BU+ARC
















root@gorilla:/[128]# cat

/usr/openv/java/auth.conf


barnesm ADMIN=ALL JBP=ALL


dunsirei ADMIN=ALL JBP=ALL


baxteri ADMIN=ALL JBP=ALL


halln1 ADMIN=ALL JBP=ALL


dl39985 ADMIN=ALL JBP=ALL


* ADMIN=JBP JBP=ENDUSER+BU+ARC
















I

think the only change that needs to be made is removal of dl39985 from gorilla.
















 
















Many

thanks
















 
















 












Regards,







 







Isobel

Dunsire







Business Technology - ( CTI/EGG )







Storage and Hosts Technical Services 







Office: 01332 335784







Mobile: 07766 994268











 





















User entitlement review _ 04_2010.pdf

Customer: Bank Handlowy S.A.
Project: User Entitlement Review
PM: Jacek Katucki
Prepared by: Jacek Katucki
Date: 26/04/2010

Deliver Date: 26/04/2010

Description: As per request from London SAN admin team on the weekend, Apr 17-18 and Friday,

XP1024 and XP24k storages.

(XP24k and SAN switches).

Apr 23th we have performed User entitlement review for SAN switches and SVP of

The following team was present during the review:
Maciek Zajgczkowski — password custodian, Citigroup
Robert Koztowski — Mission Critical Hardware Specialist, HP

The review was concluded at Goleszowska (XP1024 and SAN switches) and Senatorska

Attached is detailed report per each reviewed device.

Distribution list #1: | Ahmed Salauddin

mail:

salauddin.ahmed@citi.com

Distribution list #2: | Maciej Zajgczkowski mail: | maciej.zajaczkowski@citi.com
Distribution list #3: | Sarah Gunn mail: | sarah.gunn@citi.com
Distribution list #4: mail:

Distribution list #5: mail:

Distribution list #6: mail:

Distribution list #7: mail:








1. Goleszowska Site

1.1. SAN Switch Brocade J

The evidence of defined users were taken by making a serial connection to switch
console and documented as a print screen of appropriate screen by use of
“,userconfig --show -a” command. The following users were listed:

e Root
e Factory
e Admin
e User
Untitled - Reflection for UNIX and OpenVMS =<
File Edit Connection Setup Macro Window Help
DE-H & # B 00| » o D EEE K
swl2kl:admin> userconfig —--show -a

Account name: root
Role: root
Description: root
Enabled: Yes

Account name: factory
Role: factory
Description: Diagnostics
Enabled: Yes

Account name: admin

Role: admin

Description: Administrator
Enabled: Yes

[

Type <CR> to continue, Q<CR> to stop:

Account name: user
Role: user
Description: User
Enabled: Yes
swl2kl:admin>

23145 VT500-7 -- 169.190.49.42 via TELNET 00:01:23 Hold

Attached you will find appropriate link to Brocade documentation with explanation
of purpose of all mentioned above accounts:

http://community.brocade.com/home/serviet/JiveServlet/download/4878-137
1/53 1000598 03 FOSAdminGuide v610.pdf





http://community.brocade.com/home/servlet/JiveServlet/download/4878-1371/53_1000598_03_FOSAdminGuide_v610.pdf


http://community.brocade.com/home/servlet/JiveServlet/download/4878-1371/53_1000598_03_FOSAdminGuide_v610.pdf





About the default accounts

Fabric 05 provides the following predefined accounts in the local switch user database. The
password for all default accounts should be changed during the initial installation and

configuration for each switch.

TABLE 10 Default local user accounts

Account name Role Admin Domain  Description

admin Admin ADO-235 Most commands have cbserve-modify permission.
home: 0

factory Factory ADC-235 Reserved.
home: O

root Root ADO-235 Reserved.
home: O

user User ADO Most commeands have cbserve-only permission.

home: O








1.2. SAN Switch Brocade K

The evidence of defined users were taken by making a serial connection to switch
console and documented as a print screen of appropriate screen by use of
“,userconfig --show -a” command. The following users were listed:

e Root
e Factory
e Admin

e User

*TJ Untitled - Retlection for UNIX and OpenVMS =[] X
Eile Edit Connection Setup Macro Window Help
L,D[i' H & #é 20 00 »eo BEHE N

swl2k2:admin> userconfig --show -a

Account name: root
Role: root
Description: root
Enabled: Yes

Account name: factory
Role: factory
Description: Diagnostics
Enabled: Yes

Account name: admin

Role: admin

Description: Administrator
Enabled: Yes

m

Type <CR> to continue, Q<CR> to stop:

Account name: user
Role: user
Description: User
Enabled: Yes
swl2k2:admin> |

30,15 VT500-7 -- 169.190.49.46 via TELNET [ 00:01:24

For explanation on account purpose see note on SAN Switch J.







1.3. SAN Switch Brocade | (backupsun)

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate screen by use of
“,userconfig --show -a” command. The following users were listed:

e Root
e Factory
e Admin

e User

Untitled - Reflection for UNIX and OpenVMS = = s

File Edit Connection Setup Macro Window Help
|DE-B 8 A =i o D »e REEE N }

{Account name: root

[Role: root

Description: root

Enabled: Yes

Password Last Change Date: Thu Dec 10 2009
Password Expiration Date: Not Applicable Il
Locked: No

|Account name: factory

[Role: factory

Description: Diagnostics

Enabled: Yes

Password Last Change Date: Thu Dec 10 2009
Password Expiration Date: Not Applicable
Locked: No

11

|{Account name: admin
[Role: admin
Description: Administrator )
Enabled: Yes

Password Last Change Date: Thu Dec 10 2009

Password Expiration Date: Not Applicable

Locked: No

43, 22 iVTSOO7--169190494IVB1ELNET | 00:07:36 | Hold

For explanation on account purpose see note on SAN Switch J.







1.4. SAN Switch Brocade D

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate Web Console

screen by use of User Admin function. The following users were listed:
e Admin

e User

= \ Commit Changes Reset ‘
=)
Status| Events| Ad

11l
Done

»
@ Internet | Protected Mode: Off ®100% ~
Done

Switch Management ...

@ Internet | Protected Mode: Off
f.' Switch Admin for bro...

®100% ~

& Switch Management Application for brocadeD - Windows Internet Explorer = =
sk '[ AP SearchWeb ~ =19 ~ / @M 5MyStuff 2Zoom & News ~ /5 Weather (*1Shopping ~
@‘ o [@ http://169.190 IéSwitch Admin for brocadeD - Windows Internet Explorer el @ ‘ = ‘.,‘ x || 4P Intranet Search o~
[@) http:
| @ http://169.190.49.39/swSysAdm.htm v
S P p—— BB - e GToos~ @ £ O O
Switch | User | Firmware | Reboot | SNMP LmEnse‘UmckLuup Config
Admin | Admin | ypgrade | Switch | Admin | Admin | Admin Admin =
-H Account Name Current Password New Password Verify Passwi
admin
user

LR sE LG 1937

Please note, that users Factory and Root are not listed although they are created
but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







1.5. SAN Switch Brocade C

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate Web Console
screen by use of User Admin function. The following users were listed:

e Admin

e User

& Switch Management Application for brocadeC - Windows Internet Explorer

sk " 1€ Switch Admin for brocadeC - Windows Internet Explorer o ® @” SR
1 o -

o

"’?‘n HE

&5 ()= @ hp//169.190( &) htpy/169.190.49.38/swysAdm htm

e
W 40 (527 @ Switch M3 Switen | User | Firmware |Reboot | SNMP | License - B - ™ - |5 rage v GiTools v @ KL

. | QuickLoap | Config [
Admin | Admin| pgrade | Switch | Admin | Admin

Admin | Admin |

Account Name Current Password New Password Verify Passwi

admin

77777 user
[ e ] e e =
| (o) jexca) ff e ‘ Commit Changes | Reset ‘

1l

“ Internet | Protected Mode: Off

@ Internet | Protected Mode: Off ®100% ~

& @, 193

WS g Switch Management ... | /2 Switch Admin for bro.. a (Y]

Please note, that users Factory and Root are not listed although they are created
but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







SAN Switch Brocade F

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate Web Console
screen by use of User Admin function. The following users were listed:

e Admin

e User
é Switch Management Application for brocadeF - Windows Internet Explorer o [LE R
sk " P Search Web ~ =18 ~ / I = MyStuff 2Zoom &News ~ » Weather ’ijhopping v
'@‘ J» [ @) hitp://169.190.49.4 € Switch Admin for brocadef - Windows Internet Explorer ol @ = o ‘ ~,‘ x |[ 1 o 5 -
=/
| ¢ ?
@/ http://169.190.49.40/swSysAdm.htm P
W 9 | @ Switch Mar a v D v gm v :J»Page v (O} Tools v @~ gi 0

Switch‘use'_ | Firmware | Reboot | SNMP | License | QuickLoop | Config
B dmin | Admin| Upgrade | Switch | Admin | Admin | Admin | Admin

Account Name Current Password New Password Verify Passwi

admin

Commit Changes ‘ ‘ Reset ‘

I

@ Internet | Protected Mode: Off

@ Internet | Protected Mode: Off ®100% ~

&m @i, 1940

Switch Management .. | /= Switch Admin for bro... = E

Please note, that users Factory and Root are not listed although they are created
but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







1.7. XP1024 storage

Due to the lack of possibility of taking direct screen shots the photo camera was
used to capture the information displayed of SVP Screen.

The following list of the users was observed by use of ‘net user’ command issued at
command prompt console:

e Administrator

e Center

e QGuest

e |USR_RSD-HKZ2Z0FJI9

e RSDRAIDSYS

o VxWorks








The following list of the user groups was observed by use of ‘net localgroup’
command issued at command prompt console:

e Administrators

e Backup Operators
e Guests

e Power Users

e Replicator

e Users

The following 2 next screens documents Group Membership:














Senatorska Site
2.1. SAN Switch Brocade A

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate Web Console
screen by use of User Admin function. The following users were listed:

e Admin

e User

é Switch Management Application for brocade_A - Windows Internet Explorer

E=HEol o
File Edit View Favorites Tools Help
sk '[ AP SearchWeb ~ =18 ~ / M S5MyStuff 2Zoom & News ~ /s Weather (*1Shopping ~
@ Uv "t# http://169.190.48.198/SwitchManager.htmI?WWN=10:00:00:60:69:12:0f:b9 v ‘*" X [|HP t Search L~
& i i - Wi | = =
et e | @ Switch Management Application éSwnch Admin for brocade_A - Windows Internet Explorer =nio] @ v M v |5y Page v iQf Tools v @,V @i 8 (D
@| http://169.190.48.198/swSysAdm.htm v ‘

Switch | User iermware Reboot | SNMP | License | QuickLoop | Config
Admin | Admin| Upgrade | Switch | Admin | Admin | Admin Admin

[ e ] e i e e
[ o], | e, §f e} §f oo

Account Name Current Password New Password Verify Passwi
admin

user
" =1 ] : ‘
status | Evénts| Admin | [1eiet | | Fert ‘ Commit Changes ‘ ‘Reset‘
< »
@ Internet | Protected Mode: Off ®100% ~

& Internet | Protected Mode: Off ®100% ~

IEH Microsoft Excel... "% Network Conne... | -~ Administrator. .. Switch Manage... | £ Switch Adminf.. | PL @ < &m W AR 36* a) L@ 2056

Please note, that users Factory and Root are not listed although they are created
but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







2.2. SAN Switch Brocade B

The evidence of defined users were taken by making a direct LAN connection to

switch console and documented as a print screen of appropriate Web Console
screen by use of User Admin function. The following users were listed:

e Admin

e User

é Switch Management Application for brocade_B - Windows Internet Explorer

[4sk3 " A Search Web ~ -2 M & MyStuff [#Zoom &News - /5 Weather [“1Shopping ~
QU

o [@ http://169.190.48.199/SwitchManager.ntmI?WWN=10:00:00:60:69:12:10:5b

P~

[I7]

rch

@18

é—i Switch Admin for brocade_B - Windows Internet Explorer (=1 @

W& 97 |@ Switch Management Application for br. (@) httpy/169.19048 199/swSysAdmhtm

| Page v 0 Tools v

Switch | USer | Firmyare | Reboot | SNMP | License | QuickLoop | Config
Admin | Admin| upgrade | Switch | Admin | Admin | Admin Admin

Account Name Current Password New Password Verify Passwi
[ o e i g i el exag § el admin
| o e w|: e 8 e
e e user

=] =1 =] ;
B Q@‘ ml i I Commit Changes ‘ ‘ Reset ‘

1l

Done “ Internet | Protected Mode: Off ®100% ~

Q Internet | Protected Mode: Off ®100% ~

I;'k‘ W5 2058

B Microsoft Excel... "W Network Conne... | - Administrator: ... ‘Switch Manage.. | /& Switch Adminf.. = PL @ < = 00 % #

Please note, that users Factory and Root are not listed although they are created
but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







2.3.

SAN Switch Brocade G

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate Web Console
screen by use of User Admin function. The following users were listed:

e Admin

e User

é Switch Management Application for brocadeG - Windows Internet Explorer

sk " A Search Web ~ -2 M 5MyStuff 2Zoom & News ~

'@ (= [ @] nttp://169.190.48.200/SwitchManagerhtmI?WW|

Weather f‘jShopping >

fé Switch Admin for brocadeG - Windows Internet Explorer
W& 9 |@ Switch Management Application for br. | @] http://169.190.48.200/swSysAdm.htm

P~

[I7]

@18

Switch | User | Firmware | Reboot | SNMP | License | QuickLoop | Config
Admin | Admin| ypgrade | Switch | Admin | Admin | Admin Admin

Account Name Current Password New Password Verify Passwi
admin

[ o ] e B g e e
oo B e o] e B ewca ] e e user

=] = ] ‘ Commit Changes Reset
BiDEEalig  (Fose

1l

@ Internet | Protected Mode: Off

Q Internet | Protected Mode: Off ®100% ~

I;'k‘ s 2101

B Microsoft Excel... "W Network Conne... | - Administrator: ... ‘Switch Manage.. | /& Switch Adminf.. = PL @ < = 00 % #

Please note, that users Factory and Root are not listed although they are created
but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







2.4.

SAN Switch Brocade H

The evidence of defined users were taken by making a direct LAN connection to
switch console and documented as a print screen of appropriate Web Console
screen by use of User Admin function. The following users were listed:

e Admin

e User

é Switch Management Application for brocadeH - Windows Internet Explorer

sk " AP Search Web ~ > 5 MyStuff [©Zoom &News v / Weather (%)Shopping ~

G‘ o [ @] http://169.190.48.201/SwitchManager htmi?WWN | € Switch Admin for brocadeH - Windows Intemet Explorer
A

|@ http://169.190.48.201/swSysAdm.htm

{ 90 | @ Switch Management Application for br..

Switch | User | Firmware | Reboot | SNMP | License | QuickLoop Config
Admin | Admin | Upgrade | Switch | Admin | Admin | Admin Admin

Account Name Current Password New Password

admin

[ o e i oo e ] e oGl user
[ o, e, B e, f ewca)y f e, ff exca

JL B Eall g

Commit Changes \ Reset |

Verify Passwi

< I

Q Internet | Protected Mode: Off

&8 Microsoft Excel... - Network Conne... ~ " Administrator: ... “Switch Manage... ﬁ Switch Admin f...

“ Internet | Protected Mode: Off

Pl < 2N L ARS

®100% ~

I;'k‘ W 2103

Please note, that users Factory and Root are not listed although they are created

but not listed in this version of firmware.

For explanation on account purpose see note on SAN Switch J.







2.5. XP24k storage

The evidence was taken as a screen shot of remote console connected to the SVP
service port.

The following list of the users was observed by use of ‘net user’ command issued at
command prompt console:

e Administrator

e Bakedman

e ccenter

e Guest

e |USR_OMIKA-E0696295E

e RSDRAIDSYS

The following list of the user groups was observed by use of ‘net localgroup’
command issued at command prompt console:

e Administrators

e Backup Operators

e Guests

e HelpServicesGroup

e Network Configuration Operators
e Power Users

e Remote Desktop Users

e Replicator

e Users

The following 3 screenshots are evidence of the following observation together with
detailed group membership information:







et | C:AWINDOWS\system32\cmd.exe

Microsof indows XP [Uersion 5.1.26001
<(C> Copyright 1985-2081 Microsoft Corp.

[C:\Documents and Settings\Administrator>net user

ser accounts for \\R6B@7ED?730F

Adninistrator bhakedman ccenter
Guest IUSR_OMIKA-EB696295E RSDRAIDSYS
The command completed successfully

IC:\Documents and Settings\dministrator>net localgroup

PAidministrators

xBackup Operators

[*Guests

*He 1pServicesGroup

*Network Configuration Operators

The command completed successfully.

IC:\Documents and Settings\Administrator>net localgroup Administrators
Administrators
Administrators have complete and unrestricted access to the compu|
ter/domain

Menbers

C:\Documents and Settings\Administrator>net localgroup “"Backup Operators"
Alias name Backup Operators

Backup Operators can override security restrictions for the sole
lpurpose of backing up or restoring files

:\Documents and Settings\dministrator>net localgroup "Power Users"
Pouer Users
Pouver Users possess most administrative powers with some restrict
Thus, Power Users can run legacy applications in addition to certified ap
iplications

Menbers

iThe command completed successfully.

:\Documents and Settings\Administrator

o) CAWINDOWS)syste. .

Serial No. 75667

CER

View Mode

Monitor

Web Console

Auto Dump

5298 ' 9:45PM








NT AUTHORITYN\Authenticated Users
NT AUTHORITYN\INTERACTIVE
The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup "Guests"
Guests
Guests have the same access as members of the Users group by defa
» except for the Guest account which is further restricted

Members

uest
IUSR_OMIKA-EB696295E
The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup "“Remote Desktop Users"
Remote Desktop Users
Members in this group are granted the right to logon remotely

The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup "Replicator"
Replicator
Supports file replication in a domain

The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup "HelpServicesGroup"
HelpServicesGroup
Group for the Help and Support Center

The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup “"Network Configuration Op
erators"

Alias name Network Configuration Operators

Comment Members in this group can have some administrative privileges to
manage configuration of networking features

Members
The command completed successfully.

C:\Documents and Settings\Administrator>_








C:\Documents and Settings\Administrator>net localgroup “Backup Operators"
Alias name Backup Operators

Backup Operators can override security restrictions for the sole
purpose of backing up or restoring files

Members
The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup "Power Users"

Alias name Pouwer Users

Comment Power Users possess most administrative powers with some restrict
ions. Thus, Power Users can run legacy applications in addition to certified ap
plications

Members
The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup “"Users"

Alias name Users

Comment Users are prevented from making accidental or intentional system—|
wide changes. Thus, Users can run certified applications,. but not most legacy a
pplications

Members

NT AUTHORITYN\INTERACTIVE
The command completed successfully.

C:\Documents and Settings\Administrator>net localgroup ""Guests"

Alias name Guests

Comment Guests have the same access as members of the Users group by defa
ult,. except for the Guest account which is further restricted

uest
IUSR_OMIKA-EB696295E
The command completed successfully.

C:\Documents and Settings“\Administrator>net localgroup “"Remote Desktop Users"
Alias name Remote Desktop Users
Members in this group are granted the right to logon remotely

C:\Documents and Settings\Administrator>net localgroup “Replicator"
Alias name Replicator
Supports file replication in a domain

The command completed successfully.











