RCSA Entity: 

Team: EMEA NAS Infrastructure
	Test
	RCSA CHECKS 37

	Tested Locations (If applicable)
	Czech Republic, Germany, Hungary, Pakistan, Poland, Russia, South Africa, Spain, Switzerland, United Kingdom

	Tester Name
	Clive Bates
	SOEID
	Cb81537

	Objective of Self Test
	Confirm all unaccountable accounts (functional accounts) adhere to required policy of having the password changed at least once every 365 days.

	Test Procedure
	Search the EMEA NAS Infrastructure public folder emails for all emails highlighting functional accounts that have been reported as requiring a password change within this RCSA period. Collate the latest email for each account highlighted and also the following day's emails to confirm the password has been changed on all required filers for the highlighted accounts. If any functional account password changes are still outstanding at the end of the RCSA period, provide the VT ticket being used to track this task.

	Frequency
	Quarterly
	Quarter Tested
	Q2 2010

	Assessment Due Date
	31st May 2010
	Next Test Date
	31st August 2010

	Sampling Methodology*
	Non-statistical: Judgemental

	Sample Size Justification*
	The sample size has been selected to ensure all items from the sample period will be examined during RCSA testing.

	Population Description*
	All functional accounts on the EMEA NAS filers which require their passwords to be reset on a yearly basis. The EMEA NAS Filer environment is managed by a single central team, EMEA NAS Infrastructure.

	Sample Size Parameters*
	Calendar

	Population quantity*
	786

	Samples
	786
	Comments
	Given the size and type of test population a 100% sample has been selected within the test population being examined during testing.

	Actual Error Rate (%)*
	

	Attachments* 
	
[image: image1.emf]RCSA CHECKS 37 -  2010 Q2 - NAS.zip



	Test step Rating (Pass; Fail; N/A)*
	Pass


	Add Evidence Description*
	Collated the latest email for each account highlighted as requiring a password change and also the following day's email to confirm the password has been changed on all required filers for the highlighted accounts. For accounts highlighted that have not yet been changed, the VT tracking the request has been uploaded.


	Overall Control Rating 
(Test Rating)* 

This is a drop-down box 
	This should be completed once all local test step templates have been completed

	Test Findings and Conclusions*
	Local test step template name[................ ]   Rating[..................]

All EMEA NAS Infrastructure local functional accounts are checked on a daily basis to adhere to the required policy of having the password changed at least once every 365 days.
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NAS - Password Age Control - Czech_Republic - prgctisvcbck01 - 2010-02-02.msg

NAS - Password Age Control - Czech_Republic 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com





 
   





&nbspCzech_Republic NetApp Password Audit for user prgctisvcbck01 



 	Devices in violation 	


prgctinas002 : 365 days 
prgctinas001dr : 365 days 
prgctinas002dr : 365 days 
	





The functional ID prgctisvcbck01 passed its maximum age.
Please change password as soon as possible 	









NAS - Password Age Control - Czech_Republic - prgctisvcbck01 - 2010-02-03.msg

NAS - Password Age Control - Czech_Republic 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com





 
   





&nbspCzech_Republic NetApp Password Audit Summary 



 	Expired accounts (45 days < age < 75 days) 	


Account tg76015, age 47 days on device prgctinas001
Account tg76015, age 47 days on device prgctinas002
Account tg76015, age 47 days on device prgctinas001dr
Account tg76015, age 47 days on device prgctinas002dr
	





Inactive accounts (age > 75 days) 	


	





Password changes identified in this scan 	


Account administrator on device prgctinas001
Account administrator on device prgctinas002
Account administrator on device prgctinas001dr
Account administrator on device prgctinas002dr
Account prgctisvcbck01 on device prgctinas002
Account prgctisvcbck01 on device prgctinas001dr
Account prgctisvcbck01 on device prgctinas002dr
	





New user accounts created since last scan 	


	





Suspect records (in repository) 	


	





Password scan overruns (devices taking > 10 secs to scan) 	


	





Uncontactable / permission denied hosts 	


	









NAS - Password Age Control - Russia - vkoctisvcbck01 - 2010-02-02.msg

NAS - Password Age Control - Russia 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com





 
   





&nbspRussia NetApp Password Audit for user vkoctisvcbck01 



 	Devices in violation 	


vkoctinas001 : 384 days 
vkoctinas003 : 384 days 
vkoctinas001dr : 384 days 
vkoctinas002dr : 384 days 
vkoctinas003dr : 384 days 
vkoctinas004dr : 384 days 
	





The functional ID vkoctisvcbck01 passed its maximum age.
Please change password as soon as possible 	









NAS - Password Age Control - Russia - vkoctisvcbck01 - 2010-02-03.msg

NAS - Password Age Control - Russia 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com





 
   





&nbspRussia NetApp Password Audit Summary 



 	Expired accounts (45 days < age < 75 days) 	


Account tg76015, age 47 days on device vkoctinas001
Account tg76015, age 47 days on device vkoctinas002
Account tg76015, age 47 days on device vkoctinas003
Account tg76015, age 47 days on device vkoctinas004
Account tg76015, age 47 days on device vkoctinas001dr
Account tg76015, age 47 days on device vkoctinas002dr
Account tg76015, age 47 days on device vkoctinas003dr
Account tg76015, age 47 days on device vkoctinas004dr
	





Inactive accounts (age > 75 days) 	


	





Password changes identified in this scan 	


Account administrator on device vkoctinas001
Account administrator on device vkoctinas002
Account administrator on device vkoctinas003
Account administrator on device vkoctinas004
Account administrator on device vkoctinas001dr
Account administrator on device vkoctinas002dr
Account administrator on device vkoctinas003dr
Account administrator on device vkoctinas004dr
Account vkoctisvcbck01 on device vkoctinas001
Account vkoctisvcbck01 on device vkoctinas003
Account vkoctisvcbck01 on device vkoctinas001dr
Account vkoctisvcbck01 on device vkoctinas002dr
Account vkoctisvcbck01 on device vkoctinas003dr
Account vkoctisvcbck01 on device vkoctinas004dr
	





New user accounts created since last scan 	


	





Suspect records (in repository) 	


	





Password scan overruns (devices taking > 10 secs to scan) 	


	





Uncontactable / permission denied hosts 	


	









NAS - Password Age Control - South_Africa - jnbctisvcbck01 - 2010-04-30.msg

NAS - Password Age Control - South_Africa 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com





 
   





&nbspSouth_Africa NetApp Password Audit for user jnbctisvcbck01 



 	Devices in violation 	


JNBCTINAS201A : 366 days 
JNBCTINAS201B : 366 days 
JNBCTINAS202A : 366 days 
JNBCTINAS202B : 366 days 
	





The functional ID jnbctisvcbck01 passed its maximum age.
Please change password as soon as possible 	









NAS - Password Age Control - Switzerland - cb81537-ures - 2010-04-14.msg

NAS - Password Age Control - Switzerland 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure; *GT CH Wintel Server Support


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com; zurich.nt@imceu.eu.ssmb.com





 
   





&nbspSwitzerland NetApp Password Audit for user cb81537-ures 



 	Devices in violation 	


zrhctinas201a : 355 days 
zrhctinas201b : 355 days 
zrhctinas202a : 355 days 
zrhctinas202b : 355 days 
	





The functional ID cb81537-ures passed its maximum age.
Please change password as soon as possible 	









NAS - Password Age Control - Switzerland - zrhctisvcbck01 - 2010-04-08.msg

NAS - Password Age Control - Switzerland 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure; *GT CH Wintel Server Support


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com; zurich.nt@imceu.eu.ssmb.com





 
   





&nbspSwitzerland NetApp Password Audit for user zrhctisvcbck01 



 	Devices in violation 	


zrhctinas201a : 357 days 
zrhctinas201b : 357 days 
zrhctinas202a : 357 days 
zrhctinas202b : 357 days 
	





The functional ID zrhctisvcbck01 passed its maximum age.
Please change password as soon as possible 	









NAS - Password Age Control - Switzerland - zrhctisvcbck01 - 2010-04-09.msg

NAS - Password Age Control - Switzerland 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure; *GT CH Wintel Server Support


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com; zurich.nt@imceu.eu.ssmb.com





 
   





&nbspSwitzerland NetApp Password Audit Summary 



 	Expired accounts (45 days < age < 75 days) 	


Account pm67350, age 67 days on device zrhctinas201a
Account pm67350, age 67 days on device zrhctinas201b
Account pm67350, age 67 days on device zrhctinas202a
Account pm67350, age 67 days on device zrhctinas202b
	





Inactive accounts (age > 75 days) 	


	





Password changes identified in this scan 	


Account zrhctisvcbck01 on device zrhctinas201a
Account zrhctisvcbck01 on device zrhctinas201b
Account zrhctisvcbck01 on device zrhctinas202a
Account zrhctisvcbck01 on device zrhctinas202b
	





New user accounts created since last scan 	


	





Suspect records (in repository) 	


	





Password scan overruns (devices taking > 10 secs to scan) 	


	





Uncontactable / permission denied hosts 	


	









NAS - Password Age Control - Switzerland cb81537-ures - 2010-04-15.msg

NAS - Password Age Control - Switzerland 


			From


			*GT EMEA NAS Infrastructure


			To


			*GT EMEA NAS Infrastructure


			Cc


			*GT EMEA NAS Infrastructure; *GT CH Wintel Server Support


			Recipients


			gtemea.nasinfra@imceu.eu.ssmb.com; gtemea.nasinfra@imceu.eu.ssmb.com; zurich.nt@imceu.eu.ssmb.com





 
   





&nbspSwitzerland NetApp Password Audit Summary 



 	Expired accounts (45 days < age < 75 days) 	


Account pm67350, age 73 days on device zrhctinas201a
Account pm67350, age 73 days on device zrhctinas201b
Account pm67350, age 73 days on device zrhctinas202a
Account pm67350, age 73 days on device zrhctinas202b
	





Inactive accounts (age > 75 days) 	


	





Password changes identified in this scan 	


Account cb81537-ures on device zrhctinas201a
Account cb81537-ures on device zrhctinas201b
Account cb81537-ures on device zrhctinas202a
Account cb81537-ures on device zrhctinas202b
	





New user accounts created since last scan 	


	





Suspect records (in repository) 	


	





Password scan overruns (devices taking > 10 secs to scan) 	


	





Uncontactable / permission denied hosts 	
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Ticket
Call Reference SOE ID Product Status Date No. Affected
Name Users
Technology A,
& 25183030 jn76047 Request (Move Acknowledgeds/‘v2010 8:45:57 1
AM
Add Change)
jnbctisvebek01: password should be reset on INBCTINAS201A/B and INBCTINAS202A/B filers
Print this page
Revision History
Date Revised Revision I;R;ewsed
5/19/2010 1:33:32 PM ack.......... pd61363
5/19/2010 1:32:03 PM Ticket Assigned to SE Group - TISS vd63228
5/19/2010 1:32:03 PM Ticket Assigned to CTI EM ON ZA NETWORK vd63228
5/19/2010 1:32:02 PM Ticket Assigned to EMEA NAS Infrastructure MAC vd63228
5/19/2010 1:32:02 PM Ticket Assigned to EU DSM vd63228
5/19/2010 1:32:02 PM vd63228
5/19/2010 1:32:02 PM WTS Team, vd63228
Please acknowledge below and assist with completing task
tomorrow..
Please check backup complete and Advise when to start the
activity.
Thanks,
Vikimpi
5/19/2010 1:15:43 PM Original Message----- in76047
From: Nogala, Jacek [CCC-OT_IT]
Sent: Wednesday, May 19, 2010 2:15 PM
To: *GT EMEA TI Distributed Storage Mgmt; *CIB ZA
Infrastructure support
Cc: *GT EMEA NAS Infrastructure
Subject: VT25183030 - jnbctisvcbck01: password should be reset
on JNBCTINAS201A/B and INBCTINAS202A/B filers
Hello All
We have to refresh jnbctisvcbck01 backup account's password on
a jnbctinas™ filers.
Distributed Storage Team
We need a volunteer from your side as we dual-control func.
accounts with you. Who will be available tomorrow morning?
ZA Infrastructure Team
The account we're changing password for is the backup account,
therefore NDMP hash has needs to be updated within the backup
software straight after password reset - otherwise backups won't
work.
Please let me know what time would suite you and who may assist
in this little task.
Best regards,
Jacek Nogala
NAS Infrastructure
EMEA NAS & Mainframe Storage Mgmt
5/12/2010 8:22:13 AM Ticket Assigned to CTI EM ON ZA NETWORK tg76015
5/12/2010 8:22:13 AM Ticket Assigned to EMEA NAS Infrastructure MAC tg76015
5/12/2010 8:22:13 AM Ticket Assigned to EU DSM tg76015
5/12/2010 8:22:13 AM tg76015
5/12/2010 8:22:12 AM We have to refresh Backup account's password on JNB* filers. tg76015
EM ON ZA NETWORK team
NDMP hash within backup software must be updated after

https://virtualtech.eur.nsroot.net/virtualtech/details Ticket.asp?PRINT=yes&callRef=2... 20/05/2010
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password refresh, otherwise backups won't work. please let us
know who & when could assist from your side.
DSM team:
let us know when ready to assist in this little task.
5/4/2010 8:45:57 AM  Ticket Created in76047
Assigned To
SOE ID Group Comment Status Date
X . 5/19/2010
EU DSM Ticket Assigned Open 1:32:02 PM
X . 5/19/2010
EMEA NAS Infrastructure MAC Ticket Assigned Open 1:32:02 PM
X . 5/19/2010
CTI EM ON ZA NETWORK Ticket Assigned Open 1:32:03 PM
X . 5/19/2010
SE Group - Tiss .23
SE Group - TISS Ticket Assigned Acknowledged 1:33:32 PM
Owned by
Group
EMEA NAS Infrastructure MAC
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