What is ECC (IONIX)?
What ECC is and how Monitoring Works

Introduction

Often you will hear storage area network (SAN) support staff refer to “ECC software”.  ECC is a software product that is sold by EMC to allow customers control and monitor their SAN environments.  ECC stands for EMC Control Center or more recently EMC Ionix Control Center (Version 6.1).  It provides a graphical user interface (GUI) presenting the user with graphics that facilitate alerting for errors, capacity views and zoning/masking capabilities.  ECC also provides an interface into capacity planning, reporting and performance tools that are an add-on to the ECC environment, namely StorageScope and Performance manager.  In Citi only alerting and monitoring are done through the GUI and zoning/masking tasks are done through a command line interface separate to and independent of ECC.  
How ECC Monitors and Alerts on the Environment

ECC monitors the elements of the SAN ie. Hosts, switches and storage arrays.  This is achieved by using agents that communicate with the various elements.  For switch and storage array monitoring the SAN support teams look after and manages the agents through dedicated SAN management hosts located at each data centre.  For host environments the agents are installed onto the host with the SAN stack.
Host Agents

For Systems Administrators an understanding of which agents are installed on the host can help support monitoring and alerting.  Monitoring the hosts provide information that is rolled into reporting for charge back management.  If monitoring fails to report it can impact business reporting and therefore it is important to make sure that the agents are kept operational .  

On the host there are three possible agents installed:

1. The Master agent – The master agent controls communication to the host from the ECC Server.  Communication is through port 5798.  It is the master agent that requires the Systems Administrator to restart if it dies for any reason.

2. There is a host agent for each host – this provides information to the ECC server regarding the installed HBAs and amount of storage used etc. for the host.  The SAN support staff are able to restart this agent themselves if there is a problem.  That is provided the master agent is running.

3. There is possibly a Database* agent on the host.  In order for the Database agent to work it must have an appropriate account and password provided from the DBA.  The status of the Database agent is now under review and at the present time nobody will be asked to do anything with their Database agent.  This review process should complete within the next couple of months and at that time the future of this agent will be decided.  The SAN support staff are able to restart this agent themselves if there is a problem.  That is provided the master agent is running and the correct Database accounts are in place.  The Database agent will not be referred to again in this document.

The two Host Agents

Master Agent

The master agent is installed as part of the SAN stack.  Note: SAN stack is not required and should not be installed onto hosts that will not be attached to the SAN.  If an agent exists on the host it will report in ECC saying that it has no storage attached and this can be confusing for the SAN and SA support teams.  For further information regarding the appropriate SAN stack for your host please see:  https://catecollaboration.citigroup.net/domains/platstor/gdse/products/techstdshmpgs/SANStacks.aspx
Note: It is important that the SA selects the correct geographical repository server during master/host installation.  These are:

RDC
ukctiprsd36.eur.nsroot.net


CGC
ukctiprsd42.eur.nsroot.net


FDC
fftctisaecc001.eur.nsroot.net
This ensures that hosts based in RDC don’t, for example, report into the Frankfurt ECC infrastructure. 

Host Agent

The host agent is installed as part of the SAN stack.  The host agent is specific to a particular platform.  It provides information to the ECC server through the master agent.  Thus if the master agent is not running then the host agent cannot communicate with the ECC server.    
NOTE:  Older versions of ECC did not support the newer operating system types.   Since we have upgraded to ECC 6.1, additional host operating systems will be supported (i.e. AIX 6.1, Windows 2008).  Agents will be available for these operating systems by the end of March.  Virtual machines will also be supported in ECC 6.1.

The 6.1 master/host agent package is not currently available from CATE yet, once this package is available it will be necessary to roll out to all servers currently connected to the SAN that do not yet have an ECC master/host agent installed.

Monitoring


We are currently rolling out a Tivoli based master agent monitoring process.  This will monitor the master agent port and automatically raise a VT ticket against the SA owners group for them to restart.  The documentation for this process has been distributed to all SA groups and to the SAN BAU team and it is replicated below for completeness.   

The ‘master agent’ listens on port 5798.  Tivoli has been configured to monitor this port and to ensure that it is listening.  If the agent stops listening then a VT is raised and forwarded to the appropriate SA queue.  The appropriate SA resource should then be in a position to restart the agent.
Master Agent Details

UNIX

On a unix system the master agent runs as a daemon.  

The master agent process is as follows 

root@axe# ps -ef | grep mstr
    root 14610     1   0 14:39:42 syscon      0:01 /export/opt/ecc/exec/mstragent

    root 14611 14610   0 14:39:42 syscon      0:10 /export/opt/ecc/exec/mstragent –s

To determine if the master agent is running and listening on the port 5798 :

root@axe# netstat -a | grep 5798
      *.5798               *.*                0      0 49152      0 LISTEN

      *.5798               *.*                0      0 49152      0 LISTEN

axe.eulab.nsroot.net.5798 ecctest05as.nam.nsroot.net.2098 64240      0 50320      0 TIME_WAIT

localhost.39414      localhost.5798       49152      0 49152      0 ESTABLISHED

localhost.5798       localhost.39414      49152      0 49152      0 ESTABLISHED

      *.5798                            *.*                             0      0 49152      0 LISTEN

If the master agent is not running then something like the following output would be expected:
root@axe# netstat -a | grep 5798
root@axe#
To stop the master agent:

Cd to /opt/ecc/exec or put the directory in your path

Run 

./eccmad stop

Note: the syntax of the eccmad command can be seen as follows

root@axe# ./eccmad

Usage: ./eccmad { start | stop | stopall }

To start the master agent:

Run 

./eccmad start

Procedure:

1. Check if master agent is running

2. Stop master agent

3. Start master agent 

4. Check if the master agent is running

5. Wait a minute 

6. If agent not running Repeat process 3 times 

If at the end of this the agent fails to start then escalate to SAN team  
Wintel
On Wintel systems the master agent runs as a service.

Consider Figure 1 If a services window is openend up it can be identifeid by its name “EMC ControlCenter Master Agent”.  As can be seen the agent is set to start automatically.  The master agent can be started and stopped from this window either by looking under the action menu and selecting the appropriate actrion or by looking at the properties of the service as in Figure 2.    
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Figure 1 Wintel Master Agent Service
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Figure 2 Master Agent Properties
To check if the master agent is working properly you can use ‘netsat –a | find “5798”’ see Figure 3
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Figure 3 Checking The Service is Working – Expected Output

To see how this looks when the master agent is not running consider 
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Figure 4 What you can see when the service is not working

Procedure:

1. Check if master agent is running

2. Stop master agent

3. Start master agent 

4. Check if the master agent is running

5. Wait a minute 

6. If agent not running Repeat process 3 times 

If at the end of this the agent fails to start then escalate to SAN team  
Summary
SAs will be asked to do two things:

1. Restart the master agent if it fails to start -  VT tickets will be raised either automatically by Tivoli or in the interim by the SAN support teams.

2. Install the new agents for V6.1 when they become available at the end of March.
*”Database agent” refers to Oracle and Common Mapping agents depending on your system


