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Preface

This guide provides step-by-step instructions on how to configure resources and settings with the Actifio Domain
Manager. It assumes you have read Getting Started with Actifio Copy Data Management, are familiar with the
components of the Actifio Desktop, and have a grasp of the basic concepts associated with an Actifio appliance.

Your Actifio appliance’s Documentation Library contains detailed, step-by-step, application-specific instructions on how
to protect and access your data. Each guide is in PDF format and can be viewed, downloaded, and printed on demand.
The following guides will be of particular interest:

. Setting Up Users and Roles With the Domain Manager

. Planning and Developing Service Level Agreements

. Virtualizing and Protecting Copy Data with the Application Manager

. Accessing and Recovering Copy Data with the Application Manager

. Restoring Copy Data with the Application Manager
Actifio Appliances
Unless otherwise specified, all features and functions described in this document apply to all Actifio appliances.
The Actifio Now Customer Portal

During the configuration and initialization of your Actifio appliance your Actifio representative provided you with a user
name and password for the Actifio Now customer portal.

From the customer portal you can obtain detailed reports about your Actifio appliance as well as search the portal’s
knowledge base for answers to specific questions.

To log into the Actifio Now customer portal:
1. Go to: https://now.actifio.com

2. When prompted, enter the user name and password provided by your Actifio representative.

Actifio Support Centers
To contact an Actifio support representative, you can:
. Send email to: support@actifio.com

. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019

actifio | actifio.com | Configuring Resources and Settings With the Domain Manager ix
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ntroduction to the System
—unctions of the Domain
Vianager

Note: References in this document to the Actifio appliance apply to all Actifio appliance types. Information that
pertains only to a specific appliance is clearly called out when the information is presented.

The Actifio Desktop Domain Manager service is your primary tool for configuring and managing relationships among
all resources protected by an Actifio appliance. The System function is where you configure the hosts and appliances
on which copy data resides. These functions are detailed in the following chapters.

This introduction describes:
Functions of the Domain Manager System Service on page 2
The Domain Manager Service Menu on page 3

e T T

) Foo summay
» SECURTY B -+ cosoerans ~ ACT_PER_POOLODOD
;5"'5} T - R | cisierio DISK USAGE THRESHOLD MONITOR
[ ~ CONFIGURATION I 590025326608 Used 364.00GB/18% Warning 0% - | 100%
| G} Resources Cluster Hame Free 1682.00GB 0
[m clusters] Safe lode 0% . | 100%
0 Capacity 2046.00GB
& Dedup Sattings Cluster IP 90%
@ Cluster Settings 172197381
@ o et
& Hotification - ACT_PRI_POOLOOD
@ Logs DISK USAGE THRESHOLD MONITOR
¥ HOSTS II Used 12.00GBi4% Warning 0% I | 100%
r @ st | Free 286.00GB 2%
> i sanciust ” Safe Mode 0% | | 100%
B Vcorterds Capacity 298.00GB dn
a hpux10
2.
i ranger ~ ACT_DED_POOLDOO
W e DISK USAGE THRESHOLD MONITOR
: shetkar-exchange! Used 59.66GE3% Warning 0% I | 100%
tuvok i
- ACTIVE IMAGES Free 1679.44GB 5%
i@ Mounted/Unmounted Capacy 1739.10GB
|  DIAGHOSTICS |
| |
A

The System Functions of the Actifio Desktop Domain Manager

The Domain Manager also includes a Security section, used for configuring users, roles, and organizations. These
functions are detailed in Setting Up Users and Roles with the Domain Manager.
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Functions of the Domain Manager System Service

The System function of the Domain Manager provides these tools:

Configuration: a suite of tools for configuring and monitoring your Actifio appliance resources. This suite
of tools is introduced in Chapter 12, Overview of Configuration Tools and detailed in subsequent chapters.

Hosts: for configuring and managing hosts protected by an Actifio appliance. Tools for host management
are described in Chapter 18, Managing Hosts.

Active Images: for managing backup images that have been mounted to hosts. The Active Images tools
are described in Chapter 23, Unmounting Active Images.

Diagnostics: are described in Chapter 24, Using Diagnostics.

. 2| Pool Summary
b SECURITY v APPLIANCE DETAILS © CELFEA Y

© GUETET Appliance ID DISK USAGE THRESHOLD MONITOR

» CONFIGURATION 590023229458 Used 188.00GB/9% Warning 0% . | 100%

» EDD HODES Appliance Hame Free 1858.00GB 80%

y mass Safe Mode 0% ' 100%
» NAS SERVERS ] Capacity 2046.00GB
b HOSTS Appliance IP 90%
172.17.125.51

» ACTIVE IMAGES
= PRIMARY POOLS
» DIAGHOSTICS

~ ACT_PRI_POOLO0O

DISK USAGE THRESHOLD MONITOR

Used 14.00GBIT% Warning 0% ' | 100%

Free 134.00GB 80%
Safe Mode 0% ' 100%

Capacity 198.00GEB

90%

= DEDUP POOL

~ ACT_DED_POOL00D

DISK USAGE THRESHOLD MONITOR

Used 106.96GB/A% Warning 0% l | 100%
Free 1632.13GB 5%
Capacity 1739.10GB

The Four Functions of the Domain Manager's System Section
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The Domain Manager Service Menu

The Domain Manager’s service menu includes functions for both the Security function and the System function:

Domain Manager Service Menu Items

Command Name Task

New Organization...
New User...
New Role...
New Host...

Add New NAS Server

Join Appliance

Certificate Exchange

Upload Certificate...

Download Certificate...

Archive Job History...
Add CLI Access
Remove CLI Access

Upload System Update

Delete

Create a new organization and assign resources. (Security service)
Create a new user and assign roles to the user. (Security service)
Create a new role. (Security service)

Configure a new host. (System service)

Add a NAS Server to an Actifio appliance and specify its ports and virtual disks
(System service)

Join the Actifio appliance to another Actifio appliance or where applicable, to
the Actifio Business Resiliency Cloud. Once joined, configurations can be
shared and data can be replicated between the joined entities. Before joining,
a certificate exchange is required. (System service)

Exchange security certificates between two Actifio appliances or where
applicable, to the Actifio Business Resiliency Cloud. (System service)

Upload the security certificate from the local appliance to a remote Actifio
appliance or where applicable, to the Actifio Business Resiliency Cloud.
(System service)

Download the security certificate from a remote Actifio appliance or where
applicable, from the Actifio Business Resiliency Cloud. (System service)

Archive jobs executed using Actifio Desktop. (System service)
Add an SSH public key to enable CLI access for a user. (Security service)
Disable CLI access to a user. (Security service)

Upload patches and hotfixes to Actifio appliance. This is visible only to the
admin role. (System service)

Delete a user, role, org, or host. (System service)
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2 Monitoring Resource Usage

Resource usage includes:
Viewing the Resources Summary on page 6
Viewing and Managing VDisk Usage on page 7
Viewing and Managing Snapshot Memory Usage on page 9
Viewing and Managing Replication Memory Usage on page 11
Viewing and Managing the Top 10 SLA Policy Templates on page 12
Viewing and Managing Mirror Memory Usage on page 13

Replication | Top 10 Templates | Mirrar

Resources Summary

VDisk Summary

~ SECURITY = APPLIANCE DETAILS
» ORGANIZATIONS AuplianceID
b USERS 590025326770
» ROLES Appliance Name
~ SYSTEM 4
Appliance IP

~ CONFIGURATION
172.16.11.121

& storage Pools

@ Dedup Settings

@ Appliance Settings

Q.} Connector Management

@ Notification

@ Logs

» BDD NODES

» MAS SERVERS

» HOSTS

b ACTIVE IMAGES

» DIAGNOSTICS

Warning Monitor

0% . 100%
90%

Replication Memory Summary

Warning Monitor

0% | 100%
90%

Free 199 MB
Capacity 200 MB

Warning Monitor

0% | 100%
90%

Mirror Memory Summary

Usage
Used OMB
Free 20MB
Capacity 20 MB

Warning Monitor

0% 100%
90%

The System/Resources Sections of the Domain Manager Service
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Viewing the Resources Summary
The Resources Summary provides an at-a-glance view of the status of your Actifio appliance.
To configure resource limits and warning thresholds, you must access the specific tools:
Viewing and Managing VDisk Usage on page 7
Viewing and Managing Snapshot Memory Usage on page 9
Viewing and Managing Replication Memory Usage on page 11

Viewing and Managing the Top 10 SLA Policy Templates on page 12

m Replication | Top 10 Templates

Resources Summary

VDisk Summary Snapshot Memory Summary
+ SECURITY ~ APPLIANCE DETAILS
+ ORGANIZATIONS Appliance ID Usage Usage
» USERS 590025326770 Used 85 Used 1MB
. Free 1963 193 MB
b RoLEs gT)IlallceNﬂme Capacity 2048 Capacity 200 MB
- SYSTEM
’ Appliance IP . . . .
 CONFIGURATION 1791611124 Warning Monitor Warning Monitor
@ storage Pools 0% | 100% || 0% 100%
@ Dedup Settings a0% a0%
@& Appliance Settings
@ Connector Management
@ notificaton Replication Memory Summary Mirror Memory Summary
e.! Logs
» BDD NODES Usage
F NAS SERVERS Used 0MB Used 0MB
+ HOSTS Free 20MB 20 MB
Capacity 20MB Capacity 20MB
» ACTIVE IMAGES
b DIAGNOSTICS . . . -
Warning Monitor Warning Monitor
0% | 100% 0% | 100%
90% 90%

(= ] C

The Domain Manager System Configuration Resources Summary

When usage of any of these resources reaches or exceeds the warning threshold, the Actifio appliance performance
can suffer. Call Actifio Support for guidance and solutions.
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Viewing and Managing VDisk Usage
For details on VDisks, see: VDisks and VDisk Consumption on page 23.

A VDisk (volume) is a virtual disk on an Actifio appliance presented to a host as a unit of usable storage capacity. You
use VDisks for each LUN, VMDK, VHD, database, or filesystem protected (unless protected direct-to-dedup), each
volume comprising a snapshot of an application, and each LUN comprising a mount or clone of an application.

To monitor the number of virtual disks:
1. Open the Domain Manager to System > Configuration > Resources.
2. Select the VDisks tab.

Under VDisk Usage you see the number of VDisks in use and available. You can have a maximum of 2048 VDisks on
an Actifio appliance.

Top 10 VDisks List

The Top Ten VDisks list shows the ten applications that have the maximum number of virtual disk copies. These are
usually snapshots or mounts/clones.

Changing the Warning Threshold for VDisks

If the number of virtual disks created on an Actifio appliance exceeds the warning threshold, warnings are sent to the
email recipients configured in Sending Alerts via Email on page 94.

The default warning threshold for VDisks usage is 90%. To change the warning value, drag the threshold value to the
desired value and click Save.

Note: Do not change the warning threshold simply because your data exceeds the threshold. Change the warning
threshold only if your usage requirements justify a different value. Actifio Support can help.
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Reducing VDisk Consumption

The following changes have an immediate affect on VDisk consumption:

Move VMware VMs from a snapshot SLA to a Direct-to-Dedup SLA. You will need to expire all snaps to
release the VDisks used by the staging disks and last snap. This action only works for VMware VMs, as
other application types, including HyperV VMs still use some VDisks when protected by a direct-to-dedup
policy.

Change VMware VMDKs that do not need to be protected to Independent mode as these cannot be
protected by VMware snapshots.

Group databases from a single host together into a consistency group. For example, if a single host has 9
SQL databases, create one Consistency Group for that host and include all 9 databases, then protect that
group rather than the individual databases. In this example, VDisk consumption is reduced from 9 to 1.

Reduce the number of snapshots kept for an application by changing the policy template used by an SLA.
This action does not necessarily lead to a different RPO, as deduplicated images of each snap can be
created before they are expired.

Delete unneeded mounts, clones, and live-clones

Actifio Appliance Reports Related to VDisks

The Actifio Report Manager includes several useful reports in the Utilization category:

Application Contribution to Cumulative V-Disk Usage
Application Contribution to Daily Storage Pool and V-Disk Usage
Bandwidth Utilization History

Daily Storage Pool and V-Disk Usage Trend by Appliance
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Viewing and Managing Snapshot Memory Usage

A snapshot is the state of a system at a particular point in time. Snapshot memory is memory pre-allocated for
tracking differences between on-disk data in snapshots.

To view the usage of the snapshot memory:
1. Open the Domain Manager to System > Configuration > Resources.
2. Select the Snaps tab.

Under Snapshot Memory you see the amount of memory taken by snapshots and how much is still available.

Snapshot Pool Exhaustion

When the safe level has been exceeded, no new snapshots or dedup async jobs can be run. Normal expiration should
free up snapshot pool space progressively over time. This process can be accelerated by manually expiring snapshots.
Contact Actifio support if the pool has reached 100% as snapshot could have been damaged (since Actifio appliance
will have nowhere to destage the changed data to).

If Snapshot Memory Usage is Too High

When Snapshot Memory usage increases to and then exceeds the warning threshold, Actifio appliance performance
can suffer. Solutions include:

o Review your SLAs and see if you can reduce the number of snapshots you are taking.
. Increase snapshot memory. It can be increased up to 512MB, if you're not doing any local or remote
mirroring.

Changing the Warning Threshold

The default threshold for snapshot memory usage is 90%. To change the warning value, move the slider.

Note: Do not use this feature without the direction of Actifio Support.

Changing the Resource Limit

The default snapshot memory capacity is 100 MB. You can change this value if you need more snapshot memory (see
Chapter 4, Configuring Storage Pools).

Each snapshot, mount, or clone uses around a kilobyte of memory per gigabyte size of the target volume. With
100MB shapshot memory you can have about 100TB of snapshots. If you are protecting many large volumes and
keeping multiple generations of snapshots, increase your snapshot memory.
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Reducing Snapshot Pool Consumption

To reduce consumption of the snapshot pool:

Move VMware VMs from a snapshot SLA to a Direct2Dedup SLA. You will need to expire all snapshots to
release the space used by the staging disks and last snap. This action only works for VMware VMs as other
application types still use some snapshot pool space if protected by a direct2dedup policy.

Reduce the number of snaps being kept for an application. This reduction is achieved by changing the policy
template being used by an SLA. Applications that have high change rates will clearly create larger snaps, so
this action will have the highest benefit for high change rate applications. This does not necessarily lead to
a different RPO, as deduplicated images of each snap can be created before they are expired.

Delete mounts, clones, and live-clones if they are not needed

Change applications from Out-of-Band to In-Band

Actifio Appliance Reports Related to Snapshot Pool Management

The Actifio Report Manager includes several useful reports relating to snapshot pool consumption:

Application Contribution to Daily Snapshot Pool

Application Contribution to Daily Storage Pool and V-Disk Usage
Daily Snapshot Pool Utilization Summary

Daily Storage Pool and V-Disk Usage Trend by Appliance

Disk Pool Utilization History

Snapshot Pool Utilization History by Application

Storage Pool Usage by Organization

Storage Resource Usage Summary

Reports are detailed in Using the Report Manager in the Documentation Library.
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Viewing and Managing Replication Memory Usage
Replication memory buffers changes that are being written to a remote appliance using Sync or Async replication.
To view the usage of the replication memory:

1. Open the Domain Manager to System > Configuration > Resources.

2. Select the Replication tab.

Under Replication Memory you see the amount of memory already taken by replication and how much remains
available.

If Replication Memory Usage is Too High

When replication memory usage increases to and then exceeds the warning threshold, Actifio appliance performance
can suffer. Solutions include:

. See if the latency or bandwidth of your Fibre Channel network is a bottleneck.
. increase memory pre-allocated for replication. The sum of replication + mirror + snapshot memory can be
increased to a combined maximum of 512MB.
Changing the Warning Threshold

The default threshold for replication memory usage is 90%. To change the warning value, change the default warning
threshold value.

Note: Do not change the warning threshold simply because your data exceeds the threshold. Change the warning
threshold only if your usage requirements justify a different value. Actifio Support can help.

Changing the Resource Limit
The default replication memory capacity is 70 MB. Change this limit only with the assistance of Actifio Support.

If required, increase or decrease the Resource Limit and click Save.
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Viewing and Managing the Top 10 SLA Policy Templates

For each Service Level Agreement (SLA), the top resources consumed by applications and VMs protected by the SLA
policy templates appear in the System > Configuration > Resources section of the Domain Manager, in the Top 10
Templates tab. Policy templates are the rules that you create for the Actifio appliance to determine what type of
protection to apply to your copy data, when to apply it, and where to store it. Each template policy defines how your
applications and VMs are managed by the Actifio appliance. SLA operations have the potential of impacting the
performance of the Actifio appliance by running out of critical resources as a result of a template policy.

To view the top 10 SLA policy templates:
1. Open the Domain Manager to System > Configuration > Resources.
2. Select the Top 10 Templates tab.
Resource consumption information includes:
. Top 10 VDisk-consuming applications (with total number of VDisks used)
o Top 10 snapshot pool space usage applications (including total amount of storage used)

If you double-click a row in either the VDisk Usage or Snapshot Pool Usage table, this action brings you to the
associated policy template in the SLA Architect.

For details on modifying a policy template to take into consideration how the frequency and retention settings for the
various police templates can reduce VDisk and snapshot pool usage, see the Planning and Developing Service
Level Agreements book in the Actifio Documentation Library.

=
Q enter search %! Top 10 Templates VDisks Usage
¥ SECURITY - IANCE DETAILS Paolicy Template = VDisks
» ORGANIZATIONS Appliance ID ESX10 20
c FS9 18
» USERS 590021132422
2 ESXS 18
» ROLES Appliance Name
FS8 16
- SYSTEM galactica
e ESX8 16
~ CONFIGURATION Appliance IP
172.16.8.11 FS7 14
ESX7 14
ﬁ.‘ Storage Pools
FS6 13
& Dedup Settings
ESX6 12
Q.‘ Appliance Settings
ESXS 10
@& Connector Management
@ Notification *Double click on selected row to see the policy template details
& Logs
Snapshot Pool Usage
» BDDNODES
Policy Template = Snapshaot Pool
» NAS SERVERS
FS9 75 GB
» HOSTS
FS6 74 GB
» ACTIVE IMAGES
FS8 63 GB
» DIAGNOSTICS
FS7 56 GB
FS5 36 GB
FsS4 23 GB
F33 22 GB
ESX10 12 GB
ESX9 11 GB

Verifying Resources for SLA Templates

12

Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



Viewing and Managing Mirror Memory Usage

When an Actifio appliance is protecting an in-band volume, it has the ability to create two identical copies of that
volume that it keeps in sync. This function can be used to provide high availability or to facilitate migration of the
volume from one storage controller to another. the Actifio appliance uses a memory bitmap to ensure that each copy
of the volume is kept in sync.

To view the usage of the mirror memory:
1. Open the Domain Manager to System > Configuration > Resources.

2. Select the Mirror tab. Under Mirror Memory you see the amount of memory already taken by mirroring and
how much remains available.

If Mirror Memory Usage is Too High

When Mirror Memory usage increases to and then exceeds the warning threshold, Actifio appliance performance can
suffer. Solutions include:

. Removing volume mirrors

o Increasing the size of the memory limit.

Changing the Warning Threshold

The default threshold for mirror memory usage is 90%. To change the warning value, change the default warning
threshold value.

Note: Do not change the warning threshold simply because your data exceeds the threshold. Change the warning
threshold only if your usage requirements justify a different value. Actifio Support can help.

Changing the Resource Limit
The default mirror memory capacity is 70 MB, which supports 140TB of mirrored volumes.

Change this setting only with the assistance of Actifio Support. If required, increase or decrease the Resource Limit
and click Save.
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3 Understanding In-Band and Out-
of-Band Data Storage

In Actifio terms, production data is the data of your running applications and VMs, and copy data is all the backed-up
data. In an Actifio appliance environment, your copy data is virtualized and managed in ways that greatly reduce
storage requirements and increase the ease and reliability of recovery.

To store your copy data, an Actifio appliance must first capture it, and the incremental changes that occur to it per the
SLAs assigned to each application or VM.

This chapter helps you understand the storage topology choices you can make and how these affect how an Actifio
appliance will protect the copy data. The copy data is stored in VDisks in the Actifio appliance storage pools described
in Configuring Storage Pools on page 21.

Production data can be:

In-Band: Production data storage is controlled by an Actifio CDS appliance. Snapshots and changed-block
tracking are native to Actifio CDS appliance. In-Band storage is described in In-Band Data on page 17.

Note: In-Band is not applicable to Actifio Sky appliances.

Out-of-Band: Production data storage is handled by a non-Actifio volume controller. Snapshots and
changed-block tracking are handled by the Actifio Connector on physical hosts and HyperV VMs, and
through VMware APIs for VMware VMs. Out-of-Band storage uses your existing storage arrays. Out-of-
Band storage is described in Out-of-Band Data on page 19.

Apps on Host
or
VMs on Hypervisor

Actifio Appliance

Disk Array Disk Array Disk Array

Production Data Copy Data In-Band Production
Data

Storage

A Single Appliance Can Protect Data In-Band and Out-of-Band
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The Actifio Connector

The Actifio Connector is a small-footprint lightweight process installed on physical and virtual hosts to provide
advanced data protection and restoration capabilities. Under normal conditions, the Actifio Connector requires less
than 10 MB of memory and uses less than 0.5% of CPU time.

Note: Protecting an entire VMware VM does not require the use of the Actifio Connector. To protect an entire
VMware VM an Actifio appliance makes calls to VMware APIs. To protect an entire HyperV VM, you must install
the Actifio Connector on the VM's HyperV Server.

The Actifio Connector:

. Enables an Actifio appliance to discover supported applications on out-of-band host machines.
. Truncates the logs of an application on application hosts after a backup.
. Quiesces an application on a host machine or in a host VM before backing up the production data. This

process ensures an application-consistent backup for applications that support it.

To protect out-of-band applications, install the Actifio Connector on the server(s) that host those applications. After the
first full backup, the Actifio appliance performs incremental backups.

If full backups are run instead of incremental backups:

. The Actifio Activity Monitor (change tracking driver) service may have stopped. In this case, check your
Windows services and start the Actifio Activity Monitor service.

U The change tracking driver may be incorrectly configured or not installed. In this case, uninstall and then
make a full install of the Actifio Connector.

16
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In-Band Data

In addition to the storage pools for copy data, the Actifio CDS appliance can also have additional storage for your
applications. Actifio Optimized Storage (AQS) is controlled by the Actifio CDS appliance volume controller.

Note: In-Band is not applicable to Actifio Sky appliances.

The Actifio CDS appliance can protect a Fibre Channel presented volume using storage virtualization. In-Band means
that the Fibre Channel attached back-end storage device presents volumes to the Actifio CDS appliance (using SAN
LUN masking) which the Actifio CDS appliance then presents to the host over Fibre Channel or iSCSI. This storage
method allows the Actifio CDS appliance to track every block of the volume and determine which blocks change over
time.

When the SLA driven scheduler determines a production snapshot is required, the Actifio CDS appliance makes a
copy-on-write snapshot. This action allows the Actifio CDS appliance to save space in the snapshot pool by storing
only the changed blocks. These snapshots can then be used for:

. “Instant-Backup” - Because each snapshot does not in itself move data, copy on first write only occurs
when blocks change.

o “Instant-Restore” - Because the Actifio CDS appliance is presenting the storage, it can simply present a
previous point-in-time to the host. Any data movement needed to complete the restore is done in the
background without any further host downtime.

After each snapshot, the Actifio CDS appliance can create a deduplicated and compressed image of the snapshot that
is stored in the Actifio dedup pool.

Both physical hosts and hypervisors can be protected in-band:
Protecting Physical Hosts In-Band on page 17
Protecting Entire VMs In-Band on page 18

Protecting Physical Hosts In-Band

The Actifio Connector is used to capture applications on physical servers. The Actifio Connector achieves application-
consistent backups by enabling Microsoft VSS (Shadow Copy snapshots, and database quiescing.
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Protecting Physical Server In-Band
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Protecting Entire VMs In-Band
An Actifio appliance can protect entire VMware and HyperV VMs.

To protect entire VMware VMs, the Actifio appliance takes advantage of VMware APls to quiesce applications and
achieve application-consistent backups.

To protect entire HyperV VMs, the Actifio Connector is installed on the HyperV server. The Actifio Connector achieves
application-consistent backups by enabling Microsoft VSS (Shadow Copy snapshots, and database quiescing.
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Arrays Arrays
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Protecting Entire VMware and Hyper-V VMs
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Out-of-Band Data

When the Actifio appliance is not in the data path, it protects copy data by presenting a staging disk to the host. This
staging disk maintains a golden copy of the application data that is protected using Actifio appliance snapshots. On
Windows, application-consistent backups are made via VSS. Oracle backups on all platforms are application consistent
via RMAN interfaces. Whole VM backups are application-consistent if they are configured with vmtools.

Whenever possible, change block tracking is used to minimize backup data movement. Tracking is accomplished with
VSS snapshots, Oracle RMAN, and the Actifio Connector.

This section describes:

Protecting Physical Hosts Out-of-Band on page 19

Protecting Entire VMware and HyperV VMs Out-of-Band on page 20

Protecting Individual Applications on a VMware or Hyper-V VM Out-of-Band on page 20
Protecting Physical Hosts Out-of-Band

Applications on physical hosts are backed up with the Actifio Connector by reading data from the production data and
sending this data to the snapshot pool or directly to the dedup pool. Most Windows backups are made in an
application-consistent way via VSS, and database backups are application-consistent through database-specific APIs.
Change block tracking is typically used to accelerate the process.
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Protecting Applications on Physical Hosts Out-of-Band
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Protecting Entire VMware and Hyper-V VMs Out-of-Band
An Actifio appliance can protect entire VMware and HyperrV VMs Out-of-Band.

To protect entire VMware VMs, the Actifio appliance takes advantage of VMware APIs. To protect entire HyperV VMs,
the Actifio Connector is installed on the HyperV server.
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Actifio Appliance
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Protecting Entire VMs Out-of-Band

Note: An Actifio Sky appliance is a VMware VM and can be on the same ESX server as VMs it protects.

Protecting Individual Applications on a VMware or Hyper-V VM Out-of-Band

The Actifio Connector is used to protect individual applications on a VM. Once the Actifio Connector is installed on a
VM, you can create policies to protect sets of applications on the VM.
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Protecting Applications on a VM Out-of-Band

Note: An Actifio Sky appliance is a VMware VM and can be on the same ESX server as VMs it protects.
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4 Configuring Storage Pools

Storage management includes:
About Storage Pools on page 22
VDisks and VDisk Consumption on page 23
Configuring the Alert Levels for Storage Pools and Resource Profiles on page 25
Creating, Modifying, and Deleting Storage Pools on page 26
Deleting Snapshot Pools on page 30
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About Storage Pools
Actifio appliances provide three types of storage pools:

Snapshot storage pool: The Snapshot Pool (also called the Performance pool) is for the instant backup/
restore pieces of the process. The snapshot pool often contains hundreds of VDisks. Snapshots are good
for instant access. Snapshot pool consumption is detailed in Viewing and Managing Snapshot Memory
Usage on page 9.

Primary pool: The Primary Pool, act_pri_pool000, is for the Actifio appliance use. Do not change the
Primary pool or add a second pool unless instructed by Actifio Support.

Dedup storage pool: Dedup storage is for compact long-term retention. The Dedup pool consumption is
detailed in Chapter 5, Understanding Dedup Pools

The primary pool provides your fastest storage, while the dedup pool is best for an array that is less performance-
critical but requires superior reliability over the long term.

Dedup Pool

Actifio Appliance Storage Pools

22

Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



VDisks and VDisk Consumption

VDisks (virtual disks or volumes) are the primary tool of copy data management. Copy data from hosts and VMs is
copied to VDisks in the Snapshot Pool. From the VDisks, the data can be deduplicated, cloned, mounted and
recovered, presented for test and development work, and manipulated in other tasks.

A A A A V| A A A A A V| V| A
on

Hosts
- A A A A T . S S S S ——
— S— So— h—t S—
VDiSks S S S o - e e e e
S— |
Appliance

~

b - > &> &> S - B> -

VDI ————— A — I — N —

-—r e e ' r ar -—r e S W
Virtualized Applications on Managed Disks in Your Storage

How Many VDisks Do I Need?

An Actifio appliance creates VDisks as needed from pools of MDisks on the physical disk arrays in the Actifio
appliance. The applications and hosts never see the MDisks.

There is a fixed limit of 2048 VDisks per Actifio appliance. If you have enough VDisks for your needs, but they are
growing too large for your existing storage, then you must add storage, as described in Modifying Storage Pools on
page 29. If you need more VDisks, then you need another Actifio appliance as described in Chapter 10, Configuring
Shared Appliances.

In general, each protected application or VM requires one VDisk for the staging disk plus one VDisk per snapshot.

In addition, note these rules:

. Volumes each consume one VDisk.

. Each protected file system consumes one VDisk.

. Clones of non-VM applications consume VDisks.

. Mounts consume VDisks (they are effectively snapshots).

. LiveClones consume VDisks.

. On Linux and Solaris systems, filesystems and Oracle databases consume one VDisk, plus another for

every additional 2TB data is being protected.
. Exchange and SQL databases consume one VDisk for every volume that hosts the database.

. VMs protected by a snapshot SLA consume one VDisk per VMDK/VHD.

. Each Actifio CDS appliance Sideband datastore consumes one VDisk.
. Each snapshot of a VDisk consumes one VDisk per snapshot per protected disk.
o Snapshots show peak usage, as new snapshots are created before old snapshots are expired.

. Each VDisk protected by Dedup-Async consumes one additional VDisk for the DAR snapshot.
. After failover and syncback, the failback operation cleans out all the syncback and failover VDisks.

VDisks are thin-provisioned, and can grow over time, as explained in Snapshot Pools on page 24.
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Snapshot Pools

The Snapshot pool (sometimes referred to as the Performance Pool) holds “golden copies” of application data at the
points in time specified by Service Level Agreement (SLA). Snapshot space is also used to rehydrate images from the
deduplication pool. The amount of data consumed is determined by whether an existing snapshot can be used.

Snapshot Pool space is consumed by three different kinds of VDisk:

Staging disks: Staging disks are the Actifio golden copy of the application. Staging disks are retained for as
long as an application is protected.

Snapshot disks: Snapshots are used to preserve the state of staging disks at specific points in time.
Shapshots are retained till their expiry time. However the last snapshot will never expire unless the
application is unprotected.

Clone disks: Clone disks are full copies of an application’s production data. Clone disks are not
automatically expired.

Staging disks and snapshots are always thin-provisioned.
Staging Disks

A staging disk is a VDisk created when an application is first protected. It is a copy of the production data as of the last
backup invoked by the application’s SLA. Each staging disk is associated with a number of snapshots on their own
snapshot disks. The number of snapshots for each application or VM is determined by the SLA frequency of snapshot
and duration until expiry.

Because a staging disk is a complete copy of the production application or VM, each staging disk requires as much
storage space in the Snapshot Pool as the protected application or VM requires in its production storage. Snapshots
made from the staging disk reference the data in the staging disk, so they are much smaller, but they can grow over

time.
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Snapshot Pool Storage Consumption

The Snapshot Pool contains both the staging disks and the snapshot disks for every protected application or VM, plus
any clones that you make.

The storage space consumed in the Snapshot Pool depends upon whether the application and VM production data is
in-band or out-of-band. For more on in-band and out-of-band storage, see Chapter 3, Understanding In-Band and Out-
of-Band Data Storage.

Note: In-Band is not applicable to the Actifio Sky appliance.

o In-band applications have only incremental backups because the Actifio CDS appliance stores the
production data.

o Out-of-band applications have one staging disk which is the same size as the object being protected (for
instance, a 100GB VM has a 100GB staging disk) then a series of snapshots (based on expiration policy)
which can take very little space if they do not change frequently.
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Configuring the Alert Levels for Storage Pools and Resource Profiles

You can configure two usage alert levels, Warning and Safe Mode, for the two (snapshot and primary) types of storage
pools of the Actifio appliance.

Note: Do not change these settings unless advised by Actifio Support.

The Actifio appliance:
o Issues warnings when the stored data exceeds the configured warning limit.

. Stops the snapshot/primary/deduplication activities and issues alerts when the stored data exceeds the
configured safe limit, and all the expiration jobs still continue. If any currently running jobs are taking too
much time to complete, they will be canceled automatically.

To configure the usage level:
1. Open the Domain Manager to System >Configuration > Storage Pools.
2. Select the Snapshot, Primary, or Dedup tab.

The default Warning level is 80% for the snapshot and primary pools and 75% for the deduplication pool.
When this level is exceeded, you see warnings.

3. Set Safe Mode to an appropriate level of usage. The default value is 90% for the snapshot and primary
pools. When this value is exceeded, the Actifio appliance stops writing to storage. Do not change the
default settings unless advised by Actifio Support. The Safe Mode option is not available with deduplication.

Q, enter search * ! Snapshot Pools
act_per_pool000 #
» SECURITY » APPLIANCE DETAILS
b ORGANIZATIONS Appliance ID Current Stats
» USERS 590023229458 Used 190.00 GB/9%
) e 1856.00 GB
» ROLES Appliance Name Caps 5046 00 GB @
Capacity 16.
v SYSTEM AR
e : Appliance IP 1
CONFIGURATION i Configure Alert Levels C“Ck tO
& Resources 80% add pool

&.‘ Dedup Settings afe Mode bt
&_.} Appliance Settings
G:! Connector Management
& notification
&.‘ Logs
» BDD NODES
» NAS SERVERS
b HOSTS
b ACTIVE IMAGES

b DIAGNOSTICS

Alert Levels

actifio | actifio.com | Configuring Resources and Settings With the Domain Manager 25



Creating, Modifying, and Deleting Storage Pools

The Actifio appliance provides two types of storage pools that serve different purposes: snapshot storage pools and
dedup storage pools.

This section details:
. Viewing Storage Pool Information on page 26
. Creating Additional Snapshot Pools on page 27
. Modifying Storage Pools on page 29
. Deleting Snapshot Pools on page 30
Viewing Storage Pool Information

To view the existing storage pools information, open the Domain Manager to System > Configuration > Storage

Pools. The pool summary page shows the disk usage (used, free, and total capacity) and alert level (Warning and Safe
Mode) settings:

Domain Manager L sinmeyp| Snapshot

T/
Qe %) Pool Summary |
 EEElRITY ~ APPLIANCE DETAILS B D
» ORGANIZATIONS Appliance ID DISK USAGE THRESHOLD MONITOR
3£ W i
» USERS 590023229458 Used 190.00GB/9% Warning | | 100%
i 80%
¥ ROLES Appliance Name Free 1856.00GB
mass Safe Mode 0% ' 100%
TASYSEen ) Capacity 2046.00GB
~ CONFIGURATION Appliance IP 90%
172.17.125.51
G:! Resources
'% ;torage Pools.
@ Dedup Settings ~ ACT_PRI_POOL00D
@ Appliance Settings DISK USAGE THRESHOLD MONITOR
e W i
& Connector Management Used 14.00GBT% Warning 0% ' | 100%
& notification Free 184.00GB 80%
& Logs Safe Mode 0% ' 100%
Capacity 198.00GB
» EDD NODES 90%
} NAS SERVERS
» HOSTS
} ACTIVE IMAGES G E L E FRELTY
» DIAGNOSTICS DISK USAGE THRESHOLD MONITOR
Used 106.98GB/6% Warning 0% ' | 100%
Free 1632.12GB 5%
Capacity 1739.10GE

Viewing the Summary of the Three Storage Pools
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Creating Additional Snapshot Pools

You can create additional storage pools for snapshot storage. You might do this to keep snapshot data from different
groups or systems separate from each other.

To create an additional snapshot pool:

1. Open the Domain Manager to System > Configuration > Storage Pools.

2. Select the Snapshot tab. The Snapshot Pools page opens.

Domain Manager Summari | e | Primary
—_—
Q, enter search %! Snapshot Pools
act_per_pool000 £
w SECURITY w CLUSTER DETAILS
» ORGANIZATIONS Cluster ID Current Stats
» USERS 500027423758 lzed 1366.00 GBET%
» ROLES Cluster N hes
‘“St‘*;_ RN Capacity 2046.00 GB @
» SYSTEM Glislery
Cluster IP : i
Fenmciaon 17217381 Configure Alert Levels Gl |Ck tO
& Resources 80% add pool

- 90%
& Dedup Settings

Q.? Cluster Settings

Safe Mode

&.} Connector Management
@ notification

@ Loos

¥ HOSTS

F ACTIVE IMAGES

¥ DIAGNOSTICS

(= C

Adding a Snapshot Pool

Click on click to add pool. The Create Pool page appears.
Enter a Name for the storage pool.

If required, modify the default Warning and Safe Mode limits.
Choose the required size from the Extent Size drop-down list.

Select the organizations that will have access to this pool.

©® N o o » W

Select the MDisk(s) to include in this pool from the list of unmanaged disks by clicking on the appropriate +
symbol. Use the search option to find the required MDisk(s). Selected MDisks appear in the right-hand
panel. You can hold the mouse cursor over an MDisk record to see its status, including UID, controller,
capacity, etc.

9. Click Submit.
10. A warning dialog appears. Type PROCEED to confirm.

1. Click Confirm. The newly created pool is listed under the snapshot or primary pool page.
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Create Snapshot Pool

e (snap_pool 2

Warning

Safe Mode

Extent Size B Max

Member of Select All, None
Organization(s) | L

[ cantinaTest
’_| ool i

MDisk(s)

B waﬁé Wi i IE [T. E'P
mdisk6 (20 GB) {controllerd)
mdisk7 (20 GB) (controllern)
mdiskd (1 GB} (controllerd)
mdisk12 (5 GB) (controller]

mdisk13 (10 GB) (control 2§

Viewing the Status of an MDisk to be Added to a New Snapshot Pool

mdisk16 (9 GB} (controllerd)
mdisk15 (10 GB) {controller0)

)

Submit
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Modifying Storage Pools
You can extend the size of existing storage pools and also modify the storage pools information.

To modify the existing storage pool information:

1. Open the Domain Manager to System > Configuration > Storage Pools.

2. Select the Snapshot or Dedup tab. The Snapshot Pools or Dedup Pool information page opens.

3. Click the pencil edit icon next to the storage pool name. The Manage Pool page appears.

4. Make the required modifications. Add additional unmanaged MDisk(s) to increase the size of the pool.

Select one or more MDisk(s) from the list of unmanaged disks by clicking on the appropriate + symbol. Use
the search option to find the required MDisk(s). Added MDisks appear in the right-hand panel.

b. Click Submit. A warning dialog appears. Enter PROCEED in the text box to confirm.

6. You can verify the modified pool details under the corresponding snapshot, primary or dedup pool
information page.

S, enter serch %' Snapshot Pools
act_per_pool000 @
* SECURITY » APPLIANCE DETAILS
» ORGANIZATION S Appliance ID Current Stats
¥ USERS 1415034815 Used 474.00 GBMTS
Free 542.00GB
» ROLES Appliance Name

Capacity 1016.00 GB

P $K1122-114-604-6T8

Pool Edit Icon

Name |act_per_pool000|

Warning

Safe Mode

Extent Size (2048 MB] 3] Max

Member of ALL
Organization{s) D PUBLIC

| v

MDisk(s)
Unmanaged EFWLD
mdisk6 (20.00 GB) act_per_mdk0000
mdisk7 (20.00 GB)
mdisk10 (1.00 GB)
mdisk13 (10.00 GB)
mdisk14 (10.00 GB)
mdisk16 (20.00 GB)
mdisk17 (20.00 GB)

Total Selected Size: 2.00 TB

Modifying a Snapshot Pool
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Deleting Snapshot Pools

You can delete any of the usercreated snapshot pools, but you cannot delete the default storage pools.

Note: Before deleting a storage pool, ensure that the pool is not in use. To remove a pool that is in use, expire all
the backup data that exists in the pool. See the Forcing the Expiry of a Backup Image section.

To delete an existing storage pool:

1. Open the Domain Manager to System > Configuration > Storage Pools.
2. Select the Snapshot tab. The Snapshot Pools information page opens.
3. Select the desired pool and then click on the delete icon next to the storage pool name. The icon appears

only if you have pools that can be deleted.
4. A warning dialog appears. Enter DELETE in the text box to confirm.

Click Confirm. The selected pool is removed from the Actifio appliance.
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5 Understanding Dedup Pools

The dedup pool is used for long term retention of application images on disk. Images are created by deduplication of
shapshots, direct to dedup jobs, and dedup async jobs. In addition images can be created by remote replication where
remote appliances send data to the local dedup pool.

Space is consumed by deduplicated and compressed images that have fixed expiry dates.

An Actifio 100T appliance can process approximately 3 TB of data per day. This amount of data processing means that
if the total daily change rate will exceed 3 TB then an additional Actifio appliance may be required.

This section includes:
Reducing Dedup Pool Consumption on page 31
Monitoring Dedup Pool Space Consumption on page 32

When the safe level has been exceeded, no new dedup related jobs can be run. Actifio appliance sends a warning
when dedup pool consumption exceeds the warning or safe levels. To configure notifications, see Alerting on page 85.

Reducing Dedup Pool Consumption

There are three ways that the dedup pool grows:

U Daily changes processed by dedup: MB/s daily changes processed by dedup target for average systems is
3TB a day. Another way to look at this is that for a 100T appliance a 3% change rate is 3TB.

U Daily dedup cores that are busy

o Dedup size

To reduce the amount of dedup pool space consumed:

o Identify applications with high change rates or more importantly, low deduplication rates. Applications with
dedup rates below 80% can be major space consumers. Reduce retention for these applications. For
example, an application that contributes 30 GB per day to the dedup pool produces after 30 days close to 1
TB of net new data. After 12 months it has required 12 TB of dedup pool space.

o Use a mixed retention policy, retaining daily images for maybe 1 month, weekly images for three months,
monthly images for one year, etc.

o Run Garbage Collection (GC) and sweep on a regular basis. Once per month is common.

. If you are using Dedup Async or have dedup jobs with very short retention (one week or less) also schedule
Incremental Garbage Collection (IGC) to run weekly.

U Expiring images or reducing retention rates will not have an immediate affect on the dedup pool. You will
need to run garbage collection and sweep on a regular basis to remove blocks that are no longer owned by
any image.

Note: Garbage collections is described in Chapter 6, Configuring Dedup Garbage Collection.
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Monitoring Dedup Pool Space Consumption

Dedup pool consumption for the Actifio appliance is shown on the Dashboard panel of the Actifio Desktop.

Dedup pool space consumption is shown in the Domain Manager under System > Configuration > Storage Pools, as

described in Viewing Storage Pool Information on page 26.

Applications e Job History (last 1 day)
unprotected 1
Protected 21 : ;
rolec jobs failed
Protection Disabled 67
P Snapshot 157
Capacity At
Dedup 0
Dedup Async 0 Il Succeeded (150)
managed data B Faicd (1)
Nedun Remata ] Retrizd (2)

55

#of Warnings

System Health

Disk Usage
l Snapshot Pool

Primary Pool

Events (last 24hrs)

errors

Dedup Pool

Hardware

The deduplication statistics for each dedup job can be displayed using the Event Monitor in the Actifio Desktop.

_:a Job_0698651 DEDUP

[Details | Volume Information | Retries h\inu'ﬂl C5™

Application size (GB) 22.000

Number of volumes 2

Dedup threads total elapsed time (sec) 46.133

Dedup threads total runnable time (sec) 18.641
Dedup threads total running time (sec) 17.410

Dedup object size (MB) 1074.000

Dedup precompress size (MB) 420.027

Dedup postcompress size (MB) 67.649

Local bytes read (MB) 1060.875

Actifio Appliance Reports Related to Dedup Pool Management

In the Actifio Report Manager, there are several reports available from the Utilization category.

The reports relating to dedup consumption are:

o Application Contribution to Daily Dedup Pool

o Application Contribution to Daily Storage Pool and V-Disk Usage

. Dedup Pool Utilization History by Application
o Disk Pool Utilization History

o Storage Pool Usage by Organization

. Storage Resource Usage Summary

o TOP - N Dedup Pool Users

Reports are detailed in Using the Report Manager in your Documentation Library.

32 Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



6 Configuring Dedup Garbage
Collection

The amount of storage consumed by the dedup store grows over time, depending on the amount of unique data
added with each new image that is ingested. As each image is expired, the space occupied by the unique data that

was represented by that image is not immediately reclaimed. The Garbage Collection (GC) process identifies (and later

reclaims) space occupied by this no-longerneeded data.

GC consists of two phases:

The enumeration uses the current catalog of deduplicated images to decide what data needs to be kept in
the system (and, by exclusion, which does not).

The sweep phase actually copies the useful data remaining in each region of the dedup store into new
regions of the dedup store. The old regions are then freed. In this manner, only the still-relevant data in the

dedup store is kept, and the rest has been “swept” away.

Note: The enumeration phase must complete all at once for a subsequent sweep to happen. The sweep phase can

be canceled and restarted without penalty.

There are two levels of GC:

Full GC: Full GC is very effective, but it is resource-intensive and time-consuming. The first Full GC you run
can take days to complete. Check the Est. Runtime in the Predictive Statistics section of the GC page. The
estimate values are derived from the results of the last run.

Incremental GC: Incremental GC only frees storage space that has been consumed and dereferenced
since the last full GC. If you have a high rate of backup and expiration of recent backups, or if you are
running dedup async, it is very likely that you need incremental GC to prevent the dedup store growing too
fast between full GCs. Incremental GC does not recover all the space that a Full GC does. If the Enable

button is displayed, then no Incremental GCs are scheduled.

Note: Incremental GC runs only when at least one dedup-async operation is configured.

The more often you run GC, the less time subsequent GC operations require. You configure Full and Incremental GC in

the same way, described in Configuring a GC Schedule on page 35.
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Domain Manager L sulleed | Incremental GG

Qe

*) Full Garbage Collection

& EEELIDT ~ APPLIANCE DETAILS SCHEDULE Run every 4
» ORGANIZATION &

Appliance ID
» USERS 590023229458 on (Saturday [7] at or:00 &
» ROLES Appliance Name

Appliance IP

¥ CONFIGURATION
1721712561 MNote: The scheduled Full GC will not run unless the dedup disk pool utilization reaches 65%.

G:! Resources
G.) Storage Pools

* GC CONFIGURATION

Sweep Threshold
A Connector Management
9 ¢ L 100 There is no schedule
& Notification
9 Logs Take Less Reclaim Enable
: Time maore space
» BDD NODES
¥ HAS SERVERS * PREDICTIVE STATISTICS
b HOSTS Next Scheduled GC
» ACTIVE IMAGES 2014-11-01 01:00:00
» DIAGNOSTICS Est. Runtime (hh:mm:ss)
04:57:42

Est. Space to be Recovered
2.91GB

Number of Threads
2

The Dedup Garbage Collection Section of the Domain Manager’s System Section
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Configuring a GC Schedule

The GC schedule is managed in two phases: GC Phase and Sweep Phase.

GC Phase
In this phase, all reachable objects are identified and marked.
To configure the GC phase settings:

1. Open the Domain Manager to System > Configuration > Dedup Settings. This sequence opens the GC
configuration page.

2. Select the frequency of garbage collection from SCHEDULE. You can set this frequency value to run
weekly or monthly.

3. Select the day and time values to perform the garbage collection.

4. Click Save to update the changes.

LESKLOR

: =X
Domain Mana @ Incremental GC
Q enter search % Full Garbage Collection v GCPHASE
v SECURITY v CLUSTER DETAILS SCHEDULE Run every 4| [weekis)[ 7]
P ORGANIZATIONS Cluster 1D
» USERS 530025326606 on [Saturday [7] at 0100 §3
» ROLES Cluster Name
x Bt e [ save |
~ CONFIGURATION Cluster IP

0 172.17.3.81 T . s S, -
Q_\ ResOUrces Note: The scheduled Full GC will not run unless the dedup disk pool utilization reaches 65%

A 5
G'J T * GC CONFIGURATION

‘% Dedup Settings

Sweep Threshold

E.‘ Cluster Settings a0 « SWEEP PHASE

£ Connector Management

& : 100 There is no schedule
G.) Hotification

o Take Less Reclaim Enable

@ Logs :

Time more spece

b HOSTS
b ACTIVE IMAGES ¥ PREDICTIVE STATISTICS
} DIAGNOSTICS Hext Scheduled GC

2014-01-25 01.00.00

Est. Runtime (h:mm:ss)
Unknown

Est. Space to be Recovered
747 GB

Number of Threads

Configuring Garbage Collection (GC)
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Sweep Phase

The sweep phase examines the marked objects, and frees storage space that has become unused. If no sweep
schedule is enabled, then sweep runs after every GC phase. Schedule sweep separately if you want to have a sweep
run for several hours every night (for example) until it is complete.

To configure the sweep phase settings:

1. Open the Domain Manager to System > Configuration > Dedup Settings.

2. In SWEEP PHASE, select the frequency of garbage collection: daily, weekly, or monthly.

3. Select the day and time values to perform the sweep.

4. Define how long the schedule should run. You can set this value to until complete or specified hours using

the drop-down.

5. In GC CONFIGURATION, to the left, set a Sweep Threshold. This setting determines how aggressively
the sweep process will reclaim space from expired backups. A setting of 100 reclaims all the possible
space, but takes longer to run. A lower setting reclaims less space, but it reclaims it at a faster rate. The
default value of this variable is 90. The Est. Runtime in the Predictive Statistics block in the lower left can
help you decide how aggressively to sweep.

6. Click Save to update the changes.

The more often you run GC, the less time subsequent GC operations require.

'H II. Incremental GC
% Ful Garbage Collection
+ SECURITY ~ APPLIANCE DETAILS SCHEDULE Run every 4 [(weekis)] 7|
» ORGANIZATIONS ApplianceID
» USERS 590023229453 on [ Saturday |7 | at ot:00 &3
» ROLES Appliance Name
* SYSTEM mass
- CONFIGURATION Appliance IP
17217125 51 Note: The scheduled Full GC will not run unless the dedup disk pool utilization reaches 65%.

@ Resources
@ Storage Poole

~ GC CONFIGURATION

‘% Dedup Settings

. N Sweep Threshold

@ Connector Management 1 100
& MNotification SCHEDULE Run every | day B
Take Less Reclsim
@ Logs : S
Time more space at 03:00 €3
» BOD NODES
» NAS SERVERS * PREDICTIVE STATISTICS for hour(s)
» HOSTS Next Scheduled GC
» ACTIVE IMAGES 2014-11-01 01:00:00
» DIAGNOSTICS Est. Runtime (hh:mm:ss) Delete
04:57:42
Est. Space to be Recovered \ /
2.91GB

Number of Threads
2

Configuring GC Sweep
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/7 Managing Appliances

The management of an Actifio appliance from the Appliance Manager includes:
Viewing and Removing Certificates on page 38
Managing Bandwidth Utilization on page 39
Enabling/Disabling Sync/Async Replication on page 43
Selecting a Storage Pool for Replicated Data on page 44

Viewing Bandwidth Usage Statistics on page 45

Domain Manager RCGLER el Certificates Conirol Panel
- , :
Q en %! Appliance Manager Join Appliance
¥ SECURITY + APPLIANCE DETAILS
» USERS 590021132510
@NEBBLES 172.18.113.51 | Sharing  Unjoin
» ROLES Appliance Name
e jaz —
Certificate | Dedup I Sync/Async l Storage | Statistics ‘
+ CONFIGURATION Appliance IP
172.16.13.211
@ Resources 000000896000011C.pem
@ storage Poois CN=UDS:000000896000011C, L=Waltham, ST=MA, C=US
@ Dedup Settings Sat Oct 12 17:40:48 EDT 2024
% Applianc t remove

G.\ Connector Management
& Notification
Q.\. Logs

» BDD NODES

b NAS SERVERS
» HOSTS
» ACTIVE IMAGES

» DIAGNOSTICS

The Appliance Manager Section of the Domain Manager
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Viewing and Removing Certificates

Digital certificates are used to ensure secure communication between appliances and where applicable, the Actifio
Business Resiliency Cloud. All members of a configuration must have matching security certificates in order to
establish a secured relationship.

To establish a secured relationship between Actifio appliances or where applicable, between an Actifio appliance and
the Actifio Business Resiliency Cloud:

. Exchange certificates as detailed in Exchanging Certificates on page 50.

U Download and upload certificates one at a time as detailed in Downloading a Certificate on page 49 and
Uploading a Certificate on page 49.

Viewing Certificates
To view the certificate of all entities connected to the local appliance in the sharing or non-sharing mode:

1. Open the Domain Manager to System > Configuration > Appliance Settings. This sequence opens the
Appliance Manager page.

2. Click the Appliance Manager tab and the Certificate subtab. A list of all entities connected to the local
appliance is displayed along with the corresponding certificates.

Domain Manager L oEu el Certificates Control Panel

Q, ent x| Appliance Manager Join Appliance
~ SECURITY * APPLIANCE DETAILS
» USERS 590025326770
{gA CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin
» ROLES Appliance Name
SYSTEM f14 I I I |
T X | Certificate D Dedup | SynclAsync Storage Statistics |
~ CONFIGURATION Appliance IP
172.16.11.121
@ TooTies 00000089602000ME.pem
@ Storage Pools CN=UDS:000000896020001E, L=\Waltham, §T=MA, C=US
@ Dedup Settings Sun Aug 25 06:43:15 EDT 2024

remove

‘% Applance Settings

@ Connector Management

Viewing Security Certificates

Removing a Certificate

To remove a certificate, select it as above and click Remove.
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Managing Bandwidth Utilization

You can configure the bandwidth used to replicate data from one appliance to another so that Actifio appliance data
shares the bandwidth available to your organization with the other organizational resources.

When two Actifio appliances are paired for replication, you can set the bandwidth used for this replication. This setting
is made from the point-of-view of the originating Actifio appliance, called the “A-side” When choosing this bandwidth
setting, the bandwidth chosen represents the amount of traffic originating from this appliance to however many other
appliances this Actifio appliance replicates to. If the Actifio appliances replicates to two other appliances, the
bandwidth setting chosen will be shared between the two other appliances.

This section contains:
Enabling and Disabling Bandwidth Throttling on page 40
Overriding Bandwidth Throttling on page 41
Scheduling Bandwidth Throttling on page 42
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Enabling and Disabling Bandwidth Throttling

Use the Bandwidth Throttling feature to limit the bandwidth used by the replication process from an Actifio appliance.

Enable Bandwidth Throttling: Choose this option if you plan to choose a fixed amount of bandwidth
dedicated for Actifio appliance replication. You can restrict bandwidth usage by enabling bandwidth
throttling and limiting the maximum amount of bandwidth that the Actifio appliance should not exceed for
all the replication.

Disable Bandwidth Throttling: Choose this option if you do not want to restrict the amount of bandwidth
used for Actifio appliance operations. This option allows you to use the maximum available bandwidth.

To enable or disable the bandwidth throttling:

1. Open the Domain Manager to System > Configuration > Appliance Settings. The Appliance Manager
page allows you to enable or disable the settings.

2. In the Appliance Manager, click the Dedup subtab.

Desktop

Domain Manager L alualbutchibucisg| Certificates | LDAP | Control Panel

P . —
Q enter search ® Apphance Manager Join Appliance
¥ SECURITY ~ APPLIANCE DETAILS
} USERS 590025326770
(g CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin
» ROLES Appliance Hame
SYSTEM fa ( I [ I I ]
T X | Certificate | Dedup | SynclAsync | Storage | Statistics |
¥ CONFIGURATION Appliance IP
172.16.11.121 DEDUP REPLICATION
@ Resources
9 Storage Pools Throttiing m Off Current bandwidth threshold is 0 Mb/'s
G:! Dedup Settings
o o Override Triggers = Yes m
'% Appliance Settings
@ Connector Management SetBWio 100 | Mbis weekly > on weekday ~ at |[01:.00 a I} [+]
G.} Notification
G.} Logs

} HAS SERVERS

» HOSTS

CLUSTERSP 172.17.3.91 | Nen-Sharin j
b ACTIVE IMAGES (%] I 9 Unjoin

Accessing the Dedup Subtab

3. To enable throttling, click On. Enter the desired bandwidth in Set BW to. A value of 0 means unlimited
bandwidth. To disable throttling, click the Off button.

4. Click Save to update the bandwidth configuration settings.
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Overriding Bandwidth Throttling

Note: The bandwidth override process works only if you have enabled throttling.

To override the throttling:

1. Open the Domain Manager.

2. Click System > Configuration > Appliance Settings. The Appliance Manager page allows you to override

throttling.

In the Appliance Manager, click the Dedup subtab.

Enable throttling by clicking the On button.

Click Yes to override existing triggers or to configure a constant bandwidth value.

Enter the desired bandwidth in Set BW value to. A value of 0 means unlimited bandwidth.

N o o~ oW

Click Save to update the changes.

Desktop

Rl Ll Certificates Control Panel

—_—

Q, ente x| Appliance Manager Join Appliance
+ SECURITY ¥ APPLIANCE DETAILS
» USERS 580025326770
(A CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin
» ROLES Appliance Name
SYSTEM f14
M [ Certificate | Dedup | Synclasync [ Storage [ Statistics |
¥ CONFIGURATION Appliance [P
172.16.11.121 (ﬁE_DUP REPLICATION ™
@ Resources
E_\ Storage Pools Throttling m off Current bandwidth threshold is 0 Mbis
@ Dedup Settings
Override Triggers = es m
& Connector Management SetBWte 100 |Mbis | weekly v on | weekday + at [01:00 o
@& Notification
@ Logs
» BOD NODES
} NAS SERVERS \ /
» HOSTS

Enabling Throttling in the Dedup Subtab
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Scheduling Bandwidth Throttling

During some parts of the day or week, you may want an Actifio appliance to use less of your bandwidth so that other
priority services can use it. You can customize the backup throttle so that it runs automatically based on the pre-
defined schedules (triggers). Throttling determines the amount of bandwidth you want to dedicate to an Actifio
appliance for your data replication.

This section describes how to create, activate and delete bandwidth triggers.Triggers are part of the scheduling
framework. Each trigger allows you to specify the amount of bandwidth that you want to allocate, interval and time of
the trigger. You can create separate triggers for weekdays and weekends to use them accordingly based on your
needs.

Note: You can create a maximum of 10 different triggers.

To create a bandwidth trigger:

1. Open the Domain Manager.
2. Click System > Configuration > Appliance Settings. The Appliance Manager page allows you to override
throttling.

3. In the Appliance Manager, click the Dedup subtab.

Certificate . Dedup | Syncidsync Storage Statistics |

DEDUP REPLICATION fidd Tnages
Throttling m off Current bandwidth threshold isfibis
Override Triggers = Yes m

SetBWto 30 | Mbls  weekly v on | weekday > at [01:00 8kFo
SetBWto B0 | Mbls  weekly v on | weekday ~ &t [01:00 B koo
SetBWito (100 | Mbis weekly v on | weekday ~ at [10:00 a oo

_ _ w i
Activate Trigger |

Delete Trigger l

Enable throttling by clicking the On button next to Throttling.
Select No to override triggers.
Click Add new trigger button as showed in the above figure.

Provide the values to the trigger settings:

© N o o ~

Click Save to update the changes.

Deleting a Trigger

To delete an existing trigger, select the trigger and click the Delete Trigger button.

Activating a Trigger

To activate a trigger, select the trigger and click on the Activate Trigger button.
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Enabling/Disabling Sync/Async Replication

A pair of joined Actifio CDS appliances requires partnership between the local and the joined appliance. Partnership is
a pre-requisite for configuring synchronous or asynchronous replication over fibre-channel. The appliances must be
zoned together in the SAN.

Note: Sync/Async Replication is supported only by the Actifio CDS appliance.

To set up partnership between two appliances:

1. Open the Domain Manager to System > Configuration > Appliance Settings. This sequence opens the
Appliance Manager page.

2. Click the Appliance Manager tab and the Syne/Async subtab. The Sync/Async Replication page appears.

3. Click the Setup Partnership button from the Sync/Async tab. If partnership has been enabled, you can
disable it from the Disable Partnership button that appears here.

4. (Optional) You can enable bandwidth throttling if you have it configured on the Dedup tab as described in
Managing Bandwidth Ultilization on page 39.

5. Click the gray Save Settings button.

Domain Manager | Juulcuegibucee | Certificates | LDAP | Control Panel

Q en * ! Appliance Manager Join Appliance
||+ sEcuRiTY ¥ APPLIANCE DETAILS
» USERS 590025326770
G_} CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin
} ROLES Appliance Name

4

{
| = Certificate | Dedup | SynciAsync | Storage

| Appliance IP

{

Statistics. |
¥ CONFIGURATION
1721611121

G} Resources SYNCIASYNC REPLICATION
G} Storage Pools There is no fibre connectivity between the appliances
& Dedup Settings _ EETURRIERCT

™, Appliance Settings Enable BV Throttiing with B value: MBis

G.E Connector Management
& Notification

@ Loos
b TETETE: () CLUSTERSP 172.17.3.81 | Nan-Sharing  Unjoin
» NAS SERVERS 43 CLUSTERX 172.17.3.211 | Non-Sharing  Unjoin
b HOSTS

» ACTIVE IMAGES

» DIAGNOSTICS

3 =2

Setting Up Partnership for Fibre Channel Support
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Selecting a Storage Pool for Replicated Data
Incoming replicated Dedup-Async data is stored in a performance pool.
To select the performance pool for incoming DAR data:

1. Open the Domain Manager to System > Configuration > Appliance Settings. This sequence opens the
Appliance Manager page.

2. Click the Appliance Manager tab to the Storage subtab. A drop down menu appears where you can
select the destination performance pool for replicated data that comes to this Actifio appliance.

3. (Optional VMware only) You can override this setting for VMs if you want them to go to an ESX datastore
instead. Check the VMware only box and make the following selections:

o Select a vCenter to manage the operation. This vCenter should ideally be at the DR site.

o Selectan ESXi host to host the VMware VMs. This ESXi host should also be at the DR site and must
be powered on and available at all times. You can only select one ESXi host.

o Select the datastores to hold the DR data. The datastores must have space to hold the replicated
VMDKs (Virtual Disks). If you select multiple datastores the Actifio appliance will use themin a
round-robin fashion.

The Actifio appliance will create new VMs at the DR site using the name DR-<original VM name>. For
example, if the source VM is called testvm, then the DR copy will be called DR-testvm. If the VM already
exists and is powered off, the Actifio appliance will use it as the target for the replicated VMs.

Note: When you configure VMware override, it affects the incoming dedup async to the appliance you are
currently logged onto. If you require the DR appliance to create its DR copy in a VMware datastore rather
than the DR appliances Snapshot pool, be sure to set the VMware override at the DR appliance site.

4. Click the gray Save Settings button.

Domain Manager Llcu kg Certficates | LDAP | Control Panel

Q ent * ! Appliance Manager Join Appliance

™ SECURITY ~ APPLIANCE DETAILS

» USERS 590025326770
(gh CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin

» ROLES Appliance Name

~ SYSTEM s |
‘ Certificate | Dedup | Sync/Async | Storage | Statistics | i

Appliance IP

~ CONFIGURATION

|
172168.11.121 Select destination sterage for incoming Dedup Async replication from Appliance clusterb.

& Resources
& Storage Pools

Destination performance pool

act_per_pool000 *

EVM override: Replicate incoming ViMware WVMs to ESX datastore instead

Veenter44 ~ | Select an ESX host ¥

A
& rotfcaion Select an ESX host

A
@ Loss 172.17.3.13
» BDD NODES
b L s EmiEry (g CLUSTERSP 172.17.3.91 | Non-Sharing  Unjoin
» HOSTS

(&3 CLUSTERX 172.17.3.211 | Non-Sharing  Unjoin

» ACTIVE IMAGES
» DIAGNOSTICS

Viewing Storage
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Viewing Bandwidth Usage Statistics
Use the Statistics tab to monitor bandwidth usage.
To view the bandwidth statistics for your Actifio appliances:

1. Open the Domain Manager to System > Configuration > Appliance Settings. This sequence opens the
Appliance Manager page.

2. Select an Actifio appliance from the Navigation pane.

3. Click the Appliance Manager tab and then the Statistics subtab. A pair of charts appears displaying
outgoing and incoming bandwidth consumption statistics for the selected appliance on a time scale that
you select.

o The Incoming Bandwidth (All Sources) graph depicts the incoming traffic reaching the local
appliance from all joined appliances.

o The Outgoing Bandwidth graph depicts the outgoing traffic from the local appliance to the joined
appliance.

You can modify the scale by selecting a time unit, such as Day (bandwidth used during the last seven days),
Hour (bandwidth used during the last 23 hours), and Minute (bandwidth used in the last 10 minutes). The
bandwidth is measured in Mbps.

Desktop

Domain Manager | aleuecibucee | Certificates | LDAP | Control Panal

Q en x| Appliance Manager Join Appliance
= SECURITY ~ APPLIANCE DETAILS

b USERS 590025326770 [ | |

(& CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin |

» ROLES Appliance Hame

w SYSTEM fi4 [ ]
] | Certificate | Dedup | SynciAsync | Storage | Statistics
Appliance IP

¥ CONFIGURATION

172.16.11.121 |
& Resources Double click on a chart to expand . Scale:[ Day [+

G\ Storage Poolz

Outgoing Bandwith

G.\ Dedup Settings 2.50Ms
% Appliance Seftings 1
G} Connector Management T.50Mb
G} Motification £,00Mb
@ Loos 2,500
» BDD NODES 0,000
o102 2103 01-04 0108 o108 0107 o108

» NAS SERVERS

Incoming Bandwith (all sources)
» HOSTS 00250000

» ACTIVE IMAGES

» DIAGMOSTICS

2104

|

Viewing Bandwidth Usage Statistics
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8 Configuring Appliance Settings

Actifio appliance settings include:
Managing Security Certificates on page 48
Configuring LDAP Settings on page 51
Configuring Control Panel Operations on page 53

Tools for managing multiple appliances by the Appliance Manager are described in Chapter 7 Managing Appliances.

Desktop
Domain Manager b ek Eur o Certificates Contral Panel
Q, enter search x| Appliance Manager
v SECURITY ~ APPLIANCE DETAILS
» USERS 590027423758
(g3 CLUSTERSC 172.16.115.241 | Non-Sharing  Unjoin
» ROLES Appliance Hame
clustersj
v SYSTEM ) | Cerlificate | Dedup I Sync/Async I Storage ] Statistics. ]
~ CONFIGURATION Appliance IP
172.17.3.81
& Resources 0000003960200064.pem
@ Storage Pouls CN=UD 200064, L: m, ST=MA, C=US
@ Dedup Settings Thu Aug 22 04:26:22 EDT 2024
‘% Applance Seftings remove

@ Connector Management
@ Hotification
@ Logs

» BDD NODES

» NAS SERVERS
» HOSTS
» ACTIVE IMAGES

» DIAGNOSTICS

(= C

The Appliance Settings of the Domain Manager
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Managing Security Certificates

The Actifio appliance uses digital certificates to ensure secure communication between CDS and Sky appliances and
where applicable, the Actifio Business Resiliency Cloud. All entities in a configuration must have matching security
certificates in order to establish a secured relationship.

There are two methods to establish a secured relationship between entities:
. Exchange certificates between two entities, as detailed in Exchanging Certificates on page 50.

o Download a certificate from each appliance and then upload them to the other appliance, as detailed in
Downloading a Certificate on page 49 and Uploading a Certificate on page 49.

Viewing Certificates
To view the certificate of all entities connected to the local appliance in the sharing or non-sharing mode:

1. Open the Domain Manager to System > Configuration > Appliance Settings. This sequence opens the
Appliance Manager page.

2. Click the Appliance Manager tab.

3. Click the Certificate subtab. A list of all appliances connected to the local appliance is displayed along with
the corresponding certificates.

Desktop

D IEL LEuE el Certificales Contral Panel
x| Appliance Manager

~ SECURITY ~ APPLIANCE DETAILS I
'
} USERS 590025326770
(g CLUSTERB 172.17.3.221 | Non-Sharing  Unjoin

¥ ROLES Appliance Name

5 STEM f4 Il T T |
M . | Certificate D Dedup | SynclAsync Storage Statistics |

¥ CONFIGURATION Appliance IP |

172611921 0000008960 20001E.pem

CN=UD 896020001E, L- n, 5T=MA, C=US

G.‘! Resources
& Storage Pools
G.‘} Dedup Settings

Sun Aug 25 06:43:15 EDT 2024
remove

. Appliance Settings.

G.‘! Connector Management

& Notification (A CLUSTERSP 172.17.3.91 | Non-Sharing  Unjoin

G.‘} Logs I

9 CLUSTERX 172.17.3.211 | Non-Sharing  Unjoin

» BDD NODES

Viewing Security Certificates

Deleting a Certificate

You may need to delete an existing certificate:
. To disconnect the communication.

U When an existing certificate becomes invalid. In such cases, you may need to remove the old one and
upload the new certificate.

To delete a security certificate:

1. Follow the steps outlined above to view the certificate.
2. Select the certificate and click the Remove button.
3. Click Yes in the confirmation dialog.
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Downloading a Certificate

To download a security certificate:

1. Open the Domain Manager.
2. Click Download Certificates from the service menu. The Download Certificate window opens:
Desktop

Cadifiratac LDAP

Domain Manager

® Download Certificate...
Qe
© = 1 & » ThisPC » Local Disk (C) v ¢  search Local Disk (C)
¥ SECURITY
HLORGANIZATION 5 Organize ~ New folder =
» USERS - =
) roree 4% Local Disk (C) A Name
+ SYSTEM k. Actifio omsys
* CONFIGURATION I New folder Perflogs
@ Resources I omsys Program Files
G‘: TSRS I Perflogs Program Files (x86)
@ Dodup Satings > | Program Files Project
A et > | Program Files (x86) Temp
+ Hew User... )
# New Role... > 1. Project =] TEST
# New Host... > 1. Temp Users
& Add new NAS Server > = TEST Windows
: : > L Users & AVScanner
in Appliance...
o Ce > . Windows v <
File name:
Save as type: All Files (*.5)
~' Hide Folders Cancel
Downloading a Security Certificate
3. Browse and choose the folder to save the certificate file, and then click Save. The certificate is saved in

your local system.

Cinntrnl Panal

Note: To join this appliance to another, you will have to upload this certificate to the other Actifio appliance. Log on
to the appliance and perform the steps described in Uploading a Certificate on page 49.

Uploading a Certificate

To upload a security certificate:

1. Open the Domain Manager.
2. Click Upload Certificates from the service menu. The Choose a certificate to import window opens.
3. Browse and select the certificate file and then click Open. The certificate is listed in the certificate store at

Domain Manager > System > Configuration > Appliance Settings > Certificates.

actifio | actifio.com | Configuring Resources and Settings With the Domain Manager

49



Exchanging Certificates

Certificate exchange is a quick way to download certificates when you have secure administrative access to both
appliances.

To exchange security certificates between two Actifio appliances or where applicable, between an Actifio appliance
and the Actifio Business Resiliency Cloud:

1. Open the Domain Manager.
2. Click Certificate Exchange... from the service menu. The Exchange Certificates dialog opens:
Desktop

Exchange Certificates

Enter IP Address for Remote Appliance

[

Enter Username on Remote Appliance
)
Enter password of the user on Remote Appliance

can

Exchanging a Security Certificate

3. Enter the IP address of the remote appliance, or where applicable, the Actifio Business Resiliency Cloud.

4, In the space provided, enter the Admin password to access the remote appliance or where applicable, the
Actifio Business Resiliency Cloud.

5. Click Exchange. The security certificates are exchanged between the local appliance and the remote
appliance or where applicable, the Actifio Business Resiliency Cloud. Once certificates are exchanged, the
local appliance can be joined with the remote appliance or where applicable, the Actifio Business Resiliency
Cloud.
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Configuring LDAP Settings

You can leverage a single existing LDAP server for Actifio Desktop user authentication and mapping LDAP groups to
Actifio appliance roles. To do this, configure the LDAP connection under Domain Manager appliance settings:

1. Open the Domain Manager to System > Configuration > Appliance Settings.
2. Click the LDAP tab. The LDAP Settings panel appears.

3. Check Use LDAP Authentication to enable this feature. You can uncheck this at any time without losing
the configuration information.

4. Enter LDAP server IP Address or DNS, Port, Use SSL, BaseDN, and Direct Bind information. Note that
the default port value changes if you check or uncheck Use SSL.

5. If Use Direct Bind is unchecked, you can use the Group Mapping feature described in Mapping LDAP
Groups to Roles on page 52. Enter the Lookup by Attribute that the LDAP server uses for login names,
and the full Lookup User DN (Distinguished Name) and password for an LDAP user with rights to do
user lookups and mapping.

6. Click Save. Optionally you can use the Test button to review whether the provided information is accurate.
Rmmeem ¥ LDAP Setings
~ SECURITY ~ APPLIANCE DETAILS o
b IR Appliance D Use LDAP Authentication [
» USERS 590025326770 Senver IP / DNS* @
b ROLES Appliance Name __
f14 Port #* 389 @
~ SYSTEM
~ CONFIGURATION Appliance IP Use SSL O®
1721611121
G.} Resources .
- Use cached credentials when i
@ storage Pooks directory is unavailable H®
G.} Dedup Settings
™, Appliance Seftings BaseDN* @
.} Connector Management
€ Use Direct Bind [

& Notification

@

» BDD NODES

» MAS SERVERS
+ LDAP GROUP MAPPING

» HOSTS

¥ ACTIVE IMAGES

F DIAGHNOSTICS

£3
Entering LDAP Connection Information

For more on LDAP authentication, be sure to review Considerations When Configuring with LDAP in Setting Up
Users and Roles with the Domain Manager.
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Mapping LDAP Groups to Roles

After your LDAP settings are configured as described in Configuring LDAP Settings on page 51, you can set up group
mapping.

To set up a group mapping:
1. Open the Domain Manager to System > Configuration > Appliance Settings.
2 Click the LDAP tab. The LDAP Settings Panel appears.
3. Click the LDAP Group Mapping panel beneath the LDAP Settings panel.
4

The LDAP Group Mapping panel has two lists. Left list contains the LDAP groups, and right list contains
Actifio appliance roles. You can use the Search field to lookup for a specific group. Click Fetch Groups to
refresh the LDAP groups list.

5. Select the desired LDAP group from the left list and then select the roles in the right list to map the LDAP
group to the role(s), then click Map. The mappings appear in a list at the bottom of the LDAP Group
Mapping panel.

6. Repeat this process for each group that requires mapping.

Note: Use the “x"” icon in the bottom panel to remove mapping.

E— — i - .
Domain Manager Cluster Manager Conrol Panel e

T i
Quwwrs )| LDAP Sotings e
» ORGANIZATIONS Appliance ID
o . = z
» USERS 590025326770 Q, enter searct x Select roles for Domain Guests

» ROLES

- SYSTEM
~ CONFIGURATION
@& Resources
@& sStorage Pools
&)) Dedup Settings

™., Appliance Settings

& connector Management
& notification

& Logs

» BOD NODES

» NAS SERVERS

» HOSTS

» ACTIVE IMAGES

» DIAGNOSTICS

Appliance Name
f14

Appliance IP
172.16.11.121

Domain Guests

RAS and IAS Servers

Schema Admins

Read -only Domain Controllers

Domain Computers

Cert Publishers

Enterprise Read -only Domain Controllers

Domain Controllers

==

Mapped LDAP Group

2014-0D4-23 08:30:41

x DnsAdmins

® Domain Guests

LDAP Group Mapping

[+ Administrator

[ Basic

[¥] Compliance Admin
[[] Storage Admin

[] App Admin

[] Backup Admin

Role
Administrator

Administrator, Basic, Compliance Admin

Note: For Active Directory, the Domain Users group is not supported. It will not appear in the list of mappings.
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Configuring Control Panel Operations

Use the Control Panel for:
Shutting Down the Appliance on page 54
Disabling Expirations and Schedules on page 55

Enabling Remote Problem Resolution on page 56

Setting Priorities for Ingestion of New Applications on page 57

Appliance Manager | Cerificates
Control Panel

7 SECHRNY ~ APPLIANCE DETAILS APPLIANCE SHUTDOWN Shutdown Appliance How?

» ORGANIZATION S Appliance ID This will allow you to shutdown the Appliance.
» USERS 590025326770 LEEERIEL
» ROLES Appliance Name
POLICY MANAGER Enable Expirations
f14
~ SYSTEM »
. This will allow you to configure these No
Appliance [P
* CONFIGURATION 1721611124 policy manager settings on this Appliance
@ Resources from a global level. Enable Schedules
-
E.‘! Storage Pools

G.‘} Dedup Settings
ENABLE REMOTE PROBLEM RESOLUTION o

@ Connector Management
G.:‘ Netification

@ Loos ~ NEW APPLICATION DATA CAPTURE PRIORITIES

» BDD NODES

Please contact Actifio Support before configuring these settings.
» NAS SERVERS

Tune the maximum number of job slots that will be used for new application data capture.

» HOSTS Using fewer slots leaves more rescurces available to maintain SLAs for existing applications.
» ACTIVE IMAGES If"Off, all slots will be shared for existing and new applications.
» DIAGNOSTICS Snapshot ori D

Dedup & Direct to Dedup off on

Dedup Replication Off On

Dedup Async Off on

(] C

The Control Panel
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Shutting Down the Appliance

Note: Shutting down the appliance improperly can result in data loss. Shut down the appliance only under the
guidance of Actifio Support.

To shutdown the appliance in a controlled manner:
1. Open the Domain Manager to System > Configuration > Appliance Settings.
2. Click the Control Panel tab. The Appliance Control Panel appears.
3. Click Shutdown. Complete shutdown takes 10 to 20 minutes.

Desktop

Domain ager Appliance Manager | Certificates | LDAP m

Q

% Control Panel |

¥ SECURITY = APPLIANCE DETAILS APPLIANCE SHUTDOWN Shutdown Appliance Now? |

} ORGAMNIZATION S Appliance ID This will allow you to shutdown the Appliance. 1
» USERS 590025326770 USE CAUTION! |
» ROLES Appliance Name
4 POLICY MANAGER Enable Expirations
w SYSTEM A
Appli I Thie will allow you to configure these No
* CONFIGURATION 1?5;1":':121 policy manager settings on this Appliance
G.\ Resources from a global level. Enable Schedules

“
G:j Storage Pools

G:j Dedup Settings
Ap ttin

ENABLE REMOTE PROBLEM RESOLUTION No

G:! Connector Management
& notification

@ Logs ~ MEW APPLICATION DATA CAPTURE PRIORITIES

» BDD NODES

Please contact Actifio Support before configuring these settings.
» MAS SERVERS
Tune the maximum number of job slotz that will be uzed for new application data capture.

¥ HOSTS Using fewer =lots leaves more rezources available to maintain SLAs for existing applications.
} ACTIVE IMAGES If'0fF, all slote will be shared for existing and new applications. |
» DIAGHOSTICS Snapshot on |

Dedup & Direct to Dedup on i

Dedup Replication on

Dedup Async on |

Appliance Shutdown Procedure

Note: Shutting down the appliance improperly results in data loss. Shut down the appliance only from the Control
Panel.
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Disabling Expirations and Schedules

Expirations and schedules are not enabled by default. Click Yes to enable them. By default, images (backup, dedup,
remote-dedup, direct-to-dedup) are expired depending on the policy configuration.

The global configuration set here takes precedence over the individual policy configuration in policy templates. For
example, if you configure a policy to expire backup images and then set Enable Expirations to 'No' using the control
panel, the backup images do not expire.

You can save storage by configuring image expiry globally on an Actifio appliance:

1. Open the Domain Manager to System > Configuration > Appliance Settings.

2. Click the Control Panel tab. The Appliance Control Panel appears.

Appliance Manager | Cerfificates | LDAP | etuyusll-uii |
x| Control Panel

SR ~ APPLIANCE DETAILS APPLIANCE SHUTDOWN Shutdown Appliance Now?

} ORGANIZATIONS Appliance 1D This will allow you to shutdown the Appliance. Shutdo
» USERS 590025326770 IEEERLUTEN
» ROLES Appliance Name
4 POLICY MANAGER Enable Expirations
~ SYSTEM o =
Appliance IP Thig will allow you to configure these No
* CONFIGURATION PP policy manager settings on this Appliance
@ Resources 172.18.11.121 from a global level. Enable Schedules
Yes ML
@ Storage Pools
@ Dedup Settings
ENABLE REMOTE PROBLEM RESOLUTION Yes RG]

@ Coennector Management
@ Motification

@ Loss = NEW APPLICATION DATA CAPTURE PRIORITIES

» BOD NODES

Please contact Actifio Support before configuring these settings.
» NAS SERVERS
Tune the maximum number of job slots that wil be used for new application data capture.

b HOSTS Using fewer slots leaves more resources available to maintain SLAs for existing applications.
} ACTIVE IMAGES If'OfF, all slote wil be shared for existing and new applications.
} DIAGNOSTICS Snapshot orr

Dedup & Direct to Dedup orr I

Dedup Replication off

Dedup Async off [

5 C

Expirations and Schedules Not Enabled

3. Click Yes to enable Expirations or Schedules.
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Enabling Remote Problem Resolution

Remote Problem Resolution is a feature of Actifio SecureConnect.
To enable Remote Problem Resolution:

1. Make sure SecureConnect is enabled under Software and Settings > System Settings. You can reach
this from the Gear icon in the lower left corner of the Actifio Desktop.

2. Open the Domain Manager to System > Configuration > Appliance Settings.

3. Click the Control Panel tab. The Appliance Control Panel appears.
4. Set ENABLE REMOTE PROBLEM RESOLUTION to Yes. A dialog opens to confirm the selection.

Appliance Manager | Cerlificates LDAP m
*) Control Panel

¥ SECURITY ¥ APPLIANCE DETAILS APPLIANCE SHUTDOWN Shutdown Appliance Now?

b ORGANIZATIONS Appliance ID This will allow you to shutdown the Appliance.
» USERS 590025326770 e o
» ROLES Appliance Name
4 POLICY MANAGER Enable Expirations
v SYSTEM A -
Appl P This will allow you to configure these Tes No
~ CONFIGURATION ppliance policy manager settings on this Appliance

1721611121 from a global level. Enable Schedules

@ Resources
G.:‘ Storage Pools
@ Dedup Settings

Al

ENABLE REMOTE PROBLEM RESOLUTION o

G.:‘ Connector Management
@& nNotification

@ Loos v NEW APPLICATION DATA CAPTURE PRIORITIES

» BDD NODES

Please contact Actifio Support before configuring these settings.
» NAS SERVERS
Tune the maximum number of job slots that will be used for new application data capture.

¥ HOSTS Using fewer slots leaves more resources avaiable to maintain SLAs for existing applications.
» ACTIVE IMAGES If'Off, all slots will be shared for existing and new applications.
» DIAGNOSTICS Snapshot orf R

Dedup & Direct to Dedup off I

Dedup Replication il oo

Dedup Async off R

(- C

Enabling Remote Problem Resolution
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Setting Priorities for Ingestion of New Applications

Use this portion of the Control Panel to optimize your Actifio appliance for capturing new application data. These
settings result in a temporary configuration for the Actifio appliance when it must ingest many new applications.

To enable additional job slots for ingestion of new applications:
1. Open the Domain Manager to System > Configuration > Appliance Settings.

2. Click the Control Panel tab. The Appliance Control Panel appears.

Desktop

Domain Manager Appliance Manager | Certificates | LDAP m

% Control Panel |

v Z=Ehuny ~ APPLIANCE DETAILS APPLIANCE SHUTDOWN Shutdown Appliance Now? \

Qen

¥ ORGANIZATIONS Appliance ID This will allow you te shutdown the Appliance. Shutdo 1
» USERS 590025326770 USE CauTion: !
» ROLES Appliance Name
4 POLICY MANAGER Enable Expirations
* SYSTEM N . "
Appl e This will allow you te configure these Yes No
* CONFIGURATION ppliance policy manager settings on this Appliance
1721611921 from a global level. Enable Schedules

@ Resources
@ Storage Pools
@ Dedup Settings
. Appla i ENABLE REMOTE PROBLEM RESOLUTION Yes IR

o

@ Connector Management
@ Notification

@ Loss ~ NEW APPLICATION DATA CAPTURE PRIORITIES

» BDD HODES
Please contact Actifio Support before configuring these settings.
» NAS SERVERS
Tune the maximum number of job slots that will be used for new application data capture.
b HOSTS Using fewer slots leaves more resources available to maintain SLAs for existing applications.
» ACTIVE IMAGES If "OfF, all slots will be shared for existing and new applications.
» DIAGNOSTICS Snapshot or NP |
Dedup & Direct to Dedup off on
Dedup Replication Off on
Dedup Async ‘

= g C

Setting Priorities for Capture of New Application Data

3. You can raise, lower, or turn off slots dedicated to capturing new application data. There is a finite number
of slots available, so slots assigned here come at the expense of data protection performance.

Note: Do not change the slot assignment values except under the guidance of Actifio Support.
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9 Sharing Between Actifio
Appliances

The Actifio appliance can support joining any number of appliances at any number of sites, Appliances can be joined in
sharing or non-sharing mode.

Note: Before proceeding to Chapter 10, Configuring Shared Appliances, be sure to read Sharing Mode on page 60
and Non-Sharing Mode on page 61 in this chapter.

Appliance Topology: Sharing and Peer Relationships
You can join Actifio appliances in two modes:
Sharing mode: Use this mode to share:
o Protected applications
o Security settings: Organizations, Users, and Roles
o Policy Templates (but not Resource Profiles)

Sharing mode is described in Sharing Mode on page 60. The procedure for joining appliances in sharing
mode can be found at Joining in Sharing Mode on page 65.

Non-sharing mode: Use this mode when you want appliances to perform remote backups for each other,
for failover, and for dedup-async replication. Non-sharing mode is described in Non-Sharing Mode on page
61. The procedure for joining appliances in non-sharing mode are in Joining in Non-Sharing Mode on page
66. This mode is always used for those Actifio appliances that connect to the Actifio Business Resiliency
Cloud.

You can use both types of relationships within your enterprise. For example, you might use three joined sharing-mode
appliances for day-to-day data protection, and a non-shared appliance for off-site disaster recovery.

- . > A
Appliance B
Master (shared)
Appliance A
A . A t
L A
. Appliance C
Appliance D
(not shared) (shared)

Appliances A, B, and C are Shared for Daily Operations; Remote Appliance D is for Disaster
Recovery
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Sharing Mode
When B joins A, the latter becomes the master and B, the slave.
. There can be only one master appliance in an Actifio appliance domain. There can be any number of slaves.

U Masters are made, not born. The act of joining in shared mode creates the masterslave relationship.
Sharing mode makes a slave of the appliance that joins. In the diagram above appliance B joined appliance
A in sharing mode. At that moment appliance B became the slave and appliance A became the master. The
slave joins the master.

o A master appliance, which is already in sharing mode (that's why it's a master) cannot join any other
appliance, because it would become a slave; once the master, always the master.

U All slave appliances are peers to each other.

o An Actifio appliance can join any appliance in non-sharing mode. Non-shared appliances are peers to all
appliances.

. An Actifio appliance cannot join a slave appliance. In the diagram above appliance D cannot join appliance C

or appliance B. Appliance D can join appliance A in the sharing or non-sharing mode.

Appliance B
Master (shared)
Appliance A
‘ : A t
L y
. Appliance C
Appliance D
(not shared) (shared)

Master Appliance A Shares Rules with Slave Appliances B & C, but Not Remote Appliance D

When Appliance B is joined to Appliance A:

o If Appliance B has no protected applications, and no users, roles, organizations, and policy templates
defined, then Appliance B gets users, roles, organizations, and policy templates shared from A, but no
applications.

U If Appliance B has users, roles, policy templates, and organizations defined, they are deleted and replaced

by those shared from Appliance A.

o If Appliance B has protected applications, they are preserved, but they are protected by the policy
templates shared from Appliance A.

. If Appliances A and B both do not contain protected applications, users, roles, policy templates, and
organizations, then when Appliance B is joined to Appliance A, no obvious changes occur. However, once
you create users, roles, organizations, and policy templates on Appliance A, they are shared with Appliance
B.
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Non-Sharing Mode
Two appliances that belong to different Actifio appliance domains can be joined in non-sharing mode. You can join:

o One appliance with another appliance to enable replication from the former to the later.
o One appliance with two appliances to enable different applications to replicate to separate appliances.
. Two appliances with one appliance to let the later act as a target for replication.

Note: Non-sharing mode is always used for those Actifio appliances that connect to the Actifio Business Resiliency
Cloud.

Non-sharing mode makes peers of the appliances that are joined. When two appliances join in the non-sharing mode,
each appliance can be the destination for remote replication of data from the other appliance.

In the non-sharing mode, each appliance uses its own users, policies, templates, and organizations and protects only
the applications assigned to it; peer appliances do not share users, policies, templates, and organizations.

- -

- L

The Master Appliance Shares Users and Policy Templates with Slave Appliances

The types of replications supported by Actifio appliance are given below. All of these replications can use the appliance
setup described above.

. Synchronous replication from the primary appliance to a remote appliance.

. Asynchronous replication from the primary appliance to a remote appliance.

. Asynchronous replication of deduped data from the primary appliance to a remote appliance.

o Remote deduplication replication from the dedup pool of the primary appliance to a remote appliance.
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10 Configuring Shared Appliances

Actifio appliances can stand alone or be joined to additional appliances for disaster recovery and business continuity
purposes at the same site or at different sites. Actifio appliances can be joined in Sharing Mode and in Non-Sharing
Mode.

Note: Before performing the joined and shared appliance procedures outlined in this chapter, be sure to read
Sharing Mode on page 60 and Non-Sharing Mode on page 61 in Chapter 9, Sharing Between Actifio Appliances.

This section describes:
Viewing Details of Joined Appliances on page 64
Unjoining Appliances on page 64
Joining in Sharing Mode on page 65
Joining in Non-Sharing Mode on page 66

- - A,
Appliance B
Master (shared)
Appliance A
A,
- Appliance C
Appliance D
(not shared) (shared)

Example Appliance Topology
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Viewing Details of Joined Appliances
To view the list of Actifio appliances and their details:
1.

Open the Domain Manager to System > Configuration > Appliance Settings. A list of Actifio appliances

joined to the local appliance and their certificates is displayed. A master appliance has all the other
appliances in the sharing mode.

Domain Manager b e iciel Certificatss | LDAP | Control Panel

————————
Q enter search x

Appliance Manager

Join Appliance

~ SECURITY ¥ APPLIANCE DETAILS

» ORGANIZATIONS

Appiancs ID

» USERS 590025326770

& CLUSTERB 172.17.3.221 | Nen-Sharing  Unjoin

» ROLES Appliance Name !

SYSTEM 4 [ 1 T T T I |
e ) | Certificate | Dedup | SynciAsync | Storage Statistics. ‘

~ CONFIGURATION Appliance IP

1721611121

& Resources 000000896020001E.pem

& Storage Pools CH=UD 1E, L: n, ST=MA, C=US

& Dedup Settings. Sun Aug 25 08:43:15 EDT 2024

M Appliance Seftings

remove
& Connector Management

& Notification (A CLUSTERSP 172.17.3.91 | Non-Sharing  Unjoin i
& Loos

} BOD NODES a CLUSTERX 172.17.3.211 | Hon-Sharing  Unjoin

Viewing Details of Joined Appliances

2. If an Actifio appliance is the master of a domain, it is listed as Sharing.

Unjoining Appliances

Note: Prior to deleting a joined appliance, ensure that running jobs are not using the remote appliance.

When you delete a joined appliance:

U The certificates that were exchanged when joining the appliances are deleted.

Jobs in progress change to Stalled status and the jobs are displayed as Stalled by the System Monitor.

To delete a joined appliance:

1. Open the Domain Manager to System > Configuration > Appliance Settings. A list of joined appliances
is displayed.
2. Click Unjoin against the appropriate appliance.

Note: If an Actifio appliance is in use in any Resource Profile, then the unjoin process will fail.
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Joining in Sharing Mode

The following are step-by-step instructions for joining appliances in sharing mode. For details on Sharing Mode see
Sharing Mode on page 60.

To join in Non-Sharing Mode, see Joining in Non-Sharing Mode on page 66.

Note: The local appliance shares the rules with the joined remote appliance.

To join local appliance A to remote appliance B:

Note: Before joining, ensure certificates have been exchanged between appliances. See Exchanging Certificates on
page 50 for details.

1. Open the Actifio Desktop on Appliance B.
2. Open the Domain Manager.

3. On Appliance B, click Domain Manager > Appliance Settings and click the Join Appliance button. The
Join a Remote Appliance window appears.

4. Enter the IP address of Actifio appliance A in Remote Appliance IP Address.

5. Select Enable Sharing to use the remote Appliance A as the master appliance. When you select this
option, the remote appliance's users, roles, templates, and organizations replace those on Appliance B.
6. Click Join. On successful configuration Appliance B appears connected to the Appliance A.
Desktop |

Join A Remote Appliance

Please enter the IP Address of the Remote-Appliance you wish to join
The Remote-Appliance must already have the cerificate from this
appliance installed. Once joined, the Remote-Appliance will act as the
Master far this relationship

Remote Appliance IP Address*

| | & (Enable Sharing)

Test Connection (Optional

Sharing Mode

7 If you have joined Actifio CDS appliances, set up partnerships between the local and the remote appliances
as explained in Enabling/Disabling Sync/Async Replication on page 43.
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Joining in Non-Sharing Mode

The following are step-by-step instructions for joining appliances. and where applicable the Actifio Business Resiliency
Cloud in non- sharing mode. For details on Non-Sharing Mode, see Joining in Non-Sharing Mode on page 66.

To join in Sharing Mode, see Joining in Sharing Mode on page 65.

Note: Non-sharing mode is always used for those Actifio appliances that connect to the Actifio Business Resiliency
Cloud.

To join the local appliance A and the remote appliance B or where applicable, the local appliance A with the Actifio
Business Resiliency Cloud:

Note: Before joining, ensure certificates have been exchanged. See Exchanging Certificates on page 50 for details.

1. Open the Actifio Desktop on appliance A.

2. Open the Domain Manager.
3. Exchange certificates as described in Exchanging Certificates on page 50.
4. Click Domain Manager > Appliance Settings > Join Appliance. The Join a Remote Appliance window
appears.
5. In the space provided, enter the IP address of the remote Actifio appliance B, or where applicable, the IP
address of the Actifio Business Resiliency Cloud.
0. Do NOT check Enable Sharing. The appliances will be joined for purposes of sharing protected applications,
but each will use its own users, roles, and organizations and its own policy templates and resource profiles.
7 Click Join. On successful configuration appliance B appears connected to the appliance A.
Desktop
Join A Remote Appliance
Please enter the IP Address of the Remote-Appliance you wish to join.
The Remote-Appliance must already have the certificate from this
appliance installed. Once joined, the Remote-Appliance will act as the
Master for this relationship.
Remote Appliance IP Address*
] (Enable haring)
Test Connection (Cptional)
Non-Sharing Mode
8. If you have joined Actifio CDS appliances, set up partnerships between the local and the remote appliances

as explained in Enabling/Disabling Sync/Async Replication on page 43.
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11

Maintaining Connectors on
Hosts

The Actifio Connector is a small-footprint lightweight process installed on hosts to provide advanced data protection
and restoration capabilities using the Actifio appliance. The Actifio Connector enables the appliance to discover
supported applications on host machines.

Note: To protect an entire VMware VM an Actifio appliance makes calls to VMware APIs. To protect an entire
HyperV VM, you must install the Actifio Connector on the VM's Hyper-V/ Server.

The Actifio Connector:

Enables the Actifio appliance to discover supported applications on host machines.
Quiesces an application on a host machine before backing up to ensure an application-consistent backup.
Truncates the logs of an application on application hosts after a backup.

Rescans storage buses, brings new devices on-line, assigns drive letters, imports volume groups, and
mounts file systems, based on the operating system of the application host.

Prepares application volumes for a restore operation.

Enables directory and file browsing, and packages the selected files into a ZIP archive when restoring one
or more files from a mounted backup.

These functions are detailed in The Actifio Connector in your Actifio Documentation Library.
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Using the Connector Manager

Use the Connector Manager to update the Actifio Connectors on your discovered hosts:

1. Open the Domain Manager to System > Configuration > Connector Management. This sequence
opens the Connector Manager. Here you can see each of your hosts and the Actifio Connector installed on
each.

2. From the Discovered Hosts pane on the left, select which hosts are to get upgraded connectors by clicking

on their green + icons. This action moves them to the Selected Hosts pane on the right. Once there, a red
- icon allows you to remove them back to the Discovered Hosts list. Grayed-out hosts are those with the
Actifio PAS 5.x Connectors; these are not supported by the Connector Manager.

3. Click Upgrade to upgrade the Connector on the selected hosts.

4. Select an upgrade option:
Start Upgrade: Starts the upgrade. The upgrade will fail if there are jobs running on the selected host.
Force Upgrade: Attempts to cancel running jobs and upgrades immediately.

5. Click Submit.

Enter search & Latest Available Connectors

~ SECURITY &} 6.1.030800 2 §.1.0.39900 2% 6.1.0.30900 &% §.1.0.39900 @ 6.1.0.38800 @ s.1.030800
» ORGANIZATIONS
F USERS

} ROLES -

Discovered Hosts | Host Name = ] Add All lected Hosts (1) Remove All
~ SYSTEM
Host Name < Properties = Installed & Current Status & Last Success = Host Hame
> CONFIGURATION M B M B —— -l M -
-
@ Resources devs-218 ah £1.0.39520  Upgrade Success  Sep 30 05:32 © |lgeve-2160054048 o
@ storage Pooks yar o 6.1.0.39860 Oct 06 23:39 [+

G.} Dedup Settings
Q.} Appliance Settings

'}. Connector Management
& Notification
G.} Logs

» BDD NODES

» NAS SERVERS
F HOSTS
» ACTIVE IMAGES

» DIAGHOSTICS |

a2

The Connector Manager Showing Two Hosts to Receive Connector Upgrades
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12 Overview of Configuration Tools

Configuration tools in the System function of the Domain Manager include:
Resources on page 70
Storage Pools on page 71
Dedup Settings on page 72
Appliance Settings on page 73
Connector Management on page 74
License Management on page 75

Notification on page 76

Logs on page 77

‘ Domain Manager

W Replication | Top 10 Templates

-
Q enter search x| Resources Summa 5
Y VDisk Summary Snapshot Memory Summary
* SECURITY v APPLIANCE DE
AR e Appliance ID Usage Usage
» USERS 590021132510 Used 105 Ised 3MB
» ROLES Appliance Name it s
jaz 2048 Capacity 200 MB
+ SYSTEM &
== Appliance IP
172.16.13.211 Warning Monitor Warning Monitor
™, Resources
@ storage Poois 0% § 100% 0% | 100%
Q—} Dedup Settings 90% 90%

@ Appliance Settings

@! Connector Management

@ nNotification

Replication Memory Summary

Mirror Memory Summary

ﬁ.\. Logs

» BDD NODES Usage Usage

» NAS SERVERS Used OMB Used OMB

> HOSTS Free 20MB e 20MB
Capacity 20 MB Capacity 20 MB

» ACTIVE IMAGES

» DIAGNOSTICS

(= C

Warning Monitor

0% | 100%
90%

Warning Monitor

0% | 100%
90%

The Configuration Section of the Domain Manager’s System Section
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Resources
Use the Resources tool to view storage resources, and to set resource limits, and warning thresholds.

Resources tools are detailed in Chapter 2, Monitoring Resource Usage.

m Replication | Top 10 Templates

* ! Resources Summary

VDisk Summary Snapshot Memory Summary
- SECURITY v APPLIANCE DETAILS
b ORGANIZATIONS Appliance ID Usage Usage
» USERS 590025326770 Used 85 Used 1MB
» ROLES Appliance Name z e i el
4 Capacity 2048 Capacity 200 MB

» SYSTEM
- ) Appliance IP . . . .

CONFIGURATION Warning Monitor Warning Monitor

1721611121

@ Storage Pools 0% 100% 0% | 100%
& Dedup Settings 90% 90%
G.D Appliance Settings
G.) Connector Management
@ notification Replication Memory Summary Mirror Memory Summary
@ Loos
» BDD NODES USage USage
» NAS SERVERS Used OMB Used OMB
» HosTs Free 20MB 20 MB
Capacity 20MB Capacity 20MB
» ACTIVE IMAGES
» DIAGNOSTICS . . . .
Warning Monitor Warning Monitor
0% 100% 0% 100%
90% 90%

The Resources Summary of the Domain Manager
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Storage Pools

Use the Storage Pools tool to view the storage pools, and to set resource limits, and warning thresholds.

Storage pools are detailed in Chapter 4, Configuring Storage Pools.

Desktop

Domain Manager

Qe

+ SECURITY

» ORGANIZATIONS

F USERS

» ROLES

= SYSTEM

¥ CONFIGURATION

@
e
@
@
@

Resources

age Pools
Dedup Settings
Appliance Settings
Connector Management
Hotification

Logs

} BOD HODES

F NAS SERVERS

F HOSTS

» ACTIVE IMAGES

b DIAGHOSTICS

Pool Summary

il srepeno | pimay | ey ]

+ APPLIANCE DETAILS ~ ACT_PER_FOOL000

Appliance ID DISK USAGE
590023228458 Used 190.00GB/9%
Appliance Name Free 1856.00GB
mass

Capacity 2046.00GB
Appliance IP

1721712551

» SNAPSHOT POOLS I

THRESHOLD MONITOR

Warning 0% . | 100%
80%

Safe Mode 0% . | 100%
90%

* PRIMARY POOLS

+ ACT_PRI_POOLDOO

DISK USAGE

Used 14.00GB/T%
Free 184.00GB
Capacit 198.00GB

THRESHOLD MONITOR

Warning u%' | 100%
80%

Safe Mode 0% ' | 100%
90%

« DEDUP POOL

+ ACT_DED_POOLO0D

DISK USAGE

Used 106.98GB/6Y:
Fres 1632.12GB
Capacity 1739.10GB

CECLEE

THRESHOLD MONITOR
Warning 0% ' | 100%

75%

The Storage Pools Summary of the Domain Manager
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Dedup Settings

The amount of storage consumed by the dedup store grows over time, depending on the amount of unique data
added with each new image that is ingested. As each image is expired, the space occupied by the unique data that
was represented by that image is not immediately reclaimed. The garbage collection process identifies (and later
reclaims) space occupied by this no-longerneeded data. The Dedup Settings page is where you configure Garbage
Collection.

The Dedup pool is introduced in Chapter 5, Understanding Dedup Pools, and dedup garbage collection is detailed in
Chapter 6, Configuring Dedup Garbage Collection.

L Fulkeies | Incremental GC
Y .
(Qenter searcn % Full Garbage Collection
+ SECURITY + APPLIANCE DETAILS SCHEDULE Run every 4| [week(s) [ 2
» ORGANIZATIONS ApplianceID
» users £90023229458 on (Sauday [3] at ot 8
» ROLES Appliance Name
~ CONFIGURATION Appliance IP
@ Recources 1721712551 Note: The scheduled Full GC will not run unless the dedup disk pool utiization reaches 5%

@ Storage Pools
¥ GC CONFIGURATION

'% Dedup Settings

= Connector Management
9 ¢ L oo There is no scheduls
& Notification
@ Looe Take Less Reclaim Enable
~ Time mere space
» BOD NODES
» MAS SERVERS ~ PREDICTIVE STATISTICS
} HOSTS Next Scheduled GC
» ACTIVE IMAGES 2014-11-01 01:00:00
» DIAGNOSTICS Est. Runtime {(hh:mm:ss)
04:57:42

Sweep Threshold

Est. Space to be Recovered
291GB

Number of Threads

Ui BOE«

The Dedup Storage Summary of the Domain Manager
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Appliance Settings

Use the Appliance Settings tools to add appliances, join them together, and perform other configuration and
maintenance tasks on your Actifio appliances.

Appliance settings are detailed in Chapter 8, Configuring Appliance Settings, and the tools for managing multiple
appliances are described in Chapter 7 Managing Appliances.

L ulbus e gl Certificates | LDAP | Control Panel

x) Appliance Manager

¥ SECURITY ~ APPLIANCE DETAILS
» USERS 580025326770
(A CLUSTERB 172,17.3.221 | Non-Sharing  Unjoin
» ROLES Appliance Name
~ SYSTEM 4 ( 1l I | I |
) | Certificate Dedup | SynciAsync Storage Statistics |
~ CONFIGURATION Appliance [P
172.16.11.121
@ YemrrEe 000000896020001E.pem
G_" Storage Fools CHN=UD 896020001E, L: n, 5T=MA, C=US
@ Dedup Sctiings Sun Aug 25 06:43:15 EDT 2024
o _ remove
Appliance Settings
G:,‘ Connector Management
& Notification ) -
(A CLUSTERSP 172.17.3.81 | Non-Sharing  Unjoin
@ Logs
» BDD NODES @ CLUSTERX 172.17.3.211 | Non-Sharing  Unjoin

» NAS SERVERS

b HOSTS
» ACTIVE IMAGES

¥ DIAGNOSTICS

The Appliance Settings Summary of the Domain Manager
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Connector Management

Use this tool to upgrade the Actifio Connector on your hosts.

Connector management is detailed in Chapter 11, Maintaining Connectors on Hosts.

Q x Latest Available Conneciors
- SECURITY &b 61039300 # 6.1.0.39900 b 61039300 £ 61039900 & 6.1.0.39900 ) 5.1.039900
¥ ORGANIZATIONS "
£ 6.1.0.39900
» USERS
» ROLES 7 =
Discovered Hosts Host Name v Add All  Selected Hosts (0) Remove All
* SYSTEM
Host Name = Properties = Installed = Current Status = Last Success - Host Name
¥ CONFIGURATION ¥ = M version M M -
L]
@ Resources dev5-Z160054048 [ 61039520  Upgrade Success  Sep 30 0417 [+]
@ storage Pools devs-218 2 5.1.0.39520  Upgrade Success  Sep 30 05:32 [+
@ Dedup setings yar ik 6.1.0.39860 Oct 06 23:39 ©

G} Appliance Settings

'% Connector Management

G} Notification
@ Loss

» BOO NODES

» NAS SERVERS
F HOSTS

» ACTIVE IMAGE S

» DIAGNOSTICS

Rescan Upgrade

CEOLEE

The Actifio Connector Manager
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License Management

Use this tool to manage your Actifio Sky appliance licenses.

Note: Licensing is not applicable to Actifio CDS appliances

Use the License Manager to upload:

. An evaluation-to-production license key if you intend to upgrade from the 30-day full-feature evaluation
version of the base Actifio appliance software to the production version.

. An add-on functionality license key (for example, to add support for protecting Oracle databases).

Actifio Sky appliance license management is detailed in Chapter 13, Managing Licenses for a Sky Appliance.

Domain Manager

N~
Q, enter search x ~ LICENSE SUMMARY

| ™ SECURITY System UUID: 1415049078:f615¢bhal - 3569-3ace -a958-863166a45¢57:2760a221  Copy System UUID

» ORGANIZATIONS

» USERS Production License: true Active Licenses: 2 Basic Functionality: Enabled Licensed MDL: 10 (TB)

» ROLES
| Upload License Key File Upload a valid license key file (Supplied by Actifio customer success engineering team)
| ~ SYSTEM

~ CONFIGURATION License Key Install Date Expiration Date

@ Storage Pools

G.} Dedup Settings

@ Appliance Settings

G:! Connector Management
G.} Notification

@ Logs

b HOSTS

EGEZDCNJQGQQTANZYHHDMMJVMVRCCMJNCMZT: 2014-07-21 18:13:22.894 N/A
|GE2ZDCNJQGQATANZYHJ TOMMIVMYRGCMINGMZT 2014-07-21 20:55:49.653 .Nf)\

» ACTIVE IMAGES

» DIAGNOSTICS

E3 I3

The License Manager
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Notification

You can configure an SNMP (Simple Network Management Protocol) trap receiver as the target of SNMP traps
generated by the Actifio CDS or Sky appliance. You can also configure email notification to inform administrators when
events of selected severity occur.

Notifications are detailed in:
Chapter 14, Alerting
Chapter 15, Collecting Alerts from Actifio Storage and Switches

Chapter 16, Sending Alerts from the Actifio Appliance

e EYR

* SECURITY

» ORGANIZATIONS

Email Configuration

~ APPLIANCE DETAILS

SMTP Server

Event Motification

Call Home

Switches & Storage

Server Name/IP*

Appliance 1D
» USERS 590025326770
» ROLES Appliance Hame Port*

o]
~ SYSTEM fi4

~ CONFIGURATION Appliance IP [ use ssL

17216.11.121
& Resources
& Storage Pools Host Name
& Dedup Settings
G\ Appliance Settings
G\ Connector Management Ema”*
@ Logs
» BDD NODES

Password*®

» MAS SERVERS

» HOSTS

» ACTIVE IMAGES

» DIAGHOSTICS

Message Limit

B[

Domain Manager Notifications

76

Configuring Resources and Settings With the Domain Manager | actifio.com | actifio




Logs
Use the Logs tool to send Actifio appliance statistics and logs to the Actifio support team.

Logs are detailed in Chapter 17, Sending Logs to Actifio Support.

e T
2| EmailLogs

¥ SECURITY ~ APPLIANCE DETAILS Email Notification is configured No

Qen

b ORGANIZATION S

Appliance ID Configure Email Settings
» USERS 590025326770
» ROLES Appliance Name Log Type Select Al Hone
~ SYSTEM fl4 [ adna r
~ CONFIGURATION Appliance IP [ atabase
172.16.11.121 W facrer
& Resources 0O
& storage Pools = install
G.) Dedup Settings = omd
G-) Appliance Settings D patch
G.D Connector Management Dpsrv
G-) Notification tomcat

Dl
» BDD NODES Dudppm
» NAS SERVERS File Limit WE
» HOSTS

» ACTIVE IMAGES

» DIAGHOSTICS

The Domain Manager Logs Section
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13 Managing Licenses for a Sky
Appliance

The Actifio License Manager is unique to Actifio Sky appliances. During your initial software installation, a license is
installed to register the Actifio Sky software. The registration of your Actifio Sky software is based on a unique 128-bit
system UUID. After installation, you then use the License Manager when you need to upload:

. An evaluation-to-production license key if you intend to upgrade from the 30-day full-feature evaluation
version of the base Actifio Sky software to the production version.

o An add-on functionality license key (for example, to add support for protecting Oracle databases).
This chapter describes:
Ordering a License on page 79
Uploading a License Key on page 80
Copying the System UUID Value on page 83

Ordering a License
To order a Actifio Sky license from an Actifio representative:

1. Contact your Actifio representative to order a Actifio Sky license.

Note: As part of the initial installation of Actifio Sky appliance, a unique 128-bit system UUID is generated
for the host running Sky. This unique UUID will be required when you order a Actifio Sky license, and can
be found on the License Manager (see Uploading a License Key on page 80).

2. You will receive a license key email with an attached license file. Save the license key file in a location
where it will be easy to locate and retrieve when uploading it to the Actifio Sky appliance. We also
recommend that you save the original e-mail in a safe place in case you need it in the future.

3. Upload the license key as described in Uploading a License Key on page 80.
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Uploading a License Key

After you receive the license key from your Actifio representative, upload it in the Domain Manager License Manager
as described in this section.

1. Open the Domain Manager to System > Configuration > License Management. This sequence opens
the License Manager.

Domain Manager

———
Q, enter search x = LICENSE SUMMARY

| = SECURITY System UUID: 1415049078:f615ebal -3569- 3aee -a958-863166245¢57:2760a221  CODY $ystemUUID

» ORGANIZATIONS

» USERS Production License: true Active Licenses: 1 Basic Functionality: Enabled Licensed MDL: 10 (TE)

» ROLES
| Upload License Key File Upload a valid license key file (Supplied by Actifio customer success engineering team)
| = SYSTEM

~ CONFIGURATION License Key Install Date Expiration Date

@ Storage Pools

| GEZDCNJQGQATANZYHJTDMMIVMVRCGCMINGM2T 2014-07-21 18:13:22.894 NiA
@ Dedup Settings | gy b i : i i
@ Appliance Settings

e} Connector Management

'g License Management

@ Notification
@ Logs
» HOSTS
» ACTIVE IMAGES

» DIAGNOSTICS

3 I3

Accessing the License Manager
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2. Click Upload License Key File to install the license key file. Navigate to the stored location of the license

key, then click Open.

Domain Manager

T —
Q, enter search x
| = SECURITY

System UUID: 1415049078:f615ebal-3569-3aee-a958-863166a45¢57:2760a221

~ LICENSE SUMMARY

Copy System UUID

» DRGANIZATIONS

» USERS

» ROLES

| = SYSTEM

Production License: true Active Licenses: | Basic Functionality: Enabled Licensed MDL: 10 (TE)

Upload a valid license key file (Supplied by Actifio customer success engineering team)

¥ CONFIGURATION License Kay Install Date Expiration Date
G\ Storage Pools | 1 |
| GE2DCNJQCEM3DINBSHIYCMNRSHE3WKOJNMIACC| 2014-07-17 17:45:18.821 |NfA

@ Dedup Seuings 000 Choose a licnsekey to upload... _
@ Appliance Settings F 1
@ Connector Management ‘ L || =9 WAL, H ¥ ‘ ‘ Q aRinpotianiu = | Q
% License Management FAVORITES Name Date Modified v
@ worification &5 ESX 5.5 1 actifio-logger.log Today, 3:32 PM
& Logs il Dropbiox » [ Desktop Today, 3:31 PM
}+ HOSTS B Al NFoFiles B license.txt Today, 3:30 PM 7
e = ¥ » Downloads Today, 3:29 PM

# Applications # app.c Yesterday, 7:38 AM
+ DIAGNOSTICS E Desktop | SkyConf.txt Jul 8, 2014, 11:41 AM

@ M aout Jul 7, 2014, 7:33 PM

Documents ) stack.c Jul 7, 2014, 7:33 PM b

0 Downloads # example.c Jul 4, 2014, 10:49 PM 3

] Movies % selection_sort.c Jul 2, 2014, 9:22 PM i

n Musi % insert_sort.c Jul 1,2014, 10:18 PM g

usic > Drapbox Jul 1, 2014, 7:08 PM license
Pictures * arr.c Jul 1, 2014, 9:32 AM
arunpotharaju ] thread.pl Jun 30, 2014, 3:33 PM E
E G- ”I o — » [[] Documents Jun 30, 2014, 9:56 AM
90gie tarive | abhargava-key Jun 26, 2014, 10:15 AM
ﬁ Skydrive | abhargava-key-cert.pub Jun 26, 2014, 10:15 AM

St -

Navigating to the License Key File
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3. The license key uploads into the Actifio Sky appliance, and the License Manager updates with information
about the newly installed license key (License Key, Install Date, and Expiration Date).

Domain Manager

Fe \
Q, enter search X ~ LICENSE SUMMARY

| ™ SECURITY System UUID: 1415049078 f615¢ebal -3569-3aee-2958-863166a45¢57-2760a221  Copy Sysiem UUID
» ORGANIZATIONS
» USERS Production License: true Active Licenses: 2 Basic Functionality: Enabled Licensed MDL: 10 (TB)
» ROLES
Upload License Key File Upload a valid license key file (Supplied by Actifio customer success engineering team)
| = SYSTEM
= CONFIGURATION License Key Install Date Expiration Date

@ Storage Pocls

@ Dedup Settings

@ Appliance Settings

G.E Connector Management
E.‘ Notification

@ Logs

» HOSTS

-GEZDCNJQGQ-ITANZYHJTDMMIVMVRCCWNCMZT: 2014-07-21 18:13:22.894 Nj&
| GEZDCN)QGQATANZYHJTDMMIVMVRGCMINGM2T 2014-07-21 20:55:45.653 Nj&

» ACTIVE IMAGES

» DIAGNOSTICS

License Manager with Uploaded License Key

4. Once the license key upload process is complete you can use your add-on functionality (such as to protect
Oracle databases).
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Copying the System UUID Value

If you wish to save the Actifio Sky system UUID value to reference for future service requests, you can use the Copy
System UUID button as follows:

1. Open the Domain Manager to System > Configuration > License Management. This sequence opens
the License Manager.

2. Click Copy System UUID.

Domain Manager

T I
Qs 5
(RS System UUID: 1415049078:f615¢bal -3569-3aee -a958-863166a45c57:2760a221 ( Copy System UUID )

» ORGANIZATIONS

» USERS Production License: true Active Licenses: 2 Basic Functionality: Enabled Licensed MDL: 10 (TB)
» ROLES
Upload License Key File Upload a valid license key file (Supplied by Actifio customer success engineering team)

| = SYSTEM

+ CONFIGURATION License Key Install Date Expiration Date

@& storage Pools |

e‘ o ‘GE2ZDCNIQGQ4TANZYH/ TDMMJVMVRCCMINGM2T 2014-07-21 18:13:22.894 N/A

A Dedup Settings
" . ‘GE2DCNJQGQ4TANZYH/TDMMJVMVRGCMINGM2T 2014-07-21 20:55:49.653 N/A

& Appliance Sertings

@ Connector Management

. License Management

& Notification
& Logs
» HOSTS
» ACTIVE IMAGES

» DIAGNOSTICS

(% C |

License Manager with Uploaded License Key

3. Use the CTRL+V sequence to save the system UUID value to a text file or a document for future reference.

4. Save the file.
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14 Alerting

An Actifio appliance actively monitors event notifications. Specifically:

o You can configure your Actifio CDS appliances to collect event notifications from your AOS storage arrays
and Fibre Channel switches. These procedures are outlined in Chapter 15, Collecting Alerts from Actifio
Storage and Switches. Actifio Sky appliances do not monitor switches and storage.

o You can also send event notifications from Actifio CDS and Sky appliances using email, by generating
SNMP traps, and using the secure Actifio Call Home health check feature as detailed in Chapter 16,
Sending Alerts from the Actifio Appliance.

MTP

J N

SNMP Trap
Monitor

Call Home

A1

actifio.

Radically Simple

Overview of Alert Options
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Monitoring Alerts in the Actifio Desktop System Monitor

You can learn about the context of an event in the Actifio Desktop System Monitor.

Desktop

stem Monitor

FILTER BY DATE e
o Q Clear Search xX=
LAST WEEK List of events
LAST MONTH Clearable Event Date = Ewvent IC Severity Code Componer Event Summary
LAST 2 MONTHS Failed snapshot Job_1876384a for application tpcc on host r
Mar 21 11:07 43901  |error cDs =gl2005w2k3.paradize.local, Error: 5138: UDSAgent: Fingerprint
CUSTOM DATES
verification failed for backup (no time for retry 2)
FILTER BY TYPE Mar 21 11:00 10033  |error cDs ping timed out to device.switch.switch37 at 3.3.3.5
ALL Mar 21 11:00 10039 |error cDs ping timed out to device.switch.switch26 at 5.5.5.5
INFORMATION Failed snapshot Job_18 g fi icati on h
ARNING Mar 21 10:55 43901 error hy0Zz.paradize |, E E E Agent =t

= onnection got terminated abnormally, while waiting fi
P response from agent
Failed snapshot Job_1875938 for application tpec on host
Mar 21 10:18 43901 |error CcDs =ql2008phy01l.paradise.local, Error: 5138: UDSAgent: Fingerprint
verification failed for backup (no time for retry 1)
Failed snapshot Job_1875721a for application tpec on host
Mar 21 10:15 43901 |error CcDs =gl2008phy0l.paradise.local, Error: 200: socket connect timedout
(no time for retry 2)
Failed mount Job_1875889 for application tpcc on host

Mar 21 10:13 43905 |errar cDs =ql2008phy01.paradise.local, Error: 5108: Error: Superscript scrip
execution failed. Image_1875889

Mar 21 10:00 10039  |error cDs ping timed out to device.switch.switch37 at 3.3.3.5

Mar 21 10:00 1003%  |error CcDs ping timed out to device.switch.switch26 at 5.5.5.5

Failed snapshot Job_1875686a for application tpoc on host

Mar 21 09:49 43901 |error CcDs =ql2008phy01l.paradise.local, Error: 200: socket connect timedout
(no time for retry 2)
Failed snapshot Job_1875645a for application tpcc on host
=q|2008phy01.paradise.local, Error: 175: UDSAgent socket

-
Updated: 2014-03-21 11:35:17 # Event: 58 Page |1 of 4 e m Displaying events: 1-19

Viewing All Events of the Past 24 Hours

Click View Details to show the details of a selected event. The fields reported vary with the event type.

Event ID : 43801

D 41280

[Event Date Jul 16 0747

Component cDs

Cluster Name Automation

Object Type udg

Object ID 4

Notification Type o

Event ID 43901

Error Message Failed snapshol Job_0041220a for apphication /mntionegh on host 172 16201 166,

Emor: 5046- Backup staging lun is not visible to the UDSAgent {no time for retry 2)

Viewing Event Details
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15 Collecting Alerts from Actifio
Storage and Switches

Note: The Actifio Sky appliance does not generate hardware-related alerts.

You can configure your Actifio CDS appliance to collect event notifications from your Actifio Optimized Storage (AOS)
storage arrays and Fibre Channel switches. These procedures are detailed in:

Polling Alerts from Actifio Optimized Storage and Switches on page 88
Forwarding Alerts from Fibre Channel Switches to the Actifio CDS Appliance on page 89

Note: For an overview on alerts and monitoring alerts in the Actifio Desktop system monitor, see Chapter 14,
Alerting.

Polling and Forwarding
The Actifio CDS appliance can collect alerts in two ways:

Receiving Forwarded Alerts: You can configure storage and switches to forward alerts to the Actifio CDS
appliance. Fibre Channel switches and non-AQS storage array must forward alerts.

Polling: Actifio CDS appliance can actively poll AOS storage arrays. Polling is the better option. All AOS
arrays can be polled. The Fibre Channel switches cannot be polled; they must forward alerts to the Actifio

CDS appliance.

Note: Alerts from non-Actifio storage can be configured using their native interfaces to forward traps to Actifio CDS
appliance where they are logged and passed through to the customer SNMP trap receiver.
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Polling Alerts from Actifio Optimized Storage and Switches

To monitor the SNMP notifications generated by attached Actifio Optimized Storage (AOS) systems and switches, you
must configure them in the Switches & Storage subtab. Notifications (traps and informs) are system alerts generated
when certain events occur.

To configure the storage and switches:

1. Open the Domain Manager to System > Configuration > Notification.
2. Click the Email tab.

3. Click the Switches & Storage subtab.

4. Provide the IP address details in the two panes:

o Inthe Switch IP Addresses box, click Add to open the IP Addresses dialog.
o Enter alabel and a switch IP address, then click Save. Repeat to add the second switch.

5. Repeat the process in the Actifio Optimized Storage IP Addresses box, adding two storage arrays and
another ping address. You can use Edit to modify and Delete to remove an existing |IP address.

6. Click Save.

Domain Manager SETTEN TS

Q ente * | Email Configuration SMTP Sarver | Event Nofification | Call Home | Switches & Storage |
- SECURITY + APPLIANCE DETAILS -
S . Switch IP Addresses
» ORGANIZATIONS Appliance ID
+ USERS 500025326770 IP address Label
» ROLES Appliance Hame
* SYSTEM fa
~ CONFIGURATION Appliance IP EEg -
172.16.11.121 '"
G\ Resources
@ Storage Fools Actifio Optimized Storage IP Addresses
@ Dedup Settings IP address Label
G} Appliance Settings
G\ Connector Management
@ Loss EZED o=
» EDD HODES

» MAS SERVERS
b HOSTS
* ACTIVE IMAGES

¥ DIAGNOSTICS

Configuring Automatic Notification of Storage and Switch System Events

88

Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



Forwarding Alerts from Fibre Channel Switches to the Actifio CDS Appliance

To access the SNMP configuration on the Fibre Channel switches:

1. Open Internet Explorer (only) to the IP address of the Fibre Channel switch.
2 Select Switch Admin from the upper left hand menu list.

3 In the upper right hand corner of the window, click Show Advanced.

4. Select the SNMP tab.

5 In the SNMPv3 Inform / Trap Recipient:

o
o
o
o
Click Apply and Close.

Repeat for each switch.

Select the username of the switch administrator account.

Ignore Port Number (leave it at 162).

Select the level of traps to send to the appliance.

Enter the IP address of the Actifio CDS appliance to receive the traps.

[Ex IBM_SANBOB_217 - Switch Administration

IS[=1 E3

|
Show Basic Mode |

‘ SwitchMName: IBM_SANSOE_217

DomainiD: 200x2)  VWish: 10:00:00:05:1e:08:97:01

|
Mon Jul 20 2009 16:52:25 GMT+00:00
|

'i' SNMP | Configure | Routing | Extended Fabric | AAA Service | Trace  FICONCUP | Securty Poicies |
r Metwork r Firmware Download r License

T Trunking L

SHMP Information Enable/Disable Authenticetion Trap
Contact Name | Field Support. |
Description EFihre Channel Switch | ["] Enable Authertication Trap
Location ?End User Premise. |
“— SNMPv3 Inform I Trap Recipient 2
User Name . ) mF.!ecipicni IP "‘Fur‘( MNumber \Trap Level ]
udmin -RO ¥ [1054.210.104 162 4 - hlur_'matiqnal
snmpadmin2 - R 0000 162 0 - None
.snmpadminﬁ - Ry 0000 162 -EI - None
N
SNMPv1 Community/Trap Recipient 2
\ Community String | Reciplert \ Port Number | Access Control | Trap Level [ ]
ecret COde 10.64.210.74 162 Read Write 4 - Informational =
rigEcuiphdtr dell-storagex-074 162 Read VWirte 4 - Informaticnal i j
ivete 127.001 162 Read Wiite 0 - MNone s J.
ublic 1064.210.72 162 Read Only 4 - Informational ~| =
Access Control List &
Access Host Access Control List |_|
000 Read Write v . |
000 Read Wit ~ =
000 Read Wil ~ |-
0.0.00 Read Write ~ =8
Apply | Close | Refresh |

-

Configure SNMP parameters

Mode: Advanced | Free Professional Manacemert Tool | 10.64.210217 | ADD | User: admin | Role: admin | +

Setting SNMP Trap Destinations in the Fibre Channel Switch
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16 Sending Alerts from the Actifio
Appliance

You can send alerts by the following methods:
Sending Alerts to an SNMP Trap Receiver on page 92
Sending Alerts via Email on page 94
Sending Alerts to Actifio Support on page 97

Note: For an overview on Actifio alerts and monitoring alerts using the Actifio Desktop system monitor, see
Chapter 14, Alerting.
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Sending Alerts to an SNMP Trap Receiver

The Actifio appliance supports the sending of SNMP traps to a defined SNMP trap receiver. The Actifio MIB is
available from the Actifio Resource Center to help analyze these traps. See Accessing the Actifio MIB on page 93

To configure an SNMP trap receiver:
1. Open the Domain Manager to System > Configuration > Notification.
2 Click the SNMP tab to see the SNMP Configuration.
3 Enter the SNMP trap receiver name in Server Name.
4. Enter the IP address of the SNMP trap receiver in IP Address. The IP address should be an IPv4 address.
5

Enter the remote port number in Port. Normally the port is 162, but check to be sure. The port number
must be between 1 and 65535.

Note: Traps are sent by Actifio appliance to the SNMP Trap receiver over UDP and not by TCP/IP

6. Select the type of traps to forward: Info, Warning, and Error. The Actifio appliance MIB will send
notifications about these traps to the SNMP trap receiver.

7 Click Save.

Desktop

Domain Manager ENAL [uaiul]

e Tr—
~ SECURITY + APPLIANCE DETAILS SNMP Communiy* [public

» ORGANIZATIONS Aﬂﬂ‘\ﬁﬂCS‘D

» ROLES Appliance Name |

fa Server Name * P Address = Fort * |

» SYSTEM

~ CONFIGURATION Appliance IP

@ Fosources 172.16.11.121 Log Options

T Mo Mwarning Merror

& Dedup Settings

@ Appliance Settings

& connector Management Server IP Address Port Info Wam  Ermor

% Notfcaton sener 192 168.0.70 182 of  on  on

@ Loos

Configuring Report Events to an SNIVIP Trap Receiver

You can add multiple SNMP trap receivers and you can specify different types of events to be sent to each.

Note: As a reminder to administrators, clearable events that have not been acted upon will trigger repeated event
notifications once every 25 hours until cleared.

Setting the Community String for Forwarding Traps to a non-Actifio SNMP Trap Receiver

If you want to send the traps to another SNMP trap receiver, and that server requires a different community string,
you can set the string from the SNMP Configuration window.

To set the community string:

1. Open the Domain Manager to System > Configuration > Notification.
2. Click the SNMP tab to see the SNMP Configuration.

3. Enter the SNMP community string in SNIMIP Community.

4. Click Save.
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SNMP Configurabon

Appliance B

Apphance Name
- SYSTEM ar
Appliance B
1721613 211

@ s
@ Comec
@

» lOsTS

Configuring SNMP Community String

Accessing the Actifio MIB

To receive alerts from the Actifio appliance for purposes of translating the object identifiers (OIDs) used by the Actifio
appliance, you can import the Actifio MIB file (Actifio_UDS_1.0.MIB) to your SNMP trap receiver. An SNMP trap
receiver can listen to the SNMP traps that are being sent by an Actifio appliance in the network. The Actifio MIB file
includes all of object identifiers, notification types, object types, and notification groups used by the Actifio appliance.

Note: If you are using an SNMP-based monitoring and management systems to pull data on-demand, you can
extend SNMPv2 support for the SNMP GET request process to the Actifio appliance through the activation of an
SNMP agent in the appliance. By using the Actifio MIB file, SNMP GET requests pull specific objects to monitor and

Actifio appliance configurations, system statistics and performance, and so on. For details, see the Configuring the
SNMP Agent to Support SNMP GET Operations Tech Brief.

You can access the Actifio MIB file from the Actifio Resource Center:

Open a web browser to your Actifio appliance IP address (http://<Actifio_appliance_IP_address>). The

A Windows Connector & Deployment guide

View all connectors

@ HP UX Connector

solaris Connector Sparc | x86

{} Linux Connector 32 Bit | 64 Bit

REPORT MANAGER

SNMP RESOURCES

‘-— Right-click and save to download

1.
Actifio Resource Center page opens.
achiflo Resource Center for v6.1.0
Radically Simple
CONNECTORS
() AX Conneclor
S
P
To manually install Actifio Desktop, click on the links
below
E Download the Adobe Air Player 0 Deployment guide
. Download Actifio Desktop Alr File
DOCUMENTATION
& Release Notes
0 Download zipped Actifio Enterprise Documentation Library
2.

Right-click the MIB link under SNMP Resources and save the Actifio_UDS_1.0 file to a convenient location.
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Sending Alerts via Email

You can configure email notifications to be sent when an event of severity warning or error is raised by Actifio
appliance. The first step is to configure an email server in the Actifio Desktop.

There are two parts to this configuration, all managed from the Actifio Desktop Domain Manager Notifications section:
Communicating with an SMTP Server on page 95
Setting Up Automatic Email Notifications on page 96

a-bot@mail.com 6:13 AM (1 hour ago) -
to me [~

Customer: Actigsoluter

Cluster Id: 590021132632
Cluster Name: sepascl7
Hostname: sepn13

CDS IP Address: 172.16.215.161

5:59:26 CDS error 10036 FC map copies 256 reaching limit for vdisk vm-52A8E 1482C00

2013-12-16 06:01:58 CDS eror 43901 Failed snapshot Job_0010646a for application RHEL5.8_vm41_01 on host rhel5.8_vm41_01, Error: 90:
object manager: prepare snapshot failed (no time for retry 2)

2013-12-16 06:04:26 CDS error 10036 FC map copies 256 reaching limit for vdisk vm-52A8E 1482C00

2013-12-16 06:09:26 CDS error 10036 FC map copies 256 reaching limit for vdisk vm-52A8E 1482C00

2013-12-16 06:14:26 CDS error 10036 FC map copies 256 reaching limit for vdisk vm-52A8E 1482C00

2013-12-16 06:17:01 CDS error 43801 Failed snapshot Job_0010663a for application RHEL5.8_vm41_01 on host rhel5.8_vm41_01, Error: 90:
object manager: prepare snapshot failed (no time for retry 2)

Example Email Notification
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Communicating with an SMTP Server

To configure the Actifio appliance to communicate with an email server:

1. Open the Domain Manager to System > Configuration > Notification.

2. Click the EMAIL tab.

3. Click the SMTP Server subtab.

4. Enter the SMTP server name or IP address (IPv4) in Server Name/IP

5. Enter the SMTP or SMTPS port number in Port. Select Use SSL to send emails securely using SSL.

6. (Optional) Enter a Host Name. This entry is the address that will appear in the From field of each email.

7 Enter a mail server user name and password.

8. Enter the maximum size of the email to be sent in Message Limit. \When an email exceeds this size, the
email is split into two or more emails. For example, if the limit is TMB and the email is 2MB in size, Actifio
Desktop splits the attachments into two 1 MB attachments and sends two separate emails.

9. Click Test Email to send a test mail to an address that you will enter in a pop- up window.

10.  Click Save.

*! Email Configuration
w SECURITY - APPLIANCE DETAILS
» ORGANIZATION S
» USERS
» ROLES
- SYSTEM
~* CONFIGURATION
G.) Resources
G.’ Storage Pools
& Dedup Settings
G.) Appliance Settings

ErTET

SMTP Server | Event Notification | Call Home

Switches & Storage

Server Name/lP ™

Appliance ID
590025326770 192.168.256.2
Appliance Name
f4 Port*
Appliance IP 25 [ Use ssL
17216.11.121
Host Name
& connector Management Email*

" Notification

@ Loss
» BDD NODES

» NAS SERVERS

kP HOSTS

» ACTIVE IMAGES

» DIAGNOSTICS

Configuring Event Notifications

Configure the email server to either:

user@user.com

Password™

Message Limit

10| EIE

o Use a set of user credentials that you enter

restemar (TSN

o Allow anonymous relaying to email addresses outside the domain (so userid becomes the “from” address
and the password field can be left blank)

Note: For useful information about setting up anonymous email in Exchange, see:
http.//www.petri.co.il/authenticated-oranonymous-smtp-relay-with-exchange-2007 htm#

After the email server has been properly configured, you can configure automated emails for events as described in

Setting Up Automatic Email Notifications on page 96.
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Setting Up Automatic Email Notifications

Before configuring the levels of events that trigger emails or the addresses to receive the emails, you must configure

an email server as described in Sending Alerts via Email on page 94.

The Actifio appliance can send an email notification when an event of the severity Warning or Erroris raised. Emails

about

critical events are sent immediately.

To configure email notification:

1.

2
3
4.
5

In the Actifio Desktop, open the Domain Manager to System > Configuration > Notification.
Click the EMAIL tab.

Click the Event Notification subtab.

Under Service, select On and confirm the selection.

Check Warning, Error, or both checkboxes from Filter(s) to Include to send those events to the email
recipients listed in Email Recipients (below). In most cases you should check both Warning and Error.

the time that an event occurs until the time the next email is sent. The default value of 30 minutes is
appropriate for most sites.

In Email Recipients, enter a comma separated list of email addresses of persons who are to receive email
notifications.

Click Save.
Domain Manager SETEN TR
Qs X Email Conﬁguration SMTP Server Event Notification | Call Home | Switches & Storage
~ SECURITY ~ APPLIANCE DETAILS
Sermvice

P ORGANIZATIONS ADD”H“CE")
} USERS 580025326770 on
¥ ROLES Appliance Name
- sysiEm 14 Filter(s) to include

Appliance IP

~ CONFIGURATION Warning Error

1721611121
G} Resources

G} Storage Pools Interval

G-) Dedup Settings 30 minutes
G} Appliance Settings

G) Connector Management Email Recipients"' COmME separste recipients

@ Logs
» BDD NODES
» NAS SERVERS

» HOSTS

Configuring Event Notifications
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Configuring Resources and Settings With the Domain Manager | actifio.com | actifio

Enter the desired time interval in Interval. Emails about critical events are sent immediately. This value is
the minimum time between when emails for all other events are sent, so it may be almost 30 minutes from



Sending Alerts to Actifio Support

Note: Sending Actifio appliance statistics to the support team at Actifio requires an SMTP server.

The Call Home feature sends an email to Actifio Support every six hours. In the event of a problem, Actifio Support can
refer to this information to minimize time to recovery. The email includes these statistics:

Actifio appliance version information
Uptime of the Actifio appliance
Status check of services

Process summary

Logs of various processes

Failed jobs and total jobs

Storage pool and deduplication statistics

To send Actifio appliance statistics to Actifio Customer Support every 6 hours:

1.

2
3
4.
5

™ Nofification

Open the Domain Manager to System > Configuration > Notification.
Click the Email tab.
Click the Call Home tab.

Enter your organization name in Customer Name and select Send System Statistics back to Actifio.
Click Save.

Desktop

Domain Manager FEm TS

Q enter search * ! Email Configuration SMTP Server | EventNotification | Call Home | Switches & Storage
* SECURITY + APPLIANCE DETAILS Customer Name

» ORGANIZATIONS ADD“E"CelD

» USERS 500025326770 Happy_Customer

} ROLES Appliance Name

14 M Send System Statistics back to Actifio

w SYSTEM

~ CONFIGURATION Appliance IP

172.16.11.121
G} Resources

E-} Storage Pools

G-\ Dedup Seftings

G-‘ Appliance Settings

G} Connector Management

@ Loos
» BODD NODES
F MAS SERVERS
» HOSTS
» ACTIVE IMAGES

I

Configuring the Call Home Health Check Feature
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17 Sending Logs to Actifio Support

Use the Logs section of the Domain Manager to identify one or more Actifio appliance logs to send to Actifio Support

to help if you encounter issues with your Actifio appliance. The Actifio appliance creates log files for each type of log in
the /act/logs folder.

To send Actifio appliance logs to Actifio Support:
1. Open the Domain Manager to System > Configuration > Logs.

2. Click the Email tab to access the Log Settings. If Email Notification is not configured, configure the setting
before proceeding. See the procedure in Sending Alerts via Email on page 94.

3. Select the types of logs to send from Log Type. To select all categories of logs, click All.

Optionally, you can specify the number of log files to be sent to the Actifio Support team in File Limit. the
Actifio appliance creates one log file for each type of log every day in the /act/logs folder. To email the log
files of the past ten days for the selected type, specify 10 in File Limit. If you do not specify the file limit, all
logs files from the /act/logs folders are sent. Set the value to 1 to receive the latest log file of the selected
type.

4. Click Send Log Through Email to save the configuration.

Desktop

e T

| Email Logs
. SECURRY ~ APPLIANCE DETAILS Email Hotification is configured No |
» ORGANIZATIONS
Appliance ID Configure Email Settings
» USERS 590025326770
» ROLES Appliance Name Loopves Seledt All, tane ‘
~ SYSTEM 4 [ adna 8
+ CONFIGURATION Appliance IP [ dstabase
17216.11.121 I flasher
@ Resources D
@ Storage Pools DlnstaH
@ Dedup Settings Dﬂrﬂd
& Appliance Settings . patch
@ Connector Management DPSW
@ Notification tomcat
e
Dudppm
» BOD NODES.
» NAS SERVERS File Limit =

» HOSTS
}» ACTIVE IMAGES

» DIAGHOSTICS

Selecting Logs to Send to Actifio Support
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18 Managing Hosts

Hosts contain VMSs and applications to be protected by an Actifio appliance. You use the Host section of the Domain

Manager for a variety of host management functions, such as adding hosts, editing information about a host,

configuring ports used to access a host, viewing applications on a host, and viewing the associated organizations that

have access to a host.

This section introduces.
Details Tab on page 102
Ports Tab on page 103
Storage Tab on page 104
Applications Tab on page 105

Orgs Tab on page 106

+ Create VDigk

(R aner searc X R avows |
¥ SECURITY
& Edit 1§ Delete s Unmap SRescan
 SYSTEM
b CONFIGURATION d Name = Type MDisk MDisk Group SESI Size
¥ HOSTS ]| = |89 imags | fact_img_grp? o 9.0000 TE |online
2 = = - - = = = < —
i If=102 101 Mame Mode Mdisk Group Size Wendc Controller WWPN LUN ID
P 172165102 - ; ; o
image act_jmg_grp79.0000 TB  1BM  controller2
P 172185103 I - ; . T T
a 172165104 |:| - :TB4_TEST I image | ;ac‘t_lrng_grpﬂf? .1 4.0000 TB .onllne
m MName Mode Mdisk Group Size Wendc Controller WWPN LUN ID
L i i
& magneto.sqa.actifio.com |mdisk38 |image |act_img_grp44.0000 TB  |IBM  controller2 20020080E52352DE |30

i@ tapeout_D9e6953
i windows2012

Refresh

Status

A Host with In-Band Protection Assigned to Two Image VDisks Mapped to MDisks

Note: In-Band protection is not applicable to Sky appliances.
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Details Tab
Use the Details tab to view and edit information about a configured host.

To configure a new host, see Adding Hosts and Editing Host Information on page 129. To review the parameters
related to a configured host, see Viewing and Editing Host Information on page 140.

Domain Manager | tli=ls | Poris | Storage | Applications

—
Qenter searc ®) dev5-2160054048 Host Name* Friendly Name
devh-2160054048

v SECURITY B - oerans
» ORGANIZATIONS Host 1P Type of Host Generic =
» USERS 172.17.5.216
» ROLES Unigque Name Network IP Address. A |\ She
o S dev5-2160054048_00059 !F;Qaﬁd;;s;s
1| » conFiGurRATION 05 Type o
| Win32
| | » eobnopEs
| 0S5 Release Delete
| b NAS SERVERS Microsoft Windows Server 2003
- Ho_srs 0S Version Description
| @ beast0025785 Build 3790
| i@ bergman0031944 Connector Port 5106
| & bigbluesns2732
i chandnicon22257 Login Credentials for Username Password
connector
i@ devs-2170046258
Save
P quitestvD014674
i@ hyperv_60056453

i kes0031548
a ranger0020479
i@ thing10025829

i tomcat_s0006097

The Details Tab for An Out-of-Band ESX Host

102 Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



Ports Tab

Hosts that have any applications protected in-band include a Ports tab. Use the Ports tab to record the WWPN or iSCSI
ports that Actifio CDS appliance will use to connect to a host.

Note: In-band and WWPN is not applicable to Actifio Sky appliances.

Ports can be:

WWPN (World Wide Port Name): The unique address assigned to a port in your fibre channel fabric. Use
this address for in-band hosts that present VDisks from the Actifio appliance.

iSCSI (Internet Small Computer System Interface): The IQN (iISCSI Qualified Name) from the host.

To configure ports for a new host, see Configuring the Ports of a Host on page 138.

Domain Manager FM Applications -Orgs
e
Q, enter search % -
1| = securmy B~ oerans
| D Port
» ORGANIZATIONS Host IP
b USERS 17/2.17.5.216
» ROLES Unique Name
' 5
R — dev5-2160054048_00059
» CONFIGURATION U5 Typa
Win32
» BDD NODES
0S Release
Tt v Microsaft Windows Server 2003
THOSES 0S Version
ﬁ beast0025785 Build 3790

i@ bergman0031944

i@ bigbluedons273z i
o _ i l — l — l
i@ chandnicoozz2g7

0054048 || Port
vo-2170046258 D ign.1991-05.com.microsoft:actifio-tco4y6q
P devs-218
P utestvoni4674
i@ nyperv_B00S6453
P kes0031548
a rangerf020479
i thing10025829

i tomcat_s0006097
%)

The Ports Tab for an In-Band Host Reached via Fibre Channel
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Storage Tab

Note: In-band storage is not applicable to the Actifio Sky appliance.

Hosts that have any applications protected in-band show the Storage tab. Use the Storage tab to create and map
VDisks and MDisks for the selected host. VDisks and MDisks are detailed in Chapter 19, Configuring Storage for In-
Band Hosts.

Q, enter search x Assigned VDisks All'VDisks ‘ + Create WDisk
* SYSTEM
& Edit i Delete 4~ Unmap 5 Rescan = Refresh
» CONFIGURATION
» BDD NODES ™ Name Type MDisk MDisk Group SCESL: Size Status
» NAS SERVERS pIE + [t image mdisks act_img_grp42 2 20.00 GB |degraded

* HOSTS

i@ beasto025728

i@ bergman0D31944
@ bigblue40052732
i@ chandniconzzze7

60054043

il devs-2170046258
P devs212

i outtestvno14674
@ nyperv_60056453
il kes0031548

* ranger0020479
gl thing10025829
i@ tomcat_s0005097
il win2ka120008878
i yar

» ACTIVE IMAGES

b DIAGNOSTICS

The Storage Tab for an In-Band Host Assigned to Two VDisks, Showing One MDisk

Hosts can use in-band or out-of-band storage; please review Chapter 3, Understanding In-Band and Out-of-Band Data
Storage.

Note: In-Band protection is not applicable to Sky appliances.
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Applications Tab

Use the Applications tab to view information about the applications protected from each host.

To view protected applications on a host, see Viewing Applications on a Host on page 139.

Q e

w SYSTEM

» CONFIGURATION

¥ BODD NODES

» NAS SERVERS r

v HOSTS
@ beaston25785
I@ bergman0031844
I@ bigblue40052732
@ chandnic0022297
g devs-2160054048
gl devs-2170046258
i devs-218
&P ouitestvD014574
&P hyperv_50056453
P kes0031548
a ranger0020479
i@ thing10025629
i tomcat_s0006087
@ win2k8120008678

» ACTIVE IMAGES

¥ DIAGNOSTICS

(= C |

yar

~ DETAILS

HostIP

172.17.5.129

Friendly Name

yar

Unique Name
yar_42979_00059

0S8 Type

Linux

0S5 Release
2.6.32-358.el6 x86_64

0S8 Version
#1SMP Tue Jan 29 11:47:41 EST
2013

[peais | pors [ siorage Rzl

@/

B /oot

T home
G /mntisdd1
3@ imntisdet

@ imntinewlhsm

FileSystem

FileSystem

FileSystem

FileSystem

FileSystem

FilzSystem

protectable

protectable

protectable

protectable

protectable

protectable

The Applications Tab for Applications Discovered and Protected on a Host
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Orgs Tab

Orgs are the organizations configured in the Domain Manager Security section that have access to this host.
Organization membership govern which users can access or manage which resources within an Actifio appliance.

Organizations are detailed in Setting Up Users and Roles in the Domain Manager.

Domain Manager Applications

%! dev5-2160054048 Select All, one
Y] ALL
« SYSTEM -+ DETAILS
O pusLic
» CONFIGURATION Host IP
» BDD NODES 17217.5.216
} NAS SERVERS Unique Name
v HosTs devE-2160054048_00059
i@ beaston25786 OS Type

o Win32
@ bergman0031944

& bighlued0052732 0S Release
Microsoft Windows Server 2003

@ chandnico022297

ol e 2048 0S5 Version
Build 3790

g devs-2170046258

P devs-218

P quitestv0D14674
g nyperv_s0056453
i kes0031543

g ranger0020479

g thing10025829

i tomcat_s0008057
gl win2ke120008873
ayar

» ACTIVE IMAGES

» DIAGNOSTICS

|
wie S|OFEE] )

The Orgs Tab for a Host That Has Not Yet Been Assigned to a Specific Organization
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19 Configuring Storage for In-Band
Hosts

Note: In-band storage is not applicable to the Actifio Sky appliance.

The Actifio CDS appliance uses VDisks (virtual disks) to virtualize copy data from hosts. VDisks are logical disks taken
from a pool of MDisks presented to the Actifio CDS appliance from one or more internal and external arrays. VDisks
are explained in VDisks and VDisk Consumption on page 23.

In-band storage is discussed in In-Band Data on page 17.

VDisks are explained in VDisks and VDisk Consumption on page 23.
VDisk management includes:

Creating a VDisk on page 108

Mapping a VDisk to a Host on page 111

Unmapping a VDisk from a Host on page 112

Expanding a Virtual Disk on page 113

Renaming VDisks and MDisks on page 114

Deleting a Virtual Disk on page 115

You use Create VDisk in the Hosts section of the Domain Manager to create different types of virtual disks and assign
them to hosts. VDisks are then visible to the host systems that use them.

VDisks are typically used to allow for in-band Fibre Channel snapshots to be taken as part of the overall copy data
management solution. VDisks allow new volumes and volumes with existing customer data to be presented to the
host through the Actifio CDS appliance. For existing volumes, this capability allows the appliance to move in band
between the existing storage and the host and, essentially, to pass the disks through with the existing data intact.
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Creating a VDisk
This section details:
Creating an Image Mode VDisk on page 109
Creating a Mirror Mode VDisk on page 110
VDisks are created from a set of extents in an MDisk group. VDisks can be created as:

Image Mode: An image mode VDisk provides a direct block-for-block translation from the managed disk
(MDisk) to the VDisk. Image mode VDisks have a direct relationship with one MDisk. When you create an
image mode VDisk, a direct mapping is made between extents that are on the MDisk and extents that are
on the VDisk. This mode allows you to insert Actifio CDS into the data path of an existing storage volume or
LUN with minimal downtime.

Mirror Mode: Mirroring adds a second identical disk to back up the first image. A mirrored virtual disk can
remain operational if one VDisk fails or corrupted. The first disk is always an image disk, as described
above. The second disk might be another image disk or it could be a striped disk:

o Mirror Mode: Image-Image: In Image-Image mode, the secondary disk is of Image type.

o  Mirror Mode: Image-Striped: In Image-Striped mode, the secondary disk is of Striped type. A
striped virtual disk is one in which the data is broken into chunks and distributed on the disks
comprising the MDisk group on which the virtual disk is created. Striped mode indicates that the
VDisk is created from multiple MDisks in the MDisk group. Striped-mode VDisks can be expanded
as described in Expanding a Virtual Disk on page 113.
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Creating an Image Mode VDisk
Perform the following steps to create an image mode VDisk:
1. Open the Domain Manager to System > Configuration > Hosts and select a host.

2. Click the Storage tab.

N -
(10 enter search x)| ([ | Jra— |+ creste visk |

* SYSTEM : .
\ ConFURATION o — # Edit i Delete 4 Unmap 5 Rescan % Refresh
» BDDNODES (| Name + Type MDisk MDisk Group | 3CSI: Size Status
b NAS SERVERS O+t image mdisks act_img_grp4?2 2 20.00 GB |degraded
~ HOSTS [
& beast0025785

Creating a VDisk

3. Click Create VDisk. The Create VDisk window opens. All the unmanaged MDisks are listed. You can move
the mouse pointer on the disk row to see the UUID of the MDisk.

Create VDisk

Enter VDisk Name: (*) |

Enter SCSIID auto-generated if left blank
Select VDisk Mode (O] Image Mode

O mirror Mode: Image - Image

© Mirror Mode: Image - Stripe

Select MDisk To Use

—
Q, enter search 7 Refresh

Name * Size Vendor WWPN LUN ID Controller
mdisk4 100.00 GB 18M 20020080E52353FA |4 controllerd
mdisks 20.00 GB IEM 20020080E52353FA |5 controllerd
mdisk13 5.00 GB 18M 20020080E52353FA 13 controllerd

Creating a VDisk

4. Enter the name of the virtual disk you would like to create in Enter VDisk Name. This name will be
presented in the list of disks that you can present to a host. It's a good idea to use a descriptive name,
including the host name, to make identification and troubleshooting easier.

Enter the SCSI ID in Enter SCSI ID The SCSI ID is auto generated if the field is left blank.

Select Image Mode from the Select VDisk Mode options.

From the list of available MDisks, select the desired MDisk by clicking on any field of the MDisk row.
Click Save.

© N o o
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Creating a Mirror Mode VDisk

Select Mirror Mode when you want to create an image for your VDisk.

Perform the following steps to create a VDisk in mirror mode:

1.

©® N oA W N

9.

Open the Domain Manager to System > Configuration > Hosts and select a host.

Click the Storage tab.

Click Create VDisk. The Create VDisk window opens.

Enter the name of the virtual disk you would like to create in Enter VDisk Name.

Enter the SCSI ID in Enter SCSI ID. The SCSI ID is auto generated if the field is left blank.
Select Mirror Mode: Image-lmage or Mirror Mode: Image-Striped from Select VDisk Mode.
Under Select Primary Disk, the select an MDisk from the list of available MDisks.

The Select Primary Disk area collapses and a new Select Mirror Disk row appears beneath Select Primary
Disk. From the list of remaining MDisks, select a Mirror Disk by clicking its row.

Create VDisk

Enter VDisk Name: (*) T

Enter SCSIID: | auto-generated if left blank

Select VDisk Mode (@] Image Made

© wirror Made: Image - Image

O wirror Made: Image - Stripe

Select Primary Disk

—
Q, enter search 5 Refresh

Name * Size Vendor WWPH LUN ID Controller

mdiské 20.00 GB 20020080E523520DF controllerd

mdisk? 20.00 GB 20020030E52352DE controller0

mdisk10 1.00 GB 20020080E52352DE controllerd

mdisk13 10.00 GB 20020080E523520DF controllerd

mdiski4 10.00 GB 20020080E523520DF controllerd

md!liklﬁ 20.00 GBE 20020030E52352DE controllerd

Select Mirror Disk

The selected Primary and Mirror disks are listed at the bottom of the Create VDisk window. Verify the
selection, then click Save.
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Mapping a VDisk to a Host

To assign a virtual disk to a host:

1.

N o oA W N

Open the Actifio Desktop to the Domain Manager.

Select the Host from the navigation pane.

Select Storage tab and the All VDisks subtab.

Select one or more virtual disks.

Click Map. A confirmation dialog appears.
Enter the SCSI ID for the vDisk. The SCSI ID is auto-generated if it is left blank.
Click Map VDisk.

Domain

Q =nter search

* SYSTEM

» CONFIGURATION

» BDD NODES

» NAS SERVERS

¥ HOSTS
I@ beastoozs7as
f@ bergman0o3ioss
i@ bigbluednosa7az
i@ chandnicoozeze7

P devs-2170046258
P devs-218

@ guitestv0n14674
i hyperv_50056453
i res0031548

i rangerdozodre
i thing10025829
P tomcat_s0006097

_ Assigned VDisks | Al VDisks |

Q, enter search

<] O O

DooOooOooDooooD

+ + |+ + |+ + |+ F +F+ + |+

Name

wio_test

rs-33C80D4B2600
rs-53B677E94C00
test

t
rs-53E11AED0800
rs-53E11E534600
new
wdisk_multihoprep
rs-54324B831600
rs-54324BA55100
rs-54324BCE2400
rs-5432518E3600

+ Create VDigk

Type

image

striped

striped
image

image

striped
striped
image

striped
striped
striped
striped
striped

# Edit | Delete # Map 3 Rescan 3 Refresh

MDisk Group Host (SCSI ID) Size
act_img_grp42 |tomcat_s0006057(0) 1.00 GB
act_img_grp42 5.00 GB
act_per_pool000 |beast0025786(3) 10.00 GB
act_pri_pool000 5.00 GB
act_img_grp42 5.00 GB
act_img_grp42 |devw5-2160054043(2) 20.00 GB
act_per_pool000 |dev5-218(1) 5.00 GB
act_per_pool000 |devs-218(2) 3.60 GB
act_img_grp42 |yar(0) 20.00 GB
vdisk_multihopre 1.00 GB
act_pri_pool000 24.00 GB
act_pri_pool000 24.00 GB
act_pri_pool000 |\m5(2) 24.00 GB
act_pri_pool000 24.00 GB
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Unmapping a VDisk from a Host

You can remove the mapping between a virtual disk and a host by using the Unmap functionality. The VDdisk
unmapping process makes the unmapped virtual disks available to other hosts.

To unmap a VDisk from a host:

1. Open the Actifio Desktop to the Domain Manager.

2. Select the Host from the navigation pane.
3. Select Storage tab and the Assigned VDisks subtab. The VDisks mapped to the host are listed.
4. Select one or more VDisk(s) from the list.
5. Click Unmap. A confirmation dialog appears.
6. Click OK. The selected virtual disk is unmapped from the host.
Domain Manager Applications
e
Q, enter search x ‘ Assigned VDisks Al VDigks | + Create WDisk
+ SECURITY il
—— i & ~ ~
+ ORGANIZATIONS Q enter search & Edit B Delete 4 Unmap % Rescan t Refresh
LRRIEEES |:| MName + Type MDisk MDisk Group SCSI: Size Status
[geelES |:| + |sevenl striped host_poaol a 1.00 GB degraded
* SYSTEM striped host_poaol 1 2.00 GB degraded
b CONFIGURATION |:| + |seven3 striped host_poaol 2 3.00 GB degraded
¥ HOSTS |:| + |zevend striped host_poaol 3 4.00 GB degraded
b i@ PLATFORMHA |:| | T |seven5 striped host_poal |4 |5.UU GB degraded
i@ cLust |:| + |genericl image act_img_grp25 9 1.00 GB degraded
a veenterd [+ |expandi mirror-image/striped multiple multiple 10 10.00 GEB |degraded
QWZ.W.MS [+ |ankurTest2 image act_img_grp28 11 5.00 GB degraded
P 17217314
a kes
gtuvok
g voenterd4

e kedi.dev.actifio.com
a kantri.dev.actifio.com
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Expanding a Virtual Disk

The Expand Virtual Disk functionality is used to increase the size of an existing VDisk. The VDisk Expansion Wizard
allows you to perform this function.

Note: Expansion is supported only on disks that are created in Mirror Mode (Image-Striped).

Note: A VVDisk can be expanded only if it has no snapshots.

To expand a VDisk:

1.

PowoN

Open the Actifio Desktop to the Domain Manager.

Select the Host from the navigation pane.

Select Storage tab and the Assigned VDisks subtab. The VDisks mapped to the host are listed.
Select the VDisk that you want to extend and then click Extend.

Note: The Extend option is available only after selecting a single VDisk, and is supported only for Mirror
Mode (Image-Striped) VDisks. The Extend option is not available if you select multiple VDisks.

The VDisk Expansion Wizard opens to allow you to extend the size of a VDisk in an existing mirror
configuration.

Note: Clicking Next disrupts the mirroring operations. Make sure to extend the Image Mode MDisk before
proceeding.

Click Next. The Wizard displays the old and new size of the Image Mode MDisk.

Review and confirm the MDisk expansion results. This new size is the reflection of changes manually made
to the storage array. Use the Refresh function if the new size value is not reflected.

Note: If required, you can change the sync-rate by using the Select Sync Rate drop-down. Sync-rate
specifies the rate for synchronization for mirrored copies. The default sync-rate is 64 MB per second.

Click Next. The Wizard displays the available MDisks to add to the striped set. S

Select the MDisk(s) you wish to add, then click Use Selected MDisk(s) to proceed with re-establishing the
mirror. This wizard gives you additional MDisk storage that is required to be added on Striped Mode MDisk
for establishing the mirror. The wizard screen displays the percentage of mirroring progress.

Click Close to complete the process. You can see the mirroring status in the Assigned VDisk grid.
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Renaming VDisks and MDisks

To rename a VDisk or an MDisk:
1. Open the Domain Manager to System > Configuration > Hosts and select a host.
2. Click the Storage tab.
3. Select the All VDisks subtab. All VDisks (mapped and unmapped) are listed.

Q, enter search x| Assigned VDisks AllVDisks | + Create VDisk

- SYSTEM -
} CONFIGURATION W N Delete A Map % Rescan 3 Refresh

» BDD HODES Name Type MDisk Group Host (SCSI 1D) Size

b NAS SERVERS vio_test image act_img_grp42 |tomcat_s0006097(0) 1.00 GB

|
O+
(V]

¥ HOSTS act_img_grp42 dev5-218(4) 5.00 GB

i# beastno2s728 ]| + |rs-53C830D4B2600 striped act_per_pool000 |beast0025786(3) 10.00 GB
& beroman0031944 ]|+ |rs-538877E34C00 striped act_pri_poel000 5.00 GB
& bigblue40052732 |+ |test image act_img_grpd?2 5.00 GB
@ chandnic0022297 Ml It imane art ima armd? | dewS-7160N54048(21 20.00 GR

4. Select the VDisk you wish to rename. To rename an MDisk, select the VDisk and expand it by clicking the
[+] symbol. The managed disks associated with the selected VDisk are displayed.

e — | L

Y STEM _
CONFIGURATION Q, enter search ) @ [Thzze AL i ZEEE
EDD NODES O Name Type MDisk Group Host (SCSI ID) Size
HAS SERVERS O | + |vio_test image act_img_grp42 |tomcat_s0006057(0) 1.00 GB
HOSTS I:‘ + |tes image act_img_grp42 |devs-218(4) 5.00 GB
i@ beast0025785 @rs-SSCSDDéI—EQGDD striped act_per_pool000 | beast0025786(3) 10.00 GB
? TEEATIEHEE Name Mdisk Group Size Vendc WWPN SCSII|  Controller | Patht| Status Action
& bigblued0052732 L X . X 1 P o o _______T. . X . —

5. Click the Edit button.
6. The Edit VDisk dialog appears. Enter a new name for the VDisk, then click Update Name.
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Deleting a Virtual Disk

This task allows you to delete mapped and unmapped virtual disks. When you delete a mapped virtual disk under the
Assigned Virtual Disks tab, the virtual disk is first un-mapped and then deleted.

To delete a VDisk from an Actifio CDS appliance:
1. Open the Domain Manager to System > Configuration > Hosts and select a host.
Click the All VDisks or the Assigned VDisks tab.
Select the All VDisks tab. All the VDisks (mapped and unmapped) are listed.
Select VDisk(s) from the list. A warning dialog appears.
Enter DATA LOSS in the DATA LOSS field.
Click Delete VDisk(s). The selected VDisk is removed from the Actifio CDS appliance.

o o & W DN
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20 Configuring a BDD Node

This section describes the configuration of the BDD Node. Once a BDD node has been installed and the software
installation step completed, the BDD Nodes selection appears in the left pane of the Domain Manager, above a
selection for the NAS Servers that host the data. The NAS Servers are detailed in Chapter 21, Adding NAS Servers.
There are additional controls relating to protecting and recovering data in the Application Manager.

Note: BDD Nodes and NAS servers are not applicable to Sky appliances.

This section describes:
Viewing and Modifying the Details of a BDD Node Configuration on page 118
Configuring the Ports of a BDD Node on page 120
Viewing the Storage on a BDD Node on page 121
Viewing the Organizations to which a BDD Node Belongs on page 121

Domain Manager Lzci | Ports | storage | Orgs |

Q enter %) bdd138-32 BDD Node name bdd138-32
b SEcuRmY ~ DETAILS BDD Friendly name bdd138-32
v SEIED Host IP
» CONFIGURATION 172.17.138.32 Description
~ BDD NODES Friendly Hame
@ maraiantest bdd138-32 Management I[P Address 172.17.138.32

N bad Unique Name bort 3 1P adaress .
v NAS SERVERS bdd138-32
& testnas Port 4 IP address Gz
o Domain Membership BERMUDAQA ACTIFIO.COM | [ Leave
» ACTIVE IMAGES
» DIAGNOSTICS
Save

An Actifio Enterprise System that Includes BDD Shows BDD Nodes and NAS Servers
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Viewing and Modifying the Details of a BDD Node Configuration

Click on a BDD Node to display the current properties of the BDD Node and to change some of the properties.

The properties shown on the Details tab are:

BDD Name

BDD Friendly name
Description
Management IP address
Port 3 IP address

Port 4 IP address

Domain Membership

)| bdd138-36 BDD Node name bdd136-36
b SECURTY ~ DETAILS BDD Friendly name bdd136-36
~ SYSTEM Host IP
» CONFIGURATION 172.17.138.36 Description
~ BDD NODES Friendly Name
@ bddnodet bdd138-36 Management IP Address 172.17.138.36 Change
& Unique Name Port 3 IP address Changs
» HAS SERVERS bdd138-36_4273_00003
» HOSTS 05 Type Port 4 IP address Change
Linux
¥ BCHVE [MAGES Domain Membership Jain
05 Release

» DIAGNOSTICS

£33

2.6.32-431.20.3.216.x86_64

#1 SMP Thu Jun 19 21:14:45
UTC 2014

The Details for a BDD Node
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Setting the Port 3 or Port 4 IP Address

Setting the IP addresses of Port 3 or Port 4 is straightforward. If a valid set of inputs is provided, the change of address
will be completed. There is no guarantee that the port will be able to reach the customer network, and no test to prove
that this is the case.

Changing any of the IP addresses brings up a dialog box that shows:
o IP Address
o Gateway

. Net Mask

Change Port 3 IP Address

IP Address™

Gateway*

Met Mask*

. Apply ; Cancel

Changing the Port 3 or Port 4 IP Address of a BDD

Joining a BDD Node to a Windows Domain

If the BDD Node is not currently a member of a Windows domain, the Join button is displayed in the Details pane.
Pressing the Join button displays a dialog that has the following fields:

. Domain Name (DNS resolvable name of the Domain Controller)
. Administrative User name
o Password

Fill out these fields and press OK to join the BDD to the domain.

()

Join Domain

AD Domain Name*
Usermame*

Password*

Joining a BDD to a Windows Domain

Leaving a Domain

If the BDD Node is joined to a domain, a Leave Domain button is shown in the details pane. Pressing this button
displays a dialog with the following fields:

. Administrative User name
. Password

Press OK to attempt to leave the domain. If the action fails, the BDD Node remains a member of the domain.
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Configuring the Ports of a BDD Node
The ports pane shows Fibre Channel ports configured for the BDD. You can configure one or more ports of a host.
To configure the ports of a host:

1. Open the Domain Manager to System > Configuration > Hosts and click the Ports tab.

2. Add the World Wide Port Name (WWPN) of the Host. To add or choose the WWPN, click +Add Port in
upperright corner of the WWPN panel. The Add Port dialog appears. Choose the corresponding WWPN of
the host or enter the WWPN using the Custom... option, then click Add Port.

Details @ Storage
enter rch x‘ -
Q bdd138-36 WVWEN B Delete l + Add Port l
» SECURITY

Desktop

~ DETAILS
Port
Y STEA HostIP =
» CONFIGURATION 17217.138.36
~ BDD NODES Friendly Name
@ bddnode bdd138-36
£2° bdd138-36 Unique Name
B bdd138-36_4273_00008
» NAS SERVERS
» HOSTS C’_s Type
Linux
» ACTIVE IMAGES
03 Release
» DIAGHOSTICS 2.6.32-431.20.3 el5 x86_64
0S5 Version
2014
O Port

(% C

Adding Fibre Channel Ports for the BDD

Note: Ignore the lower iSCSI section.
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Viewing the Storage on a BDD Node

The storage pane shows indexing volumes and staging volumes (if any) that might be currently exported to the BDD.

Domain Manager Ports @ Drgs

Q enter search %) [ Assigned VDisks | e — ‘ + Create VDisk
w SECURITY _

+ oRoANZATIONS CY— # Edit W Delete | A Map ‘D Rescan 3 Refresh
b USERS | Name Type MDisk Group Host (SCSI ID) Size

¥ ROLES [ + |vdisksud striped act_per_pool00o 1.00 GB

= SYSTEM [ + |vdisksudz striped act_per_pool000 1.00 GB

» CONFIGURATION O + |vdisksuda striped act_per_pool000 1.00 GB

~ BDD NODES

& soD13337
& BoD138-14
& bddnode-40081
& BoD133-30

» HAS SERVERS

b HOSTS

b ACTIVE IMAGES

¥ DIAGNOSTICS

last refresh 2014-10-13 17:38:22

The Storage Tab for a BDD Node

Viewing the Organizations to which a BDD Node Belongs

The Organizations pane shows the Organizations of which the BDD Node is a member.

bdd138-36
Select All, Hone
b =ERuRS = DETAILS 7 ALL
~ SYSTEM HostIP [ pusLc
» CONFIGURATION 172.17.138.36
* BDD NODES Friendly Name
ag bddnode1 bdd138-36
=" bdd1 Unigue Name
bdd138-36_4273_00008
» NAS SERVERS
» HOSTS 0s TYDE
Linux
» ACTIVE IMAGES
0S Release
}IDIAGHO SHC S 26.32-431.20.3 6l6 xB6_64
0§ Version
#18MP Thu Jun 19 21:14:45 UTC
2014

The Orgs Tab Shows the Organizations to which a BDD Node Belongs
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21 Adding NAS Servers

Before you can protect an application’s data, you must first add its NAS Server to an Actifio appliance and specify its
ports and virtual disks. NAS server details can be modified via the Details tab. Datasets currently protected from a
NAS server can be viewed via the Applications tab.

Note: BDD Nodes and NAS servers are not applicable to Sky appliances.

This section describes:
Adding a NAS Server on page 124
Viewing and Modifying NAS Server Details on page 126
Viewing Datasets on a NAS Server on page 127

Viewing the Organizations to which a NAS Server Belongs on page 128
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Adding a NAS Server

You can add a NAS server and discover the datasets running on it to protect them.

To add a new NAS server:
1.
2.

Open the Domain Manager.

* ! Pool Summary
b SEEhmny ~ APPLIANCE DETAILS
~ EE=) Appliance ID
b CONFIGURATION 590037909520

» BDD HODES Appliance Name

~ NAS SERVERS clustersp
4 Isilon_real Appliance IP
. 172.17.3.91
3 netapprealy

¥ HOSTS
¥ ACTIVE IMAGES

¥ DIAGNOSTICS

# Hew Organization...

4+ Up

¥ Down

d Certificate.

3.

Add New NAS Server

From the service menu, select Add New NAS Server.

Rl soepsvo | e | cecuo |

~ SNAPSHOT POOLS

~ ACT_PER_POOL000

DISK USAGE

Used 24.00GBM%
Free 2022.00G8
Capacty 2046.00G8

THRESHOLD MONITOR

Varning 0% ‘ | 100%

80%
Safe Mode

0% ‘ | 100%

90%

= PRIMARY POOLS

~ ACT_PRI_POOL000

DISK USAGE

Used 12.00GBM%
Free 2034.00G8

Capacty 2046.00G8

THRESHOLD MONITOR

Varning 0% ‘ | 100%

80%
Safe Mode

0% ‘ | 100%

90%

~ DEDUP POOL

~ ACT_DED_POOL00O

DISK USAGE

Used 14.08GBM7%
Free 69.22G8
Capacty 83,3068

THRESHOLD MONITOR

i

Varning | 100%

75%

Adding a NAS Server

The Add New NAS Server dialog appears.

—6‘

NAS Server Name*
IP Address*
Type*

Management port
number

Management
Username*

Management User's
password*

nstapieals

172171308
[ Methpp [E5)
443
admin
Add new NAS 5 Close

Adding a NAS Server: Details

4.

B. Enter an IP Address.

124

Enter a NAS Server Name that is unique within this CDS appliance.
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For Type select either Isilon or NetApp.
The Management port number is filled in automatically based on your selection of Isilon or NetApp.

Management Username and a valid Management User’s password.

© © N o

Click Add new NAS Server.

The IP address, port and user authentication parameters are used to connect to the server, and if it all
checks out, the NAS server is added, and shows up in the left pane under NAS Servers.
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Viewing and Modifying NAS Server Details
You can modify the NAS server details, datasets, and organizations.
To view or modify a NAS server's details:

1. Open the Domain Manager to System > NAS Servers and click the Details tab.

2. Selecting a NAS server in the left pane brings up the details of the server in the right pane.
3. There are tabs for Details, Applications and Organizations. The Details pane of the NAS server allows you
to view or modify the NAS Server definition.
4. The Type field cannot be changed after the server has been created. Some of the fields can be modified:
o Name
o |IP Address
o Port

o Username
o Password

5. A test button allows the IP address, port and authentication parameters to be verified.

Domain Manager Lkl | Applications

Q- %) Isilon_real
Name Isilon_real
b SECURITY + DETAILS
- SYSTEM HostIP Friendly Name Isilon_real
172.17.2501
F conmieuRATIen IP Address 172.17.2501
} BDD NODES Friendly Name
~ NAS SERVERS Isilon_real Port Number 8080
-~ Igilon_real Unigue Name )
= — ) Host Type Isilon
5 netappreald Isilon_real_6804_00008
} HOSTS BDD Node bddnode | 5

¥ ACTIVE IMAGES

Management
} DIAGNOSTICS Credentials root | [eewees Test

Editing NAS Server Configuration Details

126 Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



Viewing Datasets on a NAS Server

The NAS server's Applications tab shows the datasets that have been defined for the particular NAS Server. The
details for each dataset should show the number of unexpired images, and the capacity protected.

To view all protected applications on a NAS server:

1. Open the Domain Manager to System > NAS Servers.
2. Select from the list of previously created NAS servers.
3. Click the Applications tab. You will see a complete list of datasets for the selected NAS server, and details
about them.
Domain Manager Detai\rrgs
Qen | ALL NAS Datasets
b EEELRIY T DETAILS NAS Dataset Name Start Paths Prune Paths Exclude Patterns
M CIFS_ds1 bin, lib, libexec, shin
» CONFIGURATION CIFS ds2?
» BDD NODES B
* NAS SERVERS

5 netappreald
» HOSTS
» ACTIVE IMAGES

b DIAGNOSTICS

The Applications Tab Shows Datasets on a NAS Server
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Viewing the Organizations to which a NAS Server Belongs

The NAS Server's Organizations tab shows the Organizations of which the NAS server is a member.

Domain Manager

Applications!

Q, ent %1 Isilon_real
Select All, None
b =EEhnny v DETAILS 7 ALL
- SYSTEM HostIP O pusLic
» CONFIGURATION 172.17.250.1
» BDD HODES Friendly Name
Saw
~ HAS SERVERS ilon_real =5
= Igilon_real_6804_00008
3 netapprealy
» HOSTS

» ACTIVE IMAGES

» DIAGNOSTICS

The Orgs Tab Shows Organizational Membership

128
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22 Adding Hosts and Editing Host
Information

Before you can protect an application’s data, you must first add its host to an Actifio appliance. Once the host is added,
you must specify its ports and virtual disks.

Applications and VMs that reside on hosts are discovered in the Application Manager Service.

Note: The Actifio appliance supports multiple hosts with the same Host Name.

This section describes:
Adding a Generic, HP-UX, TPGS, or OpenVMS Host on page 130
Adding a Hypervisor Host on page 134
Adding an IBM HMC Host on page 136
Configuring the Ports of a Host on page 138
Viewing Applications on a Host on page 139
Viewing and Editing Host Information on page 140

Background information on managing hosts from the Host section of the Domain Manager is provided in Chapter 18,
Managing Hosts.

You also need to understand VDisks. VDisks are detailed in Chapter 19, Configuring Storage for In-Band Hosts.
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Adding a Generic, HP-UX, TPGS, or OpenVMS Host
To add a new host:
1. Open the Domain Manager.

2. From the service menu, select New Host....

) £
o« h ! dev5-2160054048 Host Name Friendly Name
a dev5-2160054048
& ZEEURIY + DETAILS
» ORGANIZATION S Host IP Type Of HOst Generic : ]
} USERS 17217.5.216
 ROLES Unigue Name MNetwork IP Address: Add | Clear
- SYSTEM devi-2160054048_00059 I1F'?2EE:|:I?rZS2B1G
» CONFIGURATION 0S Type o
Win3a2
» BDD HODES
05 Release Delete
b 1A SERVERS Microsoft Windows Server 2003 _
* HOSTS 05 Version Description
Organization... Build 3790
Connector Port 5106
Login Credentials for Username Password
connector

ew NAS Server

in Applia

Certificate Exchange...

Download Certifica

& Archive Job Histo

4 Upload System Update

X Delete

Adding a Host

130
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Types of Hosts

Parameter Description

Host Name

Friendly Name

Network IP Address

Type of Host

Description

Connector Port

Login Credentials for Connector:
Username and Password

The name, fully qualified domain name, or the IP address of the host.
The name of a host should start with a letter, and can contain letters,
digits (0-9), and an underscore ('_').

The friendly name for the host to complement the specified Host Name
and provide an easier to understand name (for example,
Finance_Dept_Host).

To add additional IP addresses for the host, click Add and enter each IP
address.

To remove the previously set IP address, highlight the IP address, click
Delete, and then enter the new IP address. You can enter additional IP
addresses by using the Add button.

If a host type has not yet been specified for the host, this field will
display None. You can then choose from the following host types:

e ESXHost

e Generic

e HP-UX

e HyperV Server

e |IBMHMC
e  OpenVMS
e SCVMM

e TPGS

e vCenter

Specifies additional information related to the host or related to
modifications made to the host.

Identifier of the Actifio Connector port.

User name and password of the host or the Actifio Connector on the
host. You need to provide the login credentials to run the pre- and post-
scripts successfully on the host.
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3. In the Add a New Host form, enter the name, fully qualified domain name, or the IP address of the host in
Host Name. The name of a host should start with a letter, and can contain letters, digits (0-9), and an
underscore ('_").

()

Add A New Host

Host Name™* Friendly Name

IP Address Member of Organization(s)
Add Select: All, None
IP address ALL
O pusLic
[ test

Select Host Type

(Generic_[ <]
WWPHNIiSCSI Port

None Available

Connector Port

Login Credentials for connector

Username Password

Add Host

Adding a New Host Form -- Generic Host
4. Enter the friendly name for the host to complement the specified Host Name and provide an easier to
understand name (for example, Finance_Dept_Host).
Click Discover Details. Actifio Desktop lists all IP addresses used by the host.
Select the type of host in Select Host Type.
Enter the IP address of the host in IP Address. Click Add to add multiple IP addresses for a host.

® N o o

Depending on how the host is accessed, specify one of the following for WWPN/iSCSI Port:
o If the host can be reached using a Fibre Channel port, select WWPN (World Wide Port Name).

o If the host can be reached using an IP network, select iSCSI (Internet Small Computer System
Interface).

Note: Fibre Channel and WWPN is not applicable to Sky appliances.

You can add multiple port types for a single host.

Note: For HP-UX hosts, if the WWPN is not shown in the selection box, enter the 16-digit WWPN in the
space provided and click Add. As soon as the host has been added in Step 11 below, map a VDisk to it as
detailed in Mapping a VDisk to a Host on page 111. This is necessary only for HP-UX hosts.

132 Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



To reach the host via an IP network, select iSCSI. To add the iSCSI port, click +Add Port in upperright
corner of the iISCSI panel. The Add Port dialog appears. Enter the iSCSI host IQN, then click Add Port.

10.  Enter the user name and password of the Actifio Connector on the host if you intend to:
0  Run pre- and post-scripts on the host

o Protect a CIFS share (the login credentials of the local/domain user on Windows who mapped the

share).

1. Click Add Host.
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Adding a Hypervisor Host

Note: Actifio Desktop and the command line interface do not allow creation of mapped disks to protect Hypervisor
hosts. If your deployment requires MDisk allocation to a hypervisor host, define the host type as 'generic'.

To add a new hypervisor host:

1. Open the Domain Manager.
2. From the service menu, select New Host....
%) dev5-2160054048 Host Name* Friendly Name
~ SECURITY B - oeTans deva-2160054048
» ORGANIZATIONS Host IP TYDE Uf HOst Generic :
» USERS 172175216
b TELES Unigue Name Network IP Address: Add | Clear
- sysiem devs-2160054048_00058 ITPT;‘T?;ESS;E
» CONFIGURATION 0S Type B
Win32
» BDD NODES
OS Release Deleta
» 1IAS SERVERS Micrasoft Windows Server 2003 o
- HOSTS 05 Version Description
Organization... Build 3790
Connector Port 5106
Login Credentials for Username Password
connector

]
I Archive Job History...
4 Upload System Update
X Delete
Adding a New Host
3. In the Add a New Host form, enter the name, fully qualified domain name, or the IP address of the host in

Host Name. The name of a host should start with a letter, and can contain letters, digits (0-9), and an
underscore ('_").

4. Enter the friendly name for the host to complement the specified Host Name and provide an easier to
understand name (for example, Finance_Dept_Host).

5. Click Discover Details. Actifio Desktop lists all IP addresses used by the host.
6. Enter the IP address of the host in IP Address. Click Add to add multiple IP addresses for a host.
7 In Select Host Type, select the hypervisor host.

134 Configuring Resources and Settings With the Domain Manager | actifio.com | actifio



Add A New Host

Host Name* Friendly Name

IP Address Member of Organization(s)

| Select All, None
IP address [ 724
ALL

[ pusLic

Select Host Type

Cscwm =)
VWWPN/ASCSI Port
WWPN| 3] |

[0 2101001B3234CFBE
[0 210100183238BCEY

Connector Port
| |
Login Credentials for connector

Username Password

Add Host

8. Depending on how the host is accessed, specify one of the following for WWPN/iSCSI Port:
o If the host can be reached using a Fibre Channel port, select WWPN.

o If the host can be reached using an IP network, select iSCSI.

Note: Sky appliances do not connect to Fibre Channel and do not use WWWPN.

You can add multiple port types for a single host.

9. To reach the host via an IP network, select iSCSI. To add the iSCSI port, click +Add Port in upperright
corner of the iSCSI panel. The Add Port dialog appears. Enter the iSCSI host IQN, then click Add Port.

10.  In the spaces provided, enter the user name and password of the host. This required for the connector to
run pre- and post-scripts on the host.

1. Click Add Host.
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Adding an IBM HMC Host
The Actifio appliance discovers all VIOs and LPARs on the IBM HMC host.
To add a new host:

1. Open the Domain Manager.

2. From the service menu, select New Host....

dev5-2160054048 Host Name* Friendly Name
devs-2160054043

~ SECURITY B -~ oerans
» ORGANIZATIONS Host IP Type of Host Ganeric 7
¥ USERS 172175216
b TS Unigue Hame Network IP Address: Add || Clesr
T devb-2160054048_00059 IEZEE:EI;ZSQSW
} CONFIGURATION 05 Type -
Win32
» BOD NODES
0S Release Delete
b NIAS SERVERS Wicrosoft Windows Server 2003
~ HO5TS 05 Version Description
& Build 3790
Connector Port 5106
Login Credentials for Username Password
connector

Adding a Host -- IBM HMC
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3. The Add a New Host form appears.

Add A New Host

Host Mame* Friendly Name
|MyHMChost || Discover Details | |

IP Address IMember of Organization(s)
I:I Add =ar Select: All, Hone
IP address ALL
[ engineering
O Organization_9

Select Host Type
IBMHNMC [7]
Login Credentials for IBM HMC

Username* Password*
| |

Add Host

Adding a New IBM HMIC Host
4. Enter the name, fully qualified domain name, or the IP address of the host in Host Name. The name of a
host should start with a letter, and can contain letters, digits (0-9), and an underscore ('_').

b. Enter the friendly name for the host to complement the specified Host Name and provide an easier to
understand name (for example, Finance_Dept_Host).

Click Discover Details. Actifio Desktop lists all IP addresses used by the host.
In Type of Host, select IBM HMC.
Enter the IP address of the host in IP Address. Click Add to add multiple IP addresses for a host.

© © N o

In the spaces provided, add the login credentials for the IBM HMC host as needed.

10.  Click Test to ensure the credentials have been properly entered.

Note: When an IBM HMC host type is added, the LPAR hosts available on that HMC are also discovered. If
an LPAR host is created or deleted after the IBM HMC was discovered, use the re-discover option to
update the known LPARs.

1. Click Add Host.
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Configuring the Ports of a Host

You can configure one or more ports of a host.

Note: When you add a vCenter as a host, you cannot define the ports and virtual disks.

To configure the ports of a host:
1. Open the Domain Manager to System > Configuration > Hosts and click the Ports tab.

o Ifthe host is reached via a Fibre Channel port, add the World Wide Port Name (WWPN) of the Host.
To add or choose the WWPN, click +Add Port in upperright corner of the WWPN panel. The Add
Port dialog appears. Choose the corresponding WWPN of the host or enter the WWPN using the
Custom... option, then click Add Port.

o If the host is reached over an IP network, add its Internet Small Computer System Interface (iISCSI)
port. To add the iSCSI port, click +Add Port in upperright corner of the iSCSI panel. The Add Port
dialog appears. Enter the iSCSI host IQN, then click Add Port.

Note: Fibre Channel and WWPN is not applicable to Sky appliances.

To reach the host via an IP network, add its iSCSI port. To add the iSCSI port, click +Add Port in upperright
corner of the iISCSI panel. The Add Port dialog appears. Enter the iSCSI host IQN, then click Add Port.

2. Test the iISCSI Host configuration to verify communication between the Actifio appliance and the Host as
follows:

o Select single or multiple iISCSI ports, then click Test.
o Click OK in the information dialog.

o Click the iSCSI test results link at the top right corner to view the test result. If the test fails, the
iISCSI Test Results dialog gives you the reason for failing.

Note: To perform the iSCSI test on a Host system, the Actifio Connector must be installed on the host
unless the host is an ESX server.

@ Domain Manager BLals Siorage | Applications | Cigs
a ¥ devB-21680054048 WWEN m |
- SECURTY i - |
+ GRGANIZATIONS Host P ] fon ‘
» USERS 172175216 ‘
* AOLES Uniquie N
SevE-T160054048_00053
- SYSTEM =

» CONFIGURATION OF Type
Wi

» B0 NODES
05 Release
MiCros0n Windows Server 2003

» NAS SERVERS

05 Version
Build 3790

P 8991 05, com_mucrasalt:acthie Ll dpby

kbl b L

g
o

Adding Ports
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Viewing Applications on a Host

After you add a host to the Actifio appliance and discover the applications running on that host, you can access the
Applications tab to view information about the applications protected on each host.

To view all protected applications on a host:

1. Open the Domain Manager to System > Configuration > Hosts.
2. Select from the list of previously created hosts in the Hosts section of the Domain Manager.
3. Click the Applications tab. You will see a complete list of applications for the selected host, and an

identification as to whether those applications are protected by the Actifio appliance.

Desktop
Domain P-.w"larlager Details Ports Storage m Orgs
—_—
e x .‘
a yar Apphcat\ons e FileSystem  protectable
M v LETALS 3 Iboot FileSystem  protectable
» CONFIGURATION
Host P & 'home FileSystem  protectable
» BOD NODES 172.17.5.129
) 5 Imntiscdt ;
» NAS SERVERS Friendly Name - FileSystem | protectable
* HOSTS yar @ Imntisde1 FileSystem  protectable
3 25786 Unique Name .\
i peastn025735 4 & ImntinewhmA FileSystem  protectzble

@ vergmanco31ods yar_42979_00059

i@ bigblue40052732 0S Type

_ . Linux
@ chandnic0022257
gl devs-2160054048
g devs-2170046258
g devs.218 08 Version

) #1 SMP Tue Jan 28 11:47:41 EST

5P outtestvoo14674 2013
P hyperv_B0056453
i kes0031548
g ranger0020479
g thing10025829
g tomcat_s0006087
P win2ks120008878

0S Release
2.6.32-358 el6.xBE_64

» ACTIVE IMAGES

b DIAGNOSTICS

= C |

The Applications Tab for Applications Discovered and Protected on a Host

actifio | actifio.com | Configuring Resources and Settings With the Domain Manager

139



Viewing and Editing Host Information

After you add and configure a host to the Actifio appliance, you can use the Details tab to view and edit information
about this host.

To view and edit information related to a configured host:

1. Open the Domain Manager to System > Configuration > Hosts.
2. Select from the list of previously created hosts in the Hosts section of the Domain Manager.
3. Click the Details tab. You will see a summary of configuration information related to the selected host. If

required, you can make updates to the following editable parameters for this host.

}
|
|
|| fQ en arch % dev5-2160054048 Host Name* Friendly Name
| a dev5-2160054048
{ | = SECURITY + DETAILS
|l » ORGANIZATIONS Host IP Type of Host Generic B
[y Users 172.17.5.218
) RoLES Unique Name Network IP Address: Add  Clzar
© G dev5-2160054048_00059 IﬂF'mac:cITregsgs15
» CONFIGURATION 05 Type -
| Win32
{ » BDD NODES
| 0S5 Release Delate
| EARARSERVERS Microsoft Windows Server 2003
| 'HOEETE 05 Varsion Description
| @ beast0025785 Build 3790
| @ bergman0031944 Connector Port 5106
| & bigblue40052732
@ chandnic0022287 Login Credentials for Username Password
' connector
&P devs-2170046258
P devs-218 ______
@ guitestvoo14674
&P nyperv_600s6453

P kes0031548
g rangerl020479
@ thing10025829

i tomcat_s0006097

Wiel B«

The Details Tab for An Out-of-Band ESX Host
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23 Unmounting Active Images

Active images are mounted copies of backup images. Mounting a backup image presents a copy of the image to a
host. You can access the mounted and unmounted images under the Active Images section of the Domain Manager.
When you are finished with the Active Image, you can unmount the image, or you can unmount and delete the image.

This section details:
Unmounting an Image on page 142
Deleting an Unmounted Image on page 142
Unmounting and Deleting an Active Image on page 143

Unmount & Accept Changes or Reject Changes to Prep-Mounted LiveClones on page 144

Note: Images are not mounted in the Active Images section of the Domain Manager; you mount images from the
Application Manager Restore tab.

Domair

Q, en x )
[ Unmount [@ Unmount & Delete 3 Refresh
+ SECURITY
} ORGANIZATIONS m| Application Name  Host Name Target Host Image State Label Backup Date Source Size

» USERS dev5-216 dev5-216005404 Mounted 2 2014-09-15 00: terd_| 11.00 GB
b FELES |:| R dew5-216 beastD025736 |Mapped 2014-09-23 15:00:34 clusterx_012429/24.00 GB
[R=} dev5-216 beastD025786 |Mapped test_remote_mo|2014-09-15 06:26:0€ clusterb_008873 40.66 GB
* SYSTEM
|:| cy dev5-216 beastD025786 |Mapped CCXCXCXC 2014-09-19 06:26:0§Image_0013315:40.66 GB
» CONFIGURATION
|:| (o3} dews-216 beast0025786 |Mapped Sakha 2014-09-19 06:16:01clusterb_008871|40.66 GB

» BOD HODES

» NAS SERVERS

» HOSTS

> ACTIVE IMAGES

Mounted/Unmounted

» DIAGNOSTICS

last refresh 2014-10-08 12:06:53

(= C )

The Global List of Currently Mounted, Unmounted, and Mapped Images
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Unmounting an Image
To unmount an image from a host:

1. Open the Domain Manager to Active Images > Mounted/Unmounted (in the navigation pane). All
mounted and unmounted images are listed.

Select a single image or multiple images using the appropriate check boxes.
Click Unmount.

2
3
4. Click Yes in the confirmation dialog.
5

Click Refresh to refresh the images list.

—
Q, enter search x
@ Unmount & Delete = Refresh
* SECURITY ) - - -
)} ORGANIZATIONS | [ Aeplication Name  Host Name Target Host Image State Label Backup Date Source Size

devs-216 dev5-216005404 Mounted : 2014-09-15 00: 3 341 1.00 GB

» USERS
TEYED |devs5-216 EbeastUDES?EG |Mapped | |2014-09-23 15:00:3£§clusten(_012429524.00 GB|
dev5-216 |beastoozs7ss :Mapped |test_remote_mo|2014-09-19 06:26:0¢ clusterb_008878(40.66 GB |
- SYSTEM | | o ! =
dev5-216 |beast0025786 |Mapped |cexexeoxe 2014-09-19 06:26:0§Image_0013315,40.66 GE}E
# CONFIGURATION —f T T i i 1
dews-216 |beast0025786 |Mapped |Sakha 2014-09-19 06:16:01clusterb_00887140.66 GB |

¥ BDD NODES

¥ NAS SERVERS

¥ HOSTS

¥ ACTIVE IMAGES

® Mounted!

Unmounting an Active Image

Deleting an Unmounted Image
Images take up storage space, so it is a good idea to delete unneeded images. To remove an unmounted image:
1. Open Actifio Desktop to the Domain Manager.

2. Click Active Images > Mounted/Unmounted from the navigation pane. All mounted and unmounted
images are listed in the right panel.

Select a single or multiple images using the appropriate check boxes.
Click Delete.

Click Yes in the confirmation dialog.

o o &~ w

Click Refresh to refresh the images list.

" g

Q enter ssarch * )
Il T Refresh
= SECURITY

» ORGANIZATION S ] Application Nam  Host Name Target Host Image State Label

» USERS
2.pa Unmounted
» ROLES

~ SYSTEM vm02.pa Unmounted
b CONFIGURATION | [dualsqglFs dualsgl.paradise. Unmounted
» BOD NODES | RDBO3 CLUSTER Unmounted

» NAS SERVERS RDBO3 CLUSTER Unmounted

eSystemDB  =gl2008vmO4.pa Unmounted

"~ ACTIVE IMAGES

\DUALSQL\MSSC:dualsql.paradise.fdualsql.paradise\:MUuntEd |2013-08-28 12:4 age_049?581;95.99 GB

|First Storage Grq:e)cchﬂl.act2k3.|cf |Unmounted |2013-08-26 18:49: mage_0488901 41.97 GB

Deleting Unmounted Images
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Unmounting and Deleting an Active Image

To unmount and delete a mounted image:

1. Open Actifio Desktop to the Domain Manager.

2. Click Active Images > Mounted/Unmounted from the navigation pane. All the Mounted and Unmounted

images are listed in the right panel:

o o &~ W

Click Unmount & Delete.

Click Yes in the confirmation dialog.

Select a single or multiple images using appropriate check boxes.

Click Refresh to refresh the images list.

w SECURITY

b ORGANIZATIONS

b USERS

b ROLES

+ SYSTEM

¥ CONFIGURATION

» BOD NODES

b NAS SERVERS

b HOSTS

¥ ACTIVE IMAGES

=) Application Name  Host Name

L Unmount t G& Unmount & Delete > Refresh

dev5-216
& [r:\ devs-216
.DHC:\ |devs-216
W [c:n devs-216
”|:| e |devs-218

Target Host I Image State Label Backup Date Source Size
dev5-216005404 Mounted 2014-09-15 00:55:3( » 11.00 GB
beast0025786 |Mapped 2014-09-23 15:00:34 clusterx_012425(24.00 GB

.heastDDQS?SE .Mapped :tes‘t_rernnte_mn"2014-09-19 DG:26:DE:cIustErb_DDSSTE;tLD.EE GB.
beastDD25786 |Mapped | COXCXOXC 2014-09-19 06:26:06Image_0013315,40.66 GB
.beastDDZS?SE :Mapped isakha :2014-09-19 DE:16:Diclusterbﬁouss?lém.ﬁﬁ GB._

Unmounting and Deleting an Active Image in a Single Operation

actifio | actifio.com | Configuring Resources and Settings With the Domain Manager 143



Unmount & Accept Changes or Reject Changes to Prep-Mounted LiveClones

LiveClone images permit prep-mounting images for additional preparation work before presenting the prepped
LiveClone image to a host.

When you are finished working on a prep-mounted LiveClone image, you can:

o Unmount & Accept Changes

o Unmount & Reject Changes

Domain Manager

Q.= reh X -~ — -

B Unmount & Reject Changes | O Refresh

{ & unmount & Accept Changes §

r SECURITY .

D Application Name Host Name Target Host Image State Label Backup Date Source Size

¥ ORGANIZATIONS

} USERS dev5-216 dev5-216005404 Mounted 3 2014-09-15 00:55:3( clusterx_013341 1.00 GB
+ ROLES | D RN dev5-216 |beast0025786 |Mapped |2014-09-23 15:00:34clusterx_012429(24.00 GB
| D N |dev5-216 beast0025786 |Mapped ;testfremntefrno_2014-09-19 06:26:06 clusterb_008878|40.66 GB
» SYSTEM ==t | i il I ! 1 il 1
D |c:y dev5-216 beast0025786 |Mapped COXCXCXC |2014-09-19 06:26:06Image_0013315440.66 GB
» CONFIGURATION = T T — T T i — 1
| D =53} |dev5-216 beast0025786 |Mapped |5akha |2014-09-19 06:16:01clusterb_008871|40.66 GB

» BDD NODES

» MAS SERVERS

» HOSTS

* ACTIVE IMAGES

Unmount and Accept Changes or Reject Changes
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24 Using Diagnostics

The Actifio appliance provides two sets of diagnostic tools in the Diagnostics section of the Domain Manager:
Charts on page 145
SSD Status Monitoring on page 146

Charts

The Actifio appliance includes a suite of diagnostic charts to help you keep your system running efficiently. Information
from the diagnostic charts can help you to plan changes to your Actifio system and to Identify problems and potential
problems with your Actifio system.

To display diagnostic charts:
1. Open the Domain Manager to Diagnostics > Charts.

2. You can select the past day, week, or month to display the following diagnostic information:
Dedup - Data Deduped: The actual amount of data processed by dedup, in MB/sec.
Dedup - Disk IOPS: The disk I/O per second required by dedup.

Dedup - Disk I/0: The logical amount of data replicated by dedup, in KB/sec.

Dedup - Jobs: The jobs/sec relative to capacity measured by the number of cores assigned.
Dedup - Replication: The amount of data replicated by dedup in MB/sec.

Snapshot - Disk IOPS: The disk I/O per second required by snapshots.

Snapshot - Disk I/0: The logical amount of data required for snapshots, in KB/sec.

VDisk Count: A count of SVC VDisks every 15 minutes.

3. Use the zoom display below the selected chart to expand on a particular period of time. To zoom:

o Click-drag within a desired time period in the zoom display to select the view area. You can repeat
this process for different time intervals in the display.

o To revert back to the normal chart display, click anywhere within the zoom display.

5 J
» NAS SERVERS 1500 B

» HOSTS

» ACTIVE IMAGES 1250 MBis

¥ DIAGNOSTICS

5.00 MBis
2.50 MBis

0.00 MBis

Selecting the View Area on a Diagnostics Chart
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SSD Status Monitoring

The solid-state drive (SSD) memory in your Actifio CDS appliance improves dedup performance. SSD devices can
degrade over time. Use the SSD item that appears beneath Charts in the Diagnostics section of the System list to
review the status and expected remaining life of your SSD drives.

Note: SSD Device Status is not applicable for the Actifio Sky appliance.

The status of the drives is color-coded:
Green: The SSD drive is in use.
Yellow: The SSD drive is installed and pending activation by Actifio Support.
Blue: The SSD drive is not in use. The drive may be full.
Red: The SSD drive is installed, but errors exist.

Gray: The SSD drive is installed, but not managed by Actifio CDS appliance

Note: If any SSD icon is not green, or if any SSD device has less than 50% remaining life, Contact Actifio
Support.

Domain Manager

Q. enter search %) SSD Device Status
~ SECURITY

» ORGANIZATIONS sdb sdg

} USERS Slot 1 Slot 2 m
» ROLES Status Managed Status Managed —
+ system State Unknown State Inuse

» CONFIGURATION

» BOD HODES

» NAS SERVERS

» HOSTS

» ACTIVE IMAGES

+ DIAGNOSTICS

3 Charts
%)

SSD Device Status
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Index

A
Actifio Activity Monitor 16
Actifio Change Tracking Driver 19
Actifio Connector
about 16
Connector Manager, using 68
keeping updated 68
Actifio MIB, accessing 93
Active Images, about 141
act_pri_pool000 (primary pool) 22
additional storage pools 27
alerts, see notifications
appliance
joining to another 63
non-sharing mode 61
partnership for fibre channel support 43
sharing mode 60
shutting down 54
unjoining 64
applications, viewing 127, 139
assigning VDisks to a host 111
async-dedup replication 61
asynchronous replication 61
authentication via LDAP 51

B

bandwidth throttling 40

bandwidth utilization, monitoring 39

BDD Nodes, selection in Domain Manager 117

C

Call Home feature 97
cannot define the ports and virtual disks of vCenter
host 138
certificates

exchanging 50

managing 48

viewing 38
community string for forwarding traps 92
Configuration tools 69
Connector Manager, using 68
Connector, see Actifio Connector
contact information, Actifio Support i

copyright ii
creating additional storage pools 27

D
dedup async 33
dedup settings
about 72
Dedup storage pools 22
deduplication, see dedup
deleting user created storage pools 30
Diagnostics
charts 145
information, displaying 145
SSD Device Status 146
tools 145
disaster recovery 59
Domain Manager
Service Menu commands 3

E

event notifications, see notifications
expirations and schedules 55
expired objects, elimination of 33

F
fastest storage, assigning to the primary storage
pool 22
Fibre Channel
as a bottleneck to replication memory 11
support 43
switches, forwarding alerts from 89
Full GC 33

G

garbage collection (GC) 33, 35
generic host, adding 130

H
HMC host, see IBM HMC host
hosts
about 123, 129
adding HP-UX 130
adding IBM HMC 136
adding OpenVMS 130
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adding TGPS 130
applications, viewing 127, 139
configuring BDD ports 120
configuring ports 138
editing 140
viewing 140

HP-UX, adding host 130

I

IBM HMC host, adding 136

image mode VDisk 108

in-band hosts 103

in-band storage 24

incremental backups 16

Incremental GC 33

IQN, for iSCSI port on a host 133, 135, 138
iSCSI ports 103

J
joining
sharing mode 65
L
LDAP
group mapping 52
groups 52
server, connecting 51
legal matter ii
licensing
license key email 79
license key, locating 81
ordering a license 79
system UUID 79
uploading license keys 80
limit of VDisks per Actifio appliance 23
LiveClones
unmounting 144
VDisk consumption 23
logs
about 77
sending to Actifio Support 99
truncation 16
LPARs, discovering 136

M
mapping LDAP groups to roles 52
master and slave relationship 60
MDisk 29
MIB, accessing 93
Mirror Memory
about 13
usage 13
mirror mode VDisk 108

N
NAS server
about 123
adding to Actifio appliance 124
modifying configuration details 126
viewing datasets on 127
viewing organization membership 128
notifications
about 76
email notifications of events 94
event context information displayed in the Acti-
fio Desktop 86
polling from Actifio Optimized Storage 88
sending logs to Actifio Support 99
sending statistics to Actifio support team 97
UDP trap protocol 92

(0]

OpenVMS host, adding 130
Oracle RMAN 19
organizations 106
out-of-band storage 24

P

partnership between two appliances 43, 65, 66
Performance pools 22

performance, reduced 6

Predictive Statistics block 33

Primary storage pools 22

R
Remote Problem Resolution, enabling 56
Replication Memory
usage 11
Resources
Summary 6
top 10 SLA policy templates 12
resources
about 70
resources consumed by applications and VMs 12

S
Safe Mode, setting for storage pools 25
SecureConnect, enabling 56
service menu commands 3
Shadow Copy, see VSS
shared mode, joined appliances 65
sharing users, roles, policy templates, and organiza-
tions between appliances 60
shutdown an appliance, correct procedure 54
snapshot memory
about 9
usage 9
snapshot pools
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consumption 10
deleting 30
reports relating to 10
Snapshot storage pools 22
SNMP
community string, setting 92
configuration on Fibre Channel switches 89
notifications 88
trap receiver 92
SNMP traps 85, 89
solid-state drive (SSD) memory 146
SSD device status 146
storage management 21
storage pools, about 71
storage pools, creating more 27
striped VDisks 108
sweep phase 36
synchronous replication to a remote appliance 61
system UUID
copying 83
licensing 79
locating 80

T
TGPS host, adding 130
threshold value, for warnings 7
throttling bandwidth usage 40
top 10 SLA policy templates
managing 12
over 12
viewing 12
Top Ten VDisks list 7
trademarks ii
trap receiver, sending traps to 92
traps and informs, see notifications

U
unjoining joined appliances 64
unmounting

image 142

unmounting and deleting a mounted image 143

unused storage space, reclaiming 33
user authentication via LDAP 51

\"
vCenter host, adding 134
VDisk
consumption, reducing 8
created from multiple MDisks 108
defined 7
deleting 115
expanding 113
image mode, creating 109

limit 23
management 107
mapping to a host 111
mirror mode 108
mirror mode, creating 110
renaming 114
reports relating to consumption 8
unmapping from a host 112
usage 7
VIOs, discovering 136
virtual disks, see VDisk
VMDK and VDisk consumption 23
volume, see VDisk
VSS
enabled by in-band Actifio Connector use 17, 18

\
Warning Threshold setting
VDisks 7
warning thresholds 6
warranty ii
WWPN ports 103
WWPN, for Fibre Channel port on a BDD host 120
WWPN, for Fibre Channel port on a host 138
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