[bookmark: _GoBack]Ideas to protect Citi environment from a potential Cyber Attack
SAN/NAS Data to be copied over to another array with encryption enabled.  The destination array to have limited access(no local accounts, etc).  root privileged accounts to be dual controlled between two different teams so no one team/person knows the full password in the event of a hack. 
· Decide as to which data/volumes are critical to be copied vs full estate
· Destination array to be in a DMZ or internal cloud and maybe keep it offline after the data replication is over
Ensure that all the hosts and storage devices are setup with dual authentication mechanism.  
· SecureID followed by Active directory or local account authentication


For backups, take two copies of critical backups, with the second copy being to tape, which could be ejected from the tape library on a daily basis. 

· For backups you could also write to a worm device (like Centera) and apply a compliance retention period that “prevents” expiration of the data until the retention is reached (no way to expire data early regardless of your privileged access level)
· Vendors can also take a “configuration” backup of the SAN switches/storage arrays allowing recovery from the vendor should all Citi sources somehow be compromised.
· Use a security product (such as CA eTrust for example) to lockdown/control privileged commands for all SAN/NAS products. This forces users to be authorized via both the SAN/NAS product and the Security package. You could also force secondary authentication via the security package in case the users primary AD credentials are compromised.
· Move control points for SAN/NAS management software off the Citi GRN into controlled DMZ’s to harden access to the servers/software.
· Use a product like ChangeMan (used on the Mainframe) to track/apply all SAN/NAS changes. Or along that line make all changes only applicable via a production scheduler. Either way forces all changes to be scheduled/approved before they are applied by the “change” software product.



