KDC/LDAP MANUAL
1.  Create an account in LDAP.  
This only give a user an account in LDAP, it does not give any access to any hosts. Your KDC LDAP passwords you can manage using links from step 4)
https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_112697_GLOBAL#
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2. Request access to a host
https://cmp.nj.ssmb.com/marketplace/control/product/~productId=29890_233302_GLOBAL#
This request will grant you access to the requested host in the OU, provided you already have an account in the LDAP OU.
Please note you can you ask for access to one host per CMP request.  Put the server’s fully qualified domain name in the form i.ex. etclnx14.nam.nsroot.net. 
IMPORTANT: 

ONLY RAISE THIS REQUEST ONCE YOUR ID CREATION ON THE CORRESPONDING OU IS COMPLETED, NEVER ATTEMPT TO RAISE IT EARLIER OR EVEN SIMULTANEOUSLY WITH THE ACCOUNT CREATION REQUEST.

KDC realm and OU corresponding to host you can always find in CONFIG DB (https://cfgdb.nam.nsroot.net for NAM hosts, http://cfgdb.eur.nsroot.net/ for EUR hosts) in Naming Service Information i.ex.
NAMING SERVICE INFORMATION

	DOMAIN
	NIS+ ROLE
	NIS+ AUTH
	NIS+ MASTER
	KDC REALM
	LDAP BASE DN

	tfi.ny.ssmb.com 
	none 
	N 
	
	FICC.NAM.NSROOT.NET 
	ou=tfi-prod,dc=ficc,dc=nam,dc=nsroot,dc=net 


	Common Name (Citi Marketplace)
	Listed in ConfigDB

	North America DEV Realm
	NAMUXDEV.DYN.NSROOT.NET

	CTI-PROD
	CTIP.NAM.NSROOT.NET

	CMB-UAT
	CMBU.NAM.NSROOT.NET

	FICC-PROD
	FICC.NAM.NSROOT.NET

	EQ-PROD
	EQ.NAM.NSROOT.NET

	GTS-PROD
	GTS.NAM.NSROOT.NET

	EMEA Dev Realm
	EURUXDEV.DYN.NSROOT.NET

	EMEA Prod Realm
	EURUXPROD.DYN.NSROOT.NET
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3. Request SCSU Access:  
Please note you can you ask for scsu access to 1 host per CMP request.  The host name should be entered based on the response to the 'uname -n' command as done by the user on the system (i.ex. etclnx14.nam.nsroot.net or etclnx14). 

KDC realm and corresponding ou to host please find as described in step 2)
IMPORTANT: 

ONLY RAISE THIS REQUEST ONCE YOUR ID CREATION ON THE CORRESPONDING OU IS COMPLETED, NEVER ATTEMPT TO RAISE IT EARLIER OR EVEN SIMULTANEOUSLY WITH THE ACCOUNT CREATION REQUEST.
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Example of a appropriate SCSU request:

Do you need to grant or revoke SCSU access? Grant
Please choose the realm for this request: North America DEV Realm
Please choose the OU for this request: DEVNY
Please choose the type of source for this request: User
Please enter the SOURCE for this request: jg53045
Please enter the DESTINATION id for this request. NOTE You may NOT choose the ROOT id for this request: epbadm
Please enter the host for this request: epbdb1d
Please choose the type of access you require: Standard
Please select a resource approver: Rubio, Jeff - 0002796672 
Note: choose standard access for SCSU, or DAP if you require DAP access only

KDC LDAP Password links

NA KDC Password Reset Links:

https://krb5adm.nam.nsroot.net/dev 
– for Development 

https://krb5adm.nam.nsroot.net/uat 
– for UAT 

https://krb5adm.nam.nsroot.net/prod 
– for CTI Production 

https://krb5adm.nam.nsroot.net/eq 
– for Equity Production 

https://krb5adm.nam.nsroot.net/ficc 
– for Fixed Income Production 

https://krb5adm.nam.nsroot.net/gts 
– for GTS production

EMEA Password Reset Links:

https://krb5admd.eur.nsroot.net 

– for Development
https://krb5admu.eur.nsroot.net  
– for UAT 
https://krb5admp.eur.nsroot.net 

– for Production
You can also use the automated password reset product at Citimarketplace
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4. Noteworthy

· Entries with coma cannot be requested for removal in CMP(LDAP team assistance required)

· Home area creation is performed  by SA for NAM region (VT ticket to appropriate team basing on TAS/CONFIG DB data)  and LDAP team for EUR region (VT ticket to CTI EMEA Solaris Level 2 queue) – remember to create your LDAP account first in appropriate realm/ou.
· Having duplicated entries may cause issue so please revoke wrong ones ( i.ex. having two SCsu entries for same host and same F-ID with just different scsu-auth type: scsu and DAP)

· Having many items in one request may cause issue – if you are insure if everything were processed correctly please contact *CTI ISA COE with VT ticket: number of CMP request and query

· There is BULK CMP functionality available for products Create user, Modify user, and Host Access control and Password Reset – please fill one request accordingly, after check-out BULK button is visible when you can put list of SOE IDs affected with settings from previously filled request. CMP has limits so do not stack over 450 entries at one request.
· Unfortunately due to SA request general purpose Unix groups like “staff” cannot be requested anymore as restricted so please do not use it in products New KDC LDAP user account/ Modify Account. List of protected Unix groups is below, these groups should not be ordered for new accounts:
	adm
	nobody
	utmp

	audio
	nogroup
	uucp

	audit
	nscd
	vcsa

	bin
	ntp
	webservd

	cron
	nuucp
	wheel

	daemon
	other
	xfs

	dbus
	pcap
	isppar

	dip
	postgres
	noaccess

	disk
	printq
	utempter

	floppy
	root
	

	games
	rpc
	

	gdm
	rpcuser
	

	haldaemon
	rpm
	

	invscout
	security
	

	kmem
	smmsp
	

	lock
	sshd
	

	lp
	staff
	

	mail
	sys
	

	mailnull
	sysadmin
	

	man
	system
	

	mem
	ts-shell
	

	news
	tty
	

	nfsnobody
	users
	

	
	
	


