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Background Information:

To comply with Citi’s Auditing policies, it had been requested to develop
an efficient method to simultaneously update the McAfee Virus scan Software,
Definition Files and Policies across the Symmetrix Install base.

Citi’'s GDSE and Engineering team developed a method to make this
possible. It has been tested in the Warren Lab and has worked without issue.
Below, you will find the procedure needed to ensure that this software is setup
correctly.

In addition to this procedure you will need the (2) files (SITE SPECIFIC)
that will be provided by the site’s Citi ePO Administrator.
- SiteList.xml

- FramePkg.emc
(Please note, FramePkg is an .exe file, however, it had to be re-named so that it could be sent in an e-mail.)

1. First, if the frame is a DMX 3/4 login to the Symmetrix frame using the
Administrator account:
Username: Admin

Password: EMC2Admin (case-sensitive)
(Using Local host not FOB or SLC)

Transfer these 2 files onto the Symmetrix Service Processor.
- You will need to create a new folder called “McAfee ePO” on the C:\
drive. (ex. C:\McAfee_ePQ). Then place these files into this folder. Also,
you will need to rename the FramePkg.emc file to FramePkg.exe

& C:\Mcafee_ePD

File Edit Wiew Faworites Tools  Help

fddress () C:\Mcafee_ePO

Mame = | 5i28| Tvpe
5 FramePhg, exe | 3,735 KB Application

E SiteList, xml 2kB XML Document

2. Next, you will be installing the FramePkg.exe file with the required attributes.
- In the Windows, Click on Start - Run

- In the field type the following command:
C:\McAfee_ePO\FramePkg.exe /install=agent /siteinfo=C:\McAfee_ePO\sitelist.xml

- A dialog box should appear and show the installation status
(See screenshot below)
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3. Once the “McAfee Agent and Updater Setup” has completed successfully.
- Click on “OK” and the Window should close.
- The McAfee Icon at the right-hand corner of the screen should

have changed from ¥ my .

4. Next, you will need to stop the McAfee Framework Service.
- Right-Click on “My Computer” and select “Manage”
- Then select “Services and Application”
- Then open the “Services” window.
- Right-click on the “McAfee Framework Service” and select stop.
- Ensure that the service stops.
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%MEF’.FEE Meshield . Started Autaornatic Localsyst
%Mcnfee Task Manager ? .. Starked Aukarnatic LocalSyst
%Message Cueuing = .o Started Aukomatic LocalSwst
%Messenger Peau Started Aukomatic LocalSwst
By MsSQLEINSTANCED et Started  Automatic Localsyst
%MSSQLSEWBr.ﬁ.DHEIper All Tasks 9 Manual Localayst—
%Net Logaon —_— b Manual Local3yst
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5. Once the service has stopped. Go to the following directory:

C:\Documents and Settings\All Users\Application Data\Network Associates\Common Framework

- First, rename the “SiteList.xml” to “SiteList.xml.old” within this directory.

This will ensure we have backups of the file.

- Copy the SiteList.xml files from the “C:\McAfee_ePQO” directory and paste them into this

folder. (See screenshot below)

| Address ":I C:A\Documents and Settingstall Users\Application DakatMetwork Associates|Common Framewark, |

Mame ¢ | Size | Tvpe | Modified |
_Current File Folder QIF 2008 1:31 AM
ok File Falder 10/16/2005 12:55 PM
ATask File: Folder 10/16/2003 4:57 PM
A Unpack, File: Folder 10/14/2003 3:30 AM
% Agent.ini 1 KB Configuration Settings  10J16/2008 4:57 PM
catalog.z 6 KE 2 File 10/16/2008 4:25 PM
@ Compiled. xml 36 KE ML Document 10/16/2003 4:24 PM
% EvtFiltr.ini 1 KB Configuration Settings  9/3/2003 5:51 FM

2 FrameworkManifest. xml 12 KE ®ML Document 10162005 4:24 PM
InstallMain, M3 A3 KE M3 File 4142008 10:32 AM
@ LastProp.xml 16 KE  ¥ML Document 10/16/2003 4:33 PM
@ LastPropsSentToServer, xml 1KE ML Document 10/16/2003 4:33 PM
McScript. bak: 1,059 KE BAK Fis 10/15/2005 §:52 AM
% Mc3cript.log 592 KB Text Document 10/16/2003 4:57 PM
@ MextProp,xml 16 KE  ¥ML Document 10/16/2003 4:33 PM
2 Server.xml 420 KB *ML Document 10j13f2008 11:30 PM
@) cerverDefault, xml 7KE  ¥ML Document 41412008 3:06 PM

@ Seryersitelist, xml ZKE ¥ML Document 10/16/2005 4:26 PM
g SiteList, xml ZKE =ML Document 10/16/2003 4:26 PM
o] SikeList. el old | ZKE OLD File 10/8/2008 3:52 PM
@ SiteMaplList, xml ZKE =ML Document 10/16/2003 4:27 PM
SrPubkey. bin 1KE EIN File 10/30/2006 4:06 AM
% IIpdateHistory.ini 1 KB Configuration Settings  10J16/2008 4:57 PM
Ipdatemain.McS 66 KE M3 File 414120058 10:32 AM



6. Next, you will need to Start the McAfee Framework Service.
- Right-Click on “My Computer” and select “Manage”
- Then select “Services and Application”
- Then open the “Services” window.
- Right-click on “McAfee Framework Service” and select “Start”
- Ensure that the service is now started

McAfee Framewark Service Starked Aukamatic

HaMcafee MoShisld

LocalSys

Started Aukomatic Local3wst

7. Reboot the Symmetrix Service Processor
- Start > Shutdown - Reboot
- Once the GINA re-appears login using your SLC Credentials

8. Now we will confirm you can ping the ePO server.
Go to a Command Prompt (CMD in run and try to ping IP address of ePO
server *Site Specific*)

C=~rping 16.40.32.14
Pinging 18.48.32.14 with 32 hytes of data:

Reply from 18.48.32.14: hytes=32 time=imz TTL=126
Reply from 18.48.32_14: hytes=32 time<i1Bms TTL=126
Reply from 18.48.32.14: hytes=32 time<1@mz TTL=126
Reply from 18.48.32_14: hytes=32 time<i1Bms TTL=126

Ping statistics for 18.48_.32.14:

Packetz: Sent = 4, Recedived = 4, Lost = B (B: loss>,
Approximate round trip times in milli-—seconds:

Minimum = Bmz, Maximum = 1ms, Average = Bmns

9. Next, run the following command.

- Click on “Start > Run”
“C:\Program Files\Network Associates\Common Framework\cmdagent.exe” /s

- Press “OK”

— Tvpe the name of a program, Folder, document, or
: Internet resource, and \Windows will open it For waou,

Cpen: I;.ﬁ.ssnciates'l,CDmmDn Framewarkicrmdagent  exe” ,l'ij

| (04 I Zancel | Browse, .. |




- This will cause the ePO Agent’s Status Monitor windows to open.

i ePolicy Orchestrator Agent Monitor M= E3
— Agent Status

Companent | Date

| Time

| Hisafh | Statusz |

Agent Maonitor  10/8/2008  7:27-56 P

Info  Agent service is running

see the icon in the bottom-right hand corner of the taskbar:

Callect and Senﬁmpsl
Send Events |

Check Mew Policies |
Enforce Policies |
Agent Settings |

Save Contents. .. |

o

- When the “ePolicy Orchestrator Agent Monitor” window opens, ensure
that the Agent status shows “Agent service is now running.”

- Next, click on the “Collect and Send Props” button at the top-right hand
portion of the window. Monitor status in this window. Also, while updating you will

**Note, this could take several minutes to complete.

s

i ePolicy Orchestrator Agent Monitor _ O]
— Agent Status

Ent | Date | Time | Type | Status -
10/8/2008 73638 PM  Info Post-notifping for ExtraDAT update.
10/8/2008 73638 PM  Info Copying ExtraliaT.
10482008 7-36:38PM Info Pre-natifwing far ExtraDAT update.
10/8/2008  7:36:383 PM Info Starting DAT update. T
10/8/2008  7:36:37 PM  Info Loading update configuration from: PkaCatalag.sml
1048/2008  7:36:0EPM  Info Estracting PkgCatalog.z.
10/8/2008 7T.36:26PM  Info “erfying PlgCatalog.z.
10/8/2008 73626 PM  Info Downloading PlkgCatalog.z.
10482008 T.36:26PM  Info Searching available updates for DAT s,
10/8/2008  7:36:35PM  Info Vernfying DATDet mcs.
10/8/2008  7:36:35PM  Info Vernfying HIP_ClientDetect. mcs.
10/8/2008  7:36:34 PM Info Product(z] running the latest HotFix 6.
10482008 7 36:24PM  Info Searching available updates for Moafkee ViruzScan Enterprize
10482008 73624 PM Info Werfying WSE3300et mes.
10482008 73624 PM Info Werfying A5 800det mos.
10482008 73633 PM Info Werfying WS 800det mos.
100872008 F-36:32PM  Info Verifying EceptCntDet.mcs.
100872008 F-36:32PM Info Verfying PatchDet kS,
10/8/2008 7:36:31 PM  Info Werfying RS5100Det MeS.
10482008 73614 PM  Info Post-notifping for DAT update.
10482008 73614 PM  Info Update succeeded to vergion 54000000,
10/8/2008 7:3813PM  Info  Copying DAT.
10/8/2008 7T3613PM  Info  Pre-notifving for DAT update r

Collect and Send F'mpsl

Send Events

Check Mew Policies

Agent Settings

Save Contents...

Enforce Policies |

LCloze




- If there were issues when the Agent attempted to access the ePO server you
would see an error similar to the screenshot below.

: ePolicy Orchestrator Agent Monitor =] B

— Agent Status
Laollect and Send Frops
| Agent service is now ILNNINg
Send Events |
Component | [ ate | Time | Type | Status -
Agent Subsystern 10/6/2008  B:0G54 P Info Mext policy enfarcement in 15 minutes (e [ e e |
Agent Subsystern 10672008 B:0G54 P Info Agent finished Enfarcing paolicies -
b anagement 10/6/2008 BOES3PM  Info Enforcing Paolicies far ePalicy Orchestrator Agent i
Maragemert  10/6/2008 E0R53PM  Info  Erforcing Policies for EPOAGENT3000 Enforcs Policies |
b anagement 10/6/2008 BOES3PM  Info Enforcing Policies for EPOAGEMT 3000MET A
k anagement 10/6/2008 BOES3PM  Info Enfarcing Paolicies for WIRUSCANS000 Agent Settings |
Agent Subsystern 10/8/2008  B:OE53IPM  Info Agent Started Enfarcing policies
Agent Subsystern 10/8/2008  BO0325PM  Info Agent will connect ta the ePO Server in 25 minutes and 42 e Eontenie |
Agent Subsystern 10/6/2008  BO325PM Info Agent communication session clozed —
i "G Erar  Agent failled to communi ith eP0 Serve
Ermor  Failed to conne -1 namdey. nsroatdesy. Llose |

- Finally, click on the “Check New Policies” button and monitor its status as
well. When this step has completed you will see “Agent finished Enforcing
policies” in the status window.

i ePolicy Orchestrator Agent Monitor

— fgent Status
: Collect and Send Props;
Agent service is now mnning
; Send Events !
et | Date | Time | Type | Status e =
bapstern 10/8/2008 74247 PM Info Mest palicy enfarc@ment in 15 minutes
bepztern 10872008 74247 PM Info Agent finizhed Enforcing policies
r 10/8/2008 742245 PM  Infa Scheduler Taszk [Deployment] is finished T
! 10/8/2008 7:42.45PM Info  The task Deployment is successiul Enforce Policies i
10/8/2008 74245 PM  Info Clozing the update zeszion.
104842008 7:4245PM  Info Update Finished Aogent Settings i
10/8/2008 74245 PM  Info Wenfping WSEBROD et mos.
104842008 7:4245PM  Info Verfping VYSESB0Det mes. e iohtene i
10/842008  7:-4243PM  Info Loading update configuration from: Catalog. kml [% —
10/8/2008 V4243 PM  Infa  Estracting catalog.z. o i
10/8/2008 T:4Z43PM Info  Verifying catalog.z. =I0sE

10/842008  V:4243PM  Info Initializing update...
10/8/2008  7:4242PM  Info Checking update packages from repository eP0_F8-DLEE0-0
[ 10/8/42008 V4241 PM Info Scheduler: Invoking tazk [Deployment]...
r 10/8/2008 7 4235PM  Info Added a new task Deployment to Scheduler's tazk, list
ent 10/8/2008 74234 PM  Info Enforcing Policies for ePolicy Orchestrator dgent
eht 10/8/2008  7:4234PM  Info Enforcing Policies for EPOAGEMT 2000
eht 10/842008 74234 P Info Enfarzing Policies for EPOAGENT I3000MET A
ent 10/842008 74234 PM  Info Enforcing Palicies far YIRUSCAMSE00
bepztern 10872008 742 32PM  Info Agent will connect to the PO Server in 240 minutes and 0 ze
eht 10/8/2008  7:4232PM  Infa Compiling palicies
bzpstern 10/8/2008 T:42:32PM  Info Agent Started Enforcing policies
Es__l;stem 10/8/2008 7 4232PM  Info Enforcing newly duwnlclladed policies _1_""_|
4 3




** Please note, pressing the “Collect and Send Prop” as well as “Check New
Policies” will only need to be initiated manually this one time. This is just a way to
test and ensure there is good connectivity between the Symmetrix frame and the
ePO server. Normally, this will run as a service in the background and
automatically reach out to the ePO server on a scheduled basis.

10. In addition to monitoring the Status Window, you can confirm that the
updates were successful by:

- Left-clicking once on the i)
- Then selecting “ePolicy Orchestrator Agent” = “About”

Ipdate Mo

T
: | about, .,
m ePaolicy Qrchestrato e

[‘ﬂ VirusScan Enterprise

— Ilpdate Mo

Abouk, .,

IL00T ] EME  7izsem

- Last Update time
- McAfee Virus Scan Enterprise Workstation
- Virus Definitions

s

ePolicy Orchestrator Agent x

@ ePalicy Drchestratar Agent: Yersion: 3.5.0.603

Coppright & 2007 Mcdfee® Inc.
All rightz rezerved.

Last update time:
104842008 73336 P

Yerzion |nformation:

F- Motfes VirusScan Enterprize Workstation _%
- Yerzion - 8.5.0.721

- Language - Muliple

=1 Yiruz Definitions

- Yersion - 5400.0000

Install D ate - 10/8/2008 7:33:57 P
- Created On - 10/7/2008
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