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Note: 	The purpose of this template is to provide a standard document structure for completing 	designs with detailed instructions on how to 	install and configure secure technology 	standards within Citi’s global environment.  	This document follows the official 	standard GNAST design framework, and applies to all current GNAST technology 	standards/products inclusive of hardware and software.  

[bookmark: _Toc226541613][bookmark: _Toc421095761]Document Purpose
Objective of this document is to describe what each HPNA release pack includes and how to install them.

[bookmark: _Toc226541615][bookmark: _Toc421095762]Intended Audience
The intended audience is the HPNA support team.

[bookmark: _Toc226541616][bookmark: _Toc421095763]Principles
[bookmark: _Toc226541617][bookmark: _Toc421095764]Revision History

	Version
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[bookmark: _Toc226541618][bookmark: _Toc421095765]Key Feature Changes
Support for EMC Symmetrix 100k, Acme Packet 4500, VMware NSX, Avaya Media Gateway.
HPNA May driver pack.
[bookmark: _Toc226541619][bookmark: _Toc421095766]Assembly/Solution Description

The HPNA pack is comprised of Perl scripts residing on /opt/app/script, /opt/app/chgrec and /opt/app/tacacs_sync folders of all the HPNA servers.

HPNA is comprised of 5 sets of servers: hpna1, hpna2 (prod), hpna1-c, hpna2-c (cob) and hpna-uat. Each set has 4 application VMs and 1 MSSQL DB DB. Among the 4 app VMs, there is a primary.
Hpna1 is used for changes only. Hpna2 is used for non scripted changes, diagnostic and policy.

[bookmark: _Toc421095767]Scripts under folder /opt/app/script
populate-hpna.pl – batch sync devices from Netinfo to HPNA. Running on hpna2 primary (hpnagtapp5p). This is in addition to the Cititools real time Netinfo feed adding the most common devices.
twin.pl – identifying pairs: routers, switches and load balancers – on hpna2 primary
mail-report.pl – on all primaries – daily email of the various scripts common logfile.
[bookmark: _GoBack]sn-hourly.pl – on hpna1 primary – triggers a snapshot (device backup – collection of the device config) for all devices in a SN change that just completed – this applies only to the devices following the network SN templates.
sync-hourly.pl – triggers snapshot on hpna2 and hpna-uat for any device changes within the last hour on hpna1.
purge-log.pl – log cleanup script – on all servers
pc and pc-post.pl – parses port counters and loads them in Cititools DB – on hpna2 primary
ipc.pl – backs up the IPC tar backup file from the IPC Solaris alliance systems – on hpna2 primary
policy_sync_with_cititools.pl – loads the policy definition to Cititools policy catalog – on hpna2 primary
module_exception.pl – loads to cititools hardware table the chassis and modules that are not collected as such (e.g. stacked switches that are collected as modules) – on hpna2 primary
config_assurance.sh – generates the files used to perform configuration assurance
genin.sh – generate index.html on all folders under /opt/app/hpna/addins - on all primaries
backup_storage.pl – collects the SAN devices from Aperture – hpna2 primary
san-sync.pl – sync the data for SAN devices – on hpna1 primary
parse-interface.pl – populates the custom fields  trap and management_interface – hpna2 primary
storage_snapshot.pl – collects SAN data (called by the SAN drivers directly)
genin.sh – generates index.html files in all sub folders of the “addins” folder except /opt/app/hpna/addins/common/gncc
gather_tacacs_users.pl – generates tacacs user-group seedfile called by acs-user-sync.pl – not combined with acs-user-sync.pl and not under /opt/app/tacacs_sync for historical reasons
nsx.pl – collects the REST API NSX data, called by the nsx driver

[bookmark: _Toc421095768]Scripts under /opt/app/tacacs_sync
acs-user-sync.pl – script called remotely from HASI server to sync tacacs users with HPNA
tacacsCititools.pl – script called by acs-user-sync.pl to sync tacacs users with Cititools
sync_tacacs_uat_dev.sh - script to run on primary dev and uat HPNA servers syncyng tacacs users with HPNA and Cititools,  scheduled to run daily as hpna cron

The driver pack is comprised of HPNA drivers to be installed in /opt/app/hpna/server/lib/drivers of the primary HPNA servers.

[bookmark: _Toc421095769]Script under /opt/app/chgrec

chgrec.pl is the script called by cron and 

Tacacs change reconciliation process steps:
· HASI generate a csv.bzip2 file daily including all the Tacacs accounting log from the previous day. HASI copies this file to hpnagtapp1p daily on /opt/app/chgrec/data as user hpnaro
· hpna user cron job runs the chgrec.pl which unzip, parses the file and generates a bcp file in the data folder. This file is loaded on the Cititools Impact DB, after having deleted any entries from the previous day in the DB. Last step from chgrec.pl is to trigger the Cititools job to match the SN changes and the TACACS accounting entries.

If the chgrec.pl fails to trigger the Cititools batch, the timestamp of the last batch > 24h will alert Cititools support.
If the chgrec.pl fails, similar to the populate-hpna.pl it will add failure lines containing “TAKE_ACTION” which be reported in the daily HPNA email to HPNA support.

That means the folder /opt/app/chgrec/data is hpnaro:hpna 775 :
-sh-4.1$ pwd
/opt/app/chgrec
-sh-4.1$ ls -al
total 60
drwxrwxr-x  5 hpna   hpna  4096 Apr  2 11:19 .
drwxr-xr-x 25 hpna   hpna  4096 Feb  4 18:14 ..
-rw-r--r--  1 hpna   hpna  2541 Feb  4 18:22 change_log.fmt
-rwxr-xr-x  1 hpna   hpna 29431 Apr  2 11:19 chgrec.pl
drwxrwxr-x  2 hpnaro hpna  4096 Apr  2 18:17 data
-rwxr-xr-x  1 hpna   hpna   422 Feb  4 18:26 ess-decode.pl
drwxrwxr-x 13 hpna   hpna  4096 Feb  4 18:28 lib
drwxrwxr-x  2 hpna   hpna  4096 Apr  2 12:10 log

Log is stored in a daily file in the /opt/app/chgrec/log folder. The log and data folder are purged by the /opt/app/script/purge-log.pl for any files older than 30 days.

[bookmark: _Toc421095770]Nov 2014 pack
[bookmark: _Toc226541620]The following scripts in the /opt/app/script folder of the HPNA servers have been modified.
 
backup_storage.pl v1.2  - improved Aperture feed, adding fork providing 20x speed improvement.
populate-hpna.pl v2.9 – adding STI, Avaya CM, some new RSA SA devices from the Netinfo feed. Removing Cititools automation HPNA groups older than 30 days
ipc.pl v1.2 – improved error handling
mail-report.pl v1.6 – added revision
storageseed - all entries commented except the EMCSE
gather_tacacs_users.pl v1.1 - replacing GCC change team HPNA group from Citi - GCC Change User to Citi - New GCC Change User

A new HPNA driver pack is also included

[bookmark: _Toc421095771]Jan 2015 pack
backup_storage.pl v1.4 – script only creating SAN seedfile and now called by hpna-populate.pl. Loading issues to new Cititools exception “storage aperture or access” and no longer emailing. If the script does not finish, a TAKE_ACTION is included in the daily email to HPNA support for investigation. Replacing the Aperture data feed from GWRT to Netinfo. Adding the EMCSE or Hicommand server IP to the netinfo_nataddress field
populate-hpna.pl v3.0 -  calling backup_storage.pl script, additional SAN custom fields added
config_assurance.sh v1.2 – capturing HPNA version
storage_snapshot.pl v1.0 – captures SAN data – called by the SAN drivers
genin.sh v1.1 – excluding /opt/app/hpna/addins/common/gncc folder from index.html creation due to large amount of sub folders and these sub folder pages not used.
sync_tacacs_uat_dev.sh – v1.0 - script to run on primary dev and uat HPNA servers syncing tacacs users with HPNA and Cititools,  scheduled to run daily as hpna cron

[bookmark: _Toc421095772]Feb 2015 pack
populate-hpna.pl v3.1 – adding Avaya Call Managers (ACM) and bug fix on VMAX
twin,pl v2.5 - adding lef and exc codes to the BigIP v11 and Netscaler
December driver pack

[bookmark: _Toc421095773]April 2015 pack
chgrec.pl v55 – initial version on HPNA Linux server – moved from Solaris HASI server and using BCP vs SQL insert.
twin.pl v2.6 - adding cxu to function codes for LBs.
storage_snapshot.pl v1.1 – adding support for VMAX 200K and 400K
backup_storage.pl v1.8 – adding scaleio and xtremio support
sync-device.pl v3.0 - excluding source devices belonging to group "rw_access"
	the rw_access group should include the groups “dynamic cucm” and “dynamic corvil”

populate-hpna.pl v3.5 – added “shrk” (new type for shark in Netinfo), ASP, ASMGR, Corvil, CUCM, CUC and IMP
mail-report.pl v1.7 – adding the chgrec log in addition to the script log

packages unixODBC-2.3.0-SOE.x86_64 and SQLServerODBC-1.0-el6_SOE.x86_64.
need to be installed on hpnagtapp1p, hpnamwapp1c and hpnagtapp1u.

A new HPNA driver pack is also part of the April released.

Crontab on 1p|1c for chgrec.pl needs to be added

[bookmark: _Toc421095774]June 2015 pack

backup_storage.pl v2.2 – adding VNX CS, NSX and misc
populate-hpna.pl – v4.1 – adding QIP, NSX, VNX CS, Avaya Media Gateway
sync-device.pl – v3.1 – new Netinfo field added to HPNA: serverswitchtype
storage_snapshot.pl – v1.2 – adding support for Symmetrix 100k
purge-log.pl – v1.2 – excluding boot.log, which is used to collect the hpna sw version
nsx.pl – v1.3 – called by the nsx driver – similar to the storage_snapshot.pl process.
chgrec.pl – v53 – minor change
[bookmark: _Toc421095775]Scope 
HPNA servers
[bookmark: _Toc226541621][bookmark: _Toc421095776]Technology
HPNA 9.22 running on Linux 6.2 SOE with backend DB MSSQL 2012.
[bookmark: _Toc226541622][bookmark: _Toc421095777]Applicability
CTI, global

[bookmark: _Toc226541623][bookmark: _Toc421095778]Components 

[bookmark: _Toc226541624][bookmark: _Toc421095779]List of Components
	Component Name
	Capability Description

	Base Components
	

	HPNA
	HP Network Automation

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	




[bookmark: _Toc226541626][bookmark: _Toc421095780]Assembly/Solution Architecture

Cf description above

[bookmark: _Toc395134291][bookmark: _Toc421095781]Test plan misc

Run each Perl script as hpna and verify output for any errors.

backup_storage.pl – verified the seed is generated for each of the 4 types of devices (XIV, HDS, VMAX and VNXSP) and the inventory expected to come from Aperture is as expected.

Verify pre-production violations are not displayed in the Cititools exception reporting framework.

Populate-hpna.pl : Verify each device family is loaded from Netinfo, fields are synched, devices to be removed are removed.

Sn-hourly.pl – verify devices that belong to a SN change just completed do have a snapshot triggered

Acs-user-sync.pl – verify TACACS users are added and deleted and assigned to the correct group in HPNA and Cititools.

Confirm snapshot for each device driver works.

[bookmark: _Toc421095782]Test plan chgrec

log output for test with Impact DB that is not RW.
Wed, 01 Apr 2015 22:45:54 chgrec.pl - beginning processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv.bz2
Wed, 01 Apr 2015 22:46:31 chgrec.pl - span from 1427760000 to 1427846399
Wed, 01 Apr 2015 22:46:32 chgrec.pl - TAKE_ACTION could not upload data
Wed, 01 Apr 2015 22:46:32 chgrec.pl - --- bcp log ---
loading data to DB dbi:Sybase:database=Impact;host=emsnj7csql1.nam.nsroot.net;port=2431 vm-8111-0293.nam.nsroot.net
 SKIP dbi:Sybase:database=Impact;host=emsnj7csql1.nam.nsroot.net;port=2431 - no db connection

---

Wed, 01 Apr 2015 22:46:32 chgrec.pl - end processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv

The TAKE_ACTION line is the one that is reported in the mail-report

Same log output for test with an incorrect DB port.
Same log with an unreachable DB server

Syntax error in the BCP file
Wed, 01 Apr 2015 22:41:33 chgrec.pl - beginning processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv.bz2
Wed, 01 Apr 2015 22:42:10 chgrec.pl - span from 1427760000 to 1427846399
Wed, 01 Apr 2015 22:42:49 chgrec.pl - TAKE_ACTION one or more entry in the bcp file is incorrect - please check the attached log

Wed, 01 Apr 2015 22:42:49 chgrec.pl - --- bcp log ---
loading data to DB dbi:Sybase:database=Impact;host=vm-8111-0293.nam.nsroot.net;port=2431 vm-8111-0293.nam.nsroot.net
for server vm-8111-0293.nam.nsroot.net, bcp output is:

Starting copy...
SQLState = 22001, NativeError = 0
Error = [Microsoft][SQL Server Native Client 11.0]String data, right truncation
5000 rows sent to SQL Server. Total sent: 5000
5000 rows sent to SQL Server. Total sent: 10000
5000 rows sent to SQL Server. Total sent: 15000
5000 rows sent to SQL Server. Total sent: 20000
5000 rows sent to SQL Server. Total sent: 25000
5000 rows sent to SQL Server. Total sent: 30000
5000 rows sent to SQL Server. Total sent: 35000
5000 rows sent to SQL Server. Total sent: 40000
5000 rows sent to SQL Server. Total sent: 45000
5000 rows sent to SQL Server. Total sent: 50000
5000 rows sent to SQL Server. Total sent: 55000
5000 rows sent to SQL Server. Total sent: 60000
5000 rows sent to SQL Server. Total sent: 65000
5000 rows sent to SQL Server. Total sent: 70000
5000 rows sent to SQL Server. Total sent: 75000
5000 rows sent to SQL Server. Total sent: 80000
5000 rows sent to SQL Server. Total sent: 85000
5000 rows sent to SQL Server. Total sent: 90000
5000 rows sent to SQL Server. Total sent: 95000
5000 rows sent to SQL Server. Total sent: 100000
5000 rows sent to SQL Server. Total sent: 105000
5000 rows sent to SQL Server. Total sent: 110000
5000 rows sent to SQL Server. Total sent: 115000
5000 rows sent to SQL Server. Total sent: 120000
5000 rows sent to SQL Server. Total sent: 125000
5000 rows sent to SQL Server. Total sent: 130000
5000 rows sent to SQL Server. Total sent: 135000
5000 rows sent to SQL Server. Total sent: 140000

143171 rows copied.
Network packet size (bytes): 4096
Clock Time (ms.) Total     : 25372  Average : (5642.9 rows per sec.)



---

Wed, 01 Apr 2015 22:42:49 chgrec.pl - end processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv


Test with the HASI file missing
Wed, 01 Apr 2015 22:43:58 chgrec.pl - beginning processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv.bz2
Wed, 01 Apr 2015 22:43:58 chgrec.pl - TAKE_ACTION no file /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv.bz2 coming from HA
SI server


Test when the primary OR backup DB upload fails (would be prod and cob when the script is running in production) – if so, there should not be any TAKE_ACTION as the upload was performed successfully either on PROD or COB


Wed, 01 Apr 2015 22:54:29 chgrec.pl - beginning processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv.bz2
Wed, 01 Apr 2015 22:55:07 chgrec.pl - span from 1427760000 to 1427846399
Wed, 01 Apr 2015 22:55:51 chgrec.pl - --- bcp log ---
loading data to DB dbi:Sybase:database=Impact;host=vm-8111-0293.nam.nsroot.net;port=2431 vm-8111-0293.nam.nsroot.net
for server vm-8111-0293.nam.nsroot.net, bcp output is:

Starting copy...
5000 rows sent to SQL Server. Total sent: 5000
5000 rows sent to SQL Server. Total sent: 10000
5000 rows sent to SQL Server. Total sent: 15000
5000 rows sent to SQL Server. Total sent: 20000
5000 rows sent to SQL Server. Total sent: 25000
5000 rows sent to SQL Server. Total sent: 30000
5000 rows sent to SQL Server. Total sent: 35000
5000 rows sent to SQL Server. Total sent: 40000
5000 rows sent to SQL Server. Total sent: 45000
5000 rows sent to SQL Server. Total sent: 50000
5000 rows sent to SQL Server. Total sent: 55000
5000 rows sent to SQL Server. Total sent: 60000
5000 rows sent to SQL Server. Total sent: 65000
5000 rows sent to SQL Server. Total sent: 70000
5000 rows sent to SQL Server. Total sent: 75000
5000 rows sent to SQL Server. Total sent: 80000
5000 rows sent to SQL Server. Total sent: 85000
5000 rows sent to SQL Server. Total sent: 90000
5000 rows sent to SQL Server. Total sent: 95000
5000 rows sent to SQL Server. Total sent: 100000
5000 rows sent to SQL Server. Total sent: 105000
5000 rows sent to SQL Server. Total sent: 110000
5000 rows sent to SQL Server. Total sent: 115000
5000 rows sent to SQL Server. Total sent: 120000
5000 rows sent to SQL Server. Total sent: 125000
5000 rows sent to SQL Server. Total sent: 130000
5000 rows sent to SQL Server. Total sent: 135000
5000 rows sent to SQL Server. Total sent: 140000

143171 rows copied.
Network packet size (bytes): 4096
Clock Time (ms.) Total     : 26516  Average : (5399.4 rows per sec.)


loading data to DB dbi:Sybase:database=Impact;host=emsnj7csql1.nam.nsroot.net;port=2431 emsnj7csql1.nam.nsroot.net
 SKIP dbi:Sybase:database=Impact;host=emsnj7csql1.nam.nsroot.net;port=2431 - no db connection

---

Wed, 01 Apr 2015 22:55:51 chgrec.pl - end processing /opt/app/chgrec/data/CiscoACSreport-Wired-TacacsAdmin-2015-03-31.csv

Test when loading a HASI file that has the incorrect format (i.e. not a single line is recognized)
Thu, 02 Apr 2015 11:19:50 chgrec.pl - beginning processing data/CiscoACSreport-Wired-TacacsAdmin-2015-03-30.csv.bz2
Thu, 02 Apr 2015 11:19:53 chgrec.pl - TAKE_ACTION - no changes parsed in the seedfile - could be format error
Thu, 02 Apr 2015 11:19:53 chgrec.pl - end processing data/CiscoACSreport-Wired-TacacsAdmin-2015-03-30.csv with no upload


[bookmark: _Toc226541627][bookmark: _Toc421095783]Installation & Configuration Instructions 

[bookmark: _Toc421095784]New/Full installation

[bookmark: _Toc421095785]/opt/app/script

On all HPNA servers
As root copy \\nasmwd001v1smr\smarts\hpna-distribution\ hpna-script-2015-06-03.tgz
To root (‘/’) then run tar zxvf hpna-script-2015-06-03.tgz
Then chown –R hpna:hpna  /opt/app/script

-sh-4.1$ cksum hpna-script-2015-06-03.tgz
2608867547 14194415 hpna-script-2015-06-03.tgz

[bookmark: _Toc421095786]/opt/app/tacacs_sync

On hpnagtapp1u, hpnagtapp1p, hpnamwapp1c
As root copy \\nasmwd001v1smr\smarts\hpna-distribution\ tacacs_sync-2015-01-07.tgz
To root (‘/’) then run tar zxvf tacacs_sync-2015-01-07.tgz



If you do have access to the drive \\nasmwd001v1smr\smarts, submit the CMP https://cmp.nj.ssmb.com/marketplace/control/product/~productId=37102_54758_GLOBAL

With the following details:
Domain: NAM
Organization Unit: CN=AS88414,OU=Users,OU=CPNA_CATE,OU=BizUnits,OU=CPNA,OU=CS,DC=nam,DC=nsroot,DC=net
Select the action required: Add user to a group Select the group domain: NAM Did you find the domain you are looking for?: Yes How would you like to find the group?: Find by group description Enter search criteria based on selection above: CTI_dat_nasmwd001v1smr_smarts ( Modify \\nasmwd001v1smr:/vol/smarts ) ( Witt Tom ; ) Additional approvals required ?: No Group Approvers: Witt Tom - 0004127169


[bookmark: _Toc421095787]Drivers and folders
On hpnagtapp1p, 5p, 1u and hpnamwapp1c and 5c
As root copy \\nasmwd001v1smr\smarts\hpna-distribution\drivers-2015-06-03.tgz
To root (‘/’) then tar zxvf /drivers-2015-06-03.tgz
chown –R hpna:hpna  /opt/app/hds

-sh-4.1$ cksum drivers-2015-06-03.tgz
3628455173 14238351 drivers-2015-06-03.tgz


on 1p, 5p, and 1u reload the drivers from webUI

Create the folders owned by HPNA
/opt/app/common/hds
/opt/app/common/xiv
/opt/app/common/symmetrix
/opt/app/common/vnx-block

[bookmark: _Toc421095788]Crontab setup

All servers – purge and config assurance

All cron entries are setup as user “hpna”

On all servers (prod, cob, uat), run daily daily
/opt/app/script/purge-log.pl
/opt/app/script/config_assurance.pl

Hpnagtapp1p – service now hourly sync

Run hourly /opt/app/script/sn-hourly.pl
Run daily /opt/app/chgrec/chgrec.pl    <= new from the April 2015 release

Hpnagtapp1p and hpnagtapp1u – device sync
Run twice a day sync-device.pl

hpnagtapp1p, 1u and 5p – mail report and generate html index
Run daily mail-report.pl and genin.sh
hpnagtapp5p – module, policy_sync, twin, populate, ipc and port counter script
Run daily module_exception.pl, policy_sync_with_cititools.pl, pc.pl, twin.pl, populate-hpna.pl and ipc.pl, all under /opt/app/script

Hpnagtapp5p and 1u – hourly snapshot sync
Run daily /opt/app/script/sync-hourly.pl

Hpnagtapp1u – tacacs user sync with hpna and cititools
Run daily /opt/app/tacacs_sync/sync_tacacs_uat_dev.sh


[bookmark: _Toc421095789]XIV package
rpm –iv /net/stealth/export1/home1.localhost/sw/Linux/soe5products-x86_64/xiv_cli-4.2.2-build_1.x86_64.rpm

This is the IBM XIV client
[bookmark: _Toc421095790]Hicommand client
As root copy \\nasmwd001v1smr\smarts\hpna-distribution\hicommand.tgz
To /opt/app,  then run tar zxvf hicommand.tgz
Then chown –R hpna:hpna  /opt/app/hds

This is the HDS Hicommand client.

# cksum hicommand.tgz
1071903753 51047888 hicommand.tgz

[bookmark: _Toc421095791]Navicli
As root copy \\nasmwd001v1smr\smarts\hpna-distribution\navicli.tgz
To /opt/app,  then run tar zxvf navicli.tgz

This is the VNX SP client.
# cksum navicli.tgz
3357408727 7835952 navicli.tgz

[bookmark: _Toc421095792]Freetds
On 1p, 5p, 1c, 5p and 1u
copy \\nasmwd001v1smr\smarts\hpna-distribution\ freetds-0.64-1.el6.rf.x86_64.rpm to /tmp
As root, run 
rpm -ivh --nodeps freetds-0.64-1.el6.rf.x86_64.rpm

This is the Sybase library used by Perl to access MSSQL
# cksum freetds-0.64-1.el6.rf.x86_64.rpm
4184309315 1522876 freetds-0.64-1.el6.rf.x86_64.rpm

[bookmark: _Toc421095793]BCP
The following 3 packages from GDS have to be installed in order:
openssl-1.0.0-27.el6_4.2.x86_64
unixODBC-2.3.0-SOE.x86_64
SQLServerODBC-1.0-el6_SOE.x86_64

These are needed to have SQL bulk copy (“BCP”)
[bookmark: _Toc421095794]/opt/app/chgrec

On hpnagtapp1p, hpnamwapp1c and hpnagtapp1u
As root copy \\nasmwd001v1smr\smarts\hpna-distribution\ chgrec-2015-06-03.tgz
To root (‘/’) then run tar zxvf chgrec-2015-06-03.tgz
Then chown –R hpna:hpna  /opt/app/script
<!!! keep in mind the data folder has to be RW for both hpnaro AND hpna !!!>
chmod 775 /opt/app/chgrec/data
chown hpnaro:hpna /opt/app/chgrec/data


-sh-4.1$ cksum chgrec-2015-06-03.tgz
2920543993 6616723 chgrec-2015-06-03.tgz
-sh-4.1$


[bookmark: _Toc421095795]Jan 2015 release

· On all servers (uat, prod and cob), perform steps 8.1.1, 8.1.2, 8.1.3, 8.1.5 to 8.1.7.
· Add hourly cron on 1p (user hpna) for /opt/app/script/sn-hourly.pl
· On UAT 1u, optional/up to NA&T, Add daily cron on 1u (user hpna) for /opt/app/tacacs_sync/sync_tacacs_uat_dev.sh
· Remove backup_storage.pl cron entry from 5p
· Add groups dynamic hpna, dynamic qip, dynamic linux soe.
· Refresh password rules (provided on demand)
· Add the HPNA policies under the HPNA tag
· [bookmark: _Toc226541628]Add the QIP policies under the QIP tag
· Add daily snapshot for all SAN devices (dynamic symmetrix, dynamic hds, dynamic cisco mds, dynamic xiv, dynamix vnx sp)

[bookmark: _Toc421095796]Feb 2015 release

· On UAT, prod and cob, perform steps 8.1.1 and 8.1.3

[bookmark: _Toc421095797]April 2015 release

· on UAT, prod and cob, perform the steps 8.1.1, 8.1.3, 8.1.4.2,  8.1.9, 8.1.10

[bookmark: _Toc421095798]June 2015 release

· On UAT, prod and cob, perform the steps 8.1.1, 8.1.3 and 8.1.10

[bookmark: _Toc421095799]Configuration Assurance


Scripted solution, not configuration related.

[bookmark: _Toc226541629][bookmark: _Toc421095800]Scalability & Capacity
Cf the HPNA build and design document.
[bookmark: _Toc226541630][bookmark: _Toc421095801]Availability Management 
Cf the HPNA build and design document.

[bookmark: _Toc421095802] Troubleshooting and support

No change to the HPNA support PCM.

[bookmark: _Toc226541632][bookmark: _Toc421095803]Relevant Links
No relevant links


[bookmark: _Toc226541633][bookmark: _Toc421095804]Glossary

	Term or Acronym
	Explanation or Definition

	CATE
	Citi Architecture & Technology Engineering

	GNAST
	Global Network Architecture and Standards Team

	NMS
	Network Management System

	ACS
	Advanced Cisco Secure

	HPNA
	HP Network Automation
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[bookmark: _Toc226541635][bookmark: _Toc421095806]Best Practices 
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