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1 Document Purpose

This document provides detailed installation and configuration instructions for use by all
operational and regional engineering teams for Hitachi Data Systems (HDS) Virtual
Storage Platform G1000 Array (G1000) deployment within Citi’s global storage
environment, to ensure adherence to configuration, support, and management standards
as well as compliance to Citigroup Information Security Standards.

2 Owner of Standard

CSBE (CATE Storage and Backup Engineering) is the owner of this standard and the
related documents. Citi Architecture & Technology Engineering (CATE) is the custodial
organization. CitiStorage Platform Engineering technologists will drive and generate
content.

3 Intended Audience

The intended audience is Global and Regional Operations and Engineering personnel
responsible for designing, building, supporting, and managing Citi corporate storage
environments.

4 Revision History
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Version Description Date Author/Organization
1.0 Initial release of CG 04-03-2015 Gary Johnson / CSBE
1.0.1 Updated release to include 04-06-2015 Gary Johnson / CSBE

HTnM AFR, TMEA, Firewall
Rules, HTnM reports

1.0.2 Updated release to include 04-15-2015 Gary Johnson / CSBE
Functional IDs, updated power
specs, 400TB array, Port Flap,
misc updates

1.0.3 Updated SOMs, Changed role 04-18-2015 Gary Johnson / CSBE
for Admins, Added HM and
HMOs

For additional details on each revision change, see Appendix Z: Detailed Revision History.

4.1 Key Feature Changes

The HDS G1000 series storage array is the latest generation hardware platform for HDS’s
enterprise product line. The HDS enterprise product line is certified within Citi for the highest
tiers of fiber channel attached storage.

5 Assembly/Solution Description

The Hitachi Data Systems (HDS) G1000 Storage Array (VSP G1000) is the latest generation of
scale-out storage on purpose built and highly redundant hardware. This array is the successor to
the currently deployed VSP model. The G1000 has increased throughput is more expandable
than its predecessor.

The redundant architecture ensures no single point of failure and support for online hardware
upgrades, hot preventive maintenance, and proactive drive sparing. Non-disruptive (NDU)
microcode upgrades can be completed without affecting application quality of service. Seamless
migrations have been improved, reducing or eliminating the need for host reboots.

Proven scalability outperforms other enterprise-class systems. Powered by 896GB/sec aggregate
internal bandwidth 7th-generation Hi-Star crossbar switch-based architecture, the block storage
controllers deliver far in excess of 3 million transactions per second. The system supports up to 8
virtual storage director pairs for large database processing and the highest virtual machine
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density. It utilizes SAS 10-15k 3-6Gb, FMD Purpose Built Flash Storage, and SAS interface
SSDs for data storage.

The G1000 is the first array in the G-series line of enterprise and mid-tier arrays, all running the
same microcode and management software.

Technology

The G1000 is a dedicated hardware storage platform that will provide shared block-based storage
via a fiber channel SAN.

Applicability
Global datacenters requiring block-based enterprise storage over a SAN.
Components

List of Components
The following tables list the required components and versions for the G1000 solution.

Component Name Capability Description

R800 Storage Array Enterprise Storage Array

R800 Microcode The basis of all array features and patches for the array and the SVP.
HDvM CLI Software Array Management Software (RHEL 6)

HTnM RAID Agent Software Performance reporting agent. (RHEL 6)

TMEA Agent Software Performance reporting agent for TMEA reporting service (RHEL 6)
RHEL Management server Fiber attached SOE RHEL server running TMEA, HTnM RAID Agent,

HDvM CLI, and RAIDCOM. Used for management, logging,
monitoring, and alerting.

Hitachi Command Suite SOE Windows server running HDvM, HTnM, and HRpM under the
HCS umbrella. Used for management, monitoring, and reporting
(Windows 2008 / 2012 64bit Server Standard).

RAIDCOM Array command line management software (RHEL 6)

6.1.1 Packages for Software Components

Component Name Package Name Package Location

HDVM CLI Software HDvM_CLI_810 Stealth.../sw/PKG/ HDvM_CLI_810

HTnM RAID Agent HTNnM_AFR_810 Stealth.../sw/PKG/HTnM_AFR_810
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Software

TMEA Agent Software HDS_TMEA_970b11 Stealth.../sw/PKG/HDS_TMEA 970b11

Hitachi Command Suite | CITI_WIN_x64_ HDSHCS_81 00 TPM

RAIDCOM N/A N/A

Note: RAIDCOM is restricted to read-only commands due to auditing issue. Once corrected,
RAIDCOM will be released for general command use.

6.2 Operational Tools

The following tools listed in the table will have each G1000 storage array integrated into their
infrastructure to help with monitoring the solution.

Name Capability Description

Tivoli Event Notification (ESS)

Hewlett Packard Network Automation SBCC (Configuration Checklist) Automation
Arcsight SEMS Audit Log Reconciliation

EMC SRM Chargeback and Performance reporting

McAfee Virus Scan and ePO Anti-Virus for the SVP

Microsoft Active Directory Authentication and authorization of HCS software

7 Assembly/Solution Architecture

7.1 G1000 Architecture

/ VSD board { 64 cores, 32x HiStar-E paths) \
f 1 |
|

VsD VsD V5D
8-core 8-core 8-core

FED

VsD V5D '
8-core 8-core FED FED 8-core 8-core

FED boards (32 Ports, 16x HiStar-E

To matching
CPC in second
chassis [one
set shown)

CPC boards (1024 GB)

BED boards (64 SAS link s, 16x HiStar-
E paths)

\ Only 1 ofthe 4

\ EKMs Battery
Backup modules
shown
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7.1.1 G1000 Product Components

The major logical components of the G1000 array are:

e Front-End Director Board (FED) with 8x 8Gbps FC ports each.

¢ Virtual Storage Director (VSD) with an 8-core Xeon CPU

e Cache Control Path (CPC) with 8x DIMM slots for 128GB or 256GB of cache each.
These boards provide 22x HiStar-E ports and 4x cache memory controllers.

e Back-End Director Board (BED) with 16x 6Gbps SAS ports each

e Battery and SSD Backup Board (BKM) for each CPC board each with 2x NiMH batteries
and 1x SSD.

e Storage Drives (FMD, SSD, SFF SAS, or LFF SAS) organized into DKUSs.

The storage drives are organized into DKUs according to the form factor of the drive. The
available drives are:
e Flash Module Drives (FMD) — 1.6 TB, 3.2TB: 48x per FBX drive chassis (DKU)
e SSDs SAS - 400GB, 800GB: 192x per SBX drive chassis (DKU)
e SFF (2.5”) SAS drives — 300GB 15k, 600GB 10k, 900GB 10k, 1200GB 10k: 192x per
SBX drive chassis (DKU)
e LFF (3.5”) NL-SAS drives — 4TB 7.2k: 96x per UBX drive chassis (DKU)

The Citi configuration of the G1000 array (Power Config) is a single chassis array with 8x VSD
boards, 4x FEDs, 4x BEDs, and 4x CPCs. Collectively this is organized into the DKC.

Drive Chassis Information

Front view Rear view Details

SFF Drive Chassis _ TN 8 Trays x 2U

DKC-F810-SBX : : S S o Maximum of
192 SFF drives

Height: 16U

LFF Drive Chassis 8 Trays x 2U
DKC-F8101-UBX Maximum of
96 LFF drives

Height: 16U
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FMD Chassis 4 Trays x 2U

DKC-F810I-FBX Maximum of
48 FMDs
Height: 8U

Controller Chassis (CBX)

BKMs CPCs

Controller Chassis: Front / Controller Chassis: Rear

BEDs or FEDs FEDs or VSDs FEDs

Application Interactions
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Installation & Configuration Instructions

The following sections of this document discuss the installation and configuration steps of the

G1000 storage array and are summarized:

Physical installation of the G1000 storage array
Installation of G1000 microcode

Connect G1000 management connections
Setup Vendor Remote Management

Connect G1000 to SAN

Setup Management Infrastructure

Licensing

Provision storage to host servers

NG~ WNE

8.1 Physical G1000 Storage Array Installation

The three CATE standard array sizes are for a single, dual, and triple bay configuration.
Subsequently the power, weight, and cooling go up on this array with the models .

8.1.1 Power Connections

Location | Phase PDU Plug PDU Plug | Operating Max Breaker | Power
Format / Max Current | Rating | Cables
Voltage Rating per
Rating Rack
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NAM/ Single NEMA L6 208 VAC 30A 16 A, 4
LATAM 30P twistlock _ 20 Atrip
2 pole, 3 wire s
(A+B +gnd) e

NEMA
L6-30P

NAM/ Three NEMA L15 208 VAC/ 30A 15A 2
LATAM 30P 240 VAC per phase 2 pole
(3 pole, 4
wire) o
(A+B+C+
gnd) ‘
NEMA
L15-30P
EMEA/ Single | 1EC 309, blue 230 VAC/ 32A 16 A, 4
APAC 2 pole, 3wire | 250 VAC 20 Atrip
(A+B +gnd) ~
3
IEC309
BLUE 2P+E
EMEA/ Three IEC 3009, red 400 VAC 32A 16 A 2

APAC 4 pole, 5wire | « per phase 2 pole
(A+B+C+
N + gnd) 4

o0

0°

IEC309
RED 4P+E

8.1.2 Floor Load Rating

The minimum to maximum floor load rating is 62.5 Ibs. (28.5 kg) to 146 Ibs. (66.25 kg) per
square foot. The maximum Citi configuration weight is 4335 Ibs. (1964 kg).

8.1.3 Power, Dimensions, and Weight for Small Array

Power
weigh Power Consumed | peqie
ment
(kg) (Ib) (kw) BTU/hr (kVA)
784 1,731 15,496 4.8
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Width: 600 mm Depth: 1,200 mm | Height: 2006 mm
23.6 47.2 79.0
inches inches inches
Service clearances Left Right Front Back
mm 0 0 1,000 600
Inches 0 0 39 24
Floor space &
loading
floor space floor loading
m? ft* kg/m® Ib/ft®
Without service
clearances 0.7 7.8 1120 222
(machine only)
With 1/2 service
clearances 1.2 12.9 653 134
(overlapped service
clearances)
With full service
clearances 1.7 18.1 461 96
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=
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.
-
® s — .
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. !
= / 5
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= 5l s e
T £
] [ 3
Erant
Fr. 4
i ond
Floar cutout aren for cables
+  Screwjack

4 Caster

Service clearance forparts repisc ement

(Variable} additional clesmance
to endure load

@rid panel {overd50mmi x 450mm)

*1. Clearance (a+b) s basad on the floorioad rating andthe clearance (c)
Floor load rating and required dearances are shown in Table B 1

*2.  Clearance (d)is required ovar 200mm 50 as o opan the réar door
In case hal dearance (d) |5 lessthan dearance (D), pive priomty 1o dearance (b)

*3. Dimensions in parentheses show alowable ranga of the floor culoul dimensions. Basically, position Ihe Moor cutout in
the cenler of 1he rack However the position may be off-center as long as the cuiout allows smooin entrance of an
exdemnal cable (check the ralation betesen the positions of the culout and the opaning on the bottom piate of the rack)
and it is within the allowabls range:

For specifications of this array see G1000 Small Array

8.1.4 Power, Dimensions, and Weight for Medium Array
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Power
Supply
B Power Consumed / ;
Weight Heat Output Require
ment
(kg) (Ib) (kw) BTU/hr (KVA)
1,374 3,033 27,408 8.5
Width: 1200 mm Depth: 1,200 mm | Height: 2006 mm
47.2 47.2 79.0
inches inches inches
Service clearances Left Right Front Back
mm 0 0 1,000 600
Inches 0 0 39 24
Floor space &
loading

FOR
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floor space floor loading
m2 | kgm? | b
Without service
clearances 1.4 155 981 196

(machine only)

With 1/2 service
clearances
(overlapped service 24 258 573 118
clearances)

With full service

clearances 3.4 36.2 404 84

UL mm
200, 4
a L W b
' Facommpezas
demees oe: 300 Bear
: 1 (750-350) 7 -
’

il
ST

0 ' | Fecommenass i
i gmension 200 |

A<h I XD

Rach 00 Rack (DKC)
{DKC)

%5

4
9.5

mn

LiFi]
i

"

156 5
(2]
-

san

il

s

3

Lk

&5
Lt

.

= |8t

E Floar cutout nren for cables
- - Screw |ack

¥ Caster

Service cisarance forpans repise sment

- (Veriable} additional clearsnce
to endure load

Grid pane! (over450mm x 450mm)

Face

Clearance (a+b) |5 basad on the flogrioad raling and the clearance (c)

Floor load rating and required clearances ane shown In Table B 1

Clearance (d)is required over 200mm 5o as ko opan tha rear door

In case thal dearancea (d) s 1ess than cearanca (D), give prionty 1o dearance (b)

Dimensions in parentheses show alowable ranga of the floor culoul dimensions. Basically, position the MNoor cutout in
the centar of the rack However the position may be off-center as lbng as the cutout alows smooth entrance of an
exdemal cable (check the ralation between the positions of the cutout and the opening on the bottom plate of the rack)
and it is within the allowable rangs

For specifications of this array see G1000 Medium Array
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8.1.5 Power, Dimensions, and Weight for Large Array

Power
Supply
. Power Consumed / ;
Weight Heat Output Require
ment
(kg) (Ib) (kW) BTU/hr (KVA)
1,964 4,335 11.5 39,259 12.2
\Width: 1800 mm Depth: 1,200 mm  [Height: 2006 mm
70.9 inches 47.2 inches 79.0 inches
Service clearances Left Right Front Back
mm 0 0 1,000 600
Inches 0 0 39 24
Floor space & loading
floor space floor loading
m2 | kg/m? lo/ft?
Without service
clearances 2.2 23.3 893 186
(machine only)
With 1/2 service
clearances
(overlapped service 36 388 546 112
clearances)
With full service 50 543 393 80
clearances
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(Unit - mmj}

Rack-00 | Rack-01 | Rack-02 3| &
(DKC) (DKU) (DKLU}
i |
< 8 . :
| | ]
| |
i
: £00 60 B B
: )
Front
L)
E Floorcutout area for cables
+  Screwjack
Rack Rack Riack $ Caster

! Service clearance forpans replacement
(Variable) additional cleammnes (o
endure load

Gnid panel (over450mm x 450mm)
"1 Clearance (a+b)is based onte floor load rating and the clearance (c)

Floorloadrating and required clearances are shown in Table 8.4
*2°  Clearance (d)is required over 200mm so as to open the rear door

In case that clearance (d) is less than clearance (b), give priority to clearance (b)

For specifications of this array see G1000 Large Array.

8.1.6 Power, Dimensions, and Weight for XL Array

Power
Supply
. Power Consumed / .
Weight Heat Output Require
ment
(kg) (Ib) (kw) BTU/hr (KVA)
2,700 5,960 53,133 16.5
Width: 2400 mm Depth: 1,200 mm | Height: 2006 mm
945 47.2 79.0
inches inches inches
Service clearances Left Right Front Back
mm 0 0 1,000 600
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| Inches 0 0 39 24
Floor space &
loading
floor space floor loading
m? ft* kg/m? Ib/ft®
Without service
clearances 29 31.0 931 192
(machine only)
With 1/2 service
clearances
; 4.8 51.7 563 115
(overlapped service
clearances)
With full service
clearances 6.7 72.3 403 82
7 (Uit : mm)
Rear =
| 20 | 4
. B
' 24t B B
- le -
Fopes1t Rack-13 EPE Rackd! §‘ B
DU (OKG DG (W) ™~
G G G G
' g
;
5 [ B0 530 800 B
Eront
1]
E Floorcutoul area for cables
Haza Rack Back Baca " Screw jack
4  Caster
:: : j Sarvice clearance for pasis replacement
{Varable) additional cleamnce:
to endure |oad
Grid panel (over 450mm x 450mm )
“4. Clearance (a+b)Is based onthe foorload rating and the clearance (c)
Floorload rating and required clearances are shown n Table 8.6
*2. Clearance (d)is required over 200mm so as to open the rear door.
Incase that clearance (d) is lessthan clearance (b), give priority 1o clearance (b).

For specifications of this array see G1000 XL Array.
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8.2 G1000 Microcode and System Options

8.2.1 Array Microcode

Refer to the CSBE HDS Configuration Matrix to determine what array code is supported. The
HDS CE should downgrade/upgrade the G1000 to the most recently certified G1000 microcode
version specified in the matrix. The G1000 array uses microcode with 80-XX-XX-XX/XX
nomenclature.

When the microcode is installed, the default Maintenance account password should be changed
to the global CTI standard by the HDS CE. This is unique to Citi and known only to HDS
support staff and CTI personnel.

8.2.2 Array System Option Modes (SOMs)

There are several system option modes (occasionally referred to as SOM) that are needed for
the array to function as expected. These options must be configured by HDS CE staff. HDS
can provide a report of these options for every array they receive update data from (dial-
home).

The following system options should be configured on all G1000 systems:

System Citi Description Notes
Option Value
87 ON Mode 87 = ON: Normal Restore (Reverse Copy) is performed | Shadow Image

for Shadow Image. Mode 87 = OFF (default): Quick Restore
is performed for ShadowImage.

467 ON In case of using the following features, the current copy Shadow Image
processing slows down if the dirty percentage is 60% or larger,
and it stops if the dirty percentage is 75% or larger. Mode 467
is to prevent the dirty percentage from over 60% so that the
host performance is not affected. The copy processing stops if
the dirty percentage is 60% or larger. If the dirty percentage
becomes lower than 60%, the copy processing restarts.

729 ON This setting limits writes and reads to a full pool if the setting Prevents data
is ON. corruption
741 ON Pool threshold alerts are reported to HDS with SIM alerts.
749 OFF Dynamic Provisioning Rebalance (OFF = rebalance is
enabled)
803 ON This setting limits writes and reads when a pool volume error Prevents data
is encountered if the setting is ON (Data Retention Utility is corruption when pool

enabled). This is for protection of the pool during disk failure. | is full
Locks the pool against read/write to avoid host corruption.
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867

ON

All-page reclamation (discarding all mapping information
between DP pool and DP volumes) is executed in DP-VOL
LDEV format. Mode 867 = ON (default): LDEV format of the
DP-VOL is performed with page reclamation.

LDEV Format with
Page Reclomation

872

ON

When the mode is applied, the order of data transfer slots is
guaranteed at the de-staging from array to an external storage.
Mode 872 = ON (default): The order of data transfer slots
from VSP to an external storage is guaranteed.

UVM

896

ON

The mode enables or disables the background format function
performed on an unformatted area of a HDP/HDT pool.

Note: The actions of this mode between RAID700/RAID800
and HM700 are reversed.

Background Format

The following system options should be enabled on only replicated (source and destination) G1000 (when
certified for replication) systems:

System Value Default Description Notes
Option
When the SVP detects a blocked path and when the
448 OFF path does not recover within a specified period of time,
an error is assumed and the remote replication is
suspended.
449 ON Configures the SVP to ignore all HUR path failures. In

the event of link failure, HUR will continue to operate
and write all update 1/0Os

8.2.3 Shared Memory Setting

The G1000 should be configured for 24GB of shared memory. This includes the base and
64K LDEYV addressing options. If replication is used then an additional 8GB option is
needed. If more than 1 PB is configured, then an additional 8GB is needed.

Replication is not yet certified for use on the G1000 array.

Petabyte (1.0PB +) configurations are by CATE exception only.

8.3 G1000 SVP Ethernet Connections

Each G1000 storage array will need two Ethernet connections to the Citi CEP network for
vendor remote notification/support, alerting to ESS, and communication to management servers.
The Ethernet connections will be connected to the G1000 primary and secondary SVPs
management interfaces. Once connected, HDS will configure the management interfaces and the
various software components on the SVPs. HDS Support will verify that RACC can connect to

the G1000 successfully.

If IPs have been assigned, HiTrack and RACC setup should occur (by HDS CE). This will
require that an application HTTP proxy be assigned to the SVP IPs. Email server(s) should be

GNAST-[ProductName]-#### [Design/Standard] Document

© Citigroup 2015

INTERNAL USE ONLY
Page 20 of 115

FOR

GNAST Design and Configuration Guide Template



http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

reachable from the SVP for Hi-Track email alerting. The SVPs should also have access to DNS,
SNMP alerting, ePO/Virus Scanning infrastructure, and HCS. All these external services
require firewall rules from within the CEP.

8.4 G1000 SAN Connections

The G1000 will be connected (up to 32 ports) to the core switches of dual-fabric fibre channel
SAN to provide front-end connectivity to the array to host servers. Odd numbered ports should
be connected to Fabric A. Even numbered ports should be connected to Fabric B. Connecting
the G1000 this way will ensure that each side of the array (array cluster) has connectivity to a
fabric in the SAN to guarantee redundancy and resiliency.

8.4.1 Host Zoning

The current CATE standard for host allocation is to zone every host to 4x front end ports
on the array. There will be 32x 8GB ports available to connect the G1000 array to the SAN (64x
8GB ports on 400TB configuration). These ports will be located in slots 1PC, 2PC, 1PD, and
2PD (eight ports per slot). All of the potential port names are provided in the following diagram:

CHA (Cluster 1) ' CHA (Cluster 2)
A @ H C A &2 H_&
1 1 ] 1 I ] ] ] J 1
9A ac 1A 1C 2G 2E 2C 2A AC AA
| | 1
BA BC 3A ac 4G 4E 4C 4A cC CA
1 [l [l
DA DC aA aCc 6G 6E 6C BA EC EA
I I I
FA FC TA iCc aG 8E ac 8A GC GA
9B aD 1B 1D 2H 2F 2D 2B AD AB
1 | 1
BB BD 3B 3D 4H AF 4D 4B cD CB
I | '
DB DD 5B aD ' 6H 6BF 60 6B ED EB
I [ : [
FB FD B 7D aH 8F &aD 8B =D B
1@1@1@% 1@1@1@%%%
1PA 1PB 1PC 1FD 1PE 1PF 2PF 2PE 2PD 2PC 2PB 2PA
(Op5) (Op4)|(Basic) (Op1) | (Op2) (Op3) : (Op3) (Op2)| (Op1) (Basic)| (Op4) (Op3)

In the case of a 400TB configuration, there are two chassis, and so another set of slots and host
port cards. These would be named as follows:

GNAST-[ProductName]-#### [Design/Standard] Document FOR
INTERNAL USE ONLY

© Citigroup 2015 Page 21 of 115 GNAST Design and Configuration Guide Template


http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

CHA (Cluster 1

CHA (Cluster 2)

DM

IPL 1PM | 2PM
(Op8) (Op9 i (Op9)

IPG  1PH
(Op 11) (Op 10)

Any given host should span its ports across the array cluster barrier (CL1 / CL2), and across the
slots such that any single board replacement impacts a single host minimally. 1f more than 4
ports are allocated to a host, then there will be overlap of port cards (and unbalanced host impact
is unavoidable without the addition of more port cards). The following is a recommended zone
port configuration for every host:

Host Zone Member | Zone Member | Zone Member | Zone Member
1 (Fabric A) 2 (Fabric A) 1 (Fabric B) 2 (Fabric B)
Hostl CL1A CL1C CL2A CL2C
Host2 CL3A CL3C CL4A CL4C
Host3 CL5A CL5C CL6A CLeC
Host4 CL7A CL7C CL8A cLsC
Host5 CL1B CL1D CL2B CL2D
Host6 CL3B CL3D CL4B CL4D
Host7 CL5B CL5D CL6B CL6D
Host8 CL7B CL7D CL8B CL8D

If fewer ports will be connected to the SAN for host zoning, then all of the storage should be
evenly divided among the connected ports to balance the front-end ports as best as possible.
However, as applications do not access their LUNS in an identical way and at the same time,
hosts and their paths to storage will need to be moved to different ports over time. This
movement is based on the performance analysis (from HTnM or TMEA) of the ports.
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The maximum amount of storage any one port should have configured is 10TB. This maximum
is a planning objective and not a hard rule as performance of the port will dictate its ability to
handle more (or less) storage.

8.4.2 Migrations and Host Zoning

Migrations to/from an array will need to dedicate ports for array to array migrations (4 ports is
typical) via Universal Volume Migrator (UVM). These ports could then be repurposed for host
zoning once migrations have been completed. If multiple arrays are being consolidated, then
additional ports may be used or the same ports may be used sequentially. Likewise, upon the
end of life of the array, host ports will need to be repurposed to accommodate array to array
migrations.

8.5 RHEL Management Server

The RHEL management server(s) will need to be configured in order to manage and administer
the G1000 storage array. This expected to be a RHEL 6.3 physical server.

8.6 Hitachi Command Suite (HCS) Server

HCS is a graphical user interface (GUI) used to manage Hitachi enterprise (and mid-tier) storage
arrays. HCS can be installed on a Citi SOE Windows 2008 (or 2012 when certified) virtual
(ESX) or physical server. HCS requires Ethernet connectivity through the CEP firewall to
discover and manage the storage arrays. HCS is needed for G1000 configuration, performance
monitoring, and external reporting (currently EMC ViPR SRM).

8.6.1 HCS 8.1 Sizing

Most implementations of HCS are likely to be virtual rather than physical servers. The
following is the current sizing minimum required for HCS deployment. It is based on the
performance of the previous generation of HCS deployed at Citi and what HDS has tested in
their laboratory environments.

16GB RAM

Quad Core 3.0+GHz

Windows 2008x64 R2 Standard (2012 when certified)

50GB (SAN or Local) Disk Space -- SAN preferred (plus any backup/export space)
This should accommodate 40+arrays with 7300 volumes per array (300,000 volumes
total).

e Required Software:

e JRE 1.7+

e Adobe Flash 11.10+

Notes:
1. Beyond 40 arrays, a server analysis should be performed to examine clustering,
32GB Ram, or additional CPUs.
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2. An 86-array(>1 Million total volumes) configuration was tested with 32GB Ram, i7-
4770 @ 3.40GHz, 2012 R2 Datacenter

B w

configuration

8.7 Accounts

8.7.1 Default Accounts

There are several default accounts that need to have the password changed or disabled to prevent
unauthorized use. These should be changed before the environment is considered production
ready. The Maintenance account must be updated on the SVP Application and within Storage
Navigator by HDS CE/Support staff.

Citi EOS for 2008 Server is 01/14/2020 (date may change)
Smaller sites (<10 arrays) could be configured with 8GB RAM as an alternative

Account

Application Function

Role

Interactive /

Privileged /

Password Change

(Location) Non- Non-Privileged Frequency
Interactive
Maintenance (local) Array configuration (SN) | Administrator Interactive Privileged Changgt;?lga::é global
System (local) HCS configuration | Ayministrator | Interactive Privileged Change password

(HCS)

and/or disable account

8.7.2 Functional IDs

The following is a list of accounts that are to be used for integrating the G1000 Array and
its components into the infrastructure required for secure and efficient operation. There are

several rules around these functional ids that must be followed:

e These userids are restricted and to be used only by the system processes described.

e They are not to be used for a person to directly login into the system they are being
created in.

e There must be an operational owner assigned to each of these userids that is fully
responsible for the maintenance, use and entitlement review of these accounts.

e The passwords on these accounts should be changed at least every 12 months.

For more information regarding functional id requirements see Citi Information Security
Standards (CISS)

Account Application Function Role Interactive / Privileged / Password Change
(Location) Non- Non-Privileged Frequency
Interactive

HDS_HCS_SN_Link (local) | HCS to Array (SN) Read-Only Interactive Privileged 12 Months

HDS_SRM_HCS_Link (AD) | ViPR SRM to HCS
(HCS) Read-Only Interactive Privileged 12 Months

HDS_ViPRC_HCS Link | ViPR Controller to HCS
(AD) (HCS) Admin Interactive Privileged 12 Months
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HDS_HPNA_HCS_Link (AD)| HPNA to HCS (HCS) Read-Only Interactive Privileged 12 Months
Exports (local) Export performance data Performance
fromarray for HDS Data Only
support (SN) (Read-Only) | Non-Interactive Privileged 12 Months
ECC to HCS (HCS) Retired N/A N/A N/A
SANScreen to HCS (HCS) Retired N/A N/A N/A

The legacy applications ECC and SANScreen may still have functional accounts on HCS. These
accounts should be removed when the applications have been retired.

8.8 Logging into HCS

Command Suite 8 is similar in structure to previous releases of HCS. The login can be found at:
https://127.0.0.1:22016/DeviceManagerWebService/index.html
(if HTTPS has been configured)

http://127.0.0.1:22015/DeviceManagerWebService/index.html
(if HTTPS has not been configured)

The above addresses assume the user is accessing from a RDP/terminal session on the HCS
server. This is the only supported configuration at Citi due to firewall constraints.

The default username and password is: system/manager. This default password should be
changed by the build team. For more information see Default Accounts.

Hitachi Command Suite 8

Usear ID:

Password:

License

& HDwM: A license is not registered for one or more storage
systems. Register valid license keys or license key
files. (KAIC15268-W)

Sars o L-cir

8.9 Warning Banner for HCS
A warning banner is required by security policy.
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Go to Administration = Security = Warning Banner

achi Command S lows Internet Explorer

Hitachi Command Suite 8 HITACHI
Logged in as:

[ ies=age I el

Warning Banner

Security > Warning Banner

B Warning Banner ‘Warning Banner

This is = werning banner. Thers ars many like it.
but this one is unique. Have a nice day.

User ID:

password [

[pone [ [ [ [ [ [ 7 Trustedsites | Protected Mode: OFf

Select Edit Message

Edit Messag ndows Internet Explorer M=l

Hitachi Command Suite 8 HITACHI

Edit Message

Warning Banner

The message entered into the message field is displayed as a warning banner in HTML on the login window. The following HTML tags
can be used in the message: <b> </b> <i> </i> <center> </center> <br> <div dir="ltr"> <div dir="rtl"> <div style="direction:|tr">
=div style="direction:rtl">= </div>

Message: Praview:
ou are authorized to use this System for approved -

business purposes only, Use for any other purpese is

prohibited. A&ll transactional records, reports, e-mail,

software, and other data generated by or residing upen

this System are the property of the Company and may

be used by the Company for any purpose. Autharized

and unauthorized activities may be monitored.

You are authorized to use this System for approved
business purposes only. Use for any other purpose
is prohibited. All transactional records, reports, e-
mail, software, and other data generated by or
residing upon this System are the property of the
Company and may be used by the Company for
any purpose. Authorized and unauthorized activities
may be monitored.

Preview =

|Dor1e ,_ ,_ ,_ ,_ ,_ ,_ ,_| . Trusted sites | Protected Mode: OFf ¥a - | *100% - 5

The following warning banner should be added:
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You are authorized to use this System for approved business purposes only. Use
for any other purpose is prohibited. All transactional records, reports, e-mail,
software, and other data generated by or residing upon this System are the
property of the Company and may be used by the Company for any purpose.
Authorized and unauthorized activities may be monitored.

Select OK to make the change effective immediately.

8.10Warning Banner for the SVP

These steps are performed by HDS CE

Go to Admin Tools = Local Security Policy Application

Select Local Policies = Security Options

Change the item “Interactive Logon: Message Text for users attempting to logon” to:
You are authorized to use this System for approved business purposes only. Use
for any other purpose is prohibited. All transactional records, reports, e-mail,
software, and other data generated by or residing upon this System are the
property of the Company and may be used by the Company for any purpose.
Authorized and unauthorized activities may be monitored.

Change the item “Interactive Logon: Message Title for users attempting to login” to:
Citigroup Security Warning

8.11 Creating a Local User on Array for HCS Link

You will need to access the following website to be able to create a local account on the array.
This is the functional account that will be used to link HCS to the G1000 Array. For a complete
list of Functional IDs, see Functional IDs. The account created is read-only, as HCS security
prevails. This website is the legacy Storage Navigator interface to the array:
https://<primary-svp-ip-address>/sanproject/emergency.do

Note: This website is supposed to be used only when HCS is unavailable or is unable to
configure the array. It should not be used as a primary means of configuration as it relies on
local array security.

Log into the array using the Maintenance user and password.
Note: Citi has changed the default Maintenance passwords (raid-maintenance, etniam-diar) on
all HDS arrays.
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ﬁ Hitachi Device Manager - Storage Navigator - IP:10.40.53.35 - 5/N:50137 - D/N:UNKNOWN - Windows Internet Explorer

@“ » [2] https://10.40.53.35/sanproject/emergency.do ]| certficate Error | 1| 42| x| [B6 o -
7 Favorites | 9% & Suggested Sites ~ & | Web Slice Gallery ~
& Hitachi Device Manager - Storage Navigator - IP; 10,4, 5 - Bl - L0 o= - Page~ Safety~ Tools~ (g~

Hitachi Device Manager

Storage Navigator

maintenance
e —

Log

Warning Notice!

Only the user of the Administrator User Group can log on.

*You can apply all basic configuration settings after you log on on this vindow.

Do not log on on this window unless you cannot use Hitachi Command Suite. Always use Hitachi Command Suite for applying the configuration setting of the storage systermn under normal
conditions.

[ [ [ [ [fe [ Trusted sites | Protected Mode: OFf z -

The primary screen is organized similar to HCS and previous releases of Storage Navigator.

{2 Hitachi Device Manager - Storage Navigator - IP:10.40.53.35 - 5/N:50137 - D/N:UNKNOWN - Windows Internet Explorer

¢ Favorites

» [ https://10.40.53.35/sanproject/emergency.

o =] certificate Bror || |42 || % | [12 Eing R

9% & ] Suggested Sites ~ | Web Slice Gallery +

i~ B - ) m=h - Page~ Safety - Tools -
—

{& Hitachi Device Manager - Storage Navigator - IP: 10.4...

Hitachi Device Manager r
= E \ W hEr | R Aldit Tog | [ Resoures DRIBEEEE" Logged in as: maintenance

Explorer Last Updated :

to

Storage System Name HDS50137 Microcode Version

Storage System Type VSP G1000 80-02-02/(
Serial Number 50137 RMI Server 08_02_og
1P Address 10.40.53.35 Total Cache Size 78.50 GB
Contact to be determined

Location somehwera in HJ

| Internal/External : | Total =] i |~|  capacity Unit: | Appropriate | - |

Physical Summary Physical Capacity Number of Physical Log

B Allocated 0.00 MB

Reserved Used DP Pocl 100.40 GB

Unused DP Pool 3.56 TE

Other 4.14 GB

Available Space 3] unallocated 22.01 T8

Free Space 8.38 TE

[ Amahtics | 2 Physical Total 34.07 T8
P —— Virtusl Summary Virtual Capacity Number of Virtual Logic
DP Allocated 240.75 GB
DF Unallocated 408.00 GB

Canaral Tacke

Dane [T [T [ [ [ Trusted sites | Protected Mode: OFF [Fa- [Rw% -~ 4

On the Explorer menu on the left side, select Administration
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evice Manager - Storage Navigator - 1P:10.40.53.3!
@_:_‘/. = [ https://10.40.55.35/sanprojectfemergency.do

<7 Favorites ‘ 95 @] Suggested Sites = @ | Web Slice Gallery ~

- 5{N:50137 - D/N:UNKNOWN jows Internet Explorer

| & certfcateEmor || |4+ K| [BEng

B -

- [ m v Page~ Safety - Toos~ @@~
-

Hitachi Device Manager

3 File  Actions R W TAEE AldiE o Esolirce Unlocked!| Logged in as: maintenance

Explorer

Last Updated :

Storage System Nzme HDS550137

V5P G1000

50137 RMI Server 08_02_08
"B Cache Partitions 1P Address 10.40.53.35 Total Cache Size

Microcode Version
User Groups Storage System Type

esource Groups Serial Number

78.50 GB
Contact
B, Encry =

to be determined

- Location somehwere in HJ
& License K

Allocation Summary

Internzl/External : | Total |~| Open/Mainframe: | Total

Capacity Unit: | Appropriste |~

Physical Capacity

Physical Summary

Number of Physical Log
Allocatad

Reserved

0.00 MB

Used DP Pool 100.40 GB.

Unused DP Pool 2.56 TE
Other 4.14 GB
Avsilable Spacs

Unallocated 22.01 T
Free Space s.38 TE

Physical Total 34.07 TB.
virtusl Summary Virtual Capacity Humber of Virtual Logic
DP Allocatad 240.75 GB

408.00 GB

[ T [ [ [@ [ Trustedsites | Protected Mode: OFf

DP Unallocated

[Done

Then select User Groups = Storage Administrator (Read Only)

5/M:50137 - DfN:UNKNOWN - Windows Internet Explorer

.40.53.35/sanproject/emergency.do

|| certificate Errar || || 42| % |la Bing P|-

.7 Favorites |§.}> £ Suggested Sites ~ @ Web Slice Gallery =

/& Hitachi Device Manager - Storage Navigator - IP:10.4...

[ - [ s v Page - Safety - Toos~ @+
Hitachi Device Manager
- File Actions Reports

Help WA | MR Addittog | [ Resource Unlod Logged in as: HDs

Explorer Storage Administrator {View Only) User Group Last Updated :

User Groups e Administrator (View Only) User Group

Humber of Roles

Humber of Resource Groups

Humber of Usars

User Group Type Built-in
All Resource Groups Assigned

No
Administrat

Users Roles Resource Groups
acurity Administra

acurity Administra s

Administrato [[#Fiter || on [ETE  [select All Pages|| Column Sattings| | Optionsw |
Administrato

L] usern=me 1a | Account Status Authentication User Type Numbesof
Personnel Gr

User Groups

& License

General Tasks

(& create ro

" Add External \

[ [ [ [ [ [ [# [ Trustedsites | Protected Mode: Off Y [H00% - g

Select the Create User button
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Create User

1.Create User > Z.Confirm

Set values for the new user account and cdlick Finish to confirm.

User Name: HOwM_admin
(Max 236 Characters)
Account Status: #) Enable ) Disable

L

Authentication: ) Local |_J) External

Password: kg R R

(6 - 256 Characters)

Re-enter Password: FkEE R R R

4 Back Mext b Finish Cancel ?

Enter the functional id username and password for HCS to access the array. The account status
should be Enabled and the authentication should be Local. Select Finish (and then confirm) to
start the task to create the read-only user. Once the user has been added, logoff and close the
Storage Navigator (emergency.do) web page.

8.12 Adding an array to HCS
Go to the Administration tab - Managed Resources - Storage Systems tab
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{= Hitachi Command Suite - Windows Internet Explorer

@@v JEA htto://127.0.0. 1:220 15 DeviceManagerWebservice index.jsp =12 )[ x| BT 5ina L
¢ Favorites ‘Y.-S #] Suggested Sites ~ @ | Web Slice Gallery +
A vitachi Command Suite P v E) - ) d= - Page~ Safety~ Tools+ i@~

HITACHI

ry Johnson (TE5g OGE

Hitachi Command Suite 8
= v  File Acions  Tools  Help
Dashboard Resources Analytics Mobility Replication Tasks & Alerts ol

Administration Managed Resources ?

Managed Resources

Storage Systems Hosts  File Servers Data Collection Tasks

&Filter || On B3] | Column Settings
et User Account

zt‘jfgg 4| Model 1P Address Refrashed athagtication
ystem efrashe: by HCS

@ Hos210060 | HUS VM 10.40.53.5 210060 @ Complsted | 2015-03-26 ... | -

@ Hoss3112 | vsP 10.40.53.13 53112 @) Completed | 2015-03-26 ... | -

@ rosseiss  vse Giooo 10.40.53.25 56195 (@) Complsted | 2015-03-26 ... | Disabled

® waiting: 0 @ InProgress: 0 @& Completed: 53

pene [l [T [ [ [ Trusted sites | Protected Mode: Off [%a ~ [®w0% -~

Select the Add Storage System button

Add Storage System T 0O x

To add a storage system to the list of the managed resources, specify its type, IP address, and
other parameters.

Storage System Type: l VSP G1000 L J

IP Address/Host Name:

User ID:

Password:

L_| Enable SVR/CCI user account authentication by HCS

e Select the arrays type (VSP G1000, VSP, HUS VM)

e Enter the IP address of the primary SVP

e The userid and password should come from the local read-only (FID) account created
with the Storage Navigator interface (emergency.do) — see above.

e Do not select the SVP/CCI user account option. A task will be created when you select
OK.

8.13 Editing an Array
Go to the Administration Tab (Storage Systems)
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Select the array(s) you wish to remove with the checkbox to the left of the Storage System
column.

{ itachi Command Suite - Windows Internet Explorer
@_@ - IE http://127.0.0.1:220 15/DeviceManager\WebService/index. jsp =l 2| [ x | [ 5ing L~
. Favorites | 99 @] Suogested Sites = @ | Web Slice Gallery =

EA itachi Command Suite i - B - 0 dm v Page~ Safety - Toos~ @~

Hitachi Command Suite 8 HITACHI

n "Log Out

= v File  Actions Tooks  Help
Dashboard Resources Analytics Mobility Replication Tasks 8 Alerts st D=

Managed Resources 7

Managed Resources

Storage Systems Hosts  File Servers Data Collection Tasks

Storage Last

4 Model Refresh Stat
System oo = " STEsh SEHE | Refreshed
@ HDs210080 | HUS vm 10.40.53.5 210060 (@) Complsted | 2015-03-26 .. | -

[ @wuossatiz  vse 10.40.53.13 53112 @ Completad | 2015-03-26 ... | -

DR N T e

Wsiting: 0 rograss: 0 Complted: 53 () 2
pone [ [ [ [ | [fe [ trusted sites | Protected Mode: OFf [Fa = [Hwow -~

Select the Edit Storage Systems button

Edit Storage Systems T O X

( i ' Infermation: The name change was applied to the storage system.

Tao edit the storage systems., modify the parameters you want to change.

Name: HDS556195

IP Address/Host Name: 10.40.33.25

|| ©hange User ID and Password

User ID:

Password:

|| Enable or disable SWP/CCI user account authentication by HCS

Select b

You can update the name, IP/Hostname, User Account (for HCS access to the array), or
user Password. The Name of the array should reflect the Citi name used to identify the
array. The default name is not useful at Citi. A task will be created when you select the
OK button.
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8.14 Removing an array from HCS

Go to the Administration Tab (Storage Systems)
Select the array(s) you wish to remove with the checkbox to the left of the Storage System

column.

f Hitachi Command Suite - Windows Internet Explorer

@_@ - IE hitp://127.0.0,1: 22015/

< Favorites | 93 @] Suggested Sites ~ ] Web Sice Gallery ~

=l 1#2) | % | 8 zing £l

B - El - () m=0 - Page~ Safety - Tools~ .@.-
HITACHI

Logged in as Johnson (TEGGOUE

¥ oW

E Hitachi Command Suite

Hitachi Command Suite 8

= v  File Actions  Teools  Help
Dashboard Resources Analytics Mobility Replication Tasks & Alerts Administ

Administration Managed Resolrces 7
[iit Managed Resourcas Managed Resources
Storage Systems Hosts  File Servers  Data Collection Tasks

Edit Storage Systems Refresh Labels Selected: 1 of

| #Filter | On 018 | Column Settings | Rovs/page: | 30|~ Page: 1/ 1
User Account

B User profile [] | Storsge 4| Model 1P Address Host Name Serizl No. Refrash Status | Last Authentication
Systemn e

L a HDS210060 HUS VM 10.40.52.5 210060 @Ccmgleted 2015-02-26 ... | -

[ | vossois7 [vspciooo  |sosossas | |0137 @ Comolsted | 2015-03-26 .. | Dissbled

[l EWHossziiz | wse 10.40.52.13 53112 () Complsted | 2015-03-26 ... -

[l @w+osseiss  vspGiooo 10.40.53.25 56195 @) Completed | 2015-03-26 ... | Disabled

® waiting: 0 ) In Progress: 0 @) Completed: 57 ) Failed: 2

‘Dcne l_m ’_'_’_’_'%‘ ./ Trusted sites | Protected Mode: OFf 73 - | 0% v g

Select Remove Storage System. Once the task has been completed, the storage system will no
longer be in HCS.

8.15 1000 Licensing

There are three types of licensing required for this solution:
e HCS Licensing (per site)
e Array Licensing
e TMEA Licensing (per array)

8.15.1 HCS Licensing

On the initial login screen (before you login), you can view and add license keys to HCS. You
can also access the licensing screen via the help option on the main menu.
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Hitachi Command Suite 8

User ID:

Password:

License

& HDwvwM: A license is not registered for one or more storage

systems. Register valid license keys or license key
files. (KAIC15268-W

or age

Select the License button.

License

License Information by Product
Product Version License Type License Message
HOwM g8.1.0-00 Parmanent é)\ license is not registered for one or ...
HTSM 8.1.0-00 Parmaneant &ﬂq license is not registered for one or ...
HTnM 5.1.0-00 Permanent éh license is not registered for one or ...
HEpM £.1.0-00 Parmanent &ﬁ\ license is not registered for one or ...
License: (o) Key

() File |7|

Save Close ?

Provide the license file (license key files from HCS 7+ are compatible) from a local or
network drive. Contact HDS support if there are issues with reading the file(s).

8.15.2 Array License Keys
Go to Resources = Storage Systems = <desired array> - License Keys
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ndows Internet Explorer

®TalEr | 5 Audit Log Logged in
License Keys Last Update

License Keys

Mounted Capacity 31.98 T
Number of License Keys Installed Not Encugh License
Installed (Disabled) Grace Period

Not Installed Expired

License Keys

[ aFilter | on [ [select All Pages]| Column Settings| | Options w |1¢]

Licensad Capacity
[] Program Product Name Status Key Type Term (days)
Permitted (TB) | Used (TB)

[# Cache Residency Manager [P 1nstallad
Cache Residency Manager for Mainframe [ Installed
[@ compatible PAV Not Installed
Data Retention Utility [f 1nstalled Permanent
[@# volume Retention Managar [ Installed Parmanent
[ Dynamic Provisioning [ Installed Parmanent
[# Open Volume Manzgement [ 1nstalled Parmanent
LUN Manager [} tnstalled Permanent
Performance Monitor [} tnstalled Permanent
Server Priority Managar [f 1nstalled Parmanent
(@ volume Migration Net Installed
(@ shadowlmage Net Installed
[@ shadowlmage for Mainframe Not Installed
Compatible FlashCopy(R) v2 Not Installed
@ HOwM/Storage Navigator [} tnstalled Permanent
SNMP Agent [ 1nstalled Parmanent
[ 1ava aPT [ Installed Parmanent
(@ Truecopy Net Installed
[@ TrueCopy for Mainframe Not Installed
Universal Replicator Not Installed

Universal Replicator for Mainframe Not Installed

|5
(8]
(8]
L
)
L
=]
(8]
(8]
)
)
L
8]
(8]
(8]
L
)
L
(8]
(8]
(8]
L

[ universal Volume Manager [ Installed Parmanent Unlimited

Dane [ [ [ [ [ [ [ [ Trustedsites | Protected Mode: OFf 73 - [RW00% - ,

To install licenses, select the Install Licenses button.
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Install Licenses

1.Install Licenses = 2.Confin

() File: Browse

| w add |

Selected License Keys
| Select All Pages|

Licensed Capac

Program Product Name Status Kay Typa
[}
Permitted (TB)

40 1 *
l Enable H Disable H Clear All J Selected: 0 of O

Select the File button and then browse to find the .PLK file on your local HCS server storage.
Since the HCS server is accessed via RDP, the best location for these files is a shared network
group drive. Once the file is read and verified, select Finish to complete the activation.

Notes:
e HCS 7.x licenses are compatible with HCS 8.x

e You can extract the Key Code from the .PLK file for specific licenses, but this is not
recommended.

8.15.3 TMEA Licensing

TMEA licensing (1 license file per array) is obtained by contacting the TMEA support team.
They will respond with appropriate licensing files that must be copied to the TMEA (RHEL)
management server. Typically, these files are received on Windows machines, so they must be
converted to UNIX format before they can be read. This is accomplished by running the
*dos2unix” command on the file before attempting to setup any new array (or updating the
license key for any existing array). Itis noted that G1000 license keys for the array will require a
6-digit serial number. For example, the license key for array 56195 has a serial number of
356195. This is due to the raw scsi inquiry showing 6-digits.

For more details around installing and updating license keys for TEMA, see Appendix D: TMEA
Agent Setup.
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8.16 HCS Security Configuration

The HCS Server is the primary means of access for the configuration and reporting for the

G1000 array. As such, securing the HCS application is a critical step before being production
ready.

Once the AD setup has been completed, SAN Administrators (also ISA, and Read-only users)
will be granted access to HCS via their membership in certain configured Active Directory
groups. Membership in these groups will determine their role on HCS. All SAN Administrators
will have the ability to modify all aspects of array configuration with the exception of user
management. The User Management privilege is exclusively for ISA personnel. Read-only
users will only have viewing privileges.

8.16.1 HCS Active Directory Setup

Active Directory is used for authentication and authorization to HCS and subsequently the arrays
attached to HCS. There is an association of AD group membership to a specific role within
HCS. There is an optional step to install the Active Directory tools.

Installing Active Directory Tools (dsquery, Active Directory Users and Directories, etc.)

This is needed to provide some basic AD tools used later. If this is not allowed by local SA teams, then have the SA
run the dsquery commands listed in later sections. Output from commands will be needed for first time setup. Once

configured for a given site, these values should not change for other sites within a region. Therefore this setup is
optional.

Go to Server Manager under Administrator Tools. Select Features.

E Server Manager =]
| Fle Acion Vew Hep
&= [zA

s R )
jﬁ Roles |
& Features =

3 Diagnostics
B o} Configuration
(1) Task scheduler
W Windows Firewall with fdve |
‘é; f:;q‘;"ce;nm‘ ) Roles Summary H roles Summary Help
J Local Users and Groups -
2 Storage ~ Roles: 00of 17 installed I GotoRoles

Q—]} izet an overview of the status of this server, perform top management tasks, and add or remave server roles and Features.
B

i} Add Roles
5 Remave Roles

' Features Summary E Features Summary Help

~) Features: 3 of 41 installed & add Features

& Remave Features
SHMP Services

SMMP Service
SNMP WM Provvider

windows Server Backup Features
Windaows Server Backup
Command-line Tools

MET Framewark 3.5.1 Features
WMET Framework 3.5.1

~| Resources and Support E Resources and Suppaort Help

Help make Windows Server better by participating in the Customer Experience Impravement Program (CEIF), | Participate in CEIP

Select Add Features. Select the following features to add:
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Windows PowerShell Integrated Scripting Environment (ISE)
Rernote Server Administration Tools
Rale Administrakion Tools
Active Directory Certificate Services Tools
Certification Autharity Tools
Online Responder Tools
AD DS and AD LDS Tools
AD DS Tools
AD 03 snap-Ins and Command-Line Tools
Active Directory Administrative Cenker
Server for MIS Tools
A0 LDS Snap-Ins and Command-Line Tools
Ackive Direckory module Far Windaows PawerShell

Active Directory Rights Management Services Tools

Once the checkboxes have been turned on, select Next and then Install. A Restart of the server is likely needed.
Tool setup will be completed after restart.

1. Run a command prompt as administrator
2. copy the general AD certificate (not servername specific) to a known location.

| copy cacert.crt \HCS_LDAP_Cert\*.*

2. cd \Program Files\HiCommand\Base64\uCPSB\jdk\bin

3. Import the certificate

keytool -import -alias i10-hds-vm@4 -file "C:\HCS_LDAP_Cert\cacert.crt" -keystore
"C:\Program Files\HiCommand\Base64\conf\sec\ldapcacerts" -storepass hdskey

When prompted to trust this certificate, respond yes.

C:\Program Files\HiCommand\Base64\uCPSB\jdk\bin>keytool -import -alias i1@-hds-v
Owner: O=WAR 159, C=US
Issuer: O=WAR 159, C=US
Serial number: 44b80703
Valid from: Fri Jul 14 16:35:10 EDT 2006 until: Tue Jul 14 17:05:10 EDT 2026
Certificate fingerprints:
MD5: 98:FB:DC:CO:CE:29:26:95:DB:98:46:6C:DD:AA:45:5B
SHA1l: EA:8F:F2:2B:F6:7A:DC:FA:66:1C:99:6D:23:28:34:3A:69:39:68:08
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:
#1: ObjectId: 1.2.840.113533.7.65.0 Criticality=false

#2: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 8A E7 68 C3 D6 AD CD 14 F8 A9 42 B8 21 4F 05 14 ..h....... B.!0..
0010: 21 OD C8 A3 oo,

1
1
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#4: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign
]

#5: ObjectId: 2.5.29.16 Criticality=false
PrivateKeyUsage: [
From: Fri Jul 14 16:35:10 EDT 2006, To: Tue Jul 14 17:05:10 EDT 2026]

#6: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[

CA:true

PathLen:2147483647

]

#7: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[CN=CRL1, O=WAR 159, C=US]
, DistributionPoint:
[URIName: ldap://10.40.41.160/0=WAR%20159,c=US?certificateRevocationList?ba
11

#8: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyId: [2.16.840.1.113903.1.99.1.0]

[1 1

[CertificatePolicyId: [2.16.8406.1.113903.1.99.1.4]
[1 1

[CertificatePolicyId: [2.16.840.1.113903.1.99.1.3.1]
[1 1

[CertificatePolicyId: [2.16.840.1.113903.1.99.1.3.2]
[1 1
1

#9: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [

0000: 8A E7 68 C3 D6 AD CD 14 F8 A9 42 B8 21 4F 05 14 ..h....... B.!O..
0010: 21 oD C8 A3 ..

]

]

Trust this certificate? [no]: yes
Certificate was added to keystore

4. Verify the certificate

keytool -1list -v -keystore "C:\Program Files\HiCommand\Base64\conf\sec\ldapcacerts" -storepass
hdskey

5. Modify \Program Files\HiCommand\Base64\conf\exauth.properties

(add entries for each of the site's DCs )
example configuration lines:
(comment out the "auth.server.type=internal" at top of the file)

#
FpRokokokokokskokok okok ok skok skokokokok sk okokok dokosk ok ok ok ok

# * HCS AD Setup 07/03/2014 GJ *
Rk sk ok sk ko sk ok o ok ko ok ok SRk ok ok Sk ok K ok

#
auth.server.type=1dap
auth.server.name=namdev@@1l.namdev.nsrootdev.net, namdeveo2.namdev.nsrootdev.net,namdeve03. namdev.

nsrootdev.net,namdev@@4.namdev.nsrootdev.net,namdeved5.namdev.nsrootdev.net
auth.group.mapping=true
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auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveol.
auth.ldap.namdeveo2.
auth.ldap.namdeveo2.
auth.ldap.namdeveo2.
auth.ldap.namdeveo2.
auth.ldap.namdeveo2.
auth.ldap.namdeveo2.
auth.ldap.namdeveo2.
auth.ldap.namdev0o2.
auth.ldap.namdev002.
auth.ldap.namdev0o2.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdev0o3.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdevoo4.
auth.ldap.namdev0o5.
auth.ldap.namdeveo5.
auth.ldap.namdev0o5.
auth.ldap.namdev0o5.
auth.ldap.namdev0o5.
auth.ldap.namdev0o5.
auth.ldap.namdev0o5.
auth.ldap.namdev0o5.
auth.ldap.namdev0o5.
auth.ldap.namdeveos.

namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.
namdev.

nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.

net.
net.
net.
net.
net.
net.
net
net
net
net
net.
net.
net
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.

protocol=1daps
host=namdev@@1l.namdev.nsrootdev.net
port=636

timeout=15

attr=sAMAccountName
basedn=DC=namdev,DC=nsrootdev,DC=net

.retry.interval=1

.retry.times=20
.domain.name=namdev.nsrootdev.net
.dns_lookup=false

protocol=1daps
host=namdev@02.namdev.nsrootdev.net

.port=636

timeout=15

attr=sAMAccountName
basedn=DC=namdev,DC=nsrootdev,DC=net
retry.interval=1

retry.times=20
domain.name=namdev.nsrootdev.net
dns_lookup=false

protocol=1ldaps
host=namdev@@3.namdev.nsrootdev.net
port=636

timeout=15

attr=sAMAccountName
basedn=DC=namdev,DC=nsrootdev,DC=net
retry.interval=1

retry.times=20
domain.name=namdev.nsrootdev.net
dns_lookup=false

protocol=1ldaps
host=namdev@@4.namdev.nsrootdev.net
port=636

timeout=15

attr=sAMAccountName
basedn=DC=namdev,DC=nsrootdev,DC=net
retry.interval=1

retry.times=20
domain.name=namdev.nsrootdev.net
dns_lookup=false

protocol=1ldaps
host=namdev@05.namdev.nsrootdev.net
port=636

timeout=15

attr=sAMAccountName
basedn=DC=namdev,DC=nsrootdev,DC=net
retry.interval=1

retry.times=20
domain.name=namdev.nsrootdev.net
dns_lookup=false

6. Restart Services

Service

service has

stopping of

KAPM@5017-1 Succeeded in stopping of
KAPM@5017-1 Succeeded in stopping of
KAPM@5017-1 Succeeded in stopping of
KAPM@5017-1 Succeeded in stopping of
KAPM@5017-1 Succeeded in stopping of
KAPM@5017-1 Succeeded in stopping of
KAPM@5017-1I Succeeded in stopping of
KAPMO6439-I The HiRDB

C:\Program Files\HiCommand\Base64\bin>hcmds64srv /stop
KAPM@5017-1 Succeeded in

service. service-name=HCS Tuning Manager REST Application

service. service-name=HiCommand Performance Reporter
service. service-name=HiCommand Suite TuningManager
service. service-name=HBase 64 Storage Mgmt Common Service
service. service-name=HCS Device Manager Web Service
service. service-name=HBase 64 Storage Mgmt SSO Service
service. service-name=HBase 64 Storage Mgmt Web SSO Service
service. service-name=HBase 64 Storage Mgmt Web Service

stopped.

C:\Program Files\HiCommand\Base64\bin>hcmds64srv /start

KAPMO6438-I The HiRDB service has started.

KAPM@5016-1I Succeeded in starting of service. service-name=HBase 64 Storage Mgmt Web Service
KAPMO5016-1 Succeeded in starting of service. service-name=HBase 64 Storage Mgmt Web SSO Service

GNAST-[ProductName]-#### [Design/Standard] Document FOR
INTERNAL USE ONLY

© Citigroup 2015

Page 40 of 115 GNAST Design and Configuration Guide Template



http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

KAPMO5016-1I Succeeded in starting of service. service-name=HBase 64 Storage Mgmt SSO Service
KAPM@5016-1 Succeeded in starting of service. service-name=HCS Device Manager Web Service
KAPM@5016-1I Succeeded in starting of service. service-name=HBase 64 Storage Mgmt Common Service
KAPMO5016-1I Succeeded in starting of service. service-name=HiCommand Suite TuningManager
KAPM@5016-1I Succeeded in starting of service. service-name=HiCommand Performance Reporter
KAPMO5016-1I Succeeded in starting of service. service-name=HCS Tuning Manager REST Application
Service

7. Query AD for the bind account details

C:\>dsquery

KAPM@9100-1

3k 5k >k 3k 5k Xk %k %k k k k

KAPM@9101-1

3k 5k %k 3k 5k Xk %k %k k k k

KAPM@5250-1

(repeat for

"CN=srv_hds_

user -samid srv_hds_ad
ad,0U=Svc_Accts,O0U=StorageEng,DC=namdev,DC=nsrootdev,DC=net"

8.Bind to each of the DCs listed in the exauth.properties file
C:\Program Files\HiCommand\Base64\bin>hcmds64ldapuser /set /dn
"CN=srv_hds_ad,0U=Svc_Accts,0OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net" /name
namdev@@l.namdev.nsrootdev.net
Enter a value for the option. (option name =

pass)

For confirmation, re-enter the value of the pass option.

Registration of the information-search user has finished.

all DCs listed in the exauth.properties file)

List the bound servers

[ServerName]

C:\Program Files\HiCommand\Base64\bin>hcmds64ldapuser /list

net
net
net
net
net

nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.
nsrootdev.

namdev@@l.namdev .
namdev@@2.namdev .
namdev@@3.namdev .
namdev@@4.namdev .
namdeve@o5.namdev .

9.Test the authentication

% %k %k %k ok 5k %k k k

type : ldap
server :

ve04.namdev .
KAPM15227-1
KAPM15004 -1
KAPM15003-1
KAPM15006-1
KAPM15007-1
normal.

KAPM15006-1
KAPM15007-1
normal.

KAPM15006-1
KAPM15007-1
normal.

KAPM15006-1
KAPM15007-1
normal.

KAPM15006-1
KAPM15007-1
normal.

KAPM15004 -1
KAPM15003-I
KAPM15010-1I
= namdevool.

C:\Program Files\HiCommand\Base64\bin>hcmds64checkauth /user gj@6529
KAPM@9100-I Enter a value for the option. (option name =

pass)

KAPM15003-I The configuration check of Phasel will now start.

namdeve@l.namdev.nsrootdev.net,namdev@@2.namdev.nsrootdev.net, namdeved3.namdev.nsrootdev.net,namde

nsrootdev.net,namdev@@5.namdev.nsrootdev.net
Group linkage is enabled.

The
The
The
The

The
The

The
The

The
The

The
The

The
The
The

result of the
configuration
configuration
result of the

configuration
result of the

configuration
result of the

configuration
result of the

configuration
result of the

result of the
configuration
connection to

configuration check of Phasel was normal.

check of Phase2 will now start.

of the server namdev@@l.namdev.nsrootdev.net will now be checked.
configuration check of the server namdev@@l.namdev.nsrootdev.net was
namdeve@2 .namdev.nsrootdev.net will now be checked.
check of the server namdev@@2.namdev.nsrootdev.net

of the server
configuration was
namdeved3.namdev.nsrootdev.net will now be checked.
check of the server namdev@@3.namdev.nsrootdev.net

of the server
configuration was
namdeveo4 .namdev.nsrootdev.net will now be checked.
check of the server namdev@@4.namdev.nsrootdev.net

of the server
configuration was
namdeveo5 .namdev.nsrootdev.net will now be checked.
check of the server namdev@®5.namdev.nsrootdev.net

of the server
configuration was
configuration check of Phase2 was normal.

check of Phase3 will now start.

the server namdev@@l.namdev.nsrootdev.net will now be checked. (host

namdev.nsrootdev.net, port = 636, protocol = ldaps)
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KAPM15011-I
KAPM15010-1I
= namdeveo2
KAPM15011-I
KAPM15010-I
= namdeveo3
KAPM15011-I
KAPM15010-I
= namdevoo4
KAPM15011-I
KAPM15010-1I
= namdeveos
KAPM15011-I
KAPM15004 -1
KAPM15003-1
KAPM15229-1

ldaps)
KAPM15230-TI
KAPM15229-T

ldaps)
KAPM15230-TI
KAPM15229-T

ldaps)
KAPM15230-TI
KAPM15229-T

ldaps)
KAPM15230-T
KAPM15229-T

ldaps)

KAPM15230-TI
KAPM15004-T
KAPM15237-T

namdev@@l.namdev.nsrootdev.net, host =

namdev@@2.namdev.nsrootdev.net, host = namdev@02.namdev.nsrootdev.net, port =

namdev@@3.namdev.nsrootdev.net, host = namdev@@3.namdev.nsrootdev.net, port =

namdev@@4.namdev.nsrootdev.net, host = namdev@o4.namdev.nsrootdev.net, port =

namdev@@5.namdev.nsrootdev.net, host = namdev@o5.namdev.nsrootdev.net, port =

The server namdev@@l.namdev.nsrootdev.net can be connected to normally.
The connection to the server namdev@02.namdev.nsrootdev.net will now be

.namdev.nsrootdev.net, port = 636, protocol = ldaps)

The server namdev@02.namdev.nsrootdev.net can be connected to normally.
The connection to the server namdev@@3.namdev.nsrootdev.net will now be

.namdev.nsrootdev.net, port = 636, protocol = ldaps)

The server namdev@@3.namdev.nsrootdev.net can be connected to normally.
The connection to the server namdev@@4.namdev.nsrootdev.net will now be

.namdev.nsrootdev.net, port = 636, protocol = ldaps)

The server namdev@@4.namdev.nsrootdev.net can be connected to normally.
The connection to the server namdev@@5.namdev.nsrootdev.net will now be

.namdev.nsrootdev.net, port = 636, protocol = ldaps)

The server namdev@®5.namdev.nsrootdev.net can be connected to normally.
The result of the configuration check of Phase3 was normal.

The configuration check of Phase4 will now start.
Group acquisition for the server will now be checked.
namdev@@l.namdev.nsrootdev.net,

(server name =
port = 636,

Group acquisition was successful.
Group acquisition for the server will now be checked. (server name =

636,

Group acquisition was successful.
Group acquisition for the server will now be checked. (server name =

636,

Group acquisition was successful.
Group acquisition for the server will now be checked. (server name =

636,

Group acquisition was successful.
Group acquisition for the server will now be checked. (server name =

636,

Group acquisition was successful.
The result of the configuration check of Phase4 was normal.
Group acquisition was successful. (server name =

checked.

checked.

checked.

checked.

protocol

protocol

protocol

protocol

protocol

namdev@@l.namdev.nsrootdev.net,
namdev@02.namdev.nsrootdev.net, namdev@03.namdev.nsrootdev.net, namdev@@4.namdev.nsrootdev.net,
namdev@05.namdev.nsrootdev.net)

(host

(host

(host

(host

10.Query AD

for the groups

C:\>dsquery

group -name *per_gdse_hds*

"CN=per_gdse_hds_admins,OU=Dept_Grps,0OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net"
"CN=per_gdse_hds_isa,0U=Dept_Grps,OU=StorageEng,DC=namdev,DC=nsrootdev,DC=net"
"CN=per_gdse_hds_readonly,OU=Dept_Grps,OU=StorageEng,DC=namdev,DC=nsrootdev, DC=net"

11. Configure Groups in HCS

Log into HCS --> Administration Tab --> Users and Groups

GNAST-[ProductName]-#### [Design/Standard] Document

© Citigroup 2015

INTERNAL USE ONLY
Page 42 of 115

FOR

GNAST Design and Configuration Guide Template



http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

Hitachi Command Suite 8

File 1

Users and Permissions

Users and Permissions

User Management Items

NMame <

@Users

@Permissions

@Groups

Select Groups
Select the entry for your domain

Select the Add Groups button

-hds-vm04:22015/ - Add Groups - namdev.nsrootdev.net - Windows Internet Explorer

Hitachi Command Suite 8 HITACHI
Add Groups - namdev.nsrootdev.net HITACHI

Group List 2d i

Enter Distinguished Names,
Click the [Check DN] button to check whether the Distinguished Mames are already registered in this domain, 2

Distinguished Marme:

I =

-
W
]
i

Done ’_,_,_’_,_,_ ’_l ./ Trusted sites | Protected Mode: OFF S5 ‘ H00% - g

1

i3 [®100% - g

’_ ,E ,_ ’_ ,_ ,@ l_l ./ Trusted sites | Protected Mode: OFF

‘Dnne

Enter the distinguished Name of the Admin group. Select Check DN.

You should get a message that the Distinguished Name is already registered in the domain. Select OK to make the
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entry.

If you get an error that it cannot find the group, check that the entire distinguished name was pasted into the field.
Or repeat the dsquery command line inquiry for the expected group distinguished names.

Repeat for ISA/Security Group

Repeat for Read Only Group

tachi Command Suite - Windows Internet Explorer

Hitachi Command Suite 8 HITACHI

File 4 Logged in

4 Users and Permissions

namdev.nsrootdev.net

nd Per roups = namdev.nsrootdev.net

Group List
Group Name = Distinguished Name
%per_gdsa_hds_admins CN=per_gdsa_hds_admins,OU=Dept_Grps,OU=StorageEng, Di=namdeu,DC=nsrootdes,DC=nal
%per_gdsa_hds_isa CHN=per_agdse_hds_isa,0U=Dept_Grps,0U=5torageEng,DC=namdev,DC=nsrootdev,DC=net

Epper_adse_hds_resdonly | CN=per_adse_hds_readenly, 0U=Dept_arps,0U=StorageEng,bC=namdev,DC=nsrootdes,DC=n4

Refresh Tree Add Groups |l Calete Groups

|Done l_ml_l_l_lgl_| . Trusted sites | Protected Mode: OFf i3 - | HI00% ~ 4

Click on each group and change the permissions. The check box represents the granted permission.

" Change Permission - per_gdse_hds_admins - Windows Internet Explorer

|
|
i >
I Hitachi Command Suite 8 HITACHI
\ —
i Change Permission - per_gdse_hds_admins
| .
Distinguished Name CH=per_gdse_hds_admins, OU=Dept_Grps, OU=5torageEng, DC=namdev,DC=ns
Coomearemssn ——————
Application Admin Modify Execute View
All Applications - I~ ] ¥
User Management Il
HTAM I ¥
HRpM 4 I g
HTSM ¥ 2 [l =
i | |
Done f_l_l_’_’_’_’_| ./ Trusted sites | Protected Mode: Off e ‘ H100% ~ g

Admin Group should have Admin privileges on every HCS component with the exception of User Management.
Only the ISA group will have Admin privileges on User Management. This is a critical security setting.
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Change Permission fl Delere Group ]

v.net > per_gdse_hds_admins

CN=par_gdse_hds_sdmins,OU=Dept_Grps,0U=5torageEng, DC=namdev,DC=nsrootdev, DC=nst

Application &
User Management
HTAM
HRpM

HTSM

ISA/Security should have Admin on User Management, and View on everything else.
Read Only Group should have View on all items.

Adding more than these three groups (Admin, ISA, ReadOnly) is optional and may be necessary if there are multiple
AD groups for the SAN Administrators.

Go to Administration Tab --> User Groups

Select the AD Admin Group, then select the Edit User Group

ﬁHitachi Command Suite - Windows Internet Explorer
@;t ) = [ et (/10-hds-vmos: 22015 DenviceManagerwebservice findex. o =42 x| [Bl6na i

< Favarites | 5 @] Suagested Sites = @] Wb Slice Gallery =

[l Hitachi Cammand Suite M- <% g - Page - Safety - Tooks - @-

Hitachi Command Suite 8

alp

" T . T . . — -
Resources Analytics Maobility Replication Tasks & Alerts Administrat ¥ ]

User Groups

User Groups Users

Selected: 1 of 7

oup
tter | On [113] | Gelumn Settings Rowsipage: | 80 - 1 /1

User droup 4 | Desaiption Ho. of Users

AdminGroup Built-in user group 2

ModifyGroup Built-in user group

PeerGroup Built-in user group

Viewsroup Built-in user group

|
[ | per adse hds isa - -

[] | per adse hds readonly

|pone [E0T [ [ [ [f [ Trusted sites | Pratected Made: OfF Fa v [ Hl0m - g
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Edit User Group

Specify resource groups for the user group.

Marme: st

Description:

R.e ce

Rows/page: 30|~ &”ﬂ FPage:

I:‘ Reseure A& De=zcription SErags User Groups
GFroup Sustem
I Add Resource Groups J [ Edit Roles l [ Remove Resource Groups

* Required Field

N EE)

Rale

Wirtual Starage
Machine

Selected: 0 of O

Select Add Resource Groups

Select All Resource Groups, then select the Admin option for the Role (then OK)

Add Resource Groups

Specify resource groups for the user group.

I:‘ zfos:!:rce A Description 2:2;‘:3? User Groups
E All Resources All Resources _ AdrminGroup,...

|:| HUS wM_210... Default Reso... HOS52100&60

|:| WEP G1000_, .. Cefault Reso.,.  WSP G1000@...

|:| WEP G1000_, .. Default Reso... HOE56195

|:| WEP_S3112 Default Reso... HOE53112

Raowsipage: El Page: 1 /1 El@

“irkual Starage
Machine

B ]

o Wiew hd
Wiew hd
Wiew hd
Wiew hd

Raole

Selected: 1 of 5

Repeat for ISA and Read Only with View roles on All Resources for both.

8.16.2 HCS HTTPS Setup
This section will be updated in an upcoming release.
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8.16.3 HCS HTTPS Certificates
This section will be updated in an upcoming release.

8.17 Storage Configuration

The RAID configuration of Parity Groups is not accessible to the SAN Administrator. The HDS
CE must configure the disks (including spares) per instructions by Citi staff. Citi Staff will
create the pools (including pool LDEVs) and LDEVs for host allocation created form those
pools.

8.17.1 Creating Storage Pools

To create a pool, LDEVs must be created on all parity groups that are going to be used in the
pool. Go to Resources - Storage Systems > <array desired> - Parity Groups

Select the first Parity Group to be used in the pool. If you select more than one Parity Group,
you will not be able to create volumes.

ﬁ' Hitachi Command Suite - Windows Internet Explorer

@_@ v [E he://127.0.0.1:22015/DeviceMana 35D =12 | 8 5ing pel
¢ Favorites | o3 2] Suagested Sites + 2 | Web Slice Gallery =
[P Hitachi Command Suite P~ E - U @b - Page- Safety~ Toos- @~

Hitachi Command Suite 8

= v Fle  Actions  Teols  Help

T " o " " — -
Dashboard Resources Analytics Mobility Replication Tasks & Alerts Administr[F

Resources Parity Groups

&1 Svstem GUIT
Total Capacity 34.07 TB Open Capacity | 25.68 TB
Mainframe Capacity = 0 MB Free Capacity | 8.38 TB

No. of Parity Groups | 11

Parity Groups
Cr = Selected: 1 of 11 [

ea me:
aFilter || on 33 | Column Settings | Rows/page: | 30|~ Page: 1 /41

Drive
rity | RAID Total No. of Fres Drive Type | Speed Chip Type | VS
oup Level Capacity | Volumes | Capacity (RPM) Capacity

P=
Gre
[y P RAIDS(1... 3.66 TB 2 10.50 MB | SAS 15000 - 268.40 GB -

RAID1( iosta| 0| 10sma oooo [- [ saea

RAIDS(1... 11.00 TB 4 0MB | SAS - 805.26 GB -

RAIDG(1... 11.00 TB 4 0OMB SAS - 805.26 GB -

RAID1(Z... 1.04 TB o 1.04 TB | SAS - 536.80 GB -

[ [ [Z0 [ [ [ [ [ Trusted sites | Protected Mode: OFF [“a - [®w00% ~ 4

Select the Create Volumes button.
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Create Volumes —= =il
! Warning: Quick Format can affect host I/O performance. For details on Quick Format,
see the "Hitachi Command Suite User Guida". (KAIC16556-W)

To create volumes, first specify the number of volumes and capacity.

-

No. of Volumes: 1 E

Volume Capacity: 2251536384 Block

Required capacity: 2231336224 Block

# Advanced Options

Label: Initial value:
LDEW 1D: [_J) auto *) manual
Initial LDEV ID: Lo (] DEW
oo [00 ||+ |0 |¥|
Format Type: l Cuick Format - I

For 600GB R10 Parity Groups, use 2251536384 blocks (on a single LDEV) to maximize the use
of the parity group.

For 900GB R6 14+2 Parity Groups, you will need to create multiple LDEVSs as the maximum
LDEV size is 2.99TB.

Select Advanced Options. Select Manual for LDEV ID. Use the next available address for
LDKC =00, CU =00. Thisrange (CU=00) of LDEVs is reserved for Pool LDEVs.

Select the Show Plan button and confirm the LDEV creation. Once the Pool LDEVs have been
created (all tasks completed), select Pools under the desired array.

Go to Resources - Storage Systems - <desired array> - DP Pools.
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itachi Command Suite indows Internet Explorer

@@ - IE hittp://127.0.0.1

<7 Favorites ‘ 95 @] Suggested Sites ~ @ | Web Slice Gallery ~

5 /DeviceManagerWebService index.jsp =142 x| B 6ina Pl

A Hitachi Command suit= - - [ = - Page~ Safety - Took - -

Hitachi Command Suite 8 HITACHI

= v File  Adions T Help Logged in as: Gary Johnson (MlGgOGE

[—————————
Dashboard Resolrces Analytics Mobility Replication Tasks & Alerts Admin [F D+

Resources DP Pools X

2] System GUI
No. of DP Pools Pool Capacity 3.66 TB
No. of DP Vols Used Capacity 100.40 GB

No. of DP Pool Vols | 2 Subscribed Capacity 649,03 GB
# Open-Allocated
fi# Open-Unallocate DP Pools = Tiering Policies

fi# Open-Reservad

¥ Mainframa-Unsp —
aFilter | on 03] | Column Settings Rovs/page: | 30| 1c| €| Page: i1 [2]5

No. of DB | No. of DP Used 4 == | e | mese
vols ool vals | P | capacty | U==9* |2 - e
Capaity

[ @oeo pO_S00... HDP 2 100.40 ... 2% 649.02 ...

L] | poal A Mame Pool Type

g Manage R

% Migrate Data

Waiting: O In Progress “ompleted: & Faile
@

[pore [l

[ [ [ [ [7 Trusted sites | Protected Mode: Off [Fa-[®w0% -

With the DP Pools tab selected (default), select the Create Pool button.

Create Pool T O
-

Storage System: HDS50137

Pool Nama:

physical Storage for Fool
£ Pool Summary
No. of Parity Groups ]
DF Pool capacity - 4 OMB
Used % 0% =+ 0% (Used Threshold 1: 70%, Used Thrashold 2: 80%)
Subscription 0% = 0% (Subscription Warning: -%, Subscription Limit: -%)
—_— Protact DP VOL when 1/0 fails to a full Pool No
Total: 0 MB Used Threshold 21 80 %
— 1/0 fails to a blocked Pool VOL No
Used Threshald 1: 70 %
Pool Configuration
Pool Capacity o . D Drive No. of
e | B spead Chip Type | 7 Parity Caparity
L (REM) Groups
# Additional Parity Groups
Pari Dri Total Unallocated | F to. of Ext. Ext
B 4 | Drive Type LE Chip Type RAID Level ota nallocate ree Available * §
Group Speed... Capacity Caparity Caparity Storage... Storage...
Velumes
[ Add Parity Groups ] \ || Allow to mix different drive types/speeds, chip types, RAID levels, or volums locations.

¥ Advanced Options u

<0

‘Show Plan neel
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Pool Name: The pool should have a functional name that describes the pool id, the drives being
used, and the raid configuration. For example “pl_600GB10k R10-2+2”. Do not select the

Allow to mix different types/speeds, chip types, RAID levels, ...

option. Multi-tier (multiple

RAID level) pools are called HDT pools and are not yet supported at Citi.

Select the Add Parity Groups to select the Parity Groups you created Pool LDEVS in the
previous step. Any Parity Groups that do not have these large LDEVs will not be listed as

candidates. Only select Parity Groups with the same RAID level .

level) pools are called HDT pools and are not yet supported at Citi.

Add Parity Groups

Select the Parity Groups to add to the pool. Note that Parity Groups whose volumes

are slr=ady

allocated are not listed.

Multi-tier (multiple RAID

Available Parity Groups

[ZFiter | on [0 | Column Settings | Rows/page: [__301=(1€] €] Pagar| 1 41 [3][31]
L pay  a orempe P O apiee [ Gedleed Tes Mot amm  Cabe e
EI_- T S Y L) Y M) ER

I_l 1-3 10000 - RAID&(14D+2P) 11.00 TB 11.00TB o mMB 4 o -

|_| 1-5 10000 - RAID&(14D+2P) 11.00 TB 11.00 TB Q MB 4

IZI_ o
oooo -

RAID1(2D+2D)

IZI_

=

Selected: 4 of 6

Select the Add to Pool button. Any remaining Parity Groups will be listed. Select Close to go
back to the previous screen. Under Advanced Options, you can adjust the pool ID (if a different

pool ID is desired).

Create Pool

R

Pool Capacity Volumea

location

Internal

2 Additional Parity Groups

[Barity 4 Drive Type Eira Chip Type RAID Lavel

Group Speed...

1-10 SAS 10000 - RAID1(2D...

17 sAS 10000 - RAID1(2D...

1-8 SAS 10000 - RAID1(2D...

1-3 sAS 10000 - RAID1(2D...
Add Parity Groups ] | Remove Parity Groups

# Advanced Options

Pool ID:

1 ¥ | ShowPool ID Usage

Used Threshold 1: a0 @ (1% - 100%)
Used Threshold 2: 1% - 100%
Subscription Thresholds:  [v] Enablad

Warning: 150 @ (0% - 65534%)
Limnit: 200 E‘ (0% - 65534%)
Protect DP VOL whan:
1/0 fails to a full Pool: () Yes () Mo
1/O fails to a blocked Pool VOL:  (s) Yes () Mo

Drive

type

sAsS

Total
Caparity

1.04TE
1.04 TE
1.04TE
1.04 TE

Drive

speed Chip Type Capacity
Level
(RPM) Groups
10000 | - RAID1(... 4 4.19TB

Unallocated
Capacity

1.04 TE
1.04 TE
1.04 TE
1.04 TE

|| Allow to mix differant drive types/spesds,

RAID

Mo. of
Available
Valumes

Free
Capacity

o MBE
o MB
o MBE
o MB

1
1 -
1
1 -

chip types, RAID levels, or volume locations.

Exct.

Storage... Storage...
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0 Recommended Thresholds:
= Threshold1: 90%
=  Threshold2: 95%
0 Subscription Thresholds (enabled):
=  Warning: 150%
= Limit: 200%
o Protect DP Vol when:
= |/O fails to a full Pool: Yes
= |/O fails to a blocked Pool VOL.: Yes
Select the Show Plan button to review the pool create task details. Select Submit to create the
task for creating the pool.

8.17.2 Expanding a Pool

You must create Pool LDEVs (large LDEVs taking up the entire Parity Group) before trying to
expand the pool. See initial step under Pool Create.

Go to Resources = Storage Systems = <desired array> > DP Pools

72 Hitachi Command Suite - Windows Internet Explorer

@_@v IE http://127.0.0. 1:22015/DeviceManagerWebService findex. jsp j *2 || % |b Bing pe]
¢ Favorites |5 @ Suggested Sites + @ | Web Slce Gallry -
Y Hitachi Command suite i B - =) = v Page - Safety~ Toos+ @

Hitachi Command Suite 8
= v File
Dashboard

Actions cols  Help

Resolrces Analytics Mohility Replication Tasks & Alerts Admini ¥ | &

Resources

] Svstem GUI
Pool Capacity 7.85 T8
Used Capacity 100,40 GB

Subscribed Capacity  649.03 GB

DP Pools  Tiering Policies

Al Crei

mes - s
AFilter || On 73 | Column Settings

Ho. of DP | No. of DP
Pool AN Pool T
U o2 =me 29 TVPS | yols Pool Vols

pO_600...

O @oeo

Capacity

Rovs/page: | 20|~

Used
Capacity

sed %

2.66 TB  100.40 ...
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Select the pool you wish to expand. Select the Expand Pool button.

{Z Hitachi Command Suite - Windows Internet Explorer
G@v IEhttp:"127.0.0.1:22515.DE iceManager\WebService findex.jsp =1 #2 | x| B ing L~

< Favorites | 9% ] Suggested Sites = {8 ] Web Slce Gallary =

A Hitachi Command Suite

Expand Pool
To expand the poal, first specify the physical storage to add.
Storage System HDS50137

Pool Name DP 1 p1_600GB10k_R10-2+2

Pool Type HDP

Physical Storage for Poal

Ho. of Parity Groups 4
Total: 4.18 T Total: 4.18 T8 DP Pool capacity 41878 o+ 4.187B
Used Threshold 2: 55 %
Used Throshold 1790 % Used % 0% -+ 0% (Used Threshold 1: 50%, Used Threshold 2: 95%)
Subscription 0% -+ 0% (Subscription Warning: -%, Subscription Limit: -%)
Protect DP VOL when 1/O fails to a full Pool Yes

1/O fails to a blocked Pool VOL Yes

Before Aftar volume | Drive Drive Chip RAID Ho. of Parity

Capacil
location | type pe— - Level e pacity

Internal | SAS 10000 - RAID1... a 4.13TB -+ 4.19TB

No. of
Parity + | Drive Type Drive Speed Chip Type T (el Total Unallocated Free e Ext. Storage  Ext. Storage
Group (RPM) Capacity Capacity Capacity System Model
Volumes
Add Parity Groups ] \ Remove Parity Groups || Allow to mix different drive types/speeds, chip types, RAID levels, or volume locations.

o [T [ [ [ [ Trusted sites | Protected Mode: OFf Far- [®00% - ,

Do not select the “Allow to mix different types/speeds, chip types, RAID levels, ...” option.
Multi-tier (multiple RAID level) pools are called HDT pools and are not yet supported at
Citi.

To select the parity groups that you want to add to the pool, select the Add Parity Group Button.
You will see only Parity Groups that are the same RAID type and disk speed as with the existing
Pool LDEVs. You will need to create these Pool LDEVSs before you can add any Parity Groups
to a pool (see initial steps on Creating a Pool).

Add Parity Groups T O X
Select the Parity Groups to add to the pool. Note that Parity Groups whose volumes are already allocated are not listed.
Available Parity Groups
£ Filter Em Column Settings Rows/page: 30|~ |E|E| Page: 141 E“E|
| Parity | Drive ES)::::‘ Chip RAID Total ‘L:Jendalluca Free No. of CLPR Cache Resourc
Group Type (REM) Type Level Capacity Gapere Capacity | Volumes Mode e Group
l_l 2-10 SAS 10000 - RAID1... 1.04 TE 1.04 TE o MB 1 o -
Selected: 0 of 1
Add to Pool Close 7
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Select the Add to Pool button. Any remaining Parity Groups will be listed. Select Close to go
back to the previous screen. Select the Show Plan button to verify the task details and to initiate
the pool expansion.

8.17.3 Creating LDEVs for Host Allocation
There are restrictions on the ranges of addresses to be used for LDEVSs.

Logical Volume Addressing (CU:LDEVS)
CU:LDEV Purpose

00:00-00:FF Used for Pool volumes
01:00-3A:FF Used for Host LDEVs
3E:00-3E:FF Reserved for Control LUNSs

3D:00-3D:FF | Reserved for Quorum or similar communication

Note: Performance Exports and HTnM configuration rely upon the use of a limited number of CUs (00-
3F). If varying from this range, then export configuration will need to be altered. Do not exceed 64K
addresses.

To create LDEVs for hosts, g0 to Resources - Storage Systems - <desired array> > DP Pools

<k Favorites |55 2] Suggested Sites = &)
P Hitachi Command suite Fi - B - 1 @ - Page - safety - Took- -

Hitachi Command Suite 8
“ v  File Actions Tools Help

Dashboard Resources Analytics Mobility Replication Tasks & Alerts Adm

Resources DP Pools

/3, KAIC15056-W The storage system information may not be up-to-date. Refresh the storage system.

No. of DP Pools Pool Capacity 8.90 T8

No. of DP Vols 14 Used Capacity 100.40 GB

No. of DP Pool Vals | 7 Subscribed Capacity  649.03 GB

DP Pools | Tiering Policies

Cre

= - me
| AFilter || on [T | Column Settings | Rovs/page: | 30<)

[] | Pool  a|Name Pool Type

Mo of PP Ne.ofDP | oy | Used e
Vols Poal Vals Capacity

[ ®oso  so 1 2 3667B 10040 ... 2%

General Tasks
2
'+

[Done [ [ [ [ [fe [ Trusted sites | Protected Mode: Off [va - [®w0% - 4
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Select the pool you want to create volumes from, and then select the Create Volumes button.
Alternatively, you can select the DP Pool on the left and then right-click to see a menu. Select
Create Volumes.

Create Volumes =l |
To create volumes, first specify the number of volumes, capacity, and characteristics.
MNa. of Volumes: 10 Ij
Volume Capacity: 50 GE

Required capacity: 500.00 GBE

# Advanced Options

Label: Initizl value:
LDEV ID: ) auto =) manusz|
Initial LDEV ID: LOKC cu DEV

oo lcll -.-]: IDD T |

Show Plan Cancel 7

e Select the number of volumes to create (1-500).
e Fill in the volume capacity in GB (or TB, MB, or blocks).

You should expand the Advanced Options button. Make sure the CU is between 01 and 3F. 00
should only be for Pool LDEVs. 3E should be used for command devices. Labels are
recommended if you know the hosts/applications that are going to use them.

8.17.4 Creating Command Devices

Command devices are used by management servers to communicate with the array via the scsi /
fiber-channel protocol. They are not used for storage and should not be shared between different
management applications or servers.

Create the LDEVs from a pool as normal. However, these LDEVSs are only used for array
communication, so make them 47MB in size (minimum size allowed). Use the CU=3E address
range for these LDEVS. Using the label “command_device” may also be helpful in identifying
these special LDEVs.
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Create Volumes

To create volumes, first specify the number of volumes, capacity, and characteristics.

-

=)

No. of Volumes:

Volume Capacity: 47 ME ¥
Regquired capacity: 225.00 MB
# Advanced Options
Label: command_device Initial value:
LOEW ID: ) auta =) manual
Initial LDEV ID: LOKC U DEV

To modify an LDEV to be a command Device, you will need to go to the emergency.do webpage
(The HCS screens are not functional in this area).

Go to Explorer - Storage Systems - <array> - Logical Devices
Select the LDEVSs you want to convert to command devices.

(: Hitachi Device Manager - Storage Navigator - IP:10.40.53.35 - 5/M:50137 - D/H:UNKNOWN - Windows Internet Explorer

|| certificate Error | [

@:—: - |g, https://10.40,53.35/sanproject femergency.do

£ | Suggested Sites ~ & | Web Slice Gallery =

4 ([ X Ib Bing
7 Favorites \1_3

@Himd'u Device Manager - Storage Mavigator - IP:10.4... Eﬁ - =[] ;@; - Page ~ Safety ~ Tools ~ l@l-

Hitachi Device Manager

« File  Actions R. W TR R ALdE Tog rce Unlocked| Lo

Resourca Unlocked|

Last Updatad :

Explorer

Number of LDEVs Open Allocated Number of LDEVs Mainframe Allocated

Open Unallocatad
Open Reserved
Open V-VOLs
Format/Shredding Task Status

Mainframe Reserved
Mainframe V-VOLs
Total Number of LDEVs

Format LDEVs

3

n

|_optionsw |[1€][€] 1

Delete LDEVS
LDEV

Status
Name

(@ Normal
@ normal
(@ Normal
@ normal
(@ Wormal
@ normal
@ Normal
@ Normal
@ mormal

Shred LDEVs

Delete LUN Paths

Edit Command Devices
Block LDEVs

Restore LDEVs

Assign MP Blade

Delete UUIDs

Reclaim Zero Pages

Stop Reclaiming Zero Pages

Expand V-VOLs
‘General Tasks "

I I T T T T

ost Groups Force Delste Pairs (TC Pairs)
Force Delete Pairs (UR Pairs)

Force Delete Pairs (GAD Pairs)

ate LDEVS

Add LUN Paths
Export

Emulation
Type

ool
Name(ID)

Provisioning
Type

Attribute

OPEN-V CVS DF
De

oF

pl_600GB1...
p1_600GEL...
pl_600GB1...

OPEN-V CVS
OPEN-V CVS
OPEN-V CVS

DE pl_600GEL...

OPEN-V CVS DB pl_600GB1...

OPEN-V CVS DF
op

DP

pl_600GEL...
pl_600GEL...
p1_600GEL...
DF pl_600GEL..
OPEN-V CVS | DP p1_600GBL..

T I
Corarvevs [op || pr_conoor. |
Cormvevs [op = | prcooosn.. |
[ovmrvon [or [ [oveomsi

OPEN-V CVS
OPEN-V CVS
OPEN-V CVS
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Under More Actions button, select Edit Command Devices.

Edit Command Devices

1.Edit Command Devices = Z2.Confirm

This wizard lets you edit one or more properties. Select the new value and click Finish to confirm.
Command Device : #) Enable () Disable

L

Command Device Attributes

Command Device Security : () Enable (») Disable

User Authentication : ) Enable =) Disable

Device Group Definition : () Enable (») Disable

REE) S reh | cancel 7

e Command Device should be enabled.

e Command Device Security should be disabled.

e User Authentication should be enabled for RAIDCOM command
devices only.

e Device Group Definition should be enabled only for replicated
RAIDCOM / CCI environments only where device groups are used.

Select Finish to create a task and to make the changes effective.

8.18 Storage Provisioning

All devices (LDEVs) on the G1000 are thin (or virtual) devices from an HDP storage pool.
These include standard LDEVs and the Command Devices used by management servers.

8.18.1 Configuring LUN security

Port Security allows for LUN masking by isolating LDEVS/LUNSs in a given host group
to only the WWN(s) listed in the host group.

Go to Resources = Storage Systems —><array desired> - Ports. The select the port tab
in the middle of the screen.

Select all of the ports that have port security disabled.
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itachi Device Manager - Storage Navigato 3.35 - 5/M:50137 - D/N:UNKNOWN - Windows Internet Explorer

® ae | = Audit Log |
File View  Help SR NE ALt Tog

PortsfHost Groups

ost Groups

Number of Ports. Target Initiator
RCU Target External
Total

Host Groups Hosts | Ports Login WWNs

| aFilter || on B33  [Select All Pages|| Calumn Sattings| | Optionsw |[1€] € 1

| pot 1D Internal WWH Speed Security 14 | Type Sddce=s Fabric Sonnackion, Attribute Resoucce Group
(Loop 1D) Type Name (1D)

Tty | oses [ rire | n0Gn) |
e
Tty [oeee |
(et [ oeee |
i ed e e
ed =S

Aul
Au
Au C
Au C
,
)
:
Aul

5

() [ oeeies [ e [ w0 |

[pane [ [ [ [ [ [ [ [ Trustedsites | Protected Mode: Off Vh v | m0% - g

Edit Ports

1.Edit Ports.

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value.

Ll Port Attribute : | Target v
¥ Port Security : | Enable v
| Port Speed : 1 -
|  Address (Loop ID] : | )
| Fabric: | on v
] cennection Type : | P-to-P v

4 Back Next Finish Cancal ?

Change the Port Security value from Disabled to Enabled. The checkbox will
automatically be selected. Select Finish (and Apply on confirmation screen) to create a
task to update all of the selected ports to have security enabled.
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8.18.2 Creating Host Groups
Go to Resources - Storage Systems - <desired array> - Ports/Host Groups.

Ports/Host Groups Last Update

Ports/Host Groups

Humber of Ports Targat Initiator
RCU Target External
Total

Host Groups Hosts  Ports  Login WWNs

Selectg

“ aFiler || On o253  [Select All Pages||Column Settings| | optionsw |/i€][€] 1

PRI Hest Group Nams e Port 1a Number of Number Rasnur'[E Group
Security Hosts of LUNs Name (ID)

L

88 1200 o0[Stand=rd] | Enabled meta_resource ...
¥ gis-dizssg..  oof[Standard] | Enabled meta_resource ...
18 namodeens oc[Windovs] Enabled rmeta_resource ...
8 namodseza 01[VMvare] Enabled meta_resource ...
88 z2-coo 00[Standard] Enabled meta_resource ...
o0[Standard] | Enabled meta_resource ...
88 72-c00 00[Standard] Enabled mets_resource ...
8 1200 00[Stand=rd]  Enabled meta_resource ...
oo[Standard] | Enabled mata_resource ...
oo[Standard] | Enabled meata_resource ...
oo[Standard] | Enabled mata_resource ...
oo[Standard] | Enabled meta_resource ...
00[Standard] | Enabled meta_resource ...
oo[Standard] | Enabled meta_resource ...

00[Standard] | Enabled meta_resource ...

0 o o o n o o o o oo o o

8 10-coo 00[Standard] Enabled mets_resource ...

ane [0 1 [ [ | [ Trusted sites | Protected Mode: OFf [Fa~ "% -~

With the Host Groups tab selected, select the Create Host Groups button.

i
> Hita evice Manager - Storage Navigator - IP:10.40.53.35 - 5/N:50137 - D/N:UNKNOWN - Windows Internet Explorer
Create Host Groups
1.Create Host Groups
This wizard lets you create host groups. Ta view all host made options, dick Options. Click Finish to confirm the creation, or click Next if you want to add LUN paths.
When you change the Host Mode, all of the Host Mode Options will be st to default.
Host Group Nams: | dema_hostname | - lected Host Groups
(Max. 64 characters) |Selact All Pages|
Port Port
Resource Group Name (10): | Any v [] PortiD Host Group Hame | Host Mode = e
Host Moda: | oolstandard] A
Hosts:
Available Hosts
#Filter || ON [BE)  [Select All Pages| Optionsw |I16] <] 1 /1 [+][31]
Host ~
Port 1D HBA WWH Host G N 1
L po e ost Group Name o
L] cri-a 10000030FALOALFC g16-dI385g6-0... | |
[ cri-a 10000000CSEESEES namgds...  namgdse0s (02) I Add »
< ] >
Add New Host Selected: 0 of 50
Ports:
Available Ports
#Filter || ON [BEJ | Select All Pages| Optionsw ||16][ €] 1 /1
[] PertiD Attributs Security a
] cri-a Target Enabled
L] cLz-a Targst Enabled
| | cLs-a Target Enabled ~
Selected: 0 of 32
<K ) >
r TS Datail Remove Selacted: 0 of 0
Next Task Option : Continue to Add LUN Paths 4 Back Nest
Done [T [ [ [ [ Trustedsites | Protected Mode: OfF Fa v [ ®100% -

e Host Group Name: name of the host/cluster
e Resource Group: Any
e Host Mode: Select the appropriate host type

A list of the common Host Modes can be found at Updating Host Mode and Host Mode Options.
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Host Mode Options are set after the allocation step, by modifying the host group. For details on

Host Options, see Updating Host Mode and Host Mode Options.

Hosts: If the host HBAs have been zoned to the array, you may see them listed under the
available Hosts list. Otherwise, you will need to select the Add New Host button.

Add New Host T OX

This dialog lets you add = host.

HBA WWHN: 0123456789ABCDEF
(16 Characters)

Host Name: demo_hostname_»A

{Max. 64 characters, or blank)

It is important to use the Hostname label to describe the HBA (esp. with clusters). Use hostname

and fabric/HBA numbering to match any zoning details. Select OK to return to the previous
screen. You should see the entered HBA with a selected checkbox.

hi Device Manager - Storage Navigator - IP:10.40.53.35 - S/N:50137 - D/N:UNKNOWN - Windows Internet Explorer

eate Host Groups

1.Create Host Groups

Next Task Option : Continue to Add LUN Paths 4 Back Next J Finish Cancel

Secur

>

ets you create host groups. To vi host mode options, click Options. Click Finish to confirm the creation, or click Next if you want to add LUN paths.
Whe hange the Host Mode, il of the ode Options vill be set to default.
~
Host Group Name: demo_hostname - ected Host Groups
(Max. 64 characters) |Select All Pages|
Port Port
Resource Group lame (D)1 | Any v ]| pertip Host Group Name | Host Mode g
Host Mode: |_oo[Standard] v
Hosts:
Available Hosts
aFilter || on [FTF3  [Salect All Pages| Optionsw |16/« 1 71 [3][31]
Host ~
Bort ID HEA WWN Host G N |
| ee . ost Group Name o
[ er1-a 10000090FAL0ALFC g16-dI285g6-0.. I+ add »
X ] >
Add New Host Selected: 1 of 51
Ports:
Available Ports
| #Filter || On [FTE3  [Select All Pages| Optionsw |||/ €] 1 i1 [3]3)
[]| Port D Attribute Security 3
[l cri-a Target Enabled
[l cz-a Target Enabled
[ 1 cLs-a Target Enzbled v
Selected: 0 of 32 < Y
v
< TN Detail Remove Selected: 0 of 0

g

[pone [T [ [ [ [ [ Trustedsites | Protected Mode: Off a v | #® 100%

T 4

Select the ports that this HBA will be (is) zoned to. Then select the Add button.
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achi Device Manager - Storage Navigator - T dows Internet Explorer

Create Host Groups

1.Create Host Groups

This vizard lets you create host groups. To view all host mode options, dick Options. Click Finish to confirm the creation, or click Next if you vant to add LUN paths.
When you change the Host Mode, =ll of the Host Mode Options will be sat to default.

Hest Group Name: demo_hostname . Selected Host Groups
(Max. 64 characters)

Port Port
Attribute Secur

ot i i 5 T T T .
e mo_hastnam, [Standard] arg m

Available Hosts

¥ PortiD Host Group Name | Host Mode

Resource Group Name (ID): | Any -

[Select All Pages|_options w |[i¢] 12 [>]py
I_l Port ID HBA WWN ::::E Host Group Name 1 a
[demob.. | ]
g16-dI385g6-0... Iv
] >
Add MNew Host Selected: 1 of 51

Ports:
Available Ports
Selsct All Pages|_optionsw | ¢ <| 1 /3 ||

L] Ppert1D Attribute Security

[ | cis-a Target Enabled h
Selected: 2 of 32

a

<0 ] >

< s Detail || Remove Selected: 2 of 2

Next Task Option : Continue to Add LUN Paths 4 Ba Finish Cancal

pene [T [ [ Trusted sites | Pratected Mode: OFF T2 [Ri00% v

This should be repeated for any other HBAs for this host. You can remove any mis-
configurations. Click Next to continue to the next steps for allocation (Finish if only creating the
host groups).

Create Host Groups
1.Create Host Groups
This wizard lets you assign LDEVs to host groups, and then map the host groups to LUN paths. Select LDEVs fram the Available LDEVs list and click Add. Click Next to assign LDEVs to host group
LDEVS:
Available LDEVs Selected LDEVs
[Selectll Pages] opton=w J€]l€] © |42
O owwo g o feawne Tae Boomn ey [ ene [ e
L 00:00:04 1-3 -
L 00:00:05 1-3 -
L 00:00:08 1-5 -
L 00:00:07 1-5 -
L 00:00:08 1-5 -
O 1-5 -
[ p0_600GES... m
[ p0_600GBS...
[ p0_600GBS...
[ p0_600GBS...
[ p0_600GBS...
[ p0_600GBS...
[ p0_600GBS...
[ PO_S00GES...
[ PO_S00GES...
[ PO_S00GES...
(] : PO GO0GES... v
L —— <@ ] ¥
Selected: 0 of 30 Selected: 2 of 2
Finish
Done [ [ [ [ [7 Trusted sites | Protected Mode: OFF o~ ®ww ~
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Select the LDEVs you are going to allocate to this host group and then Add to move them to the

selected LDEV list. Select the Next button to continue with the allocation.

Create Host Groups

1.Create Host Groups

Hitachi Device Manager - Storage Navigator -

- 5/MH:50137 - D/H:UNKNOWN - Windows Internet Explorer

3.Selact Host Groups

View/Change LUN Paths >

[pone

Selact host group(s) from the Available Host Groups list. Click Add to add the host group, and click Next to map the host groups to LUN paths.
Host Groups:
ilable Host Groups Selected Host Groups

| aFilter || on PR3  [Select All Pages| Optionsw | /1€ 1 [2][)

[] Pert1D Host Group Hame | Host Mods ::t:bute :::uriw ~ [] PortID Host Group Name  Host Mode z;:bute ;::mtv

[l cic | 1cooo(n) | oorstndsnd] | Tergst | Ensbled

[l @sc | scoonfon) | oofstenderd] | Tamer | cosbled

[| csc  scooo(s) | oofstenderd] | Taget | Ensbled

L] erc 7C-G00 (00) 00[Standard] | Targat Enabled ] cLi-a demo_hostnam...  00[Standard]  Target Enabled

Ll eu-p 1D-GO00 (00) 00[Standard] Target Enabled

Ll ezp 30-G00 (00) 00[Standard] | Targat Enabled

L] cso 5D-G0O (00) 00[Standard]  Targat Enabled

(= 7D-G00 (00) 00[Standard] Target Enabled

[ cLz-a 2A-G00 (00) 00[Standard] | Targat Enabled —

L] cLz-a g16-dI385g6-0... 00[Standard] Target Enabled

L crz-a namgdse06 (02)  OC[Windovs]  Target Enabled

L cLz-a namgdse22 (03) | 01[VMware] Targat Enabled

Ll cra-a 4A-GOD (00) 00[Standard] Target Enabled

[ ce-a 64-GOD (00) 00[Standard] | Targat Enabled

L ce-a 8A-GOD (00) 00[Standard] = Target Enabled

|| cLz-e 2B-GOO (00} 00[Standard] Target Enabled

[l cras 4B-GOO (00) 00[Standard] | Targat Enabled

L] ciee 6B-GO0 (00) 00[Standard] Target Enabled

[l ce-s 8B-GO0 (00) 00[Standard] | Tarast Enabled ¥

<G ) > <K J >

Detail Selacted: 0 of 38 Detail Selacted: 3 of 4

Back Next Finish Cancal | 7

[T [T [ [ Trostedates [Protected ode: Off

Fa - [Hw0w -y

Select the Next button.

Host Groups

e

| oo:0100
R

«

Loy
Hama

hi Dhevice: Manager - Storage Havigator - 11040500 - /5017 - D/AMSHIOWN - Windows Intemet Loplorer

LU 10{4 Suts of Pathe}

Benl Harme Emulaten Eremimianing

. Caparay attribute L. s
10} Troe Trpa L Afdwmo_hostn || Afdama_hotn
pl8OOGEL. OFEmVCYS  son00 OB - o 0
PI_SOOGEL.. | OFENVCYS | do.0008  OF - s 1

| change LMY fatings || Changs LM 10w

Tha AL 10w ace astomatically set, but you can change @ LUM by dicking Change LN [0s. You must fint select the chack box for tha host grown (in the table subheading) you st ta change,
and sebest LEEVS vou rant 1o changs and then dick Shange LU [Ds. Sk Finish b confim tve LUN paths.

Change the LUN ID for any of the LDEVs from the host perspective). Normally this is not
changed. Select the Finish button to review the task details.
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Create Host Groups

i.Create Host Groups > 2.Sele

Port 1D Host Group Hame | Host Made

Port virtusl Storage
Attribute Sacurity Hosts Machine

cLi-a .| 00[Standard]
00[Standard]
00[Standard]

00[Standard]

.| VSPG1000/ 5.
. | VSP G1000/ 5...
. VWSPGL000/5...
<= ... VSPGL000/S5...

Target
cL3-A

cLz-a Targat

Ei
Target Enable
Er
Ei

o
o

0|0|0|C

CLa-a Target

Total: 4

Detail

LUN ID(4 Sets of Paths)

LDEV
Hame

—— Parity Paol Name Emulation S — Provisionin, a S — p—— p—
Group 1D (10) Type

A{demo_hostnam | Afdemo_hestnam | A/dema_hostn
e e e

00:01:00 Pl_600GBl... ~ OPEN-V CVS 50.00GE  DP - [ o o

00:01:01 pl_600GBl...  OPEN-V CVS 50.00GB DP

Total: 2

W Go to tasks window for status

Back Next | Apply Cancel || 7

[0 T [ [ [ [ [ Trusted sites | Protected Mode: OFf [%a - [Rwo% -

Select Apply to make the changes effective.
You will need to modify the host group in order to change any host group option. These are

typical for hosts such as clusters that need special SCSI Reservation settings.

8.18.3 Updating Host Mode and Host Mode Options
The following are the Host Modes and Options for the host types used at Citi:

AIX OF G1000, VSP, HUS-VM
AIX with VCS OF 2,22 (1000, VSP, HUS-VM
AIX with Oracle AMS OF G1000, VSP, HUS-VM
AIX with Oracle RAC & AMS OF G1000, VSP, HUS-VM
AIX with HACMP OF 15 G1000, VSP, HUS-VM
AIX with VIO vSCSI OF G1000, VSP, HUS-VM
ESX (VMWare) 0 54, 63 G1000, VSP, HUS-VM
HP-UX 3 12 (1000, VSP, HUS-VM
HP-UX with VCS 3 2,12,22 (1000, VSP, HUS-VM
HP-UX with Oracle AMS 3 12 G1000, VSP, HUS-VM
Linux (RH) 0 G1000, VSP, HUS-VM
Linux (RH) with RHCS (Red Hat Linux Cluster) 0 G1000, VSP, HUS-VM
Linux (RH) with VCS 0 2,22 (1000, VSP, HUS-VM
Linux (RH) with VDBE/AC for Oracle RAC 0 2 G1000, VSP, HUS-VM
Solaris with VM 9 2 G1000, VSP, HUS-VM
Solaris with VCS 9 2,22 (1000, VSP, HUS-VM
Solaris with VDBE/AC for Oracle RAC 9 2 G1000, VSP, HUS-VM
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Solaris with Oracle AMS 9 2 G1000, VSP, HUS-VM
Solaris with ZFS 9 2 G1000, VSP, HUS-VM
Solaris with Sun Cluster 9 G1000, VSP, HUS-VM
Windows 2C G1000, VSP, HUS-VM
Windows with VCS 2C 2,22 G1000, VSP, HUS-VM
Windows with VDBE/AC for Oracle RAC 2C 2 G1000, VSP, HUS-VM
Windows Cluster 2C G1000, VSP, HUS-VM
Windows Cluster with Veritas Volume Mgr 2C (G1000, VSP, HUS-VM
Windows 2012 with Server Thin Provisioning 2C 73 G1000, VSP, HUS-VM

The following are all of the Host Mode Options for the G1000:

02(1) VERITAS Database Edition/ Advanced Cluster
05 AIX+HACMP, SOM 847 has to bet to ON before setting
the HMO
06 Windows (Host Mode OC or 2C) with EMULEX HBA &
Mini port Driver with TPRLO=2 specified
07 SUN StorEdge SAN Foundation Software Version 4.2 or

higher used Host Modes 00 or 09 (Solaris) allows
automatic recognition function of LUN when a genuine
SUN HBA is connected

12 HP Host (Host Mode 03) and you don’t want to have Ghost
Luns displayed

13 SIM report at Link failure — set on HDS support request

14 HP TruCluser (Host Mode 07 Tru 64) and a cluster set to
each P-Vol and S-Vol of TrueCopy or Universal Replicator

15 HACMP cluster, Host Mode OF (A1X) and version 4.5.0.4+
,5.1.0.4+, 5.2+

20 Tru64 Boot Disk is installable (recognizable as boot device)
if host mode 07 is set to on as well

22 VCS is used

33 HP host (Host Mode 03 —HP- or 05 — Open VMS-)

allowing to assign a nickname to device by commands or
set a UUID for host identification

39 Allows to control the host groups that will receive target
reset

40 Windows (Host Most 0C or 2C) V-Vol expansion
recognized by host

41 to execute commands to recognize the device preferentially

43 HP-UX host allow Queue Full response to the host instead
of Busy

49 TC Buffer to buffer credit option 1 to be used in

conjunction with 50. Not applicable in case of MF Basic
Hyperswap. Topology has to be point to point (Fabric OFF
or ON). SOM 769 has to be OFF

50 TC Buffer to buffer credit option 2 to be used in
conjunction with 49. Not applicable in case of MF Basic
Hyperswap. Topology has to be point to point (Fabric OFF
or ON). SOM 769 has to be OFF

51 TC single round trip set up option. Topology has to be point
to point (Fabric OFF or ON). Fast Write option has to be
disabled.

54 VMware VAALI, enabling XCOPY command (ESX 4 & 5)

63 VMware ESXi 5.x and use the VAALI function for T10
standards. When ON SOM 729 preferably OFF

68 Linux, Support Page Reclamation. Should be used
separately with Host Mode Option 63

69 Online LUSE expansion with host notified of expansion of
volume capacity

71 Change the Unit Attention for Blocked Pool-VOLs from
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NOT READY to MEDIUM ERROR

72 AIX GPFS Support (PGR)

73 Support the Thin Provisioning function provided by
Windows Server 2012

78 HDLM preferred path option for GAD

For certain hosts, such as clustering and SCSI Reservations, you will need to modify the Host
Group to enable or disable certain behavior.

Go to Resources = Ports/Host Groups = Select Host Groups tab

| — S [ T a0 o wea o R

Select the host group(s) desired. Select all of the paths for a given host group (i.e. CL1-A, CL2-
A, ...) to avoid repeating this step after making the change. If you use the checkbox to select
more than one, then you will need to select Edit Host Group under More Actions.

ﬁ' Hitachi Device Manager - Storage Navigator - IP:10.40.53.35 - 5/N:50137 - D/M:UNKNOWN - Windows Internet Explorer

g16-dI385g6-
CLi-A
VSP 61000 / 50137

Port Security

Virtual Storage Machine

Hosts LUNs Host Mode Options

Add to Host Groups Edit Host Add Hosts Mc

|[ #Fiteer || on [BE3 | select All Pages|| Column Settings|

| pot I HEA WWN :“t Host Group Name
ame

] eLi-a iy 100000s0FALOALFC g16-dI285g6-0...
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Select the Host Mode Option tab

B T " Trusted shes | Prsteciod Meode: O o

Edit Host Groups

1.Edit Host Groups > 2.Confirm

This wizard lets you edit cne or more properties. Check the box in front of the property you want to edit,
and then enter the new value. When you change the Host Mode, all of the Host Mode Options vill be set to default.

D Host Group Name: g16-dI38506-04
(Mazx. 64 characters)

[ ] Host Mode: | o0[Standard] v
Host Mode Options:
O ::-de Option Description Status -
[ 2 VERITAS Database Edition/Advanced Cluster Disabled
Ll & TPALO Disabled
Ll 7 Automatic recognition function of LUN Disabled
Ll 12 No display for ghost LUN Disabled
Ll 13 SIM report at link failure Disabled
Ll 14 HP TruCluster vith TrueCopy function Disabled
|| 15 HACMP Disabled
Ll 22 Veritas Cluster Server Disabled
Ll 23 REC command support Disabled
L 33  Set/Report Device Identifier enable Disabled
Ll 35 Changa the nexus spacified in the SCSI Target Resat Disabled
Ll 40 V-Vol expansion Disabled
Ll 41 Prioritized device recognition command Disabled
[l 43 Oueue Full Response Disabled ¥
< )
Enable || Disable Selected: 0 of 27

4 Back Next b Finish Cancel || 7

You can modify the host group name, the host mode, and the status (enabled/disabled) of each
host mode option. Select Finish to create a task and to make the changes effective. You will
need to repeat this for any other paths if only a single path was selected on the host group
selection.
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8.19 Event Notification ( SNMP / Trap / Tivoli / ESS)

The Tivoli Monitoring system will be used to alert the Citi storage teams for component failures
or threshold alerts. Tivoli alerting is setup is via HCS. Traps originate from the primary SVP.
For more information on setting up SNMP traps see Setup of SNMP (Trap / Tivoli / ESS)
Alerting.

8.20 Log Reconciliation (Syslog / SEMs / ArcSight)

Audit log reconciliation is required for all user-initiated changes on the G1000. The audit log
will be configured to send audit events to the ArcSight system via syslog protocol (port 514).
These events will be parsed and reconciled once received. Audit log events originate from the
primary SVP. Reports are generated on the parsed records and reviewed by the audit team.

You will need a primary and secondary syslog server IP to send the syslog messages to (via UDP
port 514). Firewall rules may need to be adjusted.

Go to Resources - Storage Systems - <array desired>
Right click the array name and then select Other Functions.

{2 Hitachi Command Suite - Windows Internet Explorer

@@ v '*::j: 127.0.0.1:22015 index.jsp =l#2l| = ||, Bing Pl
<7 Favorites ‘ 93 @] Suggested Sites = @] Web S|
[l Hitachi Command suite T v B - 0 fmh v Page - Safety - Toos+ @+

Hitachi Command Suite 8 HITACHI
« - File Actions Tools Help Logged i chnson | Log Out
Dashboard Resources Analytics Mohility Replication Tasks & Alerts Admini ¥ ot 2

HD556195 ?

Storage Systern | HDS56195 Open-Allocated Capacity 1.42 TB Microcode SVP 80-02-02/00
VSP G1000 Open-Unallocated Capacity  9.10 TB Microcode DKC 80-02-02-00/00

===== I o 56135 Open-Reserved Capacity 28.30 TB Total Cache 78.50 GB
Allocate Yolumes
Virtualize Volumes 10.40.53.35 Host Name Mainframe-Unspecified Capacity 0 MBE.
Unvirtualize Volumes 2015-03-27
Create Volumes S——
Search e

Refresh Storage System

Reports
% Performance Monitor

Replication Dashboard

C | Local Replication
Remote Replication
Journals
Remote Connections
Other Functions

Settings...
Global Settings...

[1] Ka] : 3
[pene [0 T [ [ [ Trusted sites | Protected Mode: OFf “ar | ®wow - 4

Go to Settings - Environmental Setting - Edit Alert Settings = Select the Syslog Tab
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{2 Hitachi Device Manager - Storage Navigator - IP:10.40.53.35 - 5/N:50137 - D/N:UNKNOWN - Windows Internet Explorer

@_\‘: » [ httos://10.40.53.35/sanproject/emergency. do ]| certificate Error || 53 || 42 || X | B/ 6ing P~
g Favorites | % @] Suggested Sites = ] Web Sice Galery
& titachi Device Manager - Storage Navigator - IP:10.4... % - B - [ o=y - Page - Safety- Toolks - i@~

Edit Alert Settings

1.Edit Alert Seftings > 2.Canfirm

This vizard lats you edit the alert settings of Syslog, SNMP and E-mail. Enter the information for the alert settings. Click Finish ta confirm.

Matification Alert: (=) &l () Host Report ~
Transfer Protocol: (_) New Syslog Protocol (TLS1.2/RFC5424) () Old Syslog Protocol (UDP/RFC3164)
Primary Server: (#) Enabl (_) Disabl
Server Settings: (x) 1Bva () 1BuE Port Number
514
(1-65525)
Bro
Bro
Secondary Server: () Enable (s Disable
t 1P 1 t
Client Certificate Filz Name: Brovse
Raot Certificate File Name: Brovee
Lacation Identification Name:
(Mas. 32 Characters)
Timesut

Done [T [T [ [fg . Trusted sites | Protected Mode: Off [Fa - [Rwo% - 2

e Transfer Protocol: Old Syslog Protocol (UDP.RFC3164)

e Primary Server: Enable

e Server Settings: IPv4  <IP of primary SEMs syslog server> 514 (Port)

e Secondary Server.  Enable

e Server Settings: IPv4  <IP of secondary SEMs syslog server> 514 (Port)
e Location Identification Name: Use the array name here

Select Finish to confirm the change and to create a task to make the change on the array.

8.21 Automated SBCC (HPNA)

The Hewlett Packard Network Automation (HPNA) solution is used to verify that the G1000
configuration is compliant with the HDS Standard Build Configuration Checklist (SBCC). A
functional 1D will need to be created for HPNA and assigned the Administrator (Read Only) role
to verify the G1000 configuration. Many of the items in the SBCC must be conformed manually
until HDS adds functionality to RAIDCOM. Currently, HPNA uses the HDvM CLI to access
HCS to gather any data on the arrays.
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8.22 Chargeback Reporting (EMC ViPR SRM)

Once certified by CATE (expected end of Q2 2015), ViPR SRM will be used for chargeback
reporting for G1000. ViPR SRM will utilize HCS to discover and report on the G1000 storage
array. A functional ID will need to be created for ViPR SRM and assigned the Administrator
(Read Only) role to gather the data.

8.23 McAfee Anti-Virus for SVP

The HDS CE will install and configure the ePO client on the primary and secondary SVP. The
ePO client is automatically configured to point to the production ePO environment in each
region. The CTI SAN Administration Build Team will configure the entry for the primary and
secondary SVPs to be included in the correct ePO container associated with the HDS exclusion
policy. VSE will be pushed to the SVPs from the ePO infrastructure by CTI SAN Admin Build
Team. The following exclusion list and low-risk process list comprise the HDS Exclusion
Policy:

The current exclusion list for HDS arrays is:
C:\DKC200\**.DAT
C:\DKC200\**.DBG
C:\DKC200\**.DMP
C:\DKC200\**.TRC
D:\DAT\**.DAT

Low risk processes:
e ctfmon.exe
e svp_chk.exe

This HDS Exclusion Policy is slated for a refresh in Q2 2015.
8.24SAN “Port Flapping” Alerting

Under special circumstances, SAN ports may exhibit multiple failures (and recoveries) over a
short period of time. This condition is known as port flapping and indicates failing or failed
components that generally reside outside of the array. However, it is possible to alert on these
events. It is important to use conservative values to prevent frequent and unnecessary alerting.

To configure these alerts, remote session access to the SVP will be needed (RDP). This isto be
configured by HDS CE/Support staff.
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Threshold [ x|
—Cache —MP
Threshold Term
Threshold Tettn : S
= MP Py Rate | 1 I
[~ Gache Lise Rate | Uy Over I 2= L rocsssing L] Qrver J sec.
[ Gache Write Pending Rate | 0% Over I 0 cee, e
I~ Gache MGU Side File Rate [ os T Theeshold Term
™ Read Hit Rate I_ % Under I_D sec
—Part
Fibre
’7 Threshold Tetm Threshold Tetmn
— coi !_ Py !_n - [~ Discarded Frame Gount I_ Cntfsec.  Ower I—D sec.
[~ Bad Received Character Gount | 0 Cntfzec. Over il [” Bad GRG Gount | 0 Cntfsec. Ower I 0 sec.
I™ Loss of Synchronization Count | U Cntfsec. Over I U e, [ Protocal Errar Count | 0 Cntfsec. Ower I 0 sec.
I~ Link Failure Count | U Gntfsec. Ower | U eer I~ Irwalid Frame Gount | 0 Cntfsec. Ower I 0 zec.
™ Received EOFa Count | J Gntfsec.  Over I s
—FGoE FICOMN
Threshold Term Threshold Term
™ Link Failure Gount I 0 Cntfzec. Over I ]| [~ HTP/FMP Ex Multiple I 0 Exfsec.  Ower I U gec.
[~ Virtual Link Failure Count I 0 Gntfzec. Ower I 0 zec [~ HTP/FMP Read Data Transfer Rate | 0 MBfsec. Ower I 0 gec.
[~ Swmbal Error Count | 0 Cntfsec. Owver I 0 zec [~ HTP/FMP Wite Data Transfer Rate | 0 MBfsec. Ower I 0 zac
™ FCS Error Count | U Cntfzec.  Over I 0 gec ™ HTP/FMP Processing Pate | 0x Owver I 0 cec.
Cancel

The recommended values are:
Bad Received Character Count 1000 900 secs
Loss of Synchrnization Count 1000 900 secs

These recommended values are based on observed issues at Citi. Once either threshold has been
met, dial-home events will be generated. HDS will relay these events to Citi if they occur. No
SIMs or SNMP traps will be generated.

9 Configuration Assurance
See section 8.1.10 Automated SBCC (HPNA).
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10 Scalability & Capacity (Array Configurations)

10.1 G1000 Single Tier Non-Replicated Arrays

There are three configurations of the G1000 used at Citi that do not utilize HDT (Dynamic
Tiering). These models use the 2.5” slots exclusively (SAS only) and are considered a ‘Silver’

tier offering.

Summary of Configurations

Usable
Capacity
(T8B)

Config #

Configuration
Objective

Number
working of
disks/spares

RAID

Latency
Response
Rating
(10PS)

Reliability
Rating
(yrs)

Cache Per

Chassis/Total

Number of
Bays
(include
system bay)

10PS
Per uTB

G

1000 - Single Chassis - 600GB 10K SAS 2.5"

- Non Replicated

Small

376/4

R10 2+2

49,200

TBD

160

502

2 199

Medium

760/6

R10 2+2

99,400

TBD

288

499

3 296

Large

1144/8

R10 2+2

149,700

TBD

384

501

4 399

XL

1528/8

R10 2+2

199,900

TBD

256/512

499

Notes:

Latency Response Rating: Number of IOPS sustained for a specific workload where all
array components are within an operating envelope providing acceptable performance
and response time. The OLTP2HW (Online transaction processing release 2-heavy write)
workload was used for these configurations and 8 milliseconds was the target response

time.

Reliability Rating: Equates to the thin pool failure probability which is a measure in

years of the likelihood that a thin pool unavailable or data loss condition will occur due
to hard drive failures. Takes into consideration MTBF, MTBR, number of disks in pool,
and RAID protection.

10.1.1

#1 (Small): 98TB 1 Bay 376 x 600GB 10K SAS RAID 10

This G1000 configuration includes 2 DKU’s with a single DKC chassis. The physical footprint
for this option is a single rack and can grow to the larger configurations. This 98 TB
configuration is targeted for medium capacity requirements. Each DKU holds up to 192 2.5~

SAS drives.

Specifications

Number working

376/4
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drives/spares
DKU x 2.5” (SSD/SAS) 2
Drive Type 600GB 10K
SAS
Protection Type RAID10 2+2
Usable Capacity in TB 98
DKC / DKU Racks 1
DKC Chassis 1
Drive Slots 2.5” 384
Cache in GB 160
BED Pairs 2
FED Ports 32
VSD Pairs 2
Physical Front Layout with 376 drives
o | s [orser | o | oo [N > TSN oo - L v
G1000 _ s | 0 R o e
94 % RAID-10 242 600G SAS 10K (4 spares)
N
10.1.2 #2 (Medium): 199TB 2 Bay 760 x 600GB 10K SAS RAID 10

This G1000 configuration includes 4 DKU’s with a single DKC chassis. The physical footprint
for this option is 2 racks and could grow by one more rack. This 199TB configuration is targeted
for large capacity requirements. Each DKU holds up to 192 2.5” SAS drives.

Specifications

Number working

760/6
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drives/spares

DKU x 2.5” (SSD/SAS) 4

Drive Type 600GB 10K

SAS

Protection Type RAID10 2+2

Usable Capacity in TB 199

DKC / DKU Racks 2

DKC Chassis 1

Drive Slots 2.5 768

Cache in GB 288

BED Pairs 2

FED Ports 32

VSD Pairs 2

Physical Front Layout with 760 drives
oo Lo liggel e | oo NN - - oo - < o N
G1000 | | : et oy

2 V'SD pairs | Controfler 621.2 1.5 7.2
288GB Cache (using 16GE DIMMs)
s | el e ke [l
Three phase PDU's f s

RAID Groups

Drives / Chassis

4 % SFF DKU chassis

10.1.3

190 x RAID-10 242 600G SAS 10K (6 spares)

766 x 600G SAS 10K drives

#3 (Large): 299TB 3 Bay 1144 x 600GB 10K SAS RAID 10

This G1000 configuration includes 6 DKU’s with a single DKC chassis. The physical footprint
for this option is 3 racks and should not grow. This 299TB configuration is targeted for the
largest capacity requirements. Each DKU holds up to 192 2.5 SAS drives.

Specifications

Number working

1144/8
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drives/spares
DKU x 2.5” (SSD/SAS) 6
Drive Type 600GB 10K
SAS
Protection Type RAID10 2+2
Usable Capacity in TB 299
DKC / DKU Racks 3
DKC Chassis 1
Drive Slots 2.5 1152
Cache in GB 384
BED Pairs 2
FED Ports 32
VSD Pairs 2
Physical Front Layout with 1144 drives
G1000 | i A T e
384GE Cache (using 32GE DIMMs)

Threa phase PDU's
G1000
RAID Groups
286 x RAID-10 242 600G SAS 10K (8 spares)

Drives / Chassis
1152 x 600G SAS 10K drives
& x SFF DKU chassis

These models maximize the slot and floor space available to the array. Adherence to these
models is recommended.
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10.1.4 #4 (XL): 399TB 3 Bay 1144 x 600GB 10K SAS RAID 10

This G1000 configuration includes 8 DKU’s with a dual DKC chassis. The physical footprint for
this option is 4 racks and should not grow. This 399TB configuration is targeted for the largest
capacity requirements. Each DKU holds up to 192 2.5” SAS drives.

Specifications

Nl_meer working 1528/8
drives/spares
DKU x 2.5” (SSD/SAS) 8
Drive Type 600GB 10K
SAS
Protection Type RAID10 2+2
Usable Capacity in TB 399
DKC / DKU Racks 4
DKC Chassis 2
Drive Slots 2.5 1536
Cache in GB 512
BED Pairs 2
FED Ports 64
VSD Pairs 2

Physical Front Layout with 1528 drives

HIiPACE .16 eries ®Hitachi Data Systems

DOC Configuration | Environmentals

G1000 Disk  Emply  Height Weight Power Heat  Aiflow
Disks sSheives  Siots | (U) " - (Kva) w . e

4 Minkels 600m racks Rack(s)

2vsp pairs | Control ller 0 10 396.9 1.6 1.5 17.24
4 x 16-port 8Gb FCfeatures All Disks 1536 460.8 13.1 12.3
64 x 8Gbps SW SFPs Shelves

llllllllllllllllll
512GB Cache (using 32GB DIMMs)

Power cables for Americas/APAC
2 BEDs

Additional SVP

Three phase PDU's

G1000

RAID Groups
382 x RAID-10 2+2 600G SAS 10K (8 spares)

Drives / Chassis

8 x SFF DKU chassis
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These models maximize the slot and floor space available to the array. Adherence to these
models is recommended.

10.2G1000 Multi-Tier Non-Replicated Arrays

The use of multiple tiers within the same storage pool is not yet a certified feature at Citi
(expected 2015).

10.3G1000 Single Tier Replicated Arrays

The use of replication (Hitachi Universal Replicator / True Copy) is not yet a certified feature at
Citi (expected 2015).

11 Availability Management

The G1000 will be integrated with Tivoli for alerting Citi Storage operations teams. Hi-Track
software on the SVP will be used for vendor (HDS) remote alerting and email alerting to CTI.
HCS is also used for email alerting. RACC software on the SVVP will be used for vendor (HDS)
remote support (dial-in).

11.1 Setup of SNMP (Trap / Tivoli / ESS) Alerting

Go to Resources - Storage Systems - <array desired>
Right click the array name and then select Other Functions.

GNAST-[ProductName]-#### [Design/Standard] Document FOR
INTERNAL USE ONLY

© Citigroup 2015 Page 75 of 115 GNAST Design and Configuration Guide Template


http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

GO -

127.0.0.1

[l Hitachi Command Suite

Hitachi Command Suite 8

=

Dashboard

File Actions T

E——
Resources An

Help

HD556195

Storags Systs
Model
Sarial o

Allocate Volumes

Virtualize Volumes

Unvirtualize Volumes

Create Volumes

Search

Refresh Storage System

y Favorites |5 @] Suggested Sites + @] Wieb Sice Gallery v

alytics

s > HDS56195

m  HDS56195
VSP G1000
56135

10.40.53.25

2015-03-27

Reports
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Settings...
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Replication
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@) Borts/Host Groups
[, Cache partitions
@8, Encryption Kevs

[ByLicense Kevs
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Go to Settings = Environmental Setting > Edit Alert Settings = Select the SNMP tab
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Edit Alert Settings

1.Edit Alert Settings B

This vizard lats you adit the alert settings of Syslog, SNMP and E-mail. Enter the information for the alert sattings. Click Finish to confirm.
Notification Alart: G) Al () Hest Report
Syslog m Email
Extension SNMP: (») Ensble () Disable
SNMP Trap Settings SNMP Managers
|| communi ity 1P Address | 1P Address
Ll public 10.40,43.169
Ll public 169.193.18...
SHMP Trap w H Communi ity - ] Selected: 0 of 2 Add Delete Selected: 0 of O
Systam Group Information:
Storage System Name: HDS50137
(Max. 180 characters)
Contact: to be def
blank)
Location:
(Max. 180 characters, or blank)
Send Test SNMP Trap ] [ Reset Settings

Create a community by selecting the Community button (Add): public

Create a SNMP Trap server by selecting the SNMP Trap button (Add): <IP of each Trap
Server>

¢ Notification Alert: All (This is a critical setting)

e Storage System Name: Should be the same as the Array Name provided in HCS
e Contact: This data does not show up in Trap

e Location: This data does not show up in Trap

[ )

[ )

The following is an example trap (FAN Warning):

Date Time Priority Hostname | Message

community=public, enterprise=1.3.6.1.4.1.116.3.11.4.1.1, uptime=18315,
agent_ip=10.40.53.35, generic_num=6, specificTrap_num=3,
specificTrap_name=eventTrapREFCODE, version=Verl,
1.3.6.1.4.1.116.5.11.4.2.1=50137, 1.3.6.1.4.1.116.5.11.4.2.2=RAID800,
1.3.6.1.4.1.116.5.11.4.2.3=BF 7611,
1.3.6.14.1.116.511.42.4=1.36.1.4.1.116.5.11.4.1.1.6.1.8,
1.3.6.1.4.1.116.5.11.4.2.5=2015/03/25, 1.3.6.1.4.1.116.5.11.4.2.6=12:53:06,
1.3.6.1.4.1.116.5.11.4.2.7="DKCFAN warning"

03-25-

2015 12:50:46 |Local7.Debug |10.40.53.35

11.2 Setup of Email Alerting (HCS)

This email alerting comes from the SVP. Access to any email server will likely depend on
firewall rules.
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Go to Resources - Storage Systems - <array desired>
Right click the array name and then select Other Functions.

{2 Hitachi Command Suite - Windows Internet Explorer

@_@ - Iﬁ http://127.0.0. 1: 220 15/DeviceManagerWebService/index.jsp
i Favorites | % @] Sucgested Sites ~ @] Web Sice Gallry =
[l Hitachi Command Suite
Hitachi Command Suite 8
= .
Dashboard
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Open-Reserved Capacity
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Replication

|

Tasks & Alerts

1.42TB Microcoda SV
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0~ B - (0 e= - page~ safety~ Tooks - @~

HITACHI
Log Out

poE

£

80-02-02/00
80-02-02-00/00
78.50 GB

0MB

Virtualize Volumes
Unvirtualize Volumes
Create Volumes

Search

Refresh Storage System

Reports
Performance Monitor
Replication Dashboard
Local Replication
Remote Repiication
Journals

Remote Connections
Other Functions

bted
pd

Settings...

Global Settings...

About Adobe Flash Player 16.0.0.305...
jg Excternal Storage

=pacified

[ Components

[ Borts/Host Groups
[® cache partitions
@} Encryption Keys

(B License kevs

®¢ Migrste Data

10 (@ Inoroaressi0 @ Complet

|Done [ [ [ Trusted sites | Protected Mode: Off [“a-[®Rw% - 4

Go to Settings = Environmental Setting > Edit Alert Settings = Select the Email tab

Edit Alert Settings

1.Edit Alert Settings

This vizard lets you edit the alert settings of Syslog, SHMP and E-mail. Enter the infarmation for the alert settings. Click Finish ta confirm.

Hotification Alart: (=) Al Host Report

Syslog SNMP

Mail Notice: () Enable (s Disable

L] Mail Address Attribute

[ gary.giohn.. | To

Add Selected: 0 of 1

Change || Delete
Mail Address (From): root@HDS50137
(Max. 255 Characters)

Mail Address (Reply-To): | adse@citf.com

(Max. 255 Charactars)

Mail Server Setting:

| Send Test Email |

Mail Server: (U Identifier  (x) TPwd () IPvE
153.40.146.125
SMTP Authentication: () Enable  (s) Disable
Account Password

(Manc. 255 Characters)

(Max. 255 Characters)

| Reset Settings |

Cancal || 7

4 Back

root@array_svp_hostname

Nesct b Finish

e Mail Address(From):
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e Mail Address(Reply-To): should be a valid email address (some email servers
require this)

e Mail Server Setting: IPv4  <IP of Email Server> or IP based Round-
Robin of Email Servers

e SMTP Authentication : Disabled

Select the Test Email button. If successful, then save the settings by selecting the Finish
button to create a task that will make the changes effective. The following is a sample

email:
From: root@HDS50137.nam.nsroot.net [mailto:root@HDS50137.nam.nsroot.net]
Sent: Monday, March 30, 2015 4:42 PM
To: Johnson, Gary G [CCC-OT]
Subject: HDS50137 Report

DATE : 03/30/2015

TIME : 17:44:02

Machine : HDS50137(Serial# 50137)
RefCode : 7FFFFF

Detail : This is Test Report

11.3 Setup of Email Alerting (Hi-Track)

This email alerting comes from the SVP and is the best source of email alerting. Access to
any email server will likely depend on firewall rules. Hi-Track is the dial-home application that
resides on the SVP. It has the capability to send home alerts and performance data. In addition,
it has the capability to send an email alert when it alerts HDS with similar information.

Hi-Track email alerting is in addition to the HCS configuration. This should be configured by
the CE as it requires RDP access to the SVP. The following screenshot from Hi-Track is
presented as a guideline:
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. Hi-Track Service Manager [_ ]

-Generall Site I Mudeml Eentell Subspstemz  Motification | Utilitiesl .&utnDumpsI

— Ophions —Mail Server
Service provider name
|Hitachi Data Systems (HDS)

Server [153.40.146.125

Paort |25
ERE Fom  [vSP@10.40.53.13

Email addrezses [one per ling)

gm0 johnsond@acilicom [~ Use authentization ™ Use S50

jeffren.e. hernandez(@cit. com

SMTF uzer I

Fazzword I
p Hide passwond

V¥ Send email notification of Siks ™ Send email on Center ransport Failure

SIM Severiy: Im [T Send email on BAS connect/disconnect

Send Test Email

Copyright € 1335-2015 Hitachi Data Systems Yerzion C.8 - November 24, 20714
ok | s | He |

The server and port should be the same as the values entered on the HCS Email Alerting screen.
The email addresses can be a distribution list, but need to be in the external format xyz@citi.com
(or similar). The “From” address is variable, so system-name@ipaddress is recommended. This
Hi-Track Email alerting is by far the most reliable method and visible to the SAN administrators.
The following is an example alert from Hi-Track:

From: VSP@10.40.53.13 [mailto:VSP@10.40.53.13]

Sent: Monday, March 30, 2015 11:29 AM

To: Johnson, Gary G [CCC-OT]

Subject: Hi-Track message from site R054665 (Citigroup).

This is a test email sent from the Hitachi Data Systems (HDS) Hi-Track Site Manager at the site
referenced in the subject line above.

12 Regional or Merger Partner Consideration

None

13 Global Standard

The G1000 uses role-based access control to ensure that only authorized hosts and users can
access the system for management. Users are authenticated to the management systems using
Active Directory on the HCS management server for G1000.
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14 Relevant Links

Document/Web Site Location

CSBE HDS Array Website https://catecollaboration.citigroup.net/domains/platst
or/gdse/products/techstdshmpgs/tagmastore.aspx

CSBE G1000 Configuration Guide https://catecollaboration.citigroup.net/domains/platst
or/gdse/products/platforms/Tagmastore/CSBE-
14073-SG.pdf

Citi Information Security Standards (CISS) https:/technology.home.citi.net/sites/itpolicylib/docs/
CISS.pdf
HDS G1000 Hardware User Guide (Site Prep) http://www.hds.com/assets/pdf/ivirtual-storage-

platform-g1000-hardware-guide-80-01-2x.pdf
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15 Appendices

15.1Appendix A: Firewall Rules

The G1000 resides ina CEP/DMZ to isolate it from the Citigroup GRN. In order to function
properly, there must be firewall rules in place to allow for the array to communicate with The
following is a summary of the firewall rules required for the G1000

HCS to SVP TCP 1099
TCP 51099
TCP 21 FTP
TCP 51100
SVP to HCS TCP 2001 Physical View
UDP 161 SNMP
UDP 162 SNMP
TCP 51099
TCP 51100
Does not go
Device Manager CLI (HCS CLI) TCP 2001 through firewall
User Does not go
RAIDCOMY/CCI for Replication Config through firewall
HCS to SVP (SN Client) TCP 80 HTTP
TCP 443 HTTPS
TCP 21 FTP
TCP 1099
TCP 51099
TCP 51100
HCS RD to SVP (for emergencies) TCP 3389 MS-RDP
HTTPS
HDS Dial Home TCP 8080 Application Proxy
TCP UDP 53 DNS
Audit Records to External Syslog Server UDP 514 Syslog
SVP to SNTP UDP 123 SNTP
SVP to ePO TCP 18080
TCP 18083
TCP 18085
TCP 8801
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ePO to SVP TCP 18081

TCP 18082

TCP 18443 New Port
ESS/Tivoli/SNMP to SVP UDP 161 SNMP
SVP to ESS/Tivoli/SNMP UDP 162 SNMP

15.2 Appendix B: Configuration of HTnM Agent for RAID (AFR)

The Tuning Manager (HTnM) Agent for RAID (AFR) collects performance data from the array
fiber fiber channel and sends it back to the HCS server for data reporting. This agent requires
that a command device be allocated to the agent server from every array that needs to be
included in HTnM performance reporting.

15.2.1 HTnM AFR for RHEL
The following are the steps required to setup the HTnM AFR on a RHEL server:

1.

Update/install the RAID Manager Library (RMLIB). Run the following CPIO command
to extract the files to the desired location. It will force a destination directory name of
RMLIB, so initiate the CPIO extract from the /opt directory.

[root@namgdse0@4 opt]# cpio -idmu <
/net/stealth/exportl/homel.localhost/sw/PKG/HDS_TMEA_970b11/Linux/RMLIB_01-19-03
1999 blocks

[root@namgdse@4 opt]# cd RMLIB

[root@namgdse@4 RMLIB]# 1s

bin include 1ib RLSYSLK rmlibinstall.sh rmlibuninstall.sh sample
[root@namgdse@4 RMLIB]# 1ls -al

total 32
drwxr-xr-x
drwxr-xr-x 4
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-PW-PW-rW-
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-P-Xr-xr-x
-P-Xr-xr-x
drwxrwxrwx

root sys 4096 Nov 26 12:43 .

root root 4096 Mar 23 18:32 ..

root sys 4096 Nov 26 12:43 bin

root sys 4096 Nov 26 12:43 include

root sys 4096 Nov 26 12:43 1lib

root root @ Dec 3 2013 PARALLEL_RLSYSLK
root root Sep 26 2013 RLSYSLK

root root Dec 3 2013 RLSYSLK_5000274C
root root Dec 3 2013 RLSYSLK_50002776
root root Dec 3 2013 RLSYSLK_5000CF78
root root @ Nov 25 16:14 RLSYSLK_5030DB83
root sys 4006 Jan 5 2014 rmlibinstall.sh
root sys 3284 Jan 5 2014 rmlibuninstall.sh
root sys 4096 Nov 26 12:43 sample

(<]
(<]
(<]
(<]

NRRRPRRRRRERRBNNNOO®

Run /opt/RMLIB/rmlibinstall.sh after the setup to make sure the symbolic link is in place.

[root@namgdse@4 RMLIB]# rmlibinstall.sh
The symbolic link of '/usr/lib/libsvrrm.so' was successful.

If previously run:

[root@namgdse®4 RMLIB]# ./rmlibinstall.sh

The symbolic link of '/usr/lib/libsvrrm.so' was successful.

The symbolic link of '/1lib64/libsvrrm.so' was successful.

1In: creating symbolic link " /usr/1ib/RMLIB/bin/whatrmver' to " /usr/lib/RMLIB/bin/whatrmverx64’:
File exists

To verify the symbolic links are functional and that RMLIB is working, run the version
command (/opt/RMLIB/bin/whatrmver):
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[root@namgdse@4 bin]# cd /opt/RMLIB/bin
[root@namgdse@4 bin]# ./whatrmver

Model :RAID-Manager/LIB/Linux
Ver&Rev:01-19-03/00

RMLIB 01-19-03 is the minimum version required for communication with G1000
arrays.

You can uninstall the software by running rmlibunstall.sh from the /opt/RMLIB
directory.

2. Install or upgrade the HTnM AFR:

Package example for /net/stealth/exportl/homel.localhost/sw/PKG/HTnM_AFR_810

[root@namgdse@4 /1# /bin/sh

sh-4.1# pwd
/

sh-4.1# /net/stealth/exportl/homel.localhost/sw/PKG/HTnM_AFR_810/install.sh
Begin installation of Hitachi Tuning Manager - Agent for RAID - 8.1.0(8.1.0-00)
Support 0S: Linux x86/x64
Mon Mar 23 17:41:25 EDT 2015

> A current version [xxxxxx]

A premise version [101022]

Install version ok [ 074000 -> 081000 ]

Agent Common Component version ok [ ©74000 -> 081000 ]

Shutdown all Tuning Manager processes.
The service will now stop.
KAVE@6008-1I The service will now stop. (service=Agent for RAID, inst=53112)
KAVE@6008-1I The service will now stop. (service=Agent Store for RAID, inst=53112)
KAVE@6008-1I The service will now stop. (service=Agent for RAID, inst=210060)
KAVE@6008-1I The service will now stop. (service=Agent Store for RAID, inst=210060)
KAVEQ6008-1I The service will now stop. (service=Action Handler)
KAVEQ6008-1I The service will now stop. (service=Status Server)

> /opt/jplpc/tools/jpcstop: Completed.
Installing The Common Files.

Preparing... A [100%]
1:HTMRaid S [100%]
HHHE R R R R R R R R R S

# : RAID Agent for Linux

# Script starts: after installation script

# date: Mon Mar 23 18:31:33 EDT 2015
mkdir /opt/jplpc/jplpc_AGTDTMP: Completed.

vV V VvV Vv

vV V V VvV Vv

./

./opt/

./opt/jplpc/

./opt/jplpc/tools/
./opt/jplpc/tools/jpctminfo
./opt/jplpc/tools/jpctdlistraid
./opt/jplpc/tools/jpctdchkinst
./opt/jplpc/tools/jpctdrefresh
./opt/jplpc/setup/
./opt/jplpc/setup/extract/
./opt/jplpc/setup/update/
./opt/jplpc/setup/update/jpccomm.ini.update
./opt/jplpc/setup/jpcagtdw.exe
./opt/jplpc/setup/jpcagtdu.z
-/opt/jplpc/agtd/
./opt/jplpc/agtd/agent/

<lines were removed from this output to shrink documentation>

/opt/jplpc/./agtd/store/jpcsto.ini.instmpl
/opt/jplpc/./agtd/store
/opt/jplpc/./agtd/nls/C/jpcagtdmsg.cat
/opt/jplpc/./agtd/nls/C
/opt/jplpc/./agtd/nls/ja_JP.UTF-8/jpcagtdmsg.cat
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/opt/jplpc/./agtd/nls/ja_JP.UTF-8
/opt/jplpc/./agtd/nls/ja_JP.eucIP/jpcagtdmsg.cat
/opt/jplpc/./agtd/nls/ja_JP.eucdIP
/opt/jplpc/./agtd/nls/ja_JP.utf8
/opt/jplpc/./agtd/nls/ja_JP.ujis

/opt/jplpc/./agtd/nls

/opt/jplpc/./agtd/insrules.dat

/opt/jplpc/./agtd/patch_history

/opt/jplpc/./agtd/PATCHLOG.TXT

/opt/jplpc/./agtd/pplistd

/opt/jplpc/./agtd/jpcagtras

/opt/jplpc/./agtd/jpcagtcfgbackup
/opt/jplpc/./agtd/agent/inssetup

/opt/jplpc/./agtd/uninstall.sh

/opt/jplpc/./agtd

/opt/jplpc/./instagtd.ini

50071 blocks

> cpio: IndividualFiles Completed.
/opt/jplpc/./tools/jpctminfo

57 blocks

> cpio: HTM-CommonFiles Completed.

> Remove temporary PP files: /bin/rm -rf /opt/jplpc/jplpc_AGTDTMP
# /opt/jplpc/tools/jpcagtsetup agtd -s

jpcagtsetup: Completed.

/opt/jplpc/bin/jpciniupdate: Execution completed.
/opt/jplpc/bin/jpciniupdate: Execution completed.
/opt/jplpc/bin/jpciniupdate: Execution completed.

/bin/rm -f /opt/jplpc/setup/update/jpccomm.ini.update
Completed.

/bin/rm -f /opt/jplpc/setup/update/jpccomm.ini.update.lck
Completed.

PRODID : D

/bin/chmod: Change Agent File Permission(prodid=d)

Change Agent File Permission: Completed.

> # Script completed: after installation script

P e e e e e e e s s e e s s g
Start IPv6 Setup.

KAVE®5932-1 The function for IPv6 communication will now be set up. (enable)
KAVE®5933-1I The function for IPv6 communication was successfully set up. (enable)
End IPv6 Setup.

Mon Mar 23 18:33:54 EDT 2015

Done installing Hitachi Tuning Manager - Agent for RAID.

vVVVYVYiHRYVY HYVVYVYV

3. Confirm the utilities are present:

[root@namgdse@4 tools]# 1ls /opt/HTnM/tools

jpcagtsetup jpchasetup jpcnsconfig jpcspm jpctdlistraid
jpccfgbackup jpcimevt jpcnshostname jpcstart jpctdrefresh
jpcconf jpcinslist jpcparamdump jpcstop jpctminfo
jpcctrl jpcinssetup jpcras jpcstsetup jpctool
jpcdbctrl jpcinsunsetup jpcresto jpctdchkinst 1log

4. List the HDS devices masked to this server.

[root@namgdse@4 tools]# ./jpctdlistraid
KAVF18700-1 The detection of the monitorable storage system has begun.

"PRODUCT" , "SERIAL" ,"LDEV" ,"SLPR", "PORT" ,"DEVICE_FILE"
"VSp" ,"53112"  ,"@0:3E:16","" ,"CL1-A","/dev/sda"
"VSp" ,"53112"  ,"@@:3E:19","" ,"CL1-A","/dev/sde"
"VSp" ,"53112"  ,"@@:3E:17","" ,"CL1-A","/dev/sdb"
"VSp" ,"53112"  ,"0@0:3E:18","" ,"CL1-A","/dev/sdc"
"VSP G1000" ,"56195"  ,"0@0@:3E:00","" ,"CL1-A","/dev/sdl"
"VSP G1000" ,"56195"  ,"@@:3E:01","" ,"CL1-A","/dev/sdm"
"VSP G1000" ,"56195"  ,"0@0@:3E:02","" ,"CL1-A","/dev/sdn"
"HUS VM" ,"10060"  ,"00:01:FC","" ,"CL1-A","/dev/sdq"
"HUS VM" ,"10060" ,"00:01:68","" ,"CL1-A","/dev/sdo"
"VSp" ,"53112"  ,"@0:3E:16","" ,"CL2-A","/dev/sdr"
"HUS VM" ,"10060"  ,"00:01:69","" ,"CL1-A","/dev/sdp"
"VSP" ,"53112" ,"00:3E:19","" ,"CL2-A","/dev/sdv"
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"VSp" ,"53112"  ,"@@:3E:18","" ,"CL2-A","/dev/sdt"
"VSp" ,"53112"  ,"@@:3E:17","" ,"CL2-A","/dev/sds"
"VSP G1000" ,"56195"  ,"00:3E:00","" ,"CL2-A", " /dev/sdw"
"VSP G1000" ,"56195"  ,"@@:3E:02","" ,"CL2-A"," /dev/sdy"
"VSP G1000" ,"56195"  ,"@@:3E:01","" ,"CL2-A"," /dev/sdx"
"HUS VM" ,"10060" ,"00:01:68","" ,"CL2-A","/dev/sdz"
"HUS VM" ,"10060" ,"00:01:69","" ,"CL2-A"," /dev/sdaa"
"HUS VM" ,"10060"  ,"0@:01:FC","" ,"CL2-A"," /dev/sdab"

KAVF18701-1I The detectlon of the monitorable storage system has ended.

5. Find the listed device by its SCSI or WWN name for persistence.

[root@namgdse@4 tools]# 1s -al /dev/disk/by-id | grep "3e@1"
Irwxrwxrwx 1 root root 9 Mar 23 18:40 scsi-360060e8007db83000030db8300003e01 -> ../../sdx
Irwxrwxrwx 1 root root 9 Mar 23 18:40 wwn-0x60060e8007db83000030db8300003e01 -> ../../sdx

6. Start the setup for the G1000 array

[root@namgdse@4 tools]# ./jpcinssetup agtd -inst 56195

Storage Model (1:HUS100/AMS 2:VSP Gl@@@/VSP/USP V/HUS VM) : 2

Command Device File Name [/dev/sda] scsi-360060e8007db83000030db830000C
[root@namgdse@4 tools]# ./jpcinssetup agtd -1nst 56195

Storage Model (1:HUS100/AMS 2:VSP Gl@@@/VSP/USP V/HUS VM) : 2

Command Device File Name [/dev/sda] : /dev/disk/by-id/scsi-
3600608007 db83000030db8300003e01

Unassigned Open Volume Monitoring (Y/N) [N] I
Mainframe Volume Monitoring (Y/N) [N] : N

Store Version [2.0] :

KAVE@5080-1 The instance environment is now belng created. (servicekey=RAID, inst=56195)
KAVE@5081-1I The instance environment has been created. (servicekey=RAID, inst=56195)

7. Verify the instance exists.

[root@namgdse@4 tools]# ./jpcinslist agtd
56195

8. Verify the instance communication is valid.

[root@namgdse@4 tools]# ./jpctdchkinst -inst 56195

KAVF18800-I The verification of the agent instance settings will now start. (instance name=56195)
[Instance parameters]

Storage Model : VSP G1000/VSP/USP V/HUS VM

Command Device File Name : /dev/disk/by-id/scsi-360060e8007db83000030db8300003e01
Unassigned Open Volume Monitoring : Y

Mainframe Volume Monitoring : N

[Check result]

KAVF18850-1 No error was found during verification of the agent instance setting.
[Monitored storage system information]

PRODUCT : VSP G1000

SERIAL : 56195

FIRMWARE : 80-02-02/00

KAVF18801-I The verification of the agent instance settings will now end.

9. Verify the location of the HTnM server. Point (or redirect) it to the correct server if needed.

[root@namgdse@4 tools]# ./jpcnshostname

i10-hds-vme3

[root@namgdse@4 tools]# ./jpcnshostname -s i1@-hds-vme4

KAVE@5089-Q Running services will be forcedly terminated. Do you want to continue? (Y/N)Y
KAVE@5090-1 Service is stopped.

KAVE@5087-1 The connecting host has changed. (i10-hds-vm@3 -> i10-hds-vme4)

10. List the agent processes. Each valid array instance will have a Agent Store and Agent Collector.

[root@namgdse@4 tools]# ./jpcctrl list "*"

Host Name ServicelD Service Name PID Port Status

namgdse04 PTlnamgdse0@4 Status Server Inactive*

namgdseo4 PHlnamgdse04 Action Handler Inactive*
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namgdse04 DS153112[namgdse@4] Agent Store Inactive*
namgdse04 DS1210060[ namgdse@4] Agent Store Inactive*
namgdse04 DA153112[namgdse@4] Agent Collector Inactive*
namgdse04 DA1210060[ namgdse@4] Agent Collector Inactive*

KAVE®6021-W The detailed information cannot be displayed because Status Server is not running.
(host=namgdse04)
KAVE@6003-1I List processing of the service information terminated normally.

11. Start all of the agent processes.

[root@namgdse@4 tools]# ./jpcstart all

KAVEQ6007-1 The service will now start. (service=Status Server)

KAVE@Q6007-I The service will now start. (service=Action Handler)

KAVE@Q6007-I The service will now start. (service=Agent Store for RAID, inst=56195)
KAVEQ6007-I The service will now start. (service=Agent for RAID, inst=56195)

[root@namgdse@4 tools]# ./jpcctrl list "*"

Host Name ServiceID Service Name PID Port Status
namgdse04 PTlnamgdse0@4 Status Server 18000 22350 Active
namgdse04 PHlnamgdse0@4 Action Handler 18011 40325 Active
namgdse04 DS153112[namgdse@4] Agent Store Inactive
namgdse04 DS1210060[ namgdse@4] Agent Store Inactive
namgdse04 DS156195[namgdse@4] Agent Store 18023 46598 Active
namgdse04 DA153112[namgdse@4] Agent Collector Inactive
namgdse04 DA1210060[ namgdse@4] Agent Collector Inactive
namgdse04 DA156195[namgdse@4] Agent Collector 18042 54020 Active

KAVE@6003-1I List processing of the service information terminated normally.

12. Repeat for any other new arrays. You may have to delete old array instances
(./jpcinssetup agtd -inst <array_instance_name>) and/or add them after an upgrade if they are
not running as Active as the above example.

13. HTnM AFR processes are not automatically configured for restart after a boot of the
server. You will need to consult with local SAs for the best method to accomplish this.
Running the start all command (./jpcstart a11) is ideal as it would avoid any needed
modification of the scripting when an array is added.

15.2.2 Verify Agents from HCS
To see if the agent communication is working before a polling period has passed, go to
Performance Reporter - Products - RAID. You should see all active agents listed with
the “DA” at the beginning of the instance name. The hostname of where the agent
resides is in brackets.
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/[~ Performance Reporter - Windows Internet Explorer

Hitachi Tuning Manager & HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reg_ orts | Bookmarks | e —
Alarms | Serwices

Agents
Event Histary

[T Multiselect ¥ Update automatically

% Products

vl HealthCheck

= | raio
o4 0a1uspuinioz(sangs10]
|}Bﬁ Daluspyrn25519[sangs10]

DT 1 Trusted sites wmE -

Alternatively, to view the agents from Tuning Manager after one polling period has
passed, go to Administration = Data Polling. You should see all agents listed with the
last polling time after a success full poling period (default is 1x per 24 hours,
recommended settings are 1x every 1-2 hours). The agents may show up under the
related agents column. Refer to the Tuning Manager Installation Guide for additional

troubleshooting.
7= Wikachi Tuning Wenage: - Windews Intewet Erpleses
Do [ Yow Fpestes loch  Hep
[,”" Hitachi Tuning Manager
TR
= Data Polling
Data Palling
[ ST i s
St pablny sitas’ T om0, 310 1350 0100
Backdate Difsct s
Retry Settings L TR ] L Ry 2
[ rgerts ]
Rrees Pagar] 15 2] o et
= i ¥ i hedule L ol s Erlated Agent
] OwM WD el N {rangry a
HEpM a0
HTSH (-3
D Truabed sstes. oo
15.2.3 Polling Times

To alter the Polling Times, go to Administration under Explorer, then select Data Polling.
There is a Default Polling Schedule as well as individual schedules. To change the
Default Polling schedule, select Edit General Polling Settings.
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" Hitachi Tuning Manager - Windows Intemnet Exploser
D 8 Yew Fyodss Jok Jeb

|7 Hitachi Tuning Manager

O Files Gos Helps Logged in as: Gary Johrsen | Ciiie | | Lagest

Rnws [Bagar 10 =] [T
T Hamoo  Type Palling Schedule Last Palling Teme Relatod Agent
| ovowm HowM | Dafe ] 20120630 14:09 H[aamga10l
[{har
. Trusted sites R0

Select all desired hours for Polling Times. Select at least every two hours (even hours)
for Aggregation Times. Enable the retry settings (use approximately 5 minutes as the
retry interval and 3 as the retry times).

{2 Edit General Polling Setlings - Windaws Intemet Explorer

HTnM

Edit General Polling Settings Help

Default Polling Schedule

Spacify scheduls to palling dats fram agents. It is in daylight savin g time period now.

W oo:00 [T o100 W 0z:00 [~ 0z:00 ¥ 04:00 [~ 05:00 ¥ 06:00 [T 07:00
W oz:00 [T o900 W 10:00 [T 1100 W 12:00 [ 1200 @ 14:00 [T 15:00
W 1g:00 [~ 2700 W 18:00 [ 1900 W zo:00 [T 2100 ¥ zz:00 [T 23:00
Timne Zone: Eastern Standard Time

[selecr all| [Deselscr All] [Select odd Hours | [ Selecr Even Hours |

Polling Backdate Dffset

Specify the dats backdste offset for polling.

*Data Backdate Offset: 24 hour(s)
*Required fisld

Polling Retry Settings

Specify retry settings when polling is failed,

" Disable
& Enable Retry Interval: |5 minute(s)

Retry Times: |9 tirna(s)

| [0 1 [ Twsted sites [H00% - 4

Select OK when you are done with the changes.

You can also go to the previous screen and change the polling times of any group of
agents from a given server. Select the agent(s) you wish to modify and then select the
Edit Polling Schedule button on the bottom right of the screen. You cannot modify the
retry settings or backdate offset here.
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ﬂ?Edil Paolling Schedule - Windows Internet Explorer

; HTnM Zm

Edit Polling Schedule

Spedify schedule to polling dsta fram agents. It is in daylight saving time period now.

¥ Use default polling schedule

" specify polling schedule
I~ oooo [T 000 [T ozio0 [T ozi00 [T 0400 [T 0500 [T 0600 [T 0700
I~ oso0 T o000 1000 1000 12z:00 [T 13:00 [T 14:00 [T 15:00
M 1e00 T 1700 1ei00 [T 19007 zoio0 [T 2100 [T 2200 [T 23:00

Tirme Zone: Eastern Standard Time

[select all] [Deselect all]| [Select Odd Hours | [Select Even Hours |

I
|Done f_l_l_l_l_f_l " Trusted sites | A00% -

15.2.4 Manual Polling (Starting or Interrupting Polling)

To manually start an agent polling session, go to Administration under Explorer, then
select Data Polling.

/- Hitachi Tuning Masage: - Wissdoms bt E gl

Fle L&t Wew Favoiles Took Helo

|#" Hitachi Tuning Manager

I Files G+ ficlps

Ay Liconen Frenption Lagged in as: Gary Johnion | Clase | | Logaws

Fxplorer = [Data Polling

b Besources. Data Polling
~ Administration

Defoult Palling Schedule oo o0

0. 08:00. 03:00, 0610, OT:00, OB:00, 09:00, 10:00, 1200, 12:00, 13:00, 14:00,
0. 19:00_ 20:00, 31109, THO0, T3:00

Backdate OHset 24 heu
— Rebry Scltings

Sysvem R Fioe ¢
— M ——]
e =T
HEvH G0 F Hames  Type Folling schedule Last Palling Time Related Agent
HEpM s
HTSM Go

[ Start eliing

Select the agent you want to manually start and then select the Start Polling button on the
bottom of the screen.
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7 hitp://ecctest01ms:23015/TuningManager/config/configProgress.do - Windows Intemet Explorer  [B[=] B4

 HTnM Zm

Start Polling Now

@ MNow polling.

Please wait a moment.

10090

|

. Trusted sites H100% -

You can also interrupt polling that is taking too long or causing other issues. It is advised
to refresh the screen before deciding that it is taking too long as the Data Polling screen
can quickly get out of date. During an active polling, you will have the Interrupt Polling
button enables and the Start Polling button grayed out.

15.2.5 Performance Reporter Configuration (60-day data storage)
The default settings for HTnM (Performance Reporter) provide only a small amount of
historical data. These settings need to be changed in order to expand the reporting data
storage to 60 days and to make sure all critical components are measured equally. The
estimated amount of storage that the HTnM Agent for RAID will need is approximately
3GB per array.

15.25.1 Expansion of data set (data retention)
Go into HCS - Tools = Tuning Manager - Go -> Performance Reporter - Services
- Machines = Select the agent host. Then select the DS1 instance name[agent host]
as shown below on left panel. Then select (on the right panel) Properties and then
RetentionEx.
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{': Performance Reporter - Windows Internet Explorer

Hitachi Tuning Manager

Event Monitor

Agents | Reports | Bookmarks |
Alarms | Services

Refresh

rgo System
v @ Collection Manager
- @ Machines
< [ i10-hds-vm03
Q7 0a1i10-hds-vmo3
G 051i10-hds-vmo3
¥ PC5i10-hds-vm03
& pE1001
W PH110-hds-vmo3
PM1001
& Pn1001
% ps1001
- @ sangs10
@ DAluspv10102[sangs10]
B DAlvsp53112[sangs10]
% DS1uspv10102[sangs10]
Ll & DS1vsp53112[sangs10]]
g PH1sangs10

Properties Service status

B3 DS1vsps3112[sangs10]

& General
@ System
v @ Network Services
& Retention
- @ RetentionEx
v
[ product Interval - LDS
[ product Interval - LDS1
& Product Interval - LDS2
[ Product Interval - LDS3
% product Interval - LDE
& Product Interval - LDE1
& Product Interval - LDEZ2

Environment Settings

M=

/ HITACHI

Exit Help

Services > Machines> sangs10> DS1vsp53112[sangs10]
Distribute Property

Period - Minute Drawer (Day) |[1]

ﬂ Cancel

Description

Period - Hour Drawer (Day) 7

Period - Day Drawer (Week) 54

Period - Week Drawer (Week) |54

Period - Month Drawer (Munth)|12

Period - Year Drawer (Year) 10

OK Cancel | —
=l

| ’_’_’_,_,_Wl‘_ Local intranet | Protected Mode: Off

[Fa - [Hw0% -

On each Product Interval Record (PI, LDS, LDS], ...), change the Period - Minute
Drawer (Day) from 1 to 60 and the Period Hour Drawer (Day) from 7 to 60.
when you have changed the last record.

Press OK

To make this change effective on all other instances (i.e. other arrays on same Tuning
Manager), select the Distribute Property on the right panel after you have updated the

periods above.
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/2 Performance Reporter - Windows Internet Explorer

Bk
Hitachi Tuning Manager 9 HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks | Services > Machines> sangs10> DS1vsp53112[sangs10]

Refresh

Alarms | Services Properties Service status Distribute Property
¥ System
> @ Collection Manager
- [ Machines a
= [j& i10-hds-vm03 Distribute Property: DS1vsp53112[sangs10] (RAID 8.2) >Select Servi |

QF 0a1i10-hds-vmo3 Cancel | Mext> | Finish

¥ 051i10-hds-vmo3
§ PCsi10-hds-vmo3
& pe1001 Select Service

“g PH1i10-hds-vm03 iV DS1uspv10102[sangs10]

Select the service to be distributed.

PM1001 Cancel | Next> || Firish
& PN1001
29 ps1001

= [[& sangs10
@ DAluspv10102[sangs10]

B DA1vsps3112[sangs10]
% DS1uspv10102[sangs10]

Lfl: + DS1vsp52112[sangs10]
W pH1sangs10

4 ILILI

Dane [ [ [ [ [ [ Cocalintranet | Protected Mode: OFf [Fa-[Hw% -

Select all of the other instances (G1000, HUS-VM, VSP arrays, etc.). Then Select Next.

= [
/2 Performance Reporter - Windows Internet Explorer [_ O[]

Hitachi Tuning Manager / HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks | Refresh Services > Machines> sangs10:> DS1vsp53112[sangs10]
Alarms | Services Properties Service status  Distribute Property

25 System
+ [@ Collection Manager

= [& Machines Y e e e Ay e Rt |
- @ i10-hds-vm03
LB_?OAIllO-hds-va Rl 4 DSlvsps53112[sangs10]
(% o0s1i10-hds-vmoz [ Retention
# PCsit0-hds-vmo3 » B RetentionEx
[ Disk Usage
‘é‘ PE1001 @ Configuration
% PH1i10-hds-vm03
PM1001
£ PN1001
& ps1001
hd @ sangs10

@ DA1uspv10102[sangs10] =

@ DA1vsp53112[sangsi0] 4 [ _’I;I
% DS1uspv10102[sangs10] a
Select All Unselect All Cancel < Back Fin

R@l: » DS1vsp53112[sangs10]]
hg PH1sangs10
Apply | Name Value Descriptiol
First Registration Date wed Feb 13 17:40:53 EST 2013 First Registr:
Last Registration Date|Tue May 28 17:30:06 EDT 2013 |Last Registrz

Select All Unselect All Cancel < Back Fin

4] I_'I;I

Done [ [ I [ [ [ Lol intranet | Protected Mode: OFF [% - [®w0% ~ 4

Go into the RetentionEx on the right panel. For each of the interval records, hit the select
all button. After going through all of the interval records, select Finish. The setting
changes will be distributed for all of the other instances (arrays).

GNAST-[ProductName]-#### [Design/Standard] Document FOR
INTERNAL USE ONLY

© Citigroup 2015 Page 93 of 115 GNAST Design and Configuration Guide Template


http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

[ Performance Reporter - Windows Internet Explorer

Hitachi Tuning Manager

Alarms | Services

:',n System
> @; Collection Manager
- [ Machines

= [ i10-hds-vm03

i
& PEl001

[ pm1001
& pr1001
9 ps1001

= [[& sangs10

QF 0a1i10-hds-

¥ 051i10-hds-v
 PCsi10-hds-v

% PH1i10-hds-

Agents | Reports | Bookmarks |

vm03
vmo3

mo3

vmo3

@ DA1uspv10102[sangs10]
B DA1vsps3112[sangs10]
% DS1uspv10102[sangsi0]

bfl: & DS1vsp52112[sangs10]
% prisangs10

Services > Machines> sangs10> DS1vsp53112[sangs10]

Properties

Distribute Property: DS1vsp53112[sangs10] (RAID 8.2) >Progress Re|2|

Event Monitor

Service status

Property distribution has finished.

Service

DS1uspv10102

[sangs10]

<

Property Distribution Message

Done

/ HITACHI

Environment Settings Exit Help

Distribute Property

Property distribution
was successful.

| »

Done

[ [ [ [ [ [6 ocalintranet |Protected Mode: OFf [Fa-Hwo% -

Note: This will increase the amount of storage that the agent requires on the agent host,
but will not affect the HCS/Tuning Manager server. The estimated amount of storage

required is 3GB per array.

15.2.5.2 Expansion of Collection Interval
The collection interval needs to be modified to make all of the components consistent.
The default values do not have this consistency. This will further improve reporting
accuracy. Go into Performance Reporter = Services - Machines = Select the agent
host. Then select the DA1 instance name [agent host] as shown below. Then select
Properties and then Interval Records.
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{2 Performance Reporter - Windows Internet Explorer

Hitachi Tuning Manager & HITACHI

Event Monitor Environment Settings _ Exit Help

Agents | Reports | Bookmarks | Services > Machines> sangs10> DAlvsp53112[sangs10]

Refresh

e Senvices Properties Service status _Distribute Property
%> System
+ [ Collection Manager
- [ Machines » [ Detall Records &l
- [ i10-hds-vm03 - & Interval Records
Q7 0Ati10-hds-vmo3 v
G 051i10-hds-vmo3 B Los
3 PCsi10-hds-vmo3 [ Los1
¢ i s-vm @ Lbs2
A re1001 % Lps3
W PH1i10-hds-vm03 [ LDE
PM1001 (@ LDEL
[ LDE2
& 1001 & Loea |
#5 ps1001 f LpA
= (& sangs10 & pDS
$ DAluspv10102[sangs10] [
« Ei 5 2[sangs @ res
[ DAlwvsp53112[sangs10]] B RES |

% DS1uspv10102[sangs10] -
B DS1vsps3112[sangs10]
% PHisangs10

Name Value Description

Description Storage Summary Description of the record type

Log Yes ¥ Log record? If YES, data collection

Collection Interval [gg Data collection interval in seconds

Collection Offset |[g Data collection offset from top of m

LOGIF [ Expression to selectively log only ce

< | » =

Done [ [ [ [ [ [ [%Localinwanet | Protected Mode: Off [“a - [®100% - 4

The following Collection Interval records need to be changed:
e LDS Logical Device Summary 300 to 60
e LDA Logical Device Aggregation 300 to 60
e PDS Physical Device Summary 300 to 60
e RGS RAID Group Summary 300 to 60

You will want to distribute these settings to the other agent instances (arrays). Select the
Distribute Properties from the right panel and distribute similar to previous step.

Note: This will also affect the agent disk usage as you will be collecting records more
frequently. The total amount of storage needed is 3GB per array.

15.2.5.3 Updating Max Records Allowed (config.xml parameter change)
This change (made on the HCS server) allows the reports to include more data in the report table
and graph.

Update the config.xml under
\Program Files (x86)\HiCommand\TuningManager\PerformanceReporter\conf

There are two locations to change within this file . You can search for “1440” and replace the
value with “2147483647”.
Location #1

</vserver-connection>

<!-- The maximum limits of the records.
Specifiable values: 1 to 2,147,483,647
Default : 1,440
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<param name="maxFetchCount" value="2147483647"/>

Location #2
<export>
<!-- The maximum limits of the records.
Specifiable values: 1 to 2,147,483,647

Default : The value of maxFetchCount of the <vsa> tag is applied.
-->
<param name="maxFetchCount"” value="2147483647"/>
</export>

From the HCS server, restart the HICommand Performance Reporter services (from
services.msc) to make this change effective.

S - >

Elle Action View Help

Y EEEE E

. Services (Local) q Services (Local)

HiCommand Performance Reporter _Mame * | Description Status Startup Type Lo ‘l
‘& Extensible Authentication Protocol The Extens... Manual Lo

Stop the service ‘£ 1 Function Discovery Provider Host The FDPH... Manual Lo

Restart the service “EFunction Discovery Resource Publica... Publishes t... Disabled Lo
£}.Group Palicy Client The servic...  Started Automatic Lo

Description: ‘&) HBase Storage Mgmt Common Service  Providess..,  Started Automatic Lo

:igs:rlyaé'f performance data collected by 3¢ Hpase Storage Mamt Web Service Receives... Started  Automatic Lo
“£hHBase Storage Mgmt Web S50 Service Backgroun...  Started Manual Lo
£/ HCS Device Manager Web Service Provides s...  Started Automatic Lo

Provides X

& Health Key and Certificate Managem Marual Lo

ic
Started Automatic

5 HiCommand Suite TuningManager Aggregate
&1 HiCommand Suite TuningService Provides p... Manual Lo
‘L HiCommand Tiered Storage Manager ~ Migrate sto... Started  Automatic Lo
“EhHiCommandServer Managesa... Started Automatic Lo
£} HIRDB/ClusterService _HDO Provides fa... Manual Lo
‘L. HRDB/EmbeddedEdition _HDO Managess... Started  Automatic Lo
&1 Hitachi Network Objectplaza Trace ... Started Automatic Lo
“EhHitachi Network Objectplaza Trace ... Started Automatic Lo
“£/:Host Data Collector HostData... Started Automatic Lo
i1 Host Data Collector Base Service Provides fu... Started  Automatic Lo
“E.HP DDMI Agent Enables co...  Started Automatic Lo
“EhHuman Interface Device Access Enables ge... Manual Lo
“GLIKE and AuthP IPsec Keying Modules  The IKEEX..,  Started Automatic Lo
Gk Interactive Services Detection Enablesus... Started  Manual Loy
J il
Extended 4 Standard /
I
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15.3Appendix C: HTnM Reporting Examples
Go to Tools = Tuning Manager

HITACHI
« Flea Go [ & Lieenae Exception | Logged in as o |
¥ sport W et v J oo Ml Rl ]

Storage Systems = [Ein W crnaie]
utely

Storage Systems
~Summary Information - Last Hour
103.04 TE

Hainframe-Unspecified Capacity 0.0 kn

Go - Performance Reporter >Agents - RAID
Select agent (each arrays has DA preceding id followed by the agent hostname)
Then display reports from right section.

(T Performance Reporter - Windows Internet Explorer

Hitachi Tuning Manager HITACHI

Event Monitor Environment Settings Exit Help

Agents | Reports | Bookmarks | . Agents > DA156195[namgdse04]

Ll S Display Reports Display Alarm Status Properties Event History

[~ Multiselect M Update autematically Bind Alarm Table UnBind Alarm Table Register Bookmark
_'g.o Products
v |2 HealthCheck Tree type: [Reports 7] B
- @[ raD ™ Multiselect

|8l pA1210060[namgdse04]
|o4 pa1s3112[namgdseo4]
< | DA156195[namgdse04]

:)0 User Reports

,’_;e System Reports
= [ RAID
= [ Monthly Trend
v [J Drilldown only

% Pool Relocation Status(8.2)
% Pool Relocation Status(8.6)
% Pool Tier Relocation Status(8.2)
% Pool Tier Relocation Status(8.8)
% Pool Tier Type Performance Status({7.8)
% Pool Tier Type Performance Status{8.0)
% Pool Tier Type Performance Status{8.6)
% Pool Usage Trend(7.1)

Subsystem Read 10 Rate Trend
% Subsystem Read Transfer Rate Trend
% Subsystem Write IO Rate Trend
% Subsystem Write Transfer Rate Trend
v [ status Reporting
13 @ Storage Resources
» @ Troubleshooting

<

[bone [ [0 [ [ [ [ [7 Trustedsites | Pratected Mode: Off [5 - [®w00% - _/

Right Panel - System Reports > RAID
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Expand the reports and select the report you want to run.

rformance Reporter

'Subsystem Read I0 Rate Tren Windows Internet Explorer

Subsystem Read IO Rate Trend : DA156195[namgdse04]

Display report settings

Settings for the report display period

Date range:  [within the past month x|
Start time: |02 26 2015 18:15 MM dd yyyy HH:mm
End time: |03 26 2015 18:15 MM dd yyyy HH:mm

Report interval: [Minute +

Maximum number of records:|144g (1<=N«<=1,440)

Peak time

This option displays the records corresponding to the peak time
within each day based upon the selected field.

Field: [[RgRs) ~

Graph Options

[~ Show 3D graph

[~ show gridlines

[T Show Autolabel

[T Manually set the max. and min. values of the vertical axis
Max. value:'log_g

Min. value: |D.D

Description | Close

Show Options

o

oK |

=

|DunE

[T [ [ [ [ [ Trusted sites | Protected Mode: OFF

‘a v | Rw0% -

You may need to alter the report interval to minute rather than the default value to see more

useful detail.

{Z Performance Reporter - "Subsystem Read I0 Rate Trend"

Windows Internet Explorer
Subsystem Read IO Rate Trend : DA156195[namgdse04]

Report
¥ Graph [~ List ¥ Table

Properties Show Options

Wl D]

5500

5000

4500

4000

10 Count/ sec

3500

3000

2500

Wed 00:00 Wed 12:00 Thu 00:00 Thu 12:00

I 100% 'I

<Agent Host=<Agent Instance>
<56195[namgdse0d]><566195>

Baseline | Bookmark | Description | Close
03 26 2015 18:10:00 (Minute) GMT-04:00

|Subsystem Read Transfer Ra~| Display Reports | Refresh | Export | Prink

First Previous

Date and Time Agent Instance Read I/0 /sec Date and Time

03 24 2015 20:00:00 56195 5,690.1628 03 24 2015 20:00:
03 24 2015 20:05:00 56195 5,713.0268 03 24 2015

03 24 2015 20:10:00 56195 5,724.8167 03 24 2015

03 24 2015 20:15:00 56195 L5,733.2633 03 24 2015

03 24 2015 20:20:00 56195 L5,701.0300 03 24 2015

03 24 2015 20:25:00 56195 L,682.9567 03 24 2015

03 24 2015 20:30:00 56195 5,669.2558 03 24 2015

03 24 2015 20:35:00 56195 5,643.9900 03 24 2015

03 24 2015 20:40:00 56195 5,637.8967 03 24 2015

03 24 2015 20:45:00 56195 5,655.6120 03 24 2015

03 24 2015 20:50:00 56195 5,695.3533 03 24 2015

03 24 2015 20:55:00 56195 5.704.3233 03 24 2015 20:55:00

1-200F 555 Next Last

[ril |

=

’_ ’_ ,_ ,_ ,_ ,_ ’_‘ ./ Trusted sites | Protected Mode: Off

Yaov MI0% - g
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Write Pending % Report

Performance Reporter te Pending Usag jows Internet Explorer

[Wrile Pending Usage % : DA156195[namgdse04]

Baseline | Bookmark | Description | CIDsEl

f Report H Properties ‘

[ Show Options | 03 25 2015 19:50:00 (Minute) GMT-04:00

| W Graph [T List ¥ Table

EE EE Refresh | Export | Print

[100% =] =l

percentage

CLPRICTRL

=0

20‘00 2200 00:00 02:00 04:00 0600 08:00 10:00 12:00 14:.00 16:00 1200
Cache Write Pending Usage %

[

First Previous 1-200F 1440 Next Last

Date and Time CLPR/CTRL Write Pending % Side File % Max Write Pending % Max Side File % Date and Time
03 24 2015 20:00:00 0 37.0459 0 37.0459 0 03 24 2015 20:00:00
03 24 2015 20:01:00 0 35.8119 0 35.8119 0 03 24 2015 20:01:00
03 24 2015 20:02:00 0 34.2979 0 34.2979 0 03 24 2015 20:02:00
03 24 2015 20:03:00 0 36.1552 0 36.1552 0 03 24 2015 20:03:00
03 24 2015 20:04:00 0 34.3514 0 34.3514 0 03 24 2015 20:04:00
03 24 2015 20:05:00 0 36.2435 0 36.2435 0 03 24 2015 20:05:00
03 24 2015 20:06:00 0 36.1017 0 36.1017 0 03 24 2015 20:06:00
03 24 2015 20:07:00 0 38.3621 0 38.3621 0 03 24 2015 20:07:00
03 24 2015 20:08:00 0 37.2201 0 37.2201 0 03 24 2015 20:08:00
03 24 2015 20:09:00 0 35.8131 0 35.8131 0 03 24 2015 20:09:00
03 24 2015 20:10:00 0 38.1581 0 38.1581 0 03 24 2015 20:10:00
03 24 2015 20:11:00 0 34.2668 0 34.2668 0 0324 2015 20:11:00
03 24 2015 20:12:00 0 34.1125 0 34.1125 0 03 24 2015 20:12:00
03 24 2015 20:13:00 0 34.1784 0 34.1784 0 0324 2015 20:13:00
03 24 2015 20:14:00 0 36.4787 0 36.4787 0 0324 201520:14:00 —
03 24 2015 20:15:00 0 35.8579 0 35.8579 0 03 24 2015 20:15:00
03 24 2015 20:16:00 0 36.3779 0 36.3779 0 03 24 2015 20:16:00
03 24 2015 20:17:00 0 35.4909 0 35.4909 0 03 24 2015 20:17:00  +|
Done [ [ [ [ [ [ | [.F trustdsites | Protected Mode: Off [7a - [®1w0% -~ .
Port Max Transfer
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{Z Performance Reporte : Windows Internet Explorer
Port Max Transfer : DA156195[namgdse04] Baseline | Bookmark | Description | Close
Report Properties Show Options | 03 25 2015 19:05:00 (Minute) GMT-04:00
Iv Graph [ List ¥ Table MW X Refresh | Export | Print
100% x ;I
Port Name
160 7..-----.-_H..-Tu-_‘---_-.--l..._---.----H.._- e CLI-A
140 -+-CL1-B
-+ CLB-A
120 ~CL8-B
w 100 -=CLB8-C
& ~CL8D
=% CL2-A
&0 +CL2B
40 cLe-c
20 —CL2-D
0 =CL1-C
18:25:00 18:30:00 18:35:00 18:40:00 18:45:00 18:50:00 18:55:00 19:00:00 19:05:00 cL-D
Port Max Transfer ~CL3-A
-+ CL3-B
=
P
First Previous 1- 20 O0F 1440 Next Last —|
Date and Time Port Name MaxIOPS Max MBPS Avg MBPS Date and Time
03 25 2015 18:21:00 CL1-A 5,391.0000 168.4688 163.1553 03 25 2015 18:21:00
03 25 2015 18:21:00 CL1-B 0 0 0 0325 2015 18:21:00
03 25 2015 18:21:00 CL8-A 0 0 0 03252015 18:21:00
03 25 2015 18:21:00 CL8-B 0 0 0 03 25 2015 18:21:00
03 25 2015 18:21:00 CL8-C 0 0 0 0325 2015 18:21:00
03 25 2015 18:21:00 CL8-D 0 0 0 0325 2015 18:21:00 —

03 25 2015 18:21:00 CL2-A 5,494.0000 171.6875 166.1830 03 25 2015 18:21:00

03 25 2015 18:21:00 CL2-B 0 0 0 03 25 2015 18:21:00

03 25 2015 18:21:00 CL2-C 0 0 0 03252015 18:21:00

03 25 2015 18:21:00 CL2-D 0 0 0 03 25 2015 18:21:00

03 25 2015 18:21:00 CL1-C 0 0 0 03252015 18:21:00

03 25 2015 18:21:00 CL1-D 0 0 0 03252015 18:21:00 LI
|

[ [ [ [ [ [/ mustedsites | Protected Mode: OFF h o [ mM00% - g

VSD % Busy by Processor 1D

/2 Performance Reporter - "VSD Busy % by Processor ID" - Windows Internet Explorer [_ O] x]
VSD Busy % by Processor ID : DA156195[namgdse04] Baseline | Bookmark | Description | Close
Report Properties Show Options | 03 25 2015 19:51:00 (Minute) GMT-04:00
¥ Graph ™ List ¥ Table HH Refresh | Export | Print

100% x| 7|

Adaptor ID(ProcessoriD)
= MPBO(0D)
-+-WMPB0(01)
—MPB0(02)
-MPB0(03)
= MPBO(04)
= MPBO{05)
MPBO{DE)
+MPB0(07)
MPB4(20)
—MPB4(21)
= MPE4{22)

1830 1840 1850 1900 1940 1920 19:30 1940  19:60 MPBA4(23)

WSD Max Busy % —+—MFPB4(24)
- MPB4(25)

percentage

[0 [EX

First Previous 1-20O0OF 1440 Next Last
Date and Time Adaptor ID Processor ID Processor Type Max Processor Busy % Date and Time
03 25 2015 18:22:00 MPBO 00 MP 1800 03 25 2015 18:22:00

wn

03 25 2015 18:22:00 MPBO 01 MP 5.2473 03 25 2015
03 25 2015 18:22:00 MPBO 02 MP 5.1406 03 25 2015
03 25 2015 18:22:00 MPBO 03 MP 5.3508 03 25 2015
03 25 2015 18:22:00 MPBO 04 MP 5.3231 03 25 2015
03 25 2015 18:22:00 MPBO 05 MP 5.2086 03 25 2015 ~
03 25 2015 18:22:00 MPBO 06 MP 5.0430 03 25 2015
03 25 2015 18:22:00 MPBO 07 MP 5.1392 03 25 2015
03 25 2015 18:22:00 MPB4 20 MP 3.8639 03 25 2015
03 25 2015 18:22:00 MPB4 21 MP 3.8640 03 25 2015
03 25 2015 18:22:00 MPB4 22 MP 3.8885 03 25 2015
03 25 2015 18:22:00 MPB4 23 3.8517 03 25 2015 18:2 LI

[ l_l_l_f_l_l_]_|, Trusted sites | Protected Mode: OFf 3~ |+ 00% ~

Parity Group Busy %

GNAST-[ProductName]-#### [Design/Standard] Document FOR
INTERNAL USE ONLY

© Citigroup 2015 Page 100 of 115 GNAST Design and Configuration Guide Template


http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

Report
¥ Graph I” List ¥ Table

Properties

PG Busy % : DA156195[namgdse04]

ndows Internet Explorer

Baseline | Bookmark | Description | Close
Show Options | 03 26 2015 07:40:00 (Minute) GMT-04:00

W[ G Refresh | Export | Print
100% 'I =

20
RAID Group Mumber
15 a-1-1
) -1-10
T
E 10 +1-3
2 —+1-5
= -1-7
5 =1-8
27
28
[ O 8111 11 RURRRRR 11111 RRRARART 1YL RRNNARY 011 RRARNANR11T 01T ARRNSAN 11110 RARRRURY) 0111 UARSRARY1) DI RRANRAR11L 1) RRRMARNYINL 01 RARRNRILY 1L LRRARARN 1T 0RAR 2-9
19:30 21.00 22:30 00:00 01:30 03:00 04:30 06:00 07:30
PG Max Busy %
First Previous 1-200F 1440 Next Last —|
Date and Time RAID Group Number Max Busy % Date and Time
03 25 2015 18:25:00 1-1 0 03252015 18:
03 25 2015 18:25:00 1-10 0 03 252015 18:
03 25 2015 18:25:00 1-3 17.8004 03 25 2015 18:
03 25 2015 18:25:00 1-5 17.8143 03 25 2015 18:
03 25 2015 18:25:00 1-7 0 03 252015 18:
03 25 2015 18:25:00 1-8 0 03252015 18: =
03 25 2015 18:25:00 2-7 0 03 252015 18:
03 25 2015 18:25:00 2-8 0 03252015 18:
03 25 2015 18:25:00 2-9 0 03 252015 18:
03 25 2015 18:30:00 1-1 0 03 25 2015 18:
03 25 2015 18:30:00 1-10 0 03 252015 18:
03 25 2015 18:30:00 1-3 17.6064 03 25 2015 18: LI

lililiyiyili’il ./ Trusted sites | Protected Mode: Off v | H100% - 4

LDEV Bars for Yesterday’s Transfer

erformance Reporte:

'CU 00-3F Up to 20 LDEV Bars for Yesterday's Transfer’ dows Internet Explorer

CU 00-3F Up to 20 LDEV Bars for Yesterday's Transfer : DA156195[namgdse04] Baseline | Bookmark | Description | Close

Report | | Properties
¥ Graph [~ List ¥ Table

<00:01:03>

LDEV Mumber

<00:01:02>

Show Options | 03 25 2015 19:10:00 (Minute) GMT-04:00

Wl I3 Refresh | Export | Print
IlUU% = =

Metrics

ERand. R MBPS
WSeq R MBPS
mRand. WMBPS
WSeq. WMBPS

WBPS

Date and Time

LDEV Number

{0 [ K

First Previous 1-200F 20 Next Last
Rand. R MBPS Seq. RMBPS Rand. WMBPS Seq. W MBPS Date and Time

03 25 2015 18:25:00 00:01:02 27.1267 14.1600 33.4433 87.7300 03 25 2015 18:25:
03 25 2015 18:25:00 00:01:03 25.7033 14.7933 43.1867 76.2900 03 25 2015 18:25:
03 25 2015 18:30:00 00:01:02 27.0933 14.4467 31.0400 91.1633 03 25 2015 18:30:
03 25 2015 18:30:00 00:01:02 24,9533 15.9900 39.0200 81.4733 03 25 2015 18:20:
03 25 2015 18:35:00 00:01:02 25.3133 15.9200 22.6500 98.4900 03 25 2015 18:35:
03 25 2015 18:35:00 00:01:03 23.9000 16.5667 41.7000 78.0500 03 25 2015 18:35:
03 25 2015 18:40:00 00:01:02 24,3000 15.0523 23.6100 92,3533 03 25 2015 18:40:
03 25 2015 18:40:00 00:01:03 23.7833 16.8167 33.5667 86.2167 03 25 2015
03 25 2015 18:45:00 00:01:02 24.4800 16.9400 17.4867 104.4700 03 25 2015
03 25 2015 18:45:00 00:01:02 21.9767 19.2067 3.4967 117.9733 03 25 2015
I03 25 2015 18:50:00 00:01:02 25.5967 15.6467 23.8367 97.2900 03 25 ZOISI

‘

I [ [ [ [ [ [ [ Trusted sites | Protected Mode: Off [Fa - [®mw - 4

LDEV Read Response Time
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erformance Reporter - “"CU 00-3F LDEV Read Response ‘Windows Internet Explorer

CU 00-3F LDEV Read Response Time : DA156195[namgdse04] Baseline | Bookmark | Description | Close
Report Properties Show Options | 03 25 2015 18:40:00 (Minute) GMT-04:00

W Graph I~ List ¥ Table M HE Refresh | Export | Print

100% =| =

LDEY Mumber
-=-00:00:00
-+-00:00:01
-+-00:00:02
-+-00:00:02
150 -=-00:00:04
--00:00:05
00:00:06
+—00:00:07
00.00:08
—-00:00:08
-=-00:00:0A4
00:00:08
—-00:00:0C
—-00:00:0F

microseconds

0
18:30:00 18:31:30 18:33:00 18:34:30 18:36:00 18:37:30 18:35:00
LDEV Read Response Time

Il |

First Previous 1- 20 OF 1440 Next Last

Date and Time LDEV Number Read Response Rate Date and Time

03 25 2015 18:30:00 00:00:00 03 25 2015 18:30:00

03 25 2015 18:30:00 00:00:01 03 25 2015 18:30:00

032 25 2015 18:20:00 00:00:02 03 25 2015 18:30:00

03 25 2015 18:30:00 00:00:03 03 25 2015 18:30:00

03 25 2015 18:30:00 00: 03 25 2015 18:30:00

03 25 2015 18:30:00 00: 03 25 2015 18:30:00 —
03 25 2015 18:30:00 00: 03 25 2015 18:30:00

032 25 2015 18:20:00 00: 03 25 2015 18:30:00

03 25 2015 18:30:00 00: 03 25 2015 18:30:00

03 25 2015 18:30:00 00: 03 25 2015 18:30:00

03 25 2015 18:30:00 00: 03 25 2015 18:30:00

03 25 2015 18:30:00 00: 03 25 2015 18:30:00 j

| [ [ [ [ [ [ Trustedsites | Protected Mode: Off a v R00% - 4

coocoocoooocooooo

Total Read/Write IOPS (Stacked)

erformance Reportes ‘'otal Read /Write IOPS (Stacked ws Internet Explorer
Total Read/Write IOPS (Stacked) : DA156195[namgdseD4] Baseline | Bookmark | Description | Close
Report Properties Show Options | 03 26 2015 18:25:00 (Minute) GMT-04:00
¥ Graph [T List ¥ Table W DIk Refresh | Export | Print
-
100% x| |
10000
ao000
w 6000
“QL Metrics
4000 mReadIOPS
a'Write IOPS
2000
20:00 2200 00:00 0200 0400 0600 08:00 10.00 12:00 14.00 16:00 1800
Total Read/Write IOPS
=
First Previous 1-20OF 288 Next Last —|
Date and Time Read MBPS Read IOPS Read Hit % Write MBPS Write IOPS Date and Time
03 25 2015 82.5032 2,641.9867 89.1069 242.6967 7,766.2967 03 25 2015 18:30:00
03 25 2015 81.7033 2,616.2933 87.4544 240.8900 7,708.5133 03 25 2015 18:35:00
03 25 2015 79.9567 2,560.1467 87.4926 235.7467 7,543.8833 03 25 2015 18:40:00
03 25 2015 82.6133 2,645.2000 92.4548 243.4267 7,789.7333 03 25 2015 18:45:00
03 25 2015 81.9900 2,625.0900 88.9290 240.8567 7,707.3767 03 25 2015 18:50:00
03 25 2015 82.6100 2,645.0467 92.0661 242.6300 7,764.2767 03 25 2015 18:55:00 -l
03 25 2015 82.1130 2,629.2957 89.3811 242.0565 7,745.8306 03 25 2015 19:00:00
03 25 2015 82.9532 2,656.0736 90.9554 243.7592 7,800.2776 03 25 2015 19:05:00
03 25 2015 80.6900 2,583.6367 92.0101 238.2567 7,624.3033 03 25 2015 19:10:00
03 25 2015 79.6767 2,551.4933 87.4838 234.7667 7,513.9933 03 25 2015 19:15:00
03 25 2015 80.1032 2,564.6200 88.7265 236.6167 7,571.7732 03 25 2015 19:20:00
03 25 2015 79.7433 2.552.8667 87.4736 235.1367 7.524.4000 03 25 2015 19:25:00 LI
[ [ [ [ [ [ [ [ [7 Trusted sites | Protected Mode: OFf h v [R100% -
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Performance Reporter ool Read Response Time: ndows Internet Explorer
Pool Read Response Times : DA156195[namgdse04] Baseline | Bookmark | Description | Close
Report Properties Show Options 03 26 2015 18:20:00 (Minute) GMT-04:00
¥ Graph [ List ¥ Table W Refresh | Export | Print
[100% =] —
250
200
)
]
c
3 150
& <Pool ID=
e 0>
2100 <
5 .<1>
50
0
20:00 22:00 0000 02:00 0400 0600 08:00 10:00 1200 14:.00 16:00 18:.00
Read Response Time for Pools
B
First Previous 1-200F 576 Next Last |
Date and Time Pool ID Read IOPS Read uSec Write IOPS Write uSec Date and Time
03 25 2015 18:35:00 0O 2,616.2932 229.6705 7,708.5132 248.5820 03 25 2015 18:35:00
03 25 2015 18:35:00 1 0 0 0 0 03 25 2015 18:35:00
03 25 2015 18:40:00 0 2,560.1457 237.1336  7,543.8833 246.3336 03 25 2015 18:40:00
03 25 2015 18:40:00 1 0 0 0 0 03 25 2015 18:40:00
03 25 2015 18:45:00 0O 2,645.2000 212.3933 7,789.7334 249.5287 03 25 2015 18:45:00
03 25 2015 18:45:00 1 0 0 0 0 03 25 2015 18:45:00 —
03 25 2015 18:50:00 0 2,625.0001 242.1444  7,707.3765 248.6734 03 25 2015 18:50:00
03 25 2015 18:50:00 1 0 0 0 0 03 25 2015 18:50:00
03 25 2015 18:55:00 0 2,645.0466 221.7049 7,764.2769 249,1486 03 25 2015 18:55:00
03 25 2015 18:55:00 1 0 0 0 0 03 25 2015 18:55:00
03 25 2015 19:00:00 0 2,629.2957 2314682 7,745.8306 247.3434 03 25 2015 19:00:00
03 25 2015 19:00:00 1 0 0 0 03 25 2015 19:00:00 LI
[pone [ [ [ [ [ Trustedsites | Protected Mode: off RS E

Pool Write Response Times

{Z Performance Reporte

"Paol Write Response Times" - Windows Internet Explorer

Pool Write Response Times : DA156195[namgdse04]
Report

Baseline | Bookmark | Description | Close

Properties Show Options | 03 26 2015 18:20:00 (Minute) GMT-04:00

¥ Graph [T List ¥ Table W [0 Refresh | Export | Print
100% x| |
250
200
©
2
5 150
i <Pool D>
E
5 100 <0»
E -l
50
0

20:00 22:00 00:00 02:00 0400 0600 08:00 10:00

‘Write Response Time for Pools

12:00 14:00 16:00 18:00

First Previous 1-200F576 Next Last

0 0
[(Trrrrrw«

Date and Time Pool ID Read IOPS Read uSec Write IOPS Write uSec Date and Time

03 25 2015 18:35:00 O 2,616.2932 229.6705 7,708.5132 248.5820 03 25 2015

03 25 2015 18:35:00 1 0 0 0 0 03 25 2015

03 25 2015 18:40:00 O 2,560.1467 237.1336 7,5432.8832 246.3336 03 25 2015

03 25 2015 18:40:00 1 0 0 0 0 03 252015

03 25 2015 18:45:00 O 2,645.2000 212.3933 7,789.7334 249.5287 03 25 2015

03 25 2015 18:45:00 1 0 0 0 0 03 25 2015 —
03 25 2015 18:50:00 O 2,625.0901 242.1444  7,707.3765 248.6734 03 25 2015

03 25 2015 18:50:00 1 0 0 0 0 03 252015

03 25 2015 18:55:00 0 2,645.0466 221.7049 7,764.2769 249,1486 03 25 2015

03 25 2015 18:55:00 1 0 0 0 0 03 25 2015

03 25 2015 19:00:00 O 2,629.2957 231.4682 7,745.8306 247.3434 03 25 2015

03 25 2015 19:00:00 1 0 03 25 2015 j
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15.4 Appendix D: TMEA Agent Setup

The TMEA agent is used to collect data via fiber channel and to send it back to HDS (Datamart
Support) via the Application (SOCKS5 or SOCKS4) proxy. This agent requires that a command
device be allocated to the agent server from every array that needs to be included in TMEA
performance reporting.

154.1

TMEA Agent Setup and Upgrade for RHEL

You will need a data directory to hold the TMEA data. If usinga SAN drive, then the SA should
create a symbolic link to a simple directory (such as /HDS_data/TMEA). The following steps
are to be followed for setup/updating the TMEA agent.

1. Update/install the RAID Manager Library (RMLIB). Run the following CPIO command
to extract the files to the desired location. It will force a destination directory name of
RMLIB, so initiate the CPIO extract from the /opt directory.

[root@namgdse0@4 opt]# cpio -idmu <
/net/stealth/exportl/homel.localhost/sw/PKG/HDS_TMEA_970b11/Linux/RMLIB_01-19-03
1999 blocks
[root@namgdse@4 opt]# cd RMLIB
[root@namgdse@4 RMLIB]# 1s
bin include 1ib RLSYSLK rmlibinstall.sh rmlibuninstall.sh sample
[root@namgdse@4 RMLIB]# 1ls -al
total 32
drwxr-xr-x 6 root sys 4096 Nov 26 12:43 .
drwxr-xr-x 49 root root 4096 Mar 23 18:32 ..
drwxr-xr-x 2 root sys 4096 Nov 26 12:43 bin
drwxr-xr-x 2 root sys 4096 Nov 26 12:43 include
drwxr-xr-x 2 root sys 4096 Nov 26 12:43 1ib
-rw-rw-rw- 1 root root @ Dec 3 2013 PARALLEL_RLSYSLK
-rw-r--r-- 1 root root @ Sep 26 2013 RLSYSLK
-rw-r--r-- 1 root root @ Dec 3 2013 RLSYSLK_5000274C
-rw-r--r-- 1 root root @ Dec 3 2013 RLSYSLK_50002776
-rw-r--r-- 1 root root @ Dec 3 2013 RLSYSLK_5000CF78
-rw-r--r-- 1 root root @ Nov 25 16:14 RLSYSLK_5030DB83
-r-xr-xr-x 1 root sys 4006 Jan 5 2014 rmlibinstall.sh
-r-xr-xr-x 1 root sys 3284 Jan 5 2014 rmlibuninstall.sh
drwxrwxrwx 2 root sys 4096 Nov 26 12:43 sample
Run /opt/RMLIB/rmlibinstall.sh after the setup to make sure the symbolic link is in place.
[root@namgdse@4 RMLIB]# rmlibinstall.sh
The symbolic link of '/usr/lib/libsvrrm.so' was successful.
If previously run:
[root@namgdse®4 RMLIB]# ./rmlibinstall.sh
The symbolic link of '/usr/lib/libsvrrm.so' was successful.
The symbolic link of '/1lib64/libsvrrm.so' was successful.
1In: creating symbolic link " /usr/1ib/RMLIB/bin/whatrmver' to " /usr/lib/RMLIB/bin/whatrmverx64’:
File exists
To verify the symbolic links are functional and that RMLIB is working, run the version
command (/opt/RMLIB/bin/whatrmver):
[root@namgdse®4 bin]# cd /opt/RMLIB/bin
[root@namgdse@4 bin]# ./whatrmver
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Model :RAID-Manager/LIB/Linux
Ver&Rev:01-19-03/00

RMLIB 01-19-03 is the minimum version required for communication with G1000
arrays.

You can uninstall the software by running rmlibunstall.sh from the /opt/RMLIB
directory.

2. Ifinstalling TMEA on a new RHEL server then go to step 6. If upgrading TMEA, then run the
manage command from /opt/TMEA/bin and then stop all the instances.

[root@namgdse@4 TMEA]# cd bin
[root@namgdse@4 bin]# ./manage

Please select an option :-

1 -- Manage Collector instances
2 -- Manage Watchdog

g -- Quit

1

Enter number to select instance or 'cv' to create RAID instance and to create
Modular instance. Enter 'b' to go back or 'q' to quit.

1 53112 running

2 210060 running

3 56195 running

? 1

Ca

Instance 53112 -- Collector: running, Autoxfer: enabled
Last ftp transfer: succeeded at Fri Mar 20 10:46:41 EDT 2015
Watchdog : Enabled

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
diswd -- Disable Watchdog for this instance
n -- Select new instance

ICMD -- Execute CMD in sh

b -- Go back one level

q -- Quit

? stop

TMEA config for 53112 stopped

TMEA dkcbusy for 53112 stopped

TMEA ldevio for 53112 stopped

TMEA portio for 53112 stopped

TMEA pairstat for 53112 stopped

TMEA clprbusy for 53112 stopped

TMEA poolstat for 53112 stopped

TMEA for 53112 stopped

Auto Transfer for 53112 stopped

Instance 53112 -- Collector: stopped, Autoxfer: disabled
Last ftp transfer: succeeded at Fri Mar 20 10:46:41 EDT 2015
Watchdog : Enabled

Enter operation code:

start -- Start the Collector

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs
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en -- Enable auto transfer of data

fc -- Force collection of configuration data
xd -- Transfer all data to Analyzer

diswd -- Disable Watchdog for this instance
rm -- Remove this instance

n -- Select new instance

ICMD -- Execute CMD in sh

b -- Go back one level

q -- Quit

>b

3. Repeat for any other running instances

Enter number to select instance or 'cv' to create RAID instance and 'ca' to create
Modular instance. Enter 'b' to go back or 'q' to quit.
1 53112 stopped
2 210060 stopped
3 56195 stopped
?q
[root@namgdse@4 bin]# 1s
addInstance.sh ftp_method manage volinfo
autostart.sh hiper_20141126.1log nc xd
autoxfer hiperf_ctl.sh registerUnit xd_ams
bkp_sftp_xfer.bash hiperf_watchdog_ctl.sh removeInstance.sh xdc
expect hiper.log sftp_adddir.bash  xdc_ams
fc http_proxy.sh sftp_xfer.bash xds
ftpcheck.sh mailsend templ xds_ams
ftpcheck.sh.bkp mailsend_wrapper.sh validate.sh
4. Make a copy of the property files
[root@namgdse@4 bin]# cd ../properties
[root@namgdse@4 properties]# 1s
bkp_col2anal.config config_56195.properties pairstat_53112.properties
clprbusy_210060.properties devicenumbers.config pairstat_56195.properties

clprbusy_53112.properties  devicenumbers.config.bak poolstat_210060.properties
clprbusy_56195.properties  dkcbusy_ 210060.properties  poolstat_53112.properties

col2anal.config dkcbusy_53112.properties poolstat_56195.properties
col2anal.config.bak dkcbusy_56195.properties portio_210060.properties
col2anal.config.old ldevio_210060.properties portio_53112.properties
col2anal.config.rpmnew ldevio_53112.properties portio_56195.properties
config_210060.properties ldevio_56195.properties

config_53112.properties pairstat_210060.properties

[root@namgdse@4 properties]# mkdir /HDS_data/TMEA/properties.old

[root@namgdse@4 properties]# cp *.* /HDS_data/TMEA/properties.old/*.*
[root@namgdse@4 properties]# cd /HDS_data/TMEA/properties.old

[root@namgdse@4 properties.old]# 1ls

bkp_col2anal.config config_56195.properties pairstat_53112.properties
clprbusy_210060.properties devicenumbers.config pairstat_56195.properties
clprbusy_53112.properties  devicenumbers.config.bak poolstat_210060.properties
clprbusy_56195.properties  dkcbusy 210060.properties  poolstat_53112.properties

col2anal.config dkcbusy_53112.properties poolstat_56195.properties
col2anal.config.bak dkcbusy_56195.properties portio_210060.properties
col2anal.config.old ldevio_210060.properties portio_53112.properties
col2anal.config.rpmnew ldevio_53112.properties portio_56195.properties
config_210060.properties ldevio_56195.properties

config 53112.properties pairstat_210060.properties

5. Run the upgrade script

[root@namgdse®4 ©3192015]# dos2unix upgradeCollector.sh

dos2unix: converting file upgradeCollector.sh to UNIX format ...
[root@namgdse@4 ©3192015]# ./upgradeCollector.shctor.sh

Enter ftp port number to be used (Press enter to use default port number 22):
Modifying /etc/init.d/hiperfa_53112...

Deleting timestamp file /HDS_data/TMEA/53112/ts_53112.txt...
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Upgrading /opt/TMEA/properties/col2anal.config...
DONE.

6. Install the TMEA package

[root@namgdse@4 ©3192015]# rpm -Uvh --nomd5 --nodeps TMEA-9_7_0bll.rpm

Preparing... S R R R [100% ]
1:TMEA SR R R [100% ]

warning: /opt/TMEA/properties/col2anal.config created as /opt/TMEA/properties/col2an

al.config.rpmnew

7. Add an instance for each array that needs to be monitored if not already present. Note that the
G1000 arrays require a license key based on 6-digits (preceding 3).

[root@namgdse@4 ©3192015]# cd /opt/TMEA
[root@namgdse@4 TMEA]# cd bin
[root@namgdse@4 bin]# ./manage

Please select an option :-

1 -- Manage Collector instances
2 -- Manage Watchdog

g -- Quit

? 1

Enter number to select instance or 'cv' to create RAID instance and 'ca' to create
Modular instance. Enter 'b' to go back or 'q' to quit.

1 53112 running
? cv
Adding new instance ...

Instance Name (one word): 56195

Storage Subsystem Alias: HDS56195-G1K

Storage Subsystem Type(USP/USPV/VSP/HUSVM/VSPG1000): VSPG1000

Specify a command device in /dev/sd[a-z] format: /dev/disk/by-id/scsi-360060e8007db8
3000030db8300003e00

License File: /HDS_data/TMEA/license_keys/TMEA_56195.1lic
/HDS_data/TMEA/license_keys/TMEA_56195.1ic: Invalid

License File: /HDS_data/TMEA/license_keys/TMEA_356195.1ic

Output Directory: /HDS_data/TMEA/56195

/HDS_data/TMEA/56195 does not exist; would you like to create it [y] vy
making /HDS_data/TMEA/56195 directory...

Log Directory: [/HDS_data/TMEA/56195]

*¥xkkxk Configuration Setup

Collection Interval (in HOURS) (default 4): 24

Number of collections (© for continue until stopped.) (default 0): ©
No limit being set on number of collections.

*¥*k¥xk performance Setup

Collection Interval (in MINUTES)(default 1): 1

Number of performance collections (@ for continue until stopped.) (default ©): o
No limit being set on number of performance collections.

Roll file after x collections(default 60): 60

Enter Start Collection Time for performance (enter between ©-55,in the order of 5):
5

Enter sftp proxy machine address for sftp xfer or 'none' to skip sftp proxy

or just [return] to use the default: [ 10.40.35.101] ?

Enter protocol(SOCKS4/SOCKS5/HTTP) for sftp proxy xfer
or just [return] to use the default: [SOCKS5] ?

Enter sftp proxy port for SOCKS5

or just [return] to use the default: [1080] ?

Enter machine address for sftp xfer or 'none' to skip sftp xfer
or just [return] to use the default: [ 207.126.248.84] ?
Enter user name for sftp xfer

or just [return] to use the default: [citi] ?

Enter password for sftp xfer
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15.4.2

or just [return] to use the default?
Enter sftp port(default 22):

Transfers will be made to 207.126.248.84 using sftp account for citi
Enter path to directory relative to the citi sftp account

where the data directory will be created for the transferred files.
Use forward slashes (/) instead of back slashes.

or just [return] to use default path:

/56195 ?

Creating /56195 directory for citi on 207.126.248.84 with port 22...
Added row to col2anal.config

TMEA config for 56195 started

TMEA dkcbusy for 56195 started

TMEA ldevio for 56195 started

TMEA portio for 56195 started

TMEA pairstat for 56195 started

TMEA clprbusy for 56195 started

TMEA poolstat for 56195 started

TMEA for 56195 started

/opt/TMEA/bin/autoxfer started at ©3/20/15 15:28:58
Auto Transfer for 56195 started

56195 set up completed.

Repeat for any other instances needed.

Updating TMEA Licenses

The TMEA licenses periodically need to be replaced with updated license keys. Note that the G1000
arrays require a license key based on 6-digits (preceding 3). When TMEA license keys expire,
Datamartsupport will need to send you another key.

1.

Look in the properties folder for the array config files (config_<instance name>.properties)

[root@namgdse@4 TMEA]# cd /opt/TMEA/properties
[root@namgdse@4 properties]# 1ls

clprbusy 210060.properties dkcbusy_56195.properties
clprbusy 53112.properties ldevio_210060.properties
clprbusy 56195.properties ldevio_53112.properties
col2anal.config ldevio_56195.properties
col2anal.config.bak pairstat_210060.properties
col2anal.config.old pairstat_53112.properties
col2anal.config.rpmnew pairstat_56195.properties
config 210060.properties poolstat_210060.properties
config 53112.properties poolstat_53112.properties
config 56195.properties poolstat_56195.properties
devicenumbers.config portio_210060.properties
devicenumbers.config.bak portio_53112.properties
dkcbusy_210060.properties portio_56195.properties
dkcbusy_53112.properties

[root@namgdse@4 properties]# cat config_210060.properties

B e e e e e e s
# This file is generated with HiPERF Collector Command Center

# Hitachi Storage Software Inc.(c) 2004 , All rights reserved.
B e e e s s e s s
commanddevice.alias=HDS210060-HUSVM
commanddevice.name=/dev/disk/by-id/wwn-0x60060e8013274c000000274c00000168
commanddevice.instance=210060

raidInstance.name=
collection.binary.dir=/HDS_data/TMEA/210060/data/binary
collection.general.type=CONFIGURATION

collection.general.subtype=

collection.time.interval=86400

collection.start.time=0

collection.time.max=0
collection.file.dir=/HDS_data/TMEA/210060/data/config
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collection.file.log=/HDS_data/TMEA/210060//config.log
collection.file.timestamp=/HDS_data/TMEA/210060/ts_210060.txt
collection.file.status=/HDS_data/TMEA/210060//config.status
collection.file.lock=/HDS_data/TMEA/210060/data/config/hiperf.lock
license.file=/HDS_data/TMEA/license_keys/TMEA_210060.1ic
feature.sync=0

Feature.debug=1

2. Go to the configured location and rename the old file and replace it with a new file.

[root@namgdse@4 properties]# cd /HDS_data/TMEA/license_keys
[root@namgdse@4 license_keys]# mv TMEA_210060.lic TMEA_210060.1lic.old
[root@namgdse@4 license_keys]# cp TMEA_210060.new TMEA_210060.1lic
[root@namgdse@4 license_keys]# cat TMEA_210060.lic

## license

devices =1

expires = 12/9/2015

good_for = 400

hostid = 210060

issued = 11/4/2014

key[@] = V4rlc@2aVeKMqC1ljIjFbgBIgONGAJovAn+miyxB1WD8ynJC/VCIBs7K/B5mOKZ4QjcASnrnuydQ=
key_version = 2.0

nproducts = 1

product[@] = HiPERFC

version = 2.x

3. Use the Dos2Unix utility to convert any non-unix characters as the application is sensitive.

[root@namgdse@4 license_keys]# dos2unix TMEA_210060.lic
dos2unix: converting file TMEA_210060.lic to UNIX format ...

4. Run the manage application and start the instance for the array.

[root@namgdse@4 license_keys]# cd /opt/TMEA/bin
[root@namgdse@4 bin]# ./manage

Please select an option :-

1 -- Manage Collector instances
2 -- Manage Watchdog

g -- Quit

? 1

Enter number to select instance or 'cv' to create RAID instance and 'ca' to create Modular
instance. Enter 'b' to go back or 'q' to quit.

1 53112 stopped

2 210060 stopped

3 56195 running
? 2

Instance 210060 -- Collector: stopped, Autoxfer: enabled
Last ftp transfer: succeeded at Sun Dec 28 22:06:55 EST 2014
Watchdog : Enabled

Enter operation code:

start -- Start the Collector

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
diswd -- Disable Watchdog for this instance

n -- Select new instance

ICMD -- Execute CMD in sh

b -- Go back one level

q -- Quit

? start

TMEA config for 210060 started
TMEA dkcbusy for 210060 started
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TMEA ldevio for 210060 started

TMEA portio for 210060 started

TMEA pairstat for 210060 started

TMEA clprbusy for 210060 started

TMEA poolstat for 210060 started

TMEA for 210060 started

TMEA autoxfer for 210060 already running

Instance 210060 -- Collector: running, Autoxfer: enabled
Last ftp transfer: succeeded at Sun Dec 28 22:06:55 EST 2014
Watchdog : Enabled

15.4.3 Manual SFTP Transfer

It may be necessary to manually force the sftp transfer for a specific array. Run the manage
command (/opt/TMEA/bin/manage). Select the id of the instance you want to manually force the
transfer.

Run the fc command to reinitiate the transfer of data to HDS.

Enter number to select instance or "cv®" to create VSP instance and "ca”" to create AMS

instance.
1 53112 running
?1
Instance 53112 -- Collector: running, Autoxfer: enabled

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? fc

TMEA config for 53112 stopped
TMEA config for 53112 started
waiting 60 seconds for configuration collection to complete

Instance 53112 -- Collector: running, Autoxfer: enabled

1544 Removing an Instance

Upon retirement of an array (or removal from TMEA reporting), you will want to delete the
instance. Run the manage command (/opt/TMEA/bin/manage). Select the id of the instance you
want to delete and then type the command “rm”.

Enter number to select instance or "cv®™ to create VSP instance and "ca” to crea
te AMS instance.

1 53112 stopped

2 10102 stopped

3 210060 stopped
? 3

Instance 210060 -- Collector: stopped, Autoxfer: disabled
Last ftp transfer: succeeded at Thu Nov 14 14:53:52 EST 2013

Enter operation code:

start -- Start the Collector

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

GNAST-[ProductName]-#### [Design/Standard] Document FOR
INTERNAL USE ONLY

© Citigroup 2015 Page 110 of 115 GNAST Design and Configuration Guide Template


http://www.citigroup.net/

CitiNetwork & CitiStorage Platform Engineering

disdebug -- Disable the debug logs

en -- Enable auto transfer of data

fc -- Force collection of configuration data
xd -- Transfer all data to Analyzer

rm -- Remove this instance

n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

?rm

If you are sure you want to remove instance 210060, enter "YES": YES
Removing instance ...

Instance Name: 210060 removed successfully

Note: The /opt/TMEA/properties directory contains all of the configuration files for each
instance. Removing these files would be needed if a manual deletion is necessary. The
output directory (i.e. /HDS_data/TMEA/<serial num> would need to be empty before
trying to re-add the instance.

15.4.5 Removing TMEA Collector

When retiring a collector server (or for other reasons recommended by HDS), it may be desirable
to remove the TMEA Collector software. This activity requires root access. The rpm command
is used to manage the package.

Run the rpm —ga command to find out the current package name.

[root@namgdse04 ~]# rpm -ga | grep TMEA
TMEA-9_5_0b11-0.el5.1386

Run the rpm —e --nodeps command to remove the package. Then verify that the package no
longer exists.

[root@namgdse04 ~]# rpm -e --nodeps TMEA-9 5 0b11-0.el5.i386

warning: /opt/TMEA/properties/devicenumbers.config saved as /opt/TMEA/properties
/devicenumbers.config. rpmsave

warning: /opt/TMEA/properties/col2anal.config saved as /opt/TMEA/properties/col2
anal .config.rpmsave

[root@namgdse04 ~]J# rpm -ga | grep TMEA

[root@namgdse04 ~]#

15.4.6 TMEA Space Cleanup Maintenance (Cleanup Script)

The SA for the TMEA server will need to create a cleanup script to maintain the amount of
storage used by TMEA. TMEA does not automatically clean itself up with the current release.
The following command should be run on a daily basis to maintain the space estimate of 10GB
per array (keeping only 7 days of data locally):

| [root@namgdse@4 ~]# find /HDS_data/TMEA/ -name "*f_*.zip" -mtime +7 -exec rm -rf {} \;

This will remove files from the /HDS_data/TMEA/<array serial>/archive/ directory and should
not affect other files.
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Note: Currently these archive files are root owned, so pbrun may need to be utilized. There is
considerable risk running the command ““rm —rf”” from the root account, so be sure that the
command search criteria (-name “*f_*.zip”” —-mtime +7 ) is typed in correctly to prevent

unintended deletions.

15.4.7 Debug Mode

To troubleshoot problems with particular arrays or sites, it may be useful to enable debug mode
for the affected arrays. Us the manage command to enable or disable debug mode. Enabling or
disabling debug mode will restart the processes for an array. Enabling debug mode will generate
additional log files that may need to be uploaded to HDS Datamart / TMEA Support.

Enable Debug Mode:

[root@namgdse@4 bin]# ./manage
Enter number to select instance or 'cv' to create VSP instance and

1 53112 running
2 10102 running
3 210060 running
? 1
Instance 53112 -- Collector: running, Autoxfer: enabled

Last ftp transfer: succeeded at Thu Dec 19 10:22:46 EST 2013

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? endebug

TMEA config for 53112 stopped
TMEA dkcbusy for 53112 stopped
TMEA ldevio for 53112 stopped
TMEA portio for 53112 stopped
TMEA pairstat for 53112 stopped
TMEA clprbusy for 53112 stopped
TMEA poolstat for 53112 stopped
TMEA for 53112 stopped

Auto Transfer for 53112 stopped
TMEA config for 53112 started
TMEA dkcbusy for 53112 started
TMEA ldevio for 53112 started
TMEA portio for 53112 started
TMEA pairstat for 53112 started
TMEA clprbusy for 53112 started
TMEA poolstat for 53112 started
TMEA for 53112 started
/opt/TMEA/bin/autoxfer started at 12/19/13 10:38:15
Auto Transfer for 53112 started

Instance 53112 -- Collector: running, Autoxfer: enabled
Last ftp transfer: succeeded at Thu Dec 19 10:22:46 EST 2013

‘ca'

to create AMS instance.

Disable Debug Mode:

[root@namgdse@4 bin]# ./manage
Enter number to select instance or 'cv' to create VSP instance and

1 53112 running
2 10102 running
3 210060 running

‘ca'

to create AMS instance.
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? 1

Instance 53112 -- Collector: running, Autoxfer: enabled
Last ftp transfer: succeeded at Thu Dec 19 10:22:46 EST 2013

Enter operation code:

stat -- Display detailed status of Collector instance
stop -- Stop the Collector

endebug -- Enable the debug logs

disdebug -- Disable the debug logs

dis -- Disable auto transfer of data

fc -- Force collection of configuration data
n -- Select new instance

ICMD -- Execute CMD in sh

q -- Quit

? disdebug

TMEA config for 53112 stopped
TMEA dkcbusy for 53112 stopped
TMEA ldevio for 53112 stopped
TMEA portio for 53112 stopped
TMEA pairstat for 53112 stopped
TMEA clprbusy for 53112 stopped
TMEA poolstat for 53112 stopped
TMEA for 53112 stopped

Auto Transfer for 53112 stopped
TMEA config for 53112 started
TMEA dkcbusy for 53112 started
TMEA ldevio for 53112 started
TMEA portio for 53112 started
TMEA pairstat for 53112 started
TMEA clprbusy for 53112 started
TMEA poolstat for 53112 started
TMEA for 53112 started
/opt/TMEA/bin/autoxfer started at 12/19/13 10:43:34
Auto Transfer for 53112 started

15.4.8 Automatic Process Management (Keeping TMEA Running)

For large deployments of TMEA, there may be some stability issues with keeping processes
running. To keep the processes running automatically, add the autostart script to the crontab (SA
should complete this). The changes to the crontab are highlighted below. You may have to
adjust the mode settings to match other executables in the bin directory (chmod 0755
autostart.sh).

[root@namgdse@4 bin]# 1ls -al /opt/TMEA/bin/autostar*
-rwxr-xr-x 1 root root 1332 Dec 19 12:46 /opt/TMEA/bin/autostart.sh

[root@namgdsed4 etc]# crontab -1

# rinfo job starting line

14 02 * * * Jopt/rinfo/bin/rinfosend >/var/opt/rinfo/rinfosend.log 2>&1
rinfo job ending line

23 * * * /Jopt/ecc/exec/check_ecc_processes.sh >/dev/null 2>&1

SCpacct Entry - DO NOT REMOVE

16 * * * /Jopt/SCpacct/bin/preprocess # SCpacct Entry - DO NOT REMOVE
SCpacct Entry - DO NOT REMOVE

HHHUVHFEOH

HDS TMEA Manual Entry 12192013 - checks processes every 30 mins
*/30 * * * * /opt/TMEA/bin/autostart.sh
# HDS TMEA Manual Entry - End
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When running this option, debug mode should also be enabled. This script will check to make
sure all of the processes are running every thirty minutes.

15.4.9 Process Impact to RHEL Server
To determine the memory / CPU impact to the RHEL server hosting TMEA collections, the
following command can be run (not root dependent):

testuserl@namgdse@4 ~]$ ps -eo pmem,pcpu,pid,user,args | grep TMEA

.0 0.0 537 root /bin/sh /opt/TMEA/bin/autoxfer VSP

11796 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/config 53112.properties
11801 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/dkcbusy_53112.properties
11808 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/ldevio_53112.properties
11814 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/portio_53112.properties
11824 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/pairstat_53112.properties
11833 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/clprbusy_53112.properties
11842 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/poolstat_53112.properties
11886 root /bin/sh /opt/TMEA/bin/autoxfer VSP

12430 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/config_10102.properties
12435 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/dkcbusy_10102.properties
12440 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/ldevio_10102.properties
12445 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/portio_10102.properties
12450 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/pairstat_10102.properties
12455 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/clprbusy_10102.properties
12460 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/poolstat_10102.properties
12468 root /bin/sh /opt/TMEA/bin/autoxfer VSP

23500 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/config_210060.properties
23507 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/dkcbusy_210060.properties
23517 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/ldevio_210060.properties
23532 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/portio_210060.properties
23539 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/pairstat_210060.properties
23547 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/clprbusy_210060.properties
23560 root /opt/TMEA/HiPERFC -f /opt/TMEA/properties/poolstat_210060.properties
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Release Change Description [Section Number]

1.0 All sections added

1.0.1 Added Appendix A: Firewall Rules [15.1]

Added Appendix B: HTnM AFR[15.2]

Added Appendix C: HTnM Reporting [15.3]

Added Appendix D: TMEA Agent Setup/Upgrade [15.3]

Added Appendix Z: Detailed Revision History (all updates below will update this section) [15]

1.0.2 Realigned section numbering [Multiple]

Added HBA Login Status

Added SOMs [8.2.2]

Added Shared Memory[8.2.3]

Updated array weight and power with clearance diagrams [8.1]

Added Power Ratings/Plugs [8.1.1]

Added Weight Rating [8.1.2]

Updated Relevant Links [14]

Added Functional ID List and Default Accounts (8.7, sections 8.8+ renumbered) [8]
Added 400TB model (XL) and renamed 100TB (S), 200TB (M), 300TB (L) [10]
Added AD for HCS []

Added Port Flapping [8.24]
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1.0.3 Updated AD Configuration to remove User Management privilege from Admins [8.16]
Updated SOM descriptions [8.2.2]

Added Host Mode and Host Mode Options [8.18]

Removed Maintenance password [various]

<insert certificates for SVP>
<insert architecture discussion>
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