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Preface

This document provides instructions for installing and using the 9900V Storage Navigator web
client Java™ applet program for the Lightning 9900™ V Series (9900V) subsystem. Please read
this manual carefully to understand how to manipulate your 9900V storage subsystems using
the Storage Navigator software, and maintain a copy that is accessible from the Storage
Navigator computer for reference purposes. This document assumes that:

m the user has a background in data processing, and understands direct-access storage
device (DASD) subsystems and their basic functions,

m the user is familiar with the Lightning 9900V subsystem, and has read and understands
the Hitachi Lightning 9900™ V Series User and Reference Guide (MK-92RD100), and

m the user is familiar with the operating system (e.g., Windows®, HP-UX®, Solaris™, Red
Hat® Linux®) and web browser software (e.g., Internet Explorer, Netscape®, or Mozilla™)
on the system hosting the 9900V Storage Navigator remote console software.

Note: The term “9900V” refers to the entire Lightning 9900™ V Series subsystem family,
unless otherwise noted. For further information on the 9900V subsystem, please contact
your Hitachi Data Systems account team, or visit Hitachi Data Systems online at
http://www.hds.com.

Note: The use of the Storage Navigator software and all other Hitachi Data Systems products
is governed by the terms of your license agreement(s) with Hitachi Data Systems.

Note: This product includes software developed by the Apache Group for use in the Apache
HTTP server project (http://www.apache.org/).

Note: The Storage Navigator screens shown in this document were captured on a Windows®
system with the Internet Explorer web browser. The Storage Navigator screens may display
differently on other operating systems and browsers.

Microcode Level

This document revision applies to 9900V microcode version 21-09-0X/XX and higher.

Comments

Please send us your comments on this document. Make sure to include the document title,
number, and revision. Please refer to specific section(s) and paragraph(s) whenever possible.

E-mail: doc.comments@hds.com

Fax: 858-695-1186

Mail:
Technical Writing, M/S 35-50
Hitachi Data Systems
10277 Scripps Ranch Blvd.
San Diego, CA 92131

Thank you! (All comments become the property of Hitachi Data Systems Corporation.)
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Chapter 1 Overview of Remote Console — Storage Navigator
Operations

1.1 Lightning 9900™ V Series Web Server and Web Client

The Lightning 9900™ V Series Remote Console - Storage Navigator consists of a group of
Java™ applet programs that enable the user to manage the 9900V subsystem. The Storage
Navigator Java™ applet programs run on a web browser to provide a user-friendly interface
for the 9900V web client functions. The 9900V service processor (SVP) is the notebook
computer inside the subsystem that uses Java Virtual Machine™ (JVM™) to function as a web
server. The 9900V Storage Navigator computer functions as a web client. Each time you log
onto the Storage Navigator computer and connect to the SVP, a Java™ applet program is
downloaded from the SVP to the Storage Navigator computer.

This document describes and provides instructions for using the licensed 9900V Hitachi
Storage Navigator remote console software. The Storage Navigator software communicates
directly with the 9900V subsystems via a local-area network (LAN) to obtain subsystem
configuration and status information, and send user-requested commands to the subsystem.
The Storage Navigator software displays the detailed subsystem information, and allows you
to configure and perform operations on the 9900V subsystem.

The 9900V can be connected to two LANs. The 9900V-internal LAN is a private LAN that is
used to connect the SVPs of multiple subsystems. Your intranet is a public LAN that allows
you to access one or more SVPs from individual Storage Navigator computers. This
configuration allows you to easily access and control the registered 9900V subsystems. In a
SAN environment, where several subsystems may be connected together, you must designate
a primary SVP, which can be either an SVP connected to a 9900V subsystem, or a web server
with the exact same configuration as an SVP (see section 2.4).
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Figure 1.1 illustrates the relationship between the Storage Navigator computer(s) and the
SVP.

Storage Navigator SVP 9900V™ Disk subsystem

ﬁ Private LAN
i [ ] L
h B

Private LAN

]

D

I

Web Browser

Download HTTPD Web Client
server [T Java™ Applet

Web Client

Java™ Applet
program is

running.

Data communication

RMI™
Server

Configuration
information

Information acquisition

Web Client (JUM™) Web Server (JVM™)

Figure 1.1 Sample Storage Navigator and SVP Configuration

Note: The use of the Storage Navigator software and all other Hitachi Data Systems products
is governed by the terms of your license agreement(s) with Hitachi Data Systems.
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The 9900V Storage Navigator Java™ applet program displays the configuration information
for the attached 9900V subsystems and enables you to perform the following types of
operations:

Enabling and disabling options (see sections 2.5 through 2.7)

Viewing the detailed information of the subsystem (see section 3.1.2)
Launching the desired option (see section 3.1.3)

Editing the storage device list (administrator only; see section 3.2)
Editing the user account list (administrator only; see section 3.3)

Setting the Storage Navigator environment parameters (administrator only; see section
3.4)

Viewing the Storage Navigator log information (administrator only; see section 3.5)
Downloading the log and configuration files (administrator only; see section 3.6)

Restoring the storage device list, the user account list and the environment parameters
(administrator only; see section 3.7)

Viewing the Storage Navigator information and changing the password (see section 3.8)
Extending cache memory and LUNs using the Just In Time functions (see section 3.9)
Downloading Storage Navigator trace files using FD Dump Tool (see section 3.10)
Exporting data to files using the Export File function (see section 3.11)

Uploading files to the SVP using the FTP Client function (see section 3.12)

Setting SNMP Agent properties (see Chapter 4)

Enabling SSL-encrypted communication (see Chapter 5)

Using Configuration File Loader (see Chapter 6)

Note: This document does not cover all 9900V Storage Navigator features or web client
Java™ applet options (see Table 2.5). Please refer to the appropriate user’s guide for more
details about 9900V feature options. For further information on 9900V features and
functions, please contact your Hitachi Data Systems account team.
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1.2 Lightning 9900™ V Series Subsystem

The Lightning 9900V subsystem offers the following consolidated features to implement
more efficient storage management systems in a large-scale storage area network (SAN)
environment:

»  Improved capacity and scalability. The 9900V subsystem supports up to 8,192 logical
device (LDEV) addresses per subsystem, and can provide up to 138 TB of storage
capacity.

m  Continuous data availability. The 9900V subsystem employs the Hierarchical Star
Network (Hi-Star™) architecture to improve total performance of internal data transfer.
Hi-Star™ architecture uses high-speed crossbar switches among processors on channel
adapter boards, processors on disk adapter boards, and cache memory. The 9900V
subsystem also provides up to 64 fibre-channel interface paths or 32 serial-interface
paths, and enables simultaneous data transfer through each path.

m  Connectivity for SAN infrastructure. The 9900V subsystem can be configured for all-
mainframe, all-open, or multiplatform operations. The 9900V supports fibre-channel
ports and provides a variety of feature options to meet SAN requirements.

m  Subsystem scalability. The architecture of the 9900V subsystem accommodates
scalability to meet a wide range of capacity and performance requirements. The 9980V
model includes one controller frame containing the control and operational components
of the subsystem, and up to four disk array frames containing the storage components
(disk drive arrays) of the subsystem. The 9970V model includes one frame containing the
controller and disk components of the subsystem.

For further information on the 9900V subsystem, please refer to the Hitachi Freedom
Storage™ Lightning 9900™ V Series User and Reference Guide (MK-92RD100), or contact your
Hitachi Data Systems account team.
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1.3

User Access Control

The Storage Navigator Java™ applet program provides three basic levels of user access:
m  Administrator (root) access
m  Restricted (write) access

m  Ordinary user (view) access

Administrators have write access to all Storage Navigator functions. Certain functions are
restricted to administrators, including the following:

m  Enabling and disabling options (see section 2.7),

= Editing the storage device list (see section 3.2),

= Editing the user account list (see section 3.3),

m  Setting the environmental parameters (see section 3.4),

m  Viewing and downloading the log and configuration information (see sections 3.5 and
3.6), and

m  Restoring backup files (see section 3.7).

The remaining functions are referred to as restricted functions, and non-administrators can
be assigned write permission to one or more of these functions. The ability to assign
different access permissions for each individual function allows maximum flexibility and
control over the 9900V Storage Navigator functions. See section 3.3 for instructions on
assigning write permissions for restricted functions.
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1.4  Storage Device List and User Account List

6

The Storage Navigator administrator is responsible for registering storage devices with the
primary SVP. This information is compiled into the storage device list, which includes
information such as device name, IP address or host name, and device location. See section
3.2 for more details. You can display the storage device list on your web browser by
accessing the following URL (where xxx.xxx.xxx.xxx is the IP address or host name of the
primary SVP):

htt p: // xxx. XxxX. Xxxx. xxx// cgi -bi n/utility/sjc0000. cgi

If you want to specify the SVP in the URL using the host name instead of IP address, you
need to register the host name and IP address either to the DNS server or the hosts file of
the Storage Navigator computer, as follows:

m  DNS: You need to register the IP address and host name of the SVP to the DNS server
that manages the network to which the SVP is connected.

m  Hosts file: You need to enter the IP address and host name of the SVP to the hosts file of
the Storage Navigator PC, which is in the following directory:

—  Windows®: C:\WINDOWS\system32\drivers\etc\hosts
—  UNIX®: /etc/hosts

If you will be using SSL-encrypted communication, you will need to use the server name
(which is entered to the certificate as a common name) as the host name. See Chapter 5 for
more details on SSL-encrypted communication.

The Storage Navigator Administrator is also responsible for entering users for each subsystem
into the user account list, which is stored in that subsystem’s SVP. The user account list
includes information such as user ID, password, and write permission for each 9900V option.
See section 3.3 for more details.
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1.5 Important Terms and Concepts

The 9900V Storage Navigator user should be familiar with the following terms and concepts:

Disk controller frame. The 9900V subsystem has one disk controller frame that controls
all data access and storage operations. The 9900V provides up to 32 logical control unit
(CU) images and supports 3990-6, 3990-6E, and 2105-F20 controller emulation types.
Note: The 3990-3 and 2105-E20 controller emulation types are not supported.

Disk array frame. The 9980V subsystem can be configured with up to four disk array
frames containing the storage components (disk drive arrays) of the subsystem. The
9970V subsystem consists of one frame containing both the disk controller and storage
components.

Parity group. A parity group (also called an array group) is a set of hard disk drives that
are treated as one group. For example, a RAID-5 3D+1P parity group consists of four disk
drives (3 data and 1 parity). A parity group contains both user data and parity
information, and the parity information is used to automatically reconstruct the user
data if one of the disk drives in the parity group becomes unavailable.

LDEV (logical device). The 9900V subsystem supports a maximum of 8192 LDEVs. An
LDEV used by mainframe hosts can be called a device, a logical volume image (LVI), or a
volume. An LDEV used by open-system hosts can be called a device (for example, SCSI
disk device or raw device) or a logical unit (LU or LUN). The 9900V subsystem supports a
maximum of 512 LU paths per fibre-channel port.

Java™ applet program. The 9900V Storage Navigator is provided as a Java™ applet
program. When a Storage Navigator user accesses and logs on to the desired SVP, the
Java™ applet is downloaded from the SVP (web server) to the Storage Navigator (web
client) computer. The Java™ applet program runs on a web browser on the Storage
Navigator system.

RMI™ (remote method invocation). RMI™ is a remote procedure call that allows Java™
objects stored in the network to be run remotely. In the 9900V Storage Navigator
network environment, the Storage Navigator downloads Java™ objects from the SVP.

CU (control unit). The 9900V subsystem supports a maximum of 32 logical CU images
numbered sequentially from 0-1F. Each CU image controls up to 256 LDEVs. LDEVs within
the 9900V subsystem are accessed by a combination of CU image number and device
number (00-FF). Table 1.1 lists the device numbers for each CU image.
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Table 1.1 Device Numbers for Each CU

CU Number Possible Device Numbers CU Number Possible Device Numbers
0 0:00 to 0:FF 10 10:00 to 10:FF
1 1:00 to 1:FF 1 11:00 to 11:FF
2 2:00 to 2.FF 12 12:00 to 12:FF
3 3:00 to 3:FF 13 13:00 to 13:FF
4 4:00 to 4:FF 14 14:00 to 14:FF
5 5:00 to 5:FF 15 15:00 to 15:FF
6 6:00 to 6:FF 16 16:00 to 16:FF
7 7:00to 7:FF 17 17:00 to 17:FF
8 8:00 to 8:FF 18 18:00 to 18:FF
9 9:00 to 9:FF 19 19:00 to 19:FF
A A:00 to A:FF 1A 1A:00 to 1A:FF
B B:00 to B:FF 1B 1B:00 to 1B:FF
C C:00 to C:FF 1C 1C:00 to 1C:FF
D D:00 to D:FF 1D 1D:00 to 1D:FF
E E:00 to E:FF 1E 1E:00 to 1E:FF
F F:00 to F:FF 1F 1F:00 to 1F:FF
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Chapter 2 Installation Requirements and Procedures

21  System Requirements

The 9900V Storage Navigator Java™ applet program is downloaded from the SVP to the
Storage Navigator computer. The applet runs on the web browser of the Storage Navigator,
and communicates with the attached 9900V subsystems via the TCP/IP network.

The 9900V Storage Navigator software has the following system requirements:

Hitachi Lightning 9900V subsystem(s). The 9900V Storage Navigator can be attached to
multiple subsystems of the same type (e.g., 9900V to 9900V).

Note: If you want to connect to more than one subsystem, you must log on to the SVP of
each of the desired subsystems, and use individual web client Java™ applet programs on
separate web browser windows.

9900V Storage Navigator computer(s). Table 2.1 and Table 2.2 list the system
requirements for the 9900V Storage Navigator system, including the supported browsers
and Java Runtime Environment™ version(s) for each operating system.

— A web browser is required on the Storage Navigator computer/system.

— Up to 32 Storage Navigator users can concurrently access the same 9900V subsystem,
but only one user can be in Modify mode at a time. Users in View mode can view the
subsystem information, but cannot make any changes. An administrator can see who
is currently using the Storage Navigator by checking the logon access log (see section
3.5).

LAN cables and connection:

— Thinnet coaxial cable. For twisted-pair connections, contact the Hitachi Data
Systems Support Center for assistance.

— The total length of the LAN cables must not be greater than 185 meters (607 feet).

9900V license keys for Storage Navigator and other features

Hitachi Lightning 9900™ V Series Remote Console — Storage Navigator User Guide 9
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Table 2.1

9900V Storage Navigator System Requirements for Windows®

Item Requirements

Operating System Windows NTE Service Pack 4 or | Windows XP® Service Pack 1 or | Windows Server™ 2003
later, or Windows® 2000 later

Processor (CPU) 400 MHz Pentium" or better 400 MHz Pentium" or better Pentium IIl 550 MHz or better

Memory (RAM) 128 MB or more. (Note 1) 128 MB or more. (Note 1) 128 MB or more. (Note 1)

256 MB or more recommended.

256 MB or more recommended.

256 MB or more recommended.

Available hard drive
space

150 MB or more

150 MB or more

150 MB or more

Monitor

High-Color 16-bit or better
Resolution: 1024x768 or better

High-Color 16-bit or better
Resolution: 1024x768 or better

High-Color 16-bit or better
Resolution: 1024x768 or better

Keyboard and mouse

You cannot use the mouse
wheel feature.

You cannot use the mouse wheel
feature.

You cannot use the mouse
wheel feature.

Ethernet LAN card for
TCP/IP network

100BASE-T

100BASE-T

100BASE-T

Web browser

Internet Explorer 4.0, 5.x, or 6.0

Internet Explorer 6.0

Internet Explorer 6.0

Java Runtime
Environment™

JRE™ 1.3.1_01,1.4.1,0r1.4.2
(Note 2)

JRE™ 1.4.1 0or 1.4.2 (Note 2)

JRE™ 1.4.2 (Note 2)

Note 1: If the RAM on the Storage Navigator PC is 128 MB or less, the maximum number of
concurrent users for Storage Navigator and Export Tool is one. If multiple instances of

Storage Navigator or Export Tool are to be started on the Storage Navigator PC, more than
256 MB of memory is recommended for the Storage Navigator PC.

Note 2: If JRE™ is not already installed on the Storage Navigator computer, it will be
downloaded when you log onto the server. If you receive an error message (see Figure 2.1),
you can download JRE™ from the Java™ web site at www.java.sun.com. If the Storage
Navigator computer is not connected to the Internet, download the JRE™ install program
onto another computer and then copy it onto the Storage Navigator computer. For
instructions, see the JRE™ install guide.

= For Windows® systems, if JRE™ is installed successfully, the Java™ plug-in is in the
Control Panel. Please confirm that you can activate the JRE™ by the plug-in icon.

directory where the Java Runtime Environment™ is installed.

Windows Installer '

Thiz installation package could not be opened. “erify
that the package exiztz and that vou can accessz i, or
cantact the application vendar ta verify that thiz iz a

walid windows [nztaller package.

Figure 2.1

Windows® Error Message

x|
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Table 2.2

9900V Storage Navigator System Requirements for UNIX®

Item Requirements for Solaris® Requirements for HP-UX® Requirements for Red Hat®
Linux®

Operating System | Solaris™ 8, or Solaris™ 9 HP-UX® 11.0, or HP-UX® 11i Red Hat® Enterprise Linux® AS
Version 2.1

Processor (CPU) | 400 MHz Ultra SPARC™ I or better | 440 MHz PA-8000 Pentium® 11l 600 MHz or better

Memory (RAM) 512 MB or more 512 MB or more 512 MB or more

Available hard 150 MB or more 150 MB or more 150 MB or more

drive space

Monitor Resolution: 1024x768 or greater Resolution: 1024x768 or greater | Resolution: 1024x768 or greater

Keyboard & mouse

You cannot use the mouse wheel
feature.

You cannot use the mouse wheel
feature.

You cannot use the mouse wheel
feature.

Ethernet LAN card | 100BASE-T 100BASE-T 100BASE-T

for TCP/IP network

Web browser Solaris™ 8: Netscape™ 4.7x or 6.2 | Netscape 4.7x (Note 3), Mozilla 1.2.1 (Note 2)
(Note 1), Mozilla 1.2.1 (Note 2) Mozilla 1.2.1_01

Solaris™ 9: Mozilla 1.2.1 (Note 2)
Netscape 6.2

Java Runtime
Environment™

Solaris™ 8: JRE™ 1.3.1_02,
1.3.1_07, or 1.4.2 (Note 4)

Solaris™ 9: JRE™ 1.4.2 (Note 4)

RTE1.3.1_02 or
RTE1.4.1_03 (Note 5)
Java Plug-in 1.3.1_02 (Note 6)

JRE™ 1.4.2

Note 1: You can download the Netscape® 4.7 browser for Solaris” from the Netscape® web
site at www.netscape.com.

Note 2: You can download Mozilla 1.2.1 from http://www.mozilla.org/releases/old-
releases-1.1-1.4rc3.html.

Note 3: You can download the Netscape 4.7° browser for HP-UX® from the Hewlett-
Packard® web site at
http://www.hp.com/workstations/risc/standard/software/netscape/index.html.

Note 4: You can download JRE™ from the Java™ web site at www.java.sun.com.

= For Windows® systems, if JRE™ is installed successfully, the Java™ plug-in is in the
Control Panel. Please confirm that you can activate the JRE™ by the plug-in icon.

m  For UNIX®systems, please confirm that you can open the ControlPanel.html file in the
directory where the Java Runtime Environment™ is installed.

Note 5: You can download RTE from the following web site. Please confirm that you can
open the ControlPanel.html file in the directory where the RTE is installed.
http://www.hp.com/products1/unix/java/java2/sdkrte1_3/downloads/index.html.

Note 6: You can download Java Plug-in from the web site at
http://www.hp.com/products1/unix/java/java2/jpi/downloads/index.html.
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2.2 Setting Up the Storage Navigator

The Hitachi Data Systems representative installs the SVP software and LAN cabling. You will
need to document the serial numbers (SNs) and IP addresses or host names of each 9900V
subsystem, because these numbers are required for Storage Navigator operations.

Note: It is important to verify that you have a unique IP address or host name for each SVP,
to avoid any conflicts. If a conflict occurs, obtain a unique IP address or host name for the
desired 9900V subsystem. You can also contact the Hitachi Data Systems Support Center for
assistance in assigning IP addresses or host names.

To connect to the desired 9900V SVP and use the Storage Navigator Java™ applet program, a
web browser is required on the Storage Navigator computer. For instructions on editing the
storage device list, see section 3.2.

To configure your web browser:

1. Make sure that the Storage Navigator is connected to a network via a LAN.

Caution: Using a modem for network connections is not supported.

2. Make sure that cookies are enabled on the browser.

3. Install Java Runtime Environment™. Refer to Table 2.1 for the appropriate version for
your operating system.

Caution: Do not access any unreliable web sites from your Storage Navigator computer.

To configure Storage Navigator to connect over a firewall:

To enable the Storage Navigator to communicate with the 9900V SVP over a firewall, you
must use the following TCP/IP port numbers:

s FTP: 21
= HTTP: 80
= SNMP: 161

m SNMP Trap: 162
= RMI: 1099
m 51099 (this is a port used by Storage Navigator for communication)

= 51100 (this is a port used by Storage Navigator for communication)

Note: When you connect the Storage Navigator and the SVP over a firewall, make sure to
connect them through these TCP/IP ports to configure the firewall.
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2.3

2.31

Using the Storage Navigator

Storage Navigator Conventions

On most Storage Navigator panels, if you specify different settings for the values on the

panel, the text color of that value changes to blue or the icon changes, but the changes

are not implemented until you select Apply. Table 2.3 describes the text colors and font
types displayed on the Storage Navigator panels.

You can create and store up to 1,000 settings or operations before actually applying
them to the 9900V subsystem. To avoid a possible error, do not apply more than 1,000
settings at a time.

The layout of a Storage Navigator panel is reset when you select Apply, Refresh (), or
when you switch tabs.

When the microcode is being updated on the SVP, you must exit and restart all web
browsers on the Storage Navigator.

If a Storage Navigator user is in Modify mode, and is applying settings, you are not able
to log onto the Storage Navigator until after those settings have been applied. A wait of
longer than five minutes indicates an abnormal end, in which case you need to exit and
restart the browser.

When an internal process is being executed on the SVP (for example, a configuration
change, option check, or an operational information acquisition), Storage Navigator
processing might be temporarily delayed.

If you reset the time of the clock on the Storage Navigator, clear the existing temporary
Internet files of your web browser before logging on to the Storage Navigator.

When the ShadowImage or Shadowlmage S/390® quick-restore operation is being
performed, a Storage Navigator panel may display old information (status before the
quick restore operation) on logical volume (LDEV) configurations. In this case, wait until
the quick restore operation completes, and then select Refresh ([Z])) to update the
Storage Navigator panel.

If you request a change to the subsystem configuration while another change is being
made, an error message is displayed.

— If the error occurs while you are logging on or selecting the Apply button to
implement changes, wait for a few minutes then retry the operation.

— If the error occurs while you are either selecting a button to launch an option,
switching between Modify mode and View mode, or switching tabs, wait for a few
minutes then select Refresh () and retry the operation.

If you remain in Modify mode for a certain period of time without making any changes
(the default is 30 minutes), the subsystem releases the Modify mode, and you are
returned to View mode (see section 3.4).
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= WARNING: Do not change the screen resolution while you are displaying a Storage
Navigator panel, or you may have unexpected results. Certain screen savers change the
screen resolution automatically, so you should not use them while using Storage

Navigator.

m  Note: A Java Applet Window may display at the bottom of a screen item (such as a
dialog box, popup menu, combo box, or tool tip) on a Storage Navigator panel (see
Figure 2.2). This is not an error, so don’t be concerned about it.

LUN Manager | pm-t|

B Lu Path & security

I - =)
o Selected 1=
Ly Port - Host Group | Mame | L1 -B(ES)
5 @ CLI-AER) DODDDD.. [Name00i4] . J
- % CL1-C(Ed)
- p———— F DODDDD.. Mamed00s| FEESE
[ Chae Arel Geug DDDDDD.. Namenoo3| |- DE2
. @5 Clear Host Group DODDDD. | Mamenons| |- -EED
- @) ¢ Add New WiV DOODDD.. | Namenoos| |~H1-FIE 2ndl(A0)
y ¢ Copy DODDDD..|Mame0odg| [©H1-GIE 3rdlEn
§ o ol Wik COoDDDD.. |Marmenoo7| [SL1-HE ‘“h]iAE_‘J s
- CL1-E(ET) COODDOD.. [Namel00g| Java Applet Window
ZLA-FE 2nd)(AD0 DDDODD.. [MarmeD00s 0000000000000009
- E3 CL1-G[E 3rd)(ED DODDDD..[Marne0d10]  0000000000000010
=-F3 CLI-HIE 4th](aE) = DooDDD.. |Mamedot 1 0000000000000110 L=
Figure 2.2 Examples of a Java™ Applet Window
Table 2.3  Text Color and Font Type Displayed on Panels
Color and font type [ Description
Blue bold italic Indicates that you have changed settings on the panel, but the changes are not yet implemented.
To implement the changes, select the Apply button.
Red italic Used for Performance Monitor, Cruise Control, Priority Access and Extended Copy Manager
(e-Copy)
For more information, please refer to the following documents: Hitachi Lightning 9900™ V Series
Performance Monitor User’s Guide (MK-92RD133)
Hitachi Lightning 9900™ V Series CruiseControl User’s Guide (MK-92RD106)
Hitachi Lightning 9900™ V Series Priority Access User’s Guide (MK-92RD117)
Hitachi Lightning 9900™ V Series Extended Copy Manager (e-Copy) User’s Guide (MK-92RD137)
Green bold Used for the LUN Manager copy function. For more information please refer to Hitachi Lightning
9900™ V Series LUN Manager User's Guide (MK-92RD105).
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2.3.2 Keystroke and Navigation Conventions for the Storage Navigator

The Storage Navigator has the following keystroke and navigation conventions:

Table 2.3 describes the text colors and font types displayed on the Storage Navigator
panels.

In general, you can select an object on a panel by left-clicking the mouse. Certain
commands can be displayed by right-clicking an object. In some cases you can use the
right mouse button to drag and drop an item. This is noted in the instructions for each
operation. You can sort objects listed in a table by selecting the header of a column you
want to sort.

You cannot use the mouse wheel feature.

As a general rule, you can only enter alphanumeric characters (ASCIl codes) into a text
box on Storage Navigator. There are certain exceptions, including the following:

"N Y < > | # &+ =,

Which symbols are and are not usable depends on the panel and the program product
options. For further information, please refer to the corresponding sections or
documents.

You cannot use the Home, End, or Delete keys for Storage Navigator operations.

Always use Exit ( Q) to close Storage Navigator panels. Do not close Storage Navigator
panels by:

— selecting Close ((X]) on the panel,
— using the File or Exit commands, or
— selecting Alt+F4.

Note: If you accidentally close the panels using one of these methods, wait for an RMI™
time-out, and then restart the Storage Navigator (see section 3.4).

Do not use function or shortcut keys such as F5, Ctrl+F, Esc, and Ctrl+A for Storage
Navigator operations, because these may have unintended consequences. For example,
the F5 key exits and restarts the Storage Navigator. If you select the F5 key by accident,
close all panels (including the Storage Device List panel), and then log on again.

Because of Java™ applet security safeguards, you cannot copy and paste objects (text)
from other applications during Storage Navigator operations.

After dragging and dropping objects to another location or area, you might not be able
to use the scroll bar on that location or area. If this occurs, close all panels, and then
log in again.

You cannot drop an object to an area or location where no object exists.

Note: When you attempt to drop an object to an invalid area or location, no warning
icon is displayed.

To drag and drop adjacent objects, use the Shift key to select a group of objects. Hold
down the Ctrl key while you select the last object in the group. then drag and drop the
objects.

To drag and drop nonadjacent objects, use the Ctrl key to select a group of objects.
Continue to hold the Ctrl key down while you drag and drop the objects.
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When you try to drag and drop multiple objects, the items may remain selected. If this
happens, repeat the drop operation. On rare occasions, the shape of the icon (object)
does not change after the drag and drop operation, but this is not a problem.

If you move from a Storage Navigator panel to another Web page, selecting the Back
button on your browser returns you to the Storage Navigator main panel, Information tab
(see Figure 3.1).

2.3.3 Conventions for Using the Storage Navigator on UNIX® Workstations

When you use the Storage Navigator on UNIX® workstations, the following additional
parameters apply:

Storage Navigator panels:
— You cannot change the window size.

— The styles and colors of some panels are displayed differently from those panels
displayed on Windows® systems.

Netscape Navigator® browser:

— If a java_vm process or a Netscape browser process becomes hung up, Storage
Navigator performance becomes abnormal. Delete the abnormal process and
continue with Storage Navigator operations.

—  When you use the Storage Navigator on the Japanese version of the Netscape®
Navigator browser, enter the following commands using the X Server Emulator:

B Shell:
LANG=C
export LANG
C Shell:
setenv LANG C

After installing the JRE™ file on UNIX® workstations, enter the following commands using
the X Server Emulator:

— B Shell:

PATH=SPATH:[JRE installation directory path]/jre/bin
export PATH

— CShell:

setenv PATH ${PATH}:[JRE installation directory
path]/jre/bin
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CruiseControl and Priority Access (Prioritized Port Control) panels:

You cannot drag and drop objects on the Hitachi CruiseControl and Priority Access
(Prioritized Port Control) panels. You must use the buttons instead.

If you select the icon for the Storage Navigator main panel when you are using either
Hitachi CruiseControl or Priority Access (Prioritized Port Control), these panels may
be wholly or partially obscured behind the Storage Navigator main panel. Before you
can use the Storage Navigator main panel, close these panels by selecting the E
button. This terminates the process. If you want to continue the process, select the
CruiseControl or Priority Access panel to bring it to the foreground.

The Close button ([%]) on the Hitachi CruiseControl panel and the Priority Access
(Prioritized Port Control) panel remains active even if you select the Apply button,
and the processing is being executed. If you select the X button after selecting the
Apply button, the panel closes but processing continues.

For the first two operations only, the word “Processing” is displayed on the message
dialog box of the Hitachi CruiseControl panel and the Priority Access (Prioritized Port
Control) panel. This message does not appear for the third and later operations.

When you use Storage Navigator on Solaris™ workstations:

You cannot drag and drop objects on the LUN Manager panel. You must use the buttons
instead.

When you use Storage Navigator on HP-UX® workstations:

If you select any part of the Storage Navigator main panel while a dialog box is displayed,
that dialog box may be wholly or partially obscured behind the Storage Navigator main
panel. Before you can use the Storage Navigator main panel, close the obscured dialog
box first.
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2.3.4 Notes on Using the Storage Navigator on Windows Server® 2003 Computers
If you are using a Windows Server® 2003 computer, you must first set the preferences in
Internet Explorer® as follows:

1. In Internet Explorer®, select Tools, and then Internet Options. The Internet Options
panel appears (see Figure 2.3).

2. Click the Advanced tab.
3. Clear the Do not save encrypted pages to disk check box.

4. Click OK to close the Internet Options panel.

Generall Seu:urit_l,ll F'rivau:_lrll D:untentl Eunnectinnsl Programs Advanced

Settings:

O Just display the results in the main window ;I
& Just go to the most likely site
é Security
Check for publisher's certificate revocation
Check for zerver certificate revocation [reguires restart)
Check for zsignatures on downloaded programs
[WED o not save encrypted pa o disk
Empty Temporary Intermet Files folder when broveser iz clozed
Enable Integrated "Windows Authentication [requires restart)
Enable Profile Assistant
Use 55L 2.0
Usze 55L 3.0
[ UseTLS1.0
“Warn about invalid site certificates
Wwarm if changing between secure and not secure mode
| Woarn if farmns submittal is being redirected | -
4 b

Restore Defaults |

] I Cancel | Apply |

Figure 2.3  Clearing the “Do Not Save Encrypted Pages to Disk” Checkbox
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2.4 Starting Up and Logging On To the 9900V

Important: Because the initial user ID has administrator-level access, one of the first tasks
for the 9900V Storage Navigator administrator should be to change the password, in order to
maintain protection of the administrator-only and restricted functions. If you are logging on
to the 9900V for the first time, use the initial user ID and password to log on as an
administrator. All user IDs and passwords are case-sensitive. If the administrator password is
lost or forgotten, you must call the Hitachi Data Systems Support Center in order to regain
access to the restricted functions.

All 9900V Storage Navigator (web client) users are required to log on to the Storage
Navigator SVP (web server) with a valid user ID and password before executing the Storage
Navigator Java™ applet program. You must have administrator access to register Storage
Navigator users and assign or modify user access (see section 3.3).

Figure 2.4 shows an overview of the login process.

Storage Device List

; Primary e —
Storage Navigator SVP . = . .' = T 6900V ™ Subsystem
i I:I Specify URL == Window @______
Z—————N -I—Ii‘ i
Web Client Web Server =
Logon
4
.
§
i
Web Server O ol
Web Server @

Figure 2.4  Logon Process
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Table 24  Logon Specifications and Restrictions

Item

Specification

Maximum number of concurrent users

The 9900V can support up to 32 concurrent users, but only one user can be in
Modify mode at a time. The exceptions are displaying the Performance Monitor
panel and executing the Export Tool, in which cases the limit is two concurrent
users.

Logging on to multiple web servers
(SVPs)

The same user can concurrently log on to more than one web server, by opening
an individual storage device list for each SVP, downloading the web client Java™
applet program from each SVP, and executing the Java™ applets on separate
web browser windows.

Note: If you execute multiple web client Java™ applet programs for multiple
SVPs, insufficient memory may degrade performance.

Logging on to the same web server
more than once concurrently

The same user (ID) may not have multiple concurrent sessions with the same web
server (SVP).

Logon history

All logon information, including user ID, logon and logoff time, is recorded in the
logon history, which can be viewed by the Storage Navigator administrator.

Automatic logoff operation

If the user cannot perform Storage Navigator operations for a specific period of
time because of a network error, the user is be automatically logged off from the
SVP. The default is one minute, but the Storage Navigator administrator can
specify a different amount of time.

Note: You must add the desired subsystems to the storage device list on the primary SVP
(web server), before logging on to any SVP. For instructions on editing the storage device
list, see section 3.2. Refer to Table 2.4 for specifications and restrictions concerning logon

operations.
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To log onto a subsystem:

1.
2.

10.

11.

Log onto the Storage Navigator, and start your web browser.

To open the Storage Device List panel (see Figure 2.5), specify the URL of the primary
SVP as follows: http://xxx.xxx.xxx.xxx/cgi-bin/utility/sjc0000.cgi
(where xxx.xxx.xxx.xxx is the IP address or host name of the primary SVP).

Note: If you are using a Windows Server® 2003 computer, the Enhanced Security
Configuration Warning message may display (see Figure 2.7). If this message appears,
select In the future, do not show this message then OK.

Select the hyperlink (either from the No. column or the Nickname column) of the
desired SVP.

Because Storage Navigator is a Java™ applet, the first time that you log onto the server
from a particular Storage Navigator computer, the Verisign® Security Warning panel
displays (see Figure 2.6). Select Always, and you should not see this panel in the future.

If the SVP is set to support SSL-encrypted communication, the Establishing Secure
Connection Warning panel (see Figure 2.8) displays. Select OK.

If the View Certificate panel (see Figure 2.9) displays, select the View Certificate
button to verify that the certificate is correct, then select Yes. See Chapter 5 for more
details on SSL-encrypted communication.

The Logon panel displays (see Figure 2.10). If you are using a Windows Server® 2003
computer, the Website Content Blocked message (see Figure 2.11) may appear. If this
message appears, take the following steps:

a) Select Add in the message panel. The Trusted Sites panel appears (see Figure 2.12).

b) In Add this Web site to the zone, enter the URL of the SVP that you want to log
onto.

c) If you do not know the URL, check the Storage Device List panel for the host nhame or
the IP address of the SVP. For example, if the host name is host01, the URL is
http://host01. If the IP address is 127.0.0.1, the URL is http://127.0.0.1.

d) Select Add. The URL of the SVP is added to the list of trusted sites.
e) Select Close. The Trusted Sites panel closes.

Note: You cannot log on to two or more SVPs from the same Storage Device List panel.
If you try to start a second Storage Navigator session, a message panel is displayed (see
Figure 2.13). This message appears even if you have not logged onto the primary SVP.

Enter the user ID and password.
Select OK to log on to the primary SVP.

If the SVP is set to support SSL-encrypted communication, the Display Nonsecure
Warning panel (see Figure 2.14) may display, depending on which web browser you are
using. If it displays, select Yes.

The Storage Navigator main panel (see Figure 3.1) displays.
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[No| Nickname | ProductName | SerialNo. | Host Name / IP Address | Location
1 ‘@M ‘xxxx)n ‘nnnnm ‘127,0,0,1
2 ‘@Mﬂ ‘xxxxxz ‘uuuuuz

Location_1

Datad02 Location 2

’T‘%M ‘xxxxxa ‘uuuuus ‘127_0.0.3 Location_3
Figure 2.5  Storage Device List Panel
Warning - Security

Do vou want to trust the signed applet distributed by "Hitachi Lid."?

FPuhlisher authenticity verified by: "WeriSian, Inc"

J%g The security cerificate was issued by a campany that is trusted.

J%§ The security cerificate has not expired and is still valid.

Caution: "Hitachi Ltd " asserts that this content is safe. You should anly accept

this content if you trust *Hitachi Lid " to make that assertion.
More Details

| Yes || Mo || Always |

Figure 2.6  Verisign® Security Warning Panel

Internet Explorer x|

Microzoft Intemet Explorer's Enhanced Security Configuration is currently enabled an your
zervel. Thiz enhanced level of zecunity reduces the rizk of attack from 'web-baged content
that iz not zecure, but it may alzo prevent Web sites from displaying conectly and restrict
access to netwark resources.

¥ i the future, do nat show this message

Learn more about [ntermet Explarer's Enhanced Secunty Confiquration. .

Figure 2.7  Enhanced Security Configuration Warning Message
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Security Alert

I

Figure 28  Establishing Secure Connection Warning Panel

Security Alerk

Figure 2.9  View Certificate Panel
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FLogon- :Storage_1,156,214.133.46 - Microsoft Internet Explorer

Storage Navigator:

User ID; |
Password: I

Figure 210 Logon Panel

Internet Explorer

Figure 211 Website Content Blocked Message
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Trusted sites

v

http:/i156.214.133.166

hkbp: f1* windowsupdate . microsaft, com
http: ffoca. microsaoft, com

https: ffoca. microsoft, com

hkbp: ffwindowsupdate, microsoft, com
hkkp: f* windowsupdate,. com

Figure 212 Trusted Sites Panel

Microsoft Internet Explorer

Figure 214 Display Nonsecure Warning Panel
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2.5 View Mode and Modify Mode

2.51

26

Changing Between View Mode and Modify Mode

Note: You must have administrator or write access for the option that you want to use in
Modify Mode.

To change between View mode and Modify mode:

1.

Verify that the subsystem is unlocked. If all users are operating in View mode, the
Unlocked icon (EJ) and the View Mode icon (_»|) are displayed on the upper right of the
Storage Navigator panels (see Figure 2.15). If a user is operating in Modify mode, or if
subsystem maintenance is being performed, the Locked icon (BJ) is displayed, and you
are not able to implement changes.

Select the Mode Changing icon, which should be in View mode (A). Click on the icon,
and a confirmation message displays (see Figure 2.16). Select OK. A progress bar
showing the time remaining for Modify mode will be displayed next to the Modify mode
icon (see Figure 2.18). For more information on the Modify mode timeout period, see
section 2.5.

Once you are in Modify mode, the Mode Changing icon changes from a gray background
to a yellow background (L»), and the Locked icon ([&]) is displayed (see Figure 2.17).

Once you have applied your desired changes, change back to View mode. Select the
Mode Changing icon (#). The confirmation message displays (see Figure 2.16). Select
OK and you are returned to the View mode.

Version : 21-03-00/00 Version : 21-03-00/00

2= N e | I = AP e |

Figure 2.15 View Mode (Unlocked and Locked)

3 Hitachi 9980V/9970V

Doyou want to change the mode?(110 9104)

Cancel |

I.Java Applet Window

Figure 216 Mode Changing Confirmation Message

Version : 21-01-01/00

. B[ g

Figure 217 Modify Mode
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Viersion : 21-09-01/00

| 27 ninude(s) emaning n session.___[RER aﬁ:ﬁJEng

Figure 218 Modify Mode Timeout Indicator

2.5.2 Extending the Modify Mode Timeout Period

When you are in Modify mode, the time remaining before the mode is reset to View mode is
displayed both as a progress bar and numerically (refer to Figure 2.18). The default for the
Modify mode timeout period is 30 minutes. Once that time period expires, Modify mode is
released.

By selecting the Reset button (to the right of the progress bar; refer to Figure 2.18), you can
add another timeout period to the remaining time. For example, if the Modify mode timeout
period is set at the default, which is 30 minutes, selecting the Reset button will extend the
time remaining by 30 minutes.

To change or disable the Modify mode timeout period, see section 3.4. If you disable the
timeout period, the progress bar will not be displayed.
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2.6 License Keys

28

A license key is a text string that functions as a password, because it is entered into Storage
Navigator and unlocks the protection of an option. Because each license key is generated
with a subsystem serial number and option ID input, each subsystem requires a unique
license key code. License key codes for each option (including the Java™ applet) and

subsystem are provided at the time of purchase (see Figure 2.19.)

(1) Installing an Individual Option Using the License Key Code.

(1)
O Option A
M Option B
M Option C
O Option D
O Option E

(2)

™ Suite 1
M Option A
M Option B

O Option D

O Option E

(2) Installing Suite Options Using the License Key File.

9900V™ Subsystem

Entering the License Key Code or
File from the Storage Navigator. SVP

Storage Navigator

Key Installation

Figure 2.19 Overview of License Keys and Option Installation

There are three types of license keys: a permanent key, an emergency key, and a temporary

key.

A permanent license key is issued when the software license is purchased. It is used to

enable the product indefinitely.

An emergency license key is used in situations where the temporary key is set to expire
in the near future, and the user cannot get the permanent key in time because of
special circumstances (for example, a licensed server has crashed or there are problems
with the communication infrastructure). An emergency key may also be used when a
user who does not intend to purchase the option needs to undo a configuration change
that was made during the lifetime of the temporary license key. An emergency key is
effective for 10 days. Note: If you forcibly install an emergency key to an option that
has already the permanent key, the license of that option expires in 10 days.
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2 Hitachi 9980/

® The trial days have exceeded the specified extended days. (405 5501

A temporary license key is for trial use. 75 days after the temporary license key is
installed (or when there are 45 days left before the expiration), a warning message is
displayed on the Storage Navigator main panel when you either start the Storage
Navigator or connect to a controller with the temporary license key. After 120 days, the
temporary license key expires. A message that warns the user of the expiration of the
license key is displayed, and the license key expiration is also reported to the host (see
Figure 2.20).

For Hitachi TrueCopy - $/390", Hitachi TrueCopy, Shadowlmage, and LUN Manager, the
expiration of a temporary license key has the following effects:

— No new configuration settings may be performed.

— The configuration settings that were made before the temporary license key expired
remain in effect and cannot be deleted.

— Note: Non-configuration settings that were made before the temporary license key
expired can be deleted from the SVP only (not from the Storage Navigator).

For Virtual LVI/LUN, LUN Expansion, FlashAccess, and Hitachi Parallel Access Volume,
the expiration of a temporary license key has the following effects:

— No new configuration settings may be performed.

— The configuration settings that were made before the temporary license key expired
remain in effect and cannot be deleted.

For Priority Access, the expiration of a temporary license key has the following effects:
— No monitoring functions may be performed.

— No new configuration settings (for example, upper-limit control, threshold control,
or selection of port type) may be performed.

— Configuration settings that were made before the temporary license key expired may
be expunged from the SVP only (not from the Storage Navigator). Contact your
Hitachi Data Systems service representative (see section 7.2).

Figure 2.20 Trial Period Expiration Error Message
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2.71
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Storage Navigator Options

Enabling and Disabling Options on the Storage Navigator (Administrator Only)

Table 2.5 lists the options for the 9900V Storage Navigator.

Table 2.5

Storage Navigator Options

Option Name

Notes

Hitachi TrueCopy — S/390®
Hitachi TrueCopy — S/390® Asynchronous

Hitachi TrueCopy — S/390® Asynchronous requires Hitachi TrueCopy — S/390®

Hitachi Extended Remote Copy

For controller emulation type 2105 only.

Hitachi TrueCopy
Hitachi TrueCopy Asynchronous

Hitachi TrueCopy Asynchronous requires Hitachi TrueCopy.

Hitachi Hi-Copy

Hitachi Shadowlmage — S/390®
Hitachi Shadowlmage
Hitachi Shadowlmage — FlashCopy®

Virtual LVI

Virtual LUN

LUN Expansion (LUSE) Used only for open-systems devices.
LUN Manager Used only for open-systems devices.

Performance Monitor
Hitachi CruiseControl™
Priority Access

Hitachi CruiseControl™ and Priority Access require Performance Monitor.

FlashAccess — S$/390©
FlashAccess

Includes the Partial Cache Residence (PCR) function.

Hitachi Parallel Access Volume

Used only for S/390® devices.

Hitachi SANtinel - $/390®
Hitachi SANtinel - $/390® Port Security

Used only for S/390® devices.

Extended Copy Manager (e-Copy)

Used only for open-systems devices. LUN Manager is not required to install e-Copy, but it
is required to use it.

Storage Navigator Software (includes the
Java API and the SNMP API)

Java™ applet programs that are downloaded from the SVP to the Storage Navigator.

Hitachi Multiplatform Backup/Restore

DB Validator Command Control Interface (CCl) is not required to install DB Validator, but it is required
in order to use it. A permanent key is required.

LDEV Guard

Open LDEV Guard

Note: Contact your Hitachi Data Systems account team for the latest information on 9900V features and options.

Note: The license for the Storage Navigator software options is verified when you log on to the SVP. If you are not licensed to
use a particular option, the icon for that option is grayed out.
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2.7.2 License Key Tab

The License Key tab of the License Key/SNMP/Just in Time panel allows you to install and
uninstall 9900V options for the connected subsystem. The License Key tab displays a list of
9900V options, and allows you to enter the license key code for a desired option. To open
the License Key tab, log onto the Storage Navigator. From the Storage Navigator main panel
(see Figure 3.1), select the License Key/SNMP/Just in Time icon (@) on the left side of the
panel. The License Key tab is the default view (see Figure 2.21).

Note: If no Storage Navigator options have been installed, this panel opens automatically
when you log on to the SVP.

Note: The option buttons (along the left side of the panel), and the subsystem information
icons (in the top right corner of the panel), have been omitted. For a view of the entire
screen, see Figure 3.1.

License Key | SHMP Information | Just in Time

I License Key

| Product Mame Key Type Permitted Yolumes Termidays) Status
Hitachi TrueCopy - SI380(R) FPermanent 1.0 TB{D.00 TH) Installed .|
Hitachi TrueCopy - SiI390(R) Asy... FPermanent 1.0 TB{0.00 TB) Installed
Hitachi Extended Remote Copy Permanent 1.0 TE{0.00 TE)Y Installed
Hitachi TrueCopy Fermanent 1.0 TB{0.00 TH) Installed
Hitachi TrueCopy Asynchronous Fermanent 1.0 TB{0.00 TE) Installed
Shadowlmage - S/380(R) FPermanent 1.0 TB{D.00 TH) Installed
" Shadowlmane - FlashCopyiR) . Mot Installed
Shadowlmage Permanent 1.0 TE{0.00 TE)Y Installed
Wirtual Lyl Fermanent 1.0TE Installed vI

License Install Mode & WeyCode ¢ File

KeyCode |

0.15 T8 FileNarne |

(MF 0.00 TB})

& Ol ahmEl

v e L L

A Mormal

Total Storage

instal | Uninstall |

Apply | Cancel |

Figure 2.21 License Key Tab on the License Key/SNMP/Just in Time Panel
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The License Key table is across the top of the License Key tab (see Figure 2.22).

I License Key
Product Name | keyType | Permitted Volumes | Tern(days) | Status |

;_*" Hitachi TrueCopy - S/380{R) . Permanent | 1.0 TB{D.00 TE} | | Installed -
s” Hitachi TrueCopy- S/390(R) Asy..  Permanent | 1.0 TB{0.00 TB) | | Installed

;_V Hitachi Exdended Remote Copy Permanent 1.0 TB{0.00 TB) Installed

3 Hitachi TruaCopy | Permanent | 1.0 TB(0.00 TE) 1 I Installed

& Hitachi TrueCopy Asynchionous Permanent 1.0 TB(0.00 TB) | | Installed

;_"' Bhadowimage - SI390(R) . Permanent | 1.0 TB(D.00 THE) | | Installed

s’ Shadowlmage - FlashCopy(R) ... | ) | ) | | Mot Installed

I;Y Shadowlmage Permanent 1.0 TB{0.00 TE) Installed

e Virtual LVI . Permanent | 1.0T8 | | Installed _'l

Figure 2.22 License Key Table

The License Key table has the following features:

= The Product Name column includes:
— Option name

— Icon that indicates whether the option is available (§¥ indicates Installed; 5
indicates Not Installed)

— Icon that indicates whether the option is set to install or uninstall (¥ indicates
Install Set, § indicates Uninstall Set)

m  The Key Type column shows the license type: Permanent, Temporary or Emergency.
m  The Permitted Volumes column shows the following:
— Available capacity (licensed capacity)

— Capacity that is already being used by the Hitachi TrueCopy, Hitachi Extended
Remote Copy, LDEV Guard, Open LDEV Guard, Hi-Copy and Shadowlmage options.
For example, if this column displays 10.0TB (2.50TB), the licensed capacity is 10.0
TB and the capacity already being used is 2.50 TB. See Table 2.6 and Table 2.7 for
more information on calculating volume capacities and estimating needed capacity.

Note: If the size is unlimited, Unlimited is displayed.

Note: Licensed capacities are calculated assuming that 1 kB = 1,024 bytes, 1 MB =
1,024 kB, 1 GB = 1,024 MB, and 1 TB = 1,024 GB.

m  The Term (days) column shows the number of days that remain before the expiration of
a temporary or emergency key. If the temporary or emergency key is no longer valid, the
number of days that have elapsed since the expiration of the license key is displayed
with a minus sign (-).

Continued on the following page.
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m  The Status column shows the current status of an option:

— Installed: The option is available. The Product Name column displays the Installed

icon (3¥).

— Not Installed: The option is not available. The Product Name column displays the

Not Installed icon (§).

— Not Enough: The volume capacity is insufficient. The Product Name column displays

the Installed icon (3¥).

— Time Out: The term has already expired for the temporary key. The Product Name
column displays the Not Installed icon (§).

— Reinstall Key: The option is not installed. The Product Name column displays the

Not Installed icon (§).

Table 2.6  Calculating Volume Capacity

Volume Emulation Type

Formula for Calculating Volume Capacity

3380-x, 6586-x, OPEN-x

720 KB x (number of user cylinders)

3390-x, 6588-x

870 KB x (number of user cylinders)

Table 2.7  Sample Estimation of Needed Capacity

Item Value
Volume emulation type 3390-3
Number of user cylinders 3,339
Number of volumes 2,048

Total volume capacity

870 KB x 3,339 x 2,048 = 5,949,296,640 kB
5,949,296,640 KB + 1,024 = 5,809,860 MB
5,809,860 MB+ 1,024 = 5,673.70 GB
5,673.70 GB + 1,024 =5.54 TB

Estimated needed capacity

Atleast6 TB
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The Total Storage graphic is on the lower left corner of the License Key tab, and displays
the total volume capacity currently available in the 9900V subsystem (see Figure 2.23).

74.67TB

~__

Total Storage

Figure 2.23 Total Storage Graphic
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The License Install box is on the right side of the License Key tab (see Figure 2.24).

License Install Mode O aytnds @ Fjl=

KeyCode |

FileName I

O il ezl
@ il ezl & ming

@ Aol

Figure 2.24 License Install Box

The License Install box has the following features:

The Mode box allows you to select either the Key Code button or the File button.

— Key Code enables the Key Code text box, which allows you to enter the license key
for the selected option to be installed (see section 2.7.3).

Note: You cannot copy and paste text from other applications.

— File enables the File Name text box, which allows you to enter the name of the
desired license key file (see section 2.7.4).

Note: The license key file must be uploaded to the SVP. For instructions on
uploading the license key file, see section 3.12.

The radio buttons on the lower right of the License Install box affect the display of the
options in the License Key table (refer to Figure 2.22) as follows:

Only Normal displays only successfully installed options. This is the default. Note: This
will also display options that are installed but have insufficient licensed capacity.

Only Normal & Warning displays both successfully installed options, and the following
failed options:

— if you are installing an emergency key for the option that has already been installed
with a permanent key, or

— if the licensed capacity is insufficient.

All Normal displays options only if all options have been successfully installed. If
installation of any of the options failed, no option is displayed. Note: This will also
display options that are installed but have insufficient licensed capacity.
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The buttons on the lower right of the License Key tab set up the options to be installed (see
Figure 2.25).

Install Uninstall

Apphy Cancel

Figure 2.25 Install, Uninstall, Apply, and Cancel Buttons

= Install - changes the icon of the selected option from Not Installed (5) to Install Set
(5¥). Note: The options are not actually installed until you select Apply.

m  Uninstall - changes the icon of the selected option from Installed (E/) to Uninstall Set
(5). Note: The options are not actually uninstalled until you select Apply.

= Apply - implements the settings that were previously made using the Install or Uninstall
buttons. Options with the status of Install Set change to Installed, and the options with
the status of Uninstall Set change to Not Installed.

m  Cancel - cancels the settings that were previously made using the Install or Uninstall
buttons.
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Table 2.8  License Key Status Icons

License Key Status License Key Panel Display

Icon Product Key Type Permitted Term Status
Name Volume (days)
(Note 1)

Not installed % Option — — — Not
(Not Installed) name Installed

A Temporary key was installed, but has expired. : Option — — (Note 2) | Time Out
(Not Installed) name

Installed with the Permanent key, but the license : Option — XXTB — Not

capacity was insufficient. (Not Installed) name (Note 3) Enough

First installed with the Permanent key, then : Option — XXTB — Not

reinstalled with the Emergency key and the term (Not Installed) name (Note 3) Installed

expired.

Installed with the unlimited Permanent key. E/: Option Permanent | Unlimited — Installed
(Installed) name

Installed with the limited Permanent key. E/: Option Permanent | X.XTB — Installed
(Installed) name (Note 3)

Installed with the Permanent key E/: Option Emergency | Unlimited (Note 2) | Installed
(Installed) name

Installed with the Permanent key, and then E/: Option Emergency | X.XTB (Note 2) | Installed

reinstalled with the Emergency key. (Installed) name (Note 3)

Installed with Emergency key. E/: Option Emergency | — (Note 2) | Installed
(Installed) name

Installed with Temporary key. E/: Option Temporary | — (Note 2) | Installed
(Installed) name

Installed with the Temporary key, and then E/: Option Temporary | XX TB (Note 2) | Installed

reinstalled with the Permanent key, but the license (Installed) name (Note 3)
capacity was insufficient,

s

Installed with the Permanent key, and then ' Option Temporary | — (Note 2) | Installed
reinstalled with the Temporary key although the (Installed) name
license capacity was insufficient.

Installed with the Enterprise key. E/: noﬁzn Enterprise | — - Installed
(Installed)

The capacity insufficiency caused by PDEV E/: noapri?en Permanent XXTB (Note 2) ggu;ficti:ient

expansion. (Installed) (Note 3) pactly

The Expired status originated from the Insufficient E/: Option Permanent | X.XTB — Expired

status. (Installed) name (Note 3)

Note 1: See Table 2.5 for option names.

Note 2: N indicates the number of days remained before the expiration. If the key is no longer valid, the number of days that have elapsed
after the expiration is displayed with a minus sign (-).

Note 3: For Hitachi TrueCopy, Hitachi Extended Remote Copy, Shadowimage LDEV Guard, Open LDEV Guard, and Hi-Copy options, “X.X
TB (X.XX TB)" is displayed. X indicates the capacity.
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2.7.3 Enabling Storage Navigator Options Using a License Key Code
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To enable a 9900V Storage Navigator option by using the license key code:

1.
2.

/=] Hitachi 998099700

The systerm will set the contents (4010 901 0%

Change to Modify mode (refer to section 2.5 if you need instructions).

Select License Key/SNMP/Just in Time (gf) on the Storage Navigator main panel to
open the License Key/SNMP/Just in Time panel (see Figure 2.21). The License Key tab is
the default view.

Note: If no Storage Navigator options have been installed, this panel opens
automatically when you log onto the SVP.

Select Key Code in the Mode box.

Select the desired option that you want to install in the list.

Note: You can only select one option at a time using this method. To install multiple
options at a time, see section 2.7.4. The line of the selected option is displayed in
reverse video.

In the Key Code box, enter the license key code.

Note: You cannot copy and paste text from other applications. To enable one or more
Storage Navigator options using a license key file, see section 2.7.4.

Select the Install button. A confirmation message is displayed (see Figure 2.26).

Select OK to continue installing the option (or Cancel). The Not Installed icon ()
changes to Install Set (5¥). Important: To implement the setting, you must select the
Apply button.

Note: A warning message is displayed in the following cases:

— If you are installing an emergency key for the option that has already been installed
with a permanent key. If you install the emergency key, it expires in 10 days.

— If you are attempting to install an emergency key when the remaining lifetime of the
option is more than 10 days. If you want to install the emergency key, select the
Forcibly Install Emergency Key check box. If you do not want to install the
emergency key, clear the Forcibly Install Emergency Key check box.

To apply the changes to the subsystem, select Apply (or Cancel). Select OK (or Cancel).

Cancel |

| Java fdpplet Window

Figure 2.26 Set Confirmation Message
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2.74 Enabling Storage Navigator Options Using a License Key File

You can also enable multiple options in a single procedure, using a license key file. The
license key files are provided by Hitachi Data Systems. You must upload the desired license
key file to the SVP before using the license key file to enable options on the Storage
Navigator (see section 3.12 for instructions). License keys are 20 character random
appearing alphanumeric text strings (e,g., "FFHKIMXENPOMNOPQR332"). The surrounding
quotations marks are not part of the license key.

To install Storage Navigator options on the Storage Navigator using the license key file:
1. Log on to the SVP to open the Storage Navigator main panel.

2. Change to Modify mode.

3. Select License Key/SNMP/Just in Time ( @) on the Storage Navigator main panel to
open the License Key/SNMP/Just in Time panel. The License Key tab is the default
view. Note: If no Storage Navigator options have been installed, this panel opens
automatically when you log on to the SVP.

4. From the Mode box, select File.

5. In the File Name box, enter the name of the license key file that you previously
uploaded to the SVP. Note: The file name can be up to 200 alphanumeric characters.

6. Select the registration mode (Only Normal, Only Normal & Warning, or All Normal).

7. A confirmation message is displayed (refer to Figure 2.26). Select OK. Important: To
implement the setting, you must select the Apply button (see below).

8. If you want to apply the changes to the subsystem, select Apply (or Cancel). Select OK
on the confirmation message.

Note: If installation fails or an error occurs during the installation, a message panel
appears and lists the failed options (see Figure 2.27). To display the Install/Uninstall
Error Detail panel (see Figure 2.28), select the failed option. Select Detail.
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® The errar occurred at the time of execution of InstalfUninstall (405 5047

Suite Ma..|  Mame |Device M..|License .. |Termida.. | Present.. |[Exend Si..|Preambl .. |Error Code
Hitachi Tr..| 28528 |Permanent 0.0 Unlimited |Hitachi Tr...| 406 5072 [«
Hitachi Tr...| 28528 |Permanent 0.a Unlimited |Hitachi Tr...| 405 5072
Hitachi Ex..| 28528 |Permanent 0.0 Unlimited 405 5072
Hitachi Tr...| 28528 |Permanent 0.0 Unlimited |Hitachi Tr...| 405 5072
Hitachi Tr...| 28528 |Permanent 0.0 Unlimited |Hitachi Tr..| 405 5072
Shadowl.. 28528 |FPermanent 0.0 Unlimited | Shadowl...| 405 5072
Shadowl... 28528 [Permanent 0.a Unlimmited 405 4072
irtual L 28528 [Permanent 0.0 Unlimited 405 5072
QOpenval.. 28628 |Permanent 0.no Unlimited 405 5072
| LIM Man TRAIE IPRrmanant nn LInlirnitan 407 ANT 2 ll

OK retan

Figure 2.27 Install/Uninstall Error Panel

/2§ Hitachi 2

® The existing capacity of the licensed program product is invalid. (405 50723

Figure 2.28 Sample Install/Uninstall Error Detail Panel

40 Chapter 2 Installation Requirements and Procedures



2.7.5 Disabling Storage Navigator Options

To disable Storage Navigator options on the Storage Navigator:

1.
2.
3.

Log on to the SVP to open the Storage Navigator main panel (see Figure 3.1).
Change to Modify mode.

Select License Key/SNMP/Just in Time (gff) on the Storage Navigator main panel. The
License Key tab is the default view.

Select the desired option that you want to uninstall in the list. The selected option is
displayed in reverse video. Select Uninstall. A confirmation message is displayed (refer
to Figure 2.26).

Select OK (or Cancel). The Installed icon (5¥) changes to Uninstall Set (@/’).

Important: To implement the setting, you must select Apply.
Select Apply (or Cancel).

Select OK (or Cancel). The status of the uninstalled option changes from Installed to Not
Installed.

Caution: On rare occasions, a program product option that is displayed as Not Installed but
still has available licensed capacity (shown as XX TB) might remain in the list. In this case,
select that option, and select Uninstall to refresh the status of that option.

Caution for Open LDEV Guard: When you uninstall Open LDEV Guard, an error might occur
even if the Permitted Volumes column of the License Key panel indicates that the licensed
capacity is 0 TB (zero terabytes). To remove the error and continue uninstallation, take the
following steps:

1.

Open the Open LDEV Guard panel, and then find logical volumes that are unusable as
S-VOLs (secondary volumes).

Change the settings of the logical volumes so that the logical volumes are usable as
S-VOLs. See Hitachi Freedom Storage™ Lightning 9900™ V Series Open LDEV Guard User’s
Guide (MK-92RD158) for more information on Open LDEV Guard.

Return to the License Key panel and then uninstall Open LDEV Guard.
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Chapter 3  Performing Storage Navigator Operations

You can perform the following types of operations on the 9900V Storage Navigator:
m  Launching the desired option (see section 3.1.3)

m Editing the storage device list (see section 3.2)

= Editing the user account list (see section 3.3)

m  Setting Storage Navigator environment parameters (see section 3.4)

= Viewing the Storage Navigator log information (see section 3.5)

m  Downloading the log and configuration files (see section 3.6)

m  Restoring the storage device list, the user account list, and the environment parameters
(administrator only) (see section 3.7)

m  Viewing the Storage Navigator information, and changing the password (see section 3.8)
m  Extending cache memory and LUNs (see section 3.9)

m  Downloading Storage Navigator trace files using FD Dump Tool (see section 3.10)

m  Exporting data to files using the Export File function (see section 3.11)

m  Uploading files to the SVP using the FTP Client function (see section 3.12)
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3.1 Storage Navigator Main Panel

3.1.1 Information Tab on the Storage Navigator Main Panel

The Storage Navigator main panel (see Figure 3.1) opens automatically after you log on to
the SVP. The Information tab is the default view.

Note: Until you have installed at least one Storage Navigator option, the License
Key/SNMP/Just in Time panel opens. Once you have installed an option, the Storage
Navigator main panel opens.

ft Ihternet Explorer

t fegi --.-" O00.cei - b . =
I8l
O User: root Version : 21-07-00/00
Chi BN + B [ o

E Informatiunls(awsl
O;'I I Device Information

158.214.133.124

RED
Contact ISQZG

Oif
@l Location HSP 2F
M Firmware Wersion Main: 21-06-21-00/00 SYP: 21.07-00000  Server: 03_04_00 Lightning99800
@I I LDEY Infomation Copyright {C} 2002,2003, Hitachi, Ltd.
il -
N ot 6vs
' OPEN Yolume " Mainframe Volume Assigned (OPEN) 1
Ql . Assigned LDEY Capacity 3GB (0.4 %) Unassigned (OPEN) 194
g |:| Unassigned LDEY Capacity 1063 GB  (99.1%) Reserved (OPEN) 6
% . Reserved Capacity 6GB  (D.5%) Just in Time 0
|:| Just in Time Capacity 0GB  (D.0%) Assigned (Mainframe) 0
@ Reserved (Mainframe) 1]
Total Volume Capacity 1072 GB Total (All LDEVS) 201
Apply

Figure 3.1  Storage Navigator Main Panel, Information Tab
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3.1.1.1  Option Buttons (Common to All Storage Navigator Panels)
The Option buttons are displayed vertically on the left side of all of the Storage Navigator

panels. Each button launches the corresponding option. If you float the cursor over an icon,
the name of the corresponding option is displayed. Figure 3.2 defines the icons.

Information / Status

)]

LUN Management / LUN Security

LUN Expansion (LUSE) / Virtual LVI/LUN (VLL)

FlashAccess / PCR

Performance Monitor / CruiseControl / PPC

TrueCopy

Shadowlmage

TrueCopy -S/390®

Shadowlmage -S/390®

Mainframe Connection

Extended Copy Manager

EEREEREOBS

Open LDEV Guard

Hi-Copy

e
L

)

Configuration File Loader

License Key / SNMP / Just in Time

e

Figure 3.2  Option Launching Buttons
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The option launching buttons have the following features:

Information/Status ( ﬁ‘) returns you to the Storage Navigator Main panel.

LUN Manager/LUN Security ( il) opens the LUN Manager/Port panel. See Hitachi
Freedom Storage™ Lightning 9900™ V Series LUN Manager User’s Guide
(MK-92RD105) for more information on LUN Manager.

LUN Expansion (LUSE)/Virtual LVI/LUN (VLL) (|) opens the LUSE/VLL panel. See
Hitachi Freedom Storage™ Lightning 9900™ V Series LUN Expansion (LUSE)/Virtual
LVI/LUN (VLL) User’s Guide (MK-92RD104) for more information on LUN Expansion or
Virtual LVI/LUN.

FlashAccess/PCR (Jﬂ) opens the FlashAccess panel. See Hitachi Freedom Storage™
Lightning 9900™ V Series FlashAccess User’s Guide (MK-92RD102) for more information
on FlashAccess.

Performance Monitor/CruiseControl/PPC ( |) opens the Performance
Monitor/Monitoring Options panel. See Hitachi Freedom Storage™ Lightning 9900™ V
Series Performance Monitor User’s Guide (MK-92RD133), Hitachi Freedom Storage™
Lightning 9900™ V Series CruiseControl User’s Guide (MK-92RD106), and Hitachi Freedom
Storage™ Lightning 9900™ V Series Priority Access User’s Guide (MK-92RD117) for more
information on these program products.

TrueCopy (gj) opens the Pair Operations/RCU Operations/Asynchronous
Operations/Usage Monitor panel. See Hitachi Freedom Storage™ Lightning 9900™ V
Series TrueCopy User’s Guide (MK-92RD108) for more information on TrueCopy.

Shadowlmage (Fﬁl) opens the Main/History/Options panel. See Hitachi Freedom
Storage™ Lightning 9900™ V Series Shadowlmage User’s Guide (MK-92RD110) for more
information on Shadowlmage.

TrueCopy - $/390° ( M) opens the Pair Operations/RCU Operations/Asynchronous
Operations/Usage Monitor panel. See Hitachi Freedom Storage™ Lightning 9900™ V
Series TrueCopy - S/390° User’s Guide (MK-92RD107) for more information on TrueCopy -
S/390°.

Shadowlmage - $/390° (ﬁl) opens the Main/History/Options panel. See Hitachi
Freedom Storage™ Lightning 9900™ V Series Shadowlmage - 5/390° User’s Guide
(MK-92RD109) for more information on Shadowlmage - S/390°.

Mainframe Connection (!I) opens the HPAV/Hitachi SANtinel - $/390®/LDEV Guard
panel. See Hitachi Freedom Storage™ Lightning 9900™ V Series Parallel Access Volume
User’s Guide (MK-92RD118) for more information on HPAV. See Hitachi Freedom
Storage™ Lightning 9900™ V Series Hitachi SANtinel - 5/390° User’s Guide (MK-92RD115)
for more information on Hitachi SANtinel - S/390®. See Hitachi Freedom Storage™
Lightning 9900™ V Series LDEV Guard User’s Guide (MK-92RD146) for more information
on LDEV Guard.

Extended Copy Manager (%) opens the Extended Copy Manager panel. See Hitachi
Freedom Storage™ Lightning 9900™ V Series Extended Copy Manager User’s Guide
(MK-92RD137) for more information on Extended Copy Manager.
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Open LDEV Guard (Ei) opens the Open LDEV Guard panel. See Hitachi Freedom
Storage™ Lightning 9900™ V Series Open LDEV Guard User’s Guide (MK-92RD158) for
more information on Open LDEV Guard.

Hi-Copy ( #?-‘I) opens the opens the Hi-Copy panel. See Hitachi Freedom Storage™
Lightning 9900™ V Series Hi-Copy User’s Guide (MK-92RD159) for more information on
Hi-Copy.

Configuration File Loader ( ﬂ) opens the Configuration File Loader panel. See
Chapter 5 for more information on Configuration File Loader.

License Key/SNMP/Just in Time ( @ﬂ) opens the License Key/SNMP/Just in Time panel.
For more information on using license keys, refer to sections 2.5 through 2.7. For more
information on using SNMP, see Chapter 4. For more information on using the Just in
Time functions, see section 3.9.
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3.1.1.2 Subsystem Information Icons (Common to All Storage Navigator Panels)
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The subsystem information icons are on the top right corner of all of the Storage Navigator
panels (see Figure 3.3).

Note: The information might not be displayed correctly when

the exclusive lock is active, or

SVP maintenance is in progress, or

if SNMP operations are being performed.

Version : 21-05-0000

“ @

o 5B

Figure 3.3  Subsystem Information Icons

FTP Client (:?t?“’) opens the File Download panel (see Figure 3.34). You can upload files
from the Storage Navigator to the SVP using the FTP Client function. The FTP Client
function is required when you use the license key file for installing multiple options. See
section 3.12 for more information on the FTP Client function.

Export (E) opens the Export Data File panel (see Figure 3.54). You can export data
(e.g., monitoring data used by Performance Monitor and Hitachi TrueCopy) to files using
the Export File function. See section 3.10 for more information on the Export File
function.

Option (@) opens the Control Panel (see Figure 3.23), if you are logged in as an
administrator. If you are logged in as an ordinary user, it opens the User Control Panel
(see Figure 3.42). See section 3.3 for more information on the available administrator
functions, and section 3.8 for more information on the available user functions.

The Version entry shows the version of Storage Navigator Java™ applet program
downloaded from the connected SVP (Web server). The Java™ applet program is
downloaded each time the Storage Navigator connects to the SVP, so that the version is
always consistent between the Storage Navigator and SVP.

The Wait Status icon alternates between Status ( # ) and Wait (), either after the
Refresh button is selected, or while the subsystem is updating the information displayed
on the panel.
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The exclusive lock icons indicate the operation mode of all currently logged-in users.
— If all users are operating in View mode, the Unlocked icon (§¥) is displayed.
—  If a user is operating in the Modify mode, the Locked icon ([&]) is displayed.

Note: The display may show as Locked (]EJ) when the SVP maintenance is in progress or
if SNMP operations are being performed.

The Mode-Switching buttons allow users to switch the operation mode between View
mode (ﬁ) and Modify mode (|;).

Note: Only one user at a time can be in Modify mode. Make sure that the subsystem is
not locked before attempting to switch to Modify mode. If you change modes a
confirmation message is displayed.

Refresh () displays the latest information on the Storage Navigator main panel.

Exit ( Q) closes the Storage Navigator main panel. Use this button to exit Storage
Navigator. Do not use the Close button ().
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3.1.1.3 Device Information Box and Device View

50

The Device Information box and Device View are on the top of the Information tab (see
Figure 3.4):

Information | Status |

I Device Information

DN
- I
fors

Firmware Version Main: 21.04-30.004f  SVP: 21.05.0000  Server: 03_03_00 Lightning9980v

Copyright (C) 2002,2003, Hitachi, Ltd.

Figure 3.4  Device Information Box and Device View

Device Information: Product name of the connected subsystem
Serial Number: Serial number of the connected subsystem
IP Address: IP address of the connected subsystem (SVP)

Name: Device name of the connected subsystem. This can be changed if you are in
Modify mode. This is a required field (maximum 255 alphanumeric characters). Note: Do
not add a space before or after the device name, or you will cause an error when you
select the Apply button.

Note: The device name is required to use the SNMP Agent. Make sure to document the
device name, because the settings are cleared if the SVP is replaced.

Contact: Device support contact information, such as personnel and telephone number,
where you can inquire about the connected subsystem. You can change the contact
information with the Modify mode. This is a required field (maximum 255 alphanumeric
characters).

Note: The contact name is required to use SNMP Agent. Make sure to document the
contact name, because the settings are cleared if the SVP is replaced.

Location: Location of the connected subsystem. The Storage Navigator user can change
the device location with the Modify mode. This is a required field (maximum 255
alphanumeric characters).

Note: The device location is required to use SNMP Agent. Make sure to document the
device location, because the settings are cleared if the SVP is replaced.

Firmware Version Main: Version of the microcode installed in the connected subsystem

Firmware Version SVP: Version of the Storage Navigator Java™ applet program installed
in the SVP of the connected subsystem

Firmware Version Server: Version of the RMI™ server installed in the SVP of the
connected subsystem
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3.1.1.4 The Capacity Box

The Capacity box is on the lower left corner of the Storage Navigator Main panel.

# OPEN Volume " Mainframe Yolume
. Assighed LDEY Capacity 3GB {0.4 %}
|:| Unassigned LDEY Capacity 1063 GB  (99.1 %)
. Reserved Capacity 6 GB (0.5 %)
|:| Just in Time Capacity 0GB (0.0 %)
Total Yolume Capacity 1072 GB

Figure 3.5 Capacity Box (Open Systems)

The Device Type drop-down list allows you to select the type of volumes to be
displayed, as follows:

— Total Device displays information on all volume types.
— Internal Device Only displays information on internal volumes only.

— Hi-Copy Device Only displays information on Hi-Copy volumes only.

The OPEN Volume button displays the volume capacity information for all available
open-system volumes in the subsystem. If there are no open-system volumes, No Volume
is displayed.

The Assigned LDEV Capacity field displays information about the available open system
volumes (LDEVs) in the subsystem that have assigned paths. The following information is
displayed:

— The capacity (in GB) of the assigned LDEVs. This includes LUSE volumes but not
control cylinders.

— The percentage of assigned open-system LDEVs compared to the total open-system
capacity is displayed in parentheses and in the blue area of the pie chart.
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The Unassigned LDEV Capacity field displays information about the available open
system volumes (LDEVs) in the subsystem that do not have assigned paths. The following
information is displayed:

— The capacity (in GB) of the unassigned LDEVs. This includes LUSE volumes, but does
not include control cylinders, Just in Time Storage volumes, or Hitachi CruiseControl
reserved volumes.

— The percentage of unassigned open-system LDEVs compared to the total open-
system capacity is displayed in parentheses and in the yellow area of the pie chart.

The Reserved Capacity field displays information about the available open-systems
volumes that are reserved for Hitachi CruiseControl. For further information on Hitachi
CruiseControl, please refer to the Lightning 9900™ V Series CruiseControl User’s Guide
(MK-92RD106). The following information is displayed:

— The capacity (in GB) of the reserved volumes

— The percentage of reserved volumes compared to the total open-system capacity is
displayed in parentheses and in the pink area of the pie chart.

The Just in Time Capacity field displays information about the open-system volumes
that are available for the Just in Time function. For further information about the Just
in Time function, see section 3.9. The following information is displayed:

— The capacity (in GB) of the Just in Time volumes

— The percentage of Just in Time volumes compared to the total open-system capacity
is displayed in parentheses and in the white area of the pie chart.

— Note: If you select Hi-Copy Device Only in the Device Type drop-down list, the Just
in Time Capacity field is not displayed.

= OPEN Yolume * Mainframe VYolume
. Assigned LDEY Capacity a GB (0.9 %)
.Resenred Capacity 1063 GB  (99.1 %)
Total Yolume Capacity 1072 GB

Figure 3.6  Capacity Box (Mainframe Systems)

Chapter 3 Performing Storage Navigator Operations



The Device Type drop-down list allows you to select the type of volumes to be
displayed, as follows:

— Total Device displays information on all volume types.
— Internal Device Only displays information on internal volumes only.

— Hi-Copy Device Only displays information on Hi-Copy volumes only.

The Mainframe Volume button displays the volume capacity information for all available
$/390° (mainframe) and HRX (multiplatform) volumes in the subsystem. If there are no
mainframe or HRX volumes, No Volume is displayed.

The Assigned LDEV Capacity field displays information about the available mainframe
and HRX volumes in the subsystem that have assigned paths. The following information is
displayed:

— The capacity (in GB) of the assigned LDEVs

— The percentage of assigned mainframe and HRX LDEVs compared to the total
mainframe and HRX capacity is displayed in parentheses and in the blue area of the
pie chart.

The Reserved Capacity field displays information about the available mainframe and
HRX volumes that are reserved for Hitachi CruiseControl. For further information on
Hitachi CruiseControl, please refer to the Lightning 9900™ V Series CruiseControl User’s
Guide (MK-92RD106). The following information is displayed:

— The capacity (in GB) of the reserved volumes

— The percentage of reserved volumes compared to the total mainframe and HRX
capacity is displayed in parentheses and in the pink area of the pie chart.
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3.1.1.5 Number of LDEVs Box, Apply and Cancel Buttons
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The Number of LDEVs box is on the lower right of the Storage Navigator Main panel.

Humber of LDEVsS

Assigned (OPEN) 8
Unassigned (OPEN) 77
Reserved (OPEN) 6
Just in Time 1
Assigned {(Mainframe) 48
Resemved {(Mainframe) 12
Total (All LDEVS) 151
Apply | Cancel

Figure 3.7  Number of LDEVs Box, Apply and Cancel Buttons

Assigned (OPEN) displays the number of open-system volumes that have assigned paths.
Note: For the purpose of counting paths, each LUSE volume is counted as a single
volume.

Unassigned (OPEN) displays the number of open-system volumes that do not have
assigned paths. Note: This does not include Just in Time Storage volumes or Hitachi
CruiseControl reserved volumes.

Reserved (OPEN) displays the number of open-system volumes that are Hitachi
CruiseControl reserved volumes.

Just in Time displays the number of additional open-system volumes that are available
to the user by the Just in Time Storage function (see section 3.9). Note: If you select
Hi-Copy Device Only in the Device Type drop-down list, the Just in Time Capacity field
is not displayed.

Assigned (Mainframe) displays the number of S/390® and HRX volumes that have
assigned paths. Note: This does not include Hitachi CruiseControl reserved volumes.

Reserved (Mainframe) displays the number of S/390° and HRX volumes that are Hitachi
CruiseControl reserved volumes.

Total (All LDEVs) displays the total of all of the above volume types.

Apply implements all of the changes or settings made on the Storage Navigator main
panel.

Cancel cancels the changes or settings made on the Storage Navigator main panel.

Note: If you input any changes, the text may change to blue bold italics or an icon may
change. The changes are not actually implemented until you select Apply.
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3.1.2 Storage Navigator Main Panel, Status Tab

The Status tab of the Storage Navigator main panel shows detailed information on the
internal status of the connected subsystem, including the service information message (SIM)
information that is being reported to the host. There are five SIM severity levels: good,
service, moderate, serious, and acute (see Figure 3.9).

Note: The 9900V subsystem generates a SIM whenever it detects an error or service
requirement. The status level displayed on the Status tab is based on the SIM information
that is reported to the host. SIM information that is not reported to the host is not displayed
on the Status tab (see Figure 3.8).

Q User: root Version : 21-07-00/00
Subsystem:  Lightning9980v =
v » P e |
E Information
[—];'I I Status
@jl I._f_._:] Disk Array Status
ﬁ Frocessar Moderate Good
CEW Good Good
M Cache Memory Good Good
@l mpd Shared Memaory Serious Good
4
E | Fower Supply Moderate
i Batte Moderate
W
E | B Fan Good
l‘:]l Environment & Cthers Serious
]
! Status History
% Ref.Code Error Level Status Date
307361 Moderate Mot Camplete 200307528 09:11:35 ;I
m D45400 Serious Mot Complete 200307MT 20:09:44 =
D4a402 Serious Complete 2003707508 09:35:51
BF4411 Moderate Mot Camplete 200306526 09:13:18
BF4410 Moderate Mot Camplete 200306526 09:10:28
307341 Moderate Mot Camplete 200306525 14:58:29
307340 Moderate Mot Camplete 200306525 14:588:27 ;I

Figure 3.8  Storage Navigator Main Panel, Status Tab
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3.1.21 Controller Status Box

The Controller Status box is on the upper left corner of the Status tab (see Figure 3.9).

I._f'il Controller Status

Frocessor Maderate

CEWY Good
=1 Cache Memory Goad
Shared Memony Serious
J | Fower Supply Good
J Battery hoderate
Fan Good

Enviranment & Others Serious

Figure 3.9  Controller Status Box

The Controller Status icon can be displayed as Normal (@), Warning (@), or Abnormal
(@), according to the host SIM status. Note: The status level displayed on the Status panel
is based on the SIM information that is reported to the host. SIM information not reported to
the host is not displayed.

The Controller Status box shows the internal status levels of the following subsystem
elements:

m  Processor

m  CSW (switch to control cache)
= Shared memory

m  Power supply

= Battery

= Fan

s Environment & others
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3.1.2.2 Disk Array Status Box

The Disk Array Status box is in the upper right of the Status tab.

.__i_";. Disk Array Status

Power Supply Good

Fan Good

Ervironment & Others Good

HOD Serious

Figure 3.10 Disk Array Status Box

The Disk Array Status icon can be displayed as Normal (@), Warning (@), or Abnormal
(@), according to the disk array SIM status.

The Disk Array Status box shows the internal status levels of the disk array unit (DKU) of the
following items (see Figure 3.10).

m  Power supply
m  Fan
m  Environment & Others

m  Hard disk drives
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3.1.2.3 Status History Box

The Status History box (see Figure 3.11) is on the lower half of the Status tab.

Status History

Ref.Code | Error Level | Status | Date |
148263 Serous | Mot Complete 200110631 180619
149197 Sernvice | Complete 2000/ 2/24 19.06:52
142192 | Moderate [ Mot Complete _2000/12(181011:50

148185 Service | Complete

20001 2121530619

Figure 3.11 Status History Box

The Status History box has the following features:

m  Ref. Code displays the SIM Reference Code.

Note: For information on SIM reference codes, refer to the troubleshooting section of
the Hitachi Freedom Storage Lightning 9900V User and Reference Guide (MK92-RD100),
or contact the Hitachi Data Systems Support Center.

m  Error Level displays the following error levels:

— Service: Does not require immediate attention, and is addressed during routine
maintenance

— Moderate: Does not require immediate attention, and is addressed during routine
maintenance

— Serious: Contact the Hitachi Data Systems Support Center (see section 7.2).

— Acute: Contact the Hitachi Data Systems Support Center (see section 7.2).

= Status displays either Complete (if the SIM has been deleted from the SVP) or Not
Complete (if the error has not been deleted).

m Date displays the date that the SIM occurred.
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Table 3.1 lists the environmental errors that can occur. Table 3.2 gives detailed information

on the service information message (SIM) severity levels and icons.

Table 3.1

Disk Controller and Disk Array Unit Error Conditions

Disk Controller Environment & Others Errors

Disk Array Unit Environment &
Others Errors

Abnormal temperature

Environment monitor failure

Voltage alarm

Voltage alarm

Environment monitor unmatched

Voltage warning

Voltage warning

Keylock panel connection error

Forget-to-remove JP warning

AC warning

Keylock resistor error

Environment monitor failure

Forget-to-remove JP warning

Abnormal power supply in SVP

Environment monitor unmatched

DKCMAIN type unmatched S-SVP failure

Router failure Trial term expiration

TrueCopy / TrueCopy - S/390°
failure

Shadowlmage / ShadowImage -
S/390® copy abnormal end

Hi-Copy copy abnormal end

Table 3.2  SIM Severity Levels and Icons

No. | Severity Level Color of Icon Description

1 Good @ Blue No error occurs and the status is good.

2 Service @ Yellow Service and Moderate do not require immediate attention and are
addressed during routine maintenance.

3 Moderate

4 Serious @ Red Contact the Hitachi Data Systems Support Center (see section 7.2). Follow
up with the Support Center to verify that the problem has been resolved.

5 Acute

Note: Once the status becomes other than Good, all SIMs must be completed (resolved)
from the SVP to restore the status to Good. Contact your Hitachi Data Systems service
representative for assistance (see section7.2).

3.1.3 Launching the Desired Option

m  To launch a particular option, select the appropriate icon from the left side of any of
the Storage Navigator panels. If you hold the mouse pointer over an icon, the option
name is displayed.

m To return to the Storage Navigator main panel Information tab, select Information /

Status (E).

m  To exit the Storage Navigator main panel, select Exit (ﬂ) from the upper right corner of
the panel. The Storage Navigator automatically logs off from the connected SVP.
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3.2

3.21
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Editing the Storage Device List (Administrator Only)

The operations for editing a 9900V Storage Navigator storage device list include:
m  Adding storage device entries (see section 3.2.2)
m  Changing storage device entries (see section 3.2.3)

m  Deleting storage device entries (see section 3.2.4)

Storage Device Panels

Either log in to the primary SVP, or log out of the Storage Navigator to access the Storage
Device List panel (see Figure 3.12).

[No| Nickname | ProductName | SerialNo. | HostName / IP Address | Location
1 @M
2 @M ‘xxxxxz ‘uuuuuz
3 @M ‘xxxxxs ‘nnnnna ‘1210,0,3

‘XXXX)H ‘[Il]l]l]l]l ‘12?.0.0.1 ‘Locatiunj

Datad02

Location_2

Location_3

Figure 3.12 Storage Device List Panel

= Edit (é) opens the Storage Editor-Logon panel (see Figure 3.13), which allows you to
open the Storage List Editor panel (see Figure 3.14).

m  The hyperlink (in both the No. and the Nickname column) opens the main Logon panel
(refer to Figure 2.10), which allows you to log in and open the Storage Navigator Main
panel for that particular subsystem.

m  The No. column gives a number to each subsystem.

m  The Nickname column displays the nickname of each subsystem. The nickname can be
up to 16 alphanumeric characters, excluding ", \, ;, :, *, 7, <, >, |, and /.

m  The Serial No. column displays the serial number of the subsystem, which can be a 6-
digit number from 1 to 65535.

m  The Host Name/IP Address column displays either the IP address or the host name of the
subsystem. The host name can be up to 255 alphanumeric characters, with a period as a
break. Note: The host name of each subsystem must be different from other host names,
but can be the same as the nickname for that subsystem. If the SVP is set to support SSL-
encrypted communication, the host name must be the same as the name that is entered
in the certificate as Common Name. See Chapter 5 for more details on SSL-encrypted
communication
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=  The Location column can be up to 16 alphanumeric characters, excluding ", \ *?
> |,and /.

2y )y %

Note: Each of these fields is required.

3.21.1 Storage Editor — Logon Panel

Open the Storage Device List panel by selecting Edit (é) on the Storage Device List panel
(refer to Figure 3.12).

! ; Storage Editor -Logon - Microsoft Inter... IR

. User ID: 1IN
| Password: I

Cancel

Figure 3.13 Storage Editor - Logon Panel

The Storage Editor - Logon panel has the following features:
m  User ID field - Enter your administrator-level user name.
m  Password field - Enter your administrator-level user password.

m  Logon - Opens the Storage List Editor panel (see Figure 3.14)
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3.21.2 Storage List Editor Panel
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Open the Storage List Editor panel by selecting the Logon button on the Storage Editor -
Logon Panel (refer to Figure 3.13).

3 Storage List Editor - Microsolt Internet Explorer - | Ellll

File Edit “iew Favortes Took Help ‘

$=Back ~ = - () al | (QSearch  [GFavorites (ZfMedia (4 | By S -

Address |&] hitps:/j158.214.133. 166/cgi-binUtiity/sjr0002 cgi | @ |Lmks =
=

Storage Entry

[No Nickname. | Product Name | Serial No. | Host Name / 1P Address =

1 ‘@ Nickname  |product Name ‘1 ‘153,214,135,37 Location (Edit| |Del
=
&) Done ’_,_’—glﬂ Internet v

Figure 3.14 Storage List Editor Panel

Storage Device List (IZ) - returns you to the Storage Device List panel

New Entry - opens the Storage Entry panel (see Figure 3.15), and allows you to add a
new storage device entry. Note: You can register up to 500 storage device entries, but
you cannot concurrently access that many storage devices.

Edit - opens the Change Storage Entry panel (see Figure 3.20), and allows you to change
the storage device entry

Del. - deletes a storage device entry. Note: A confirmation message is displayed before
a storage device entry is deleted.

Chapter 3 Performing Storage Navigator Operations



3.2.2 Adding a Storage Device

To add a storage device:

1.

10.
11.
12.

13.

Either log into the primary SVP, or log out of the Storage Navigator to access the Storage
Device List panel (refer to Figure 2.5).

Instead of selecting an SVP from the list and opening the Storage Navigator Main panel,
select Edit (2]) to open the Storage Editor - Logon panel (refer to Figure 3.13).

On the Storage Editor - Logon panel, enter your user name and password, then select
Logon to open the Storage List Editor panel (refer to Figure 3.14).

If the SVP is set to support SSL-encrypted communication, the Establishing Secure
Connection Warning panel (refer to Figure 2.8) displays. Select OK.

If the View Certificate panel (refer to Figure 2.9) displays, select the View Certificate
button to verify that the certificate is correct, then select Yes. See Chapter 5 for more
details on SSL-encrypted communication.

Select New Entry to open the Storage Entry panel (see Figure 3.15).

On the Storage Entry panel, enter the following information about the subsystem that
you want to add (all fields are required):

— Nickname and product name (up to 16 alphanumeric characters, excluding ", \, ;, :,
*?,< > |,and/.)

— Serial number (number from 1 to 65535)

— Host name or IP address Enter either the host name or the IP address, but not both.
The host name can be up to 255 alphanumeric characters, with a period as a break.
Note: The host names of each of the subsystems must be different from each of the
other host names, but can be the same as the nickname for that subsystem. If the
SVP is set to support SSL-encrypted communication, the host name must be the same

as the name that is entered in the certificate as Common Name. See Chapter 5 for
more details on SSL-encrypted communication.

— Location (up to 16 alphanumeric characters, excluding ", \, ;, :, *, ?, <, >, |, and /.)

Select Submit to register the storage device entry. The Register Device Confirmation
Message is displayed (see Figure 3.16).

Select OK to register (or Cancel to cancel). When the entry is registered successfully,
the Registration Complete confirmation message is displayed (see Figure 3.17 and Figure
3.18).

Select Close to return to the Storage List Editor panel.
Select the Storage Device List button (’;) to return to the Storage Device List panel.

If the SVP is set to support SSL-encrypted communication, the Security Alert Warning
panel (see Figure 3.19) displays. Select Yes to display the Storage Device List panel.

The new storage device entry is added to the bottom of the list on the Storage Device
List panel.
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Caution: If you edit the storage device list, you must back up the Storage Navigator
configuration file by downloading the file from the SVP. For instructions on downloading the
configuration file, see section 3.6.

-?Stnrage Entry — Microzoft Internet Explorer

Storage Entry

" ickname_|
Froduct Nams |
TN

Host Name

' Host Mame I
/

IP Address ®IP Address I_ I_ I_ I_

—Locotion |

Submit Cancel

Figure 3.15 Storage Entry Panel

Microzoft Internet Explorer I

@ Are vou sure wou wank bo register the storage device entry ©

E Carncel |

Figure 3.16 Register Device Confirmation Message
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Storage Entry

m ‘Simulator 2
Froduct Name [t
oo o8
[ Cocarion 8

Registration Gomplete Cloze |

Figure 3.17 Registration Complete Message (IP Address)

3 Storage Entry — Microsoft Internet Explorer M= B

Storage Entry

Registration Complete GCloze |

Figure 3.18 Registration Complete Message (Host Name)

Security Alert E3 |

ri"l Y'ou are about to leave a zecure Internet connection. [
?. will be: pozsible for others to view information you zend.

Do pou want bo continue?

[ In the future, do nat show this waming

Mo | More Info

Figure 3.19 Security Alert Warning Panel (Leaving Secure Connection)
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3.2.3 Changing a Storage Device Entry
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To change a storage device entry:

1.

10.
1.

12.

Either log into the primary SVP, or log out of the Storage Navigator to access the Storage
Device List panel (refer to Figure 2.5).

Instead of selecting an SVP from the list and opening the Storage Navigator Main panel,
select Edit (2]) to open the Storage Editor - Logon panel (refer to Figure 3.13).

On the Storage Editor - Logon panel, enter your user name and password, then select
Logon to open the Storage List Editor panel (refer to Figure 3.14).

If the SVP is set to support SSL-encrypted communication, the Establishing Secure
Connection Warning panel (refer to Figure 2.8) displays. Select OK.

If the View Certificate panel (refer to Figure 2.9) displays, select the View Certificate
button to verify that the certificate is correct, then select Yes. See Chapter 5 for more
details on SSL-encrypted communication.

Select the Edit button that is on the right side of the listing for the desired storage
device to open the Change Storage Entry panel (see Figure 3.20 and Figure 3.21). Edit
the desired storage device information.

Select Submit to register the change to the storage device.

When the entry is registered successfully, the Registration Complete confirmation
message is displayed (refer to Figure 3.17 and Figure 3.18).

Select Close to return to the Storage List Editor panel.
Select the Storage Device List button (|;) to return to the Storage Device List panel.

If the SVP is set to support SSL-encrypted communication, the Security Alert Warning
panel (refer to Figure 3.19) displays. Select Yes to display the Storage Device List panel.

The new storage device entry is added to the end of the list on the Storage Device List
panel.

Caution: If you edit the storage device list, you must back up the Storage Navigator
configuration file by downloading the file from the SVP. For instructions on downloading the
configuration file, see section 3.6.
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/J Change Storage Entry — Microsoft Internet Explorer

Storage Entry

NO_ 1

| Niname |

L= ETUTEY [Product Name

| Serial No. ]

HOSt/Name (-h Host Mame I—

IP Address & TP Address W W Iﬁ IF

oo |2

Submit | Gancel |

Figure 3.20 Change Storage Entry Panel (IP Address)

/J Change Storage Entry — Microsoft Internet Explorer

Storage Entry

NO_ 2

| Nmame (g

Product Name |E5EE2

e,

HOSt/Name & Host Name |Data002

IP Address CIF Address I_ I_ I_ I_

| Location | RN

Submit | Gancel |

Figure 3.21 Change Storage Entry Panel (Host Name)
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3.24 Deleting a Storage Device
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To delete a storage device:

1.

Either log into the primary SVP, or log out of the Storage Navigator to access the Storage
Device List panel (refer to Figure 2.5).

Instead of selecting an SVP from the list and opening the Storage Navigator Main panel,
select Edit (2]) to open the Storage Editor - Logon panel (refer to Figure 3.13).

On the Storage Editor - Logon panel, enter your user name and password, then select
Logon to open the Storage List Editor panel (refer to Figure 3.14).

If the SVP is set to support SSL-encrypted communication, the Establishing Secure
Connection Warning panel (refer to Figure 2.8) displays. Select OK.

If the View Certificate panel (refer to Figure 2.9) displays, select the View Certificate
button to verify that the certificate is correct, then select Yes. See Chapter 5 for more
details on SSL-encrypted communication.

Select the Del. button next to the storage device that you want to delete.

The Delete Device Confirmation message displays (see Figure 3.22). Select OK to delete
the storage device from the Storage Device List panel.

Select the Storage Device List button (|;) to return to the Storage Device List panel.

If the SVP is set to support SSL-encrypted communication, the Security Alert Warning
panel (refer to Figure 3.19) displays. Select Yes to display the Storage Device List panel.

Caution: If you edit the storage device list, you must back up the Storage Navigator
configuration file by downloading the file from the SVP. For instructions on downloading the
configuration file, see section 3.6.

Microzoft Internet Explorer |

@ Are wou sure wou wank ko delete the selected storage device entry 7

Zancel |

Figure 3.22 Delete Device Confirmation Message
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3.3

3.31

Editing the User Account List (Administrator Only)

own passwords (see section 3.8).

Important: You must log on as an administrator to edit the user account list.
Non-administrators are permitted to view part of their user information and change their

All users of the Storage Navigator must be registered in the user account list of the
connected subsystem (SVP) to log on and use the Storage Navigator Java™ applet program.

The operations for editing a 9900V Storage Navigator user account list include:

m  Adding user entries (see section 3.3.2)
m  Changing user entries (see sections 3.3.3 and 3.3.4)

= Deleting user entries (see section 3.3.5)

User Entry Tab on the Control Panel

To open the User Entry tab of the Control panel (see Figure 3.23), select Option ) on the
upper right corner of any of the Storage Navigator panels. The User Entry tab is the default

view.

3 User Account List — Microsoft Internet Explorer J ] 3
;I
Control Panel - For root -
User Entry | Set Env. | Log | Download | Restore |
(@ user Account List
o T
oot I LOTENO e e M A ¥ g e | /]
‘2 userl ‘@:][:T?‘E@jfr =11 W'ﬁ%lﬂ‘%@ﬂm Del.
A NCTC | e Mlns @ P El [
it OTEKO R s M @ o (ol
o hes RSO He M s @ g ] |oet]
I-]

Figure 3.23 Control Panel, User Entry Tab
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The User Entry Tab displays the User Account List, which includes the following information:

No. displays the order of user entries. The root user (administrator) is displayed at the
top of the user account list. Note: The administrator can register up to 500 users,
including the root. The administrator sets the maximum number of users from the SVP.

User ID displays the user name. Each user ID must be unique.

Write Permission displays icons for each option for which that user has Modify access.
See Figure 3.2 for a list of icons and their corresponding meanings.

New Entry opens the User Entry panel (see Figure 3.24), which allows you to add a new
user entry

Edit opens the User List Editor panel (see Figure 3.26), which allows you to change the
selected user entry

Del. deletes the selected user entry. Note: The root user cannot be deleted from the
user account list.

Exit ( J) closes the Control Panel

3.3.2 Adding a New User
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To add a new user:

1.

Select Option (@) on any of the Storage Navigator panels to open the Control panel.
The User Entry tab is the default view.

Select New Entry to open the User Entry panel (see Figure 3.24). Enter the new user’s ID
and password on the User Entry panel. The user ID is displayed, but the passwords are
not. Each entry can be up to 16 alphanumeric characters, (ASCIl codes) except for some
symbols, suchas ", \,;,:,,, % 7?7, <, > 1|, /, # &, + and =, can be used.

Select the appropriate option checkboxes to assign the desired write permissions to the
user.

Select Submit to display the Register User Confirmation message (see Figure 3.25).

Select OK to register the new user entry (or Cancel). You are returned to the User Entry
Tab of the Control panel. The new user is added to the user account list.
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Figure 3.24 User Entry Panel
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Figure 3.25 Register User Confirmation Message
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3.3.3 Changing User Write Access

Note: You can change a user’s write access and password, but not the user ID. To change
the user ID, you must first delete the user entry. Add a new user entry with the desired user
ID. If you make any change on a tab, you must select the Submit button to apply the change
before you move to another tab.

To change the write access:

1. Select Option (@) on any of the Storage Navigator panels to open the Control panel.
The User Entry tab is the default view.

2. On the User Account List, select Edit next to the user you want to change. The User List
Editor panel displays. The Permission tab is the default view (see Figure 3.26).

3. Change the write permissions by either checking or clearing the checkboxes on the
Permission tab.

4. Select Submit.

5. When the Change Permission Confirmation message (see Figure 3.27) is displayed, select
OK to register the change (or Cancel).
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Figure 3.26 User List Editor Panel, Permission Tab
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Figure 3.27 Change Permission Confirmation Message
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3.3.4 Changing a User Password

74

To change a user password:

1. Select Option (@) on any of the Storage Navigator panels to open the Control panel.
The User Entry tab is the default view.

2. On the User Account List, select Edit next to the user you want to change. The User List
Editor panel is displayed. The Permission tab is the default view.

3. Select the Password tab (see Figure 3.28).

4. Change the password by entering the new password twice.
Note: To change the administrator’s password (root password), you must enter the

current password before entering the new password. If the administrator password is lost

or forgotten, you must call the Hitachi Support Center in order to regain access to the
administrator-only functions.

5. Select Submit.

6. When the Change Password Confirmation panel is displayed (see Figure 3.29), select OK
to register the change (or Cancel).

I User Entry

Permi;;innl Password |

I Change password |

e I
e —
Submit Rezet
Il

Figure 3.28 User Entry Panel (Password Tab)

Microsoft Internet Explorer E3

@ Are wou sure you wank o change the password 7

Cancel

:

Figure 3.29 Change Password Confirmation Message
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3.3.5 Deleting a User

To delete a user:

1. Select Option (@) on any of the Storage Navigator panels to open the Control panel.
The User Entry tab is the default view.

2. Select Del. next to the user you want to delete.

3. When the Delete User Confirmation message is displayed (see Figure 3.30), select OK to
delete the user entry (or Cancel). The user is removed from the user account list.

Microzoft Internet Explorer |

@ Are wou sure you wank to delete the selected user enkry ¢

Zancel |

Figure 3.30 Delete User Confirmation Message
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3.4 Setting the Storage Navigator Environment Parameters (Administrator Only)
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The Set Environment tab of the Control panel (see Figure 3.31) allows you to set the
following Storage Navigator environment parameters:

Automatic distribution of the Java™ plug-in
RMI™ time-out period

RMI™ time-out period for Modify mode
Polling period for checking exclusive lock

Polling period for checking status and events

To access the Set Environment tab, select Option (@) on any of the Storage Navigator
panels to open the Control panel. The User Entry tab is the default view. Select the Set
Env. tab (see Figure 3.31).

7§ Set Environment - Microsoft Internet Explorer =10 =]
Control Panel - Forroot -
User Entry | SetEnv. | Log | Download | Restore |
. Environment Parameter
Maximum number of connections |32
Maximum number of user entries |5IJD
Number of current user entries |‘|3
Automatic distribution of Java plug—in IJRE1.3.1_D1 'I
RMI time—out period |1 "I min
RMI time—cut period for Modify ISU "I min
Polling period for checking exclusive lock |35 "I zeC
Polling period for checking obstacles |11EI 'I zeD
Submit | Resetl
[ ]

Figure 3.31 Control Panel, Set Environment Tab
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The Set Environment tab of the Control Panel has the following features:

Maximum number of connections - Sets the maximum number of Storage Navigator
users that can concurrently connect to the same subsystem

Note: You cannot change this value from the Storage Navigator. Contact your Hitachi
Data Systems service representative if you want to change the default setting.

Maximum number of user entries - Sets the maximum number of user entries that can
be registered in the user account list of a subsystem

Note: You cannot change this value from the Storage Navigator. Contact your Hitachi
Data Systems service representative.

Number of current user entries - Shows the number of user entries currently registered
in the user account list

Automatic distribution of the Java™ plug-in - Java Runtime Environment (JRE™) is
required to use Storage Navigator. If a computer that is being used as a Storage
Navigator does not have JRE™, the SVP can distribute and install the appropriate JRE™
automatically when the user logs on to the SVP.

— The default is JRE1.3.1_01. You can select JRE1.3.1_01 or JRE1.4.1 from the drop-
down list (refer to Table 2.1). Note: You cannot disable this parameter.

RMI™ time-out period - If the user cannot access the SVP for a certain period of time
because of a network error, the RMI™ time-out logs the user off of the SVP. This has the
following parameters:

— Specify 1 minute, 5 - 60 minutes in 5-minute increments, 70 to 120 minutes in 10-
minute increments, or One day (24 hours). The default is one minute.

— Specify NO to disable this parameter. Note: If you specify NO as the value of the
RMI™ time-out period, the user is not logged off automatically when an error occurs.
This might prevent that user from logging in again. This setting is not recommended
under ordinary circumstances.

— The value of the RMI™ time-out period must be greater than the value set for the
smallest polling period, either for checking exclusive lock or for checking obstacles
(see below for those parameters). For example, specify a value of the RMI™ time-out
period parameter to satisfy the following condition: RMI™ time-out period > min [A,
B], when A = Polling period for checking exclusive lock, B = Polling period for
checking obstacles, and min [A, B] indicates the minimum value selected from A
and B.

— Note: You cannot disable this parameter.

RMI™ time-out for Modify mode - If a user is in Modify mode but does not make any
changes that access the RMI™ server for a specified period of time, Modify mode is
released, and the View mode is displayed.

— The default time period is 30 minutes. You can specify between 10 and 60 minutes
in 10-minute increments, or between 120 and 360 minutes in 60-minute increments.

— Specify No to disable this feature.
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m  Polling period for checking exclusive lock - If multiple users are viewing the subsystem
information in View mode, while one user is changing the information in Modify mode,
the SVP can monitor the user who is changing the subsystem information. The Locked
and Unlocked icons (refer to section 3.1.1) are automatically updated either when the
subsystem is polled or when a user who is in Modify mode logs out from the Storage
Navigator.

Note: The shorter the time period you specify, the more frequently the Lock/Unlock
status is updated, but this does increase network traffic.

— The default time period is 35 seconds. You can specify 5 - 60 in 5-second
increments, or 70 to 120 in 10-second increments.

— Specify NO to disable this parameter.

m  Polling period for checking obstacles - Specify a time interval to monitor the Disk
Controller and Disk Array Unit status, which is displayed by the status lamp icon on the
Status tab of the Storage Navigator main panel.

— The default time period is 110 seconds. You can specify 5 - 60 seconds in 5-second
increments, 110, or 120 for the parameter.

— You can also specify NO to disable this parameter.
m  Submit - Applies the Storage Navigator settings

m  Reset - Resets the Storage Navigator settings to the defaults
To set the Storage Navigator environment parameters:

1. To access the Set Environment tab, select Option (@) on any of the Storage Navigator
panels to open the Control panel. The User Entry tab is the default view. Select the Set
Env. tab (refer to Figure 3.31).

2. Specify the Storage Navigator parameters as required.
3. Select Submit.

4. When a confirmation message is displayed, select OK (or Cancel).

5. Select Exit (ﬁ) to close the Control panel.
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3.5 Viewing the Log and Configuration Information (Administrator Only)

The Log tab of the Control panel allows an administrator to view the Storage Navigator log
information, including the access log, the error log, and the operation log.

To access the Log tab, select Option (@) on any of the Storage Navigator panels to open
the Control panel. The User Entry tab is the default view. Select the Log tab (see Figure

3.32).

3 Log information - Microsoft Internet Explorer

=101]

Control Panel - For root -

User Entry |
(@ Log Information

SetEnv. | Log

| Download Restore

Logon Access Log

root, 200220 17:21:29:13,0,1
Javask?, 2002:2:17:21:38:55.0,1
root,2002:2:17:21:39:29,0,1
JavaskB, 2002:2:17:21:40:24.1,1
Javask? 2002:2:17:21:40:58.0,1
root,2002:2:017:21:063:8,0.1
JavasklB,2002:2:17:22:0:31,0,1

Javaskl2, 2002:2:17:21:28:68,1,1
Javask!d, 2002:2:17:21:24:687,0,1

Javask1d4,2002:2:17:22:5:15.,0,1 LI
Error Log

2O02 05425 15:01:38:075,2:5130,Unlock Error!! ;l
20020825 15:01:60:605,1:4010,RmiCon0bjSync: Object Rezistration

Failure : root34782638

20020825 15:01:60:5615,1:4010,RmiCon0bjSwync: Object Rezistration Il
Failure @ root3A782528

2002705425 15:17:23:034,1:5509, 5etTransaction3tart Modify Release

200270825 16:17:32:117,1:3000, Sequence Error HealthCheck

2002703425 15:17:53:928,2:58130,Unlock Error!!

2002705425 15:19:48:202,1:4010,RmiCon0bjSwync: Object Rezistration

Failure : root332BFASF ;I
Operation Log
|| root,UE{US{EB 17:04:012: 4170057 getd | IPPCGrourInfo getData Mormal End ;I

Figure 3.32 Control Panel, Log Tab

The Log tab of the Control panel displays the following features:

Logon Access Log - User ID, logon and logoff date and time, and flag for all users who

log on to the SVP

Error Log - Date and time of error, error code, error type, and description of the

RMI™ objects

Operation Log - User ID, date and time of the operation, and operation type (method)

To view the Storage Navigator log information:

1.

To access the Log tab, select Option (@) on any of the Storage Navigator panels to
open the Control panel. The User Entry tab is the default view. Select the Log tab.

View the information on the Log tab.

Select the Exit button (ﬁl) to close the Control panel.

Hitachi Lightning 9900™ V Series Remote Console — Storage Navigator User Guide




3.6 Downloading the Log and Configuration Files (Administrator Only)

The Download tab of the Control panel allows you to download Storage Navigator log files,
including the error log, the access log, or the operation log. You can also download the
Storage Navigator configuration information, including the storage device list, the user
account list, or the environment parameter list.

To access the Download tab, select Option () on any of the Storage Navigator panels to
open the Control panel. The User Entry tab is the default view. Select the Download tab
(see Figure 3.33).

Figure 3.33 Control Panel, Download Tab
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The Control panel, Download tab has the following features:

Log File box - displays the following checkboxes:
— Error Log
— Operation Log

— Logon Access Log

Configuration File box - displays the following checkboxes:
— Storage Device List

— User Account List

— Environment Parameter List

Submit - opens the Download panel (see Figure 3.34) to download the selected files

Reset - clears all the checkboxes

To download log and configuration files:

1.

To access the Download tab, select Option (@) on any of the Storage Navigator panels
to open the Control panel. The User Entry tab is the default view. Select the
Download tab.

Check the checkboxes of the desired files.
Select Submit. The Download panel (see Figure 3.34) opens.

Confirm that the selected files are marked with a colored icon. Select Download. The
File Download panel (see Figure 3.35) opens.

Select Save this file to disk and OK. The Save As panel (see Figure 3.36) opens.

Note: The compressed file to be downloaded is nhamed automatically, but you can
change the name.

Specify the name of a folder to save the compressed file. Select Save. When the
download is complete, the Download Complete panel appears (see Figure 3.37)

Select Close to close the Download Complete panel.

Decompress the downloaded file (*.tgz) as required. Note: To create the *.tgz file, the
directory structure is first archived using the tar command and then compressed using
the gzip command. To decompress the *.tgz file, you will need to use a tool that
supports both tar and gzip commands. For instructions on how to decompress the file,
refer to the manual or online help of the file-compression and extraction tool that you
are using.
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Figure 3.34 Download Panel

File Download
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Figure 3.35 File Download Panel
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Save As
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Figure 3.36 Save As Panel
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Figure 3.37 Download Complete Panel
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3.7 Restoring Backup Files (Administrator Only)

3.7.1 Restore Tab on the Control Panel

To open the Restore tab of the Control panel (see Figure 3.38), select Option () on the
upper right corner of any of the Storage Navigator panels. The User Entry tab is the default
view. Select the Restore tab.

b Restore - Microsoft Internet Explorer

Figure 3.38 Control Panel, Restore Tab

The Restore tab has the following characteristics:

m  Backup File - Select one or more of the following lists to be restored:
— Storage Device List
— User Account List (requires the administrator password for that list)

—  Environment Parameter List
= Submit - starts restoring the selected files

m  Reset - clears all the checkboxes
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3.7.2 Restoring Backup Files (Administrator Only)

WARNING: This operation requires extreme caution, because if you forget the password or
make an error in either uploading or downloading the files, you could cause an
unrecoverable error. The FTP client function just uploads the specified files, and does not
verify that the files are correct. Contact the Hitachi Data Systems Support Center if you
need assistance (see section 7.2).

Before you can restore any type of configuration, you must have already uploaded the
following files to the SVP using the FTP Client function (see section 3.12):

Storage device list (strlist.cvs)
Environment parameters (env.cvs)

User account list (userlist.cvs)

To restore configuration files:

1.

To access the Set Environment tab, select Option (@) on any of the Storage Navigator
panels to open the Control panel. The User Entry tab is the default view (refer to Figure
3.23). Select the Restore tab (refer to Figure 3.38).

Note: If you have not previously uploaded the configuration files to the SVP, the Backup
File Not Found panel (see Figure 3.39) is displayed.

Select the checkboxes of the files that you want to restore.
Click Submit.

If you selected the User Account List checkbox, the Password check panel (see Figure
3.40) opens. Enter the administrator (root) password of the desired user account twice.

Select Submit on the Password check panel. The password that is entered becomes the
administrator (root) password after the file-restore process.

Note: If the password is not correct, the user account list cannot be restored.

The File Restoration Confirmation panel (see Figure 3.41) opens. Confirm the process has
been successfully completed. Select Close to close the panel.

Note: When the file restoration process is successfully completed, the SVP backup file is
deleted.

Hitachi Lightning 9900™ V Series Remote Console — Storage Navigator User Guide 85




86

a Restore - Microsolt Internet Explorer b :J_g.'ﬂ
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Back-up File not found.
=
Figure 3.39 Backup File Not Found Panel
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.
Re—enter Password |
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Submit Cancel

Figure 3.40 Password Check Panel
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N Restore - Microsoft Internet Explorer

Figure 3.41 File Restoration Confirmation Panel
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3.8 Viewing Your Own Write Access and Changing Your Own Password

3.8.1 Viewing Your Write Access
To view your own write permissions for the Storage Navigator options:
1. Log on as a non-administrator to the SVP to open the Storage Navigator main panel.

2. Select Option (@) to open the User Control panel. The Permission tab is the default
view (see Figure 3.42). Your write permissions should be displayed.

3. Select Exit (ﬂ) to close the panel and return to the Storage Navigator main panel.

3 User Infomation - Microsoft Internet Explorer [_1a]x]
-

Control Panel - For user -

Permissinn‘ Password |

I Write permission

Polling period for checking exclusive lock 35 sec
Polling period for checking obstacles 110 sec

4] Information / Status ]ninrmalinn
LUN Management / LUN

LUN Expansion (LUSE) / - -

Virtual LVI/LUN (VL1 (¥t il
H{ FlashAccess / PCR FlashAccess PGR

Performance Monitor / Performance :

GruiseGontrol / PPG Monitor c""sec"""“' PPG
%True(}npy Trueany
&' ShadowImage Shadnw[mage

Yy TrueCopy - S/30060 e =

@sr.adnulmage - 5/390(R) 2’};‘;‘;{:)"“‘9 -

‘ Mainframe Gonnection hirachi Parallel] g e LDEV Guard
{J., Extonded Gopy Manager 5‘:::;""’ Gopy

|:5] Open LDEV Guard |_>] open LDEV Guard

W ni-copy Hi-Gopy

%Cnnﬁguratinn File Loader St 1o

fsereD (o &L 4t B License Key SNMP Infor mation Jusl fin Tt

Figure 3.42 User Control Panel, Permission Tab
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3.8.2 Changing Your Password

To change your own password:

1. Log on as a non-administrator to the SVP to open the Storage Navigator main panel.

2. Select Option (@) to open the User Control panel. The Permission tab is the default
view (see Figure 3.42).

3. Select the Password tab (see Figure 3.43).

4. Enter the current password in the Current Password box. Enter the new password in the
New Password and Re-enter New Password boxes.

5. Select Submit.

6. When a confirmation message is displayed, select OK. The new password is registered,
and the information on the Password tab is reset.

7. Select Exit (J) to close the User Information panel.

3 Uzer Infomation - Microzoft Internet Explorer

Control Panel - For user -

Permissiun| Password |

. Change password |

Gurrent Password I
New Password I
Re—enter New Password I

Submit | Reset

I]

Figure 3.43 User Control Panel, Password Tab
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3.9 Extending Cache Memory and LUs Using the Just in Time Storage Functions

Important: There is an extra charge for making subsystem configuration changes using the
Just in Time Storage functions.

WARNING: Once you have extended the cache memory or the LUs using the Just in Time
Storage functions, you are not able to undo your request.

The 9900V subsystem is equipped with additional cache memory, and LUs that are ordinarily
not available. You can access some or all of the additional capacity by using the Just in Time
Storage functions. Once this additional capacity is released, the additional memory and/or
LUs are available for normal use. You can set the Just in Time Storage functions using the
Storage Navigator, as described in this section. The Just in Time Storage functions can also
be set by Hitachi Data Systems representatives on a fee-for-service basis. Contact your
Hitachi Data Systems representative for more information.

The Just In Time Storage operations include:

m  Extending the number of LUs using the Just in Time Storage LUN function
(see section 3.9.2)

m  Extending cache memory using the Just in Time Storage Cache function
(see section 3.9.3)
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3.9.1  Justin Time Tab on the License Key/SNMP/Just in Time Panel

The Just in Time tab allows you to increase the number of LUs and cache memory using the
Just In Time Storage functions. To open the Just in Time tab, select License

Key/SNMP/Just In Time (@) on the Storage Navigator main panel. Select the Just in Time
tab (see Figure 3.44).

Note: The option buttons (along the left side of the panel) and the subsystem information
icons (in the top right corner of the panel) have been omitted from the screen shot. Refer to
Figure 3.1 for an illustration.

Note: If there is a maintenance operation in progress on the SVP, the information on the
Just in Time panel might not be updated when the operations are completed. If this is the
case, close and then reopen the Just in Time panel after the maintenance operation is
finished.

Liconse Key | SNMP Informeation  Just in Time |

| . LUN On-Demand

LUN On-Dematd List

[_tﬂn_,_an_t'LG_muF ! — — ] — T
11 g 1-1coupke) |47 GB{1DDZSmin*1"4 | DER1B-J047FC SR QOPEN-3"23(124 GB) Q000,0001,00032 004
T 47 GE(10025min*1 e | DKR1B-J04TFC | S(30+1F) | OPEN-I78(55 GE) 0004,0005,0008, 000
| 3 ik 1-3 47 GB{1 DDISmin*1™d | DKR1 B-JO4TFC 5CIDH P OFEN-K32{302 GB) 0008 B00Y,DO0A,DOD
f
|
|
i
[ﬂ )

Current
| Capacity
| X2GH +

Figure 3.44 License Key/ Just in Time/SNMP Panel, Just in Time Tab
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The Just in Time tab of the License Key/Just in Time/SNMP panel has the following
features:

LUN On-Demand - Displays a list of parity groups that are available for the Just In Time
LUN function (LUN On-Demand List):

No.: Lists the serial numbers
Parity Group: Lists the parity group numbers

Available ((8): Indicates that the parity group is available for extension by the Just
in Time LUN function

Not Available ([&}): Indicates that the parity group has already been specified for
extension by the Just in Time LUN function

HDD: Lists the capacity and speed of the disk volume: X GB (Y min*1)*Z (where X =
capacity of disk volume, Y = speed, and Z = number of PDEVs)

Model Name: Lists the PDEV models of parity groups
RAID: Lists the RAID levels of the parity groups

LDEV: Lists the emulation types of LDEVs in each parity group, the numbers of
LDEVs, and their available capacity

PDEYV - Lists the PDEV numbers of all PDEVs in each parity group

Note: In the LUN On-Demand section, the capacity of disk volume shows one of the
disk volumes in gigabytes (10° bytes). Even if previous versions of Storage Navigator
show different capacity for the specific disk models, the available capacity is the
same.

Cache On-Demand - Displays the Extend box and fields that shows the current and total
cache capacity in gigabytes

The Extend drop-down box - Allows you to select the incremental cache capacity in
gigabytes

The Apply button implements the settings.

The Cancel button cancels the settings.
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3.9.2 Extending LUs Using the Just in Time Storage LUN Function

To extend the LUNs on the 9900V subsystem:

1.
2.

b,

Log on as an administrator to open the Storage Navigator main panel.

Select License Key/Just in Time/SNMP ( @) on the Storage Navigator main panel.
Select the Just in Time tab (refer to Figure 3.44).

In the Parity Group column of the LUN On-Demand List, right-click on the desired
parity group with the Available (@) icon. The On-Demand OFF &> ON menu (see Figure
3.45) is displayed.

Select the On-Demand OFF = ON command.

The Just In Time confirmation panel appears (see Figure 3.46), reminding you that there
is a charge for access to the additional parity group. Select OK to agree, or Cancel to
disagree.

Confirm that the Available ((73) icon of the selected parity group in the Parity Group
column has changed to the Not Available (zt) icon. Important: To implement the
setting, you must select the Apply button (see below).

Note: If you have changed the status of a wrong parity group by mistake, right-click on
the parity group to display the On-Demand ON = OFF menu. Select the On-Demand ON
- OFF command (refer to Figure 3.45). The Not Available () icon changes back to the
Available ((z) icon.

To apply the changes to the subsystem, select Apply (or Cancel). Select OK.

PP Marme HOIC F

On-Demand:OM-=0FF

1-2 Dk

Figure 3.45 On-Demand Menu Commands

J Hitachi 99800/097 00

® There is a charge for this operation. Do you swwant to cantinue (510 901 0%

Cancel |

I Java dpplet Window

Figure 3.46 Just in Time Confirmation Message
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3.9.3 Extending Cache Memory Using Just in Time Storage Cache Function
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To extend the cache memory on the 9900V subsystem:

1.

Log on as an administrator to open the Storage Navigator main panel (refer to
Figure 3.1).

Select License Key/Just in Time/SNMP ( @) on the Storage Navigator main panel.
Select the Just in Time tab (refer to Figure 3.44).

Select a desired incremental value (cache capacity) from the Extend combo box.

The On-Demand OFF - ON menu (refer to Figure 3.45) is displayed. Select the On-
Demand OFF -> ON command.

When the Just In Time confirmation panel appears (refer to Figure 3.46), reminding you
that there is a charge for access to the additional cache capacity, select OK to agree, or
select Cancel to disagree.

If you want to apply the changes to the subsystem, select Apply. Select OK. If you want
to cancel the changes, select Cancel.

WARNING: Once you select the OK button, you cannot cancel or undo your request, and you
will be charged for access to the additional capacity.
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3.10 Downloading Trace Files Using the FD Dump Tool

The 9900V Storage Navigator supports the FD Dump Tool function. The FD Dump Tool
function is available to all users, and enables users to download the 9900V Storage Navigator
configuration information from the SVP either onto a floppy disk or onto a hard disk drive.
The downloaded information (trace files) can be used by Hitachi Data Systems service
personnel to diagnose problems related to Storage Navigator operations for troubleshooting
purposes.

Caution: If another user (including an SVP user) is using the FD Dump Tool function or
Export File function, or a maintenance operation is being performed, you cannot download
trace files using the FD Dump Tool function.

Note: The FD Dump Tool performs the equivalent of an FDCOPY at the SVP. The subsystem
microprocessors are NOT dumped by use of the FD Dump Tool or FDCOPY, so any pre-existing
dump info in the SVP files at the time of the FD DUMP will be gathered. This dump data may
be old and not valid for troubleshooting a current problem, unless you performed DUMP
process at the SVP immediately before performing the FDCOPY, FD DUMP Tool, or Rapid
Autodump.

To download the Storage Navigator configuration information (trace files) from the SVP:

1. Specify the following URL to open the Download Trace Files Logon panel (see Figure
3.47): http://xxx.xxx.xxx.xxx/cgi-bin/utility/stc0000.cgi. (Note: xxx.xxx.xxx.xxx is the
IP address or the host name of the SVP you want download files.)

2. Select Logon to open the Download Trace Files, Selecting Trace Files panel (see Figure
3.48).

3. Select Normal Trace, then select Next >>. This compresses the file (see Figure 3.49).
When the file is compressed, the Download Trace Files Download panel (see Figure 3.50)
is displayed.

4. Select Download. The File Download panel (see Figure 3.51) is displayed.
5. Select Save this file to disk. Select OK. The Save As panel (see Figure 3.52) is displayed.

6. Specify the download destination. Select Save. When the file is downloaded successfully,
the Download Complete panel (see Figure 3.53) is displayed.

Note: If the web browser ends abnormally due to a time-out or an error, wait for about
10 minutes. Restart the FD Dump Tool function. From the Download Trace Files,
Selecting Trace Files panel (refer to Figure 3.48), select Existing Trace File.
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2} Download Trace Files - Microsoft Internet Explorer

cgi-hindutility /stc0000 coi

User |1D: I
Password: I
_Logon | Reset |

Figure 3.47 Download Trace Files Logon Panel

2} Download Trace Files - Microsoft Internet Explorer

Figure 3.48 Download Trace Files Panel (Selecting Trace Files)
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Figure 3.49 Compressing Files Panel

2} Download Trace Files - Microsoft Internet Explorer

& hitp: 158,21 4.1 35.57 iegi-biniutifty/stc0002 i

Figure 3.50 Download Trace Files Download Panel
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File Download

'ou have chogen o download a file from this location.
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What would pou like to do with this file?

" Open thiz file from its curent location

¥ | Alwaps ash before opening this ipe of fle

k. I Cancel Mare Info

Figure 3.51 File Download Panel
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Cancel
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Figure 3.52 Save As Panel

Chapter 3 Performing Storage Navigator Operations




Download complete =] |

S

= Daownload Complete

Saved:
TraceDUMP.Izh fram 158.214.135.57

NEREEENEENERENENEENNEENNEENENEEENEEENEEEEER
Downloaded: 14.2FKEB in1 sec

Diovwnload to: C:ATemp-workh TraceDUMP.Izh

Tranzfer rate: 14 2KB/Sec

I iClase thiz dislog bow when download completes

Open Open Folder | Cloze I

Figure 3.53 Download Complete Panel
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3.11 Exporting Data Using the Export File Function
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The Export File function enables users to export data used by Storage Navigator options such
as Hitachi CruiseControl, Priority Access, Hitachi TrueCopy, and Hitachi TrueCopy - S/390"
to files.

Note: Keep the following points in mind before using the Export File function:

= You cannot use the Export File function when another user (including the SVP) is using
the FD Dump Tool or Export File function, or when maintenance operations are being
performed on the SVP.

m  The web browser sometimes ends abnormally while downloading a file. If this occurs,
restart the Export File function, and retry the operation.

m  The File Export function is a browser application, so each operation panel exists
individually. Other panel operations are available during file export operations. If you
accidentally select the Cancel button on another panel during the file compression
process, close the Compressing File panel (select the Close button). Wait for about 10
minutes. Restart the Export File function (select Existing Export Data).

m  The export files created using the Performance Manager selections (Port/WWN,
LDEVCUOO - CU1F, and Physical) and the Remote Copy Usage selection are intended for
use by the Technical Support Center, or by developers analyzing the performance of
remote copy operations. These files are not intended for customer use.

m  For information about how the customer can analyze the Performance Monitor data and
configuration, please refer to Hitachi Freedom Storage™ Lightning 9900™ V Series
Performance Monitor User’s Guide (MK-92RD133).

m  For information about how to use the information from the remaining three selections in
the Remote Copy section of the Export Data Files screen, please refer to the following
documents:

— Remote Copy Script: See Hitachi Freedom Storage™ Lightning 9900™ V Series
TrueCopy S/390° User’s Guide (MK-92RD107).

— Remote Copy Snapshot: See Hitachi Freedom Storage™ Lightning 9900™ V Series
TrueCopy - S/390° User’s Guide (MK-92RD107).

— Remote Copy History: See Hitachi Freedom Storage™ Lightning 9900™ V Series
TrueCopy - S/390° User’s Guide (MK-92RD107), or Hitachi Freedom Storage™
Lightning 9900™ V Series TrueCopy User’s Guide (MK-92RD108).
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To export data to a file using the Export File function:

1.

On the Storage Navigator main panel, select the Export button (I,:h to open the Export
Data Files panel (see Figure 3.54).

On the Export Data Files panel, select the button for the desired data. For example,
select the Remote Copy Usage button to export the remote copy usage data.

Select Next >> to open the Export Data Files panel (see Figure 3.55).

— If you are exporting a new data file, select Export Data on the Export Data Files
panel.

— If you are exporting a file that has previously been exported, select Existing Export
Data on the Export Data Files panel (see Figure 3.56).

Select Download. If you are exporting new data, the Compress Files confirmation
message opens (see Figure 3.57).

Select OK. A file compression processing starts, and the Compressing File panel is
displayed (refer to Figure 3.49). When the file has been compressed, the File Download
panel is displayed (refer to Figure 3.51).

Note: An error occurs if another user is using the FD DUMP Tool or Export File function,
or maintenance operations are being performed on the SVP. If this occurs, wait until the
other uses are finished, and then retry the operation.

Note: If file compression takes too long, the browser may time out. Close the
Compressing Files panel (using the close ([%]) button), and restart the export operation
(step 1).

Note: If you accidentally select Cancel during file compression, close the Compressing
Files panel, wait a while, then download the file again.

On the File Download panel (refer to Figure 3.51), select Save this file to disk. Select
OK (or select Cancel to cancel your request to export the file).

On the Save As panel (refer to Figure 3.52), specify the download destination. Select
Save (or select Cancel to cancel your request to export the file). When the file is
downloaded successfully, the Download Complete panel is displayed (refer to

Figure 3.53).
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Figure 3.54 Export Data Files Panel (Selecting Data)

port Data File

Figure 3.55 Export Data Files Panel (New Data)
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Figure 3.56 Export Data Files Panel (Export Data)
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Figure 3.57 Compress Files Confirmation Message
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3.12 Uploading Files to SVP Using the FTP Client Function

104

The 9900V Storage Navigator supports the FTP Client function. The FTP Client function
enables users to upload files from the Storage Navigator to the desired SVP. These include
the license key file for installing multiple options (refer to section 2.7), script files used by
Hitachi TrueCopy - S/390°, and the private and public keys for SSL-enabled communication
(see section 5.5).

Note: Because of Java™ applet program restrictions, the web server (SVP) cannot directly
access data on the web client (Storage Navigator). Therefore, the FTP Client function is
required to upload data from the Storage Navigator to the SVP.

To upload files to the SVP using the FTP Client function:

1.

On the Storage Navigator main panel, select FTP Client (wt_?‘) to open the File Download
(FTP Client) panel (see Figure 3.58).

Select the FTP Client (jar file) hyper link to download the spfc-01_00.jar file onto a
directory on the Storage Navigator.

Note: If you use the FTP Client function from the SVP, you must save the file in the
c:\dkc200\tmp directory.

—  For the Windows® operating system, select the FTP Client run batch for Win32
hyperlink to download the spfc_win32.cmd file onto the same directory.

—  For UNIX® systems, select the FTP Client run batch for UNIX hyperlink to download
the spfc_unix.sh file onto the same directory.

Select Exit ( ﬂ).

Open your browser to display the downloaded files (see Figure 3.59). Do one of the
following to open the Upload panel (see Figure 3.60):

—  On Windows® systems open the Explorer panel to display the downloaded files (see
Figure 3.49). Select and double-click the spfc_win32.cmd file.

—  On UNIX®systems open the X Server Emulator console panel to display the
downloaded files in the current directory. Execute the following command:
/spfc_unix.sh

On the Upload panel, do the following:

— In the SVP IP Address box, either enter the IP address of the SVP, or select the
existing IP address from the list.

— In the File Name on Client box, enter the full path name of the file to be uploaded,
or select the file by using the Reference button (see Figure 3.61). You can enter up
to 200 alphanumeric characters.

— Select Upload.

When the file is uploaded, a confirmation message is displayed (see Figure 3.62).
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Figure 3.58 File Download (FTP Client) Panel
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Figure 3.59 Sample Display on the Windows® Explorer Browser
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Figure 3.60 Upload Panel
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Chapter 4 Setting SNMP Agent Properties

41 Overview of SNMP Agent Properties

WARNING: Before setting SNMP Agent properties, be sure that both the Hitachi SNMP API
and the Microsoft SNMP agent are installed on the 9900V SVP, to allow the SNMP agent to run
as a daemon program.

The Simple Network Management Protocol (SNMP) is an industry-standard method for storage
and communication devices. It is used to transfer status and management commands across
TCP/IP networks. The SNMP agent (SNMP) performs error-reporting operations requested by
the SNMP manager for 9900V subsystem(s). SNMP properties are usually set from the SVP,
but you can also set the SNMP properties for the connected 9900V subsystem using the
Storage Navigator. For a flowchart of the 9900V SNMP environment, see Figure 4.1.

You can perform the following SNMP functions using the Storage Navigator:
m  Add and delete SNMP Manager IP addresses (see sections 4.3.1 and 4.3.2)
m  Add, delete, and change communities (see sections 4.3.3 through 4.3.5)

m  Add, delete, and change IP addresses of communities (see sections 4.3.6 through 4.3.7)

Note: To set the SNMP properties, you must register the SNMP system group information
including the device name, contact information, and location of the subsystem to be
managed on the Information tab of the Storage Navigator main panel.

Setting the SNMP Agent properties
from the Remote Console. Storage Navigator

I

USB-LAN card

Public LAN

E Private LAN

Customer
SIM report SNMP Manager
ﬁ

SNMP
Information Trap

Disk subsystem

Figure 41 9900V SNMP Environment

Hitachi Lightning 9900™ V Series Remote Console — Storage Navigator User Guide 107



4.2 SNMP Information Tab

The SNMP Information tab allows you to extend the number of LUs and cache memory using
the Just In Time Storage functions. To open the SNMP Information tab, select License
Key/SNMP/Just In Time (&hf]) on the Storage Navigator main panel. Select the SNMP
Information tab (see Figure 4.2).

Note: The option buttons (along the left side of the panel) and the subsystem information
icons (in the top right corner of the panel) have been omitted from the screen shot. Refer to
Figure 3.1 for an illustration.

@ Community
E-E§ comul

IP Adiress

Figure 4.2  SNMP Information Tab on the License Key/SNMP/Just in Time Panel
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The SNMP Information tab has the following features:

The Extension SNMP checkbox - selected if the SNMP Agent feature is enabled. This
must be selected in order for you to perform SNMP operations from the Storage
Navigator.

Note: This must be set from the SVP. Contact your Hitachi Data Systems account team
for assistance.

The Manager section - allows you to add and delete SNMP manager information (see
section 4.3.1 for instructions)

— The IP Address list box: Displays the IP addresses of the registered SNMP managers
from which the SNMP agent accepts requests. If no manager is registered, the SNMP
agent accepts requests from all managers. You can register up to 32 managers.

— The IP Address text box: Enter the IP address that you want to register as an SNMP
manager. The value of each number in the IP address must be from 0 to 255
inclusive.

— The Set button: Adds the new IP address to the IP Address list box

The Community & Trap section - Add, delete, or change SNMP trap information. The
registered IP address is the trap destination for the specified community.

— Each community can have more than one defined IP address (see sections 4.3.3 and
4.3.6 for instructions).

— You can register up to 32 community names and up to 32 IP addresses per
community name.

—  You can use up to 180 alphanumeric characters for a community name.
Apply - implements the settings made on this panel

Cancel - cancels the settings made on this panel
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4.3 SNMP Agent Operations

Note: To set the SNMP Agent properties from the Storage Navigator, you must select the
Extension SNMP checkbox from the connected SVP. You must have the write permission to
change the SNMP Agent properties.

431 Adding SNMP Manager IP Addresses

To add SNMP Manager IP addresses:

1. Change to Modify mode.

2. Select License Key/SNMP/Just in Time ( @).

3. Select the SNMP Information tab (refer to Figure 4.2).

4. Enter the desired numerical IP address (see Figure 4.3) in the IP Address text box.
5

Select Set to add the new IP address. The new IP address is added to the IP Address list,
but the changes are not implemented until you select Apply.

6. If you want to apply the changes to the subsystem, select Apply (or Cancel). Select OK
on the confirmation message.

I Manhager I Manhager

IP Address

158.214.20.585
158.214.20.57

T oo O

Figure 43  Adding SNMP Manager IP Address
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4.3.2 Deleting SNMP Manager IP Addresses

To delete a SNMP Manager IP address:

1. Change to Modify mode.

2. Select License Key/SNMP/Just in Time ( m).
3. Select the SNMP Information tab).

4. Left-click one or more unwanted IP addresses in the IP Address list box to select them.
Right-click to display the Delete IP Address pop-up command (see Figure 4.4).

5. Select the Delete IP Address command.

6. A confirmation message is displayed. Select OK to request the delete IP address
operation(s), or select Cancel to cancel.

7. If you want to apply the changes to the subsystem, select Apply. Select OK. If you want
to cancel the changes, select Cancel.

I Manhager

IP Address

1558.214.20.55

Delete IP Address

Figure 4.4  Delete IP Address Pop-Up Menu
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4.3.3 Adding A Community Name

112

To add a community name:

1.

2.
3.

Change to Modify mode.

Select License Key/SNMP/Just in Time ( m). Select the SNMP Information tab.

In the Community &Trap box, select and right-click on Community. The Add
Community pop-up menu is displayed (see Figure 4.5).

Select the Add Community command. The Community panel (see Figure 4.6) is
displayed.

In the Community text box, enter the desired community name (up to 180 alphanumeric
characters, excluding” * § ~ | < > ? % & \ and space).

Select OK. The new community name is displayed in the Community & Trap box, but
the changes are not yet implemented in the subsystem.

If you want to add one or more IP addresses to the new community, refer to section
4.3.6.

If you want to apply the changes to the subsystem, select Apply. Select OK (or Cancel).

I Community & Trap

0.

& Communy

@ p— Add Comrmunity
~-158.214.21 56

Figure 4.5 Add Community Pop-Up Menu

Hitachi SO0 007 00

Community l

Jaw

0K | Cancel

a dpplet Window

Figure 46  Add Community Panel
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4.3.4 Deleting a Community Name

To delete a community name:

1. Change to Modify mode.

2. Select License Key/SNMP/Just in Time (m).
3. Select the SNMP Information tab.

4. In the Community & Trap box, select the unwanted community. Right-select using the
mouse. The Delete Community popup menu is displayed (see Figure 4.7).

5. Select the Delete Community command. A confirmation message is displayed.

6. Select OK to delete (or Cancel). The selected community is deleted from the
Community & Trap box, but the setting is not yet implemented in the subsystem.

7. If you want to apply the changes to the subsystem, select Apply. Select OK (or Cancel).

B community & Trap

&Y Community
=Ly comu
i 18821421 5B

" af::} oy

Delete Community

Change Community
Add IP Address

Figure 4.7  Delete Community Pop-Up Menu
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4.3.5 Changing a Community Name
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To change a community name:

1. Change to Modify mode (refer to section 2.5 if you need instructions).

2. Select License Key/SNMP/Just in Time (m).
3. Select the SNMP Information tab.

4, Select the community name that you want to change in the Community & Trap box,
right-select using the mouse. The Change Community popup menu is displayed (see
Figure 4.8).

5. Select the Change Community command. The Change Community panel is displayed (see
Figure 4.9).

6. In the Community text box, overwrite the old community nhame with a new community
name (up to 180 alphanumeric characters, excluding” * $§ ~ | < > ? % &
\ and space).

7. Select OK. The changed community name is displayed in the Community & Trap box,
but the changes are not yet implemented in the subsystem.

8. If you want to apply the changes to the subsystem, select Apply. Select OK (or Cancel).

B community & Trap

@ Community
=Ly comu
C 15821421 86

" af::} oy

Delete Community

Change Community

Add IF Address

Figure 4.8  Change Community Pop-Up Menu
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Figure 49  Change Community Panel
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4.3.6 Adding Community IP Addresses

To add a community IP address:

1. Log on to oper.the Storage Navigator main panel, select the License Key/SNMP/Just in
Time button (m). Select the SNMP Information tab. The SNMP Information panel is
displayed (see Figure 4.2).

2. Select the desired community that you want to add and right-click. The popup menu is
displayed (see Figure 4.10).

3. Select the Add IP Address command. The Add IP Address panel is displayed (see Figure
4.11).

4. In the IP Address box, enter a new IP address or select the existing IP address.

5. Select OK. The new IP address is displayed in the Community & Trap box, but the change
is not yet implemented to the subsystem.

6. If you want to apply the changes to the subsystem, select Apply. Select OK. If you want
to cancel the changes, select Cancel.

I Community & Trap

!E? Community
= £ cormu

158314 21 56

Delete Comrmunity
Change Community
Add IP Address

Figure 410 Add Community IP Address Pop-Up Menu

OK | Cancel |

Java Applet Window

Figure 411 Add Community IP Address Panel
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4.3.7 Deleting a Community IP Address
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To delete a community IP address:

1.

Change to Modify mode.

Select License Key/SNMP/Just in Time ( m).
Select the SNMP Information tab.

In the Community &Trap box, select the unwanted community IP address. Right-click to
display the Delete IP Address pop-up menu (see Figure 4.12).

Select the Delete IP Address command. A confirmation message is displayed.

Select OK to delete (or Cancel). The selected IP address is deleted from the Community
& Trap box, but the change is not yet implemented on the subsystem.

If you want to apply the changes to the subsystem, select Apply (or Cancel). Select OK
on the confirmation message.

B community & Trap

ﬁ_i‘ Community
Eiffﬂ comut

E@

ol 5@.214.21 56

Delete P Address

Figure 412 Delete Community IP Address Pop-Up Menu
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Chapter 5 Enabling SSL-Encrypted Communication

5.1 Overview

The 9900V supports SSL-encrypted communication to improve security of remote operations
from a Storage Navigator to a Lightning 9900V subsystem. By setting SSL-encrypted
communication, the User ID and Password required for logging on to the Storage Navigator
are encrypted to provide a higher level of security.

The 9900V SVP must be changed to Apache, which supports SSL, in order to perform SSL-
encrypted communication. The Hitachi Data Systems service personnel will do the operation
to change the SVP to the SSL-supported Apache.

This chapter describes and provides instructions for enabling SSL-encrypted communication:
m  SSL Definitions (see section 5.2)

m  Creating a keypair (see section 5.3)

= Acquiring a signed SSL certificate (see section 5.4)

= Importing the SSL certificate (see section 5.5)

m  Updating the SSL certificate in the SVP (see section 5.6)

m  Setting your web browser to accept self-signed certificates (see section 5.7)
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5.2 SSL Definitions
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Important: If you enable SSL, you must make sure that the key pair and associated server
certificate do not expire. If either the key pair or the server certificate expires, users will be
unable to connect to the SVP. SSL requires that the SVP be set up to use the Apache™ HTTP
server. This will be performed by Hitachi Data Systems representatives.

Note: Server certificates require the use of a host name instead of an IP address when you
add or change a storage device (refer to sections 3.2.2 and 3.2.3).

This chapter uses the following terms:

= Secure Sockets Layer (SSL) is a protocol first developed by Netscape® to securely
transmit data over the Internet. Two SSL-enabled peers use their Private and Public Keys
to establish a secure communication session, with each peer encrypting transmitted data
with a randomly generated and agreed-upon symmetric key.

m A keypair is two mathematically-related cryptographic keys consisting of a Private Key
and its associated Public Key.

m A Server Certificate (sometimes also called a Digital Certificate) forms an association
between an identity (in this case the SVP server) and a specific keypair. A Server
Certificate is used to identify the SVP server to a client so that the server and client can
communicate using SSL. Server Certificates come in two basic types:

— Self-signed: This is the case where you generate your own certificate, so that the
subject of the certificate is the same as the issuer of the certificate. If the
communication between Storage Navigator computers and the SVP is on an internal
LAN behind a firewall, you may find that this option provides sufficient security. See
section 5.4.1 for more information on self-signed certificates.

— Signed and Trusted: When a Certificate Signing Request (CSR) is generated and sent
to a well-known and trusted Certificate Authority (CA) for signing, and is then signed
and returned by the Certificate Authority, your certificate is considered signed and
trusted. One such Certificate Authority is VeriSign® (http://www.verisign.com/). See
section 5.4.2 for more information on signed and trusted certificates. This adds extra
cost and requirements.

Enabling SSL requires the following steps:

m  Creating a keypair (see section 5.3)

= Acquiring a signed SSL certificate (see section 5.4)

m Importing the SSL certificate (see section 5.5)

m  Updating the SSL certificate in the SVP (see section 5.7)

m  Setting your web browser to accept self-signed certificates (see section 5.7)
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5.3 Creating a Keypair

To enable SSL, you will need to create a keypair. These instructions use Windows® 2000 as
an example.

If you are using Solaris™ or HP-UX®, you will need to download software for creating a
keypair, e.g., OpenSA (http://www.opensa.org/) or OpenSSL (http://www.openssl.org/)and
follow the manufacturer’s instructions.

5.3.1 Creating a Private Key (.key file)

1. You will need the CD-ROM for SSL, which is provided by Hitachi Data Systems. It includes
openssl.exe, SSLeay32.dll and libeay32.dIl. Copy the entire contents of the openssl
folder to your c: drive (or other drive of your choice).

2. Release the read-only attribute from the openssl folder.
3. Open a command prompt.

4. Navigate to the directory where you copied the folder, and execute the following
command:
C:\openssl> openssl genrsa -out server.key 1024

5. This will create a file called server.key in the openssl folder. This file becomes the
Private Key.
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5.3.2 Creating a Public Key (.csr file)

1. Open a command prompt, and execute the following command:
c:\openssl> openssl req -new -key server.key -config openssl.cnf -out server.csr

2. Enter the following information (Figure 5.1 is an example; enter your own information):
— Country Name (2 letter code)
— State or Province Name
— Locality Name (e.g., city)
— Organization Name (e.g., company)
— Organization Unit Name (e.g., department name)

— Common Name: If you are going to create a self-signed certificate, enter the IP
address of the web server (SVP). If you are going to obtain a signed and trusted
certificate, the server name must be the same as the host name of the storage
device (refer to sections 3.2.2 and 3.2.3).

— Email Address: (not entered in the example)
— Challenge password (optional)

— Company name (optional)

Command Prompt - openssl req -new -key server.key -config openssl.

C:openss1l> openssl reg —new —key server.key —config openssl.cnf —-out server.csr

Using configuration from openssl.cnf

You are about to be asked to enter information that will be incorporated
into wyour certificate reguest.

What you are about to enter is what is called a Distinguished Mame or a DN.
There are guite a few fields but you can leave some bhlank

For zome fields there will he a default value,

If you enter '.’, the field will be left blank.

Country Name (2 letter code> [AUI1:JP

State or Province Name <full name? [Some—State]l:Hanagawa

Locality Name <eg. city?> [1:0dawara

Organization Name <eg,. company? [Internet Widgits Pty Ltdl:Hitachi
Organizational Unit Mame (eg, section) [1:=RED

Common Mame (eg,. YOUR name> [1:172.168.8.1

Fmail Address [1:

Please enter the following ‘extra’ attributes
to be sent with your certificate reguest

A challenge password [1:

An optional company name [1:

Figure 5.1  Creating a Public Key
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5.4 Acquiring a Signed Certificate

5.4.1 Self-Signed Certificates

1. Open a command prompt, and execute the following command:
C:\openssl> openssl x509 -req -days 10000 -in server.csr -signkey server.key -out
server.crt

2. This creates a server.crt file in the openssl folder, which is valid for 10000 days. This is
the signed Public Key, which is also referred to as a self-signed certificate.

5.4.2 Signed and Trusted Certificates

If you want to create a signed and trusted certificate, you need to create a certificate
signing request (CSR), send that file to a Certificate Authority (CA), and request that the CA
issue a signed and trusted certificate. Each certificate authority has its own procedures and
requirements, and there is generally a cost for doing so. The signed and trusted certificate is
the signed Public Key.

5.5 Uploading the Signed Certificate to the SVP
In order to use SSL-encrypted communication, you need to upload both the Private Key and

the signed Server Certificate (Public Key) to the Web server (SVP). Refer to section 3.12 for
instructions on using the FTP Client function to upload files.
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5.6 Updating the Certificate

1.
2.

“ZJ update Certificate Files - Microsoft Internet Explorer =

File Edit ‘Wiew Favorites Tools Help

Start the Storage Navigator computer, and launch your web browser.

To open the Update Certificate Files logon panel, specify the following URL:
http://xxx.xxx.xxx.xxx/cgi-bin/utility/ssc0000.cgi (where xxx.xxx.xxx.xxx is the IP
address or host name of the SVP).

If the SVP is set to support SSL-encrypted communication, the Establishing Secure
Connection Warning panel (refer to Figure 2.8) displays. Select OK.

If the View Certificate panel (refer to Figure 2.9) displays, select the View Certificate
button to verify that the certificate is correct, then select Yes.

The Update Certificate Files Logon panel (see Figure 5.2) will display. Enter an
administrator user ID and password, then select Logon.

The Update Certificate Files Start panel (see Figure 5.3) will display. Select OK to start
the update process, or select Cancel to cancel and return to the Logon panel.

When the update completes, the web server will restart to refresh to the updated
certificate. When the web server has restarted successfully, the Update Certificate Files
Completed panel (see Figure 5.4) will display.

If an error occurs during the process, an error message will be displayed (see Figure 5.5).

Select OK to return to the Logon panel, then complete the logon process as usual. Refer
to section 2.4 if you need instructions.

Back » = - G Zat | {Qisearch [ZFavorites ffMedia (4 | B S -

fddress I@j https:/f155.214.133. 166/cgi-binjutilityssc0000. cgitssIflg=on j f?Go | Links **

Update Certificate Files

|2 one l_ l_ ré_ |4 Interret

AR

Figure 5.2  Update Certificate Files Logon Panel
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) Update Certificate Files - Microsoft Internet Explorer

&) https: /158,214,133, 166 cgi-binfutiityfssc0001  cqi

Figure 5.3  Update Certificate Files Start Panel

T Update Certificate Files - Microsoft Internet Explorer

&) https: /158,214,133, 166 /cgi-bin utiityfs5c0002. cqi

Figure 5.4  Update Certificate Files Completed Panel
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-10l]

/3 Error - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help

HBack -~ = - @ at | @Search [Z ] Favorites @Media @ | %v =] -

Address I@j https:/f158.214.133, 166/ cgi-bin/utility/ssc0001 .cqi

| @ |Links &

=

Error : 190-7001

The certificate file( crt file) is not uploaded.

|® Done

l_ l_ ré_ |O Internet

aE

Figure 5.5 Update Certificate Files Error Panel
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5.7  Setting the Web Browser to Accept Self-Signed Certificates

If you are using a self-signed certificate, your web browser will display a warning message
when it connects to an SSL-enabled SVP. If you want this message to not display, you will
need to import the certificate to the web browser.

Note: These sample instructions assume the use of Internet Explorer® 6.0.
1. Log on to the Storage Navigator using a secure connection (specify the URL using https).
2. The Security Alert panel (see Figure 5.6) displays. Select View Certificate.

3. The Certificate panel (see Figure 5.7) displays. The General tab is the default view.
Select Install Certificate.

4. The Certificate Import Wizard Introduction panel (see Figure 5.8) displays. Select Next.

5. The Select Certificate Type panel (see Figure 5.9) displays. Select Automatically select
the certificate store based on the type of certificate, then select Next.

6. The Import Complete panel (see Figure 5.10) displays. Select Finish.

7. The Add Certificate panel (see Figure 5.11) displays. Select Yes to add the certificate to
the Root Store, or select No to cancel.

8. The Import Successful panel (see Figure 5.12 ) displays. Select OK.

9. You are returned to the Security Alert panel (refer to Figure 5.6). Select Yes. Note: This
panel will no longer appear, beginning with the next time that you open your browser.

Security Alerk |

7% Information you exchange with this site cannot be viewed or
? changed by others. However, there iz a problem with the site'z
: zecurnty certificate.

The zecurity certificate wagz izzued by a company vou have
not choszen ta trust. Yiew the certificate to determine whether
wou want to trust the certifying autharity.

& The zecurty certificate haz expired or iz not pet valid.

The name on the zecunity certificate iz invalid or does not
match the name of the zite

Do pou want to proceed?
# Wiew Certificate |

Figure 5.6  Security Alert Panel (Unknown Security Certificate)
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Certificate El=l

General |Detai|s | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued kto:  svp

Issued by: svp

valid from  7/25/2003 bo 10/14/2037

IeslIET: Staterment: |

Figure 5.7  Certificate Panel

Certificate Import Wizard ]

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate krusk
lists, and certificake revocation lisks From your disk ko a
certificate store,

& cerkificake, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or bo establish secure nebwork
connections, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

= Bach

Cancel |

Figure 5.8  Certificate Import Wizard Introduction Panel

126 Chapter 5 Enabling SSL-Encrypted Communication



Certificate Import Wizard ]

Certificate Store

Certificate stores are swstem areas where certificates are kept.

‘indows can automatically select a certificate store, or you can specify a location For

* putomatically seleck the certificate store based on the bype of certificate;

" Place all certificates in the Following stare

mertiticate sore;

Efowses . |

< Back, I Mext = I Cancel

Figure 5.9  Select Certificate Type Panel

cate Import Wizard =]

Completing the Certificate Import
Wizard

fou have successfully completed the Certificate Impork
wizard.

You have specified the Following setkings:

Certificate Store Selected  Automatically determined by £
Zonkent Certificate

1 | |

« Back Cancel |

Figure 510 Import Complete Panel
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Root Certificate Store |

& Do waou want ko ADD the Following certificate to the Roat Skore?

Subject : svp@str, hitachi.co.jp, svp, RSD, HITACHI Ltd, Odawara, Kanagawa, JP
Issuer : Self Issued

Tirne Walidity : Friday, July 25, 2003 through Wednesday, October 14, 2037
Serial Mumber : 00

Thumbptint (shal) : 65E341C4 B7 116C34 SREOFECT ECC2A160 GOBATAES
Thumbprink {mdS) : D13AC1AD 33975BCA ZEASADSA SFEBIAST

Figure 511 Add Certificate Panel

Certificate Import Wiz |

@ The import was successtul,

Figure 512 Import Successful Panel
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Chapter 6 Configuration File Loader

6.1  Overview of Configuration File Loader

This chapter contains the following topics:

m  Overview (see section 6.1)

m  Downloading Java™ Web Start (see section 6.2)

m  General spreadsheet conventions (see section 6.3)

m  LUN Manager spreadsheet conventions (see section 6.4)

m  Configuration File Loader operations (see section 6.5)

Configuration File Loader is used to make large-scale or “batch” changes to the LUN Manager
configuration of the 9900V subsystem, using either a text editor or spreadsheet software to
edit configuration definition files and apply the changes. You can apply the same
configuration definition file to different subsystems, and you can define the configuration
when you are offline.

Note: The instructions in this chapter assume the use of Microsoft Excel® 2000, and it is
recommended for best compatibility.

Note: Java™ Web Start version 1.0.1 or 1.2 is required to run Configuration File Loader. The
minimum microcode version required is 21-04-31. See section 6.2 for instructions on
downloading Java™ Web Start.

Currently Configuration File Loader supports only LUN Manager functions. For further
information on LUN Manager, please refer to the Hitachi Lightning 9900™ V Series LUN
Manager User’s Guide (MK-92RD105).
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Figure 6.1 is a flow chart of Configuration File Loader operations.

Log on to Storage Navigator.

Start Configuration File
Loader.

<

Download the current settings
spreadsheet.

>

Edit the spreadsheet.

Upload the edited
spreadsheet.

Is any error found by the First
heck or the Second check?

Check the error on the error
message and the error list.

No

v

Apply the new settings.

Is any error found
by the Third check?

Yes

End of operation

Figure 6.1  Configuration File Loader Operation Flow Chart
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6.2 Downloading Java™ Web Start

In order to upload and download a spreadsheet file, you need to install Java™ Web Start™ on
the Storage Navigator computer. If you try to start Configuration File Loader without first
installing Java Web Start on the Storage Navigator computer, you will see an error message
(see Figure 6.2). Select Yes to open another web browser, which will display a link that
allows you to download Java™ Web Start (see Figure 6.3). Note: The Storage Navigator
computer must be connected to the Internet in order to complete the download. Follow the
instructions on the site to download Java™ Web Start.

When you close the Java™ Web Start download site information panel, a message is
displayed telling you to re-start your management session (see Figure 6.4). When you select
OK, you will need to exit and re-log in to Storage Navigator.

The first time you download a spreadsheet file, you will see a message asking if you want to
install and run Configuration File Loader (see Figure 6.5). Select Start to continue.

-3 Hitachi 998

® Itis necessary to install Java Web Start.
Do you wyant to install it?(2110 9338)

| Java Applet Window

Figure 6.2  Java™ Web Start Error Message (Java™ Web Start Required)

a Configuration File Loader - Microsoft Internet Explorer

=10l x|
J File Edit View Favoribes Tools  Help ﬁ

J 4=Gack - = - 5 at | iZhsearch [GFavorites ¢ 4History | By S -

J.ﬁ.gldress I@ http:,f,f158.214.135.E?Icgi-bin,l'utiIity,l'javawebstart.cgi?JarName=&Main=stFTMain&argD1=rmi:j fl}GD |JLinks >

-

Java(TIy Web Start 15 not installed.
Java(TI) Web Start 15 necessary to use Configuration File Loader.

Please dowmnload and mstall TavalTI Web Start from the following site, and then retry the operation.
For mstructions en mstalling Java(TIWD) Web Start, refer to the corresponding site;

For Microsoft Windows and Solatis : Sun Microsystems, Inc JawalThD) Web Start Site
For HP-TIX - Hewlett-Packard JavaThD) Web Start Site

o

&1 Done I_l_lﬂ Internet

Figure 6.3 Java™ Web Start Download Information
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I.Ja\-'a Applet Window

Figure 6.4 Reminder Message (Re-Start Storage Navigator)

& security warning
JAVA™ WEB START

This application is requesting unrestricted access to your local
machine and network.

O you weant to install and run: Configuration File Loader
Signed and distributed by Hitachi Ltd.
Fublisher authenticity verified by: WeriSign, Inc.

Caution: Hitachi Ltd. asserts that this content is safe. You should anh install
and run this application ifyou trust Hitachi Ltd. to make this assertion.

Start Details Exit

Figure 6.5 Java™ Web Start Opening Message

132 Chapter 6 Configuration File Loader



6.3 General Spreadsheet Conventions

6.3.1 Spreadsheet File Requirements

You will need to write the spreadsheet according to specific rules and in a specific format.
Figure 6.6 shows an example of a spreadsheet.

[ Deddaration
Zrerslon DB_EIJ_DI.LWI—I
fPorl ||
#rorl wlkh ALPA Fabic | Comn | Speed
& clion
12 O FF EF O FF Fo-a | Auk 12 < oM )r O FF FCAL | Auk
; L
IC HAT }——| Function Tag T - 1
BHA FCE ' : #HA | PCB / Ehanging
M cde Mde
CHA1 | Highopes C H.“.-< Sl
P d I Comment I P d
[H oo I
v Fdding |
J'EF;T Gmp D Naimn & Hasl > #rorl Grp 1D Wame | Hesl
Mods | ——— Mode /

'i 12 o] Gpos | 02
12 oo Grpa o1 12 o0 [Gpoo | oo
12 ol Grpol i) 14 ol Gipol | o1
14 oz Grpoz oo A )
#Porl Gp O WA N Name #Porl Cop o | N | Wame
12 oo poooooon | As_2 k

£oooa0o | f_f'")
[LUN]
#rorl Gmp D LU= cuz LOEY #rorl Grp 1D LUz | cus LD Eu
e = -
Current Configuration Definition (nouding a blank column) Mew Confguration Detnition (user ssttings)

Figure 6.6  Sample Spreadsheet
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All of the formatting requirements in Table 6.1 must be satisfied.

Table 6.1  Spreadsheet File Formatting Requirements

Item Requirements
File type Text file
File name Extension must be “.spd”.

Maximum number of letters for the file name is 32 including the extension.

The following symbols cannot be used for the file name:
\' /[, ;% ? " < > | andspace.

File path must be under 255 letters.

Maximum number of rows in a
spreadsheet

70,000 rows

End-of-line character

Linefeed code must be put in the end of each row.

Maximum number of letters in a row

Maximum number of letters in a row is 128 bytes, including the linefeed code at
the end.

Case-sensitivity

Settings are not case-sensitive, except for WWN and host group.

Format (for more information on the
required format, see section 6.4)

The following parameters should be written in hexadecimal numbers:
Host group (host storage domain) ID, host mode, LUN, CU, LDEV.

Tab codes and a series of spaces before or after comma are ignored.

6.3.2 Spreadsheet Components

134

The spreadsheet consists of the following components:

m  Spreadsheet Declaration (see section 6.3.2.1)

m  Function tags (see section 6.3.2.2)

m  Configuration definition(s) (see section 6.3.2.3)

= Comments (see section 6.3.2.4)
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6.3.2.1

Spreadsheet Declaration

The spreadsheet declaration is required, and is written at the beginning of the spreadsheet.

Certain parts of the declaration will have already been written in the downloaded current

spreadsheet. If the declaration line is incorrect, an error occurs and the spreadsheet file will

be rejected.

Note: The spreadsheet declaration line is not case-sensitive.

m  Format (variables are shown in italics):
#!Version Version number,Program Product,Process mode

n  Example:

#!Version 03_02_00,LUN,Change

Table 6.2 describes the spreadsheet declaration components.

Table 6.2  Spreadsheet Declaration Components

Component Description

# Indicates the declaration line. Cannot be changed.

Version Indicates that the Remote Method Invocation (RMI) version number follows.
Cannot be changed.

(One byte space) Required between the version and the version number.

Version number

RMI version number.

, (comma with no spaces)

Follows the RMI version number

Program Product

Indicates the required program product. LUN indicates LUN Manager.

, (comma with no spaces)

Follows the program product

Process mode

Indicates the required process mode. The only mode that is currently available is
Change, which indicates adding, changing, or deleting. When the downloaded
spreadsheet file is opened, the process mode is not yet stated.
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6.3.2.2 Function Tags

Before you write the settings, you need to state the function of the parameter. This is called
a function tag, which is formatted as a string that is in brackets ([ ]). The type and order of
the function tag are determined by the program product. Function tags have the following
characteristics:

At least one function tag is required in a spreadsheet.
The function tag must be written at the very beginning of the row.

If a function tag is already on the current spreadsheet and does not need to be changed,
it must be deleted from the new spreadsheet so it is not processed. If the function tag
remains in the spreadsheet, and no new settings for the tag are written, the settings are
processed as deleted. {Port}, {CHA} and [LDEV] tags do not support a delete operation,
so if no new setting is written for these functions an error occurs.

Any other comments and settings written in the same row as the function tag are
ignored.

The row after the function tag indicates the required setting items (CHA and PCB Mode
in the example) for the function. The setting items are separated by commas.

— Example:
[CHA]
#CHA,PCB Mode

The existing settings for the function are written. The existing settings row, which starts
with “#S”, is recognized as a comment row.

Caution: The settings in the rows that start with “#$” are not allowed to change.
— Example:
[LUN]
#Port,HostGroup,LUN,CU,LDEV (items to be changed)
#$1C,0,1,1,1 (existing settings row)
An example of the declaration and the function tag is as follows.
#!Version 03_00_02,LUN,Change
[Port]
[CHA]
[HostGroup]
[WWN]
[LUN]
[LDEV]
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6.3.2.3 Configuration Definitions

There are three types of configuration definitions: adding new settings, deleting current
settings, and changing current settings.

m  Adding new settings. You can add new settings if the current settings area of the
spreadsheet is blank (see Figure 6.8).

= Deleting current settings. You can delete existing current settings by making the new
settings area blank.

m  Changing current settings. You can change existing current settings by writing a
different setting in the new settings area. The format of the existing setting and the new
settings must be the same

The configuration definition consists of the index and the parameter (see Figure 6.7). The
index is fixed for each function tag, so it must be the same for both the current settings and
the new settings. By modifying the settings in the parameter, you can add, delete, or
change the settings.

You can write the configuration definition either between a function tag and another
function tag, or between a function tag and the end of the file. A configuration definition
allows you to set the parameters (adding, deleting, or changing) for the subsystem. A row of
configuration definitions can be divided into the current settings area, a blank column, and
the new settings area.

Configuration definition settings must comply with the following:

m  The current settings area and the new settings area must be in exactly the same format,
with a blank column in between.

m  The maximum number of columns for the settings depends on the program product, and
is stated in the declaration row.

m  The number of the available columns for each function tag depends on the number of
parameters that can be set for each function and on the version of the spreadsheet.

m  When the current spreadsheet file is downloaded, the new settings area is left blank. All
of the columns should be separated by commas.

= You may not change the indexes, and all of the specified index settings indexes must
match the actual settings.

m Do not write the identical index more than once in the same function tag.

= If you want to change some but not all of the settings on the same function tag, for
those settings that you don’t want to change you need to copy and paste the current
settings to the new settings area. Otherwise, those settings will be processed as deleted.
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Figure 6.7 shows an example of index and parameter definition.

[CHA]
#CHA | PCBMode | --- CHA | PCB Mode
CHA-1P ,@hSpem CHA-1P |/Standard

CHA-1Q \@}W CHA-1Q [\dighSpeed

Index (unalterable)

Parameter (alterable)

Figure 6.7  Sample Index and Parameter Definition

Figure 6.8 shows sample configuration definition settings.

Function Tag —Fm
g —
14 CIff EF 14 O EF
Caonfiguration Definitian
(Settings)
A L
R '
Current Settings Area Mewy Settings Ares

Blank Colurmn

Figure 6.8  Sample Configuration Definitions
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6.3.2.4 Comments

You can also type comment rows in the spreadsheet by beginning a row with the # character.
The comment row can consists of any characters in any language. A row that includes only a
linefeed code is also recognized as a comment row.

n  Example:
# (comment)
# Change CHA settings (comment)
[CHA](function tag)
# CHA,PCB Mode (comment)
# (linefeed)
# (linefeed)
CHA-1P,Standard (indicating changes)
CHA-1Q,Standard (indicating changes)

6.3.2.5 New Settings Can Affect Other Settings

As a general rule, the settings are applied to the subsystem one at a time, in the order they
appear in the spreadsheet. This means that the settings of the prior function tags can affect
the following function tags. For example, if you were to delete a host group in the
[HostGroup] tag, the path settings related to the deleted host group would also be
automatically deleted. If you then write the new settings for the automatically deleted path
in the [LUN] tag or the [WWN] tag, an error would occur.
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6.4 LUN Manager Spreadsheet Settings

6.4.1

140

The following LUN Manager functions can be defined by using Configuration File Loader:

m  Port Settings allow you to change the settings for arbitrated loop-physical address (AL-
PA), data transfer speed (host speed), and topology. You can also change the LUN
Security setting. See section 6.4.2.

m  Channel Adapter (CHA) settings allow you to change the PCB mode. See section 6.4.3.

m  Host Group Settings allow you to create, delete, or change the host group. See section
6.4.4.

= WWN settings allow you to add, delete or change the WWN information. See section
6.4.4.

m LU path settings allow you to add, delete, or change LU paths. See section 6.4.6.

m  Command Device settings and set or release the command device and command device
security. See section 6.4.7.

Column Format

The LUN Manager spreadsheet allows you to write the settings for port, CHA mode, host
group, WWN, path definition, and command devices. The format of the LUN Manager
spreadsheet is as follows:

m  1st column to 6th column: Current settings area
m  7th column: Blank column

m  8th column to 13th column: New settings area

The number of columns used depends on the function tag. If a particular function tag
requires less than six columns, the unused columns are left blank.
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Table 6.3 describes the format of the LUN Manager spreadsheet.

Table 6.3  LUN Manager Spreadsheet Format
Function Tag

Column | [Port] [CHA] [HostGroup] [WWN] [LUN] [LDEV]

1st Port CHA Port Port Port Cu

2nd Security Switch PCB Mode Group ID Group ID Group ID LDEV

3rd AL-PA Blank Name WWN LUN Command Device

4th Fabric Host mode Name Cu Command Device
Security

5th Connection Blank Blank LDEV Blank

6th Channel speed Blank

7th Blank

8th Port CHA Port Port Port Cu

9th Security Switch PCB Mode Group ID Group ID Group ID LDEV

10th AL-PA Blank Name WWN LUN Command Device

11th Fabric Host mode Name Ccu Command Device
Security

12th Connection Blank Blank LDEV Blank

13th Channel speed Blank

Note: When the LUN Manager spreadsheet is downloaded, the settings are written up to the 7th column (blank column).

For detailed information on LUN Manager, including the available values and the
relationships between each function, please refer to the Hitachi Lightning 9900™ V Series
LUN Manager User’s Guide (MK-92RD105). LUN Manager spreadsheets must conform to those
parameters.
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6.4.2 Port Settings
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The [Port] tag allows you to set the port information and the change the security switch
(LUN security) to ON or OFF. You can change the [Port] tag definitions, but may not add or

delete them.

Table 6.4 lists the items and values available for the [Port] tag.

Table 6.4  Available [Port] Tag Configuration Values

Column Item Available Value

1st, 8th (Index) | Port Set one of the following:
1A, 1B, 1C, 1D, 1E, 1F, 1G, 1H, 1J, 1K, 1L, 1M, 1N, 1P, 1Q, 1R,
2A, 2B, 2C, 2D, 2E, 2F, 2G, 2H, 2J, 2K, 2L, 2M, 2N, 2P, 2Q, 2R,
3A, 3B, 3C, 3D, 3E, 3F, 3G, 3H, 3J, 3K, 3L, 3M, 3N, 3P, 3Q, 3R,
4A, 4B, 4C, 4D, 4E, 4F, 4G, 4H, 4J, 4K, 4L, 4M, 4N, 4P, 4Q, 4R,

2nd, 9th Security Switch ON or OFF

(LUN Security)

3rd, 10th AL-PA Set with hexadecimal numbers in two digits.

4th, 11th Fabric ON or OFF

5th, 12th Connection FC-ALorPtoP

6th, 13th Channel Speed Set one of the following:

1,2, or Auto

Note: When you change the port settings, you may not change the PCB mode if it is either
High Speed or High Speed (2 Port). Attempting to do so will cause an error.
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If LUN security is set to OFF, there are restrictions on certain operations, as described in

Table 6.5.

Table 6.5  Operations Affected By LUN Security Status

Function Type | Operation LUN Security Status

ON - OFF ON . ON OFF - ON OFF - OFF

Host group Adding Yes Yes Yes No
Changing the name Yes Yes Yes No
Changing the host mode Yes Yes Yes No
Changing the host mode for Group 00 | Yes Yes Yes Yes
Deleting Yes Yes Yes Yes
Deleting the settings for Group 00 Yes Yes Yes Yes
Note

WWN Adding Yes Yes Yes No
Changing Yes Yes Yes No
Deleting Yes Yes Yes Yes

LUN Adding Yes Yes Yes No
Changing Yes Yes Yes No
Deleting Yes Yes Yes Yes

Note: If WWN and LU path definition under the Group 00 are deleted, the host mode becomes 00 and the group name is
changed to the default, which is the “port name-host group number”.
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6.4.3 Setting the CHA Mode

The [CHA] tag allows you to set the channel adapter mode. The [CHA] tag is available only
for changing settings. You cannot add or delete the settings with the [CHA] tag definitions.
Mainframe settings are not written on the downloaded spreadsheet.

Table 6.6 lists the available configuration definitions for the [CHA] tag.

Table 6.6  Available Configuration Values for the [CHA] Tag

Column Item Available Values

1st, 8th (Index) CHA The available values are different between the MC subsystem and the SC subsystem.
One of the following can be set:

- For MC subsystem: CHA-1P, CHA-1Q, CHA-1R, CHA-1S,
CHA-2V, CHA-2W, CHA-2X, CHA-2Y

- For SC subsystem: CHA-1C, CHA-1D, CHA-1F,
CHA-2G, CHA-2J, CHA-2K

2nd, th PCB Mode One of the following can be set:
-Standard: Standard mode

-High Speed: High Speed mode

-High Speed 2: High Speed (2 port) mode

3rd—6th, 10th—13th | Blank
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6.4.4 Setting the Host Group

The [HostGroup] tag allows you to add, delete, or change the host group information. The

following parameters apply:

m  You can delete the settings for host group 0 (zero), but the host group itself cannot be
deleted. If you delete all the settings for host group 0, the settings revert to the default

settings.

= When you delete a host group, the WWN and path definition of that host group are
automatically deleted. Therefore, if you write the settings for a host group that is
deleted in the [LUN] tag or [WWN] tag, an error occurs.

= When you want to add or change the host group, the security switch of the related port
must be ON. If the security switch is OFF, you need to set the security switch ON in the
[Port] tag. However, you can change the host mode of the host group 0, even if the
security switch of the port is OFF.

Table 6.7 lists the items and values available for the [HostGroup] tag.

Table 6.7  Available Configuration Values for the [HostGroup] Tag

Column Item Available Values

1st, 8th (Index) Port One of the following can be set:
1A, 1B, 1C, 1D, 1E, 1F, 1G, 1H, 1J, 1K, 1L, 1M, IN, 1P, 1Q, 1R,
2A, 2B, 2C, 2D, 2E, 2F, 2G, 2H, 2J, 2K, 2L, 2M, 2N, 2P, 2Q, 2R,
3A, 3B, 3C, 3D, 3E, 3F, 3G, 3H, 3J, 3K, 3L, 3M, 3N, 3P, 3Q, 3R,
4A, 4B, 4C, 4D, 4E, 4F, 4G, 4H, 4J, 4K, 4L, 4M, 4N, 4P, 4Q, 4R

2nd, 9th (Index) Group ID 00 - 7F. Set with hexadecimal numbers in two digits.

3rd, 10th Group Name Up to eight ASCII characters (letters, numerals, and symbols). The setting is case-
sensitive.

4th, 11th Host Mode 00-1F

5th, 6th, 12th, 13th | Blank
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6.4.5 Setting the WWN Information
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The [WWN] tag allows you to add, delete, or change the WWN information. Table 6.8 lists
the items and values available for the [WWN] tag.

Table 6.8  Available Configuration Values for the [WWN] Tag

Column Item Available Values

1st, 8th (Index) Port One of the following can be set:
1A, 1B, 1C, 1D, 1E, 1F, 1G, 1H, 1J, 1K, 1L, 1M, IN, 1P, 1Q, 1R,
2A, 2B, 2C, 2D, 2E, 2F, 2G, 2H, 2J, 2K, 2L, 2M, 2N, 2P, 2Q, 2R,
3A, 3B, 3C, 3D, 3E, 3F, 3G, 3H, 3J, 3K, 3L, 3M, 3N, 3P, 3Q, 3R,
4A, 4B, 4C, 4D, 4E, 4F, 4G, 4H, 4J, 4K, 4L, 4M, 4N, 4P, 4Q, 4R

2nd, 9th (Index) Group ID 00 - 7F. Set with hexadecimal numbers in two digits.

3rd, 10th WWN Set with hexadecimal numbers in 16 digits.

4th, 11th Name Up to eight ASCII characters (letters, numerals, and symbols). The setting is case-
sensitive.

5th, 6th, 12th, 13th | Blank
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6.4.6 Setting the LU Path

The [LUN] tag allows you to set the LU path definition and add, delete, or change LU paths.
Table 6.9 lists the items and values available for the [LUN] tag.

Table 6.9  Available Configuration Values for the [LUN] Tag

Column Item Available Values

1st, 8th (Index) | Port One of the following can be set:

1A, 1B, 1C, 1D, 1E, 1F, 1G, 1H, 1, 1K, 1L, 1M, 1N, 1P, 1Q, 1R,
2A, 2B, 2C, 2D, 2E, 2F, 2G, 2H, 2J, 2K, 2L, 2M, 2N, 2P, 2Q, 2R,
3A, 3B, 3C, 3D, 3E, 3F, 3G, 3H, 3J, 3K, 3L, 3M, 3N, 3P, 3Q, 3R,
4A, 4B, 4C, 4D, 4E, 4F, 4G, 4H, 4J, 4K, 4L, 4M, 4N, 4P, 4Q, 4R

2nd, 9th (Index) | Group ID 00 - F. Use two-digit hexadecimal numbers.
3rd, 10th (Index) | LUN # 00 - FF. Use two-digit hexadecimal numbers.
4th, 11th Control Unit (CU) # | 00 - 1F. Use two-digit hexadecimal numbers.
5th, 12th LDEV # 00 - FF. Use two-digit hexadecimal numbers.
6th, 13th Blank
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6.4.7 Configuring the Command Devices

The [LDEV] tag allows you to change the command device settings. You cannot add or delete
command device settings with the [LDEV] tag definitions.

Note: When the command device (Cmd .Dev) is OFF, and the command device security
(Cmd. Sec) is ON, an error occurs.

Note: You can set the command device OFF, regardless of the existence of the LU path.
Table 6.10 lists the values available for the [LDEV] tag.

Table 6.10 Available Configuration Values for the [LDEV] Tag

Column Item Available Value

1st, 8th (Index) CU# 00 - 1F. Set with hexadecimal numbers in two digits.
2nd, 9th (Index) LDEV # 00 - FF. Set with hexadecimal numbers in two digits.
3rd, 10th Cmd. Dev (Command Device) ON or OFF

4th, 11th Cmd. Sec (Command Device Security) | ON or OFF

5th, 6th, 12th, 13th Blank
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6.5 Configuration File Loader Operations

6.5.1

The Configuration File Loader Panel

The Configuration File Loader panel (see Figure 6.9) opens when you start Configuration
File Loader. From this panel, you can download a spreadsheet file with the current
configuration information, and upload a file in with the new configuration. You can also see
the status and the error information of the uploaded file before you apply the changes.

Note: If you use Mozilla™ as your web browser, you will need to install Java Web Start®. The
following message will display when you start Configuration File Loader:

Attention: If Java™ Web Start is not installed, the [Upload] and [Download] buttons do
nothing. To install Java™ Web Start, please refer to the Configuration File Loader User's
Guide.

For instructions on installing Java™ Web start, refer to section 6.2.To open the Configuration
File Loader panel, select the Configuration File Loader icon (#8)) on the Storage Navigator
main panel (refer to Figure 3.1). Note: The option buttons (along the left side of the panel)
and the subsystem information icons (in the top right corner of the panel) have been
omitted from the screen shot.

Configuration File Loader |

I Configuration File Loader
Install Java Weh Start |

Select Sheet ICHA L VI Status:Error Upload | Download |
Error Information

[ ErrorCode Calumn | Infor matian |
4 &105-1212 1 LDEY ID iz not found.

S 8105-3033 3 Format Error.

5 5105-4512 5 Security switch of port iz off.

7 §105-8001 7 Fiormat Error.

Apphy: Cancel

Figure 6.9  Configuration File Loader Panel
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The Configuration File Loader panel has the following features:

The Select Sheet drop-down box is available after you have uploaded a spreadsheet, and
allows you to select the function that you want to display. An asterisk (*) is displayed
after one or more of the function items that has an error. The available functions are as
follows:

— Port

- CHA

— HostGroup

- WWN

— LUN

— Logical device (LDEV)

Note: Function items not stated in the spreadsheet will not be listed.

The Status field displays whether or not there is an error in the uploaded spreadsheet. If
there are no errors, the Apply button becomes available. The available status conditions
are:

Error

Ready

The Install Java Web Start button is displayed if you use Mozilla™ as your web browser.
When you select the Install Java Web Start button, information panel for Java Web Start
Download Site is displayed. Refer to section 6.2 for instructions on installing Java Web
Start™.

The Upload button allows you to upload the edited spreadsheet file. For instructions on
uploading the spreadsheet file, see section 6.5.2.3. Note: If you use the Mozilla™ web
browser, the Download Manager panel may display when you select the Upload button.
If this occurs, close the Download Manager panel and continue the operation.

The Download button allows you to download the current spreadsheet file. For
instructions on downloading the spreadsheet file, see section 6.5.2.1. Note: If you use
the Mozilla™ web browser, the Download Manager panel may display when you select the
Download button. If this occurs, close the Download Manager panel and continue the
operation.
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The Error Information table is displayed when the uploaded spreadsheet has errors. Use
the Select Sheet drop-down box to display the error information on a specific function.
The information displayed is as follows:

No.: The row number that includes the error

Error Code: The part code and error number, e.g., 8105 (part code) - 1212 (error
number)

Column: The column number that includes the error. When the error column cannot
be specified, “-” is displayed.

Information: The error message. Please refer to the 9900V document Hitachi
Lightning 9900™ V Series Remote Console Error Codes (MK-92RD132) for the error
codes and error messages displayed on the list.

The Apply button becomes available only when a spreadsheet without detected errors is
uploaded, and implements the settings in the uploaded spreadsheet.

The Cancel button cancels the settings and returns you to the original status of the
Configuration File Loader tab.
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6.5.2 Using Configuration File Loader

6.5.2.1
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Downloading a Spreadsheet

Note: If Java™ Web Start is not installed on your Storage Navigator computer, you will need
to install it before using Configuration File Loader. Refer to section 6.2 for instructions.

1. Log on to the Storage Navigator computer and change to Modify mode (refer to section
2.5 if you need instructions).

2. Select the Configuration File Loader button (&) to open the Configuration File Loader
main panel (refer to Figure 6.9).

3. Select the Download button to open the Download panel.

Note: When you download the spreadsheet file for the first time, a message panel
indicating that the process uses the Java™ Web Start is displayed (refer to Figure 6.5).
Select the Start button to open the Download panel (see Figure 6.10).

Note: If you use the Mozilla™ web browser, the Download Manager panel may display
when you select the Download button. If this occurs, close the Download Manager panel
and continue the operation.

4. You can either enter the name of the spreadsheet directory directly in the File Name on
Client box, or you can select the Reference button to open the Save panel (see Figure
6.11), which allows you to select the directory for the spreadsheet file. The following
rules apply for the file name:

— The file extension must be “.spd”.
—  The maximum number of characters including the extension is 32.

— The following symbols cannot be used for the file name:
\ /o, 3 * 7 “ < > | andspace.

— The file path must be under 255 letters.

5. Once you have specified the directory and file name, select the Save button to close the
Save panel and return to the Download panel. The specified directory is displayed in the
File Name on Client box and the Download button becomes available.

6. Select the Download button to download the spreadsheet file and close the Download
panel.

7. If you want to cancel the downloading operation, select the Exit button on the Download
panel.

8. After you have downloaded the spreadsheet file, you can log off from Storage Navigator
if you want, but it is not required.
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[Ei DOWNLOAD

I A

File Hame on Client ; I

o]

Reference

| Exit

Figure 6.10 Download Panel

[ new
021129.5pd

021129_a.spd

File name: I&rrany.spd Save

Files of type: ISpreadsheet File {.spd) ;I Cancel

Figure 6.11 Save Panel
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6.5.2.2 Editing the Spreadsheet
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Note: These instructions assume the use of Microsoft® Excel 2000. If you use a different
spreadsheet software, all values must be displayed in text format.

1.
2.
3.

Text Import Wizard = Step 1 of 3 2 x|

Launch Microsoft® Excel 2000 and open the downloaded spreadsheet.
The Text Import Wizard Panel 1 opens (see Figure 6.12).

Set your chosen parameters, and then select Next to continue. The Text Import Wizard
Panel 2 (see Figure 6.13) opens.

Set your chosen parameters, and then select Next to continue. The Text Import Wizard
Panel 3 (see Figure 6.14) opens. Set your chosen parameters, and then select Finish.
The spreadsheet will open with all the values in the text format.

Edit the spreadsheet in accordance with the allowable parameters. Refer to sections 6.3
and 6.4 for details.

Once you have edited the spreadsheet, you need to save and close the file. Enclose the
file name within quotation marks, with an .spd extension. Select CSV (comma
delimited) (*.csv) in the Save as type drop-down box, then save the file. See Figure
6.15 for an example.

The Text Wizard has determined that vour data is Delimited.
If this is correck, choose MNext, or choose the data bype that best describes your data.

riginal data type
hoose the file type that best describes your data;
= e - Characters such as commas or tabs separate each field,

™ Fixed m:lth - Fields are aligned in columns with spaces between each field,

Start import at row: |1 E‘

Preview of file Ci¥TEMP¥sheet¥test,spd,

Wersion 03 _02_00 ﬂ

4
Cancel < Back | Mext = I Finish |

1
2
3
4

~

Figure 6.12 Text Import Wizard Panel 1
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Text Import Wizard = Step 2 of 3 P

This screen leks you set the delimiters your data contains. You can see
how your text is affected in the preview below,

CENMEETE [ Treat consecutive delimiters as one
[ /Tab [ Semicolon W ‘Comma:
[ Space [ Cther: I_ Text gualifier: hd

Data preview

Wersion 03_02_00 i‘

Kl I
Cancel < Back | Mexk = | Einish |

Figure 6.13 Text Import Wizard Panel 2

Wizardi— EitEep 3 of | ﬂﬂ

This screen lets you select each column and set Column data Format
the Data Format,

Tewt Impart

" general

‘General' converts numeric values to numbers, date (% Texk
values to dates, and all remaining values ko text, " Date: |‘1"MD ﬂ

Advanced. ..

" Do not impart column (skip)

Daka preview

Cancel < Back | Einish |

Figure 6.14 Text Import Wizard Panel 3
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Y] @ @ X O ED- ok

File mame: |"test.sp|:|"

My Metwark.

L L
(§
2 [

Save as bype: |c5'u' {Comma dalimited) (*,csv)

Figure 6.15 Save As Panel
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6.5.2.3 Uploading the Spreadsheet

After you have edited the spreadsheet, you will upload the spreadsheet file. The Upload
button allows you to upload the edited spreadsheet file.

To upload the spreadsheet file:

1. From the Configuration File Loader tab, select the Upload button to open the Upload
panel (see Figure 6.16). Note: If you use the Mozilla™ web browser, the Download
Manager panel may display when you select the Upload button. If this occurs, close the
Download Manager panel and continue the operation.

2. On the Upload panel, assign the CSV format to the spreadsheet file that you want to
upload (the file extension must be “.spd”). You can either enter the spreadsheet file
name directly in the File Name on Client box, or you can select the Reference button
to access the Open panel (see Figure 6.17). The same naming conventions apply as for
downloading the file.

3. If you have elected to use the Open panel, specify the spreadsheet file to upload, then
select the Open button to close the Open panel and return to the Upload panel.

4. On the Upload panel, the directory of the specified spreadsheet file is displayed in the
File Name on Client box and the Upload button becomes available.

5. Select the Upload button to upload the spreadsheet file and close the panel.

6. If you want to cancel the uploading operation, select the Exit button on the Upload
panel.
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File Hame on Client ; I Reference |

Upload Exit |

Figure 6.16 Upload Panel

Look in: A zmp ll

] wark

[ zu

test.spd
File name: hest.spd Dpen
Files of type: ISpreadsheet File {.spd) ;I Cancel

Figure 6.17 Open Panel
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6.5.2.4 First Error Check

The first error check is performed when the spreadsheet file is uploaded. The first error
check verifies that the spreadsheet is properly formatted. If there is an error, the
spreadsheet is rejected, and an error message is displayed. Errors detected at this level
include the following:

m  The first row of the spreadsheet (the declaration line) is not correctly written, or the
stated program product is not installed. For more information on the declaration line,
refer to section 6.3.2.1.

m  The spreadsheet file is not in text file format (the file is a binary file).

m  There is no function tag in the spreadsheet. For more information on the function tag,
refer to section 6.3.2.2.

m  The file name is incorrect (e.g., the extension is not “.spd”, or the file name exceeds
the maximum number of letters).

m  The number of letters in a row exceeds 128.

m  The number of rows in a spreadsheet exceeds 70,000.

If the spreadsheet includes errors, either an error message is displayed or error information
is listed in the Error Information list. Revise the spreadsheet according to the error
messages, and then upload the corrected spreadsheet file.
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6.5.2.5 Second Error Check
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In the second check, the spreadsheet settings are verified. Any errors found are displayed on
the Error Information list. This second check is performed before the Apply button becomes
available. Figure 6.18 shows the flow of the second check.

The second error check is performed only when no error is found by the first error check.
The current settings are compared to the uploaded settings and checked for logical
consistency. Note that certain errors can only be detected by the third check. Errors
detected at the second level include the following:

= A function tag is not supported.

m A setting value is incorrect or omitted.

m  The setting range is incorrect. The correct ranges are as follows:

CU: 00 - 1F
LDEV: 00 - FF
LUN: 00 - FF

Group ID: 00 - 7F
Host Mode: 00 - 1F

When you upload a spreadsheet with no errors detected, the panel displays Ready above the
error information list, and the Apply button becomes available.
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Second check starts.

<

<

Check on the written format and
the parameters are performed.

Has any error occurred?

Correct the settings according to the
error information listed.

Logical check is performed.

Has any error occurred?

Correct the settings according to the
error information listed.

Settings are ready to be applied.

Figure 6.18 Second Error Check Flow Chart
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6.5.2.6 Third Error Check
The third check is performed after the Apply button is selected. Errors detected at this level
include the following:

m  There is no difference between the current configuration definition and the
configuration definition on the uploaded spreadsheet. The spreadsheet is accepted, but
no operation will be performed.

m  The [Port] tag is on the spreadsheet, but the [CHA] tag is not, and the new port settings
and the current PCB mode settings of the [CHA] tag do not match.

m  The [CHA] settings are not stated on the spreadsheet, so the error cannot be detected at
the second check.

= You are trying to delete a LUN that is needed to process input/output (I/0Os).
6.5.2.7 Implementing the Changes

If no errors are found on the third error check, the settings in the spreadsheet are applied to
the subsystem.
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Chapter 7 Troubleshooting
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Troubleshooting

For troubleshooting information on the 9900V subsystem, please refer to the Hitachi
Lightning 9900™ V Series User and Reference Guide (MK-92RD100).

For information on the 9900V Storage Navigator software error codes, please refer to the
Hitachi Lightning 9900™ V Series Hitachi Remote Console - Storage Navigator Error
Codes (MK-92RD132).

See Table 7.1 for general error conditions.

See Table 7.2 for notes on UNIX® operations.

The user is responsible for the operation and normal maintenance of the computer(s) that
host the 9900V Storage Navigator software. Here are some guidelines for troubleshooting
9900V Storage Navigator software operations:

Check the cabling and the LAN. Verify that both the computer and LAN cabling are
firmly attached, and that the LAN is operating properly.

Reboot the computer. Close any programs that are not responding. If necessary, reboot
the computer. Restart the 9900V Storage Navigator - Storage Navigator Java™
applet program.

Check for any General Error Conditions. Check the troubleshooting information in the
Hitachi Lightning 9900V Hitachi Remote Console - Storage Navigator User’s Guide. The
document lists general error conditions, and provides recommended resolution for each
condition. If you are still unable to resolve an error condition, please call the Hitachi
Data Systems Support Center for assistance (see section 7.2 for contact information).

Check the status lamp on the Storage Navigator Main Panel (Status Tab). If the lamp
becomes yellow ({7}) or red (&), confirm the severity level of the error on the Status

panel. If you are unable to resolve an error condition, please contact the Hitachi Data

Systems Support Center (see section 7.2).

Download the Storage Navigator trace files using the FD Dump Tool. If you are unable
to resolve an error condition, copy the 9900V Storage Navigator configuration
information onto diskette using the FD Dump Tool (see section 3.10 for instructions).
Contact the Hitachi Data Systems Support Center (see section 7.2), and give this
information to the Hitachi Data Systems service personnel.
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Table 7.1

General Error Conditions (continues on the next page)

Error Condition

Probable Cause / Recommended Action

Application Error

The Storage Navigator experiences an error.

Save the Java™ log file on the Storage Navigator, and report to the Hitachi Data
Systems Support Center.

The name of the log file is “plugin*.trace”. Search for the log file in the disk of the
Storage Navigator PC. The examples of the log file location for Windows®
computers are as follows:

- For JRE1.3.1_01, JRE1.4.1

c:\Documents and Settings\logon user ID\*.trace
-For JRE1.4.2

c:\Documents and Settings\logon user ID\Application
Data\Sun\Java\Deployment\log\*.trace

Restart the Storage Navigator.

Only the Exit and Refresh buttons are effective when
accessing the SVP from the Storage Navigator.

The SVP might not be ready or perform some write processes from the other
system. Wait for a while, and then select the Refresh button.

An error (10,6027) occurs when accessing the SVP from
the Storage Navigator.

Contact Hitachi Data Systems Technical Support Center.

Abnormal End / No Response

An internal error occurs, or a web browser ends
abnormally (forcibly).

Close all panels (including the Storage Device List panel). Log on to the Storage
Navigator again. If the same error occurs, restart the Storage Navigator computer.

A network error occurred. There is no response to an
operation even after 30 minutes passed.

Restart the Storage Navigator computer.

If you open the Java console panel by selecting the Java
icon on the system tray while logging on to the Storage
Navigator, the browser and Java console may become
hung up.

Do not open the Java console panel while logging on to the Storage Navigator. If
the browser and Java console become hung up, restart the Storage Navigator
computer.

A network error occurred while logging on to the Storage
Navigator.

Close all panels (including the Storage Device List panel). Log on to the Storage
Navigator again. If the same error occurs, check the network environment.

A network error occurred. There is no response to an
operation even after 30 minutes have passed.

Restart the Storage Navigator computer. Note: Certain operations may take over
30 minutes, for example when several Storage Navigator computers are running
simultaneously.

Incorrect Display/ Nonoperation

After dragging and dropping objects to another location or
area, the scroll bar on that location becomes unusable.

Close all panels including the Storage Device List panel, and then log on to the
Storage Navigator again.

A focus disappears from the edit box.

Close all panels including the Storage Device List panel. Log on to the Storage
Navigator again.

The display of the web browser becomes incorrect,
because some GUI items such as labels and icons
cannot be downloaded properly.

Log off from the Storage Navigator, and then re-log in. If this error occurs before
you logon to the Storage Navigator, close all panels including the Storage Device
List panel. Log on to the Storage Navigator.

A Storage Navigator panel is incorrectly closed by

— selecting ] on the panel,

— using the commands such as File and Exit on the web
browser, or

— pressing the Alt and F4 keys.

Wait for an RMI™ time-out (default is 1 minute). Close all panels including the
Storage Device List panel, and then restart the Storage Navigator.
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Table 7.1

General Error Conditions (continued)

Error Condition

Probable Cause/Recommended Action

Incorrect Display/ Nonoperation (continued)

The Storage Navigator performance is slow or
extremely slow.

Confirm the memory size of the Storage Navigator computer (256 MB or more is
recommended), open the Java™ Plug-in Control Panel from Control Panel, and then
set a memory size to use in the Java Execution Parameter box on the Java™ Plug-in
Control Panel. For example, set as follows:

- For 256 MB: -Xmx268435456
- For 512 MB: -Xmx536870912

Even though you have selected the Apply button to
execute the operation, the new settings are not
displayed on the Storage Navigator panel.

Select Refresh ( ) on the Storage Navigator panel.

A Storage Navigator panel is forcibly closed by
selecting 1] on the panel or by some other means,
while the processing which takes time, such as LDEV
formatting, is in progress.

Close all panels including the Storage Device List panel, wait until the processing
which has been in progress finishes, and then restart the Storage Navigator.

Maintenance/Other

The program on the SVP is updated.

Exit all web browsers on the Storage Navigator. Restart the browsers. If in doubt, you
should exit and restart the browsers.

The time of the clock on the Storage Navigator is reset.

Clear cache (the existing temporary Internet files) of the web browser before logging
on to the Storage Navigator.

Storage Navigator processing is temporarily delayed.

An internal process (example: configuration change, Program Product check,
operational information acquisition) may be executing on the SVP (web server).

If you are unable to resolve an error condition.

Copy the 9900V Storage Navigator configuration information onto floppy disk(s)
using the FD Dump Tool (refer to section 3.10), and contact the Hitachi Data
Systems Support Center (see section 7.2).
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Table 7.2  Notes on UNIX® Operations

Error Condition

Probable Cause / Recommended Action

When you switch panels from one panel to the Storage Navigator panel, the
Storage Navigator panel is not redrawn.

Close all panels, including the Storage Device List panel, and
then log on to the Storage Navigator again.

If you select (click on) the Storage Navigator main panel while displaying a
dialog box, the dialog box disappears (hides) behind the Storage Navigator
main panel.

Select (click on) the dialog box again.

If you select (click on) the Storage Navigator main panel while using Hitachi
CruiseControl or Priority Access (Prioritized Port Control), these panels
disappear (hide) behind the Storage Navigator main panel.

Select the Hitachi CruiseControl panel or the Priority Access
(Prioritized Port Control) panel again.

Press Xl on the Hitachi CruiseControl panel and the Priority Access
(Prioritized Port Control) panel remains active, even if you select Apply, and
the process is being executed. In this case, the panels are closed if you select
=,

Even if the panels are closed, the processing continues
normally.

The Web browser is forcibly (abnormally) closed.

If the Netscape browser or the Java™ virtual machine hangs
abnormally, you must delete the abnormal processes before
you can continue the Storage Navigator operations.
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7.2  Calling the Hitachi Data Systems Support Center

If you need to call the Hitachi Data Systems Support Center, make sure you can provide as
much information about the problem as possible. Include the circumstances surrounding the
error or failure, the 9900V Storage Navigator configuration information saved in the floppy
diskette(s) by the FD Dump Tool, the exact content of any messages displayed on the
Storage Navigator, and the severity levels and reference codes displayed on the Status tab
of the Storage Navigator main panel (refer to Figure 3.8).

The worldwide Hitachi Data Systems Support Centers are:

= Hitachi Data Systems North America/Latin America
San Diego, California, USA
1-800-348-4357

m Hitachi Data Systems Europe
Contact Hitachi Data Systems Local Support

m  Hitachi Data Systems Asia Pacific
North Ryde, Australia
011-61-2-9325-3300
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Acronyms and Abbreviations

Ccl
Cu

DASD
FTP
Hi-Star™

IBM®
IP

JRE™
JVM™

LAN
LDEV
LU
LUN

0sS
P-VOL

RAID
RAID-1/-5
RCU

RIO

RMI™

SCSI
SIM
SNMP
SSL
S-VOL
SVP
sync

VOL

Command Control Interface
control unit

direct access storage device
File Transfer Protocol
Hierarchical Star Network

International Business Machines Corporation
Internet Protocol

Java Runtime Environment
Java Virtual Machine

local-area network

logical device

logical unit (also called device emulation or device type)
logical unit number, logical unit

operating system
primary volume

redundant array of independent disks
specific RAID architectures

remote control unit

remote 10

remote method invocation

small computer system interface
service information message

simple network management protocol
secure socket layer

secondary volume

service processor

synchronous

volume
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Index

9900V

important terms and concepts, 7

logging in

specifications (table), 21

9900V SNMP environment, 109
9900V subsystem

logging in, 20

overview, 4

A
Add Certificate panel, 130
Add Community IP Address Panel, 117
Add Community IP Address pop-up menu, 117
Add Community panel, 114
Add Community pop-up menu, 114
adding
community IP addresses, 117
community names, 114
SNMP managers, 112
storage devices, 63-66
users, 71-72

B
Backup File Not Found panel, 87
backup files, restoring, 86

C
Certificate Import Wizard Introduction panel,

128
Certificate panel, 128
Change Community panel, 116
Change Community pop-up menu, 116
Change Password confirmation message, 75
Change Permission confirmation message, 74
Change Storage Entry panel, Host Name, 68
Change Storage Entry panel, IP Address, 68
changing

community name, 116

storage device entry, 67

user password, 75

user write access, 72-74

your own password, 90
community IP addresses

adding, 117

deleting, 118
community name

adding, 114

changing, 116

deleting, 115
Compress Files confirmation message, 104
Compressing Files panel, 98

Configuration File Loader, 131-64
Configuration File Loader panel, 151-53
downloading Java™ Web Start, 133-34
operations, 153-64

downloading spreadsheet, 154
editing spreadsheet, 156
first error check, 161
implementing the changes, 164
second error check, 162
third error check, 164
uploading spreadsheet, 159
overview, 131-32
flow diagram, 132
spreadsheet components, 136-41
comments, 141
configuration definition, 139
function tags, 138
sample configuration definitions, 140
sample index and parameter, 140
spreadsheet declaration (table), 137
spreadsheet declarations, 137
spreadsheet conventions, 135-50
file requirements, 135
format requirements (table), 136
LUN Manager CHA mode, 146
LUN Manager CHA values, 146
LUN Manager column format, 142
LUN Manager column format (table), 143
LUN Manager command device values, 150
LUN Manager command devices, 150
LUN Manager host group, 147
LUN Manager host group values, 147
LUN Manager LU path values, 149
LUN Manager LU paths, 149
LUN Manager port tag configuration, 144
LUN Manager ports and LUN security, 144
LUN Manager spreadsheets, 142-50
LUN Manager WWN, 148
LUN Manager WWN values, 148
LUN Security, 145
sample spreadsheet, 135

configuring
for firewall, 12
web browser, 12

Control Panel, Download tab, 81

Control Panel, Log tab, 80

Control Panel, Restore tab, 85

Control Panel, Set Environment tab, 77
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Control panel, User Entry tab, 70
control unit (CU)

definition, 7
conventions

Storage Navigator

text color and font type, 14

Creating a public key (illustration), 122
CU device numbers

table, 8
customer support, 169

D
data files, exporting, 100-104
Delete Community IP Address pop-up menu,
118
Delete Community pop up menu, 115
Delete Device confirmation message, 69
Delete IP Address pop-up menu, 113
deleting
community IP address, 118
community name, 115
SNMP manager, 113
storage device, 69
user, 76
device numbers for each CU
table, 8
disabling options, 41
Download Complete panel, 84, 100
Download panel, 83
Download Trace Files Download panel, 98
Download Trace Files Logon panel, 97
Download Trace Files panel (selecting trace
files), 97
downloading
Java™ Web Start, 133-34
log and configuration files, 80-84
trace files, 95-100

E
editing
storage device list, 59-69
user account list, 69-76
enabling options, 29-41
license key code, 38
license key file, 39
environment parameters, 76-79
setting, 79
error conditions, 59, 166
Export Data Files panel (export data), 104
Export Data Files panel (new data), 103
Export Data Files panel (selecting data), 103
exporting data files, 100-104
extending cache memory
Just in Time Storage, 95
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extending LUs

F

Just in Time Storage, 94

FD Dump tool, 96

File Download (FTP Client) panel, 106
File Download panel, 83, 99

File Restoration Confirmation panel, 88
files, uploading to SVP, 104-7

firewall

configuring for, 12

flow diagram

Configuration File Loader, 132

Import Complete panel, 129
Import Successful panel, 130
Information tab

device information box and device view, 50
option buttons, 45
subsystem information icons, 48

Install/Uninstall Error panel, 40
instructions

acquiring a signed certificate, 123
adding a community name, 114
adding a user, 71-72
adding community IP addresses, 117
adding SNMP managers, 112
adding storage devices, 63-66
changing a community name, 116
changing a storage device entry, 67
changing user password, 75
changing user write access, 72-74
creating a keypair (private key), 121
creating a keypair (public key), 122
deleting a community name, 115
deleting a storage device, 69
deleting a user, 76
deleting community IP addresses, 118
deleting SNMP manager, 113
disabling options, 41
downloading
trace files using FD Dump tool, 95-100
downloading log and configuration files, 82
editing user account list, 69-76
enabling options with license key code, 38
enabling options with license key file, 39
exporting data files, 101
extending
LUs using Just In Time Storage, 94
extending cache memory using Just In Time
Storage, 95
restoring backup files, 86
setting environment parameters, 79



setting the web browser for self-signed
certificate, 127

updating the certificate, 124

uploading files to SVP, 105

uploading the signed certificate, 123
instructions changing your own password, 90
IP address

community, 117, 118

J
Java™ applet
definition, 7
Java™ applet window, 14
Just in Time confirmation message, 94
Just In Time Storage, 90-95
extending cache memory, 95
extending LUs, 94

K

keystroke and navigation conventions, 15

L
launching options, 59
License Key tab, 31
License Key tab.icons (table), 37
License Key tab.install buttons, 36
License Key tab.License Install box, 35
License Key tab.License key table, 32
License Key/ Just in Time/SNMP Panel, Just in
Time tab, 92
License Key/SNMP/Just in Time panel
SNMP Information tab, 110
License Key/SNMP/Just In Time panel
License Key tab, 30-37
license keys, 28
expiration of temporary key, 29
log and configuration files, 80
downloading, 80-84
restoring, 84-88
logical device
definition, 7
logical unit (LU)
definition, 7

M
mode changing confirmation message, 27
modify mode, 27

o
On-Demand Menu Commands, 94
options

disabling, 41

enabling, 29-41

enabling with license key code, 38

enabling with license key file, 39
launching, 59
overview
9900V subsystem, 4
web server and client, 1

P
parity group

definition, 7
password

changing your own, 90
Password Check panel, 87

R
Register Device Confirmation message, 65
Register User confirmation message, 72
Registration Complete message, 66
restoring

backup files, 86

log and configuration files, 84-88
RMI

definition, 7

S

Save As panel, 84, 99

Security Alert panel (Unknown Security
Certificate), 127

Select Certificate Type panel, 129

Set confirmation message, 38

setting
environment parameters, 79

setting environment parameters, 76-79

SIM severity levels and icons, 59

SNMP
adding a community name, 114
adding community IP addresses, 117
adding SNMP managers, 112
changing a community name, 116
deleting a community name, 115
deleting community IP addresses, 118
deleting SNMP managers, 113

SNMP Agent properties, 109

SSL-encrypted communication, 119-30
acquiring a signed certificate, 123
creating a keypair, 121-22
creating a keypair (private key), 121
creating a keypair (public key), 122
definitions, 120
overview, 119
setting the web browser for self-signed

certificate, 127

updating the certificate, 124
uploading the signed certificate, 123

Status tab
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Controller Status box, 56
Disk Array Status box, 57
Status History box, 58
storage device list
adding storage devices, 63-66
changing a storage device entry, 67
deleting a storage device, 69
editing, 59-69
primary SVP IP address, 6
Storage Device List panel, 61
Storage Editor - Logon panel, 62
Storage Entry panel, 65
Storage List Editor panel, 63
Storage Navigator
configuring
for firewall, 12
configuring the web browser, 12
conventions, 13
text color and font type, 14
enabling options, 29-41
keystroke and navigation conventions, 15
license keys, 28
setup, 12
SSL-encrypted communication, 119-30
acquiring a signed certificate, 123
creating a keypair, 121-22
creating a keypair (private key), 121
creating a keypair (public key), 122
definitions, 120
overview, 119
setting the web browser for self-signed
certificate, 127
updating the certificate, 124
uploading the signed certificate, 123
system requirements, 9-11
system requirements for UNIX®
table, 11
system requirements for Windows®
table, 10
UNIX® conventions, 17
Windows Server® 2003 conventions, 19
Storage Navigator and SVP configuration, 2
Storage Navigator main panel
Information tab, 44-55
Status tab, 55-59
Storage Navigator main panel, Information tab,
44
Storage Navigator main panel, Status tab, 55
support center, 169
system requirements for Storage Navigator,
9-11
system requirements for UNIX®, 11
system requirements for Windows®, 10
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T
technical support, 169
temporary license key

effect of expiration, 29
trace files

downloading, 95-100
troubleshooting, 165

general error conditions, 166

UNIX® Operations, 168

U

Update Certificate Files Completed panel, 125

Update Certificate Files Error panel, 126
Update Certificate Files Logon panel, 124
Update Certificate Files Start panel, 125
Upload panel, 106
Upload Success panel, 107
uploading files to SVP, 104-7
user access levels
definition, 5
user account list, 6
adding a user, 71-72
changing user write access, 72-74
deleting a user, 76
editing, 69-76
User Control Panel, Password tab, 90
User Control Panel, Permission tab, 89
User Entry panel, 72
User Entry panel (Password tab), 75
User List Editor Panel, Permission tab, 74
user password
changing, 75

'}
view mode, 27
viewing
your own write access, 89

w

web browser
configuring, 12

web server and client
overview, 1

write access, viewing, 89
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