[image: image12.jpg]


[image: image13.png]0 N A R0® Mastering SAN change and growthm™





	[image: image14.png]ONARO, Inc. | 46Waltham Street | Boston MA 02118 | Tel : 617-338-0068 | Fax:617-338-1444




	Violation Troubleshooting
(Standard Operating Procedure)

	
	

	Prepared By:
	Onaro Inc.


Table of Contents:

31.
Scope and approach


32.
Resources and procedural information


33.
Procedure


Error! Bookmark not defined.3.1.
Indication


33.2.
Troubleshooting


33.3.
Summarize problem fixing alternatives


33.4.
Open a change request


33.5.
Perform changes to the SAN


33.6.
Validation


34.
SANscreen Procedures


34.1.
Prioritize violations


34.2.
Investigate Changes


34.3.
Analyze violation




1. Scope and approach
This document will cover the Standard Operating Procedures for violation troubleshooting using the available tools in SANscreen.

The document is divided into two parts, the first part will describe the different procedures and the second part will describe the integration of the SANscreen usage into these procedures.
2. Resources and procedural information
3. Procedure

3.1. Notification
Notification of a new violation can occur in multiple ways:

1. Through an SNMP trap. In that can the Network Operation Center (NOC) will notice an SNMP notification (please refer to SANscreen MIB documentation) for a violation in the SAN, and will convey this information to the people in charge TBD - Citigroup.
2. Through Email notification. The person in charge (TBD - Citigroup) will get an email with the details of the violation.

3. Through observing the violation using a SANscreen client.

3.2. Troubleshooting
Use this procedure when troubleshooting a violation.
	Task
	Description
	SANscreen procedure
	responsibility

	Prioritize violations
	Decide what is the appropriate order to handle the violations
	Prioritize violations
	TBD - Citigroup

	Investigate historical SAN changes
	Check if the history can provide some clues to the source of violation.
	Investigate Changes
	

	Analyze violation
	Use the built in analysis tool to get a short synopsis and relevant details about the root cause.
	Analyze violation
	


3.3. Summarize problem fixing alternatives

Based of previous violation analysis, create a list with the different ways to handle the violation, and your recommendations.
3.4. Open a change request

Open a change request to fix this issue. TBD - Citigroup
3.5. Perform changes to the SAN

Implement the request. TBD - Citigroup. 
3.6. Validation

Validate that the violation is no longer flagged. TBD - Citigroup
4. SANscreen Procedures
The following section will describe the different SANscreen procedures that will be used in this SOP.
4.1. Prioritize violations

1. Launch the SANscreen client.

2. On the left pane, click the “Violations” link to open the violations view.

3. On the top, use grouping drop down to select grouping style: Violation type then host then storage.
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4. Examine the list. Are there any “Path outage” violations? If there are new violations of that type – they may be good candidates for priority one issues. Are there any unauthorized path violations? If so – try and find who is responsible for the new paths, and coordinate the approval of these paths.
5. Open the second level of violations. Are there any Hosts that are more sensitive to the organization? If so – these violations may also qualify as high on the priority list.

6. On the top, use grouping drop down and change the grouping scheme to: Violation type then storage. Are there any storage frames that are considered to be more mission critical? Distinguish tier one storage VS tier two and tapes.
4.2. Investigate Changes

1. Launch the SANscreen client.

2. Select the Violations view.

3. Click on the violation that you would like to investigate.

4. At the bottom of the screen, click on the changes button, to open the changes microview. Make sure that other views are closed for better visibility.
5. In the changes microview, adjust the time interval filter for the estimated timeframe that the event (the violation) happened. This will allow you to limit the amount of changes that are retrieved from the historical database.
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6. Scroll to the latest time of the violation flagging.
7. Examine the events that are grouped together. 
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8. Use the ‘+’ sign in the event column, to expand and get additional information about the correlated events.
[image: image4.png]Fle Edt View Action Help

ONARO

binleiaie & | 7 violation List @) 2650 AW 7720105
DailyChanges 0
swichpots 1412 T () violaton type ten Host hen storage]
Validation Al Vilation Type Fost Storaze Valume | Capacty (66}
Missing Redundancy (80) Missing Redundancy 18.546
WV‘“‘E“D"S © Path outage (1) Path outage Boston_Host5 __ Symmetrix_Storaged 0.002
= Boston_Host5 (1) Path outage Boston_Host5 :_Storage0 0.002
& ranoreaavans o S, Sorage (st tags osan Hosts Soroned oone
s Patn outage Boston_Hosts  Symmetny_Storaged 025 o002

< Pians
A switches

2 o .
Clusters

&

0 <coutonunie

Al -] [rar

Event

i

1112105 327 P 9+ Host Boston Hos
1112105 320 P |7 * 67 Vilations created between Host Boston HostS and Storage Symmetrix_ Storaned

3% - Link remaoved betwsen Host Boston HostS port 21:01,.:C2 and Switch MCDATA Switch34 port A
<« HEA 20:0L00/E0:8:2961:C2 port 2101.5CZ

o

9% + Link added between Switch MCDATA Switch34 port fc9 and Host Boston HostS port 2L01...C2

15 configuration changed
15 configuration changed

Q)+ Fabric//SAN 10.00.08:00:86:60:62ice on principal MEDATA Switch34 configuration changed
 + Host Boston Hos

Switch MEDATA Swichid port e,

12127104 1:39 P 4 + 59 AP between Host Boston HostS and Storage Symmetrix Storaged i modiified
12127104 1:30 P 7 + 8 Violstions resolved between Host Boston HostS and Storage Symmetrix Storaged

Q- Fabric/VSAN 10:00.08:00:88:60:62:ce on princinal MCDATA Switch34 configuration changed
 Hos! Boslon Host Port 21101,,C2 s removed from zone Beslon Hoss Symmelrs Storaqed 20

B Topology & Layers 10 views

@) Properties £ Paths ) Pors @ Zones [ Volumes W Violations (%) Wasking | 1] Cha




9. If needed, please use the printer button ([image: image5.png]


) to generate an HTML report. This report can be printed, saved or mailed.

10. Scroll further back in the history. Is this violation repeating itself (going up and down)? Is there any pattern related. In some cases, transient repetitive violations may indicate a hardware device that is in the process of failing.

11. If no clear evidence were found, or for further clarification, please refer to the Analyze violation SOP.

4.3. Analyze violation

1. Launch the SANscreen client.

2. Select the Violations view.

3. Right click on the violation that you would like to investigate, and chose “Analyze Violation”. Please note the analysis is performed on a single path – that is a relationship between a host and a single volume (even if the selection includes more than one path in violation state).
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4. The analyze violation screen opens. Pleas find the description of the violation and a short synopsis – “Violation Analysis”.
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5. The violation analysis will provide a very high level direction of the root cause. Click on the “tests” tab to find the complete set of tests that the system performed to reach the conclusion. The tests that passed are marked with a check mark, and the ones that failed are highlighted in red.
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6. Click on the “details” tab. The details tab provides two main tables. The top table shows Volume mapping/masking related information, and the table on the bottom, shows Zone related information.
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7. Please use the different sorting to find relevant information. In the example, the problem is related to mapping. Please not, that ‘Boston_Host24’ has three masking on Volume 01BD. However, note that two of them are in status “No Mapping”. 
8. Further investigation show that the inactive masking also presents other problems. It seems that in the example, the ports of the host and storage do not share the same fabric.
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9. In order to find zoning related issues, sort by the zone name column.
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Symmetr_Storage)  S0.0BD4BACC:CEABIE  FA5D Port1 [Boston Hosti5_Symmetix Storaged 21 Portconnected 10:00:08:0
Symmetr_Storage0  S00BD4BACC:CEAGTT  FA2D Port0  [Boston Hosti5 Symmetix Storaged 22 Portconnected 10:00:080
Symmetri_Storage)  S0.0BD4BACCCEABOF  FA6C Port0 [Boston Hosti6 Symmetix Storaged 20 Portconnected 10:00:08:0
Symmetri_Storage0  S0.0BD4BACC:CEAB20  FAIC Porti  [Boston HostiO6_Symmetix Storaged 22 Portconnected 10:00:08:00
Symmetri_Storage0  S00BD4BACCCEAB0!  FA2C Port0  [Boston Hostl0_Symmetri Storaged 40 Portconnected 10:00:08:00
Symmetri_Storaged  S00BD4BACCCEAB2E FA15C Port1 [Boston Hostl0_Symmetri Storaged 42 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACCCEAB2F  FA16C Port1 [Boston Hosti1_Symmetri Storaged 61 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACC:CEAB00  FAIC Port0  [Boston Hostil_Symmetri Storaged 62 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACC:CEAGTE FA15D Port0 [Boston Hosti2 Symmetri Storaged 19 Portconnected 10:00:08:00
Symmetri_Storage0  S00BD4BACCCEAB3!  FA2D Porti  [Boston Hosti2 Symmetri Storaged 22 Portconnected 10:00:08:00
Symmetri_Storaged  S0.0BD4BACC:CEAB00 FAIC Port0  [Boston Hostis Symmetri Storaged 61 Portconnected 10:00:08:00
Symmetri_Storage0  S00BD4BACCCEAB2F  FABC Port1 [Boston Hosti5 Symmetri Storaged 62 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACC:CEAB00 FAIC Port0  [Boston Hostia_Symmetri Storaged 60 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACC:CEAB2F  FA6C Port1 [Boston Hostia_Symmetri Storaged 62 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACCCEAB2E FA15C Portl  [Boston Hosti9_Symmetri Storaged 61 Portconnected 10:00:08:00
Symmetri_Storage0  S00BD4BACCCEABO!  FA2C Port0  [Boston Hosti9_Symmetri Storaged 62 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACCCEAB2F  FA-16C Port1 Boston Hostl_Symmetrix_Storage0 1 Portconnected 1000.08:0(
Symmetri_Storaged  S0.0B04BACC:CEAG00  FA1C Port0  [Boston Hosti Symmetr_Storagen 62 Portconnected 1000.08:0(
Symmetri_Storage0  S00BD4BACCCEAB2E  FA15C Port1 [Boston Host20_Symmetri Storaged 61 Portconnected 10:00:08:00
Symmetri_Storage0  S00BD4BACC:CEABO!  FA2C Port0  [Boston Host20_Symmetri Storaged 63 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACCCEABOE FA15C Port0  [Boston Host2l_Symmetri Storaged 19 Portconnected 10:00:08:00
Symmetri_Storage0  S00BD4BACC:CEAB2!  FA2C Porti  [Boston Host2l_Symmetri Storaged 22 Portconnected 10:00:08:00
Symmetri_Storage0  S0.0BD4BACC:CEAB2F  FA16C Portl [Boston Host22 Symmetri Storaged 61 Portconnected 10:00:08:00
Symmetr_Storage)  S0.0BD4BACCCEABOD FA1C Port0  [Boston Hpsi22 SymmetikcSiniaged 62 Portconnected 10:00:08:00

Ston_Host24 10:00:00:00:C8:33:0C.FB T5ton_Host24_Symmetrix_Storaged_JT~  Port connected 10:00:08:00
etri_Storaged— ¥TTEITORCC.CoAB1E  FAT5D Port 0 05t24_Symrmetrix_Storaged2+~  Port connected 10:00:08:00
| B55ton_Host24 10:00:00:00:C8:32:34 A5 Beston_Host24_Gymmetr_Storagel 22—, Port connected 10:00:08:00

[‘Byrmetrix_Stor: iz TEIT TAID Fort 1 TBosten_Host24_Symmetrix_Storagel-22~  Port connected 10:00:08:0(
Symmetrix Storage0 _50.06:04:8ACC:CE461E__FA-15D Port0___Boston Host25 Symmetrix Storaged 21 Fortconnected 10:00:08:0{~!

<





10. Once sorted by zone name, locate zone names that have two different members, as described above – by finding two or more consecutive lines with the same zone name and different zone members (devices on the left column). Make sure that the ports are connected (under the status column) and that the zones are configured on the correct fabric, under the “Fabric/VSAN”.
11. Pay attention to the “status” column in both tables. It may provide additional information with regards to connectivity, and proper cross matching between the masking, mapping and zoning.

12. Make sure that there is enough properly defined masking and mapping for the path/violation in question, and correct amount of properly defined zone definitions. For example, if the path should have dual fabric redundancy, two working zone definitions should reside on different fabric, two masking/mapping definitions should be configured, connectivity should be ok, and all these configurations should align with each other.

13. Summarize you finding, and the different approaches the issue can be fixed. Note that you can copy and paste from the details view. 



