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White Paper

The Cisco SN 5428 Storage Router combines both storage networking and data networking technologies into a single product.  An integrated 8 port Fibre Channel (FC) switch provides connectivity between FC devices, and iSCSI technology provides connectivity and access to FC storage devices across IP networks.  iSCSI is used to route SCSI commands and data between IP connected hosts and FC storage-area networks (SANs) – so-called ‘SCSI Routing’ – in essence, encapsulating SCSI into TCP.

SN 5428 Release 2.3.1 builds on this functionality by providing the ability to create multi-switch FC fabrics using industry-standard (FC-SW-2) E_Port and FC Fabric Zoning.  Industry-standard E_Port functionality allows for interoperability between different FC vendors, allowing an end-to-end heterogeneous Storage Area Network (SAN) fabric to be built using multiple vendors’ switches.  SAN Interoperability is ensured through conformance with standards initiatives, product interoperability testing, industry alliances and partner testing.

This whitepaper provides details on the configuration, topology and software revisions required for FC switch interoperability, as defined in the FC-SW and FC-SW-2 protocol standard.

Fibre Channel Standards

Background

Fibre Channel (FC) is a general name for the integrated set of standards developed by American National Standards Institute (ANSI).  FC’s purpose is to provide a means for the high-speed transfer of data in a serial link between hosts, storage devices and other peripherals. The FC protocol does not have its own command set; it simply manages the data transfer between nodes and thus interoperates with existing upper-level protocols.

The committee charged with developing FC technology was established within ANSI Task Group X3T11 in 1989.  The original goal was to establish a connectivity technology with a serial interface and carried over fiber optic lines.  Unlike other technologies, FC was developed as a standard long before the first products were manufactured.   

The first open standards for FC were made available in 1991, in the form of over 20 separate documents defining various aspects of FC protocols, signaling, topology and functionality.  FC was accepted as an ANSI standard in 1994. FC was first publicly demonstrated at the NetWorld+Interop trade show in Atlanta in September 1995

Interoperability Standards

FC has come a long way since the first published standard in 1994.  When first introduced, FC was exclusively a loop (hub) based technology operating at speeds up to of 1.0625 gbit/sec (100 Mbyte/sec) over fiber optic cables or 133 mbit/sec (16 Mbyte/sec) using copper cabling.

FC standards have been extended to embrace FC switching topologies, expanding a FC fabric to support multiple switches trunked together, as well as increasing throughput up to 2.125 gbit/sec (200 Mbyte/sec).

The standards documents associated with switch interoperability are FC-SW and FC-SW-2.  The relevant functionality from these documents related to interoperability is detailed in Table 1.

Table 1 FC Standards pertaining to switch interoperability

	FC-SW
	FC-SW-2

	
	

	· E-Port operation

· Principal switch selection

· Address assignment

· Self configuration of E_Port, F_Port, and/or FL_Ports.
	· Exchange Switch Capabilities - exchange of switch operational capabilities

· B_Port - Bridge Port operations

· Path Selection

· Distributed Server communication (name and management servers)

· Exchange of zone information

· Distribution of registered state change notifications (RSCNs)

	
	

	
	

	
	


Interoperability Prerequisites 

Switch Interoperability Mode

All FC switches intended to be part of a multi-switch fabric need to be configured into “interoperability” mode.  For some vendors (Brocade, McData, InRange) this requires explicit configuration on the FC switch to enable interoperability.  For others (QLogic, Cisco) it is standard behavior.

Zoning

By default, the default behavior of many switch vendors is that all devices can communicate with all other devices when both zoning is disabled and proprietary inter-switch functionality is used.

When “interoperability” is enabled, the default behavior changes to only allow communication between explicitly configured devices (i.e. zoning is enforced even when no zones are defined/enabled).  Brocade switches are known to exhibit this behavior.

If interoperability is desired, zoning should first be configured on those switches that require it, in order to prevent downtime and loss of service and possible data corruption due to connectivity access controls being enforced.  All devices that need to communicate with each other need to be in the same zone.

Explicit details on configuration changes required on a Brocade switch are detailed on page 4.

The SN 5428 is standards-compliant in accepting zoning through merges from other switches in the multi-switch FC fabric.

· Any zoning has to be configured on switches other than the SN 5428 as there isn’t currently any administrative interface to explicitly configure zone members and zone sets on the SN 5428.  This will be addressed in a future software release.

BB Credits

Buffer-to-Buffer credits (BB-credits) settings are not explicitly negotiated when switches exchange operational capabilities, so need to be explicitly configured on each switch to be uniform across an entire fabric.
At best, failure to do so may result in suboptimal performance.  At worst, the E_Port may not establish due to a configuration mismatch.

Domain IDs

All switches operating in a multi-switch FC fabric must have use a unique Domain ID.  Unique Domain IDs can either be assigned automatically by the principal switch, or may be explicitly configured on each switch.

In a multi-vendor multi-switch fabric, Domain IDs must be in the range 97 to 127 (0x61 to 0x7f).  If a qLogic SANbox 1gbit/s FC switch is in the fabric, this is further restricted to either 97 – 111 or 112 – 127.

Licensing

Many vendors consider Zoning and E_Port functionality to be ‘value-add’ functionality, requiring optional software license keys to be enabled prior to the allowing the functionality to be enabled.  Table 2 lists various vendors’ licensing requirements:


Table 2 Multi-switch FC fabric license requirements

	Vendor / Product
	Licensing requirements for multi-switch FC fabric

	
	

	Cisco SN 5428
	No additional license key required

	QLogic SANBox / SANBox2
	No additional license key required

	Brocade Silkworm
	“Fabric” and “Zoning” licenses are required for all models.
Approximate pricing is as below:

· SilkWorm 2010  (requires Full Fabric upgrade BR-200016-01), ~$5,000 list price

· SilkWorm 2040  (requires Multi-Fabric upgrade BR-228005-01), ~$4,000 list price

· SilkWorm 2210  (requires Full Fabric upgrade BR-228006-01), ~$5,000 list price

· SilkWorm 2240 (requires Multi-Fabric upgrade BR-228007-01), ~$4,000 list price

· SilkWorm 2402, Silkworm 2802: No additional licenses required

· SilkWorm 3200 (requires Zoning license via “Super” software bundle if not purchased with zoning license, ~$3,000 list price

· SilkWorm 3800 (requires Trunking software bundle BR-3800TRK-01 if not purchased initially), ~$3,000 list price

· SilkWorm 6400, 12000: No additional licenses required

	McData
  Sphereon 3xxx /
  ED 5000 / ED 6064
	No additional license key required

	InRange FC/9000
	No additional license key required


Timers (ED_TOV, RA_TOV)

When two FC switches exchange operational capabilities, they indicate what various administrative timers are set to.  These include ED_TOV (Error Detect Timeout), RA_TOV (Resource Allocation Timeout) and various other values.  These will need to be configured the same across all FC switches in a multi-switch FC fabric.  As a general statement, all vendors default settings are the same, but most vendors allow these settings to be configured.

At best, a mismatch in timer settings may result in suboptimal performance.  At worst, the E_Port may not establish due to a configuration mismatch.

Configuration

Cisco SN 5428 Storage Router

The Cisco SN 5428 has to be running firmware release 2.3.1 or later.

The following configuration steps are required:

1. The SN 5428 supports two modes of treating devices when there is no active ZoneSet; either visible to each other or visible to none.  When operating with other vendors, the SN 5428 should be set to ‘no orphan visibility’. This is accomplished by ensuring the switch is configured for default Zoning behavior:

*[sn5428]# interface fc zoning default all
2. configure the default Domain ID to something unique between 97 and 127

*[sn5428]# interface fc domainid <n>
3. configure the FC port intended for multi-switch connectivity explicitly to E_Port or capable of negotiate E_Port connectivity:

*[sn5428]# interface fc<N> type gl-port
4. if the port is already connected and enabled, the port will need to be reset:

*[sn5428]# no interface fc<N> enable

*[sn5428]# interface fc<N> enable
Brocade Silkworm switches (3.0.2 or later firmware)

Certain configuration parameters need to be set on the Brocade switch before it will operate with a standards compliant switch.  The following commands must be entered from the Brocade telnet or console interface:

switch:admin> switchdisable
switch:admin> interopmode 1

switch:admin> configure
          Fabric parameters (yes, y, no, n): [no] y
            Domain: (97..127) [97] 99  (** set the Domain to be between 97 and 127 **)

    …

Note that these changes will require the switch to be rebooted for the changes to take effect.  Restarting the switch is a disruptive operation, so care must be exercised not to perform this operation on an active fabric:

switch:admin> fastboot
Once the switch has been rebooted, the default behavior for a Brocade switch without zoning enabled is to disallow all device communication.  Zoning will need to be enabled, with devices that communicate with each other configured into the same zone.  The easiest way to configure this is to use the “Zone Admin” GUI to configure the zoning.  This can be accessed via:

http://<brocade_switch>/ZoneAdmin.html
· Only WWPN zoning is supported by Brocade in Interoperability mode.

· The internal FC switch ports on the SN 5428 (FCI1 and FCI2) must be included in zones to allow iSCSI initiators to access devices.

Brocade Silkworm switches (2.xx firmware)

The minimum Brocade firmware that supports interoperability is 2.4.1c.

Certain configuration parameters need to be set on the Brocade switch before it will operate with a standards compliant switch.  The following commands must be entered from the Brocade telnet or console interface:

switch:admin> switchdisable
switch:admin> configure
          Fabric parameters (yes, y, no, n): [no] y

    VC Encoded Address Mode: (0..1) [0] 0
            Domain: (97..127) [97] 99   (** set the Domain to be between 97 and 127 **)


  Switch Operating Mode (yes, y, no, n): [no] y

    Interoperability Mode: (0..1) [0] 1

  Zoning Operation parameters (yes, y, no, n): [no] y


    Standard Mode: (0..1) [0] 1


    …

Note that these changes will require the switch to be rebooted for the changes to take effect.  Restarting the switch is a disruptive operation, so care must be exercised not to perform this operation on an active fabric:

switch:admin> fastboot
Once the switch has been rebooted, the default behavior for a Brocade switch without zoning enabled is to disallow all device communication.  Zoning will need to be enabled, with devices that communicate with each other configured into the same zone.  The easiest way to configure this is to use the “Zone Admin” GUI to configure the zoning.  This can be accessed via:

http://<brocade_switch>/ZoneAdmin.html
· Only WWPN zoning is supported by Brocade in Interoperability mode.

· The internal FC switch ports on the SN 5428 (FCI1 and FCI2) must be included in zones to allow iSCSI initiators to access devices.

McData Spheron 3xxx / ED-5000 / ED-6064

The minimum McData firmware that supports interoperability is 04.00.00.01.

Certain configuration parameters need to be set on the McData switch before it will operate with a standards compliant switch.  The following commands must be entered from the McData GUI interface:

· In the Hardware View window, bring up the Operating Mode window and set "Interop Mode" to
"Open Fabric 1.0"  

· In the McData GUI, Domain ID’s are listed as 1-15.  These are equivalent to Domain IDs 97-111 on other FC switches multi-switch FC fabric.

· The internal FC switch ports on the SN 5428 (FCI1 and FCI2) must be included in zones to allow iSCSI initiators to access devices.

Traffic paths in a multi-switch FC fabric

The FC-SW-2 protocol specification defines Fibre Channel Shortest Path First (FSFP) as the protocol used to determine the path that traffic should take in a multi-switch FC fabric.

FSPF is a dynamic path selection routing protocol designed to provide a very short convergence time in the presence of routing failures.   FSFP computes the best (‘least costly’) path between any two switches in the fabric, and uses this to determine the most optimal path to route traffic between two devices.  By default, ‘cost’ is calculated based on the inverse of each link speed multiplied by an administratively (user-defined) multiplier, or can be explicitly assigned by the user.

FSFP is based on a Link State-based path selection for dynamic routing, similar in nature to Open Shortest Path First (OSPF) in IP networks.  The protocol identifies all available routes between switches at switch boot up, tracks on-going changes to links – including the addition of a new link or the congestion or failure of an existing link, and builds a routing table that can be distributed to other switches.

Traffic between two devices will only ever choose a single path through a multi-switch FC fabric.  The path traffic will take between two devices will only change if the topology of the switch fabric changes (e.g. new links added or link/fabric failure).

Validating Interoperability

The easiest method to validate that interoperability is up is to check the port status appears ‘up’ on all switches and that the relevant devices on the FC multi-switch fabric appear visible to all devices.

The commands and output from a few different switch vendors are shown below

Cisco SN 5428

On the SN 5428, the status of any FC E_Ports can be validated using the ‘show interface fc<n>’ CLI command.  This output is shown below:

*[mel-stglab-sn5428-1]# show interface fc2
Operational Data

Interface Stat IP/Netmask             MAC          Options

--------- ---- ---------------------- ------------ -------

fc2       up                                       type Fibre Channel

                                                   OperState enabled

                                                   PortID 640200

                                                   WWN 200200065338b981

                                                   LinkSpeed 2Gb/s

                                                   LinkState Active
                                                   SyncState SyncAcquired
                                                   LoginStatus LoggedIn
                                                   Loopback Status Not Running

                                                   MaxCredit 12

                                                   RunningType e-port
                                                   PendingType gl-port

                                                   SFPType 100-M5-SN-I

                                                   SFPVendor CISCO-PICOLIGHT

                                                   SFPVendorID 850400

                                                   SFPPartNumber PL-XPL-00-S23-40

                                                   SFPRev

Configuration Data

                   Al-      Fan-     Link  Loopback Mfs-     Time Port-   Port-

Interface Status   fairness enable   speed type     bundle   out  type    mode

--------- -------- -------- -------- ----- -------- -------- ---- ------- -----

fc2       enabled  disabled enabled  auto  Unknown  enabled  10   gl-port
‘show devices’ will show all FC devices that are visible to the SN 5428 iSCSI initiator.  Any devices listed in ‘show devices’ output validates end-to-end connectivity between the SN 5428 internal FC ports and the target device:

*[mel-stglab-sn5428-1]# show devices
Fabric Attached Devices detected

lunwwn           wwpn             portId   lun  vendor       product      serial

---------------- ---------------- -------- ---- ------------ ------------ ------

0000000000000000 50060b00000c5ae0 0x6303ce 0    HP           A6255A   R237K1436841

20000004cf8c1f94 22000004cf8c1f94 0x6303da 0    HP 18.2G     ST318452FC   3EV0BVQJ

20000004cf8c21d8 22000004cf8c21d8 0x6303dc 0    HP 18.2G     ST318452FC   3EV0GHL0

20000004cf8c1fe3 22000004cf8c1fe3 0x6303e0 0    HP 18.2G     ST318452FC   3EV0QKF0

20000004cf8c2281 22000004cf8c2281 0x6303e1 0    HP 18.2G     ST318452FC   3EV0DDK3

20000004cf8c21c9 22000004cf8c21c9 0x6303e2 0    HP 18.2G     ST318452FC   3EV0H8NN

20000004cf8c2206 22000004cf8c2206 0x6303e4 0    HP 18.2G     ST318452FC   3EV0AEH0

Brocade

On a Brocade Silkworm FC switch, the status of FC E_Ports can be validated using the ‘switchShow’ CLI command.  The output below shows two E_Port connections; port 6 connects to a SN 5428 and port 7 connects to another Brocade switch:

        mel_stglab_b3200_1:admin> switchShow
        …

        switchState:    Online

        switchMode:     Interop

        switchDomain:   99

        port  0: id N2 Online       F-Port 20:00:00:05:9b:a6:92:00

        port  1: id N2 Online       F-Port 21:00:00:e0:8b:06:ac:1e

        port  2: -- N2 No_Module

        port  3: id N2 Online       L-Port 8 public, 1 private, 8 phantom

        port  4: -- N2 No_Module

        port  5: -- N2 No_Module

        port  6: id N2 Online       E-Port 10:00:00:06:53:38:b9:81 "SN5428" (upstream)
        port  7: id N2 Online       E-Port 10:00:00:60:69:c0:09:72 "mel_stglab_b3200_2"
Various other CLI commands exist to validate FC multi-switch fabric routes, topology and look at statistics.  Some of these commands include:

· islShow

· islTopoCheck

· urouteShow

Some of these are shown below:

mel_stglab_b3200_1:admin> urouteShow
Local Domain ID: 99

In Port    Domain    Out Port    Metric    Hops    Flags    Next (Dom, Port)

----------------------------------------------------------------------------

   0         98          7         500       1       D           98,7

            100          6         500       1       D          100,6

            101          7        1000       2       D           98,7

   1         98          7         500       1       D           98,7

            100          6         500       1       D          100,6

            101          6        1000       2       D          100,6

   3         98          7         500       1       D           98,7

            100          6         500       1       D          100,6

            101          6        1000       2       D          100,6

   6         98          7         500       1       D           98,7

   7        100          6         500       1       D          100,6

mel_stglab_b3200_1:admin> islShow
1:  6 ->  6   10:00:00:06:53:38:b9:81   SN5428                  sp: 2G  bw: 2G

2:  7 ->  7   10:00:00:60:69:c0:09:72   mel_stglab_b3200_2      sp: 2G  bw: 2G

If interoperability is failing, the ‘fabstatsShow’ hidden command can be used to help diagnose where the problem may be:

mel_stglab_b3200_1:admin> fabStatsShow
Description                      Count

-----------------------------------------

Domain ID forcibly changed:             0

E_Port offline transitions:             3 (Last on port 6)

Reconfigurations:                       7

Segmentations due to:

                  Loopback:             0

           Incompatibility:             3 <

                   Overlap:             0

                    Zoning:             3

                   Routing:             0

                 Licensing:             0

          Disabling E_Port:             0

                    (null):             0

Interoperability Limitations

Multi-switch FC fabrics have the following limitations:

· A total of up to 31 switches may be deployed in a single multi-switch FC fabric (16 switches if a QLogic SANbox 1gbit/s switch is in the fabric)

· Each switch requires a unique Domain ID assigned.  This may be provided automatically by the principal FC switch, or may be explicitly configured on each switch

· Hard Zoning isn’t part of the FC-SW-2 protocol specification  (it is proposed for the FC-SW-3).
As such, each vendor will typically implement Soft Zoning (nameserver-based) when each switch is configured into a standards-based multi-switch FC fabric.

· Some vendors only support zoning based on device WWN and not port-id or port number when configured into interoperability mode.  For this reason, it is recommended that a heterogeneous fabric should only use zoning based on device WWNN.

Summary

Multi-vendor multi-switch FC fabrics are a reality today, thanks to Industry-standard E_Port functionality, standards initiatives, product interoperability testing, industry alliance and partner testing.  Organizations can deploy an end-to-end heterogeneous Storage Area Network (SAN) fabric using multiple vendors’ switches, allowing the adoption or expansion of SANs to support additional storage consolidation, business continuance goals and rapid data growth.
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