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This course provides the knowledge required to deploy and manage VMAX3 array-based local 
and remote replication solutions for business continuity needs. Operational details and 
implementation considerations for EMC TimeFinder SnapVX and Symmetrix Remote Data 
Facility (SRDF) using Symmetrix Command Line Interface (SYMCLI) and Unisphere for VMAX 
are covered. Lab exercises will be performed in physical (Sun Solaris and Windows 2008) and 
virtualized (VMware ESXi) hosts attached to VMAX3 arrays. 
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This module focuses on TimeFinder SnapVX local replication technology on VMAX3 arrays. 
Concepts, terminology, and operational details of creating snapshots and presenting them 
to target hosts is discussed. Performing TimeFinder SnapVX operations using SYMCLI and 
Unisphere for VMAX are presented. Use of TimeFinder SnapVX for replication in a virtualized 
environment is also presented. 

Module: TimeFinder SnapVX Operations 
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This lesson covers the concepts of TimeFinder SnapVX. Operational examples using SYMCLI 
are presented in detail. 

Module: TimeFinder SnapVX Operations 
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TimeFinder SnapVX provides a highly efficient mechanism for taking periodic point-in-time 
copies of source data without the need for target devices. Target devices are required only 
for presenting the point-in-time data to another host. Sharing allocations between multiple 
snapshots makes it highly space efficient. A write to the source volume will only require one 
snapshot delta to preserve the original data for multiple snapshots. If a source track is 
shared with a target or multiple targets, a write to this track will preserve the original data 
as snapshot delta and will be shared for all the targets. Write to the target will be applied 
only to the specific target. 

Module: TimeFinder SnapVX Operations 
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The terminology used in SnapVX is described in the slide. Note that all host accessible 
devices in a VMAX3 are thin devices. 

Host writes to source volumes will create snapshot deltas in the SRP. Snapshot deltas are 
the original point-in-time data of tracks that have been modified after the snapshot was 
established. 

SRP configuration must be specified when ordering the system, prior to installation. The 
source and target volumes can be associated with the same SRP or different SRPs. 
Snapshot deltas will always be stored in the source volume’s SRP. Allocations owned by the 
source will be managed by its SLO. Allocations for the target will be managed by the 
target’s SLO. Snapshot deltas will be managed by the Optimized SLO. 

Module: TimeFinder SnapVX Operations 
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When the snapshot is created, both the source device and the snapshot point to the 
location of data in the SRP. When a source track is written to, the new write is 
asynchronously written to a new location in the SRP. The source volume will point to the 
new data. The snapshot will continue to point to the location of the original data. The 
preserved point-in-time data becomes the snapshot delta. This is the re-direct on write 
mechanism.  

Under some circumstances SnapVX will use Asynchronous Copy of First Write (ACOFW). 
This might be done to prevent degradation of performance for the source device. For 
example, if the original track was allocated on Flash drive, then it would be better to copy 
this down to a lower tier and accommodate the new write in the Flash drive. 

Module: TimeFinder SnapVX Operations 
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Each snapshot is assigned a generation number. If the name assigned to the snapshot is 
reused, then the generation numbers are incremented. The most recent snapshot with the 
same name will be designated as generation 0, the one prior as generation 1, and so on. If 
each snapshot is given a unique name, they will all be generation 0. Terminating a snapshot 
will result in reassignment of generation numbers. 

Time-to-live (TTL) can be used to automatically terminate a snapshot at a set time. This 
can be specified at the time of snapshot creation or can be modified later. HYPERMAX OS 
will terminate the snapshot at the set time. If a snapshot has linked targets, it will not be 
terminated. It will be terminated only when the last target is unlinked. TTL can be set as a 
specific date or as a number of days from creation time.   

Module: TimeFinder SnapVX Operations 
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A snapshot has to be linked to a target volume to provide access to point-in-time data to a 
host. The link can be in No Copy or Copy mode. Copy mode linked targets will provide full 
volume copies of the point-in-time data of the source volumes – similar to full copy clones. 
Copy mode linked targets will have useable copy of the data even after termination of the 
snapshot – provided the copy has completed. 

A snapshot can have both no copy mode and copy mode linked targets. Default is to create 
No Copy mode linked targets. This can be changed later if desired. 

Writing to a linked target will not affect the snapshot. The target can be re-linked to the 
snapshot to revert to the original point-in-time. 

A snapshot can be linked to multiple targets. But a target volume can be linked to only one 
snapshot. 

There is no benefit to have the no copy mode linked targets in an SRP different from the 
Source SRP. Writes to the Source volume will only create snapshot deltas which will be 
stored in the Source volume’s SRP. The writes will not initiate any copy to the target. 

A target volume that is larger than the source can be linked to a snapshot. This is enabled 
by default. The environment variable SYMCLI_SNAPVX_LARGER_TGT can be set to DISABLE 
to prevent this. 

Module: TimeFinder SnapVX Operations 
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When a snapshot is linked to a target, the process of defining the tracks for the target is 
initiated internally. In the undefined state, the location of data for the target has to be 
resolved through the pointers for the snapshot. In the defined state, data for the target 
points directly to the corresponding locations in the SRP. 

Module: TimeFinder SnapVX Operations 
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Relink provides a convenient way of checking different snapshots to select the appropriate 
one to access. A link between the snapshot of the source volume and the target must exist 
for the relink operation. Relink can also be performed with a different snapshot of the same 
source volume or a different generation of the same snapshot of the source volume. Unlink 
operation removes the relationship between a snapshot and the corresponding target. Copy 
mode linked targets can be unlinked after the copying completes. This will provide a full, 
independent useable point-in-time copy of the Source data on the Target device. 

No copy mode linked targets can be unlinked at any time. After unlinking a no copy mode 
linked target, the target device cannot be considered as useable. This is because the target 
would have shared tracks with the source volume and/or the snapshot deltas. These tracks 
would not be available on the target after the unlink operation and hence render it un-
useable. 

Module: TimeFinder SnapVX Operations 
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As the data on the Source volume from the host’s perspective will be changing, the Source 
volume should be unmounted prior to the restore operation and then re-mounted. To 
restore from a linked target, a snapshot of it must be established; and this snapshot should 
be linked to the Source volume. The Source volume cannot be unlinked until copy 
completes. So the link should be created in copy mode. 

Module: TimeFinder SnapVX Operations 
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Snapshots of linked targets can be created. These can further be linked to other targets. 
This is referred to as cascading. There is no limit to the number of cascaded hops that can 
be created as long as the overall limit for SnapVX is maintained. However there may not be 
many practical uses for cascading, given the efficiency of SnapVX technology. Writes to 
linked target do not affect the snapshot. It always remains pristine – in effect the “gold” 
copy. If one must experiment with data on the linked target, there is no need to save a gold 
copy prior to this. When done with the experimentation, one can always refresh the target 
data with the original snapshot data by relinking. The linked target must be in a defined or 
copied state before a snapshot of it can be created. A cascaded snapshot can only be 
restored to the linked target that is in copy mode and has fully copied. If the linked target is 
in no copy mode, it cannot be unlinked without first terminating any snapshots that have 
been created from it. A linked target that has a cascaded snapshot must be fully copied 
before being unlinked. A snapshot with linked targets cannot be terminated. 

Module: TimeFinder SnapVX Operations 
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Reserved capacity ensures that there will be sufficient capacity available in the SRP to 
accommodate new host writes. When the allocated capacity reaches the point where only 
reserved capacity remains, then SnapVX allocation for snapshot deltas and copy processes 
will be affected. 

Module: TimeFinder SnapVX Operations 
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Care needs to be exercised when expanding SGs with existing snapshots. If there are more 
volume(s) in the SG than are contained in the snapshot, then a restore from the snapshot 
will set these additional volume(s) to Not Ready. This is because these volume(s) were not 
present when the snapshot was taken. Of course subsequent snapshots after the SG 
expansion will contain all the volumes. Similarly if the linked target SG has been expanded 
and has more devices than the snapshot, then the additional volumes in the linked target 
SG will be set to Not Ready. 

Module: TimeFinder SnapVX Operations 
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The most convenient and preferred way of performing TimeFinder SnapVX operations is 
using Storage Groups. In this example we are creating a snapshot named backup for the 
devices in the Storage Group snapvx. 

Module: TimeFinder SnapVX Operations 
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We have created three successive snapshots using the same name. Note that each 
snapshot is given a generation number. As discussed earlier, the most recent snapshot is 
designated as generation 0. As there is workload on the source devices, the changes are 
accumulated in snapshot deltas. The non-shared tracks are unique to the specific snapshot. 
These are the tracks that will be returned to the SRP if the snapshot is terminated. As we 
did not specify a time-to-live during the establish operation, the Expiration Date is NA. Note 

that the output has been edited to fit the slide. 

Module: TimeFinder SnapVX Operations 
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We can set the time-to-live even after creating the snapshot. Output has been edited to fit 
the slide. The parameter –delta is used to specify the number of days for expiration from 

the time the snapshot was created. 

Module: TimeFinder SnapVX Operations 
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We can specify the generation of the snapshot that we want to link. The target device is 
contained in a Storage Group as well. It is specified with the –lnsg flag. The default for 

linking is the No Copy mode. So we see that no data has been copied yet. Furthermore, at 
this point in time, we are not writing to the target device either. 

 

Flgs: 

 

  (F)ailed   : F = Force Failed, X = Failed, . = No Failure 

  (C)opy     : I = CopyInProg, C = Copied, D = Copied/Destaged, . = NoCopy 

Link 

  (M)odified : X = Modified Target Data, . = Not Modified 

  (D)efined  : X = All Tracks Defined, . = Define in progress 

Module: TimeFinder SnapVX Operations 
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When target is written to, the original point-in-time snapshot is unaffected – it remains 
pristine. The % Done and Remaining (Tracks) indicates tracks that have been changed due 
to the writes. This helps with incremental operations later if desired. 

Module: TimeFinder SnapVX Operations 
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In this example we are relinking the target to snapshot generation 1 of the same source 
volume. The target volumes should be unmounted prior to relinking and then mounted back 
again to ensure that the host accesses correct data. We can link/relink different snapshots 
to target volumes to select the desired point-in-time. 

Module: TimeFinder SnapVX Operations 
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Any available snapshot can be restored to the source volume. This will revert the data on 
the source volume to that specific point-in-time. As the data on the disk will be changing 
from the host’s perspective, it is recommended to unmount the source volume prior to 
performing a restore operation. After the restore, the source volume can be mounted again 
to access the correct data. Terminating the restored session will leave the original snapshot 
intact. It will only terminate the restored session. 

Module: TimeFinder SnapVX Operations 
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Snapshots that have linked targets in no copy mode cannot be terminated. One must first 
either unlink the target or change the mode to copy and terminate after copying completes. 
Terminating a snapshot that has a restored session would require terminating the restored 
session first, followed by terminating the snapshot. 

Module: TimeFinder SnapVX Operations 
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TimeFinder SnapVX is the underlying technology that supports emulation mode for 
TimeFinder/Clone, TimeFinder/Mirror, and TimeFinder VP Snap commands. These 
emulations will be completely seamless and will automatically be invoked when performing 
TimeFinder/Mirror, Clone, and VP Snap operations. Emulation sessions will copy data 
directly from the source to target without using snapshot deltas. Emulation modes will use 
legacy Source-Target pairing. This will provide backwards compatibility with existing scripts 
that execute TimeFinder command and control operations. When legacy TimeFinder 
commands are used, SnapVX sessions are created in the background. All existing 
restrictions and session limits for these emulations are carried over from the latest version 
of Enginuity 5876.  Emulation mode will not support the storage group (-sg) option.   

VMAX3 volumes cannot be used as either SnapVX sources or link targets when participating 
in emulation sessions. Conversely, volumes cannot be used for emulation sessions when 
they are SnapVX sources or link targets. TimeFinder/Snap is no longer needed because of 
SnapVX point in time technology. SAVE devices do not exist in VMAX3 arrays. 

 

Module: TimeFinder SnapVX Operations 
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This lesson covered concepts and terminology of TimeFinder SnapVX. Creating snapshots 
and other SnapVX related operations using SYMCLI were also covered. 

 

Module: TimeFinder SnapVX Operations 
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This lesson covers replicating a VMware VMFS datastore using TimeFinder SnapVX. A 
snapshot of the VMFS datastore presented to the Primary server will be created and linked 
to a target device. The target is then accessed on a Secondary ESXi server. 

 

Module: TimeFinder SnapVX Operations 
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Using the vSPhere Client we find that the Primary ESXi server has access to 
Production_Datastore. Note the naa number of the device. We will use this number to 
correlate the device with the VMAX3 volume, using Unisphere for VMAX. 

Module: TimeFinder SnapVX Operations 
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Browsing the Production_Datastore shows that it has the folder StudentVM01. This folder 
contains the StudentVM01.vmx and other files pertaining to the VM StudentVM01. 

Module: TimeFinder SnapVX Operations 
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Summary view of Virtual Machine shows that it uses only the Production_Datastore. The VM 
is currently powered on. 

Module: TimeFinder SnapVX Operations 
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We can open a console to the StudentVM01 and examine the data. For the purposes of this 
example a folder named Production_data has been created on StudentVM01. The objective 
is to use TimeFinder SnapVX to take a snapshot of the VMAX3 device hosting the 
Production_Datastore. We have to identify a suitable target device accessible to a 
Secondary ESXi server. Then we can link the snapshot to the target device. Subsequently 
we should be able to power on a snapshot of the StudentVM01 on the Secondary ESXi 
Server. 

Module: TimeFinder SnapVX Operations 
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In Unisphere for VMAX, we navigate to the Masking View for the Primary ESXi Server and 
identify the device it has access to. In this example it is device 0095. Listing the details of 
this devices shows the WWN for it. We can match this WWN with the naa number shown in 
slide 25 and conclude that the Primary ESXi Server has access to device 0095. This device 
is in SID:225 and its capacity is 10 GB. So in order to take a snapshot of this device and 
link it to a target, we have to identify a 10 GB device on SID:225 that has been masked to 
the Secondary ESXi Server. 

Module: TimeFinder SnapVX Operations 
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Alternatively if we have access to the vSphere Web Client with the EMC Storage Viewer 
plug-in, we can use it to correlate Production_Datastore with device 0095 as well. 

Module: TimeFinder SnapVX Operations 
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Once again using Unisphere for VMAX, we navigate to the Masking View for the Secondary 
ESXi Server and identify the device it has access to. In this example it is device 0094. 
Listing the details of this device shows the WWN for it. We can match this WWN with the 
naa number reported in the vSphere Client for the Secondary ESXi Server shown in the 
next slide. 

Module: TimeFinder SnapVX Operations 
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Using the vSPhere Client we find that the Secondary ESXi server has access to a few 
devices. Note the naa number of the device highlighted. This correlates with the WWN of 
device 0094 as shown in the previous slide. 

Module: TimeFinder SnapVX Operations 
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In Unisphere for VMAX, SnapVX operations can only be performed on Storage Groups. As 
this is the first time we will be creating a snapshot for the Production Device, we navigate 
to Data Protection>Protection Dashboard>Unprotected Storage Groups. The Storage Group 
primaryesxi64_prod was created when the production device was masked to the Primary 
ESXi Server. Right click this Storage Group and select Protect. 

Module: TimeFinder SnapVX Operations 
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In the Protect Storage Group wizard, we select Point In Time Protection Using SnapVX. The 
snapshot has been named datastore_backup and a 5 day expiration time has been set. 

Module: TimeFinder SnapVX Operations 
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For the protection of users, Unisphere for VMAX will not permit linking a snapshot with a 
target Storage Group which is in a Masking View. In our example the target device 0094 
has been placed in the Storage Group secondaryesxi65_snap_tgt. This Storage Group is a 
part of the Masking View for the Secondary ESXi server in order to enable access to the 
target device. So we use the CLI to perform the Link operation. 

Module: TimeFinder SnapVX Operations 
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Now we can rescan the Secondary ESXi Server. Choosing Rescan All will scan for new 
storage devices as well as VMFS volumes. 

Module: TimeFinder SnapVX Operations 
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After rescan completes, we use the Add Storage wizard to add the linked Target device. The 
Storage Type Disk/LUN is selected. This shows the VMFS Label to be Production_Datastore. 
This was the label given to the Production Datastore used by StudentVM01 on the Primary 
ESXi server. This indicates that this is the linked Target LUN. We choose this LUN and click 
Next. 

Module: TimeFinder SnapVX Operations 
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As the LUN is a replica, the wizard will offer Mount Options for VMFS. In this example we 
choose “Assign a new signature”. Even though we are presenting the linked Target to a 
secondary ESXi server, it is a good practice to assign a new signature. We can then click 
Next and Finish. 

 

Module: TimeFinder SnapVX Operations 
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As we chose “Assign new signature”, the datastore on the Secondary ESXi server has snap-
xxxxxxx as a prefix to the label. 

 

Module: TimeFinder SnapVX Operations 
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We can now browse the replica Datastore. We see that it contains the folder StudentVM01. 
The Virtual Machine can now be added to the inventory of the Secondary ESXi server. 

Module: TimeFinder SnapVX Operations 
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We have given the name StudentVM01_backup. We are adding this to the inventory of the 
Secondary ESXi server. Then we can finish the Add to Inventory process. 

 

Module: TimeFinder SnapVX Operations 



42 Copyright 2015 EMC Corporation. All rights reserved. 

When trying to “Power On’ the replica VM, we need to answer the Virtual Machine Message 
question. Here we choose “I copied it”.  

 

Module: TimeFinder SnapVX Operations 
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We can open a console to the VM on the Secondary ESXi server and verify that this VM has 
the same data as the VM on the Primary ESXi server at the point in time of the snapshot. 

Module: TimeFinder SnapVX Operations 
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This lesson covered replicating a VMware VMFS datastore using TimeFinder SnapVX. A 
snapshot of the VMFS datastore presented to the Primary server was created and linked to 
a target device. The target was then accessed on a Secondary ESXi server. 

Module: TimeFinder SnapVX Operations 
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This lesson covers replicating a Virtual Machine accessing an RDM hard disk using 
TimeFinder SnapVX. A snapshot of the VM is created and linked to a target device. The 
target is then presented to a Secondary ESXi server on which the replica VM will be 
powered-on. 

Module: TimeFinder SnapVX Operations 
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Summary information for RDM_VM shows that it is using datastore1 for its storage. 

Module: TimeFinder SnapVX Operations 
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Examining the properties of the VM shows that the hard disk is an RDM in physical 
compatibility mode. It is only the mapping file that is stored on datastore1 along with other 
files that define the virtual machine. 

Module: TimeFinder SnapVX Operations 
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We use the vSphere Web Client to correlate the RDM with the Symmetrix device. The EMC 
Storage Viewer view shows that it is device 091. This will be the source for our SnapVX 
snapshot. 

Module: TimeFinder SnapVX Operations 
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Datastore1 is on local storage. Browsing the datastore shows that it has the files that define 
the RDM_VM. The local storage will not be replicated by TimeFinder SnapVX. Only the RDM 
Symmetrix device presented to the VM will be replicated. 

Module: TimeFinder SnapVX Operations 
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We will first download the RDM_VM.vmx file. This file will be uploaded to a datastore on the 
Secondary ESXi Server. 

Module: TimeFinder SnapVX Operations 
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We can open a console to the RDM_VM. We have created a directory PROD_DATA and 
added some files to it. 

Module: TimeFinder SnapVX Operations 
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From the Configuration tab for the Secondary ESXi server, we identify the naa number of 
the device. We can then correlate it with the WWN displayed in Unisphere for VMAX. 

Module: TimeFinder SnapVX Operations 
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Unisphere for VMAX shows that the Symmetrix Volume is 090 and it is in SID:225. We will 
use this device as the target to link the snapshot of the Primary LUN. 

Module: TimeFinder SnapVX Operations 
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We create a snapshot named rdm_backup. We then link this snapshot to the Storage Group 
that contains the Target LUN. 

Module: TimeFinder SnapVX Operations 
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Next we rescan the Secondary ESXi server for all storage. This will refresh the information 
about the linked Target. 

Module: TimeFinder SnapVX Operations 
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As mentioned earlier, the local datastore of the Primary ESXi server is not replicated using 
SnapVX. We will upload the RDM_VM.vmx file to a datastore on the Secondary ESXi Server. 
We have created a folder Backup_RDM_VM on the datastore and we upload the file to it. 
Note that these steps must be performed only the first time the VM is powered-on on the 
Secondary ESXi server. 

Module: TimeFinder SnapVX Operations 
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From the Datastore Browser, select the VMX file and click Add to Inventory. 

Module: TimeFinder SnapVX Operations 
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Next we edit the VM settings and remove the existing hard disk. This is because the 
definition of the hard disk has been replicated from the Primary RDM. We have to point the 
VM on the Secondary ESXi server to the linked target RDM. 

Module: TimeFinder SnapVX Operations 
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We choose Raw Device Mappings and select the linked Target we had identified earlier using 
the naa number. 

Module: TimeFinder SnapVX Operations 
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Choose Store with Virtual Machine and finish the process. 

Module: TimeFinder SnapVX Operations 
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We can use the vSphere Web Client to verify that the linked Target 090 is indeed presented 
as an RDM to RDM_VM on the Secondary ESXi server. 

Module: TimeFinder SnapVX Operations 
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As in the case of VMFS, we choose “I copied it” for the Virtual Machine Message when we 
power-on the VM on the Secondary ESXi server. 
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We can open a console to the VM on the Secondary ESXi server and verify that it has access 
to the point in time data from the snapshot. 
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This lesson covered replicating a Virtual Machine accessing an RDM hard disk using 
TimeFinder SnapVX. A snapshot of the VM was created and linked to a target device. The 
target was then presented to a Secondary ESXi server on which the replica VM was 
powered-on. 
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This lesson covers performing TimeFinder SnapVX operations using Unisphere for VMAX. 
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TimeFinder Snapvx operations are performed on Storage Groups in Unisphere for VMAX. 
Unisphere for VMAX does not support Device Group or Device Files for SnapVX operations. 
In our example, the number of devices are already in a Storage Group and Masking view for 
host access. We want to take a snapshot of just one of the devices. So we have to create a 
new Storage Group.  

First we navigate to Array ID > Storage > Storage Group Dashboard > Storage Groups. 
From this page we select Create. This launches the Provision Storage wizard shown in the 
slide. We give the SG the name uni_snapvx. As the device is in another SG which is 
managed by FAST, we must select “None” for Storage Resource Pool as well as for Service 
Level. We can then select “Run Now”. This will create an empty Storage Group named 
uni_snapvx. 
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Navigate to Array ID > Storage > Storage Groups Dashboard > uni_snapvx > Volumes and 
select “Add Volumes to SG”. In the “Add Volumes to a Storage Group” wizard, we specify 
the device we want to add to the SG – 04A in our example. As noted in the previous slide, 
this device belongs to another SG. So we must select “Include Volumes in Storage Groups”. 
Then select “Find Volumes”. 
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Select the device and then select “Add to SG”. 
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Navigate to Unprotected Storage Groups; select the Storage Group for which a snapshot 
should be created and then select “Protect”. This will launch the Protect Storage Group 
wizard. 
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Select “Point In Time Protection”  and then select “Using SnapVX”. Click “Next”. 
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We select “Create New Snapshot” and give it the name of backup. We can use the “Show 
Advanced” option to set TTL if required. Select “Next”. 
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From the drop-down select “Run Now”. This creates the snapshot as can be seen in the list 
shown. 
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Select the snapshot and then select “Link”. 

Module: TimeFinder SnapVX Operations 



74 Copyright 2015 EMC Corporation. All rights reserved. 

The target device should also be in a Storage Group to perform the Link operation. For our 
example we have created a Storage Group named uni_tgtvx and added the target device to 
it. The procedure is the same as discussed earlier to create SG for the source device.  

We select the “Select existing target storage group” in the wizard. This lists the candidate 
target SGs for the link operation. Note that if a Storage Group is a part of a Masking View, it 
will not be displayed in the list. This is to ensure that users do not accidentally select 
devices that are actively in use and corrupt the data. We can select “Run Now” from the 
drop-down to link the snapshot to the target. 
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The list now shows that the snapshot has linked target. Other SnapVX operations can be 
performed by selecting the snapshot name and then selecting “>>”. From this list, we can 
choose the operation we want to perform. 
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This lesson covered performing TimeFinder SnapVX operations using Unisphere for VMAX. 

Module: TimeFinder SnapVX Operations 



77 Copyright 2015 EMC Corporation. All rights reserved. 

This lab covers creating and linking TimeFinder SnapVX snapshots to Target devices. It also 
covers restoring snapshot data to the source device as well as restoring modified target 
data back to the source device. 
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This lab covered creating and linking TimeFinder SnapVX snapshots to Target devices. It 
also covered restoring snapshot data to the source device as well as restoring modified 
target data back to the source device. 

  

 

.  
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This lab covers performing TimeFinder SnapVX replication of a VMFS Datastore using 
Unisphere for VMAX and VMware vSphere client. 
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This lab covered performing TimeFinder SnapVX replication of a VMFS Datastore using 
Unisphere for VMAX and VMware vSphere client. 

  

 

.  
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This module covered TimeFinder SnapVX local replication technology on VMAX3 arrays. 
Concepts, terminology, and operational details of creating snapshots and presenting them 
to target hosts were discussed. Performing TimeFinder SnapVX operations using SYMCLI 
and Unisphere for VMAX were presented. Use of TimeFinder SnapVX for replication in a 
virtualized environment was also presented. 
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This module focuses on SRDF operations in synchronous mode. Use of SYMCLI and 
Unisphere for VMAX to perform SRDF operations are presented in detail. Methods for 
performing DR operations in a virtualized environment for both VMFS datastore and RDM 
use cases are discussed. 
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This lesson covers initial SRDF setup operations. Creating dynamic RDF groups and RDF 
pairs using SYMCLI is presented in detail. Basic SRDF operations are also discussed. 
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SRDF groups define the relationships between the local SRDF director/ports and the 
corresponding remote SRDF director/ports. Any device that has been configured as an SRDF 
device must be assigned to an SRDF group. Storage Administrators can dynamically create 
SRDF groups and assign them to Fibre Channel directors or GbE directors. SRDF groups are 
also referenced as RA groups or RDF groups. Dynamic RDF Configuration State is Enabled 
by default. 

In this example, we have a pair of VMAX3 arrays (SID:483 and SID:225) that are SRDF 
connected. The command has been executed from a host attached to SID:483. So from this 
perspective, SID:483 is the Local VMAX3 array and SID:225 is the Remote VMAX3 array. 
The Num Phys Devices column indicates that the host from which the command was 
executed has physical access to 18 devices on SID:483 and none on the other array. The 
Num Symm Devices column indicates the total number of devices that have been 
configured on the respective VMAX3 arrays. 

A verbose listing of SID:483 shows that Dynamic RDF Configuration State is Enabled. This 
should be verified for SID:225 as well. 

Dynamic RDF Configuration State is Enabled by default on VMAX3 arrays. The combination 
of the ability to dynamically create SRDF groups and dynamic device pairs enables you to 
create, delete, and swap SRDF R1-R2 pairs. 

VMAX3 arrays will support up to 250 SRDF groups per array. VMAX3 arrays will support 250 
SRDF groups per port.  
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Before creating a new SRDF group, some information must be gathered.  First you need to 
know the SRDF directors (Remote Adapters – RA) that are configured on the array. You also 
need to know the number of SRDF groups (RA groups) currently configured and their 
corresponding group numbers. 

The listing shows that you have a pair of Remote Adapters (RF-1E and RF-3E) available. 
These are Fibre Remote Adapters (RF). Both the Remote Adapters are online. There is one 
SRDF Group that has been configured to use this pair of directors. 
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The command shown gives detailed information on the currently configured SRDF Groups. 
You can see that it is a Dynamic RDF Group named Group_1. The director configuration is 
Fibre Channel-Switched. We will look at the Group and RDFA Flag details in the SRDF/A 
module. 

 

Legend: 

  Group (T)ype      :  S = Static, D = Dynamic 

  Director (C)onfig :  F-S = Fibre-Switched, F-H = Fibre-Hub 

                       G = GIGE, E = ESCON, T = T3, - = N/A 
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The symsan command can be used to discover and display RDF connectivity between the 

VMAX3 arrays. This command helps in situations where RDF groups have not yet been 
created between the VMAX3 pairs.  

In such cases where there are no RDF groups configured, the symcfg command in the 
previous slide will not return any connectivity information. The symsan command is 

particularly useful to determine the local and remote RDF directors, as well as the full serial 
number of the remote array. The full serial number of the remote array is required to create 
the first Dynamic RDF group. Subsequent RDF groups can be created by just specifying the 
last two digits of the remote array. 
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The symrdf addgrp command creates an empty Dynamic SRDF group on the source and 

the target Symmetrix and logically links them. The directors and the respective ports have 
to be specified in the command for VMAX3 arrays. 

Note: The physical links and communication between the two arrays must exist for this 
command to succeed.  

Note: The SRDF group number in the command (-rdfg and –remote_rdfg) is in decimal.  

In the Symmetrix, it is converted to hexadecimal. The decimal group numbers start at 01 
but the hexadecimal group numbers start at 00. Hence the hexadecimal group numbers will 
be off by one. We have created an RDF Group with the label SRDF_Sync and the RDF Group 
number 10 in decimal. Shown in parenthesis is the hexadecimal value 9. It would be 
convenient if the SRDF group numbers on the local and the remote arrays were identical, 
however, this is not a requirement. 
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The symrdf createpair command takes the dynamic capable device pairs listed in the text 

file (pairs.txt) and makes them R1-R2 pairs. On VMAX3 arrays, devices are created as 
Dynamic capable by default. By specifying –establish the newly created R2 devices are 

synchronized with the data from the newly created R1 devices. In this example the file 
contains the following entries: 

pairs.txt 

059  087 

05A  088 

 

The first column in the file lists the devices on the VMAX3 on which the command is 
executed (in our example SID:483) and the second column is the remote VMAX3 (in our 
example SID:225). Specifying –type R1 makes the device in the first column to be R1s and 

the devices in the second column will become their corresponding R2s. The mode of 
operation for the SRDF pairs that are newly created is set to Adaptive Copy Disk Mode 
(discussed later in this module) by default. 
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As noted earlier, the SRDF mode is by default set to Adaptive Copy Disk. The establish 
operation synchronizes data from the new R1 device to the new R2 device. The R1 devices 
are created on SID:483 and their corresponding R2 devices are created on SID:225. R1 
device 059 is paired with R2 device 087. R1 device 05A is paired with R2 device 088. 

 

Legend for MODE: 

 

 M(ode of Operation)   : A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

                       : M = Mixed 

 A(daptive Copy)       : D = Disk Mode, W = WP Mode, . = ACp off 

 C(onsistency State)   : X = Enabled, . = Disabled, M = Mixed, - = N/A 

 (Consistency) E(xempt): X = Enabled, . = Disabled, M = Mixed, - = N/A 
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The delete SRDF pairs command cancels SRDF pairs in the device file specified. Before the 
deletepair can be invoked, the pair must be suspended first. The RDF Group is not deleted 
by this operation. If the RDF Group should be deleted, then the symrdf removegrp 
command should be used after the deletepair operation. 

Example: 

c:\symrdf suspend -sid 97 -file grp5.txt -rdfg 5 

c:\symrdf deletepair -sid 97 -file grp5.txt -rdfg 5 

 

Module: SRDF/Synchronous Operations 



11 Copyright 2015 EMC Corporation. All rights reserved. 

The SYMCLI command symrdf list pd gives a list of all SRDF devices accessible to the 
host. In this example the host has access to 2 SRDF devices (059:05A). As can be seen 

under the RDF Typ:G column, the devices are type R1 and they have been created in SRDF 
Group 10. The mode of SRDF operation for these pairs is Adaptive Copy Disk Mode, and 
currently all the R1-R2 pairs are in a Synchronized state. The local R1 devices (the Sym Dev 
column of the output) 059:05A are paired with corresponding R2 devices (the RDev column 
of the output)  087:088. 

Legend for MODES: 

 

 M(ode of Operation)   : A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

                       : M = Mixed 

 D(omino)              : X = Enabled, . = Disabled 

 A(daptive Copy)       : D = Disk Mode, W = WP Mode, . = ACp off 

 (Mirror) T(ype)       : 1 = R1, 2 = R2 

 (Consistency) E(xempt): X = Enabled, . = Disabled, M = Mixed, - = N/A 
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The sympd list command gives the list of all the devices that the host can access on the 

array. This command is used to correlate the host physical device name with the Symmetrix 
device number. We see that the host addresses the R1 devices as PHYSICALDRIVE13 and 
PHYSICALDRIVE14. To format the devices, create partitions, create and mount file systems 

(Volume management operations), the host’s physical device names should be used. 
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A device group is a user created object for viewing and managing related Symmetrix 
devices. All devices in a device group should be on the same Symmetrix array. There are 
four types of device groups: RDF1, RDF2, RDF21, or REGULAR. When creating a device 
group, if a type is not specified explicitly, by default a device group of type REGULAR will be 
created. A device group, with the type REGULAR cannot contain SRDF devices; a device 
group of type RDF1 cannot contain R2 devices; and a device group of type RDF2 cannot 
contain R1 devices. When performing SRDF/S operations, SYMCLI commands can be 
executed for ALL devices in the device group or a subset of them. For SRDF/A operations, 
the commands should be executed for ALL devices in the SRDF Group. 

Storage Administrators must create a device group with RDF1 or RDF2 for SRDF operations, 
as appropriate. In this example device group type R1 (RDF1) is created, so that the R1 
devices 059 and 05A can be added to it. Note that the environment variable SYMCLI_DG 
has been set to the device group that was created. When this variable is set, subsequent 
commands to manage the device group will not need the –g <device_group_name> flag in 
the command syntax. 

By default the device group definition is stored on the host where the symdg create 

command was executed. To manage the device group from other hosts connected to the 
same Symmetrix array, GNS daemon should be used. 
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The symdg show command displays detailed group information for any specific device 

group.  The device group (srdfsdg) contains 2 local standard devices. The device group type 
is RDF1. The Symmetrix serial number is also displayed. If there are any BCVs, VDEVs, etc. 
associated with or added to the group, this information is also displayed. 
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Further information on the devices in the group, as well as relevant RDF information is also 
presented with the symdg show command. The two devices have been assigned (by 

default) the Logical Device Names of DEV001 and DEV002. The host (Windows OS in this 
example) addresses the two devices as PHYSICALDRIVE13 and PHYSICALDRIVE14. 
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Users can perform a number of SRDF operations using host-based SYMCLI commands. 
Major SRDF operations or actions include: suspend, resume, failover, failback, update, split, 
establish, and restore.  
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The symrdf set mode command will change the SRDF operation mode. In this example the 

mode has been changed to Synchronous for these two R1-R2 pairs. This is indicated by the 
S in M column of the output. In the ‘normal’ operations of SRDF, the R1 device presents a 
Read/Write (RW) status to its host and the corresponding R2 device presents a Write-
Disabled (WD) status to its host. Data written to the R1 device is sent over the links to the 
R2 Symmetrix. The meaning of the R1/R2 Inv(alid) Tracks will be discussed throughout this 
module. 

 

Legend for MODE: 

 M(ode of Operation)   : A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

                       : M = Mixed 

 A(daptive Copy)       : D = Disk Mode, W = WP Mode, . = ACp off 

 C(onsistency State)   : X = Enabled, . = Disabled, M = Mixed, - = N/A 

 (Consistency) E(xempt): X = Enabled, . = Disabled, M = Mixed, - = N/A 
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Suspend is a singular operation. Data transfer from the Source devices to the Target 
devices is stopped. The links for these devices are logically set to Not Ready (NR). This 
operation only affects the targeted devices in the device group. SRDF device pairs in other 
device groups and other SRDF Groups are not affected even if they share the same Remote 
Directors. Physical links and the RA communication paths are still available. New writes to 
the Source devices accumulate as invalid tracks to the R2 (R2 Inv Tracks). The R1s 
continue to be Read Write enabled and the R2s continue to be Write Disabled.  

To invoke a suspend, the RDF pair(s) must already be in one of the following states: 

 Synchronized 

 R1 Updated 
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Resume is a singular operation. To invoke this operation, the RDF pair(s) must already be in 
the Suspended state. Data transfer from R1 to R2 is resumed. The pair state will remain in 
SyncInProg until all accumulated invalid tracks for the pair have been transferred. Invalid 
tracks are transferred to the R2 in any order – so write serialization will not be maintained. 
The link is set to Read Write. The R1s continue to be Read Write enabled and the R2s 
continue to be Write Disabled. 
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This lesson covered initial SRDF setup operations. Creating dynamic RDF groups and RDF 
pairs using SYMCLI was presented in detail. Basic SRDF operations were also discussed. 
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This lesson covers SRDF Disaster Recovery operations. Device and link states under 
different conditions are presented in detail. Host consideration when performing DR 
operations are also discussed. 
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The SRDF disaster recovery operations are: 

• Failover from the source side to the target side, switching data processing to the target 
side 

• Update the source side after a failover while the target side is still used for applications  

• Failback from the target side to the source side by switching data processing to the 
source side 
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The failover operation can be executed from the source side host or the target side. This is 
true for all symrdf commands. In order to perform operations from the target side, a device 
group of type RDF2 should be created and the R2 devices should be added to it. In the 
event of an actual disaster, this is helpful as there would be no way of communicating with 
the source Symmetrix. The operation assumes disaster situation - makes all effort to enable 
data access on target Symmetrix: 

• Will proceed if possible 

• Will give message for any potential data integrity issue 

As can be seen in the output, the R1 devices are write disabled, the SRDF links between the 
device pairs are logically suspended, and the R2 devices are read write enabled. Host 
accessing the R2 devices can now resume processing the application. 

While in a true disaster situation when the source host/Symmetrix/site may be 
unreachable, the steps listed below would be recommended if performing a “graceful” 
failover to the target site. 

If failing over for a Maintenance operation: For a clean, consistent, coherent point in time 
copy which can be used with minimal recovery on the target side some or all of the 
following steps may have to be taken on the source side: 

•  Stop All Applications 

•  Unmount file system (unmount or unassing drive letter to flush the filesystem buffers 
from the host memory down to the Symmetrix) 

•  Deactivate the Volume Group 

•  A failover leads to a write disabled state of the R1 devices. If a device suddenly 
becomes write disabled from a read/write state, the reaction of the host can be 
unpredictable if the device is in use. Hence the recommendation to stop applications, 
unmount filesystem/unassign drive letter, prior to performing a failover for 
maintenance operations. 
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As seen in the output, the R1s are now Write Disabled, the links are set to Not Ready and 
the R2s are Read Write enabled. As application processing has been started using the R2 
devices, we see that there are invalid tracks accumulating (R1 Inv Tracks) on the target 
Symmetrix. These are the changes that are being made to the R2 devices. When it is time 
to return to the source Symmetrix, these invalid tracks will be incrementally synchronized 
back to the source. The pair state is reflected as Failed Over. 

Note that we have created a device group named synctgtdg on the remote host that is 
accessing the R2 devices. So we have created a device group of type RDF2 and have added 
the R2 devices to it. The query was executed on the remote host and shows the state from 
the perspective of the R2 devices. 
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While the target (R2) device is still operational (Read Write Enabled to its local host), an 
incremental data copy from the target (R2) device to the source (R1) device can be initiated 
in order to update the R1 mirror with changed tracks from the target (R2) device. After an 
extended outage on the R1 side, a substantial amount of invalid tracks could have 
accumulated on the R2. If a failback is now performed, production starts from the R1. New 
writes to the R1 have to be transferred to the R2 synchronously. Any track requested on 
the R1 that has not yet been transferred from the R2 has to be read from across the links. 
This could lead to performance degradation on the R1 devices. The update operation helps 
to minimize this impact. 

When performing an update, the R1 devices are still “Write Disabled”; the links become 
“Read Write” enabled  because of the “Updated” state. The target devices (R2) remain 
“Read Write” during the update process.   

The update operation can be used with the –until flag, which represents a skew value 
assigned to the update process. For example, you can choose to update until the 
accumulated invalid tracks is down to 30000. Then a failback operation can be executed. 
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When the update operation is performed after a failover, the links become Read/Write 
enabled, but the Source devices are still Write disabled. Production work continues on the 
R2 devices. 
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When the source site has been restored, or if maintenance is completed, you can return 
production to the source site. The symrdf failback command will set the R2s Write Disabled, 
the link Read Write and the R1s Read Write enabled. Merging of the device track tables 
between the source and target is done. The SRDF links are resumed. The accumulated 
invalid tracks are transferred to the source devices from the target devices. So all changes 
made to the data when in a failed over state will be preserved. As noted earlier, the Primary 
host can access the R1 devices and start production work as soon as the command 
completes. If a track that has not yet been sent over from the R2 is required on the R1, 
SRDF can preferentially read that track from across the links. 

As the R2s will be set to Write Disabled, it is important to shut down the applications using 
the R2 devices, and perform the appropriate host dependent steps to unmount 
filesystem/deactivate volume groups. If applications still actively access R2s when they are 
being set to Write Disabled, the reaction of the host accessing R2s will be unpredictable. In 
a true disaster, the failover process may not give an opportunity for a graceful shutdown. 
But a failback event should always be planned and done gracefully.  
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As can be seen in the output, the R1s are set to Read Write, R2s are set to Write Disabled, 
and the links are set to Read Write. The pair states go into SyncInProg. The accumulated 
invalid tracks have been transferred from the target array to the source array. Once all 
accumulated invalid tracks have been transferred, the pair state will go into Synchronized. 
Applications accessing the R2 devices must be stopped before a failback operation as the 
R2 devices are set to write-disabled. When a host suddenly loses RW access to a device 
while still actively accessing it, the results are unpredictable to say the least. 
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This lesson covered SRDF Disaster Recovery operations. Device and link states under 
different conditions were presented in detail. Host consideration when performing DR 
operations were also discussed. 
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This lesson covers SRDF Decisions Support operations. Considerations for performing these 
operations are presented in detail. Concurrent SRDF where one R1 device is simultaneously 
paired with two R2 devices is also discussed. 
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The decision support operations for SRDF devices are: 

Split an SRDF pair which stops mirroring for the SRDF pairs in a device group. 

Establish an SRDF pair by initiating a data copy from the source side to target side. The 
operation can be a full or incremental. 

Restore remote mirroring, which initiates a data copy from the target side to the source 
side. The operation can be full or incremental. 

As noted in the slide title, these are decision support operations and are not disaster 
recovery/business continuance operations. In these situations, both the Source and Target 
sites are healthy and available. 
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The split command suspends the links between source (R1) and Target (R2) volumes. The 
source devices continue to be read write enabled. The target devices are set to read write 
enabled. It enables read and write operations on the target volumes. Writes to the R1 
devices accumulate as R2 Inv(alid) Tracks – these are the tracks now owed to the R2 
devices. Writes to the R2 devices accumulate as R1 Inv(alid) Tracks – these are the tracks 
owed to the R1 devices. The RDF Pair state reflects Split. 
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Establish operation will resume SRDF remote mirroring. Changes made to the source while 
in a split state, will be transferred to the target. Changes made to the target are 
overwritten. The R2 devices are set to Write Disable. Hence applications should stop 
accessing the R2 devices, prior to performing an establish operation. The links are resumed. 
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As can be seen in the query output, the states of the devices are reverted to their normal 
state (R1-RW; R2-WD) and the links are resumed (RW). Changes made to the R2 device 
during the split state are discarded. Changes made to the R1 device during the split state 
are propagated to the R2 device. 
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Restore operation will resume SRDF remote mirroring. Changes made to the target while in 
a split state, will be transferred to the source. Changes made to the source are overwritten. 
The R2 devices are set to Write Disable. Hence applications should stop accessing the R2 
devices, prior to performing an establish operation. The links are resumed. As data on the 
R1 devices will change without the knowledge of the host, access to R1 devices should be 
stopped prior to performing a restore operation. As soon as the command completes, R1 
devices can be accessed again without waiting for synchronization to be completed. Any 
required track on the R1 that has not yet been received from the R2, will be read across the 
links. 
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As can be seen in the query output, the states of the devices are reverted to their normal 
state (R1-RW; R2-WD) and the links are resumed (RW). Changes made to the R1 device 
during the split state are discarded. Changes made to the R2 device during the split state 
are propagated to the R1 device. 
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An R1/R2 personality swap (or R1/R2 swap) refers to when the RDF personality of the RDF 
device designations of a specified device group are swapped so that source R1 device(s) 
become target R2 device(s) and target R2 device(s) become source R1 device(s).  

Sample scenarios for  R1/R2 Swap 

Symmetrix Load Balancing: 

In today’s rapidly changing computing environments, it is often necessary to redeploy 
applications and storage on a different Symmetrix without having to give up disaster 
protection. R1/R2 swap can enable this redeployment with minimal disruption, while 
offering the benefit of load balancing across two Symmetrix storage arrays. 

Primary Data Center Relocation: 

Sometimes a primary data center needs to be relocated to accommodate business 
practices. Businesses might want to test their Disaster Recovery readiness without 
sacrificing DR protection. R1/R2 swaps allow these customers to move their primary 
applications to their DR centers and continue to SRDF mirror back to their Primary data 
center. 

Post-Failover Temporary Protection Measure: 

If the hosts on the source side are down for maintenance, R1/R2 swap permits the 
relocation of production computing to the target site without giving up the security of 
remote data protection. When all problems have been solved on the local Symmetrix hosts, 
you have to failover again and swap the personality of the devices to go back to the original 
configuration. 
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The R21 devices are configured and used for Cascaded SRDF environments. The R22 
devices are used in SRDF/Star environments. An R22 device has two R1 mirrors. However, 
it can receive data from just one of the R1 mirrors at a time. 
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Concurrent SRDF allows two remote SRDF mirrors of a single R1 device. A concurrent R1 
device has two R2 devices associated with it. Each of the R2 devices is usually in a different 
array. Any combination SRDF modes is allowed: 

R11  R2 (Site B) in Synchronous mode and R11  R2 (Site C) in  Asynchronous mode 

R11  R2 (Site B) in Synchronous mode and R11  R2 (Site C) in Adaptive Copy Disk 

mode 

R11  R2 (Site B) in Synchronous mode R11  R2 (Site C) in Synchronous mode 

R11  R2 (Site B) in Asynchronous mode and R11  R2 (Site C) in Asynchronous mode 

Each of the R1  R2 pairs are created in different SRDF Groups. 

2 Synchronous  remote mirrors:  A write I/O from the host to the R11 device cannot be 
acknowledged to the host as completed until both remote arrays signal the local array that 
the SRDF I/O is in cache at the remote side.  

SRDF swap is not allowed in this configuration. 
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For the purpose of illustration we show the R1 devices paired with two R2 devices on the 
same remote array. The real use for R11 devices will be to pair them with R2 devices on 
two different remote arrays, perhaps at two different locations. 

In this example, R1 devices 059 and 05A on SID:483 are paired with R2 devices 087 and 
088 on SID:225, as well as concurrently paired with R2 devices 089 and 08A on SID:225. 
This was accomplished by the following two commands: 

C:\>symrdf addgrp -label SRDF_CONC -sid 483 -remote_sid 225 -dir 1E:8,3E:8 -

remote_dir 1E:7,2E:7 -rdfg 11 -remote_rdfg 11 

A new RDF group (number 11) has been created. 

C:\>symrdf createpair -sid 483 -rdfg 11 -f pairs2.txt -type r1 –est 

Where the file pairs2.txt contains: 

059 089 

05A 08A 

This specifies that R1 devices 059 and 05A should now be concurrently paired with R2 
devices 089 and 08A as well. 
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The output shows that R1 device is now concurrently paired with R2 device 087 in RDF 
Group 10 as well as with R2 device 089 in RDF Group 11. Note that “one leg” {059087} 
is in Synchronous mode of SRDF and the “other leg” {059089} is in Adaptive Copy Disk 
mode. Likewise for the device pairs {05A088} and {05A08A}. If we want to change 
the “other leg” to Synchronous mode as well, then we can use the command symrdf set 
mode sync –rdfg 11.  

So the way to deal with the two different legs is to call them out with the –rdfg  flag and 

explicitly specify which leg we want to operate on. 
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SRDF consistency preserves the dependent-write consistency of devices within a 
consistency group by monitoring data propagation from source devices to their 
corresponding target devices. If a source R1 device in the consistency group cannot 
propagate data to its corresponding R2 device, SRDF consistency suspends data 
propagation from all the R1 devices in the group. 

A Composite group must be created using the RDF consistency protection option (-
rdf_consistency) and must be enabled using the symcg enable command for the RDF 

daemon to begin monitoring and managing the consistency group. Devices in a consistency 
group can be from multiple arrays or from multiple SRDF groups in the same array. 

Consistency protection is managed by the SRDF Daemon which is a Solutions Enabler 
process that runs on a host with Solutions Enabler and connectivity to the array. 
Consistency protection is available for SRDF/S, SRDF/A and Concurrent SRDF modes. 
storrdfd ensures that there will be a consistent R2 copy of the database at the point in 

time in which a data flow interruption occurs. 
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RDF-ECA provides consistency protection for synchronous mode devices by performing 
suspend operations across all SRDF/S devices in a consistency group. SRDF/A MSC will be 
discussed in detail in the next module. 
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SRDF Coordination is enabled at the VMAX3 array level by default. There is no Solutions 
Enabler or Unisphere for VMAX interface to enable or disable SRDF Coordination. 

Only VMAX3 to VMAX3 is supported. Performance metrics are periodically transmitted from 
R1 to R2, across the SRDF link. The R1 metrics are merged with the R2 metrics. This 
instructs FAST to factor the R1 device statistics into the move decisions that are made on 
the R2 device. Service Level Objectives (SLO) associated with R1 and R2 devices can be 
different. 
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A GCM device is treated as half a cylinder smaller than its true configured size. The extra 
half cylinder is not addressable by a host and cannot be replicated. The GCM attribute can 
only be set for volumes on arrays running VMAX3. A volume with GCM attribute set is 
referred to as a GCM device and its size is referred to as the device’s GCM size. The 
attribute can be set or unset manually using the set command in conjunction with 
symdev/symdg/symcg/symsg with a new -gcm option. for most operations, Solutions 
Enabler sets it automatically when required. For example, Solutions Enabler automatically 
sets the GCM attribute when restoring from a physically larger R2. It will be set 
automatically as part of the symrdf createpair operation. 
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RA CPU resource distribution for Synchronous, Asynchronous, and Copy modes can be set 
either system wide which will affect all RAs or can be set on a subset of RAs. The resource 
distribution can be enabled or disabled. The system defaults as seen in the slide are 
70/20/10 for Sync/Async/Copy modes.  

As shown here, for purpose of illustration, the distribution can be changed for one of the 
directors if necessary. In this case RA-1E has been changed to 50/40/10 for 
Sync/Async/Copy modes. 

 

Legend for Flg: 

 (R)A IO Set:  X = Set, . = Default, - = N/A 
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This lesson covered SRDF Decisions Support operations. Considerations for performing 
these operations were presented in detail. Concurrent SRDF where one R1 device is 
simultaneously paired with two R2 devices was also discussed. 
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This lesson covers performing SRDF/S DR of a VMFS datastore. Datastore is created on the 
R1 device and synchronized with the R2 device in SRDF/S mode. The device pair is failed 
over and the copy of the datastore on the R2 device is accessed from an ESXi server 
connected to the remote VMAX3 array. 
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For this example we will use the Production_Datastore. 
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vSphere Web Client shows that Prodution_Datastore has been created on Symmetrix device 
095. The device is in SID:225 and is of the Type:RDF1+TDEV. This indicates that the 
Production_Datastore is on an R1 device. 

Module: SRDF/Synchronous Operations 



51 Copyright 2015 EMC Corporation. All rights reserved. 

Next we browse the Production_Datastore to determine the VM resident on it. This shows 
that StudentVM01 is the VM. 
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Summary details of StudentVM01 shows that it is indeed using only Production_Datastore 
for storage. The VM is powered on. 
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We can open a console to StudentVM01. We have created a folder named Production_data. 
What we have determined so far: 

1) Primary ESXi Server has access to Production_Datastore 

2) Production_Datastore has been created on device 095 in SID:225 

3) Device 095 is an SRDF R1 device 

4) StudentVM01 uses only Production_Datastore for its storage 

5) StudentVM01 contains Production_data 

The objective is to perform an SRDF Failover of device 095. Access the corresponding R2 
device from the Remote ESXi Server and power-on the VM on the Remote ESXi Server. 

Module: SRDF/Synchronous Operations 



54 Copyright 2015 EMC Corporation. All rights reserved. 

symrdf list command shows that R1 device 095 is paired with R2 device 061. A device 
group named VMFS_dg of type RDF1 has been created and 095 has been added to it. 
Details of this device group also shows that the R2 device is 061 and is in SID:483. The pair 
state is Synchronized and the SRDF mode is Synchronous. The process of creating a device 
group using Unisphere for VMAX will be presented in a later lesson in this module. 
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Configuration information for the Remote ESXi Server shows the LUNs accessible by it. As in 
the case of TimeFinder SnapVX, we have to correlate the naa name with the WWN using 
Unisphere for VMAX. 
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We use Unisphere for VMAX to confirm that the correct R2 device has been presented to the 
Remote ESXi Server. As shown in the slide, we can match the WWN of device 061 with the 
naa number shown in the previous slide. 
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To illustrate SRDF functionality with VMFS, we will perform a “graceful” failover. While in a 
true disaster this would not be possible. For this example we shut down RDFStudentVM and 
remove it from the inventory of the Primary ESXi server. 
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Next we unmount the Production_Datastore. After this we will perform an SRDF Failover. 
CLI operations for this has been presented in an earlier lesson. Using Unisphere for VMAX to 
perform SRDF operations will be presented in a later lesson in the module. 

Module: SRDF/Synchronous Operations 



59 Copyright 2015 EMC Corporation. All rights reserved. 

We now rescan Remote ESXi Server for all storage. The process for accessing the R2 device 
from the Remote ESXi server is identical to the one we used for accessing the linked Target 
on the Secondary ESXi server. 
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After rescan completes, use the Add Storage wizard on the Remote ESXi server. The VMFS 
label Production_Datastore indicates that it is the datastore on the R2 device. Choose this 
LUN and click Next. 
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As the LUN is a replica, we get Mount Options. In this example we choose to keep the 
existing signature. 
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In the example of SnapVX we had assigned a new signature. So the datastore on the linked 
Target was named snap-xxxxx. In this example for SRDF/S, we chose to keep the existing 
signature. Hence the name has not been pre-fixed. The same name (Production_Datastore) 
as on the Primary ESXi server is retained. 
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Next we browse the datastore and add the VM to the inventory of the Remote ESXi server. 
We are retaining the same name for the VM. We choose the Remote ESXi server to host this 
VM on. 
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As the VM is a replica, we select “I copied it” for the Virtual Machine Message, when we 
power it on. 
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We can open a console to the VM on the Remote ESXi server and verify that it has the same 
data that was available on the Primary ESXi server at the time of the “graceful” failover. 
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To simulate resuming production work from the R2 device, we add more data to the VM. 
Next we will do the steps necessary to failback the SRDF pair, resume production work on 
the R1 device, and verify that the data added in the failed over state is available back on 
the R1 device. 
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Prior to performing an SRDF failback and resuming production work from the R1 device, we 
shut down the VM on the Remote ESXi server and remove it from inventory. Remember 
that the R2 device will be Write Disabled on a failback operation. 
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Next we unmount the Production_Datastore from the Remote ESXi server. Now we can 
perform the SRDF Failback operation. Details of this using CLI has been presented in an 
earlier lesson. Using Unisphere for VMAX for SRDF operations will be presented in a later 
lesson in this module. 
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We rescan the Primary ESXi server for all storage. 
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As we chose to “Keep the existing signature” when we mounted the datastore on the 
Remote ESXi server after the rescan on the Primary ESXi server, we can still see the greyed 
out Production_Datastore that was unmounted prior to a failover. Right click the datastore 
and choose “Mount”.  

“Add Storage” wizard should be used to mount if the datastore if we had chosen “Assign 
new signature” on the Remote ESXi server. 
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Browse datastore and add the VM to the inventory of the Primary ESXi server. Remember 
that we had shut down the VM, removed it from inventory, and unmounted the datastore in 
order to perform a graceful failover. So we now reverse the steps by first mounting the 
datastore (previous slide), add VM to inventory (this slide), and power-on VM (details not 
shown – but we have done this a couple of times before). 
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We can see that data added to the VM when running on Remote ESXi server (after an SRDF 
Fail over) is available back to the VM on Primary ESXi server after performing an SRDF 
Failback operation. 
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This lesson covered performing SRDF/S DR of a VMFS datastore. Datastore was created on 
the R1 device and synchronized with the R2 device in SRDF/S mode. The device pair was 
failed over and the copy of the datastore on the R2 device was accessed from an ESXi 
server connected to the remote VMAX3 array. 
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This lesson covers performing SRDF/S DR for a VM accessing RDM hard disks. The RDF 
device pair is failed over and the VM is powered-on from the R2 device on an ESXi server 
connected to the remote VMAX3 array. 
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The virtual machine RDM_VM on the Primary ESXi server seems to be using datastore1 for 
its storage. It is powered on. 
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Properties of the VM shows that its hard disk is an RDM in Physical Compatibility Mode. It is 
only the mapping file and other files that define this VM, that are stored on datastore1. 
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vSphere Web Client shows that the hard disk is an RDF1 device with the Volume ID 091. 
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On the Primary ESXi server datastore1 is the Local Storage. All files that define the RDM_VM 

reside on this datastore. The mapping file for the RDM is kept here as well. This datastore is 
local and is not replicated using SRDF. We browse the datastore and download the 
RDM_VM.vmx file. This file has to be uploaded to a datastore on the Remote ESXi server in 
order to build the VM on it. 
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We have added some data to the VM on the Primary ESXi server. The objective is to failover 
the RDM LUN, access the R2 device as an RDM on the Remote ESXi server, bring up the VM 
on the Remote ESXi server, and access this data. 
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We will perform a planned “graceful” failover. So we first shut down the VM on the Primary 
ESXi server. 
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We use SYMCLI to perform an SRDF failover. Details of creating a device group, and adding 
the device have been presented earlier in this module. Note that the R2 device is 062 in 
Remote SID:483. 
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From the configuration of the Remote ESXi server we can list the devices presented to it. 
Note the highlighted device and its naa number. We will use Unisphere for VMAX to verify 
that this indeed corresponds to device 062 on SID:483. 
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Examining the Volume Information in Unisphere for VMAX shows the WWN for device 062. 
This WWN matches the naa number noted in the previous slide. So, the Remote ESXi server 
indeed has access to the R2 device. 
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As before we will rescan the Remote ESXi server for all storage. 
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Next we browse the datastore on the Remote ESXi server and add a folder named RDM_VM 
to it. After this we upload the RDM_VM.vmx file to this folder. The steps on this slide and 
the next few slides have to be done the first time the RDM device failed over. As we will 
upload the RDM_VM.vmx file, edit settings to point to the appropriate R2 RDM, and store 
the mapping information with the VM, subsequent failover operations will not require this 
process to be repeated. 
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Next we add the virtual machine to the inventory of the Remote ESXi server. Right click the 
RDM_VM.vmx file in the Datastore Browser and select Add to Inventory. 
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Next we remove the hard disk from the virtual machine. This is because this existing hard 
disk is actually pointing to the R1 device. We will remove it and replace it with the RDM that 
points to the R2 device. 
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Using the Add Hardware wizard, we add the R2 device as an RDM. We select the device we 
had correlated earlier as being the R2 device. 
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Select Physical compatibility mode and finish the process of adding the hard disk. 
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As usual we answer the Virtual Machine Message with “I copied it”, when we power it on. 
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We can launch a console to the VM and verify that we have access to the data we created 
on the R1 device prior to the failover. 
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To simulate production work on the Remote site while in a failover scenario, we now add 
some more files to the R2 device. After this we shut down the VM and perform an SRDF 
failback operation. The objective is to verify that the data added on the R2 side will be 
available on the R1 when we power on the VM back again on the Primary ESXi server. 
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Query shows that there are accumulated invalid tracks owed back to the R1 as we 
performed production work on the R2 device. 
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Using SYMCLI we perform an SRDF failback operation. 
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We can now rescan the Primary ESXi server, power on the VM, and verify that all the data 
added to the R2 in the failed over state is available to the VM which is now using the R1 
device in RDM. 
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This lesson covered performing SRDF/S DR for a VM accessing RDM hard disks. The RDF 
device pair was failed over and the VM was powered-on from the R2 device on an ESXi 
server connected to the remote VMAX3 array. 
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This lesson covers performing SRDF operations using Unisphere for VMAX. 
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To list the currently configured SRDF Groups, navigate to SID>Data Protection>Replication 
Groups and Pools>SRDF Groups. We see that there are currently 4 SRDF Groups created on 
SID:483. Click Create Group to launch the wizard. 
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The Unisphere for VMAX, Create SRDF Group dialog is shown on the slide. 

Choose the desired Communication protocol FC or GigE, and enter an RDF group label. 
Choose a Remote Symmetrix ID, enter the desired RDF group number for both the source 
and remote Symmetrix arrays. Choose the RDF director:Ports that will be part of this group 
and then click OK to create the RDF Group. The new RDF group will appear in the SRDF 
Groups listing. This is equivalent to the command line syntax: 

symrdf addgrp –label uni_rdfg –sid 483 –remote_sid 225 –dir 1E:8,3E:8 –

remote_dir 1E:7.2E:7 –rdfg 2 –remote_rdfg 2 
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To create Dynamic RDF pairs in Unisphere for VMAX, navigate to the SRDF Groups page. 
Click the RDF group that you want create RDF Pairs in and then click the Create Pairs 
button to launch the Create Pairs dialog. 

In the dialog, choose the RDF Mirror Type (R1 or R2), RDF Mode. Then choose the number 
of devices that will form the RDF pairs and the starting volume in the local and remote 
array (if necessary, use the Select button to help pick the correct volume). In this example 
the local mirror type will be R1, the RDF mode will be adaptive copy disk (which is the 
default). 

Click the Show Advanced link to see additional options. The slide shows the advanced 
options.  In this example Establish box has been checked. Click OK and answer in the 
affirmative for the Confirmation. This is equivalent to the command syntax: 

symrdf createpair –sid 483 –f pairs.txt –rdfg 2 –type R1 –establish 

Where: 

pairs.txt 

05B 08B 
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From the SRDF Groups page, select the SRDF Group and click “>>”. View attributes that 
can be set and other actions on this SRDF Group are displayed. 
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Choose “SRDF/A Setting”, “SRDF/A Pacing Setting”. Each of the choices will launch a 
specific dialog. Make the desired changes in the specific dialog and click OK.  
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From SID>Data Protection>Replication Groups and Pools>Device Groups page, click Create. 
This launches the Create Device Group wizard. Give a name for the Device Group. For SRDF 
it is important to select the appropriate Device Group Type. In this example, we choose 
type R1. 

Module: SRDF/Synchronous Operations 



104 Copyright 2015 EMC Corporation. All rights reserved. 

For Select Source, choose Select volumes manually. If we want to add all devices in a 
Storage Group to this device group, then we could Select storage group. Select Source Vol 
Type as STD.  

Click the device to add to the Device Group and click Add to Group. In this example we are 
adding the R1 device 05B which we had created as an SRDF pair (with the R2 being 08B). 
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Note that the device has been moved down from the list. Click Finish. This will create a 
device group and add device 05B to it. The equivalent command syntax would be: 

symdg create –type R1 unirdfdg 

symdg –g unirdfdg add dev 05B 
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All SRDF operations are performed from SID>Data Protection>SRDF page. Select the 
device group to be managed. Clicking the (>>) button shows the exhaustive list of 
operations that can be performed from Unisphere for VMAX. 
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Selecting Set Mode from the operations list gives the dialog. We can change the mode (in 
this example to Synchronous) and click on Run Now. Similarly if Failover is selected, we get 
the corresponding dialog and we can execute an SRDF Failover operation for the devices in 
the device group. 
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This lesson covered performing SRDF operations using Unisphere for VMAX. 
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109 Copyright 2015 EMC Corporation. All rights reserved. Module: SRDF/Synchronous Operations 

This lab covers creating dynamic RDF groups, RDF pairs, basic SRDF operations as well as 
SRDF Disaster Recovery and Decision Support operations. 



110 Copyright 2015 EMC Corporation. All rights reserved. 

This lab covered creating dynamic RDF groups, RDF pairs, basic SRDF operations as well as 
SRDF Disaster Recovery and Decision Support operations. 
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This lab covers performing SRDF/S Disaster Recovery for a VMFS Datastore.  
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This lab covered performing SRDF/S Disaster Recovery for a VMFS Datastore. 

Module: SRDF/Synchronous Operations 
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This module covered SRDF operations in Synchronous mode. Use of SYMCLI and Unisphere 
for VMAX to perform SRDF operations were presented in detail. Methods for performing DR 
operations in a virtualized environment for both VMFS Datastore and RDM use cases were 
discussed. 
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This module focuses on SRDF/Asynchronous mode of remote replication. Concepts and 
operations for SRDF/A in single and multi-session modes are presented. SRDF/A resiliency 
features are also discussed. 
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This lesson covers SRDF/A multi-cycle mode on VMAX3 arrays. The attributes that can be 
set for SRDF/A at a system and group level are discussed in detail. Methods for 
adding/removing RDF device pairs to/from active SRDF/A sessions and monitoring SRDF/A 
are also presented. 
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SRDF/A Multi-Cycle Mode (MCM) allows more than two capture cycles on the R1 side.  

When the minimum_cycle_time  has elapsed the data from the capture cycle will be added 
to a transmit queue and a new capture cycle will occur. The transmit queue is a feature of 
SRDF/A.  It provides a location for R1 captured cycle data to be placed so a new capture 
cycle can occur. 

The capture cycle will occur even if no data is transmitted across the link. If no data is 
transmitted across the link the capture cycle data will again be added to the transmit 
queue. The transmit queue holds the data until it is transmitted across the link. The 
transmit cycle will transfer the data in the oldest capture cycle to the R2 first and then 
repeat the process. 

The benefit of this is to capture controlled amounts of data on the R1 side. Each capture 
cycle will occur at regular intervals and will not contain large amounts of data waiting for a 
cycle to occur.   

Another benefit is data that is sent across the SRDF link will be smaller in size and should 
not overwhelm the R2 side.  The R2 side will still have two delta sets, the receive and the 
apply.  
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In previous versions of Enginuity an active SRDF/A session had capture and transmit cycles 
on the R1 side and receive and apply cycles on the R2 side. The factors that governed a 
cycle switch were: the minimum cycle time has expired, the transmit delta set has been 
completely transferred and the apply delta set was completely applied. The creation of a 
new capture cycle was dependent on the transmit cycle completing its commit of data from 
the R1 side to the R2 side.  
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As noted in the SRDF/S module, the RDF Configuration States are all Enabled by default. 
The use of Host Throttle, Maximum Cache Usage and DSE maximum Capacity attributes will 
be explained later in this lesson. 
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The SRDF/A attributes of an RDF Group can be listed with the –rdfa option as shown in the 

slide. Note that all attributes displayed here are default values. The RDF Group has just 
been created and no modification to the attributes has been done. 
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The list of devices in SRDF Group 20 is displayed here. The two devices 05B and 05C are R1 
devices on the local Symmetrix 483. They are in Adaptive Copy Disk mode of SRDF 
operations, and they are currently Synchronized with their remote mirrors. As noted in the 
SRDF/S module, the default mode for newly created SRDF pairs is Adaptive Copy Disk. The 
displays in this and the previous slide are the results of the following operations (seen 
earlier in SRDF/S module): 

Create RDF Group: 

symrdf  addgrp –label SRDF_Asyn1 –sid 483 –remote_sid 225 –rdfg 20 –

remote_rdfg 20 –dir 1E:08,3E:08 –remote_dir 1E:07,2E:07 

 

Create RDF device pairs: 

symrdf createpair –sid 483 –rdfg 20 –f pairs.txt –type R1 –establish –g 

asyncdg1 (the –g asyncdg1 option adds the newly created RDF device pairs to a SYMCLI 

device group –asyncdg1) 

 

pairs.txt 

05B 089 

05C 08A 
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SRDF/A can be enabled when the device pairs are operating in any of the listed modes. In 
the case of Adaptive Copy to SRDF/A transition, it takes two additional cycle switches after 
resynchronization of data for the R2 devices to be consistent. 
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Any SRDF/A operation (with the exception of consistency exempt, discussed later in the 
module) must be performed on ALL devices in an SRDF group (RA group). This means that 
all devices in an SRDF group must be in the same SRDF Device group as well. This is in 
contrast with SRDF/S, where operations can be performed on a subset of devices in an 
SRDF group. 
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The mode of SRDF operation is set to Asynchronous for the device pairs in the device group 
asyncdg1. SRDF/A consistency is enabled. symrdf query –rdfa gives detailed information 

about the SRDF/A state of the device group. As described earlier transition from 
Synchronous to Asynchronous mode is immediate. The consistency state of the R2 devices 
is displayed in the query: True. The RDF pair state reflects Consistent.  
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In this example, the device pairs are in SRDF Adaptive Copy Disk Mode (C.D.). There are 
R2 invalid tracks. 
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The transition into SRDF/A is immediate (A..X.), and the group has been enabled for 
consistency. However, the pair state is SyncInProg. R2 device does not have consistent 
data until the pair state is synchronized and then at least two cycle switches have 
completed. Consistency of the R2 data is also displayed by the highlighted field in the 
output: “R2 Data is Consistent”. As can be seen it is “False” currently. 

 

 

Legend for MODE: 

 

 M(ode of Operation)   : A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

                       : M = Mixed 

 A(daptive Copy)       : D = Disk Mode, W = WP Mode, . = ACp off 

 C(onsistency State)   : X = Enabled, . = Disabled, M = Mixed, - = N/A 

 (Consistency) E(xempt): X = Enabled, . = Disabled, M = Mixed, - = N/A 
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With consistency exempt, the existing devices in an active SRDF/A session need not be 
suspended when adding new devices to the session. Consistency is maintained for the 
existing devices. The new devices are excluded from the consistency calculation until they 
are synchronized, move into a consistent state, and the consistency exempt attribute has 
been removed. Enginuity automatically clears the consistency exempt status. There is no 
CLI to do this. It is critical to wait for the new devices to go into a Consistent RDF Pair 
state, before using the R1 device for application data. As long as the Consistency Exempt 
attribute is set, data on the R2 is not guaranteed to be consistent with the primary data on 
the R1. Devices that have the Consistency Exempt attribute set can be controlled 
independently of the other devices in the active SRDF/A session. The operations are limited 
suspend, resume, and establish. 
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RDF Group 20 has a pair of devices that are currently in an active SRDF/A session. The 
objective is to add another SRDF pair to this group without affecting the consistency of the 
current SRDF/A session. 
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A new SRDF device pair is created in a different SRDF Group (Group 21). The pair state has 
been synchronized. 
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We next suspend the link for the new device pair and move if from RDFG 21 (where it was 
created) to RDFG 20 which has the active SRDF/A session. We use the –cons_exempt flag 
for the movepair operation. 
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Query shows that the SRDF/A session is still active and that the group contains Consistency 
Exempt Devices. As can be seen, the mode indicates the Consistency Exempt attribute for 
the new device that has been added to the SRDF/A session. The existing devices continue 
to be in a Consistent state. 

 

Legend for MODE: 

 

 M(ode of Operation)   : A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

                       : M = Mixed 

 A(daptive Copy)       : D = Disk Mode, W = WP Mode, . = ACp off 

 C(onsistency State)   : X = Enabled, . = Disabled, M = Mixed, - = N/A 

 (Consistency) E(xempt): X = Enabled, . = Disabled, M = Mixed, - = N/A 
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We can now resume the link for the newly added device pair. Note that the query shows the 
state to be SyncInProg and the Consistency Exempt attribute is still set. We have to wait 
until the pair state goes to Consistent and the Consistency Exempt attribute is cleared, 
before using this device for workload. 

Module: SRDF/Asynchronous Operations 



19 Copyright 2015 EMC Corporation. All rights reserved. 

The Consistency Exempt flag has been removed. The pair state has moved to Consistent. 
Now it is safe to use the device for workload. 
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To remove a device pair, use the –cons_exempt flag to first suspend the link for the 
devices. Then use the movepair operation to move the devices out of the active SRDF/A 

session to a different SRDF Group. 
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The array-wide parameters are set using symconfigure command as shown in the slide. 
The Group parameters for SRDF/A can be set using the symrdf command as shown. 

Session priority = The priority used to determine which SRDF/A sessions to drop if cache 
becomes full. Values range from 1 to 64, with 1 being the highest priority (last to be 
dropped). 

Minimum Cycle Time = The minimum time to wait before attempting an SRDF/A cycle 
switch. Values range from 1 to 59 seconds, minimum is 3 for MSC. The default minimum 
cycle time is 15 seconds. 
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Each Symmetrix has an array-wide Max # of System Write Pending Slots limit (generally 
calculated as 75% of available cache slots).   

The purpose of this limit is to ensure that cache is not filled with Write Pending (WP) tracks, 
potentially preventing fast writes from hosts, because there is no place to put the I/O in 
cache. 

SRDF/A creates WP tracks as part of each cycle. 
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Examples are displayed in the following slides. 
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This output was captured from the R1 side. The Active Cycle is the Capture and the Inactive 
is the Transmit, as this output is from the R1 (source) perspective. 

From the R2 perspective the Active Cycle is Apply and the Inactive is Receive. The Cycle 
Size attribute Shared is applicable to Concurrent SRDF with both legs in SRDF/A mode. It 
represents the amount of shared cache slots between the two legs. 

 

Legend for Session Flags: 

 

  T(ype)          : 1 = RDF1, 2 = RDF2 

  A(SYNC)         : Y = Yes, N = No 

  S(tatus)        : A = Active, I = Inactive, - = N/A 

 

Legend for the Attribute of Cycle Size: 

 

  RDF1: Active = Capture  Inactive = Transmit 

  RDF2: Active = Apply    Inactive = Receive 
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The Cache Slots available for all SRDF/A sessions is 75% of the System Write Pending Limit 
(541829/722439). 
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This lesson covered SRDF/A multi-cycle mode on VMAX3 arrays. The attributes that can be 
set for SRDF/A at a system and group level were discussed in detail. Method for 
adding/removing RDF device pairs to/from active SRDF/A sessions and monitoring SRDF/A 
were also presented. 
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This lesson covers SRDF/A resiliency features such as Transmit Idle, Delta Set Extension, 
and Group-level Write Pacing. Method for recovering after a link loss is also discussed. 

Module: SRDF/Asynchronous Operations 



28 Copyright 2015 EMC Corporation. All rights reserved. 

SRDF/A Transmit Idle is a feature of SRDF/A that provides it with the capability of 
dynamically and transparently extending the Capture, Transmit, and Receive phases of the 
SRDF/A cycle while masking the effects of an “all SRDF links lost” event. 

Without the SRDF/A Transmit Idle feature, an “all SRDF links lost” event would normally 
result in the abnormal termination of SRDF/A. SRDF/A would become inactive. The SRDF/A 
Transmit Idle feature has been specifically designed to prevent this event from occurring. 
Transmit Idle is enabled by default when dynamic SRDF groups are created. When all SRDF 
links are lost, SRDF/A still stays active. 

If the Source AND the Target arrays are VMAX3 – then cycle switching continues. Multiple 
transmit delta sets accumulate on the source side. With VMAX3 arrays, Delta Set Extension 
is enabled by default. DSE will use the designated Storage Resource Pool.  
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With VMAX3, DSE pools no longer need to be configured by a user. Instead when SRDF/A 
spills tracks it will use a Storage Resource Pool (SRP) designated for use by DSE. Autostart 
for DSE is enabled by default on both the R1 or R2 sides. When running SRDF/A MCM, 
smaller cycles on the R2 side eliminate the need for DSE on the R2 side. Autostart is 
enabled on the R2 side in case there is a personality swap. Managing a DSE pool or 
associating a DSE pool with an SRDF group is no longer needed with VMAX3 arrays. 
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The default maximum capacity for DSE is “No Limit”. In this example we are setting the 
maximum capacity to be 5 GB. This is now reflected in the symcfg output as shown below: 

 

 SRDF/A DSE Maximum Capacity (GB)     : 5 
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Listing of the SRP shows that SRP_1 is designated for DSE use. 
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SRDF/A session is still active. The transmit queue depth on the R1 side increases as cycle 
switches continue in MCM. DSE spillover has started as can be seen from the R1 Side DSE 
Used Tracks. 
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The session has been in transmit idle for a little over 3 minutes and of course the pair state 
is reflected as TransIdle. 
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We can also see the a little over 5 GB has been allocated so far for DSE from the designated 
SRP (SRP_1 in this case). 
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VMAX3  introduces enhanced group-level pacing. Enhanced group-level pacing paces host 
I/Os to the DSE spill-over rate for an SRDF/A session. 

When DSE is activated for an SRDF/A session, host-issued write I/Os are throttled so their 
rate does not exceed the rate at which DSE can offload the SRDF/A session’s cycle data. 
The system will pace at the spillover rate until the usable configured capacity for DSE on 
the SRP reaches its limit. 

At this point, the system will then either drop SRDF/A, or pace to the link rate option. To 
drop or pace is user definable. 

All existing pacing features are supported and can be utilized to keep SRDF/A sessions 
active. Enhanced group-level pacing is supported between VMAX3 arrays and VMAX arrays 
running Enginuity 5876 with fix 67492. 
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The command examples show activating Group-level Write Pacing and setting Autostart 
“on”. 

Module: SRDF/Asynchronous Operations 



37 Copyright 2015 EMC Corporation. All rights reserved. 

Details of the SRDF Group shows the current status of Group-level write pacing. 

 

 Write Pacing Flags  : 

    (GRP) Group-Level Pacing: 

      (S)tatus        : A = Active, I = Inactive,  - = N/A 

      (A)utostart     : X = Enabled, . = Disabled, - = N/A 

      S(U)pported     : X = Supported, . = Not Supported, - = N/A 

 

    (DEV) Device-Level Pacing: 

      (S)tatus        : A = Active, I = Inactive,  - = N/A 

      (A)utostart     : X = Enabled, . = Disabled, - = N/A 

      S(U)pported     : X = Supported, . = Not Supported, - = N/A 

 

    (FLG) Flags for Group-Level and Device-Level Pacing: 

      Devs (P)aceable : X = All Devices, . = Not all devices, - = N/A 
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As noted earlier, during resynchronization, R2 does not have consistent data. A copy of the 
consistent R2 data prior to resynchronization can safeguard against unexpected failures 
during the resynchronization process. When the link is resumed, if there are a large number 
of invalid tracks owed by the R1 to its R2, it is recommended that SRDF/A not be enabled 
right away. Enabling SRDF/A right after link resumption causes a surge of traffic on the link 
due to (a) shipping of accumulated invalid tracks, and (b) the new data added to the 
SRDF/A cycles. This would lead to SRDF/A consuming more cache and reaching the System 
Write Pending limit. If this happens, SRDF/A would drop again. Like with SRDF/S, 
resynchronization should be performed during periods of relatively low production activity. 

Resynchronization in Adaptive Copy Disk mode minimizes the impact on the production 
host. New writes are buffered and these, along with the R2 invalids, are sent across the 
link. The time it takes to resynchronize is elongated. 

Resynchronization in Synchronous mode impacts the production host. New writes have to 
be sent preferentially across the link while the R2 invalids are also shipped. Switching to 
Synchronous is possible only if the distances and other factors permit. For instance, if the 
norm is to run in SRDF/S and toggle into SRDF/A for batch processing (due to higher 
bandwidth requirement). In this case, if a loss of links occurs during the batch processing, it 
might be possible to resynchronize in SRDF/S. 

In either case, R2 data is inconsistent until all the invalid tracks are sent over. Therefore, it 
is advisable to enable SRDF/A after the two sides are completely synchronized. 
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In this example there is a workload on the devices in SRDF/A enabled state. A permanent 
loss of link places the devices in a Partitioned state. Production work continues on the R1 

devices and the new writes arriving for the R1 devices are marked as invalid or owed to the 
R2. SRDF/A is dropped and session is Inactive. To get to this state, even the maximum DSE 
capacity should have been exceeded. So there is no choice but to drop SRDF/A. 
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When the links are restored, the pair state goes to Suspended. Even though the flags 
indicate SRDF/A mode, the session status is Inactive. Also note that R2 Data is Consistent. 
This is because the data would be consistent up to the last (N-M-2) Apply cycle. How ever 
there are accumulated R2 Invalid tracks that are owed to the R2 side. 
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As mentioned, we will next place the device group in Adaptive Copy Disk mode. As 
consistency was enabled when the links were lost, we have to first disable consistency 
before changing the mode to Adaptive Copy Disk. The RDF pair state is still Suspended. 
Next we resume the links. Once the RDF pair state goes to Synchronized, the mode can be 
changed to Asynchronous and consistency enabled. 

symrdf set mode async 

symrdf enable 

 

Module: SRDF/Asynchronous Operations 



42 Copyright 2015 EMC Corporation. All rights reserved. 

Again, it is advisable to make a copy of the R2 prior to executing a failback operation. When 
workload is resumed on the R1 devices immediately after a failback, accumulated invalid 
tracks have to be synchronized from the R2 to the R1, and new writes must be shipped 
from the R1 to R2. If there is an interruption now, data on the R2 is not consistent. Even 
though SRDF/A can be enabled right after a failback, for reasons stated earlier, it should be 
enabled after the SRDF pairs entered the Synchronized state. 
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This lesson covered SRDF/A resiliency features such as Transmit Idle, Delta Set Extension, 
and Group-level Write Pacing. Method for recovering after a link loss was also discussed. 
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This lesson covers managing SRDF/A Multi-session Consistency. 
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Devices in RDF Group 20 are in an active SRDF/A session. The pair state is Consistent. The 
current cycle number for this group is 124. 

Module: SRDF/Asynchronous Operations 



46 Copyright 2015 EMC Corporation. All rights reserved. 

Devices in RDF Group 30 are in an active SRDF/A session. The pair state is Consistent. The 
current cycle number for this group is 94. The two groups switch cycles independently of 
each other. 
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Loss of links for RDF Group 20 causes the pair states to go into Transmit Idle. 
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However, as the links for RDF Group 30 are still available, it is not affected by the loss of 
links for RDF Group 20. So the devices in RDF Group 30 continue to be consistent and cycle 
switches proceed as usual. 
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If one or more source (R1) devices in an SRDF/A MSC enabled SRDF consistency group 
cannot propagate data to their corresponding target (R2) devices, then the MSC process 
suspends data propagation from all R1 devices in the consistency group, halting all data 
flow to the R2 targets. RDF daemon (storrdfd) performs cycle-switching and cache recovery 
operations across all SRDF/A sessions in the group. This ensures that a consistent R2 data 
copy of the database exists at the point-in-time any interruption occurs. If a session has 
devices from multiple Symmetrix arrays, then the host running storrdfd must have access 
to all the arrays to coordinate cycle switches. It would be recommended to have more than 
one host with access to all the arrays running the storrdfd daemon. In the event one host 
fails, the surviving host can continue with MSC cycle switches. 

A composite group must be created using the RDF consistency protection option  (-
rdf_consistency) and must be enabled using the symcg enable command before the RDF 
daemon begins monitoring and managing the MSC consistency group.  
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The RDF process daemon maintains consistency for enabled composite groups across 
multiple arrays for SRDF/A with MSC. For the MSC option (-rdf_consistency) to work in an 
RDF consistency-enabled environment, each locally-attached host performing management 
operations must run an instance of the RDF daemon (storrdfd). Each host running storrdfd 
must also run an instance of the base daemon (storapid). Optionally, if the Group Naming 
Services (GNS) daemon is also running, it communicates the composite group definitions 
back to the RDF daemon. If the GNS daemon is not running, the composite group must be 
defined on each host individually. 

How does Multi Session Consistency work?  

In MSC, the Transmit cycles on the R1 side of all participating sessions must be empty, and 
also all the corresponding Apply cycles on the R2 side. The switch is coordinated and 
controlled by the RDF Daemon. 

All host writes are held for the duration of the cycle switch. This ensures dependent write 
consistency. If one or more sessions in MSC complete their Transmit and Apply cycles 
ahead of other sessions, they have to wait for all sessions to complete, prior to a cycle 
switch. 

Module: SRDF/Asynchronous Operations 



51 Copyright 2015 EMC Corporation. All rights reserved. 

The option to use RDF daemon has to be enabled in the SYMAPI options file. RDF daemon 
should of course be started and running. Managing MSC requires the creation of Composite 
Groups. When the Composite Group is enabled, the cycle switching is now controlled by the 
RDF daemon. 
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The objective is to manage our two SRDF/A groups as a single entity using MSC. We first 
disable consistency for the two groups and then add them to a consistency group as shown 
in the slide. Next we enable MSC for the CG. 
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The cycle numbers for the two groups have been reset to be the same. MSC has been 
enabled. 
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The loss of links for RDF Group 20 results in suspending the links for RDF Group 30, even 
though its links are still available. Note that the output is very verbose and has been edited 
to show the relevant details for this example. When the links are restored, recovering from 
this state can be accomplished with: 

symrdf –cg rdfa_msc_cg establish 

Once the invalid tracks are marked, merged, and synchronized, MSC protection is 
automatically re-instated; i.e., user does not have to issue  symcg –cg rdfa_msc_cg 
enable again. 
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Cleanup is automatically performed by the RDF Daemon if the link to the R2 side is 
available. 
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This lesson covered managing SRDF/A Multi-session Consistency. 
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This lab covers setting SRDF/Asynchronous mode of operation for SRDF device pairs and 
enabling consistency protection. It also covers configuring Concurrent SRDF with one leg in 
SRDF/Synchronous mode and the other in SRDF/Asynchronous mode. Configuring and 
managing SRDF/A Multi-session consistency is covered as well. 
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This lab covered setting SRDF/Asynchronous mode of operation for SRDF device pairs and 
enabling consistency protection. It also covered configuring Concurrent SRDF with one leg 
in SRDF/Synchronous mode and the other in SRDF/Asynchronous mode. Configuring and 
managing SRDF/A Multi-session consistency was covered as well. 
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This module covered SRDF/Asynchronous mode of remote replication. Concepts and 
operations for SRDF/A in single and multi-session modes were presented. SRDF/A resiliency 
features were also discussed. 
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This course covered performing TimeFinder SnapVX and SRDF operations in Synchronous 
and Asynchronous modes for business continuity management on VMAX3 arrays. 
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This concludes the Training. Thank you for your participation.  
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