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1 Legal Notice
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1 Overview of Unisphere for VMAX

Unisphere for VMAX (U4V) is a web browser based user interface introduced by EMC to combine
and supersede both Symmetrix Management Console (SMC) and Symmetric Performance
Analyzer (SPA). It is designed to provide storage management for EMC Symmetrix products
under a common framework and offers features such as provisioning, managing, monitoring,
alerting and performance analysis.

U4V with Performance Options provides a Real Time view for examining high frequency data
points, Historical View for all Symmetrix array Key Performance Indicators (KPI), and Diagnostic
View for root cause analysis.

U4V allows data to be collected and stored for analysis and reports to be produced on workload,
resource usage trends for service level management, diagnostics and capacity planning.

The CATE Certification of Unisphere for VMAX features include:

¢ Performance data collection and drill down data for root cause investigation
¢ View graphs detailing system performance and Symmetrix system heat maps
¢ On demand reports or scheduled reports and data export to file

In this release, the capabilities of Unisphere re-tested and certified continues to be limited to
monitoring and viewing. Notification functionality is pending further testing and strategic direction
of SRM.

Certification of control functions in the future will depend on a clear statement from CTI storage
management on what Unisphere control features they require.

1.1 Intended Audience

This document describes the installation and configuration of Unisphere for VMAX and in
particular how it should be deployed within Citi to best meet security and controls requirements. It
also describes briefly the type of functionalities that are available within U4V. However, this
document does not discuss how to conduct performance analysis of storage arrays themselves.
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2 Unisphere Deployment Model

2.1 U4V Server

Unisphere for VMAX should be set up in a “remote installation” configuration, installed on a VM,
using a remote Linux SYMAPI server.

U4V must only be used to collect performance data from Symmetrix that are local to the
SYMAPI_SERVER. Data collection over RDF links to a remote Symmetrix is prohibited.

U4V server can only connect to a single SYMAPI server.

Existing Linux Solutions Enabler (SE) servers should be used where possible to collect the STP
data. In relation to U4V & SE a maximum of 80,000 devices can be collected by a single STP
daemon i.e. a single SE server.

e An SE server can collect STP data on a defined subset of the arrays that it can see

e The primary or secondary SE server can manage (via CLI) all of the Symmetrix visible to
both the primary or secondary SE server

As SE servers are deployed in redundant pairs. Each SE server in the pair could act as a
separate SYMAPI server for multiple U4V instances.

Group of Symmetrix Group of Symmetrix ~
with < 80,000 with < 80,000 ¢ SE L contol
P i '
volumes in total r :, volumes in total H ontro
AN Ve’ AN '
Al OO |4
4 " P Ko " N
H 'o" ~“~~ H Data collection path for
e Unisphere for VMAX
Primary Linux SE Secondary Linux SE
(SYMAPI) Server (SYMAPI) Server
Unisphere for VMAX Unisphere for VMAX
Server 01 Server 02
Data Collection Pair 1 Data Collection Pair 2

See the section SYMAPI Server for a diagram and further details.
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The following table can be used to estimate how many U4V and SYMAPI servers will be needed.
It assumes that each U4V/SYMAPI server pair can manage about 8 Symmetrix systems i.e. each
has no more than an average of 10,000 volumes.

A minimum of 2 SE servers is assumed for all sites for CLI management via Solutions Enabler
(SE).

No. Local Symms with Physical SE (SYMAPI) Unisphere for VMAX VMs

Unisphere for VMAX servers needed needed
1to8 2 1
9to 16 2 2
17 to 24 4 3
25 to 32 4 4

2.1.1 Scalability
Unisphere for VMAX continues to have limited scalability due to:

¢ The potentially large amount of data that it needs to collect, store and manipulate.

e For each U4V instance, EMC only support visibility + data collection of a maximum of
80,000 devices, EMC provide a guideline limit of 10 Symmetrix arrays per U4V instance.

The hard limit is 80,000 devices per U4V/SYMAPI server pair, and hence the maximum
number of Symmetrix systems that can be managed may be less than 10 (or potentially
more depending on device count per array).

The 80,000 device count per U4V/SE server pair includes ANY array/devices the symapi
can see (locally or remotely) — Not just the devices on the arrays registered for data
collection.

In larger estates it is highly likely the SYMAPI server will discover/have access to more
arrays than a single U4V server will be configured to monitor — in this scenario certain
arrays may need to be excluded from U4V in order to ensure the setup does not
exceed the products limitation and impact data collection and general usage —
please see section 5.5 for further details.

2.1.2 Unisphere for VMAX COB

COB for Unisphere for VMAX is not practical due to the way that each instance only maps to a
single symapi server, although a degree of Inter-site redundancy is theoretically achievable, it
would require deploying two U4V instances, both to be mapped to the same sympi server, both
collecting the same data. Furthermore the option of cross site data collection is not recommended
due to bandwidth and security concerns.

From a business perspective — There will be no impact to production/business processing
systems if a U4V instance was to fail and from a functional /operations perspective you would still
have access to the storage via one of the symapi servers (which are deployed redundantly).
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2.2 SYMAPI Server

Unisphere for VMAX should be installed in “Remote Installation” configuration.
U4V and Solutions Enabler are installed on a Windows server, which remotely connects to a
SYMAPI server which is also running with Solutions Enabler and attached to Symmetrix systems.

SYMAP! Server Q_V_ D
i /_- -~ 1 Rl "

Unisphere [ ! T

SONB! i..- L }

——y |

AES ean
@ 885 s8s / —
> e en /
&!—:' —_— /
Node name
Unisphere Clents Net port

i

Remote installation: U4V server is connected to a remote SYMAPI server attached to Symmetrix
systems

The remote installation configuration has the following benefits:

o Ability to leverage existing SAN-connected Solutions Enabler (SE) server pairs (for
potentially up to 16~20 Symmetrix systems) data collection.
o Additional SAN-connected SE servers would only be needed for very large
datacenters

e Ability to place U4V server in VM and avoid to purchase
o Additional HBAs for U4V server
o Additional fabric ports for U4V server

e Leverage VM clustering to provide HA for the U4V server.

Note that EMC do not recommend using the remote model between sites. WAN bandwidth will
definitely get occupied by the U4V for collecting data from remote SYMAPI server. You may
experience U4V displaying wrong data at times when there is a choke in bandwidth/Latency
increased. Hence EMC do not recommend the U4V installation over WAN link. Also one would
need to open the ports 2707 over the WAN link for the U4V to access the remote server, which
can potentially expose the network to a security risk.
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3 Installation/upgrade Planning & Deployment

3.1 Planning
3.1.1 Unisphere for VMAX Server Requirement
Unisphere for VMAX server should be run on a VMware virtual machine with:

1. Windows Server 2008 R2 Standard Edition (64-bit)
2. CPU equivalent to dual processor 1.8GHz
3. Minimum 100GB disk space
- 80GB Minimum is required for performance database any additional will be used
by OS requirements

4. Minimum 10 GB RAM
- 8GB is the minimal dedicated amount of memory (not shared memory) required
to run Unisphere for VMAX with performance option this is in addition to OS
requirement.
- Regional VMware teams can now provide virtual machines with <128GB RAM — it
is recommended to request at least 10 GB.

Note: as shown below the installer checks/warns should there be insufficient Disk and/or
memory available

! Insufficient Free Memory. ' Insutficieont Disk Space.
If you do not have enough free memory, the install may It you do not have enough disk space, the install may
i, but the ication may not 1 ion properly succeed, but the appliication may not function properly
and you may lose application data. and you may lose application data.
TOTAL MEMORY = [10485304KB) SYETEM INSTALL DEVICE NAME = |CY
USED MEMORY = [2105044KB)] TOTAL DIEK BPACE = (v0005)
FREE MEMORY = [3320260KB) USED DISK SPACE= | 286]
FREE MEMORY SOF TWARE REQUIREMENT = [8388608K8) FREE DISK SPACE » [726G]
ADDITIONAL FREE MEMORY REQUIRED= [58348KB] FREE DISK SPACE SOF TWARE REQUIREMENT » | 805}
ADDITIONAL FRER DISH SPACH NEQUIRED= [ 16)
Abort Installton | [0k ] Abort Instabtion | [ i

5. Must not be same host as ECC infrastructure components

3.1.1.1 Note on server redundancy
Unisphere for VMAX is not considered sufficiently vital to warrant clustering.

To protect against loss of a server (unlikely as U4V will be running within a VM), regular backups
of the database should be taken (see section Backup Unisphere Database). If necessary, these
can be restored to another server, assuming the backup is accessible.

3.1.1.2 Interoperability with other applications

Due to the large memory requirements of Unisphere for VMAX, it is mandatory that no other
applications (over and above standard build items) be installed on the same server.
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3.1.2 Unisphere for VMAX Client Access Requirement

Windows client access for Unisphere for VMAX through web browser over port 8443 (e.qg.
https://<hostname>:8443) and require:

1. Internet Explorer 7.0 and above
2. Flash Player 11.2 and above*
3. 600MB RAM?

3.1.2.1 Concurrent user limit

Unisphere for VMAX 1.6 and above is documented to support up to 10 concurrent users.

The vendor release notes previously advised that performance degradation occurred with more
than 3 users — however this statement has been removed from later documentation.
Recent testing showed that performance degradation can still be encountered with multiple users,
but generally experienced at 5 + Users depending on the jobs being run. (Reference SR
60442458).

We recommend where ever possible limit U4V session/users that are interacting with each array
at any one time to minimize potential querying load on the array FA. (Also refer to section 3.2)

The amount of active user session can be viewed under:
Administration > Security > User Sessions

EMC Unisphere for VMAX Vv1.6.1.6

‘.;: ‘ 4 Performance @ Support

All Symmetrix > Home > Administration > Security > User Sessions

User Sessions

User Name Start Time 1P Address

L:namdev.nsrootdev.net\cw68238* Wed Jan 15 15:28:59 GMT+0000 2014 169.186.86.25
D:namdev\Unitest Wed Jan 15 15:42:53 GMT+0000 2014 169.186.86.25
D:namdev\Unitest3 Wed Jan 15 15:41:04 GMT+0000 2014 169.186.86.25
D:namdev\cw68238 Wed Jan 15 15:43:14 GMT+0000 2014 169.186.86.25
D:namdev\Unitest2 Wed Jan 15 15:40:17 GMT+0000 2014 169.186.86.25
D:namdev\Unitest4 Wed Jan 15 15:41:42 GMT+0000 2014 169.186.86.25

! If update is required request via CMP — Global Other Desktop Software
2 Required for the web browser where the Console was launched
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3.1.3 SYMAPI server requirement

e The remote SYMAPI server must be running SE 7.6 (64-bit) and above. SE version must
be greater or equal to the version of Solutions enabler running on the U4V server.

e The remote SYMAPI server must be running RedHat Linux

o An existing SYMAPI server can be used (that meets the above criteria)

3.1.4 Use of SYMAUTH on Target Arrays

The use of symauth as a user-based access control mechanism to a Symmetrix is mandatory
when using U4V. Setup of symauth is covered in the CSBE SE 7.x Solutions Guides (as is
configuration of audit logging) and hence only symauth topics specific to U4V are discussed in
the present document.

Please reference the CSBE SE 7.x Solutions Guides and the overview in section SYMAUTH for
further details.

3.1.5 Licensing

Unisphere for VMAX uses Symmetrix-based eLicensing. As the SPA functionality has been
incorporated within U4V, there is no need for a separate host-based SPA eLicensing entitlement.
All functionality is available through the Unisphere SMC eLicensing entitlement.

See Installation of Licenses for further details on installing the licenses.

3.1.6 Supported Symmetrix Systems and Enginuity versions

Unisphere for VMAX 1.6 will support the following Symmetrix Systems and Enginuity versions:
e Symmetrix VMAX 10K/20K Series systems running Enginuity 5874 or higher
e Symmetrix VMAX 40K Series systems running Enginuity 5876 or higher
e Symmetrix DMX3/4 systems running Enginuity 5671 or higher

Note: No Citi testing could be completed on DMX 3/4 but it is acknowledged this is supported by
the vendor.

Please refer to the EMC Symmetrix Configuration Matrix on the CATE Storage and Backup
Engineering website for current CATE supported hardware and Enginuity levels.
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3.2 Unisphere — Rules on Poling & Array loading

U4V uses STP data that is already being captured by the Service Processor in a VMAX array for
EMC’s remote diagnostic and troubleshooting purposes.

From previous issues encountered a potential risk comes from the frequency at which Unisphere
polls an array for data, since requests are sent as in-band SCSI commands to a single FA (Front-
end Adapter) on the VMAX which is also servicing 10 to hosts. If the polling frequency is set too
low, or particular types of data gathering modes are used, the load on the FA can increase to the
point where host IO performance starts to degrade

Five key rules of the road to ensure that this does not happen are as follows:

1.

Unisphere should be configured to poll via the least busy FA on the array.

This can be identified using SPA heat maps/metrics (if SPA is already being used on the
array in-question) or Unisphere itself if upgrading or following a suitable time period when
used for the first time against the array.

U4V EMC Dashboards ‘ALL FE Directors’ or ‘Heat map’ can be used or metrics can be
directly generated from the Analyze >Historical (or Diagnostic) Pane >Select FA’s>Plot
charts against %Busy / Host 10 per sec / Host MB per Sec.

Use dedicated gatekeeper devices on the arrays for Unisphere — do not share them with
any other role/function

Use minimum 10 minute granularity for diagnostic data — this is sufficient for workload
analysis and anything configured to poll more frequently than this introduces a greater
load on the FA. — See Section 5.6 Setting up Data Collection

Do not use the Real Time View or Real Time Trace functions as a standard
operating practice — e.g. Do not include real time heat map/metrics as part of standard
dashboards or have unnecessary data traces continually scheduled as this again
increases the polling frequency to an unacceptable level.

Real time data should only be collected when absolutely required — e.g. Live problem
analysis on the understanding this increases the polling frequency and could contribute to
an increased load on the mapped FA.

NOTE: From investigation and testing if real time data collection is enabled in the product,
data is collected 24x7 no matter if you have realtime views in your templates or not,
therefore no additional polling takes place over and above the data collection.

The more templates utilized and varied statistics displayed the greater the processing
required, but the impact of this is on the U4V server NOT at the array.

Where possible - one U4V session/user should be interacting with each array at any
one time to again minimize querying load on the array FA.
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3.3 Unisphere for VMAX - Initial installation and configuration
checklist

The check list summarizes high-level steps required to install and configure Unisphere for VMAX
as a fresh deployment, and references the relevant sections in this document.

Section in this

Vel document
Prerequisites
Ensure hardware and other requisites are available:
e Windows 2008 R2 VM for Unisphere for VMAX server
N.B RAM & Disk size recommendations
¢ RedHat SYMAPI_SERVER running SE7.6 64-bit (or later)
already configured to manage target Symmetrix Section 2
e SE7.6 & Unisphere for VMAX 64-bit wraps for Window
2008 R2

e Unisphere for VMAX elicense
o Flash Player 11.2 or above on Client (desktop only)

Installing Unisphere for VMAX

Install SE7.6 on the Unisphere for VMAX server

Install Unisphere for VMAX package on the server

Install Unisphere for VMAX license

Set up Unisphere for VMAX to use a remote SYMAPI server
Request mysqld.exe process is added to LRP for McAfee Virus Section3 &4
Scanning — Requires ResolvelT

Configure SYMAPI server

Test Unisphere for VMAX server has access to remote SYMAPI
server

Setting up Authorization

Section 4 of this
document &
Setting up authorization on target Symmetrix systems CSBE Solutions
Enabler 7.X
Solutions Guide

Configuring Unisphere for VMAX

Security: Centralized Authentication via LDAP - Requires CMP for
Service account and Authentication Parent AD group
Security: Restricting activity when in Unisphere for VMAX

Setting up data collection Section 5
Web server certificates — Requires CMP
Scheduling database backup for Unisphere for VMAX server
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3.4 Unisphere for VMAX - upgrade checklist

Task Section in this

document
Hardware check
Ensure hardware and other requisites are unchanged/available:
e Windows 2008 R2 VM for Unisphere for VMAX server
N.B RAM & Disk size recommendations
o You will need to have at least the same amount of
free space available as the current database size.
Section 2

o RedHat SYMAPI_SERVER running SE7.6 64-bit (or later)
already configured to manage target Symmetrix

e SE7.6 (or later) & Unisphere for VMAX 64-bit packages for
Window 2008 R2

o Flash Player 11.2 or above on Client (desktop only)

Prerequisites

Backup the Performance database.
Record the Symmetrix system registrations, including the settings for Section 3.5.4
data collection and diagnostic interval. DY

Export the Performance settings (metric and alert definitions and user Section 6.11
templates).
Upgrade Unisphere for VMAX
Upgrade SE on the Unisphere for VMAX server Section 3
Upgrade Unisphere for VMAX package on the server
Post upgrade checks
Confirm configured users/groups persisted on target Symmetrix
systems N Mol
Confirm performance database has persisted through the upgrade i?/eenxi nfaer}]ial
Confirm correct systems are registered gost check
Confirm Alert Policies and threshold settings P
Confirm templates and dashboards have persisted
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3.5 Installation/Upgrade Steps
3.5.1 Solutions Enabler Installation on Unisphere for VMAX Server
Solutions Enabler Installation on the Unisphere for VMAX Server is a pre-requisite for U4V.

The Installation of this package should be via TPM. It will also detect and upgrade the previous
version automatically.

This is now an “interactive” install package, so that regional deployment differences can be
accommodated and hence screenshots are provided below.

TPM Package Name: CITI_WIN_SolutionsEnabler_762_02

¢ Request the SA to push the package from TPM

o Note: Installation location can be set as required before pushing from TPM
¢ Run the installation package and follow the installation instructions

o Click Next

o Install to appropriate location (typically default)

=
E MC‘ Destination Folder E M(,‘

whvere [fot reatinee. lives” | Chok Next to install bo trés Fokder, o ek Change to install to a dfferent fokder

|5 EMC Sobutions Fnabber X6-4

Welcome to the upgrade Installation program for EMC , Instal EMC Soltions Enabler tor

Solutions Enabler Version V7.6.2.25-1808 L \Program Fies\EMC|

Thes Instadation progyam wil Lograde ENC Solutions Enabler on your computer, To
comrae, chok Maxt,

Copynight £ (1997-2014) BMC Corparation. All Rights Reserved,

This softmare cortare the nbedactus property of EMC Corporation of is Soensed bo ENC
Corporation from tred parties. Use of the softwars and the ntslectud property contaned
theremn 15 sxpresshy bmited to the terms orvd condbons of the Licarss Agreamert under
whech & 15 prowded by or on behal¥F of EMC

L

e Click Next > Next

Setup Type -~ a Service List 2
CFooss the setup type that best suts your needs h MC The Folliwang secvcms vl be rataled acdd ftrted, Fleis male EMC-
o selechon
Pl saloct a sotup brpe
& Typical £ St fask Dacman
Lot [~ 192 55 5YNAF] Servey Daencn
J Dafault program Fastures wif be ratalad, | EAC S5 5T Dasron
o I~ BMC 52 Evert Daaon
I~ £1C 5€ O Demercn
" custom [~ B 55 S Dvernon
Choose which progran festures yoa wark etalad snd shere they r UO:!GQ
o wl be retaled, Recoremandad for advanced users ; o
r
" Complete
ﬁ M peogram Features wil be retaled.
<Back. Neot > cocs | <Back et > cncel |
CSBE-12025-SG ©Citi Inc. 2014, All Rights Reserved. Page 16 of 115

Unisphere for VMAX 1.57



e Select ‘Install’
e Status bar will fill as the program installs

5 EMU Sokations Enabler Xt4 [x] I 11 EMC Solutions Enabler XG4 [ Ix]

Ready to Install the Program EMCJ Installing tMEC Sobstions Enatiler EMC

The nstalabon progran is ready to begn retallstion q The program fastures you sslacted are beng retaled

Floxse wak while EMC Solubiors Enabier nstalls. Ths mary tahe severdl minutes,
Choh Bach 10 review of change ary installation settngs, -
Chek Carvind to mek tha nstalaton progranm,
Chok Instali to begin the nstalistion.

The ek soace reour ed Fur the inetallation & 338 e

cead, [ mma> | cace | : | |[ e |

e Select finish on completion

{5 EMC Solutions Enabler X64 =

EMC?

wrhere information e

Installation Program Complete

The EMC Solutions Enabler ¥7.6.2,25-1803 installation program has completed
successfully,

1t is recommended that vou perform a discover operation prior to using Solutions
Enabler. In addition, wou must confirm that vou have the appropriate number of
gatekeepers configured, preferably dedicated, to successfully run Solutions
Enabler. Refer ko wour Solutions Enabler documentation For details on gatekeeper
management.

EMC recommends that wou review the Solutions Enabler Release Motes and
Solutions Enabler Installation Guide prior bo using Solutions Enabler,

< Back I Firish I CancE|
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3.5.2 Solutions Enabler Upgrade on Unisphere for VMAX Server
Solutions Enabler Upgrade on the Unisphere for VMAX Server is a pre-requisite for U4V.

The Upgrade of this package should be via TPM. It will detect and upgrade the previous version
automatically.

This is now an “interactive” install package, so that regional deployment differences can be
accommodated and hence screenshots are provided below.

TPM Package Name: CITI_WIN_SolutionsEnabler_761_02 Request the SA to push the package
from TPM

o Note: Installation location can be set as required before pushing from TPM
¢ Runinstall package It will detect and upgrade the previous version automatically

e Follow the installation instructions
o Click Next

J
EMC' |
.

whaTe infocmetion Aver

‘ Weilcome to the upgrade Installation program for EVIC
Sokstions Enabler Version V7,6.2.25-1808

W oeies 10 thes Enstallation Prooeam for EMC

EMC Solutions Enabler RT X64

This Fretaliation progran wil Upgrade ENC Solutions Enabier on your computes. To
corbirvae, cho Neat.

Thes setup el parfarme wn wpgrade of EMC Schtors Enatier
product{s) rstaled on your system,

Do pou want to upgrade” Copyright & {1997-2014) tML Corporation. All Rights Reserved.

This software contars the ntelisctus property of EMC Corparation o is licensad to EIMC
Corporabon from third parties, Use of thes software and the rtefiectud propeety conkamned
theren = sxprecshy imted to the terms and condibons of the Liceres dgresment under
which it & provided by or on behalf of EMC

[=yee=] T

Cass =]

e Install update to appropriate location (typically default unless other location selected on

first install)
Destination Folder - | Setup Type 2
Chok Necxt to install bo thés Fokder, or dich. Change to instal to a dfferent fokder EM(" Chooss the sstyg type st bast sty your meeds EMC
Messe selelt & sotup type.
, Instal EMC Sohticns Enabler to!
—smensc
ﬂ Detak program festures wi be Instafied
o)
T Custom
Choosu which program Features yins st nrialiod wnd whves they
b il be nstaliod. Recommended for advanced users
7 Complete
ﬁ Al progran festures sl be nzaled,
cpmh | wets | canee | <EBad host > cace |
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e Click Next > Next

Service List 2 Ready to Install the Program 2
E:‘!mnvnmvdlurnlnh!'d\R'I-d.Fﬁ« mako EMC The iretalstion progran & ready to bagn instaliation EMC-
Stardaemon Services
Mg SE fask Dacman zMwm;. arvy rutalation settrys,
M 55 SYNAPT Server Diaenco Cancal . sy dhoke
r EWC S5 STP Disenon Chck Iret el o bagin the nstalishon
The ik space recpared For tha ientalation i 3 ME

I~ EMC SE Evert Daaron
I £ 5 BOF Demecn

<Back Hext > cncel | <ot [ e | came |

e Status bar will fill as the program upgrades
e Select finish on completion

1 EMC Solutions Enabler XG4 BN E3 B 5 £ Solutions Enabler X6.4

Istalling EMC Sohstioms tratiler EMC EMC

The program fastures you sslacted are beng rstaled, v b vt e

ﬁ Floase wakt whie EMC Solubiors Enabier nstalls. This mayy tahe several minutes, Installation Program Complote
e

The EMC Solubiore Enabler V7 6.2 25-1808 rctallstion program has conpleted
Rabs: sucoessfully,

| It &5 recommendad that you pevform a discover operation prior to using Jolutors
Enablar. In addtion, you must confiem that you have the aporoprists cumber of
gatakmapars corfigured, preaferably dadicated, 10 succassully run Sohtions
Enabler. Refer to your Sobutions Enables docurmentaton for detals on gotekeeper
EMC recomimends that you review the Schutions Enabler Refease Notes and
Solutions Enatler Iretafabon Gude pror to Lsng Sohutions Enabler

| e [t ] Tl P T |
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3.5.3 Unisphere for VMAX Installation

Installation of this package should be via TPM. It will also detect and upgrade the previous

version automatically.

This is an “interactive” install package and hence screenshots are provided below.

TPM Package Name: CITI_WIN_X64_ UnisphereforVMAX_ 1616 00

¢ Request the SA to push the package from TPM
o Note: Installation location can be set as required before pushing from TPM

¢ Run the installation package and follow the installation instructions
o Select Next

o Install to appropriate location (typically default)

O remgucar

Introduction

WateMerpwtne will gekde wrs aaagh e meslsken af Unisptere
DIV B E

Rk dtrarghy recormrmended i yas gud o progrens befcrs
COnErETg Wit Fus nalalybyr

Click B Nt tardon §a procwet 12 S reed sreas. ¥you ward 1
Changs sameferg 403 prewous srmmen, ook e Provsuy’ seten

Yors my cand ol B natataon o W bine Sy cScivg e Tarc el
i

Cugyrg () |1 IS 201 2) ENC Corpordion &) %tk Masract
Thix sefware coreaine the Indetecta sl preperty of EMC Camasradan
50 i EMC Corporston Yom thed pantes. Lo of s
SOMaN ] Il AN gl Catla il Tratein & Earvii b
brededt to tha Swrtes and condons of e Licwtee Agreermens un es

WINEA 13 DROVIONT TN O 00 Davtal of ENG

st

M Unespivere e 190X

& Irhodara

& Cheoog DRI F olan

Choose install Folder

Plaain rzrds o Qestrion kide S i nldieen

Whawe Wenkd You | e 82 bstal?
C 1Py e Phe £NC

Frrirme CofutiFaioe Chogee

s

_Gena |

e Select “Unisphere for VMAX with Performance Analyzer” as the Install set. > Next

e You should select the “Remote” connection type, providing the fully qualified name of the
remote SYMAPI server that you will be using, leaving the net port as 2707 default. > Next

@ reaticaon

U Choonnieatat Bt

Choose Install Set

2 Croome Inatal ook

Umecaters for VAN

for VML wihy o Arabyr

Aphors 11 NMA i P e s Arahe 1 A0 8

@ =

L UM Orespdere [or YMAT

@ Irrosuctan
@ Crvond natan F ol eir
9 o

O 2map Comgursten

atal Set

Carcw

o 1x]
Symapi Connection Type

ket waur beitod Gakap Uaer an wubect & Bymagd Comracteon
Typs Myzu S ebact urchs Comrscdon, e e Mook M
avd Mat Pod

Ireval Seng (et pec
Connecton Type
© Lote
~ Mamol
Moae Name [posasedt nam e

et Post [0

Piodase | Mot |
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e You should select the default net port number > Next
¢ Review the installation summary and select Install

= O Uksphiors: b

WA

& versoxton

@ Chosee imtad Fakde:
& Croase rates St
@ Byreags Covdporaton
W Parx Confgaysas

Ports Configuration

12 Urisptiers far VMAX

Liemphione for VNAX

[~

Port Mex | o]

Ptk PO

Pleasy saiect poriin) 40 e 390 a5k 1w Dot nuTTRen s} 18 conmect

Notw: L e sprec @ 0e! orind 11 your Srmwnes b bearet

@ renoxtn

@ Crosse imtal Fotder
@ Crooseivetal 80t

2 Bymagt Comtganten
@ Parx Certgratan

B P destanaban Surmay

Prednstalistion Summary

Pheass e ) Bt O

Irstall Faldes: C\Propram Me'\SAC
leatall Featerws: Dktpdure v VAAT with Ferforoune
Anadymer

SMAS Hup Peev: Duodiad

SMAS Huge Poct: J447

SMAS Datsdvane Purt: 7204

Endcial Seup User: soe

Symapl Connocthan Type: Sovow

Symapl Hoat Mgmec pvese ] e moood ret
Syreapi Nt Part: 2707

Catual l

movins | [ Had ]

cwenl |

]

P

¢ Install will commence and status bar/window will show progress

e Once installation is completed select Done

=

@ iréodaton

If your system does not restart itself, manually reboot you server.

9 Cnaces watal b
& Chream rntal Gt
@ Saoas Corkyanakn
@ Puts Corfoursten

e T
. E for

[ gl v fod W80
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&2 Ao newat an Sasrenay
& ratakrg

W toatad Comrghen

Mk

Lmiiort|

Instad Complete

CONRUIM ARG Urig D0re NOr YIIH vk D004 SUiC E0atily
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T v, | ool reatin r spon el
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3.5.4 Unisphere for VMAX upgrade

NOTE: If upgrading an existing SPA instance carry out prerequisite SPA upgrade and database
reformatting covered in Appendix E before continuing.

Recommended Pre-upgrade steps:

e Check existing database size & Check the same or more system disk space is available —
e.g. if existing database is 50GB, you will need to have at least 50GB space available.
<Install Drive>:\Program FilesS\EMC\SMAS\jboss\standalone\data\msq — view Properties
for existing database size.

e As a safe guard ensure the performance database has recently been backed up, or
perform a manual back up. (see section 5.8)
o As a further safeguard the database backups can also be copied/saved to another
location from
Install Drive:\Program FilesS\EMC\SMAS\backup\SPA\<backups_file>.
o If the SYMAPI server has access to multiple arrays over and above what U4V collects
data on, record what symmetrix are registered to the U4V instance you are upgrading.
o Export any Performance metrics and alert definitions, and user defined templates.
e Export any user defined storage templates
o As a further safeguard the template Files can also be copied/saved to another
location from
Install Drive:\Program
Files\EMC\SMAS\jboss\standalone\data\TemplateFiles\<file>

Installation of this package should be via TPM. It will also detect and upgrade the previous
version automatically. This is an “interactive” install package and hence screenshots are
provided below.

TPM Package Name: CITI_WIN_X64_UnisphereforVMAX_1616

o Request the SA to push the package from TPM
o Note: Source Installation location can be set as required before pushing from TPM
¢ Run the installation package and follow the installation instructions
o You will be prompted to confirm the upgrade > Select Yes
o You will be prompted to confirm the performance data base has been backed up
(as instructed in pre-upgrade steps above) If this has been done > Select ‘Ok -To
continue with upgrade’

Please Walt Please Wak

Ortmrvers N VMAX VA DS m bvwl sl on the mywient
D you wend 13 Lgny ade £ with U pba n S VMAX
Vidile

Frm T W e e e
Poun e b adod medeten Bapaond v
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e Select Next
e Review the upgrade summary and select Install to proceed
forcomtesierne_________________________S&o|

L DME Uvwagbere hor W4AX MW
Intreduction Upgrads Unisphers for VMAX with Performance Analyzer Prednstalistion Summary
© vcaxian Wi W are vl guide vau Iraagh T cppriete ki en of = @ vomaxn . P
Lirvaphmss 10 WA ‘win Parcerrancs Anshaee @ Chouss et T st fastall Foder- S Program Mic M
PEITALLED Uran ho00 Tor VAT sl Porfamnis i AVsvess © Crooas vai 2 Lawtall Foatars: Dhupton foe PAAY wih R
VENBON= 1408 @ Syveapi Conrgurstion Wenayeer
UPGRADE Unfrphar Sor LG wih Pafoerarce Atakae: © Fars Carbyusben | SMAS Heg Pare: Doodled

VERBONEVIALE © Posiratyleon Sammary SMAS Hogs Poec 2065

115 AR0Ng Matatima il Brdl v e 31 48 prograes befate SMAS Dovtabase Pary: 7774

EATATLNg Wt ity endaten . lmitial Sartag User: one

Symagl Conmectian Type: Arecw
GO Nl SuBEn e n0oiod 12 Tve (] S0r60n ysuwan o Sysuapé Hont Mammec are e sproot nef
ERMTE SRt BN 8 Drevious Scieen, ok B Tienass Nt Past: 7767
tuton - Sysuspd Net Purt: J

YOU P G il 100 maral aban ot vy e iy (hiong e
TCanel teen

CopyTght () 1197-251 2 FAIC Corporstion ARty Rasered o)

cvet | ' | e Freamn | [ ineini

e Upgrade will commence and status bar/window will show progress

L EMC Unsphere Tor VMR

L P Uit flar VMRS

Please Wait Installing EMC Unisphere for VMAX
@ Introusson @ roduction
@ Craose lnstak Foke @ Chooss sietat Foldee
@ Chaoze Instak Set @ Cheoes Gt
@ Symapl Cordgurtnn & Symapi Confyuraton
& Forts Canfigueatan & Purts Condgarason
O rr @ Preinataliston Summuoy

O tnetniing

-ut for VRRX wth F brres vt sion V1406
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*

o) RN | e m

e Once installation is completed select Done
o If your system does not restart itself, manually reboot you server.

L O Urbwphvers

Instad Complete

@ rkodavan NGNS UOrig D0re 70r YKL 11k D St e0atily
9 Croose ok Foronr Inataied b
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3.6 Post install activities — U4V Server

| If this is an upgrade verify the settings as below, which should already be in place.

3.6.1 Configure CLI path and System variables

On the U4V server request the system administrator to add in the path of the Solutions Enabler
command line directory into the System path Variable:

<installpath>\EMC\SYMCLI\bin;

For example:

Edit System VYariable [ ]

Yariable name: | Path

Yariable value: \Program Files\EMC\SYMCLI\bin; ¢4

0K Cancel

And request the system administrator to add in new variables in System Variables:

Variable Name Variable Value

SYMCLI_CONNECT SYMAPI_SERVER
SYMCLI_CONNECT_TYPE REMOTE
For example
—System variables
Variable [ value Al
SYMCLI_CONNECT SYMAPI_SERVER

SYMCLI_CONNECT _TYPE REMOTE

TEMP C:\Windows\TEMP -
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3.6.2 U4V (Solutions Enabler) Client\Server set up - SSL negotiation

Unisphere for VMAX server (Windows) and remote SYMAPI server (RHEL) should be configured
to utilise SECURE.® SSL sessions.

From U4V server, edit “<installpath>\emc\symapi\config\netcnfg” to set the connection
session to remote SYMAPI server.

SYMAPI SERVER - TCPIP HOSTNAME WWW.XXX.YYY.ZZZ 2707 SECURE
Replace the hosthame and IP with remote SYMAPI server, for example

SYMAPI SERVER‘ - TCPIP gdseseOl.nam.nsroot.net 10.40.42.122 2707 SECURE

Restart SMAS service for the changes to take effect

Note: you will need to also restart SMAS service follow in the next step so could combine
restarts.

3.6.3 POODLE Vulnerability workaround

SSLv3 Poodle Vulnerability - SSLv3 is a cryptographic protocol designed to provide
communication security. The SSLv3 uses nondeterministic CBC padding, which makes it easier
for man-in-the-middle attackers to obtain cleartext data using a padding-oracle attack. This is
commonly referred to as the "POODLE" (Padding Oracle On Downgraded Legacy Encryption)
attack.

Unisphere for VMAX Versions 8.0 and below (including v1.6.1.6) are open to the vulnerability.
This vulnerability is resolved in U4V 8.0.1 that CATE has commenced certification on, however in
the interim the following workaround should be applied:

1. Stop the SMAS service.

2. Edit the following file:

standalone-full.xml located in
<installdrive>\Program
Files\*\SMAS\jboss\standalone\configuration\standalone-full.xml

Change the following:

Incorrect:

cipher-

suite="TLS_DHE_RSA_WITH_AES_ 256 _CBC_SHA,TLS DHE_RSA WITH_AES_ 128 CBC_S
HA,SSL_RSA WITH_RC4 128 MD5" protocol="TLS"

Correct:

% Server Certificate need to exist on both SYMAPI server and U4V server
* You will see a ‘SYMAPI_SECURE’ example in the netcngf file, the format of this could be used, but the recommended entry has been left as
‘SYMAPI_SERVER’ to align with the system variable shown and any existing U4V deployments.
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cipher-suite="TLS_RSA_WITH_AES_256_CBC_SHA,TLS_RSA WITH_AES_128 CBC_SHA"
protocol="TLSv1,TLSv1.1,TLSv1.2"

3. Restart the SMAS service

3.6.4 Configure Idle User Timeout Session

EMC Unisphere for VMAX Timeout

Due to Inactivity you have been automatically logged out of Unisphere for VMAX,

To return to Unisphere for VMAX plaase wuse your web browsers Bad: button

By default, the Unisphere for VMAX initiate automatic logout for user session after 480 minutes (8
hours).

Edit the web.xml file - Changing the setting from so users will be automatically logout after
inactive session for more than 30 minutes.

Web.xml located in
<installdrive>\Program
Files\EMC\SMAS\Jjboss\standalone\deployments\smc.ear\smc.war\WEB-INF

Note: You will not see the above file location via explorer - Paste the
path into the explorer window

Edit the parameter from 480 to 30

<param-name>sageldleUserTimeoutInMinutes</param-name>
<param-value>30</param-value>

Restart SMAS service from the U4V server to take effective for this setting.
3.6.5 Configure language and regional settings

For Windows users outside the United States, it is recommended to configure your regional and
language settings to English (United States).

To configure your settings:
1. Stop the EMC SMAS service (if it is running).
2. Inthe Windows Control Panel, double-click Regional and Language Options.
3. On the Regional Options tab, set the Standards and formats to English (United States).
4. On the Advanced tab, set the Language for non-Unicode programs to English (United
States)
Select Apply all setting to the current user account and to the default user profile.
Restart the service.

o a

3.7 Post install activities — SYMAPI Server

\ If this is an upgrade verify the settings as below, which should already be in place.
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3.7.1 Nethost file configuration

Allow the Unisphere for VMAX server to connect to the remote SYMAPI server. On the remote
SYMAPI server, edit

/var/symapi/config/nethost

Add <Unisphere for VMAX server name> *
For example: i10-unisp-vm0l.nam.nsroot.net *

3.7.2 SSL Negotiation
Unisphere for VMAX server (Windows) and remote SYMAPI server (RHEL) should be configured
to utilise SECURE.” SSL sessions.

From remote SYMAPI server, ensure the configuration file options is set as per the default:
storsrvd:security level = SECURE

Note: If this is leveraging an existing SE deployment and there are other clients that need to
utilise unsecured SSL sessions, the security level can be set accordingly to accommodate both
Secure and Non Secure.

storsrvd:security level = ANY

If any changes are made to the options file the storsrvd service needs to be restarted for them to
take effect.

3.8 Testing Unisphere for VMAX server has access to remote SYMAPI
server

Post install and upgrades:
Before trying to use Unisphere for VMAX, it is recommended that you confirm that the remote
SYMAPI server is accessible from the U4V server using a command line test on the server.

Use the command ‘symcli -def’ to confirm if the Symmetrix command line is configured
correctly:

C:\Users\cw68238>symcli -def

Symmetrix Command Line Interface (SYMCLI) Version V7.6.2.25 (Edit
Level: 1808)
built with SYMAPI Version V7.6.2.25 (Edit Level: 1808)

Current settings of the SYMCLI environmental variables:

SYMCLI CONNECT : SYMAPI SERVER

® Server Certificate need to exist on both SYMAPI server and U4V server
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SYMCLI CONNECT TYPE : REMOTE

If the command is not recognized or environmental variables are not set correctly as display
above, check system path and parameters and confirm they are configured correctly.

Verify that you can run a symcli command (via the remote SYMAPI server). For example:

IC:\symcfg list

Will run symcfg 1ist onthe remote SYMAPI server and return a list of arrays that are known to
the remote SYMAPI_SERVER instance.

If this fails, check the storsrvd.log file in /var/symapi/log on the remote SYMAPI server for
clues as to why the connection was rejected.
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3.9 McAfee Virus Scan - Addition of MySQLD.exe in to Low Risk
Process Policy

Unisphere for VMAX is using the MySQL database for performance statistic data.

EMC recommend the exclusion of the directories and files from antivirus scan to avoid
performance database corruption

However, as advised by the Host & Security Engineering (HSE) team, Citi best practice is to
avoid scanning on the processes rather than excluding files from virus scanning.

Therefore ‘mysqld.exe’ process needs to be added into the ‘Low Risk Processes’ (LRP) policy
whereby the antivirus will ignore files accessed by the ‘mysqgld.exe’ process, which will avoid virus
scanning on the database files.

As advised by the HSE team — in order to request the mysqld.exe process is moved in to the low
risk process policy the CTI teams carrying out the production deployments/upgrade will need to
raise a ResolvelT Ticket to the HSE team.

- From the CATE website download a copy of the Security Deviation Request Form zip file
— Which includes the SDRF, SMT and TISO email approval, and a copy of the device list.
- Raise a ResolvelT Ticket to: CTlI GL AD APPLICATIONS-Information Assurance Ops
(IAQ) detailing the requirement to move the mysqgld.exe process in to the low risk process
policy for the specific deployments.
o Reference/Attach the approved SDRF form
o Update the device list with the devices being deployed/upgraded

3.10Installation of Licenses
Unisphere for VMAX supports Electronic Licensing (eLicensing) introduced with Enginuity 5875.

The license for U4V is included in Symmetrix-based license bundles which should be installed in
the Symmetrix systems before U4V server can use for the Symmetrix systems.

Unisphere for VMAX is sold as part of the following software:

o VMAX:
o Symmetrix Management
o Symm Pack Enhanced
e VMAX 20K/40K:
o Symmetrix Management Suite
¢ VMAX 10K:
o VMAX 10K Advanced Software Suite
o VMAX 10K Base Software Suite
o VMAX 10K Symm Management Suite

The elicensing for U4V uses the array-based SMC entitlement, which gives access to all
functionality. There is no SPA-related elLicensing entitlement needed. As the SPA functionality
has been incorporated within U4V, there is no need for a separate host-based SPA eLicensing
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entitlement. Unisphere uses an SMC eLicensing entitlement, and all functionality is available
through that. If you do have a host-based SPA eLicense, it will still be recognized and honored.

Please note DMX licensing has not been tested — therefore will be clarified in a subsequent
release.

For installing the license for Unisphere for VMAX,

e Obtain the Symmetrix-based license file from EMC online support with the License
Authorization Code (LAC) (retrieve from local account team or emailed LAC letter)®

Use the symlmf add command on the remote SYMAPI server to push the license file to
the Symmetrix array:

symlmf add -type emclm -sid <SymmID> -file <FileName> -V

Where:
e SymmlID — Specifies the Symmetrix array on which you are installing
the license file.
¢ FileName - Specifies the name of the license file

Use the symlmf view command on the remote SYMAPI server to confirm the license
has been applied:

symlmf list —-type emclm -sid <SymmID>

For example:

#symimf list —type emclm —sid 4261

Symmetrix ID: 000192604261
Issue Date :01/30/2012

Activation Capacity Install
Feature Name Type ID Type Licensed Date

SYMM_VMAX_ENGINUITY P-IND 1701838 R-TB-Non-SATA 84 09/14/2012
R-TB-SATA 130

SYMM_VMAX_FAST_TIERING  P-IND 1701838 R-TB-Non-SATA 84 09/14/2012
R-TB-SATA 130

SYMM_VMAX_SMC P-IND 1701838 R-TB-Non-SATA 214 09/14/2012
R-TB-SATA 0
Legend:
Activation Type:

E-IND = Evaluation Individual

P-IND = Permanent Individual

P-ENT = Permanent Enterprise Agreement
P-LTD = Permanent Limited

® As per document date, Citi has signed global ELA with EMC and Symmetrix Management Suite is included in the ELA list
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4 SYMAUTH

The use of symauth as a user-based access control mechanism to a Symmetrix is mandatory
when using Unisphere for VMAX.

Setup of symauth is covered in the CSBE Solutions Enabler 7.X Solutions Guide, as is
audit logging, and is covered here in reference to U4V set up only.

Symauth meets Citi audit requirements since all user changes are logged with fmt=symaud and
reviewed accordingly, if audit logging is correctly set up as per the above Solutions Guide.

Available roles can be assigned as per symauth:

e Monitor - Performs read-only operations on a Symmetrix array excluding the ability to
read the audit log or Access Control definitions.

e StorageAdmin - Performs all management operations (active or control) on a Symmetrix
array or on individual components within an array. This is the only role that can be given
access rights to specific components within an array and is limited to Virtualization domain
users. It can modify the GNS group definitions and monitor all operations (even if only
granted rights to one component); includes application performance monitor privileges.

e Administrator - Performs all operations on a Symmetrix array, including security
operations, in addition to all monitor operations, and including application performance
monitor  privileges. Has both  StorageAdmin and  SecurityAdmin  rights.

e SecurityAdmin - Performs security operations (symaudit, symacl, symauth) on a
Symmetrix array in addition to all monitor operations. Users or groups assigned the
SecurityAdmin or Admin roles can create or delete component-specific authorization
rules.

e Auditor - Grants the ability to view, but not modify, security settings for a Symmetrix array
(including reading the audit log, symacl list, and symauth) in addition to all monitor
operations.

e PerfMonitor - Includes Monitor role permissions and grants additional privileges within
the performance component of Unisphere for VMAX application to setup various alerts
and update thresholds to monitor Symmetrix performance.

‘PerfMonitor’ is a new role that limits access to managing performance related activities on
Symmetrix systems specifically via Unisphere for VMAX. Where applicable the role should be
assigned in order to limit certain users/AD groups to performance monitoring related and read-
only operations, but not operational configuration via U4V.
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4.1 Group Based User Authorization Mapping
4.1.1 Background

The symauth provides user-based authorization that assigns a user or group to a role to limit the
management operations they can perform on a Symmetrix array.

With the 7.6 release of Solutions Enabler CATE have provided instruction on using group based
authentication based on Kerberos groups. However U4V cannot utilize these groups for
authentication, and there have continued to be issues with U4V using the native AD
authentication option.

Using AD based authentication U4V cannot:

- Look up and pass user group information to symauth.

- Use AD group based symauth rules — therefore CTI would still need to maintain individual
rules for each user

- Look up and pass nested AD group information

- Enforce a group based restriction for user access to U4V

To work-around the restrictions found with U4V using native AD, U4V does allow authentication
via LDAP where you specify the authentication source. This has successfully been tested utilizing
the AD domain controllers as the authentication source. Further information is provided in section
5 covering the configuration steps.

It is acknowledged that existing deployments will likely be leveraging Windows AD for
authentication — Please refer to appendix F for details of how to convert an existing deployment
to LDAP authentication.

4.1.2 Configuration

Solutions Enabler represents user or group identity as a string that comprises of the User/Group
Name and the authentication source. Although Symauth entries for U4V will be based on active
directory groups, the authentication source however will NOT be specified as ‘D:’ (Windows
Domain).

The Authentication source will need to be specified as ‘L:’ (LDAP)

New active directory groups can be requested and membership edited via Citi Marketplace
(search for Active Directory) or you can utilize existing AD groups if they contain the appropriate
users.

Once the AD groups have been set up (or you have identified the existing groups you wish to
use) appropriate symauth rules will need to be applied, for example:

# symauth —sid 1234 —f filename commit

Where the contents of example file is
Add group L:namdev.nsrootdev.net\per_csbe_unispherevmax_admins to role StorageAdmin;
Add group L:namdev.nsrootdev.net\per_csbe_unispherevmax_users to role PerfMonitor;
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Therefore In this example:

e Authentication source LDAP: (Using Active Directory Domain controllers)
namdev.nsrootdev.net \ (Windows AD group) ‘per_csbe unispherevmax admin’ is mapped
to the StorageAdmin role

¢ Authentication source LDAP: (Using Active Directory Domain controllers)
namdev.nsrootdev.net \ (Windows AD group) ‘per_csbe unispherevmax_ users’ is mapped
to the PerfMonitor role

Once applied you can check/confim the entry - Symauth list below has also been edited to just
show these entries relevant to U4V.

# symauth -sid 4261 list —users -v

Role name : StorageAdmin
Group name :
L:namdev.nsrootdev.net\per csbe unispherevmax admins

Role name : PerfMonitor
Group name :
L:namdev.nsrootdev.net\per csbe unispherevmax users

4.2 Propagation of SYMAUTH roles changes

If changes are made to a user's symauth role outside of U4V (e.g. a change to the membership
of an AD group that is used to define which users have a specific role), then the change will not
immediately be visible to U4V.

This is because it can take some time for the authorization rule to update on SFS and be sent
back to SE and U4V. Authorization rules are only immediately recognized within the process in
which they were created. So if you were to create a rule through U4V, then that rule would be
immediately enforced for that instance. It will take a few minutes to propagate to other instances
of U4V/SE.

The bottom line is that you may have to wait several minutes (depending on the size of your
environment, although there is no way to determine exact time) for the change to be visible to
and used by U4V.
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5 Configuration of Unisphere for VMAX

5.1 Security Model Overview

The following table & Diagram summarizes the security configuration that has been adopted in
Citi.

Requirement Implementation for Unisphere for VMAX

User Authentication via LDAP using Active
Directory as the source

Restricting activity when in | Authorization based on AD Group\User mapped to
Unisphere for VMAX symauth roles

Users will utilize desktop web browser for access
(rather than direct RDP to a server)

Centralized Authentication

User access to U4V

PN

Access to U4y is
authenticated by =ar
membershipto an ADeroup

Us ers Access
Ly via wehb
GUI over https

AD Domain
Controllers

Active Directony

Unis phere for Yhax Access
Authentication

ower LDap

protocol Lsing ADD ALLAD GROUFS MAPPED TO

ADdomain ALUTH ROL IEMBERS
commliers as

the LDOPsarier

hut herticationeroup

Unis phere Role

Authoris ation is

User mappedfAuthoris ed to mapped towhat

StorageAdmin role symauth role is
: mappedtothe
Symmetrix AD group mapped/Authoris ed to us er/ADeroup

e StorageAdmin role fwia symauth)

mmetrix N :
P AD group mapped/Authorised to

Symmetrix _ use Perfi¥lon role
Symmetrix AD group mappedfuthoris ed to

\ us e SecAdmin role
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5.2 Authentication: Setting Up Centralized AD over LDAP

It is acknowledged that existing deployments will likely be leveraging Windows AD for
authentication — Please refer to appendix F for details of how to convert an existing deployment
to LDAP authentication.

Prerequisites:
¢ A Windows AD group will need to be set up to restrict access to U4V application to only
the members of the AD groups that will be nested within it.
o The Nested groups will be the ones that have been mapped to symauth roles
(Section 5.2).

¢ A Functional ID/service account will need to be set up to carry out the user look up for
authentication queries controlling access to Unisphere for VMAX.
o The default U4V ‘smc’ account has been given admin role on the arrays via symauth

FID/Service account and active directory groups can be requested and membership edited via
Citi Marketplace (search for Active Directory), or an existing FID could be leveraged.
e.g. DCNM/HPNA

Process:
To set up the Authentication:
e Access Unisphere for VMAX via URL https://<UnisphereforVmax-server-name>:8443
Login into U4V with the initial default ‘smc’ account.

e Select ‘Administration’ = ‘Security’ = ‘Authentication’ which will display a summary of
the current configuration.

e Select Edit and the Authentication Wizard will launch.

e Select LDAP-SSL

Configure Authentication

1 Authentication Authority

Select one or more to use with login:
[v] Local Directory
[v] LDAP-SSL

[] Windows OS/AD

Next > Cancel Help

1. Click Next
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2. LDAP-SSL configuration window will open Input details pertaining to your
deployment/environment

benﬁgyre Authentication X
2 Configure LDAP-SSL

# LDAP Bind

# Server (IP or Hostname) Domain Controller

% Port 3269

s Administrator Bind DN CN=example,OU=example,OU=example, DC=example,DC=&

4 Bind Password

# LDAP Users
‘ + User Search Path DC=nsrootdev,DC=net
l # User Object Class user
I
| # User ID Attribute sAMAccountName

| % LDAP Groups

# Group Search Path nple,OU=example,DC=example,DC=n
i # Group Object Class group
| % Group Name Attribute cn

# Group Member Attribute member

<< Hide Advanced
[v] Limit authentication to members of LDAP group(s):

Group Name(s) Container group for U4V authentication

< Back Next = Finish Cancel ‘ \ Help

3. Click Next once complete

Please see the table below providing further reference of the input details or contact the author if
you have any queries.
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Configuration Item

Description

Citi entry

IP address or hostname

AD Domain

Server of the server to use for XXXXXX.nsroot.net
authentication Example: eur.nsroot.net
Port number of the
Port LDAP/S service 3269

(Global Catalogue)

Administration Bind
DN

Distinguished Name of
the service account
used to perform
operations, such as
searching users and
groups

Request this information from AD operations if this is not known.

CN="FID
sAMAccountName”, OU="XXX",0U="YYY” DC="2ZZ",DC=nsrootdev,DC=net

Example:
CN=srv_emc_unisphere,OU=Svc_Accts,OU=StorageEng,DC=namdev,DC=n
srootdev,DC=net

OR

sAMAccountName@domain

Example

Srv_account@xxxxxx.nsroot.net
srv_emc_unisphere,@namdev.nsrootdev.net

Bind Password

Password of the service
account

Password that has been set for service account

User Search Path

Distinguished name of
the node at which to
begin user searches

DC=nsrootdev,DC=net

Object class identifying

User Object Class users in the LDAP User
hierarchy
Attribute identifying the
User ID Attribute user login ID within the sAMAccountName

user object

Group Search Path

Distinguished name of
the node at which to
begin group searches

OU=XXXX,0U=YYYY, DC=nsrootdev,DC=net

Example: OU=Svc_Accts,OU=StorageEng, DC=nsrootdev,DC=net

Object class identifying

Group Object Path groups in the LDAP Group
hierarchy
Group Name Attribute identifying the
. Cn
Attribute group name
Attribute indicating
Group Member group membership for a Member

Attribute

user within the group
object

Limit Authentication
to members of
LDAP group

Specifies to limit
authentication to only
members of a specified

group

This is the AD group created for containing the nested groups NOT the
groups mapped to symauth rules

e.g. per_univmax_authentication

CSBE-12025-SG

©Citi Inc. 2014, All Rights Reserved.
Unisphere for VMAX 1.57

Page 37 of 115



mailto:srv_account@xxxxxx.nsroot.net

If any settings are incorrect you will get an error banner, click close and you will return to the
previous configuration page

LDAP-SSL Yalidation Error

i" Invalid LDAP credentials

If all settings are entered correctly a summary will be displayed

Configure Authentication x

3 Summary

The following authentication authaorities will be enabled:
Local Directory
LDAP-55L
LDAP-S5L Configuration:
Server: namdev.nsrootdev.net Port: 3269
Bind DN:
CM=srv_emc_unisphere,0U=5vc_Accts, OU=5torageEng,DC=namdev,DC=nsrootdev, DC=net
User Search Path: DC=nsrootdev, DC=net
User Object Class: user
User 1D Attribute: sAMAccountName
Group Search Path: OU=Dept_Grps,OU=5torageEng, DC=namdev,DC=nsrooctdey, D C=net
Group Object Class: group
Group Name Attribute: cn
Group Member Attribute: member
LDAP-55L Configuration {Advanced)
Limit authentication to members of LDAP group(s): per_csbe_univmax_authentication

Next = Finish || Cancel || Help

4. Click Finish

Confirmation box will appear — click close

Configure Authentication

. Successfully updated authentication
l configuration.

Close
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The Authentication Summary will update once you apply the change:

LDAP Details

Server namdev.nsrootdev.net

Bind DN CM=srv_emc_unisphere,0U=5vc_Accts, OU=5torageEng,DC=namdev,DC=nsroctdev,DC=net
Part 3269

User Search Path DC=nsrootdev ,DC=net

User Object Class user

User ID Attribute sAMAccountMame

Group Search Path OU=Dept_Grps,0U=5torageEng, DC=namdev,DC=nsrootdev,DC=net
Group Object Class group

Group Name Attribute cn

Group Member Attribute member

Limit Authentication to Groupis) per_csbe_univmax_authentication

VMAX. You have been warned.

For initial setup, Local Directory should be left enabled as a temporary measure until setup is
complete. Remove “Local directory” only when there is a user set as “Administrator” or
“SecurityAdmin” in symauth and the user has confirmed authentication access via LDAP.

If you disable Local access prematurely, you may lock yourself out of Unisphere for

5.3 Authorization: Restricting Activity Using Unisphere for VMAX

Unisphere for VMAX users gain access to a Symmetrix systems based on the SYMAUTH roles

they or their AD group are mapped to.

An example of how to set up the group based mapping is provided in section 5.

The following tables derived from Citi testing show what you can do in U4V on a given array

depending on your symauth role.

In reality most SAN operations team members will already be assigned to the ‘StorageAdmin’ role
in order to carry out day to day CLI manipulation. The ‘Administrator’ role should not be assigned

for providing rights for standard storage administration activities.

SYMAUTH roles
Monitor Secur_|ty StorageAdmin | Admin | PerfMonitor
Admin
Can access Unisphere for
VMAX Administration menu? No ves ves ves No
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Can Edit Security Options No Yes No Yes No
Can start data collections? Yes Yes Yes Yes Yes
Can manage Symm systems? No No Yes Yes No

Can view Symm systems

configuration? Yes Yes Yes Yes Yes

Note: It is possible to assign more than one role to a user (directly or indirectly via AD Group
membership) in U4V and the combined privilege will be granted to the user.

5.3.1 Symauth viewed via Unisphere for VMAX

All configured symauth rules for all arrays visible to U4V can be viewed via Administration -
Security = Authorization Rules

This provides a consolidated equivalent of symauth — sid XXX list —users —v output

EMC Unisphere for VMAX via.1e .: 2

g Performance @ Suppoct

AN Spommmtiie > Wi Al atien Sacimity >

Authorzation Rules

Type Hame e Aitharity Aumertication Doman Symmeis Roe
[T ger_cabw_wymm_teat COOLUOD28L  PeriMonitoe
r G per_cabse_unspharesmax_adsirs LoArSs namder.niroctdev. net
Y G per_cabe_umisptharesmas_adming Wirdows AD NANDEY. nsroctd we. net
WOLDIODIRE]  Stormgeidmn

g0 Swngesdmn

WOLSF700624  StormgeAdmn
Y G por_cxte_umprhanewimas_users Windows AD NAMDEY. nsroctd we. net
WOL9260a251 Perthonito
FertWonitie
FertWonito
* O per_cabe_unspheresiiias_users LDAPSSL namder. nsrotdes net
* Guo ooy _csbe_univmpe_tesdt LOAR-SSL NOMd ey NSIotd ey net
* G per_cshe _unamas_tesl| Windows AD RANDEV. nsrootdey net
G per_gilse SE_symauth_test Wisdines AD NAMDEV narotdev, net Admin
Oreue per_guise SE_symasuth_test Wisdiws AD WOLA2604251  Srragesdin

/

Tip: If you need a report on all users/groups and the roles they have use the export button at the
top of the page to export the all the data as a CSV.

5.4 User Access to Unisphere for VMAX

U4V is not limited to only being accessible via the window management workstation it resides on.
Users do not need to RDP to a specific server before launching a browser on the server and
logging on or have need to have access to the server.

Users will continue to access U4V from their desktop web browser after set up is complete

Access Unisphere for VMAX via URL
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https://<UnisphereforVmax-server—-name>:8443

5. Enter JUST your SOE ID & Password
6. Click Login

Version V1.6.1.6

EMC Unisphere for VMAX

User soeid_ONLY

Password

this log on message should persist through
the upgrade

‘ Login H Help ’

5.5 Login message

The login message should be configured via Administration - Preferences.
In the Client Session dialogue box enter the appropriate message and select apply (Message
shown is an example)

— Client Session

Your use of this System indicates your understanding of this
Motice, your commitment to all applicable laws and Citi Policies,
and your consent to Citi's monitoring of your systemn activity.

Login Message (Max 240 chars/6 lines)

| Apply || Cancel |

Message is reflected at the log on window
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EMC

EMCUn' i’sphere for VMAX

J Uses
r Password
Your of ths &
(x4} and CX
‘k mantoring of your system activity.

Help

5.6 Limiting/Filtering array discovery in U4V

As highlighted in earlier sections, U4V scalability is poor - limited to a maximum of 80,000
devices — Within larger estates a SYMAPI server may well see 20+ arrays.

By default U4V will discover whatever the SYMAPI server has discovered, which includes local
and remote arrays, and is not limited to only arrays the arrays that are registered in U4V for
collection.

In some of the larger regional data centers, there have previously been incidents where U4V has
not collected data for the arrays registered, with the cause being attributed to the U4V instances
having more than the 80000 devices visible.

— In order to stay within the device limit U4V can be configured to exclude specified arrays from
its discovery. The update requires making a change to an xml file on the U4V server, and
example is shown below

It is recommended to limit U4V to only discover/monitor/view

1. Arrays Registered for Data collection
2. Local Arrays ONLY
o Remote arrays should be excluded to eliminate un-needed traffic on RDF links

All Arrays visible on the SYMAPI server are visible on U4V instance
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L EMC Unisphere for VMAX visie .: s

/‘_\Hm 3 Performance @ Support

DOD192604261 Lacal DOOIOZ60LABN  Rosnotse DOOIOST00574 Remota
VMAX-1 5876268 17¢ UMAX-1  S876.2]9,145 VMAXSIK 5576 264 174
Sratam s fusy O Meits (0) Aerts (O
Resporas Trme &
Aty (44 o

Priyscr Cagocry IEGEG_ O Mivscal Cagacry IEG_—— Miyscal Cazacry G

e Onthe U4V server, locate and open the ejb-jar.xml file.
Note: you will require appropriate rights to carry out changes to this file.

For U4V 1.6 the file was found to be located at:

C:\Program FilesS\EMC\SMAS\jboss\standalone\deployments\domain-symm.ear\domain-
symme-ejb.ja\META-INF

G\ 'r | I - domain-symmear - domain-symmeelbidar + META-TNF - =~ |3 500 2]
Organize * ||| Views w @ opsn  w (7]
Mams =~ | 'l Eatm modifimd | 'l Typm | 'l Sizm |'|

Favaribe Links
Avarite Lin L maven 1fA0FZ014 31 AW Fils Folder
Wl cocuments || demain-symim IEEI2013 1227, PROPERTIES File 1 KB

TE| Pickures =B WEIZ014 916 AM ML Document
m- Music | mibegareml 1 backap 13002014 @31 AN BACKUR Pile FEB
[P || mib-jar,wml, hackup LANfE014 9131 AM BACKLR Fils 7ER
] fhoss FESE019 7121 AM HML Document 5 KB
Falders w | |MANIFEST MF SUEGIEOID LZIET ., MF File 1L ER
L modules =]
L smastaals

o standalone

L bin
L configur ation J

L data
L deplowinents
L COMMon-en, aar
L domaln-symm, ear
L domain-syrmee b, jar
Lo
. META-INF
L PESOUFCE
LB
. META-INF
LS el =

¢ In the gjb-jar.xml file locate the section as shown below

<!I-- Comma-separated symm-id collection -->
<env-entry>
<env-entry-name>filterSymms</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value></env-entry-value>
</env-entry>
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e Update the file to include all SYM IDs to be filtered OUT, depicted in the example
below. The example depicts one SYM IDs that will be excluded, multiple entries should
be comma separated.

<!I-- Comma-separated symm-id collection -->
<env-entry>
<env-entry-name>filterSymms</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>000192601380</env-entry-value>
</env-entry>

e Save the changes, Close the file
e Stop & start the SMAS services
Specified array should then no longer be visible to U4V.

EMC Unisphere for VMAX vi6.16

3 verformance @ Support

>t

000192604261 Local
VMAX-1  5876,268.174

System W Buyy @

000195700524 Remote

VMNAX4OK S5B76.268.174

Alerts (3

>
- |
L
W o
c

Fhysical Copacity (G Fhyysical Cspacty G O

An RPQ was submitted by Peter Kemp (EMEA TC) to support the use of this exclusion
workaround — This was rejected however EMC have advised they will support Citi — If any
support issues are raised by the use of this exclusion, please inform the author of this document.
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5.7 Setting Up Data Collection

The Performance component of Unisphere for VMAX only collects performance data after you
register your Symmetrix systems. Note that ONLY local Symmetrix systems can be registered
for Performance data collection.

Ensure that you have completed configuration of symauth to give the right privileges to set up
data collection — see Section SYMAUTH) before attempting to set up data collection.

Login into Unisphere for VMAX using an AD account/Group with symauth roles ‘PerfMonitor’ or
‘StorageAdmin’ assigned on the Symmetrix array from which data is to be collected.

Once logged in, follow the below to register a Symmetrix system for performance data collection:

e Select the Symmetrix system

e Click ‘Performance’ -> ‘Settings’ > ‘Systems Registrations’ to open the Systems
Registrations view.

¢ Click Register to open the Register dialog box. The Symmetrix ID automatically populates
the Select Symmetrix list.

e Select both the type of performance data to collect, ‘Real Time’ and ‘Diagnostic’.

e Set Diagnostic Interval to 10 Minutes (Minimum)

e Click OK.

View the system registrations by selecting ‘Performance’ - ‘Settings’ - ‘System Registrations’.
Click on the ‘View Details’ button from bottom left panel to view further details or make changes
(e.g enable/disable Real time collections) to the system registrations on the Symmetrix array.

All Symmetrix > Performance > Settings > System Registrations >
Details : System Registration : 000192604261

Properties

Symmetrix 1D 000192604261

Real Time v
Diagnostic o
Collection Recovery (Hours) 48 W
Diagnostic Interval (Minutes)

Server IP 10.40.52.45

SE Server [P 10.40.42.122

Go to ‘Performance’ - ‘Analyze’ and look at the 3 tabs to confirm if data is being collected. Real
Time data will be available immediately, but trend information will not be available for a couple of
hours as at least two data points are needed for trending.
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5.8 Web Server Certificates

When you first try to connect to the Unisphere for VMAX via web browser the error message for
security certificate as shown below:

& Cotvain v Neroten Bhded T

As a workaround you can click ‘Continue to this Website’ to access Unisphere.

During CIVA testing it was advised it is required to apply a valid CA-signed digital certificate
instead of using the self-signed certificate from U4V — Subsequent testing found the vendor
process for replacing the certificate was not compatible with Citi’s requirements, therefore the
following process has been written and validated by EMC — but is currently subject to RPQ
evaluation — please contact the author before implementing.

High level steps on how to replace the certificate for U4V are:

Request certificate from CA/DCS

Create a new keystore and generate certificate request

Retrieve Server and CA certificate

Import CA certificate into the U4V server as keystore default trust chain
Import CA-signed certificate into the U4V server keystore

arwbdpE

Detailed steps are described as below:
Step 1: Request certificate from CA and Digital Certificate Service (DCS)

Submit request from Citi Market Place (CMP) by searching for ‘Entrust Device 50036_1219’
Complete the questionnaire (example below excludes some admin related questions):

What action do you require?
o New
From which certificate Authority do require the certificate?
o <Dev/QA/UAT or Production>
What type of certificate do you require?
o <Web Server SSL>
Provide a description of Device, hardware or Application
o Enter as appropriate — e.g Unisphere for VMAX - Performance and Monitoring Web
GUI for EMC Storage arrays
Provide a DNS Name (FQDN).

CSBE-12025-SG ©Citi Inc. 2014, All Rights Reserved. Page 46 of 115
Unisphere for VMAX 1.57



o <Type in the host name that will be displayed in the certificate>
e |P address

o U4V Server IP address
e CSIID

o <Unisphere for VMAX CSI ID>

Also refer to: GIDA - How to quide - Request Certificates

NOTE: If required, certificate revocation can also be requested via marketplace — search against
‘ENTRUST REVOKE’ Also refer to GIDA - How to Guide - Revoke Certificate

Once request approved and completed, a reference humber and authorization code will be
provided.

Step 2: Create the Keystore & CSR

In order to request CA for digital certificate, it is required to generate a certificate request file from
U4V server.

However - The CSR file that the keytool will generate by default, will not meet the Citi
requirement for the CN to match the reference number supplied on fulfillment of the CMP
request.

Therefore you need to generate a new keystore, and change the CN details to match the
supplied reference number.

The easiest was to achieve this is using the wizard https://www.digicert.com/easy-csr/keytool.htm

e Organization, Department, City, State, Country and Key Size will be as shown below
e Common name field will be the reference number provided on completion of the
Entrust CMP

Java KeytO'Ol CSR Wizard The fastest way to create your CSR for Tomcat (or any platform using Keytool)

Fill in the details, click Generate, then paste your customized Keytool CSR command into your terminal.

Certificate Details Information

Common Name: 58818196 Now just copy and paste this command into a
terminal session on your server. Your CSR will
be written to 58818196.csr.

Organization: | EMC

Department: SEM

e keytool -genkey -alias server kevalg -~
SR HOPKINTON RS —ke\,rsizg 2048 -keystore
State [ Province:  Massachusetts v 58818106,k -

dnarme "CN=58818196,0L=5EM,
Q=EMC, L=HOPKIMTOM,

m

Country: | USA h ST=Massachusetts, C=US" && keytool -
. certreq -alias server -file 58312196, Car -
Key Size: 2048 (recommended) e keystore 58818196, jks && echo Your
certificate signing request is in
Generate SEE18196.csr. Your keystore file is 8
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https://globalconsumer.collaborationtools.consumer.citigroup.net/sites/isahelp/encryption/Documents/Guides/How%20to%20submit%20Entrust%20Device%20Certificate%20Requests.docx
https://globalconsumer.collaborationtools.consumer.citigroup.net/sites/isahelp/encryption/Documents/Guides/How%20to%20submit%20Entrust%20Revoke%20Certificate%20Requests.docx
https://www.digicert.com/easy-csr/keytool.htm

This wizard does provide all the required commands combined to create the keystore with the CN
based on the reference number and then generate the appropriate csr - but to break this down:

cd <InstallDirectory>\SMAS\jboss\standalone\configuration\

¢ Run the following command to create the new keystore
e When prompted input a password of your choice, and confirm again
e Where requested to Enter Key Password hit return

<InstallDirectory>\SMAS\jboss\standalone\configuration>"<InstallDirectory>\
\EMC\SMAS\Jjre\bin\keytool.exe" -genkey -alias server -keyalg RSA -
keysize 2048 -keystore 58818196.jks -dname "CN=58818196, OU=SEM, O=EMC,
L=HOPKINTON, ST=Massachusetts, C=US"

Enter keystore password:
Re-enter new password:
Enter key password for <server>
(RETURN if same as keystore password) :

¢ Run the following command to create the CSR file
¢ When prompted input keystore password previously chosen

<InstallDirectory>\EMC\SMAS\Jjboss\standalone\configuration>"<InstallDirecto
ry>\EMC\SMAS\jre\bin\keytool.exe" -certreq -alias server -file
58818196.csr —-keystore 58818196. jks

Enter keystore password:

e Confirm if the certificate request file is created under the directory
Step 3: Retrieve CA signed certificates from Digital Certificate Service (DCS)
There are two certificates you need to retrieve:

1. Signed Webserver certificate
2. CA Certificate

Browse to DCS webpage to request for certificate. DCS URL as below:

e PRD: https://digitalcertificate?.citigroup.com
e UAT: https://digitalcertificate 7uat.citigroup.com

Generate signed webserver certificate

Click on ‘Create Web Server Certificate from PKCS#10 Request’ to continue.

Enter the reference number and authorization code provided on completion of CMP request from
Step 1

Leave Options as default

Paste CSR detail into the window

e.g.
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https://digitalcertificate7.citigroup.com/
https://digitalcertificate7uat.citigroup.com/

Submit request & Certificate will be generated. Save to file

CA certificate
Retrieve CA certificate from DCS webpage > ‘Install or Save to File’

Move both certificates to the U4V server
Step 3: Import CA certificate
It is required to import CA certificate into keystore to serve as the root for the trust chain.

o Go to the directory in U4V server from command prompt:

‘cd <InstallDirectory>\SMAS\jboss\standalone\configuration\

¢ Run the following command to import the CA certificate as trusted chain:

<install directory>\emc\smas\jre\bin\keytool —-import -alias root -
file <CA certificate location\filename> -keystore <Keystore created
in step2> -trustcacerts

¢ When prompted, enter the keystore password previously created (step 2).
Step 4: Import the CA-signed certificate

o From the U4V server, stop the SMAS service

lC:\>net stop “EMC Symmetrix Management Application Server”

¢ Run the following command on the command prompt:

<install directory>\jre\bin\keytool -import -alias server -file
<certificate location\filename> -keystore <Keystore created in
step2> -trustcacerts

o When prompted, enter the keystore password previously created (stepl).
Step 5: Update configuration file to utilize keystore and certificates
Final step will be to update the standalone-full file to reflect the new keystore and password

e Goto the sMaAS\jboss\standalone\configuration\ directory on the U4V server using
Windows Explorer.

o Select the Standalone-full xml file, and open with wordpad

e Search for ‘key-alias’ and change this to ‘server’
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o On the same line update the password field with the password selected during step 2

e In the line under the key-alias and password entries update the file name at the end of
certificate-key-file.

For example:

Before:

socket-binding="https" secure="true">
<ssl key-alias="tomcat" password="hostname@Keystore-2"
certificate-key-file="${jboss.server.config.dir}/keystore"

After:

socket-binding="https" secure="true">
<ssl key-alias="server" password="Password"
certificate-key-file="${jboss.server.config.dir}/58818196.jks"

e Move (or delete) the standalone-full_xml_history folder, and any standalone-
full.xml.backup files.

e Start the SMAS service

‘C:\>net start “EMC Symmetrix Management Application Server”

¢ On next attempted launch, you can install the Citi/CA signed certificate

Cestificate s

Genersl | Decals | Certficason Path

fi Certificate Information

This certificate is intended for the fallowing purpose(s):
¢ Ersures T idantty of a remote computer

Issued to: Cunepwndl
Issued by Coagrowp QACAL

Vald from 18/ 02/ 2014 to 18/ 0/ 2016

|trostt Cortifcae... |

Lesrn more sbout rificate

RPQ: S1292588 was raised by Peter Kemp (EMEA TC) and approval was provided 14 March
2014 to utilize the above process
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5.9 Backup Unisphere Database

Unisphere for VMAX performance database should be backed up regularly to protect against
accidental corruption. On Symmetrix arrays with many devices, the disk space required
eventually may be high.

To backup U4V performance database,

The

Select Performance - Settings - Databases to open the Databases view.
Select a database from the list and click ‘Backup’ to open the Database Backup wizard.
Select the Symmetrix system.

Enter a backup File Name. The file name will be started with Symmetrix system ID and
timestamp of backup taken follow by the file name as defined here. For example:

o 000192604261_201212060237_unispherev1.5.0.3_SPABackup.dat”
T T

Optional: Select any of the following Data to Save:
o Historical’
o *Last day of Diagnostics ®
o *Named Real Time Traces

Set the “Execution Time”:
o If ‘Now’— Click Finish.
o If selecting ‘Schedule’ - Click ‘Next’. Select the ‘Start Date and time’. Select ‘Yes’
to configure for recurring database backup and select the day to run on weekly
basis.

pr———

Click Finish.

backup  will be  written to the directory  <lInstallDirectory>\Program

Files\EMC\SMAS\backup\SPA

" “Historical” is always selected and cannot be unselected
® The two * options are not recommended for recurring backups
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5.10Remove authorization via local directory
Once setup has been completed and tested, local directory account assess must be disabled.

Users with appropriate Administrator (temporary) or SecurityAdmin rights will need to login into
u4v.

Select ‘Administration’ from the right bottom common tasks panel and select ‘Authentication
Unselect ‘Local Directory’ from the list

Coanfigurs Authentication

1 Authentication Authority

Golect ane or more to use with login:
Local Directory
LDaP-a51

| Windows Os/aAD

Bhow Advanced

Mext = Cancel Halp

Note: During testing with U4V 1.6.1.6 & SE 7.6.1 it was found that although Local Authentication
had been disabled AND the SMC account deleted failed authorization attempts were being
logged on the symapi server (/var/symapi/log/symapi.log) every 10 minutes.

This was investigated by EMC who advised there is a code defect in the client/server setup for
U4V/Solutions Enabler. There is actually no attempt to login and the messages in the api log
were spurious. (Reference SR 59355276).

The only way the ‘spurious’ logs could be suppressed was by adding a symauth rule for SMC,
with the minimum roles.
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5.11Operational Observations
5.11.1 Using Unisphere for VMAX at large sites

At large sites, where the remote SE server can see many local and remote Symmetrix, it was
found that the SMC product could hang. Increasing the Java heap site was been found to
alleviate this issue (experienced by Citi operation team). This can be achieved by editing the file

C:\Program Files\EMC\SMAS\jboss\bin\run.bat and change the line
set JAVA_OPTS=%JAVA OPTS% -Xms1024m -Xmx2560m

to
set JAVA_OPTS=%JAVA_OPTS% -Xms1024m —Xmx5120m

If encountered with U4V - Before implementing, it is essential a support case is raised with EMC
and involve in CSBE. So this can be acknowledged and tracked for product enhancement based
on the impact and occurrence.

5.11.2 Add Trusted Sites

If there is any problem when launching the Unisphere for VMAX on Internet Explorer, you may
also have to add the U4V URL (https://<UnisphereforVmax-server-name>:8443) into trusted sites
in the Internet Explorer Security options:

e From Internet Explorer, click ‘Tools’ = ‘Internet Options’ - ‘Security’ tab

o Click ‘Trusted Sites’ > ‘Sites’ to add new site

o Enter the Unisphere for VMAX URL and click ‘Add’ button and close it to complete
¢ Refresh the page and the Unisphere for VMAX should appear correctly

5.11.3 Optimize Remote Connection

Once logged into the system, Unisphere for VMAX connection can be optimized (for example,
animations are removed) for remotely connect users — Although feedback from Citi Operations
indicate this feature provide limited benefit.

Click on ‘Settings’ on right top title bar and open the ‘Preference Settings’ dialog box. Select the
option ‘Optimize for Remote Connection’ for better connection over low bandwidth situation.

Preference Settings

Display Language: US English ¥
Logging Level: Warning ¥

Optimize for Remote Connection: [v|
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6 Using Unisphere for VMAX

6.1 Introduction

Unisphere for VMAX has many functions. These are described in the Unisphere for VMAX on-line
help system (launch by click on ‘Help’ button from ‘Support’ section within U4V) and no attempt is
made here to duplicate that documentation.

The following is a selection of certain displays and functions which are considered to be
particularly useful. However, the user is encouraged to explore U4V, read the help, and find
which displays they find most useful.

The CATE FAST VP Directives and Best Practice document will also have a section for
suggestions on how to use Unisphere for VMAX with FAST VP and that material is not repeated
here.

Each Unisphere for VMAX view is considered briefly in turn in each sub-section, but in summary
the views are:

Section Function

View dashboard charts showing each system's usage.
e View graphic representations of how the well the Symmetrix systems
are performing.
¢ View and manage Administration Settings (lower right icon):
View and manage alert settings.
¢ View and manage authentication options (local directory,
Windows OS/AD, LDAP-SSL).
¢ View and manage system preferences.
¢ View and manage user authorizations.
e View and manage link and launch client registrations.

Home

View system dashboards

Display a list of active jobs

Display a list of alerts

View the selected Symmetrix system's attributes

View and manage the visible Symmetrix systems' licenses

System

View and manage storage groups (create, edit, delete, expand)
View and manage the FAST™ controller policies

View and manage storage tiers

View and manage thin pools

View and manage storage volumes

View and manage storage templates

View external storage

View and manage disk groups

View and manage initiators

View and manage masking views

View and manage initiator groups (rename alias, set attributes, set

Storage

Hosts
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flags, replace initiator)

Monitor and manage Symmetrix system migration sessions

Monitor and manage RecoverPoint™ sessions

Monitor and manage Symmetrix system dashboards (charts/graphs,

heat maps, predefined for FAST)

Perform trend analysis for future capacity planning

o Analyze Symmetrix system data for diagnostic troubleshooting

e Create charts for historical, diagnostic, and realtime Symmetrix system
data

e Manage policies for data collection and polling.

Performance | e Customize the performance metrics to your requirements
Set thresholds and alert notifications for Symmetrix system
components

¢ Maintain and schedule captures of a specified time period of real time
data

e Create, schedule, execute, and export data queries
Configure the performance database and perform backups and
restores

Support e View online help for Unisphere for VMAX

e View a list of host aliases on the storage system

¢ View and manage port groups

¢ View and manage local replication (create sessions, activate, recreate)
Data ¢ Monitor and manage replication pools
Protection : Create and view device groups and consistency groups

[}

[}

Each view type is available near the top of the Unisphere for VMAX window with drop-down
menu for quick access.

EMC Unisphere for VMAX V1516

system [ Stocage N Hoste | Performance | @ Suppon

Moritor

000192604201 Locol 000192601380 Remaote Analyze
WMAX-t  S9TR 25146 VMAR-) 5876229145
Aystern W Dosy - Anrta (O . sﬁ“h'ﬁ
Nespotes Tene <
Akt (52 <
Fhysical Capacey NN Prrywical Capecey UREEEE_—. Payucsl Cazacty N ©
3 (- gon—
Aty new (£7) User:  Linamoev nstetdey ret\Caib2IN e A0mn LASt Upitatend: Moy DL/ 2002056 126542 P GMT ¢ (08
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6.2 Home View - System RAG status

On the home screen each array discovered and registered for data collection will display a Red,
Amber, Green status indicator for % Busy & Response time for a quick view — the status will
change according to preset thresholds. (Although preset these can be edited).

000192604261 Local

VMAX-1 5876.251.161

System % Busy &

Response Time

Alerts (28) o

Physical Capacity [EEG—_——

6.3 Symmetrix Performance Status

By clicking either System % Busy or Response Time, you can havigate from the RAG status to a
Performance status report of the selected array — this provides a high-level end to end overview
of the array’s performance. For each component area it displays a Red, Amber, Green status
indicator based on preset threshold. (Although preset these can be edited).

¥
Symmetrix Performance Status Feb 10, 2014 12:00 PM - Feb 10, 2014 4:00 PM 77 [0
e )
? »
Category % Busy Distribution Links Category = Bucy Distribution Links
Ferformance Alerts {TT) 4 FE Directors (8) 0.2 SE— v -':1
SG Response Time (1) L= ¥ E‘,] FE Ports 0 S—
Cache Partitions (1) 0.1 ™ m BE Directors (OA) (16) 51 - ! n :
BE (DA) Ports 04
Disk Groups
10 - DISK_GROUP_010 (32) 33— ™ E RDF Directors (8) L C— - Q
11 - DISK_GROUP_011 (32) 0.5 S I E] RDF Ports 0 S
12 - DISK_GROUP_012 (96) 39— = Bl
13 - DISK_GROUP_013 (54) 2.4 4 E

From here, component level reports can be accessed using the navigation buttons or you
=

can navigate to the Analyze view for the selected component.
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6.4 System Dashboard

Single pane providing high level system overview and click to detailed information metrics and
access health and maintenance features.

EMC Unisphere for VMAX v1.61.6
() Home ) Storage “% Hosts 7 Data Protection 3 Performance @ Support

000192604281 >  Sywtermn > Dusdibwand

Capacity
Physicst Capacty P ——
Virtual Capacity R 0

b Thin Podla

smas_pool L JETEN
000152604261 View Details
glab261_11 I
Model: VMAX-1
lab261,_12 TEE—— s
Enginuity: 5876.251,161 v 18 %
-
Connection: Local 4lab261_10 e
J s
Cache Size: 120320 MB glab261 13 In

Health and Maintenance @

(.,
|
&5y Front End Directors () Mers @17 o 425 @un Vo
Recent Alerts

<7 Back End Diroctors (16)
Sev Type Desoptico &
&gy ROF Dwrectors(8)

y v ARRAY Data Pool utlization is now BO percent. - Object is: 000192604261 :small_pool

&y External Diroctors (0) o ARRAY  Data Pool utilization s now BS percent, - Object is: 000192604 261 :small_pool

| € ARRAY _ Data Fool uthization is now 85 percent, - Obect 51 2 | 4
wm Dyramic Cache Partitions (1) I’ 4 - o .

[«1

6.4.1 System feature - Symaudit log via Unisphere for VMAX
Symmetrix Audit log can now be viewed from U4V.
Select the desired array then navigate to System - Audit Log, and the last 512 log entries will be

displayed.
EMC Unisphere for VMAX vi61s

) Home ) Storage ™ Hosts 9) Dala Protection 3 Performance @ Support

DO019ID04261 > System > Asdit Lay

Audit Log Yo
Necord Date la o v \ Host Muncticn Class Action Code OS5 Name Actraty LS
SHSD44  Tum 02/04/2014 10:32:33 AM GMT+0000  UNIVMAX Liamdevmiroctde..  gdsese0l  Security Hernove LINUX SE6M5EAH
S85945 Tue 02/04/2014 10:32:54 AM GMT<0000  UNIVMAX Linamdev, nsroctde. . gdsese(l  Secunty Rermove LINUX SE6f5060
SBS946 Tue 02/04/2014 10:33:49 AM GNT«0000  UNTVMAX Linamdev.naroctde. . Qusesall  Security Asd LINUX SE9a8dedl
585047  Tuw 02/04/2014 10:33:50 AM GNT+0000  UNIVMAX Linamdev.nsroctde...  gdsese0l  Security Agd LINUX SE9dBdey
Tue 02/04/2014 10:38:01 AM GMT+0000 SYMAUTH Hogasesel] \owh 238 Qusesel]l  Security LINUX
SHS949  Tue 02/04/2014 10:36:01 AM GMT40000  SYMAUTH H:gosese01\ewsA238  gdsesell  Security Remove LINUX SEMHTOS
SASO50  Tue 02/04/2014 05:30:27 PM GMT+0000  SYMACCESS  H:hk102604261\SY.., HK192.. DevMask BegnBackup  WINNT SEA3BbaT
SBSOS1T  Tue 02/04/2014 05:39:27 PH GMT+0000  SYMACCESS  H:hk192604261\SY.. HK192.. OevMask EndBackup WinNT SEa3BbaT:
SESP52  Wed 02/05/2014 04:59:26 AM GMT40000  Volumelogix Symm,.,  Secunty SysCalls Enginuty
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Select the desired entry and click on the View Details button

EMC Unisphere for VMAX Vv1.6.1.6

n Home

~ Properties

Record Number
Text

Time
Application ID
Username
Function Class
Action Code
Host

Records in Seq
Offset in Seq
Vendor ID
Application Version
API Library

API Version

OS Name

OS Revision
Client Host
Activity ID
Process ID

Task ID

n‘ CGEC M F§ Storage " Hosts i) Data Protection § Performance
000192604261 > System > Auditlog > 585943
Details : Audit Log Record : 585948
585948

Starting a User Authorization operation to delete role for user D:NAMDEV\cw68238
Tue 02/04/2014 10:38:01 AM GMT+0000
SYMAUTH

H:gdsese01\cw68238

Security

Remove

gdsese01

1

1

EMC Corp

7.6.1.0

SEK

V7.6.1.0 (Edit Level: 1755)

LINUX

2.6.18-164

SEf90c705425
26462
1

By default U4V will display the last 512 entries — however Symaudit information can be viewed for
any Date range, Function, Action Activity ID, Host, Vendor ID, Application ID, user name and/or

device range by using the filter

Q00182804281 > Sywtwm > Rudit L ng
Audit Log
Record Date ia
670594 Fri 05/25/2012 11:49:14 AM GMT+0100
67095 Fri 05/25/2012 11:45:14 AM GMT+0100

Application username Host Function Class Action Code 0S Name
UNIVWMAX D:NANDEV o J8S1., gdseseil Lecurity Rermowe LINUX
UNIVMAX D:NANDEV ol 3851, gdsesell Secunty RKemove LINUX

CSBE-12025-SG

©Citi Inc. 2014, All Rights Reserved.

Page 58 of 115
Unisphere for VMAX 1.57




6.4.2 System Feature - Health Check

Runs a variety of checks against system components — recommended before/after maintenance,
upgrades

Health check performs the following tests:

e Vault State Test — Verifies the ability of the system to save data in case of a power
failure.
Spare Drive Test — Verifies that spare drives are available in case of a drive failure.
Memory Test — Verifies that the memory is reporting no errors or disabled banks.
Locks Test — Verifies that there are no software locks present.
Emulations Test — Verifies that all directors are loaded with the same Enginuity release
as that on the service processor.
RDF Test — Verifies that all SRDF links are online.
Environmental Test — Verifies that internal environmental components (power supplies,
fans, batteries, etc.) are reporting no errors.
o Battery Test — Verifies that the most-recent battery test reported no errors.
General Tests — Checks for any abnormal conditions in the following areas: volume
status, director status, hung upgrade, code table integrity, directors running same code.

System > Health and Maintenance - Health Check - Run

EMC Unisphere for VMAX V1616 EMC Unisphere for VMAX vi&tre

| JETCCUM §) Storage 1 Hosts | Home B BETTLM Y Storage

OOAISZH04261 > Systwm > Mealth wmd Mantenance > 00192604261 > Syeteen > Hoalth asdd Maintenance >

Health Check Health Check

Time of Last Run  Tue Nov 26 17:10:45 GMT+0000 2013 Vimse of Lust Run: Hen Jen 20 33:34:40 GMT+0000 2014

Status (¥ Status [
Results
Resues Name Rusidt Narne Result
t State Test :
Vault State Test o Vaut ate Tey )
Spa wes Tes! X
Soarm Drives Test [¥) Spare Drives t 'V
Memory Test
Memaory Test v —
Locks Test
Locks Test < oo -
Emulations Test .4
Emulateons Test o
RDF Test L
RDF Test ()
Envircnmentals Test v
Envirnmentas Test v
Battery Tast v
Sattery Test (V)
General Test V)
General Test W)

Run

Run
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6.5 Performance Button Features

6.5.1 Monitor

From the Performance option in Unisphere for VMAX, there are buttons to navigate to ‘Monitor’
and ‘Analyze’ views.

Monitor view provides access to dashboard views for quick overall look at the storage
environment. It includes some decent pre-defined dashboards, and new dashboards can be user-
defined and organized in folders. A dashboard can contain charts and/or a Symmetrix heat map

EMNC Unisphere for VMAX vitas

The dashboards are customizable by right clicking on the dashboard items from left panel:

0001920042681 > Perfarmance >

heatmap n write pending

= User Dac 1h.nrﬁ: i:‘: .

0 0 write ceadin,
tolwrre pg New Folder ..

F 77 User Temp Creste Dashboard |,
» -} ENC Dasnl we as | emplat

B AN Aerad tde..

SAllBEg .

ﬁ'\" 0.-»«3 Capy Dashbosd ...

sAalre

| Dalete tem ,

T Al RDF|

2anTe s Settings

AN vy Giahal Settings

Ll heray About Adobe Flash Player 11 2402.265...

.

Most entries are self-explanatory. The “Edit” option can be used to edit the selected dashboard.
Each pre-defined dashboards can be adjusted and saved as a template for own dashboard.

Charts from the Analyze view that have been saved to the clipboard can be added to a
dashboard. In this way, personalized dashboards can be built. Heat maps for each Symmetrix
can also be added.
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6.5.2 Heat Maps

Array heat map dashboard is found within the Monitor view providing a color coded graphical %
utilization for Front End, Backend ports and other components depending on type of chart
chosen.

Symmetrix Array - <SID> - Performance - Monitor > EMC Defined Dashboards - Heatmap

6.5.2.1 Heat Map Type: Realtime

NOTE: Do not use the Real Time View as a standard operating practice: Real time data
should only be collected when absolutely required — e.g. live problem analysis — Also refer to
section 3.2.

— Also displays Cache % WP Used

Heatmap Jan 21, 2014 9:00 AM - Jan 21, 2014 10:00 AM T [

000192604261

|
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e fhRND
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it Mg [

IllﬂllﬂFFlﬂ-
3
&
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3
4
3
3
i

!
PHT
iatalae
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TERE
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tataal
T

OA Bhiar

Double Click Cache ‘%WP Used’ status bar to display time series chart

Meatmag Array Cachie Chant

Arcay 1 0001984201 I W T .

AN Arvoy | 000192604261 | % Cache WP

5047 SIS 05 SYAr asdaRnr

Marmgate to Anayes oK
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e Double Click specific Front End director to show % Busy

Huoatmap RDF Director Chart (o

RDF Diractor - 000192604261 : RF-10... [ }%
RDF Director - 000192604261 1 RF-10G 1 Multiple Metrics

100
80
60 ll
" hmdhqlv ‘,JqL ¥ M;{MM!’«-NM
o |
20 |
Ll ,.Jh'l' e
1(:‘:31:52 14:41:52 14:51:52 15:01:52 15:11:52 15:21:52
|v| Legend
. % Buny . 9% Busy Port 0 .% Buny Port 1

l Navigate to Analyze | | oK

¢ Double Click specific Back End directors to show % Busy

Heatmap BE Director Chart el =]

BE Director - 000192604261 : DF-10... (=1
BE Director - 000192604261 : DF-10B : Multiple Matrics

L00
B0 —
60 —

40 |

20 /| ]l | | l

"u\_,,_ - —

8]
15:28:31 15: 30016 15:32:01 153346 15:35:31 15:37:116

[+ Legend

. oo Busy

Navigate to Analyze || oK
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6.5.2.2 Heat Map Type: Diagnostic

Displays Front and Back End Utilization
— Also displays Director Port Utilization by ‘Disk Bucket’ (See 6.5.2.5)

Director Utitization Distnbutiun Post ¢

P! 000192604261 ¥
Heatmap Jan 21, 2014 6:15 AM - Jan 21, 2014 10:15 AM - =]
000192604261 - -0
B v 5 58 O3 69 1 50 0 5N

3 TR
B : , R §N T3 5% T3 N 0 e

: T
R o 1 | N !

2 S ST I I
b : 8 51 8 68 )N N E
ks T T T O
& :
0 7

. Hry RN T T o 70T B 1
& : e e e e

s | B SN T3 6N E3 EN AN AN ;
i : L v e s

: T reE

z [
B : ! | SN N N RN

T ———

B
3
4
2
5l
DRI 0RI08 DRA0CIDED_IORM DTN DRYC. OFI0_DISMAL_DREe ORAC. ORD LORW._ofe .°"‘ oEsa.
Director Ubihiration Dntnbutms Port 1
8
&
q
2
0
OF-10A OF208 OF-10C DF-100 OF-7A DF-?8 DF-2C  DE-7D  DF-SA . OF88 OFEC  OF8D OF-8A OF-S8 DF-8C  DGD
¢ Double Click specific Front End director to show % Busy per port versus % Busy for the

array

Weatmap RDF Director Chart

RUE O, | lor - 0001970043061 - Ry -0,
RDF Director - 000192604261 1 RF-8G | Multiple Metrics

1m

=,

a0

60

20

0 ¥ = = -
12:40 212:0% 312:30 12:55 13:20 1345 314:10 34:35 15:00 1524

! Legend

B weay B Wiy rorto  Booy Port 1

Navigate ta Anplyze
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e Double Click specific Back End directors to show % Busy per port versus % Busy for the

array (area chart style shown as an example)

Heatmap BE Director Chart )=

BE Director - 000192604261 : DF-7... =
BE Director - 000192604261 : DF-7D : Multiple Metrics

60 —

50

40

30

20

10

1]
11:40 12:05 12:30 12:55 13:20 13:45 14:10 14:35 15:00 15:25

Legend

B soeusy [ % BusyPorto % Busy Port 1

| Navigate to Analyze | | OK

¢ Double Click Specific Directors to show Disk Distribution/% utilization

CSBE-12025-SG

Héntmap Director Disks Chart P,

BE Director - 000192604261... =,

BE Director - 000192604261 : % Busy

ACB: 24.6

ACF1 25.7

ACA: 24~ L

Others: 24,4

ACC: 14,5

Navigate to Analyze I | OK
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=3 u.*_s
\’{:;H u:”
6.5.2.3 Heat Map Type: Historical
Displays Front and Back End Utilization
— Also displays Disk Group Utilization by ‘Disk Bucket’ (See 6.5.2.5)
& | 00192604261 ¥
Heatmap Dec 22, 2013 10:00 AM - 1an 21, 2054 10:00 AM _‘: S
000152604261 - B 21
. " [ g ~ C DN N AR ~ j
3 L G e
B : , o , ¢ N N N f )
E L % G
B : ' B Y (1 T L. R L o
2 L S S
m : ( r ( | [ f I ol ol 1 Rol:Hol) B | n | \ Y f
6 . T =11
. : [ r | " [ | -------- ) | [ | \ | [
n : B
B = 0 , B 0 N N R I e
o G L e LA
il : © N N S N f
a L Cres e au
B: : o | N R N e
TR ——

sk Groop Utikgation Distrbation

DISK_GROUP_013

DISK_GROUP_011

DISK_GROUP_010

¢ Double Click specific Front End director to show % Busy per port versus % Busy for the
array

Heatmo ADF Director Chart o

HDF Dirmctor - SUDIV26D4261 1 RV -8 a

ROF Dsrector - 000192604261 : AF 8G 1 Maltiple Metrics
100

40

s /
Fedds 1500 Fen0s 21:00 Febd5 92:00 Fen(s 00:00

(¥ Legend

B wtuy | W ooy rene % Buyy Dot 1

MNovigate o Anatyze ox
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o Double Click specific Back End directors to show % Busy per port versus % Busy for the
array (stacked line chart style shown as an example)

Heatmap 8F Director Chart =

BE Direcine - BDOLYIEDLINT { DF- 7,
BE Director - 000192604261 : DF-7A : Multiple Metrics

W

"
&4

o

Febld 16:00 FebOS 25:00 Feb0S 02:00 Feb0S07:00 Peb0s 12-00

¥l Legend

B mouwy [ womyrerto © Buwy Port 1

B Navgate ty Anayze o%

6.5.2.4 Navigate to Analyze

After double clicking to view more detail metrics on a component - by clicking the ‘Navigate to the
Analyze’ button you can review and plot further key metrics on the specific component of interest.

o Bzt Time || ) Diegeetc ,{_J ~stors ] Fub 11, 2013 12:00 AN - Feb 12, 3013 10:00 AM |
Stovage Geoup 5 Dwector B2 Derwctor (DA) BE Director [OX) EDE rectos Cache Partition sk Group Yier Virtusd Faal Ties FAST W Mooy A
10 ™y Iv 10w Mot sme M Reae'es WO W tee ]
orsa g 0 =2a a2 s 17
[ T (357 agi “n s
orsD & s 1101 asz x 52
[ 21 S L1} tma L1 “n 53
orle B oa 121 an1 . s
DFAA ] or A a3 N as
oras o4 1297 as1 8 as
Dt @ ve 194 LiN} “h AR
-
Xpi an AROL - ME Diwnchior (DAY « DF 7A 1 3 atoice - BB

4261 : B Derector (DA) : DE-7A @ 3 Mebrics

| Rovt O KOsl ene T
| Port 0 s tmec =
| Mort 1 10w/sec 2h
f Porm | s e 2 -
Bury Pt € [ t
N Busy Pt 4 =
i rn;l 1000 3 Febl) 1200 Fetil 16,00 Fobll 1300 Fabil) 220 el 0000 ;an) 0400 —.'nnd’l *
v Lagent
B woewy  J MOsivec 103/ vee
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6.5.2.5 Disk Utilization Buckets

U4V does not save individual disk statistics for historical and diagnostic views; instead it will
save some statistics on activity and capacity breakdown by ‘buckets’ of disks.

U4V creates 10 buckets for each configured disk group. The buckets are based on disk utilization
(% Busy) where each bucket summarizes (or averages) key metrics of disks that their utilization
in the last sample put them in the bucket.

- In diagnostic heatmaps, this is relevant to the ‘Director Utilization Distribution’ for the ports,
which are displayed by utilization buckets.

Note: When hovering the cursor over the director port a text summary is shown.

In the example below of the 7 disks accessed through director 7B port 0, 2 disks were utilized
between 0-10 percent during the last sample period.
Director Utilization Distribution Port 0

‘ANENE EERERE=E

DF-10A DF-10B DF-10C DF-10D DF-7A DF-7B DF-7C DF-7D DF-BA DF-8B DF-8C DF-8D DF-9A DF-SB DF-8C DF-8D

Utilization Bucket 10
DF-7B

2 (28.6%)

total: 7

Director Utilization Distribution Port 1

ENNRRENEEEEEEREER

DF-10A DF-10B DF-10C DF-10D DF-7A DF-7B DF-7C DF-7D DF-BA DF-8B DF-8C DF-8D DF-9A DF-SB DF-8C DF-8D

a8

(=R NNy}

- In Historical Heatmaps — this is relevant to the ‘Disk Group Ultilization Distribution’, which is
displayed by utilization buckets

Note: When hovering the cursor over the disk group a text summary for each bucket is shown.

In this example below 1% of disks in DISK_GROUP_012 were utilized between 11-20 percent
utilized during the last sample period.

Ok Crmup Uskcabinn Oumbrdutn

F)Wmon Bucket 20 |
1 (1%)
tokad: 959

DISX_GROUP_012

DISX_GROUP_B10

0 4 8 12 16 20 24 W 32 36 4 44 48 52 56 60 64 68 72 W 60 64 8 92 96
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You can double click into the group to display all buckets and change chart type if required.

Disk Group Disk Buckets Chart

4261 1 Disk Buckets | Avg Number of Disks

Dink Group Disk Dockats Chart

AN 1 Dk Bockete = Avg N, . 4
4261 1 Disk Buckets | Avg Number of Disks

(=10

Navigats tu Analyze (=15 Navigate to Analyze

Note, on drilling into the disk groups, the bucket names displayed in a different format than shown
on previous summaries — these granular bucket names are derived from the disk group name
and the utilization range and prefixed by ‘DG _.

e.g. In the heatmap screen shot the text summary displays ‘Utilization Bucket 20’, on drilling into
the disk group this is displayed as ‘DG_12_11_ 20’ which equates to Disk Group 12 statistics for
the ‘bucket’ of disks that on average are 11-20% utilized during the last sample period.

Bucket name Bucket Utilization Heatmap Name
Range
DG <DG> 00 10 00<=X<10 Utilization Bucket 10
DG <DG> 11 20 10<=X<20 Utilization Bucket 20
DG <DG> 21 30 20<=X <30 Utilization Bucket 30
DG <DG> 91 100 90 <= X <=100 Utilization Bucket 100

CSBE-12025-SG
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From double clicking on a disk group, you can then ‘Navigate to Analyze’, which will provide the
ability to graph additional metrics for the disk utilization buckets. (Defined in the table below)

4261 : Disk Buckets: DG_12 00 10: 4 ...

12

10 T - 50000

s | N - L 40000

] N ., — 30000

4 BN - 20000

7 _--_-"""-—-._______ N - 10000

— '—-._____ a ",

0 E— — — |

Febld 14:00 Febld 15:00 Febld 16:00 Febld 17:00

| Legend

. Writes [ sec . Awvg I0s/sec Awvg Response Time . Used EapacitE
Metric Name Description
Number of Disks Number of disks in this bucket
Total Capacity (GB) Total capacity of disks in this bucket
Used Capacity (GB) Used capacity of disks in this bucket
Avg Response Time (ms) Weighted average response time (read + writes) for

disks in this bucket
Avg Read Response Time | Average read response time
(ms)
Avg Write Response Time | Average write response time
(ms)
I0s/sec Average number of disk 10s of disks in this bucket
Reads/sec Average number of disk Reads of disks in this bucket
Writes/sec Average number of disk Writes of disks in this bucket
MBs/sec Average number of MBs read and written to disks in this
bucket

MBs Read/sec Average number of MBs read to disks in this bucket
MBs Written/sec Average number of MBs written to disks in this bucket
Avg Busy Average %Busy of disks in this bucket
Avg Queue Depth Average queue depth of disks in this bucket
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6.5.3 In-context link’s

Unisphere provides the in-context linking between an object’s detail view and the Analyze and
Monitor views:

For instance you are investigating high utilisation on a specific Front end director, from
component details view you are provided a small sample graph of two key performance indicators
(HostlO/Sec & % Busy) and if you wish to investigate further you are able to directly navigate to
the provided dashboards (within Monitor view) or you can plot the required metrics (within
Analyze view).

EMC Unisphere for VMAX visile

) Home . System n Storage ™ Hosts 7 Data Protection 9 Performance 0 Support

S08192004201 > Systann > Dashbomd > Tront tnd Dewcters (8) > 74 100
Details : Fromt End Director : FA-10E:0 ¥/

Sreperties & Related Otjects

Director [dentifies

Port 0

Type FioreCraewel (563)

Director Status Online

Port Status OoN

Mapped Voumes s

Mapped Devices (Induding Mets Membe [ ml‘) e 727014 =
Port 10 SO0000 7206429524 L

Filire Channel Loop (D NA B vousy ] tost 10w /e
VOM State Enabiad

AQX Enabied

Coenmon Setisl Number Enabiod

Hinkmie WWN Frasden

| Enatile Disable Set Port Attritntes Set ORS Cedling

Click on the ‘Navigate to Monitor’ link to bring up the EMC dashboards showing Front End
Metrics, the ‘Navigate to Details’ View will bring you back.

EMC Unisphere for VMAX vi6 1% & g = &1

N Mome systemr [ Storage = Hosts Y Data Protection “ Performance

ARRLNINRIEE - Parferiasece

? P Drecr | PA.208 ¥
§ g ey Dastboseds (1) o)
¥ £ User Templates (1) FE Director Jun 30, 2014 12:10 AM - dan 23, 2014 120 PM [
topliipmi ET T R CT TN
Sl Ml Arrarpe ¥ Avg Write Respanse Teme 3 ¥ AvQ Read Respease Teme \ O ¥ R
LAl B Diretors (DA) (my) {ma)

B Ok Groups
I FE Dvectors

K0 M1 RDF Dvwctans ! = = _— = —

vunnam. . 12700 31045 1220 12155 13:38 14105 13:3) 13700 21045 12:20 12:55 13130 14106 13990 E1:10 12345 12:20 12055 13:30 14:0% 14:40

01 Vit Prel Tiers

ke e

S 4€ D¥ector (DA) P Iast b fsne ¥ Host 10s/sec I % busy
Uan Grp
@au Grmup T | i — —— -
D) PAST by Storege Geoup q | P
LI FAST Dy Tier . o
EAFAST Py 13710 31:4% 1230 12:58 11:30 14:08 1490 1110 1345 1230 1345 13:30 24:08 149 11110 1348 12120 12185 13:30 14:08 34:40
Crasts Dwshicas Save ax Templatn Ren Regert Maw chemse Regant < Nvogata to Detaly View >
aaas——————
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6.6 Analyze

U4V Performance - Analyze view enables you to assess Symmetrix systems data for various
collection ranges:
e Real Time - The previous 1 hour. Real Time view collects data between 2 and 5 seconds

for a limited group of metrics. The data is available for the previous hour (Note usage
guidance in Section3.2)

e Diagnostic - The previous 4 hours. Diagnostic view collects data every 10 minutes for root
cause analysis. The data is available for the previous 7 days

e Historical - The previous 24 hours. Historical view collects data in 15 minute intervals for
trending and planning. The data is available for the previous year

In Diagnostic or Historical you can change the data legend layout to maximum and/or average, In
Real time you can change the data legend layout to maximum and/or average and/or Latest by
clicking the right most drop down list above the table.

EMC Unisphere for VMAX via.xe .: . -

" Hosts 7 Data Protection

WOUIVINOEIAL > Parbermencr > Anelyre >

o Seal Time P! agrestic | P Jun 20, 2014 9:00 AM - Jan 21, 205 ¥ Areae
o Maamiom

Symmetie 1D Moot iOGwec 1y Mest MDGwec PR Lkkoatien B Uklzstion BOF idoation W Cacte WP Dw Likzation Asy Pal Thrs Tims

200102054281 R4S A3 & o 153704 wayry 1847119 0.9/0 A28 178 /1344
QLOLNIBIAIEE > Puifuimianis > Analyze > Iis

'-.
[N Rami Time || i Disgnzate || gl tesssrical | Jan 7. 2013 FiABIA7 PM - Jan 1, | ¥ Aemae &=
e v Masmum
| - ™ Voot 10V 1 PE Boga/sec Syetem WP Svermaiees Dutvas WP Svarte/ves v Latss
< DOO192404 181 B7.5 7 9648 /97,1 ) YIEETETEY olesa p/elo Capturn Trace

Double click the Symmetrix systems display in the table format to zoom into further detailed
information

EMC Unisphere for VMAX vi61s LY 2 i
system 7§ Storage T Womts " Data Profection @ suppon
SHRYIARAIEE > Pastiroases > Anshae > Disgnestic » J
WA Hew Time Sete am 21, 2014 55 A )
< Alurt Oevice Group Slacage Group FE Director BE Dirwclor (OA) BE Derectne (DX) RIF Darector Cache Purtition Dink Groap Tier Virtual Pool Teer >
o ~ Sy Te e OIS —= - i a g o
FA-L0E 14 157 Q 0 T 0
rA-or 02 s ni ¢ o 0
FALLY 02 6.8 L 4n 0 0
FA-8F o1 45 0t 10 < 0
ra-7r -8 | sS4 e a7 o ]
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Create own user-defined charts on the lower portion from the Analyze view by selecting either
“Key Performance Indicators” or “All” metrics:

o Key Performance Indicators (KPI) - Lists the key performance indicators that correspond
to the column headings in the current table
o All - Lists all available metrics for the selected object in the table

Jan 6, J013 H00 P9 - Ses 7, JOS3 008 P T

R | e
Staeage Groep P Derectar O Direcsor (DA B Darmetar (UX) NDF Durovter Cachre Parstsy Dirn Crrsaw Thesr Virtesl Mok Ther FAST WY Pabiry et
o Mt Kowe 1o st MB e s ] ~re feaswus Nam (n e ~ Witas . Nasf Hie Capaciy |GRy i

:
THAINN 1w ] a0 wa2 vICN - .l X ' . sy 3
"2 3NS00 = 14 o L2 " 2 2 el L ‘
*3_focu POC - b ' 04 L] " an 3 ees >
Pesate-FOC =l S ' o4 (K] " an sssm
wogitl_m - " ] oL (K} e 0 0 s
tast 16 - ‘ L [ 3 16 2347 u
FIS_cA04 g - 2 (¥ “t ] 14 ) [ sk »
ARG ' 19 o 1 e [ t
Wb s i . 13 1 n n "™ i) '

im at

4201 Storage Grous 31562 #1007 ¢ WP Cowl 47201 | Storoge Graws s 1567 F319-92 1 Wasl 100/ wec

[y

Hask Seadamec
A B

Mt MBalsec

AL MR Rl e
Maut M3e ertyen e
S heah

" Wrees

» Campressed Traos

Nz I RR

If set, thresholds can also be shown in the chart by selecting from the chart submenu (if set).

HI4T : Bnrage Group (s 15KF rR10,.
4261 : Storage Groop | sg_I15h2-r91

Daglay Threshods

A 1o Chart

15206 20100 Jamd? L00  JanD? D500 Jang? 1113 ani7 1600

Legend

Personalized dashboards can also be created from the charts you have created at this view. Click
on the icon to create a dashboard or template dashboard using the charts showing in canvas:

Host Writes/sec ‘ ‘

=
Host Hits/sec ‘ ) S

4 | ‘ . fx‘ TN T ]
Host Read Hits/sec (===

8
Host Write Hits/sec ehill |
"™ Create a dashboard using the charts in the canvas

4261 : Storage Group : sg_15b2-r91

4261 : Storage Group : sg_15b|

All

Host I0s/sec

Host Reads/sec

Kpi

D

Host Misses/sec

Host Read Misses/sec
Host Write Misses/sec
Host MBs/sec

Host MRs Read/sec

1

s
;r;;'”— 16:40 17:05 17:30 17:55 18:2(

‘E ] Legend

Assign the name for the dashboard and click ‘OK’ to save it. The dashboards will be viewable

from the Monitor view.

CSBE-12025-SG
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6.6.1 Real Time View

NOTE: Do not use the Real Time View as a standard operating practice: Real time data
should only be collected when absolutely required — e.g. live problem analysis — Also refer to
section 3.2.

In Real Time view, double click Symmetrix systems and it can provide few tabbed information
such as FE Director, BE Director and RDF Director. Each of these tabs can generate the charts
base on the performance metrics.

T Ty T e—— P v —

Bon 8, 2000 12214 PN - Swe 8, 2000 434N

201 1 PE Diwwctor s FALOE - & Metnics

It can also capture the Real Time trace for the previous hour (using the table layout icon)

E. @
L2 ¥ Average E‘
Maximum
Latest
Capture Trace

6.6.1.1 Real Time Trace

Real time traces/data collections can be run on demand (as above) or scheduled to run at a
specific time. e.g. if an application team report performance issues occurring at specific times,
you can schedule a real data collection for during the reported time frame, for more detailed
analysis.

Performance - Settings - Real Time Traces

e Click Create
e Select Symm ID
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Select Date and Time you want to start the collection
Select how many traces you want

Optional: Retention

Options Description

Click Ok

Create Real Time Trace

v Symmetrix 1D 020192602251 ¥
+ Date Apri 13203
* Trace Stan Tune " ol b=

-

Murmoercf tlourly Trapes 4 ¢

Staus Scheduled
Retenhoe r |y Days
Dezciption Tez fo- 5G Scresnshot
UK Caneul P

You will see the traces scheduled in the summary screen

UOSTOIRDEINT > Barburinasce > Seitingy
Real Time Traces

Syrmmetr i (0 Clwts Tracs Time e Dutarmien {Deys Destion

MOLI2604261 A 182313 1400 - 35100 Completed

QOLI25I4 261 Apr LB 13 14,84 - 1544 Covpleted 16
WOLIFGO4I61 A L2013 18:00 - 3900 Schedulnd
GOOLUIO04261 ApriB 2013 15:00 - 26:90  Soveded
000192604261 Apr 18 2013 20000 - 2100 Scheduded
OL92804281 Apr 1R 2013 2300« 3220 Sowdduies

Once complete you can view the data via the real time view time by clicking the date icon, and
selecting the trace you have collected

A4

hpr 19, 2013 10:33:49 AM - Apr 19, 2013 11:33:49 AM

Time Selection - Real Time
MNow

) Trace 000192604261 Apr 18, 2013 2:00 PM |

OK Cancel Help

CSBE-12025-SG ©Citi Inc. 2014, All Rights Reserved. Page 74 of 115
Unisphere for VMAX 1.57



6.6.2 Diagnostic View

The top level Analyze - Diagnostic view provides similar information table with additional fields

such as Alerts, % Cache WP, Disk Utilization and Average Fall Through.

CIRARALIL > Ferfsemaics >

o Beai Tove | [T Clapheetic | gl ressencal

TR0 At Vst 10w/ e

000192604281 2 —

srs

Ly ot MO8 ves

e

nor

03 03

Jan 0, 2013 1:3% PM - Jan 0, 201

Ay Toll Thru Tere

I8 2

Double click on selected Symmetrix systems to view more information such as Alert details,
FAST VP Policy and TP Pool. The past 4 hours data is displayed for by default, it can be
changed to display between the last 1 and 24 hours. Data is collected in 10-15 minute intervals..

All the information can be drilled down through the links itself by double clicking on the items.

B2l e i DA | e sestonom Tan 7, J013 540 PM - lam 6, 2003 540 PN )
Alert Oovica Graup Sturagr Gevve FE Directae BE tvreciur (DA) 82 Mirecher (U] e Cathe Fartition Ik SGraup Ther Virtaa| Pued Ther &
o foat inses 1y Sese Bewporns Tie (] o® e e Time g - & Wines - Fed Cacwcry (W= Murrtars

UNGICUTED r———— 34 B4 % a a3 5155 1391
tbald serguls | L5 .t » 3¢ Q o nr2 10

|

ooty sergull | L5 8.1 t e L] 0 ma 10 3

-

There are huge numbers of metrics that can be plotted in Analyze view. Select multiple objects

from the table and select different types of metrics from bottom to create charts.

e i Duagroatc | g hewtoonnd l

Alwrt Rrarnge Groegn

Device Group

M e

g L5R2-» IMN0cS-00
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F1-TII-UL-wel_snd wed vSCSI
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’
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6.6.3 Historical View

Historical view provides a similar metrics to what is available via the Diagnostic View, the main
difference is that data is not as granular (due to longer data points) and some will be averaged.
The data can be displayed for up to the past 12 months.

' Dasmrrasts Py — s 7, 2080 S:08 P - Ban B, 20143 500 PN

Starsge Grnwp

Different types of charts can be plotted too with various metrics available for each category. Refer
to product guide for detail explanation on each metric.

6.7 Alerts

Unisphere for VMAX can be configured to monitor symmetrix systems for specific events, error
conditions and breaches of thresholds. When U4V has been enabled to capture the specified
event, error or threshold breach it will display a reactive ‘alert’.

An alert in U4V can be considered to be a visible representation of an entry in the audit log or
Symevent file — the U4V Alert is not the same as an alert from an event monitoring system.

6.7.1 Default Alerts

As part of solutions enabler configuration a number of essential events/alerts are already
captured and forwarded to Citi Event Monitoring systems (see Solutions Enabler Guide for
Further details) — Some of the same events included as part of the recommended solutions
enabler configuration are also enabled as default in U4V.

These pertain to various Pool & FAST Policy Utilization levels, providing Normal, Warning,
Critical & Fatal alerts based on % Utilisation.

The default threshold alerts provided in U4V cannot be disabled or edited.

When a condition occurs triggering the alert, they are logged/displayed in the System Alerts
Pane.
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EMC Unisphere for VMAX viers

0

3 Performance @ Support

Al Symimeteis > e >

Sate Severty Tyoe Symmetrix Object Descrooon Creseea
NEW © OUTICAL ARRAY Q00102604261  wmald peol Dats Pool utilzation i now BS percent, « Objpect in: 00192604261 sl _post Mon Feb 10 23:43:57 GMT+0000 20...

nEw W NORMAL ARRAY 000192604261 gQab26i_10 Dats Prol utilization is now 10 percent. - Object is: 000192604251 :glab261_10 Sun Feb & 12155:17 GMT+0000 2014

NEwW O OuUTICAL ARRAY 000102604261  wsnal peal Data Pool utilsation s now B0 pertent, < Object w: OU0102604263 :amall_poot Sun Fab © O9:58:53 GMTS0000 2014
NEW WARNING  ARRAY 000192604261 smol_ponl  Dats Fool utilization & now 60 percent, - Object i5: 00192604261 smal_poo Sun Feb § 09146141 GMT+0000 2014
New W NORMAL ARRAY 000102604261 wmal poal  Dats Pool ublzation W now 55 percent, - Object ia: 000102604263 :amall_peal Sun Feb © 02:48:53 GMT+0000 2014

They can be acknowledged and/or deleted which will reduce/clear the alert count on the Home
screen adjacent to the array.

6.7.2 U4V System Runtime Checks/Alerts

Unisphere for VMAX performs the following runtime checks. If a check returns a result outside the
expected range, Unisphere for VMAX will raise the appropriate alert.

Checks are run on 10 minute intervals and alerts are raised on 24 hour intervals from the time the
server was last started.

The checks and alerting is provided by default and cannot be disabled or edited.

Runtime check Threshold Alert
Total memory on the ) P . System memory (£ GB) Is below the minimum
Unisphere server Unisphere = 4 GB requirement of (# GB)

Unisphere and
Perfformance = 8 GB

Free disk space on the 20GB Free disk space <# GB> s below the minimum
Unisphere installed directory requirement of 20 GB

Number of managed 10 Number of managed arrays (#) is over the
Symmetnix systems maximum supported number of 10

Number of managed 80,000

volumes ¢ Number of managed volumes (#) is over the

maximum supported number of 80,000.

Note that Solutions Enabler may indicate a slightly
different number of volumes than mdicated in this
alert.

Number of gatekeepers 6 Number of gatekeepers {#) on Symmetrix
(SymmIiD) is below the minimum requirement of 6,

6.7.3 Target Enginuity level

By default U4V will log an alert if the symmetrix are not at EMC’s target Enginuity level. It is
unlikely Citi would be at the same Enginuity levels as the latest vendor release — to avoid
unneeded alert entries we would recommend this alert is disabled.

Home - Administration > Alert Settings - Alert Policies Select the Target Enginuity Warning
listed against each array discovered, click Disable
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6.8 Notification

As previously highlighted the alerts that are captured and displayed in Unisphere for VMAX are
not the same as an alert in an event monitoring system. However the ‘Notification’ feature in U4V
can provide Email, Syslog and SNMP Notifications against the alerts U4V receives.

Citi’s strategic target is to move to a single platform for monitor, alerting and notification — hence
why these are currently included as optional.

6.8.1 Optional Email Notification

It is acknowledged and understood that the receipt of U4V natifications via email would not likely
be a welcome addition to the volume of emails the operations teams already receive.

We have included it as an option for the case that certain operations teams or even individuals
did wish to receive U4V natifications via email (even on a short term basis for a specific issue), as
a supplementary addition to any existing alerting.

6.8.1.1 Prerequisites

The appropriate message sending service package provided by the Global messaging team will
need to be requested & deployed on the U4V server.

Windows 2000 IS 5 SMTP SPACS: 1550030 & ISTP5010
Windows 2003 IS 6 SMTP SPACS: IIS60010 & ISTP6010
Windows 2008 157 TPM Pkg ID : CITI_WIN_2K8_ISSMTPServer_70_01

The appropriate email DL needs to be set up with an external address — e.g. Uniphere-
Alerts@citi.com this can be requested via CMP.
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Once the message sending service package has been installed on the U4V server and the DL
has been set up you will need to configure the email server in Administration - Alert Setting >
Notifications > Config Email Server

Enter the DL details in the Sender field, and enter ‘localhost’ as the IP address/Host, leave the
port as 25 - Click Ok

In Administration - Alert Setting = Notifications > Set the Alert Level notifications on each array
according to at what level you wish to receive Alerts — typically this is Warning, Critical & Fatal.

Kt Alort Lavel far Notiication
e 1D X0 1 9160424
Define plurt levein

Ay 3ed Systam Alerts Parfarnance Alerts
¢V rew Y U COnesl
y 9 sl v Warning
¢ L Warmeg v h I mation
v A Infrmaban

v @ Nl

Enable the notification — check the tick box and click apply.

~ Notification Types -
| | Enable Syslog |v| Enable Email | ] Enable SNMP
Status: &9 Status: Status: &
| Apply |
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6.8.2 SNMP Notification

The process and rules for requesting Citi EMS to collect U4V SNMP traps is currently under
review, as initial investigations have found some inconsistencies in the traps that were being
received verses what was expected.

This section will be updated following resolution of SNMP integration set up and testing.

6.9 Performance Thresholds and Alerts

U4V provides the ability to create performance thresholds. There are some default system values
for thresholds however these can be edited or new ones created. The threshold values can be
viewed from the charts in the Analysis or Diagnostic view. And If enabled, U4V Alerts can be
generated against threshold breaches

To create performance thresholds and alerts, select ‘Performance’ from top panel and ‘Settings’.
Click on ‘Thresholds and Alerts’ to view and manage thresholds and alerts.

J}nllome ASrste- {3 Storage ™ Mosts ) Data Protection [y TS CTU PV

00192604201 > Performance >

System Registrations {.‘,

, Ve : %
Thresholds and Alerts @ Real Time
$ =3

-

Click the ‘Create’ button from bottom left to create performance thresholds and alerts. Select the
Symm ID, Category, Instance, and Metric to set the thresholds on, and enter the value for
first/second threshold. It can be enabled with alerts based on severity and occurrence. There are
also numbers of default thresholds you can set and customize it.
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Thresholds can be seen from the chart in Analyze Diagnostic View too. Click on the menu bar on
the chart in Analyze Diagnostic View and tick ‘Display Thresholds’. Threshold values will be
displayed in the chart then.

4201 : Storage Group : 59_15062-¢910-02 ; Host 108/ see
4261 : Storage Group : sg_15b2-r910-02 : Host 10s/ sec Chart Sty
Data Format
Dapay Threshoda

Add ts Chant
Trend Line

11:20 11:30 11:40 11:50 12:00 312:10 12:20 12:30 12:40 12:50 13:00 33:10 13:20 13:30 13:40 13:50 14:00 14:10 314:20 14:30 14:40 14:50 15:00 15:10 15:20

Legend

Performance alerts can be viewed from Analyze Diagnostic View (select Symmetrix systems and
alerts will be listed in the Alert tab). There are also many places to view the alerts including
centralized Alerts tab (by clicking the ‘Alerts New’ from left bottom panel at any page) which
includes all alerts (Array, SMAS, Performance) or Alerts tab for specific Symmetrix system (by
clicking ‘System’ - ‘Alerts’). Analyze Diagnostic view will be the best place for easy view on
performance alerts only.

A Rt Terw | [T Olagnastic | | il Histerical Jan B, 2013 1:20 FM - Jan 8, 2013 5:20 PH
Alert Device Group Storage Group FE Director BE Dicector (DA) BE Director (DX) RDF Dsreclor Cache Fartition Disk Graup Tier Virtual Poel Tiel
Crested 1v Severny Categocy Inssance Metnic Ve Count Acknowledge Type Message
Mon Jan 7 12:30:00 GMT+OBI0 2013 Warreng ™ Pool Pab6l_11  User Psol Capacty (GO ATLATO0132277304 174 true Statie Usad Pool Capaoty (GO) (471
Man Jon 7 12:30000 GMT+0800 2013  Onticy T° Pool 9261 11  Used Pool Capacty (GB)  471.6700134277344 174 wue Suatic Used Poal Capactty {GB) (471
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6.10Reports
6.10.1 Dashboard Reports

In U4V, reports can be run by on demand or on a scheduled basis against the Diagnostic or
Historical Data.

The easiest way to set up a report is to use the report buttons at the bottom of the Performance
-> Monitor pane.

Once the dashboard or template is displayed, select ‘Run the report now’, saving a PDF of the
displayed data to a user specified location or ‘Schedule the report’ up to 7 days ahead and set to
reoccur. Note scheduled/reoccurring reports will be saved to

Install Drive:\Program Files\EMC\: SMAS\jboss\standalone\data\spa\querydata\

EMC Unisphere for VMAX viess g 0 3 31
A Mome systeen ) Storuge T Hosts 7 Dt Protection IRUIEZRTESNEE @ suppees
WRIRIRRALEY AT e
Aevap _Sosreien _Nleavan_ué "
G 1
T Terciex srd Db 1o 3G 1% | rsrrry W Akt : Thin Peal : % Used Capacey
) Arcy_Overvies_4 R
T R i an "
@' M Cwreicerd = BALNeMUL "
AP — 2
¥ Momters D08 dome } T ! T —
s LinaeTarmdasec (4) | el rcerc) wnat et gasdii il gaadl L gaaddi il gasdés t
125 O Dewoomnts (21 ) ! apEN s
423 OMC Sy Daukbcars (9] TS —XF
A ATAY P BirecTes % ey ) \ W AT R Dt | e Ry
~ w
-
N b7
) —— PR
anibw M 2114 v 82 4050 A 12 M Fele ey LR "w "o - "
Mew ronr | | Crecte Destnand ( P Rt M | Sebaen Remet )-x Toew | | Oeee

Dashboard Report Example
Report Name: FE Test for SG

Report Description:

Chart Title: FE Directors: Summary KPls
Symmetrix Id: 000192604261

Time range:
Start Time: Mon Jan 20 2014 11:40:01 GMT
20

End Time: Mon Jan 20 2014 15:40:01 GMT

T CT T
Time {ms) | Time (ms)

0.0 0.0 0.0 05

0.0 38 10 03

0.0 1.1 26 05

0.0 00 36 0.5

- 00{ BE 28] 08
0.0 30 04 03

0.0 0.0 72 05

00 12 0.1 05
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6.10.2 Customised reports

Alternatively customized reports can be created and provided as CSV, XML, BTP
Go to Performance’ - ‘Settings’ > ‘Reports’ to create report.

Add required queries to the report — the wizard will prompt for Categories, Format, and then you
select the metrics required

Creote Beport ruste npart

Bt Quary Wizand
3 Salnct Metrics

Read HE Rega'sec

WrTE M Ragw o

— —
Created/Scheduled reports will be visible in the summary
CONLPINOAEL > Durformente > Settings >
Reports
Mams Ty Descripios Symmerrs 10 Format Recurring Run Date

ReportTestarray 2 Mistorcal sy ® Sat Apr 20 2013 11126:D0 AM

ReportTestarrayl Diagnostic  test array report XML N/A

SG TEST Exampie  Owagnoatic 000102634261 Sy Wa

U4V Tt Hiatorscwl  PA Whury, KYSEc, MYSE: 000102604261 o . F Apr 10 2013 12:50:03 MM

e Reports ran on demand will be saved to user specified location.
e Scheduled reports will save to:
Install Drive:\Program FilesS\EMC\SMAS\jboss\standalone\data\spa\querydata\

Example CSV
SYMM_ID  DATE TIME(ms)  INTERVAL{min) CATEGORY VALUETYPE INSTANCE HostMBsPerSec. |0sperSec. Busy (%)
192604261] 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-7E 0.28 93.68  14.88
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-8E 0.49 34.75 0.27
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-9E 0.49 13.08 0.23
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-10E 0.34 64.33 7.36
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-TF 0.51 146.25 0.53
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-8F 0.37 14.33 0.25
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-9F 0.45 25.83 0.28
192604261 2013-04-12 01:00:00 PM GMT  1.36577E+12 60 FE_DIR MAX FA-10F 0.32 22008 12.41
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6.11Export button

U4V has an excellent export feature that will allow most tables/charts & data to be exported to
various formats.

On the pane where you have the metric you wish to export - click the export button
N\

'g@ :«_b)'f .

A wizard launches, where you specify the Item you wish to export, and depending on what you
are exporting options are provided as to what data to export and what format

Export Wizard Export Wizard Export Wizard

1 Select a Component 2 Select to Export Data or Image 3 Select a Format

=[5 Application Container
|_] Array Table

{5 Analyze Dashboard () Image

I 4261 Host 10s per sec i»)Image and Data Table (O POF

Exported Data is saved locally to your desktop in the chosen format

4261 Host IOs per sec

11

1

‘Host |0s/sec Avg :‘Date o

1106.32 |Fri Apr 19 07:50:00 GMT+0100 2013

106.35 Fri Apr 19 08:00:00 GMT+0100 2013

111.05 Fn Apr 19 08:10:00 GMT+0100 2013
CSBE-12025-SG ©Citi Inc. 2014, All Rights Reserved. Page 84 of 115

Unisphere for VMAX 1.57



6.12Export/Importing Performance Settings

The following settings can be exported and imported to assist the implementation process for
multiple instances and as a pre-upgrade step:

o The Performance metrics (KPIs) definitions with their default (not instance-specific)
settings
e The user template dashboards

To export Performance settings:

1. Select a Symmetrix system

Select any category (Databases, Metrics, Reports, etc.) under ‘Performance’ - ‘Settings’
3. Select ‘Export Settings’ from the Common Tasks panel to open the Export Settings dialog
box

Select the settings to export: Metrics Definitions, User Templates, or both.

5. Enter and confirm a file password.

n

»

Export Seltings

6. Click OK. The Save Settings confirmation appears. Select preferred location to save the
settings.

To import Performance settings:

1. Select a Symmetrix system

2. Select any category (Databases, Metrics, Reports, etc.) under ‘Performance’ > ‘Settings’

3. Select ‘Import Settings’ from the Common Tasks panel to open the Import Settings dialog
box

4. Select the settings to import: Metrics Definitions, User Templates, or both.

Enter the file password (which was set during the export process). Click OK

6. The Select File dialog box opens. Open the settings file from your preferred location

o
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6.130ther Viewable Functions

The primary use case for Unisphere for VMAX within Citi is the ‘Performance’ related functionality
as U4V superseded SPA that was previously deployed for this function.

The recommended tool for array administration continues to be Solutions Enabler via command
line (RHEL)

— However because U4V has combined both SMC and SPA features it has also other functions
available besides the ‘Performance’ tab. U4V’s Storage, Host and Data Protection panes in U4V

are very useful providing the ability to easily view and report on configuration data for Symmetrix
array, which can be useful for other tasks for example capacity planning, reviewing FAST.

The following slides are for the reader’s quick reference/familiarization, most are self-explanatory.

In addition to navigating through the panes for familiarization, it is recommended to review the
vendor related documentation and online help.

6.13.1 Storage

Click on the ‘Storage’ button from the top menu where you can then select the desired storage
related component to view information - including Tiers, Disk Groups, Thin Pools, Storage
Groups and FAST related configurations.

4-““ System [EECTUTTH 7 Hosts ) Data Protedtion. 3 Performance @ Support

W'y e
: L
(R i
‘3'E .
- : - .g' - oup
£ -
"_, nmizer n te
-y R
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6.13.2 Hosts

Click on the ‘Hosts’ button from the top menu where you can then select the desired host related
information. - including Port & Initiator Groups, Host masking views.

) Home System 7§ Storage m " DataProtection  §  Pecformance @ Support

00212004300 > |

[ intiators “ '

. Imtater Groups ’ v Frort Goups
h‘ Yy 3

Masking Views

[ Host Cache Adapters Vietual Servers

6.13.3 Data Protection

Click on the ‘Data Protection’ button from the top menu where you can view replication related
information including Device Groups and Replication Groups.

) MWome System 7§ Storage " Hosts Wb Data Protection S5 L UL @ Ssupport

000192004201 > wtu Protect
Local Replication ~ Device Groups
""‘:A"‘\' je ‘ ' ' pny ”, ":‘ ;

a Remote Replication '.‘ Migration
Replication Groups & Pools = Opén Replicator
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7 Appendix A — Related Documentation

Document

EMC Unisphere for VMAX
Installation Guide

URL

EMC Solutions Enabler
7.xSolution Guide

CATE - SYMMETRIX Documentation page

Unisphere for VMAX — Release
notes

FAST VP

Approved SDRF form for
requesting Antivirus LRP
inclusion

EMC Unisphere for VMAX 1.6
Product Guide

Use the help system built into application or
download product guide from EMC website
support.emc.com
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8 Appendix B — Known Issues & Enhancement Requests

Issue
Category

Issue Description

80K Device / 10 Symm Limit

Scenario

Data Centres with up to 10 Symms

Work Around/Remark

On enhancement list — No ETA

Scalability Per U4V instance that _have more than 80K Devices from vendor
configured
Legend is not shown by default —
- . this needs to be selected on each
Display No ablll"[y to ‘Auto Show Graph created — the ability to Auto Enhar_lcement request 5275040
Legend’ on graphs ) Submitted 21/01/14
Show Legend would be a nice to
have
Cannot scroll through If SYMAAPI server see’s +35 EM.C Limit"is 10 arrays/80K
. . devices — so unneeded arrays
Display symms on home screen Arrays symm drop down list cannot should be blocked from U4V
drop down display all and you cannot scroll di
iscovery.
Inclusion of :port details in Tespng showed 'ghat Symauth No update required — do not
entries that specified tcp port as . e
Set up user name causes U4V to fth . include tcp port details in
hang part of the username string caused symauth string
U4V to hang
Unisbhere does not support Workaround is addition of
b P Authentication failed when using individual users to
Set up nested AD groups for o
L nested AD groups ! Authentication AD group or use
authentication
of LDAP
U4V does not display the We would like the ability to select
SG/DG presented Filtered the FA, and see what SG/DG are Enhancement request 5274579
Display by FA Port..so select the FA | presented through it - both in Submitted 18/12/13:
port and U4V to show the performance and general
SG/DG presented storage/systems tabs
Items Outstanding from Citi Security review/Process
The embedded MySQIT version (5.5.1_7) WI|| not be patche_d or EMC Advise MYSQL will be
updated to a later version — This version is not supported in Citi — .
CIVA-H2 S . . superseded in a later release of
MySQL is listening on both localhost and the LAN interface — Is .
. U4V — Details TBA.
the LAN interface needed?
Tighten up cross dc_)mam polllcy settllng - Thg Flash paramet_er Enhancement request 5274600
AllowScriptAccess is set to 'Always'. According to our security . i
. . : . Submitted 18/12/13:
team it is possible to steal or manipulate customer session and .
CIVA-M1 : : . e Set the AllowScriptAccess
cookies, which could be used to impersonate a legitimate user. , -
parameter to ‘'sameDomain’ or
".validdomain.com"
Enhancement request 5274601
Submitted 18/12/13:

CIVA-M2 | HTTP Track and TRace debugging is enabled Disable unneeded HTTP
debugging Track and Trace
functions

. . . Enhancement request 5275030

CIVA-M4 The POST method should return a 302 (redirect) to avoid caching Submitted 21/01/14:

of the Session ID
CIVA- Identify if all TCP services running/ports open are required and Enhancement request 5274602
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M5/N2 specify what U4V is using them for

Submitted 18/12/13:

Requesting identification of TCP
services and if they are
required.

All symmetric and asymmetric (private) keys, except public keys,
ISRP-064 | should be encrypted and stored in a hardware or software
cryptographic module with proper access control

Enhancement request 5274591
Submitted 18/12/13:

Tomcat private key password is
in clear text - would like the
product to encrypt this

Product uses root account for deployment, our security team

Enhancement request 5274592
Submitted 18/12/13:

ISRP-104 . " . ;
would like us to be able to use a specified functional account Deploy product using nonroot
account
CSBE-12025-SG ©Citi Inc. 2014, All Rights Reserved. Page 90 of 115

Unisphere for VMAX 1.57




Appendix D — Templates and Dashboards

8.1 Background & Objective

Following discussions with CTI, CATE were requested to work with EMC provide some
suggested Templates/Dashboards that can be deployed on the production Unisphere instances
to show meaningful metrics on various array components so health can quickly be assessed and
allocation decisions made.

The primary request from CTI was to provide a dashboard that could be used to assist with
allocation decisions with emphasis on front end loading.

In additional we have also looked to provide some templates and dashboards that could be
adopted as a base pack for Citi Unisphere deployments that cover Overall Array Health, Front
End, Cache, Back End, Pool/Tier and Disks .

The idea is that the same templates/dashboards can be applied on all Unisphere instances and
all CTl (EMC and CATE) engineers are familiar with their layout and data collected.

— The proposed templates/dashboards are not intended to supersede any CTI currently use,
and CTI are encouraged to custom build to present whatever data is most useful to local teams.

Further reviews/iterations will likely follow on usage/feedback from CTI and as new functionality
is provided in the product.

8.2 Intended Audience

This document describes suggested Templates/Dashboards for use in regional Unisphere for
VMAX deployments — Primary audience is Storage Operations teams, however anyone
interacting with Unisphere will benefit from being familiar with the layout and data.

8.3 Templates/Dashboards notes

e The dashboards shown are based on the last 30 Days
¢ Maximum Values where ever applicable
e Any graphs shown can be minimised (or removed completely)

o Most Graph formats can be changed if the user prefers to view the information differently
(e.g. Snapshots can be displayed as Pie charts)

e The Templates display variable data that can be changed to display the
component/collection period of interest.

In order to show the meaningful screenshots the following pages are formatted in A3
landscape orientation
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8.4 Array Overview - Dashboard
Array ‘vital signs’ at a glance

« Heatmap providing pictorial view of Hotspots over Time period

 ALL FE Directors % Busy — Trend — Provide Overview of When busy period occurs, if sustained
* % Cache WP - Trend - Effectiveness of cache — overview of any busy periods/loads.

« ALL BE Directors % Busy — Trend — Provide Overview of When busy period occurs, if sustained

30 Day Array Overview =,
000192604261 - B, O x 4261 : FE Director : % Busy - 8. O %
[ I S e Y S Gl 4261 : FE Director : % Busy &, M
A : B A —_—
B : L. S . F.
b ¢ e e 80
E 60
B B B D b 40
& : D R B B .
E : [0 SRR
| : i A O 0
May 28 Jun 02 Jun 07 Jun 22
Disk Group Utilization Distribution
DK GFCLF D02 ™
B Chcke 1 B Fase [ Fa-sF Fa-oF ] Fa-1oFr ] Fa-10e ] Fa-7F [l FAcE ] 1
DS GEOLF D
| ‘| n HT
4261 : % Cache WP - 3. 0 X 4261 : BE Director (DA) : % Busy - =3, 0 =
Gl 4261 : % Cache WP &) 13 1@ 4261 : BE Director (DA) : % Busy ) 12 M
100 — 100 —
80 — 80 —
60 — 60 —
40 - 40
20 — 20
|:| _-d"-'-__ ____-"""\-\_\_\_\__'_,_— ———— — D
May 28 Jun 02 Jun 07 Jun 12 Jun 17 Jun 22 May 28 Jun 02 Jun 07 Jun 12 Jun 17 Jun 22
B s cache wp B prFee ] pFop pr-oc ] oF-7p ] pFioc ] pFioe ] DFsa |2
|4_[ T
CSBE-12025-SG ©Citi Inc. 2014, All Rights Reserved. Page 92 of 115

Unisphere for VMAX 1.56



8.5 Array Overview/Allocation Aid Dashboard

Array ‘vital signs’ at a glance (Front End Biased) —

* Heatmap providing pictorial view of Hotspots over Time period
* ALL FE Directors % Busy — Trend — Provide Overview of When busy period occurs, if sustained

» ALL FE Directors % Busy — Snapshot — Provide Quick view of Dir. that can be correlated to above
* % Pool Capacity Used

Acknowledged this is not the most helpful view for capacity — but no overall summary is available — We have requested an

able to plot a capacity overview Free/Used by Physical/Virtual/Pool

)

-

Identify least used FE directors to aid allocation decisions

enhancement from EMC to be

30 D

SEEEREFERE

426

a0

75

45
30

15

ay Allocation Aid

000192604261

S S e ey
L Ree (Ree | Re Ren
P WEel MRSl R
Eal NS F. R

DEFALILT_PARTITION

» Mep  Cighs PAMADierrin

Ok Gliemine

Disk Group WMilization Distribution

OZK GECLF [12
OEK GRCLF [01
OZK GECLF [11
OZK GECLF [0

1 : Thin Pool :

% Used Capacity

4261 : Thin Pool : % Used Capacity

. __

small_pool glab261_11 glabze1l_1: glab2al_1( glab2e1l_1:

4261 : FE Director : % Busy :© 1 =
il 4261 : FE Director : % Busy : 1 &) [&] (@
100 —
80 - ,—
60 —/
40
20 -
0
May 28 Jun 02 Jun Q7 Junm 12 Junm 17 Jun 22
B Fase | Fa-sF Fa-oF ] Fa-1o0Fr [l Fa-a0e ] FA-7F ] Fase ] Fa
[«] l |
4261 : FE Director : % Busy - 2. 0O X
4l 4261 : FE Director : % Busy
90 —
75 —
GO —
45 —
30 —
-AHEEm
. i N e,
FA-7E FA-9E FA-7F FA-10E FA-10F FA-9F FA-8F FA-8E
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8.6 Front End Dashboard

Frontend Director drill down
* FE Dir % busy — Snap shot — Are Directors Over Utilised
+ Host IO/Sec — Snapshot — Are Directors Balanced
+ Host I0/Sec — Trend — Are Directors Balanced / Is load sustained/when are the Peaks
+ Read/Write Response — Trend — Response times excessive ? Increase inline with workload peaks?
+ Host MB/Sec — Snapshot — Are Directors Balanced
 Host MB/Sec — Trend — Are Directors Balanced / Is load sustained/when are the Peaks

30 Day Frontend

4261 : 2 Metrics - =3, O = 4261 : FE Director : Host... o 4261 : FE Director : Host... o
dil 4261 : 2 Metrics &) [&] (@ 4l 4261 : FE Director : Host I0s/sec: 2 &) [&] (@ 4il 4261 : FE Director : Host MBs/sec: 1 & [&] (@
37 12000 — 400 —
28 T 10000 — s
24 —

BOOD —
20 —
16 — 6000 — 200 —
12— 4000 —
8 100 —

2000 —
4 —

_ .-l""_\_'l-\\\. —
0 L (- 0
May 28 Jun 02 Jun 07 Jun 12 Jun 17 Jun 22 May 28 Jun 02 Jun 07 Jun 12 Jun 17 Jun 22 May 28 Jun 02 Jun a7 Jun 12 Jun 17 Jun 22

4261 : FE Director : % B... 4261 : FE Director : Host... 4261 : FE Director : Host...
4261 : FE Director : % Busy ﬂ 4261 : FE Director : Host I0s/sec ﬂ 4261 : FE Director : Host MBs/sec
360 —
i 11120 —
9730 — 415 —
8340 — 270 —
6950 — 225 —
5560 — 180 —
4170 — 135 —
2780 — 20 —
| § 0 ol 8 N 0 N | .
— g . __ i BN N |
FA-7E FA-9E FA-7F FA-10E FA-10F FA-9F FA-8F FA-8E FA-7E FA-YF FA-10F FA-BF FA-9E FA-9F FA-BE FA-10E FA-7E FA-YF FA-10F FA-S9F FA-BF FA-SE FA-BE FA-10E
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8.7 Cache — Dashboard

Cache Drill down

* % Cache WP Average V’s Max — Trend — Effectiveness of cache & If utilisation high or reach specific peaks, is it close to any defined thresholds — Example show 40
& 60% Thresholds

« WP Count v’'s System Max — Trend — Are WP excessive in comparison to System Max ?

« WP Count Average V’s Max — Trend — Are WP counts excessive?

* % Hit/Reads/Writes — snapshot - Ratio of workload

30D Cache

El.
4261 : 3 Metrics - B8, 0O % 4261 : 2 Metrics - B8, 0O %

Gl 4261 : 5 Metrics Gl 4261 : 2 Metrics

a0 —

75 —
%% Writes: 88.5

45 —
0 —

%z Reads: 11.5
15 —

.

U Hit % Reads % Writes

M ox
2 @

4261 : WP Count — - 4261 : % Cache WP — -
anl

M x
Gl 4261 : WP Count =100

4261 : % Cache WP
8000 100 —
80 —
6000
60 —srcacthe" W Threshoid1
4000
40 — S CacheWE-Trmestrotd—§
2000
20 —
o - o —
Jun24 12:00 Jun24 13:00 Jun24 14:00 Jun24 15:00 Jun24 12:00 Jun24 13:00 Jun24 14:00 Jun24 15:00
B wrcount-Avg ] WP Count-Max B swcachewp-Avg [ 9% Cache WP - Max
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8.8 Backend — Dashboard
Backend Drill down

* 10s/Sec & % Busy by BED — Snap Shot — Is 10 evenly spread across all of the back end ?

+ 10s/Sec & % Busy by BED — Trend — Is IO peaking at any particular time is there any one BED significantly busier than the others?
« WP BE Read/Write requests — Trend — What is the workload breakdown ? If allot of reads further investigate Read Miss

+ Read/Write Response times — Trend — Does the BE 10 correspond to an increase in response times/workload type

30 Day Backend =,
4261 : BE Director (DA) :... 4261 : BE Director (DA) :... o 4261 : 2 Metrics - 8. 0O X
4l 4261 : BE Director (DA) : % Busy : 1 4l 4261 : BE Director (DA) : % Busy @) (& (@ dil 4261 : 2 Metrics &, 0]
. 100 — 8000
a0 —
75 _ g0 — &000
E,]:l —_
60 — 4000

45 —

30 —
15 —
u_

B AT £ é» T
A2 AT R D: & =
q{fq{fq{f‘f{{q cf{qu{f{chquqchcf 0 -
Q 9 99 May 28 Jun02  Jun07  Jun12  Jun 17  Jun 22 B BEwrite Regs/sec [ BE Read Regs/sec

2000

0

May 28 Jun 02 Jun 07 Jun 12 Jun 17 Jun 22

L

4261 : BE Director (DA) :... X 4261 : 2 Metrics : 3 - 3. 0O X
4l 4261 : BE Director (DA) : I0s/sec: 2 4l 4261 : BE Director (DA) : I0s/sec @) & (@ gl 4261 : 2 Metrics : 3 @) &) (@
1505 = 1600 — 12 -
1290 — 1400 10 —
1075 — 1200 8 —
B0 — 1000 6 —
645 — 800 *
430 — 600 2 —
o — May 28  Jun 02 Jun 07 Jun 12 Jun 17 Jun 22
200
LR FTIEFLF ,_-,,ng?
¢ & o & {{: ¢ o .:{f ;{r .:{* £ 4 0 — =
SRS S HRY) 3 o9 9 g ":’ Q o 9 Q )
May 28 Jun 02 Jun 07 Jun 12 Jun 17 Jun 22 l Avg Write Response Time (ms) I Avg Read Response Time (n

- | 4 [ 1111} H_lh
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8.9 Storage group Profile Template
Select Storage group for 10 Profile

Host 10 v Host MB/Sec
Read/Write Response times
%Read v % Writes

% Random v Sequential

10 profileAv 10 Size

Symmetrix ID | 000192604261 Storage Group | 12D1-DL380e-01-2-59 ¥

May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM [ 5

ﬂ 4261 : Storage Group : 'Efl ﬂ 4261 : Storage Group : sg_15b2-
sg_15b2-x3850x5-03 : 3 xFIB50x5-03 : 2 Metrics: 1
Metrics
2.4
1.6
%% Random I0: 92.5
0.8
0 /‘A‘i‘% — %% Seguential I0: 7.5
May 26 Jun 05 Jun 15

b

l Read Response Til

H

. Write Response Time (ms)

5G Profile
4261 : Stora.. = 4261 : Stora.. 0 = 4261 : Stora.. 0 =
ﬂ 4261 : Storage Group : ﬁ 4261 : Storage Group : sg_15b2- 4261 : Storage Group : sg_15b2-
sg_15b2-x3850x5-03 : 2 ¥3IB50x5-03 : 2 Metrics W3B50m5-03 : Avg ID Size (KB)
Metrics : 2
15 —
B 0.8
Ir,,_f"\___ﬂl % Writes: 85.8 10 —
a | '|II [ 0.4
|
May 26 Jun 05 Jun 15 o Reads: 14.2
- U —
B HostiOs/sec [ HostMBs/sec Avg IO Size (KB
*
4261 : Stora.. = 4261 : Stora.. 0 x 4261 : Stora.. - 3. 0 X

ﬁ 4261 : Storage Group : sg_15b2-
x»3850x5-03 : 8 Metrics

%Rﬂmﬂmm!ﬁﬁ\
Oitfers: 02

Emm&:m
Random Write Miss: 1
Seq White HIL: 7.2

Random Pesd Ht: 1345

| 4| I
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8.10Thin Pool Template
Drill Down for a specific Thin Pool

+ Total/Used/Allocated GB & % Used — snapshot of Pool capacity utilisation

« Total/Allocated/Used GB —Trend — Overview of Pool capacity utilisation over time
* % Used — Trend — Used Capacity over time

* % Reads/%Writes — Work load Overview

Symmetrix ID | 000192604261 ¥ Type | Historical

glab261_13 ¥

¥

Last Month ¥ [i']

TP2
4261 : TP Pool : glab261_13 : 4 Metrics
4261 : TP Pool : glab261_13 : 4 Metrics

: TP Pool : glab261_13 : % Used...

4261 : TP Pool : glab261_13 : % Used Capacity

= 100 —
85770 — 80 —
71475 — 60 —
57180 — 40 —
42885 — 20 —
28590 — 0
14295 — Apr 13 Apr 18 Apr 23 Apr 28 May 03 May 08
0 — e S P
Total Pool Capacity (GB Allocated Pool Capacity (Gl Legend

Used Pool Capacity (GB % Used Capacity

4261 : TP Pool : glab261_13 : 3 Metrics
4261 : TP Pool : glab261_13 : 3 Metrics

100000 —
80000 —
60000 —
40000 —
20000 —

0 i
Apr 13

Apr 18 Apr 23 Apr 28 May 03 May 08

Legend

Y

P used Pool Capacity (GB)  [J] Total Pool Capacity (GB)

Allocated Poolm

_‘TI

B o6 Used Capacity

4261 : TP Pool : glab261_13 : 2 Metrics

4261 : TP Pool : glab261_13 : 2 Metrics

BE % Writes: 98.3
BE % Reads: 1.7

l < [ nu
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8.11Virtual Pool Template
Drill Down for a specific Virtual Pool

» Total/Allocated/Used GB - Snapshot — Overview of Pool capacity utilisation.
» Egress/Ingress Tracks - Trend — movement of data between tiers.

« Back End Reads/%Writes - Snapshot — Work load

+ Back End Reads/%Writes - Trend — Work load over time

Symmetrix ID | 000192604261 Virtual Pool Tier | FC_G600GE W

30 Day Virtual Pool May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM Ev

4261 : Virtual Pool Tier : FC_600GB : ... 4261 : Virtual Pool Tier : FC_600GB : ...
ﬂ 4261 : Virtual Pool Tier : FC_600GE : 4 Metrics

38550 — 3000

32125 — 2000

25700 —

19275 — 1800

12850 — 1200
0 600

Total Pool Capacity (GE Allocated Pool Capacity (Gl 0
Enabled Pool Capacity (Gl Used Pool Capacity (GB May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20

4261 : Virtual Pool Tier : FC_600GB : ... 4261 : Virtual Pool Tier : FC_600GB : ... b4
4l 4261 : Virtual Pool Tier : FC_600GB : 2 Metrics : 1 4l 4261 : Virtual Pool Tier : FC_600GB : 2 Metrics ZINEIR0)
2000 —
BE % Writes: 82.6
1600 —
1200 —
800 — I
400 —
BE % Reads: 17.4
0 1= —
May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20
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8.12Disks Group Template

Drill Down for specific Disk Group to view general utilisation
* % Busy — Trend — % utilisation to be compared with SCSI/Sec

+ Total SCSI Commands/Sec — Trend — Total Disk Traffic for Comparison for % utilisation

* 10/Sec — Trend — Workload obvious
* Read/Writes per Sec — Trend — Workload comparison

Symmetrix ID | 000192604261

30 Day Disk Group

Disk Group | 12

4261 : Disk Group : 12 : 2 Metrics =
dill 4261 : Disk Group : 12 : 2 Metrics &) &l @
12000 —

8000 —

4000 —

i
May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20

l Reads/sec l Writes/sec

May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM =,

4261 : Disk Group : 12 : Total SCSI Co...

4ill 4261 : Disk Group : 12 : Total SCSI Commands/sec & (M

2000 —
1600 —
1200 —
B00 —
400 —
T
May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20

4261 : Disk Group : 12 : I0s/sec - B, B
ﬂ 4261 : Disk Group : 12 : I0s/sec £ Eﬁ! )]
2000 —
1600 —
1200 —
800 —
400 — \
o -
May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20

4261 : Disk Group : 12 : % Busy
Gl 4261 : Disk Group : 12 : % Busy
100 —
80 —
o0 —
40 —
20 —
e — P e — R —
May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20
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8.13Further Optional Templates & Dashboards

During assessment and discussion with the Vendor and CTI other dashboards were reviewed.

e Granular Front End port view — See Below
o FAST related Templates & Dashboards — See Below

The following have not been included (Reasons provided) Further assessment will continue as the product matures, and hopefully requested dashboards will be added in the future.

e Storage Groups mapping to Front End ports/Directors - Unisphere cannot provide Storage group to Front end port mapping as part of a dashboard or template — this can be viewed using the analyze pane,
selecting singular storage groups.
Storage Group Performance Metrics / Top 10 - storage group performance a one view fits all approach will not work as it will depend on the issue area of performance you are investigating — the recommendation

[ ]
is to plot on demand or formulate several dashboards as relevant. The Top 10 groups is a metric that currently can only be produced manually

8.13.1 Front End Ports Template

Drill Down for specific Front End Port
Front End I0/Sec By Port — Snapshot — If both ports are used is workload balanced or more aggressive on one port.

Front End I0/Sec By Port — Trend — If both ports are used is workload balanced or more aggressive on one port / Is load sustained/when are the Peaks

Front End % Busy By Port — Snapshot — If both ports are used is utilisation balanced or more aggressive on one port ?
Front End % Busy By Port — Trend — If both ports are used is utilisation balanced or more aggressive on one port ? / Is load sustained/when are the Peaks

FE Director | FA-FE %

Symmetrix ID 192604261

Frontend Port

May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM B,

4261 : FE Director : FA-7E : 2 Metrics...
ﬂ 4261 : FE Director : FA-JE : 2 Metrics : 2

4261 : FE Director : FA-7E : 2 Metrics...
ﬂ 4261 : FE Director : FA-JE : 2 Metrics : 3

175 —
150 —
125 —
100 —
75 —
50 —
25 —
o -

10 —

Port 0 I0s/sec Port 1 I0s/sec

Port 0 MBs/se: Paort 1 MBs/sei
4261 : FE Director : FA-7E : 2 Metrics... x 4261 : FE Director : FA-7E : 2 Metrics x
il 4261 : FE Director : FA-7E : 2 Metrics : 1 ® [& (@ il 4261 : FE Director : FA-7E : 2 Metrics & (& @

12000 —
I

N AVAIYAE O AVAY

0
Jun 05 Jun 10 Jun 15 May 26 May 31 Jun 05 Jun 10 Jun 15

=]

Jun 20

May 26 May 31

-

P rPorto10s/sec [ Port1I0s/sec

3

P %o Busy Port 0
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8.13.2 FAST related Templates & Dashboards Suggestions

There are a three canned templates provided as part of the predefined EMC Templates: These are also referenced in the FAST Best Practice Solutions guide as they align to SPA templates previously used for FAST — Users
are also advised to reference Section 8 of the FAST BP guide which covers usage of SPA and its Unisphere equivalents. Elements of the FAST templates along with other related metrics that can be plotted depending on what you are

looking to see.

8.13.2.1 FAST by Tier Template:

Provides the following parameters by selected Tier
¢ Read/Write Response Time - Shows the time it takes the disk to satisfy 10 requests

Ingress/Egress Tracks - number of extents entering and leaving the virtual pools that reside on the tier. Shows that the FAST controller is moving extents around

e |O Density (by SG) - Shows how efficiently the FAST controller is managing the 10

e BE requests (by SG) - Shows the request rate to/from the tier

o BE MPB’s Transferred (by SG) -Shows the throughput rate to/from the tier

o Allocated Tier Capacity (by SG) - Shows the capacity of each storage group within the tier

FAST by Tier

Read and Write Respo... I0 Density by SG

De
ﬁ Read and Write Response Times ﬁ 10 Density by 5G

Symmetrix ID | 000192604261 Wirtual Pool Tier | FC_600GE V|

May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM =,

BE Requests by SG 8. O =

4l BE Requests by SG Y [0

Il o
|
1

1 — 240 —
0.8 — 180 — f\
0.6 — 130
04 4 J_X\E
0 : 0 -
May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20 May 26 May 31  Jun 05 Jun 10 Jun 15 Jun 20 May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20

-

l Write Response Time [(ms) . sg_netbackup7?5 l fastwp02_sangsil - . sg_netbackup?s l fastvp02_sangsil -
| P [ [T | P [ [T

BE MBs Transferred by... = Allocation by SG = Tier Ingress/Egress

. Read Response Time (ms)

.|:|

ﬂ BE MBs Transferred by SG {E{ ﬂ Allocation by SG 'Ef:{ ﬂ Tier Ingress/Egress
16 — —
\ 1600 |' | | 320
12 — i 1200 | | ' ' i
'Ijlly\_ | ',I I,' 240
|
8~ S § ,/\\ 800 — | _
r I+ 'I \ — — |' |I I| 160
_ | [ i { | _
AN N - \ [/ .
; - —=\ N L 0 ) ) ) 0
Jun 05 Jun 10 Jun 15 Jun 20

May 26 May 31 Jun 05 Jun 10 Jun 15 Jun 20

May 26 May 31 Jun05 Junl1ld Jun 15 Jun 20 May 26 May 31

-

-

-

. sg_netbackup?s

. sg_netbackup?s . Ingress Tracks l Egress Tracks

| 4_[ T

B fastvpoz_sangsi1 =
* |_

B fastvpoz_sangsi1 =
Y

4| T
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8.13.2.2

FAST by Storage Group Template

Provides the following parameters as a time series view by selected storage group:

e Allocated Capacity (By Tier) - How much of the storage group is allocated to each tier
o 10 Density (by Tier) - How many 10s are done per GB of disk
¢ Host 10 & Back End requests/Sec - This chart compares the host 10s that are satisfied from cache with the back-end requests that FAST is handling
o Back End MB’s Transferred /Sec (by Tier) — Throughput indication
o Back End Requests (by Tier)

e Read & Write Response Times

CSBE-12025-SG

Symmetrix ID | 000192604261

FAST by Storage Group

Storage Group | test 16 W

May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM [Z| £,

&l Read and Write Response 'C':*l . ()]

Times
0.8 —
|:| —
May 26 Jun 0% Jun 15

4l Host I0s/sec and BE

Reqs
320 —
240 —
160 —
B0 —
|:| —
May 26 Jun 05 Jun 15

b 4

Gl BE MBs/sec by Tier

’31.@

N

May 26 Jun 05 Jun 15

b

l Read Response Time [(ms)

| 4| i

BE Reques... 0 X I0 Density... = Allocation..

4l BE Requests/sec by Tier

alm

120 —
80 —
40 —
0

May 26 Jun 05 Jun 15

-

l Write Response | l Host I0s/sec l BE Reqgsfsec

4l 10 Density by Tier

1 —
0.8 —
0.6 —
0.4 —

03 :m m

May 26 Jun 05 Jun 15

-

B eFp_200ce [ Fc_sooce

SATA_2TE

d#  Allocation by Tier

3000 —
2400 —
1800 —
1200 —
BO0 —

0 \_/

May 26 Jun 05 Jun 15

-

B eFp_200ce [ Fc_sooce SATA_2TBE

-

B eFp_200ce ] Fc_sooce SATA_2TB

B eFp_200ce ] Fc_sooce SATA_2TBE
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8.13.2.3 FAST Policy Template

Provides the following parameters as a time series view by Policy:

o Total used/Total Available Tier Capacity for the selected Policy
o Total used/Total Available for all Storage Groups associated to the selected Policy

e 10 Density

e Ingress/Egress Tracks - number of extents entering and leaving the virtual pools that reside on the tier.Shows that the FAST controller is moving extents around
¢ Total Back End requests/Sec by all storage groups associated with Policy
e Back End MB’s Transferred /Sec for all storage groups associated with Policy

FAST Policy

10 DEI‘ISIt‘f FAST Inte.. = BE Throug... g. O x

CSBE-12025-SG

0

Symmetrix ID | 000192604261 FAST WP Policy

Production

May 25, 2014 4:00 PM - Jun 24, 2014 4:00 PM [F] &,

I0 Density ﬂ FAST Internal Activity 'Efl ﬂ BE Throughput 'E{ . I!I:I
36 —
1200 —
30 —
800 — 24 |
400 — 18 —
0 12 —
May 26 Jun 05 Jun 15 &
|
|:| —
EFD_200GE SATA_2TE FC_600GE l Ingress Tracks l Egress Tracks May 26 Jun 05 Jun 15

BE Requests FAST Polic... 8 = FAST Polic... S — I o ¢
dil BE Requests gl FAST Policy Tier Capacity {-El, . M dill FAST Policy SG Capacity M
500 — 160000 —
200 —
a400 — 120000 — 160 —
— BO000 — 120
a0 —
40000 —
200 40—
o - 0
100 — May 26 Jun 05 Jun 15 May 26 Jun 05 Jun 15
o - ¥
May 26 Jun 05 Jun 15 B Allocated Pool Capacity (GB)  [J] TotalPoolcap || Allocated SG Capacity (GB) ] Total SG Capaci
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8.13.2.4 Example Virtual Pool/FAST Related Dashboard

As advised, elements of the FAST templates or any other relevant metric of interest can be used to form individual, following example is biased toward the Virtual Pools to provide a higher level overview

e 10 Density — Shows how many IOs are done per GB of disk

o Egress/ingress — Shows the total number of extents moving in and out each second from the virtual pools (Is FAST moving extents)

o 9% Capacity — effect of FAST movements on capacity
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9 Appendix E — Upgrading from SPA

Upgrade from SPA to U4V 1.6 was not tested in the lab. It is assumed that all SPA deployments
were upgraded to uav 1.5.

This section was retained in case of inheriting legacy environments that need to be upgraded.
This will be moved to a separate document at a later date.

9.1 Unisphere for VMAX upgrade from SPA - installation and
configuration checklist

The check list summarizes high-level steps required to install and configure Unisphere for VMAX
as an upgrade from SPA, and references the relevant sections in this document

Task Section in this document

Prerequisites

Ensure hardware and other requisites are available:

¢ Review RAM & Disk size recommendations if upgrade is
required for U4V Server
o Flash Player 11.2 or above on Client (desktop only)

Section 3

Upgrading SPA to Unisphere for VMAX

Upgrading SE7.x on the (SPA) Unisphere for VMAX server
Upgrade SPA tov2.2.1

SPA DB Extraction and reformatting

Install (Upgrade to) Unisphere for VMAX package on the server
Installing Unisphere for VMAX license

Setting up Unisphere for VMAX to use a remote SYMAPI server
Request mysqld.exe process is added to LRP for McAfee Virus
Scanning — Requires Resolvel T

Restore Historical SPA Data

Confirm SYMAPI server settings and Deamon_option defaults
Test Unisphere for VMAX server has access to remote SYMAPI
server

Section 3 & Section 4

Setting up Authorization

Section 5 of this document
& CSBE Solutions Enabler
7.X Solutions Guide

Setting up authorization on target Symmetrix systems (If not
previously done)

Configuring Unisphere for VMAX

Security: Centralized Authentication via AD group
Security: Restricting activity when in Unisphere for VMAX
Setting up data collection Section 6
Web server certificates — Requires CMP

Scheduling database backup for Unisphere for VMAX server
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9.2 Upgrading from SPA 2.2.0.6 to Unisphere for VMAX

If SPA v2.2.0.6 is deployed, it will need to be upgraded as described in the steps further below.

Upgrading to Unisphere for VMAX can only be done from SPA v2.2.1 or above, therefore it is a
prerequisite to upgrade existing SPA instances to v2.2.1 first.

SPA performance databases will also need to be extracted and backed up using a Citi wrapped

EMC tool so the databases will be generated in U4V format (from single DB table for all arrays to
individual DB tables for each array).

9.2.1 Re-enable SMC

From the SPA deployment SMC should be disabled, to ensure there are no adverse effects
during the upgrade re-enable SMC.

1. Shutdown the SMAS service
2. Run the following command from a cmd window run as Administrator.

C:\Program Files\EMC\SMAS\jboss\bin\smasadmin.bat enable

C:\Program Files\EMCA\SMAS:\jboss\bin>smasadmin.bat enable

1 filed{s> moved.
SMC enabled

3. Restart the SMAS service

9.2.2 SPAv2.2.0.6 upgrade to v2.2.1
Upgrade steps below to be run from the SPA server:

1. Perform a manual backup of SPA database. Click ‘Administration’ - ‘Database
Management’ - ‘Backup’.

2. Upgrade to SPA v2.2.1 by pushing the software from TPM <package ID:
CITI_WIN_EMCSymmetrixAnalyzer 22 00> to the SPA server. It will be interactive
services mode for the installation. Existing version will be detected and click the ‘Upgrade
Installed Features’ button to proceed.

SMAS Instance Detected - Upgrade

e An ¥stanca of SMAS was detactad on this host,

T i B seanigos the canarsty ndaled Yeahis GNC
TAOAZPA2ION ar aakt the |

L andar Tl Py Tl )

3. It should pick up all settings from the existing SPA instance. Review the settings before
pressing the ‘Install’ button.
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4. Once the upgrade is completed, login into SPA and verify the version installed. It is
advised to verify if everything is intact.

9.2.3 SPA Database extraction & reformatting

1. Before upgrading to Unisphere for VMAX 1.x, you need to extract historical data for alll
VMAX arrays from the SPA database. This is achieved by using a Citi wrapped vendor

tool.

Push the package from TPM (TPM ID: CITI_WIN_2K8 EMCSPADBUnisphere_15_00).

2. Once the package is pushed to SPA server, request the SA to execute the ‘run.bat’ from

‘c:\SPADBUpgradeBackupSMAStoUniVMAX\’ directory.

This batch file will carry out the following

a. Check the SPA installation directory

b. Create a directory named ‘upgrade’ under
<installpath>\smas\jboss\server\default-em\deploy\spa.ear\database\

For example

C:\Program Files\EMC\SMAS\Jjboss\server\default-
em\deploy\spa.ear\database\upgrade

Lo

for Unisphere for VMAX upgrade

3. Once the batch file

is completed successfully,

Copy all required files into the newly created ‘upgrade’ directory
Execute vendor batch file ‘SPADBUpgradeBackup.bat’ to start extracting the SPA DB

verify backup files created in

<installpath>\ smas\backup\SPA’ directory for each Symmetrix stored in the SPA

database in this format:

<symmetrix_id>_<date>_SPAUpgradeBackup.dat

For example:
c:\Program

Files\EMC\SMAS\backup\SPA\000195900189 201108091823 SPAUpgradeBack

up.dat
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4. Move all the newly created *.dat files to a temporary location outside the SPA installation
directory.

9.2.4 Upgrade from SPA to U4V

Upgrade from SPA v2.2.1 by pushing the software from TPM <package ID: CITI_WIN_XXXXXX
> to the SPA/U4V server. It will be interactive services mode for the installation. Existing version
will be detected and click the ‘Upgrade Installed Features’ button to proceed.

e e alolx
Please Wait
SMAS Inetmice Detocted - Lpgrade x

Anmstance of SMAS  was detocted on this host,

WU pau e 50 apgiade the cumently oatalind SMaS T 314 o

axtt the sutail
Tigured for

Upgrade Instalied Fask.res J [ Carce »l
InstalWrrywhere

9.2.5 Restoring Historical SPA data into Unisphere for VMAX

1. After completing the instructions from Installation Steps section to configure the Unisphere
for VMAX

2. Copy/Move all the *.dat database files created in section 9.2.3 back to
‘<installpath>\ smas\backup\SPA’ directory

3. Login into Unisphere for VMAX 1.x and restore each Symmetrix with the database backup
files by selecting Performance - Settings - Database.

If there is no restore files available to select for restore, make sure the database files are
copied to the ‘<installpath>\ smas\backup\SPA’ directory.
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?5? M Performance

Databases

Symmetrix [D Status Task Status Oldest Historical Data Oldest Diagnostics Data Last Backup
Restore Database

Symmetrix ID 000192604261

Select backup file | 000192604261_201212060237_unisphereW1.5.0.3_SPABackup.dat W
Restore Diagnostic data if available
Restore Real Time traces if available

Current database contents will be lost. Please consider backing up the database first.

Ok Cancel Help

9.2.6 Legacy SPA related Storstpd daemon changes
9.2.6.1 Monitoring 7 and more arrays

In SPA there are some settings required to be configured if more than 6 Symmetrix arrays are
being monitored. These settings are no longer required in U4V. Comment these out so default
value will be used and restart the respective services to take effect.

In daemon options file on remote SYMAPI server, if it has set as below:

Storstpd:dmn symmids = XXXX,XXXX,XXXX, XXXX, XXXX
storstpd:dmn max arrays = 10

Where xxxx is the serial numbers of Symms
Comment it out so default value will be used:

#Storstpd:dmn symmids = XXXX, XXXX, XXXX, XXXX, XXXX
#storstpd:dmn max arrays = 10

Restart the storstpd and storsrvd for the changes to take effect.
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10 Appendix F — Migrate User Authentication from AD to LDAP

This appendix covers the migration steps to move user authentication from AD to LDAP to take
advantage of group based symauth entries, and nested AD groups.

Whilst this can be done via solutions enabler using symauth files — U4V can be used to do this
very quickly creating and applying new rules to multiple arrays at once.

The starting point assumes Local Directory Authentication has been disabled, and the storage
administrator implementing has admin rights assigned on the arrays, and is logging onto U4V
using AD authentication.

Prerequisites:

e AD group that will be used to contain groups authorized to access U4V— This may exist
from the AD deployment

e Domain based FID/Service account that will be used to query the AD domain controller —
This could be an existing FID (DCNM, HPNA)

¢ AD Authenticated User initially accessing U4V has Admin rights mapped on the arrays
e Local smc account has Admin rights mapped on the arrays visible to the symapi server.
(optional)

Process:
AD authenticated SAN administrator accesses Unisphere for VMAX via URL
https://<UnisphereforVmax—-server—name>:8443

Version V1.6.1.6

EMC Unisphere for VMAX

User DOMAIN\SOE

Password

Enable Local authentication - This is an optional safeguard against locking out all users following
configuration error.
1. Select ‘Administration = ‘Security’ > Select ‘Authentication’ which will display a summary
of the current configuration.
Select Edit and the Authentication Wizard will launch.
Check the Local Directory box
Click Next
Click Finish

arwn

Set up LDAP Authentication
1. Select Edit and the Authentication Wizard will launch.
2. Select LDAP-SSL
3. Click Next — The LDAP-SSL configuration window will open
4. Compete the LDAP set up as highlighted in Section 5
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Set up Symauth rules for AD groups
1. Select ‘Administration’ - ‘Security’ > ‘Authorization Rules’ which will display a summary

of the current symauth entries for all arrays.
2. Click Create at the bottom of the screen and a wizard will launch
Add the AD group that you want mapped to the symauth Role in the Name field
Select ‘LDAP-SSL’ in the Authority Field

o

O
O
O

Select ‘Group’ in the Type Field

For Each array select the role you want members of the group mapped to

Create Authorization Rules @ 0O

# Name AD group you want RBAC
Authority | LDAP-SSL ¥ '

# Type Group A4
Domain namdev.nsrootdev.net

# Specify Roles
Symmetrix Role
000192604261 ’ StorageAdmin v]
000195700524

‘ StorageAdmin V!

OK H Cancel || Help {

3. Click Ok once complete
o The Symauth rule will be created on the selected arrays, and will be displayed in

the Authorization summary

EMC Unisphere for VMAX V1.6.1.6

i ‘ 3 Performance @ Support

All Symmetrix > Home > Administration > Security >

Group
¥ Group

Type

Authorization Rules

Authorization Rules

Name Authority Authentication Domain Symmetrix
* LDAP-SSL emc_admin 000192604261
AD group you want RBAC LDAP-SSL namdev.nsrootdev.net

000192604261
000195700524

StorageAdmin

StorageAdmin
StorageAdmin

Role
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At this point you can test log on using LDAP authentication in another explorer/chrome

window.
1. Enter JUST your SOE ID & Password
2. Click Login

Version V1.6.1.6

EMC Unisphere for VMAX

User soeid_ONLY
password |

this log on message should persist through

the upgrade
‘ Login | Help ‘

You should have access at whatever role you mapped to the AD group you are a member of.

Remove unwanted Symauth rules

After successfully logging on using the LDAP authentication, and confirming you have
appropriate role based access, you can then remove AD related Symauth Rules.

1. Select ‘Administration’ > ‘Security’ > ‘Authorization Rules’ which will display a summary
of the current symauth entries for all arrays Select AD based Symauth rules you wish to
remove and click Delete at the bottom of the screen

EMC Unisphere for VMAX vi6.16

(fﬂm 3 Performance @ Support

All Symmaetri. > Home > Adnwinistrathon > Secunmty > Ay

Authorization Rules

Type Mame Authority Authentication Domiain Symmetrix Rote
Group AD group to dedets Windows AD NAMDEV
000192604261 None

000195700524  None
*  Group AD group you want RBAC LDAP-S5L namdev, nsrootdey. net

2. A summary will display — Click OK when you are satisfied the right group/user is being

removed
Delete Authorization Rule 0
You are about to delete authorization rules across all licensed and
authorized Symmetrix for:
Windows AD (NAMDEY) group AD group to delete
Continue?
ok || cancel || Hebp
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3. Repeat for all unwanted Unisphere groups/Users that are configured under Windows
AD/OS.

Finally disable Local authentication

1. Select ‘Administration’ = ‘Security’ = ‘Authentication’ which will display a summary of the
current configuration.

Select Edit and the Authentication Wizard will launch.

Unselect Local Directory

Click Next

You will need do re-enter the LDAP service account password

Click Next

Click Finish

Log off

©ONO O~ WN
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11 Appendix G — Version Tracker

Version Changes Since the Last Version
0.1 New certification draft
0.2 0.1 Re-written
0.3 Edits following peer review
1.0 Updates following RFC
— Added Section 3.3 Guidance on Polling& Array loading following
vendor discussions.
- Removed section 4.1.2.2 — not required
- Updated AD authentication diagram and text due to U4V not being
able to process nested AD groups
- Updated Data collection settings to 10min collections (min)
- Updated Heat Map - Real Time View based on Section 3.3
- Added new section 7.3.1.1 Real Time Trace
- Added more info to 7.5 Reports
- Added new section 7.6 Export Button
1.1 Added Appendix D — Suggested Templates and Dashboards-
Following discussion and assessment with CTlI and EMC
1.2 Added Instructions on array filtering for U4V following collection
issues in production instances attributed to exceeding product device
limitations.
Updated 3.6.4 — As Testing found SYMAPI session between W2K8
—->RHEL could work as SECURE
1.3 Major update for U4V 1.6.1.6
- Edits through-out
- Overhauled Webserver Certificate process
- Added notes on new in context linking
- Added notes on Health Check and Runtime checks & Alert
- Movement of upgrade from SPA out of main document
- Added notes on viewable symaudit log
- Added note on export and reporting features
1.4 Updated Webserver certificate & array exclusion section with RPQ
references.
Released for production
15 Changed User authentication from AD to LDAP
Updated SE Package
Added 2.1.2 COB statement
Updated all templates
1.6 Updated Solutions Enabler version
1.7 Added Workaround for POODLE Vulnerability
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