Key storage performance metrics for virtual environments
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Delivering efficient and optimised storage performance for virtual environments can be difficult to achieve because so many components in the infrastructure stack must interact.
But optimum storage performance can be achieved with a starting point that begins with a set of metrics to measure storage operations in the virtual environment.
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There are three key storage performance metrics common to all environments: Latency, throughput (or bandwidth) and IOPS. 
Latency (also called response time) describes the time taken to complete a single I/O (input output) operation and is essentially a measure of how fast a storage system responds to read and write requests.
Values are usually measured in milliseconds, with the fastest flash drives now quoting fraction of a millisecond figures. In an ideal world, latency would be zero, resulting in no penalty to the application for read/write operations to permanent storage media. But, physics gets in the way and some latency exists for every I/O operation.
The aim for any storage solution is to minimise latency values, as storage is often the bottleneck in IT infrastructure. Lower latency means less waiting for the completion of I/O and therefore results in faster execution.
In virtual environments latency has a direct impact on the speed at which virtual machines (VMs) and desktops operate and reduced latency means more efficient use of processor and memory.
As a result, we have seen the adoption of solid-state storage into virtual environments and the movement of I/O management into the server. Here flash-caching hardware and software aims to eliminate the need for data to traverse the network, thereby producing very low latency values.
Throughput – The capability of a storage system to transfer a fixed amount of data in a measured time is known as throughput, or bandwidth. Typically, throughput is measured in megabytes per second (MBps) or similar units.
Storage arrays and disk devices can be measured for two throughput metrics - sustained throughput and peak throughput. Sustained throughput is a measure of the constant capability of a device or system over a long period of time. Peak throughput indicates the levels a system can provide over short periods.
Peak throughput levels are important in VDI (virtual desktop infrastructure) environments, where boot storms - when many users log into the system and start up their virtual desktops at the same time - can generate huge I/O demand, resulting in poor performance and a rise in latency if the system cannot manage the spike effectively.
Good throughput numbers are also essential for virtual server environments when managing the dynamic movement of VMs between datastores. Being able to measure throughput and understand peak demand is critical to virtual environments.
IOPS (input output operations per second) – IOPS is a measure of the number of individual read/write requests a storage system can service per second. This figure is closely related but subtly different to throughput.
In many cases, vendors will use IOPS as a measure of the performance of their products, but these figures need to be considered alongside the size of data chunks being transferred in each operation.
For example, many small (say, 4KB) requests are easier to handle than large (1MB) ones. Also reads, especially of random rather than sequential datasets, are generally more time-consuming than writes. So, IOPS claims need to be judged against the volume of data chunks being dealt with and the type of operations they refer to.
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The relationship between latency, throughput and IOPS
Latency, IOPS and throughput are all closely-related. A storage system that can deliver I/O at very low latency will be able to deliver a high IOPS performance. At the most basic level, the number of IOPS achievable is simply 1/latency, so a latency of 3 milliseconds (or 1/0.003) translates to around 333 IOPS.
A system that can deliver a high number of IOPS with large data chunks will be able to deliver a high throughput, as the value is simply the number of IOPS multiplied by the I/O size.
Of course, vendors make claims to very high numbers when quoting performance figures and there are some good reasons for this. Storage arrays are able to manage I/O workload with parallelism or concurrency, handling more than one I/O operation at the same time.
Concurrency is achieved by providing multiple paths to the storage system and using system memory as a cache to queue transactions. This leads us to a new measurement – queue depth – that describes how many I/O requests a device can handle simultaneously.
A single disk drive will have a queue length in single or double figures, whereas a large enterprise array will provide a queue depth into the tens or hundreds per LUN, per port or a combination of both.
By queuing multiple requests together, a storage device can optimise the write process, reducing some of the physical latency of storing data, which is particularly efficient with spinning disk hard drives because head movement can be significantly reduced.
Workload profiles and where to measure
Identifying and recording metrics provides the raw data for understanding storage performance, but any numbers gained need to be considered in context in terms of I/O profile and where the measurements are taken. This is because all applications produce different workload demands.
As an example, VDI and virtual server traffic are highly randomised due to the dispersal of active data throughout a datastore or volume storing virtual hard disks. VDI data is typically mostly read-heavy (80R/20W as a percentage split or higher); so low read I/O latency gives a significant performance boost.
In the days of the mainframe, a single I/O operation could be tracked from start to finish, showing where delays occurred at each step of the journey. Today, I/O is much more complex, with measurements possible at the storage device, within the hypervisor and within the host itself
Choosing where metrics are recorded is also important to provide an end-to-end view of I/O performance.
In the days of the mainframe, a single I/O operation could be tracked from start to finish, showing where delays occurred at each step of the journey. Today, I/O is much more complex, with measurements possible at the storage device, within the hypervisor and within the host itself.
There’s no right or wrong place to take measurements; each gives a perspective on the operation of the system. Values taken from the array show how well the external storage copes with demand. Values taken from the host, for example, show how contention at the datastore affects individual guest performance while values taken from the hypervisor show the effectiveness of the storage network.
Both the common hypervisors (vSphere ESXi and Hyper-V) allow for the movement of workloads to optimise storage performance. Storage DRS for vSphere, for example, bases VM migration recommendations on historical I/O latency measurements of the underlying datastores. Meanwhile, Intelligent Placement in Hyper-V makes calculations based on VM IOPS.
Let’s not forget
Most of the numbers we have talked about are technology-based, but there are financial metrics to consider when purchasing products and placing data on tiers of storage. These include $/GB, which measures cost per unit of capacity. But, with the introduction of flash, where $/GB is so much higher than with spinning disk, $/IOPS can have more useful meaning when application performance is a greater consideration.
Putting it all together
Due to the random nature of virtual environments, latency is a key metric in monitoring the status of physical storage resources. Latency is relevant, whether a system contains one or one hundred VMs.
When we look at the capacity to support many VMs, throughput plays a big role, because the ability to scale a virtual environment requires corresponding capability in throughput. As already discussed, managing peak demand can be an issue for VDI environments which have peak read and write load periods.
From the perspective of the host, IOPS is typically used as the standard measure, because this provides an abstracted view that isn’t dependent on the underlying hardware capabilities. This is seen as a measure in both private and cloud virtual infrastructures.
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Caveat emptor – let the buyer beware – is as true in IT as any walk of life; maybe more.
Organisational buying decisions can be fraught with complexity and have consequences that are far-reaching – and can be career-limiting.
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So when it comes to buying storage products, what should you look out for in suppliers’ storage performance metrics?
Buying storage centres on performance – capacity, latency, throughput and so on – and there are numerous ways manufacturers massage spec sheet figures. But, storage products also come with features, which may or may not be desirable in their own right, but can also affect performance.
So, what are the key ways suppliers mislead customers?
To find out, we asked a range of storage industry analysts to list and explain the ways they see storage suppliers put a spin on their marketing.
George Crump, Storage Switzerland, president and founder
Do you get the IOPS they say you will?
Buyers need to look at spec sheets in the context of their own environment and compare apples to apples.
For example, Pure Storage, Violin Memory and IBM all publish IOPS benchmarks, but you need to know parameters such as block size and what features were enabled during testing. Features such as data deduplication, compression and thin provisioning affect flash and its low latency in a way that was not an issue with spinning disks.
Beware of benchmarks
Does a benchmark give you enough granular detail to enable you to translate it to your environment? Two tests are valuable – raw IOPS tests and Loginvsi, which fires up a bunch of VDIs and runs them through day-to-day tasks to replicate real world testing.
Greg Schulz, StorageIO, senior advisory analyst
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Dodgy performance claims
Startup and mainstream suppliers of disk, flash and hybrid flash storage systems like to toss out performance claims, and sometimes those claims get backed up with an actual metric.
One of the classics is when a supplier says they are 3x (or pick your own number) faster than their most popular competitor and twice as fast as the previous version of their own solution.
What they don’t usually tell you is that they are comparing their newest, optimally configured, lightly loaded system against one of their competitor's oldest and poorly configured systems.
If a supplier makes a claim that they can do “X” number of IOPS or “Y” throughput without any other information, ask them about context 
 Greg Schulz, StorageIO 
Not all IOPS are equal – context matters
Suppliers will say a storage system can do 1 million or 2 million or 8 million IOPS, but you later find out those are 64byte (or smaller) sequential read I/Os that are being cached. This might be real-world for some applications, but out of this world for most others.
So, context matters. If a supplier makes a claim that they can do “X” number of IOPS or “Y” throughput without any other information, ask them about context. Questions should include what size I/Os, whether they are reads, writes or mixed, random or sequential, what was the response time, how much storage space was used and how was it configured?
Are those sales figures for real?
When a supplier says they have shipped 500 systems, is that the total number of instances, or the number of controllers/nodes/processors? For example, if an array maker has a dual controller configuration and says they shipped 500 systems, is that actually 250 arrays with two nodes, or did they ship 1,000 controllers with 500 systems? For cluster, grid and scale-out architectures things get even more interesting, if the supplier has, for example, four, eight, 12 or more nodes in a system.
Thanks for the memory – when it exists
When suppliers quote memory and storage space capacity, they might say a system has 8GB of cache. But, is that 2x4GB if there are two controllers/nodes/processors/systems? And if it’s a dual controller array, is half the cache memory in each node set aside for the partner controller, meaning there is only, for example, 2GB usable per controller?
Some suppliers will also count cache memory for data as well as their own internal memory to show a larger number.
Tony Lock, Freeform Dynamics, programme director/analyst
The important step is to understand what you really need and try to look at the whole field 
 Tony Lock, Freeform Dynamics 
Don't pay for performance you don't need
I don’t know many organisations that really need or want peak performance. Most customers need products that provide the performance level and characteristics the services supported require. Not less. Not more. Raw performance specs of systems in preconfigured tests are rarely of any use, because test workloads don’t have much in common with the real world.
Do quoted features match your requirements?
Buyers need to accurately identify the features they absolutely have to have, those that might be useful and the rest for which they have no likely use in the foreseeable future. Then they should line this up with architectural requirements to fit into the existing landscape with minimal disruption and their “comfort zones” in terms of skills.
Most storage suppliers have core features that most customers require. Some have detailed technical differentiators that may be important to some clients, but may not be of interest to many others. This is the way IT has always been. The important step is to understand what you really need and try to look at the whole field, not only those suppliers you know well.
Great feature, but do you need it?
Very, very few IT suppliers do a good job of marketing use cases for their solutions. Nearly all are very close to the technology and love talking about bits and bytes, not real-world use. Most rely on their pre-sales teams and channel partners to work these out, although this is changing slowly.
The biggest area where suppliers could improve is to tell customers (and channel partners) not just what technology and software management features their products possess, but to help explain where and why technical features could be important. Few suppliers in storage or any other part of IT do this well.
Valdis Filks, Gartner research director, 
information technology infrastructures
Suppliers get artificially high performance by avoiding writes to disks and writing to controller cache instead 
 Valdis Filks, Gartner 
Beware of benchmarks - again
Suppliers performance claims generally should be taken with a pinch of salt. Open benchmarks – such as those from the Storage Performance Council (SPC) – are better, but they also need to be read carefully. Generally speaking there is no ideal benchmark, but in terms of transparency the SPC ones are quite useful, because they show the configuration and the price per IOPS.
Some suppliers say benchmarks are useless but then quote benchmarks for some products and not others. This is a good indication of which products do not perform well. The ones without open and transparent benchmarks are the ones to be wary of.
Suppliers cache in
Suppliers get artificially high performance by avoiding writes to disks and writing to controller cache instead. Sure, in reality lots of I/O is cached, but this depends on the workload.
Software smarts are key
Suppliers use the same drives and Intel CPUs in their controllers. This means the one that produces the fastest controller will have a short-lived advantage because, in months, most other suppliers will have the same hardware in their controllers. So, the differentiating factor is the storage software's efficiency.
New storage arrays use memory page management techniques, while older arrays are stuck in Raid groups. Raid group designs do not adapt well to new data reduction techniques, which require higher array performance.


SearchStorage [image: TechTarget][image: TechTarget]
Top of Form
Search the TechTarget NetworkSearch the TechTarget Network 
Bottom of Form
Sign-up now. Start my free, unlimited access. 
Login Register 

SearchStorage 
SearchSolidStateStorage
SearchVirtualStorage
SearchCloudStorage
SearchDisasterRecovery
SearchDataBackup
Topic Enterprise storage, planning and management 
Storage Strategy View All 
Data center storage
HPC storage
Outsourced storage and storage service providers
Small business storage
Storage management jobs and salaries
Storage market research reports
Storage vendors
Cloud Storage View All 
Cloud Computing Infrastructure
Private Cloud
Public Cloud
Data Backup View All 
Data reduction and deduplication
Data storage backup tools
Disk-based backup
Tape backup and libraries
Data Protection View All 
Disaster recovery and planning
Remote data protection
Secure data storage
Data Storage Management View All 
Data management tools
Data storage compliance and archiving
Primary storage capacity optimization
Remote and offsite data storage
Tiered storage
NAS (network attached storage) View All 
Clustered NAS
NAS hardware
NAS management
Primary Storage or Storage Hardware View All 
Disk arrays
Disk drives
RAID
Solid-State Storage
SAN (storage area network) View All 
Fibre Channel (FC) SAN
ISCSI SAN
Multiprotocol or unified storage
SAN (storage area network) management
SAN switch
Storage and Virtualization View All 
Data Storage for a Virtual Environment
File Virtualization
SAN Virtualization and Consolidation
Storage Network Virtualization
Virtualization Strategy
Storage Strategy View All 
Data center storage
Enterprise storage, planning and management
HPC storage
Outsourced storage and storage service providers
Small business storage
Storage management jobs and salaries
Storage market research reports
Storage vendors
Topics Archives View All 
Storage Resources
Please select a category
Cloud Storage
Data Backup
Data Protection
Data Storage Management
NAS (network attached storage)
Primary Storage or Storage Hardware
SAN (storage area network)
Storage and Virtualization
Storage Strategy
Topics Archives
Section Manage 
News
Get Started
Evaluate
Manage
Problem Solve
Sponsored Communities
Search the TechTarget Network




Understanding storage performance metrics
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Learn how to accurately measure storage performance metrics in your data storage system, and discover why your results may differ from vendor benchmark numbers.
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What you will learn in this tip: Learn how to accurately measure storage performance metrics in your storage system, and discover why your results may differ from vendor benchmark numbers.
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Data storage vendors often release benchmark numbers for their systems to give customers an expectation of storage performance levels. But smart customers know not to trust these benchmarks completely because they don't always match real-world performance levels. We'll look at the factors benchmarks measure and why you might get substantially different results than those claimed by the vendor.
Disk throughput, latency and seek time
The most basic storage benchmark is megabytes per second (MBps), which measures disk throughput. As data is moved, performance is gated by the read speed of the source, the write speed of the destination, and the buffers and buses in between.
Manufacturers often report a single performance metric for their products, but real-world results frequently differ. The physical geometry of spinning disks causes data throughput to slow as the heads move from the outer tracks to the innermost tracks. Personal computers used by just one person often have uncontested access to all of these resources, but servers must deal with congestion arising from conflicting application demands. Therefore, you should treat a manufacturer's claimed throughput as a realistic maximum, not a daily expectation. Because they're mechanical devices, the read/write heads of hard disk drives take time to move into position as data is requested. This introduces rotational latency and seek time, and can slow disk performance significantly, especially in busy multitasking environments. Manufacturers generally report an average seek time measured in milliseconds for each model of a hard disk drive, and rotational latency can be calculated based on drive spindle speed. Although not useful on their own, these storage metrics become important when trying to predict storage system performance.
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Solid-state drive (SSD) media can dramatically outperform mechanical hard disk drives. Data can be read from any portion of a flash memory drive with virtually no seek time or latency. Read throughput is high as well, but writes are a different story. Because data is stored in large blocks that must be entirely rewritten when even a single bit has changed, throughput and latency of write requests can be unpredictable.
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Enterprise data storage performance monitoring goes beyond storage arrays 
Measuring IOPS
Enterprise storage systems incorporate technologies designed to overcome the limitations inherent in hard disk drives, and many familiar storage benchmarks are designed with certain assumptions about these systems. You're likely to encounter two types of benchmarks: synthetic measurements of theoretical performance and real-world application runs.
The grandfather of all storage performance metrics is a simple statement of the number of input/output operations per second (IOPS) that a subsystem can sustain. IOPS can be calculated or measured, and varies significantly based on the size and direction of the operations included. Performance can vary dramatically based on the size of the I/O under measurement, with most systems optimized to handle reads and writes of a few kilobytes.
Writing data to a RAID set or flash drive is often substantially slower than reading that data back. Fortunately, most applications read more than they write. Therefore, most benchmarks include a mix of read and write operations, often skewed toward the former.
We have theoretical models to predict the IOPS an application requires or that can be sustained by a RAID set. The theoretical performance of a given RAID level is often expressed as a write penalty, since parity RAID tends to slow writes more than reads.
Keep in mind that most enterprise systems include cache that accelerates I/O. This tends to upset assumptions based on theoretical IOPS and RAID levels because cache equalizes and accelerates performance.
Standard Performance Evaluation Corporation and synthetic app benchmarks
Because theoretical performance metrics often don't hold up when it comes to real-world systems, many people rely on application workloads for benchmarking. There are two main benefits to using application-based benchmarks: they allow apples-to-apples comparisons of systems with vastly different capabilities, and they suggest real-world storage performance expectations.
For example, a benchmark demonstrating Microsoft Exchange server performance would suggest that customers deploying a similar configuration should experience similar results. Synthetic metrics like IOPS force customers to model their systems and draw conclusions, introducing a greater potential for error.
Yet applications and expectations change frequently, and it's useful to compare the performance of systems separated by years or decades. This has led to the creation of synthetic application benchmarks, with the Standard Performance Evaluation Corporation (SPEC) leading the way. Rather than using actual applications, SPEC benchmarks rely on a mix of I/O intended to simulate a generic application. This balances the need for real-world performance and consistency over time.
Overall, if you seek to understand storage performance metrics, it's important to consider the implications of the questions you ask. Are you looking for real-world application benchmarks, synthetic comparisons over time, or basic measures of throughput and I/O performance? Each can be valid, and can assist in the selection of appropriate technology.
BIO: Stephen Foskett is an active participant in the world of enterprise information technology, currently focusing on enterprise storage and cloud computing. He is responsible for Gestalt IT, a community of independent IT thought leaders, and organizes their Tech Field Day events. A long-time voice in the storage industry, Foskett has authored numerous articles for industry publications and is a frequent presenter at industry events, including Storage Decisions. His contributions to the enterprise IT community have earned him recognition as both a Microsoft MVP and VMware vExpert. He can be found online at GestaltIT.com, FoskettS.net and on Twitter at @SFoskett.
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