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Executive summary

Organizations continually search for ways to both simplify storage management
processes and improve storage capacity utilization. When provisioning storage,
administrators must consider and otherwise estimate an application’s future capacity
requirements in addition to current needs. Estimating storage requirements is a
difficult process and can lead to miscalculations in the allocation of storage.
Administrators frequently choose to overallocate in order to avoid the disruptions and
management overhead of exhausting available capacity. Overallocation results in
unused storage space, which carries inefficiencies and unnecessary costs.

EMC® Virtual Provisioning™ helps to address these challenges by providing a
mechanism of presenting large “thin” LUNs to a host while consuming physical
storage from a shared pool only as needed. Symmetrix Virtual Provisioning can
improve storage capacity utilization and simplify storage management by presenting
an application with sufficient future capacity, reducing the need to frequently
provision new storage, while also avoiding costly allocated but unused storage.
Virtual Provisioning also simplifies data layout, with automated wide striping that
enables organizations to achieve equivalent performance to standard provisioning,
with less planning and labor required.

One of the goals when deploying Virtual Provisioning is to ensure the applications
and migration tools used to store or to move data from standard or fully provisioned
environments to thin environments do not cause unneeded storage allocations. In
some cases an application may write a contiguous series of zeros to represent
available orinitialized but unused space for a volume or file in a file system. When a
standard environment is overallocated and a datafile or volume has a high amount of
unused space, an application that creates or copies this unused space to a thin
device in the form of zeros can cause inefficient space utilization.

To help address this specific concern, Symmetrix® Virtual Provisioning now enables
Symmetrix VMAX™ users to automatically reclaim "chunks" containing all zeros. This
is most beneficial after migrating from standard volumes to thin volumes but can also
prove beneficial in some application scenarios, in order to reduce capacity
requirements and TCO.

In addition to zero space reclamation, the Symmetrix VMAX offers a facility for host
based applications to request the reclamation of previously used space. This online
ability to reclaim previously used areas of a file system further enhances the
efficiency of Virtual Provisioning and adds flexibility for changing environments.

Audience

This white paper is intended for server and application administrators, storage
architects, customers, and EMC field personnel who want to understand application
considerations for Virtual Provisioning space reclamation on the Symmetrix VMAX.
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Introduction

Many applications have the potential to write zeros to free space as a part of standard
initialization, allocation, or migration processes. Depending on the way zeros are
written, there is the potential to reclaim the storage space allocated due to these
processes. This white paper discusses some of the most common applications and
environment scenarios in which zeros will be written to storage devices. In addition,
file system usage patterns can lead to free space within a file system that is
consumed within the Virtual Provisioning environment with non-zero data. This paper
will outline when it is possible to reclaim all-zero space using EMC Solutions Enabler
or the Symmetrix Management Console, and how to reclaim previously used and now
non-zero space with host based applications

Terminology
Term Description
Device A logical unit of storage defined within a Symmetrix array.
Thin Device A host accessible device that has no storage directly
associated with it.
Data Device An internal device that provides storage capacity to be

used by thin devices.

Thin Device Extent

The minimum quantum of storage that must be mapped
at a time to a thin device. Extent also is known as a
“chunk.”

Data Device Extent

The minimum quantum of storage that is allocated at a
time when dedicating storage from a thin pool for use with
a specific thin device

Thin Pool A collection of data devices that provide storage capacity
for thin devices.

Bind The process by which one or more thin devices are
associated to a thin pool.

Unbind The process by which a thin device is disassociated from

a given thin pool. When unbound, all previous extent
allocations from the data devices are erased and returned
for reuse.

Pre-allocating or Pre-provisioning

User specified operation performed against a thin device
for the purposes of reducing the operational impact of
allocating extents, or for guaranteeing a specified amount
of storage for a thin device in a thin pool
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Zero space reclamation

Solutions Enabler 7.1, in conjunction with the Enginuity™ 5874 Q4 service release,
was the first Symmetrix software release to provide the ability to free up, also referred
to as “de-allocate,” storage ranges found to contain all zeros. Space reclamation was
designed to be used primarily following a replication or migration activity from a
regular device to a thin device, in which software tools such as Open Replicator and
Open Migrator (for certain environments) copy all-zero, unused space to the target
thin volume. Enginuity 5875 further extended the Virtual Provisioning space
reclamation capabilities of the VMAX platform to include on-the-fly zero detection
during Open Replicator and Symmetrix Remote Data Facility (SRDF®) migration
scenarios.

Zero space reclamation is an extension of the existing Virtual Provisioning space de-
allocation mechanism. Previous versions of Enginuity and Solutions Enabler allowed
the reclamation of allocated but unused thin device space from a thin pool.
Administrators now have the ability to reclaim all-zero space, including both host-
unwritten extents/chunks and chunks that contain all zeros due to file system or
database formatting methods. The space reclamation process is non-disruptive and
can be executed with the targeted thin device ready and read/write to operating
systems and applications.

Starting the space reclamation process will spawn a back-end disk director (DA) task
that will examine the allocated thin device extents on specified thin devices. A thin
device extent is 768 KB (or 12 tracks) in size and is the default unit of storage at
which data is allocated for a thin device. For each allocated extent, all 12 tracks will
be brought into Symmetrix cache and examined to see if they contain all zero data. If
the entire extent contains all zero data, the extent will be de-allocated and added
back into the pool, making it available for a new extent allocation operation. Should
any portion of the extent contain non-zero data, none of the extent will be reclaimed.

Currently there are some restrictions for zero space reclamation with Symmetrix-
based local and remote replication. Prior to Enginuity 5876.159.102, zero space
reclamation was not supported on actively replicating SRDF volumes. The link needed
to be suspended prior to running the reclamation operation. With 5876.159.102 and
later, however, the SRDF relationship can remain active and the reclaim operations
will occur against the devices at both sites. All Symmetrix arrays in the SRDF
relationship must be at 5876.159.102. Additionally, zero space reclamation will not
be performed on tracks that participate in a local replication session, including
TimeFinder®/Clone and TimeFinder/Snap.
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Executing zero space reclamation

Solutions Enabler

Virtual Provisioning space reclamation can be executed using the Solutions Enabler
version 7.1 or later “symconfigure” command line interface (CLI). With older version
of Solutions Enabler the symconfigure command “free tdev” could be used with the
thin device being the target for reclamation. As a part of the free tdev syntax, a range
of cylinders representative of the thin device needed to be specified, based on a
beginning and end cylinder value, or size in cylinders, megabytes, or gigabytes. The
most common scenario would be to target an entire thin device for reclamation, which
can be specified by a starting cylinder of 0 and an ending cylinder of “last_cyl.”

The free tdev command offered two types of reclamation options. The first type,
called “unwritten,” was available with previous versions of Solutions Enabler and
Enginuity. Reclaiming unwritten space is equivalent to reclaiming pre-allocated but
unused storage within a thin pool. Pre-allocating storage is a user-specified
operation generally performed to guarantee space for a thin device in a pool, or to
reduce the operational impact of allocating extents. Pre-allocation can be done when
binding a thin device to a pool, or after a thin device is bound with the “allocate tdev”
or “start allocate” symconfigure command.

The second form of reclamation is called “reclaim.” The reclaim operation will
perform the previously mentioned reclamation of pre-allocated but unused
(unwritten) space, as well as perform the reclamation of space where a thin device
extent contains all zero data.

With more recent versions of Solutions Enabler, the symconfigure syntax has changed
and it is recommended to instead use “start reclaim.” “Start reclaim” will perform the
function of both reclaiming zero space and pre-allocated but unwritten space.
Additionally it is not required to include a range of cylinders for the start reclaim
syntax. The example below provides the appropriate syntax for starting the
reclamation process against an entire thin device, 36d, using the symconfigure
command.

symconfigure -cmd "start reclaim on tdev 36d; " commit -sid 769

The symconfigure command will kick off a background process to perform the
specified reclamation. Once initiated the status of the thin device will change from a
“bound” state to a “reclaiming” state. One method to view the status of the
reclamation process and validate the reclaiming state is to look at the detail of the
thin pool where the thin device resides. This can be accomplished by running the
symcfg show command against a thin pool with the “-detail” option. The syntax of
the command is below, with the resulting output shown in Figure 1.

symcfg show -thin -pool FC -detail -sid 769 —gb

The symcfg showoutput may differ depending on the Solutions Enabler version and
may not show the “Status” column. As an alternative, the ‘symcfg list —tdev —pool
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<poolnames’command can be used to query the Status column or Status flag, which
may also differ depending on the version.

[0 Nl Wl N S N O]
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(]
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Shared Tracks , . = Mo Shared Tracks
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, . = Unpouna,

Figure 1. symcfg show command to display "reclaiming” status

The reclamation process can also be queried by using the “symcfg verify” command.
The verify command has been enhanced to include a “reclaiming” parameter for the
purposes of verifying whether a thin device has entered a reclaiming state. The verify
command can be useful when scripting operations, which will check to ensure a given
thin device has begun reclaiming. An example for running the symcfg verify
command is as follows:

symcfg verify -tdev -reclaiming -dev 36d -sid 769

Once a thin device has completed the reclaim background task it will change status
from reclaiming back to bound. The same symcfg show and symcfg verify commands
as previously mentioned can also be used to query and otherwise verify that a thin
device has completed reclamation and returned to a bound state.

EMC Unisphere for VMAX

Unisphere for VMAX can also be used to initiate and monitor the Virtual Provisioning
space reclamation process. To start space reclamation first select the Symmetrix
system, then go to Storage » Volumes to open the Volumes Dashboard. From within
the dashboard expand “Virtual Volume,” select “TDEV” and click “view” as shown in
Figure 2.
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|ouu195mo?ﬁg > Storage > Volumes |

Volume Dashboard

General Volumes Type Volume Type Number of Yolumes
» [ Regular Volume Total: 34
|1Gvirtua| Volume | Total: 203
it VDEV 183
> ] Meta Volume Total: 3
> G Private Volume Total: 876

Figure 2. Unisphere for VMAX Volumes Dashboard
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From within the Thin Volumes view, right click on the appropriate thin device and
choose “Start Allocate/Free/Reclaim ...” as shown in Figure 3.

000195700769 > Storage > WVolumes > TDEV

Thin Volumes

MName Pool Name Type Status Reserved Capacity (GB) Emulation

= Create ...

= 0371 ) ) 961.92 FBA
View Details ...

£ 0375 240.48 FBA

& 0376 Delete Thin Volume ... 240.48 FBA

£ 0377 Bind . 240.48 FBA

£ 0398 ; 12 FBA
Unbind ...

Son421 ; 10 FBA
Tag for RecoverPaoint ...

£ 0422:LiblLun33s74 ; 10 FBA
Untag for RecoverPaint ...

£ 0423:Test256Lun1547 o 10 FBA
Replication QOS ...

£ 0424:Test256Lun1548 ] 10 FBA
Rebind ...

£ 0425:Test256Lun1549 ) ) 10 FBA
Change Volume Configuration ...

£ 0426:Test256Lun1541 ] 10 FBA
Set Volume Attributes ...

£ op4zc ) 10 FBA
Duplicate Volume ...

£ 0460:Test256Lun1541 - 10 FBA

: Set Volume Identifiers ...

£ 0461:Test256Lun1542 10 FBA
Set Volume Status ...

£ 0462:Test256Lun1543 10 FBA
Start Allocate/Free/Reclaim ...

£ 0463:Test256Lun1544 / / 10 FBA

5 0464:Test256Lun1545 Settings... 10 FBA

£ 0465:Test256Lun154¢ Global Settings... 10 FBA

43 0466:LibLun5251 About Adobe Flash Player 11.5.502.110... 10 FBA

| create || view Details | | Delete || Bind || Unbind || >> |

Figure 3. Allocate/Free/Reclaim Thin Device selection

From within the Start Allocate/Free/Reclaim menu, choose “Start Reclaim” and “Full
Volume.” Optionally select to “reclaim persistent capacity.” Then choose to “add to
job list” or “run now,” as seen in Figure 4, to begin the reclaim background process.
If add to job list was chosen, the job will need to be scheduled or started from under
System » Job List
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| Start Allocate/Free/Reclaim @0 |
Selected Wolumes: 036D

Show Selected Volumes ==

() Start Allocate () Start Free | {») Start Reclaim

Persist preallocated capacity through reclaim or copy

|:| Reclaim persistent capacity

Full Volume

Show Advanced =>

[JReserve Comments Expiration i

Add to Job List | v | Cancel | | Help |
Add to Job List

ooy o =

Ready Mo

-

Run Mow

Daarw Kl

Figure 4. Reclaim options and execution

After the reclaim job is started, the reclamation process will operate as a background
task on the Symmetrix. To verify that reclamation has started for a given thin device,

navigate to the Thin Pools view under Storage. Select the appropriate pool and click

“View Details.” From the details window, look for “related” objects” and click on the
“Bound Volumes” link. As shown in Figure 5 the bound volumes view has a “Status”
column that will show the reclaiming state of the thin device.

000195700768 > Storage > ThinPools > FC > Bound Volumes

Bound Volumes For Thin Pool @
Name  Config... Emula... Volume Alloc... Capacity ... Pool Allocatio... Total Sub... Total Writ... Shared... Persistent... Status
TDEV FBA P 961.92 27.79 8 % 27.27 No None I Reclaiming I
£ 0398 TDEV FBA s 12 0.25 0 % 0.24 No None Bound
£ 0422 TDEV FBA ] 10 0.08 0 % 0.07 No None Bound
£ 0423 TDEV FBA ] 10 0 0 % 0 No None Bound
£ 0424 TDEV FBA ] 10 0 0 % 0 No None Bound

Figure 5. Viewing the reclaiming status of a thin device

Once the reclamation process is complete, the status of the device will return to
bound. Refreshing the view in Figure 5 will reflect the change in status upon
completion.
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Space reclamation from previously used devices

Online reclamation of previously used space

Enginuity 5875 introduced support for the T10 industry-standard SCSI command
called WRITE_SAME unmap. This SCSI command allows for operating systems and
applications to communicate to the Symmetrix VMAX a range of logical block
addresses (LBAs) that are no longer needed. If the LBA range covers an entire Virtual
Provisioning extent (12 tracks or 768 KB), then the extent can be reclaimed.

With Enginuity 5876.159.102, support for the T10 industry-standard UNMAP
command was added. UNMAP also allows for operating systems and application to
communicate non-zero LBA ranges that are no longer needed and can be deallocated.

There are some caveats with UNMAP use where certain device types/configurations
may cause the UNMAP command to be blocked or not valid for the entire device.
These are:

1. Not supported on devices in use by Open Replicator for Symmetrix (ORS)
2. Not supported with devices in use by RecoverPoint

3. Not supported for encapsulated FTS devices
4

Can be partially blocked by thin devices that have persistent allocations. The
VMAX accepts the UNMAP command but respects persistent allocations. If the
specified UNMAP range has persistent and non-persistent allocations, the VMAX
will de-allocate the non-persistent allocations and leave the persistent
allocations.

5. Not supported with virtual devices (TimeFinder/Snap targets)

6. Not supported with devices currently involved in duplicate write sessions (this is
a temporary state; these sessions are used during meta reconfiguration and
expansion)

7. Not supported with TimeFinder/VP Snap targets

UNMAP to a thin SRDF device is accepted and supported on the R1 and is propagated
to its remote replicas (R21, R2) as long as the links are active and the remote boxes
are also running 5876.159.102.

Applications that utilize the UNMAP or WRITE_SAME unmap capabilities of Symmetrix
VMAX help to enable the reclamation of previously used, but now deleted, areas of a
thin device, without the need to zero out areas of a file system or otherwise unbind
the thin device.

Storreclaim

For Windows and Linux environments, the storreclaim utility has been written by EMC
to take advantage of the WRITE_SAME unmap command. The storreclaim command
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is intended to be run against file systems that contain previously written but now
deleted files. The utility will create sparse files within the free space of the file
system, map out the extents of the newly created files, and subsequently issue a
WRITE_SAME unmap command for those ranges of extents. Symmetrix VMAX will then
reclaim the ranges of previously allocated and written space within the thin pool. The
storreclaim command is nondisruptive and can be run while the file system being
affected is mounted and in use.

The storreclaim command was initially released as part of the Global Services ToolKit.
EMC employees can now find more details regarding the storreclaim command on
Powerlink under the Support and Product and Diagnostic Tools heading. Customers
should contact an EMC representative for more information.

Veritas Storage Foundation

Veritas Storage Foundation also offers a reclamation facility that utilizes the
WRITE_SAME unmap specification inherent in the Symmetrix VMAX with Enginuity
5875. The reclamation capabilities of Storage Foundation span a wide range of
operating systems and file systems. For more information regarding the supported
platforms for thin reclamation with Veritas Storage Foundation, please see the
appropriate hardware compatibility lists on http://www.symantec.com.

vSphere 5.0 U1

Referred to as Dead Space Reclamation by VMware, ESXi 5.0 U1 introduced support
for the SCSI UNMAP command which issues requests to de-allocate extents on a thin
device. Dead Space Reclamation offers the ability to reclaim blocks of a thin-
provisioned LUN on the array via a VMware-provided command line utility. Please see
the VMware vSphere section for additional details.

Windows Server 2012

Windows Server 2012 provides identification for thin (virtually) provisioned storage
as well as file system aware reclamation capabilities, commonly referred to as TRIM
within Microsoft documentation. When a file is deleted from within a file system,
Windows Server 2012 can issue reclaim requests to the underlying storage. Windows
will also issue real-time reclaim operations when formatting a file system on a thin
LUN. Windows Server 2012 utilizes the UNMAP specification when performing
reclaim operations against a Symmetrix running 5876.159.102 or higher. Please see
the Windows Server 2012 and Microsoft Hyper-Vsections for additional details.

Zero reclamation of previously used space

In some cases devices are no longer needed and can be re-used for other
applications. Such devices would continue to retain stale non-zero data from prior
uses and will not allow reclamation of unused storage space. Better capacity
utilization and cost savings will be realized if the devices are zeroed out first using
operating system tools prior to re-provisioning. As a caution, prior to using such tools
administrators must make sure that the devices don’t contain any active application
data.
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On UNIX and Linux systems, a command like “dd” can be used to zero out the disk
blocks. If an entire partition is re-provisioned then “dd” can be used to zero out the
whole partition. Once allocated space on the device has zeros in contiguous blocks,
space reclamation can be used to reclaim the zeroed (and un-used) storage in the
thin pool. For example, dd if=/dev/zero of=/dev/emcpowerdfl bs=1024
count=1024000, will zero out 1 GB space on the first partition on device
/dev/emcpowerdf.

On Windows 2003 and 2008 systems the diskpart “clean all” command can be
issued to zero out all areas of a specified disk. With Windows 2008 only, a non-quick
or full format will also write zeros to the targeted volume.

Additionally, as detailed in the “File system considerations” section, external tools
such as sdelete for Windows can be used to zero out contiguous ranges of a device.

The use case for zeroing out a standard device is most interesting in the context of
future replication from thick to thin volumes, like with Open Replicator or
TimeFinder/Clone. The target thin devices in these scenarios will be able to reclaim
the now zero space as replicated from the source.

If the source is a thin device and the entire device is re-provisioned, then the most
efficient method for reclamation would be to unbind and re-bind to the thin pool to
automatically reclaim space allocated by the device. For example, if the thin device
0297 on Symmetrix 191 is added to a thin pool Oracle1 and masked to a host then
the following commands can be used to reclaim space.

1. Change device state to “not_ready” to prevent host access:
a. symdev —sid 191 —-RANGE 0297:0297 not_ready:
2. Unbind the device from the thin pool:

a. symconfigure —sid 191 —cmd “unbind tdev 0297 from pool Oraclel ;”
commit

3. Rebind the device to the thin pool:

a. symconfigure —sid 191 —cmd “bind tdev 0297 to pool Oraclel ;”
commit
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Application considerations

At times of initialization or as a part of cleanup operations, applications may write
contiguous areas of zeros to datafiles or file systems. The following sections discuss
when commonly used applications will write zeros and whether those zeros can be

reclaimed with Virtual Provisioning space reclamation.

VMware vSphere

In a VMware environment, the zeroing out of virtual disks can lead to unnecessary
physical storage allocation on Symmetrix thin pools, a situation that is inherently
detrimental to the space-saving benefit of Symmetrix Virtual Provisioning. The ability
to perform space reclamation on thin devices hosting these zeroed-out virtual disks
alleviates this issue. In VMware vSphere™ there are multiple situations where
performing space reclamation on thin devices will be helpful.

VMware vSphere offers multiple ways of formatting virtual disks and has integrated
these options into VMware vCenter™, For new virtual disk creation, the formats
eagerzeroedthick, zeroedthick, and thin are offered as options.

All of the allocation mechanisms that the VMware vSphere Client provides for creating
virtual disks are listed in Table 2.

Table 1 Allocation policies when creating new virtual disks on a VMware datastore

Allocation mechanism
(Virtual Disk format)

VMware kernel behavior

Effect of zero reclaim

zeroedthick

All space is allocated at creation
but is not initialized with zeros.
However, the allocated space is
wiped clean of any previous
contents of the physical media.
This is the default policy when
creating new virtual disks.

No effect unless guest OS itself has
written contiguous zeros

eagerzeroedthick

This allocation mechanism
allocates all of the space and
initializes all of the blocks with
zeros. This option performs a write
to every block of the virtual disk,
and hence results in equivalent
storage use in the thin pool.

Will reclaim all portions of the
virtual disk not written to by the
guest OS. Portions of the virtual
disk that contain contiguous zeros
written by the guest OS will be
reclaimed as well.

thin

This allocation mechanism does
not reserve any space on the
VMware VMFS on creation of the
virtual disk. The space is allocated
and zeroed on demand.

No effect unless guest OS itself has
written contiguous zeros

In VMware vSphere, the ability to choose virtual disk allocation mechanisms allows
administrators to deploy virtual machines using the thin, zeroedthick, or
eagerzeroedthick mechanisms. This enables an administrator to deploy virtual disks
in a manner friendly to the spacing saving benefit of Symmetrix Virtual Provisioning.
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As shown in Figure 6, if a new virtual machine is created with the box Thick Provision
Eager Zeroed selected, the virtual machine will be created using the
“eagerzeroedthick” allocation mechanism and if placed on a thin device, will result in
a complete allocation due to the zeroing of the virtual disk. Space reclamation can be
used in this instance to alleviate the consumed space on the thin pool. However, if
the virtual machine is targeted to be used with VMware Fault Tolerance or cannot
stand the small additional latency associated with the first write to a reclaimed
(unallocated) Symmetrix VP extent, it is not recommended to reclaim those zeros. In
these cases, the virtual disks of the virtual machine(s) were pre-allocated
purposefully and those zeros (and more importantly the VP allocations) are not meant
to be removed.

|J-_-T,J Create Mew Yirtual Machine Mi=] E3 Il
Create a Disk wirtual Machine Yersion: 8

Specify the virtual disk size and provisioning policy

Confiquration Dataskare: IStu:uragel (4

Marme and Locakion

Storage . Available space (GE): 62,3

Guest Sperating Syskem

Metwork ) L <

— Wirtual disk size: I 0 3. IGB v|
Create a Disk i

Ready to Complete &' Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
€ Thin Provision

Figure 6. Virtual disk allocation mechanism options in vSphere 5.0

“Eagerzeroedthick” with ESXi 4.1+ and Enginuity 5875

VMware vSphere 4.1/5.x offers a variety of VMware vStorage APIs for Array Integration
(VAAI) that provides the capability to offload specific storage operations to EMC
Symmetrix VMAX to increase both overall system performance and efficiency.
Symmetrix VMAX with Enginuity 5875 supports the following of VMware's new
vStorage APIs - Full Copy and Block Zero and Hardware-Assisted Locking.

The Block Zero primitive delivers hardware-accelerated zero initialization, greatly
reducing common input/output tasks such as creating new virtual machines. This
feature is especially beneficial when creating fault-tolerant (FT)-enabled virtual
machines. Having the array complete bulk zeroing of a virtual disk instead of the host,
speeds up the standard initialization process. Without the block zeroing primitive,
the command is not complete until the host has completed the zeroing process. For a
very large disk this could take a long time. The block zeroing primitive, which uses the
write same SCSI command (0x93) , enables the disk array to return the cursor to the
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requesting service as though the process of writing the zeros has been completed
and then finish the job of zeroing out those blocks in the background on the array.

This primitive has a profound effect on Symmetrix Virtual Provisioning when
deploying "eagerzeroedthick" virtual disks. When this feature is enabled, combined
with Symmetrix Virtual Provisioning, the typical host zeroing that occurs when
deploying disks using this allocation mechanism, will be offloaded to the array.
Furthermore, the Symmetrix will not write the zeros to disk but instead simply set the
track as “Never Written By Host” and allocate the respective tracks on the thin pool.
This behavior invalidates the need for zero reclaim for newly-created
eagerzeroedthick virtual disks. Since no zeros are written, no zeros need be
reclaimed. However, these allocated, but unwritten, tracks can be de-allocated using
the unwritten reclamation process. The same recommendations apply in this
situation as ordinary eagerzeroedthick disks. Since the VP extents are still allocated
with Block Zero, the first write latency for the guest OS does not occur. If it is decided
that this is not an issue, the allocation can be reclaimed. Otherwise, do not reclaim
these allocations.

Block Zero is enabled by default on both the Symmetrix VMAX running 5875 Enginuity
and later, and on a properly licensed ESX(i) 4.1+ host.

Considerations for zero space reclamation in VMware environments

For vSphere, there are important considerations that should be evaluated before
performing reclaims.

If a thin device stores multiple virtual machines, a zero reclaim function cannot be
performed on just one of the virtual disks. It is currently not possible to determine the
specific blocks each virtual disk consumes on the thin device and therefore it is not
possible to limit a reclaim to a single virtual disk out of many on a given Virtual
Machine file system. Consequently, a reclaim should only be performed on a thin
device if all virtual machines hosted by the VMware file system volume on that thin
device can and should be reclaimed. In particular, in vSphere environments, virtual
machines that are set up in a Fault Tolerant configuration or require the pre-allocation
of eagerzeroedthick virtual disks should not share Symmetrix thin devices (or the
Virtual Machine file systems that are hosted by them) with other virtual machines.
This will reduce the risk of reclaiming the zeros from these virtual machines.

Additionally, zeroing out by guest operating systems must be taken into account
before performing a zero reclaim. If the virtual machines’ operating system or its
hosted applications zero out files for a particular reason, care must be taken to
consider any implications of removing those zeros before reclaiming them.

The use of EMC Virtual Storage Integrator Storage Viewer feature is highly
recommended in order to easily map virtual machines and their corresponding VMFS
volumes to the correct underlying Symmetrix thin device. Double-checking storage
mapping information with the EMC VSI Storage Viewer will eliminate the possibility of
performing zero reclamation on the incorrect thin device.
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Reclaiming dead space with vSphere 5.0 U1 with Enginuity 5876.159.102 and later

Referred to as Dead Space Reclamation by VMware, ESXi 5.0 U1 introduced support
for the SCSI UNMAP command (0x42) which issues requests to de-allocate extents on
a thin device. Dead Space Reclamation offers the ability to reclaim blocks of a thin-
provisioned LUN on the array via a VMware-provided command line utility.

It is important to note that the Symmetrix only supports this functionality with
Enginuity 5876.159.102 and higher. If a customer is running Enginuity 5876.82 or
lower, they must therefore upgrade Enginuity to leverage this functionality or utilize
the workaround process described in the next section Reclaiming space on VMFS
volumes without Dead Space Reclamation support.

A Dead Space Reclamation should be executed after a virtual disk is deleted or is
migrated to a different datastore. As shown in the previous section, when virtual
machines were migrated from a datastore, the blocks used by the virtual machine
prior to the migration were still being reported as “in use” by the array. With this new
VMware Storage API for Array Integration primitive, the Symmetrix will be informed
that the blocks are no longer in use, resulting in better reporting of disk space
consumption and a much more efficient use of resources.

To confirm that the Enginuity level is correct via the ESXi host and that UNMAP is in
fact supported on a LUN, the following command can be issued to query the device:
esxcli storage core device vaal status get -d <naa>

Example output:
naa.<naa>
VAAI1 Plugin Name: VMW_VAAI_SYMM
ATS Status: supported
Clone Status: supported
Zero Status: supported
Delete Status: supported
A device displaying Delete Status as supported means that the device is capable of

receiving SCSI UNMAP commands or, in other words, the Symmetrix is indeed running
the correct level of Enginuity to support UNMAP from an ESXi host.

In order to reclaim space, ESXi 5.0 Update 1 includes an updated version of
vmkfstools that provides an option (-y) to issue the UNMAP operation. This
command should be issued against the device after navigating to the root directory of
the VMFS volume residing on it:

cd /vmfs/volumes/<volume-name>

vmkfstools -y <percentage of deleted block to reclaim>

The percentage of deleted blocks can be configured from anywhere between 1 to
99%.

This command creates a temporary “balloon” file at the top level of the datastore.
This file can be as large as the aggregate size of blocks being reclaimed as seen in
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Figure 7. If the reclaim operation is somehow interrupted, this temporary file may not
be deleted automatically and users may need to delete them manually.

_|_§’ s¥pg-dell-c2-s13.ebc.emclocal - PUTTY

login as: root ;I
U=zing kevhoard-interactive authentication.

Password:

The time and date of this login have been sent to the system logs.

VMware offers supported, powerful svystem adwministration tools. Please
See wyw.vmware.cowd go/ sysadmintools for details.

The E3Xi1i Shell can be disabled by an adwinistrative user. Zees the

vophere Security documentation for more information.

~ # cd SvmEfs/voluwes/ 5876

Svmfs/woluwmes/ 502 1a396-7fed54f0-40ec-001ecDetaac s # vmkfstools -y 99

Lttempting to reclaimw 299% of free capacity 492.8 GB (493.83 GB) on VMF3-5 file s=sv
stem '5876' with wax file size 64 TE.

Creating file .vwfsBalloon?CGURH of =zize 493.8 GBE to reclaim free blocks.
Svmfs/voluwes,/ 502 1a306-7fed54f0-40ec-001ecOecaats # I

[

Figure 7. SSH session to ESXi server to reclaim dead space with vmkfstools

It is recommended to not use too large of a percentage in the vmkfstools reclaim
command as resulting balloon file temporarily consumes and reserves space on the
datastore. If a new virtual disk needs to be deployed or an existing one needs to be
grown, it is possible that a large enough temporary balloon file will block these
actions. Therefore, it is recommended to use a reclaim percentage closer to 60% and
to avoid using the maximum of 99%.

There is no practical way of knowing how long a vmkfstools -y operation will take
to complete. It can run for a few minutes or even for a few hours depending on the
size of the datastore, the amount of dead space and the available resources on the
array to execute the operation. Reclamation on the Symmetrix is a low-priority task (in
order for it to not negatively affect host I/O performance) so a heavy workload on the
device', pool or the array itself can throttle the process and slow the reclamation.

Figure 8 shows the results from a series of tests conducted to determine the behavior
of the VMFS when virtual disks are created and deleted and when files within those
virtual disks are created or deleted. A Dead Space Reclamation operation
(vmkfstools —y)is executed after each delete operation. The graph shows the
used capacity in GB of the VMFS volume as vSphere sees it (blue line) and the actual
GBs allocated on the thin pool after the operation (red line). This chart also shows
with the green line what the TDEV allocation would be if UNMAP was not supported
and the dead space was not returned to the pool.

! An in-progress VAAI XCOPY session to the device being reclaimed (due to a Storage vMotion or Clone operation) can cause
the device to exceed device pending operation limits thereby throttling the UNMAP session to possibly substantially reduced
rates until the threshold has been cleared.
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Step2 | Delete the 20 GB Thin virtual disk created in step 1 and execute “vmkfstools —y"
|Step3 | Create a 20 GB ZeroedThick virtual disk

'Step4 | Delete the 20 GB ZeroedThick virtual disk created in step 3 and execute “vmkfstools —y"
'Step5 | Create an EagerZeroedThick virtual disk

Step 6 | Delete the EagerZeroedThick vitual disk created in step 5 and execute “vmkfstools —y"
W{ Create a 20 GB Thin virtual disk

|Step 8 | Write 5 GBs of data on to the virtual disk created in step 7

'Step® | Delete the 5 GBs of data written in step 8 and execute “vmkfstocls —y"

'Step 10 | Create a 20 GB ZeroedThick virtual disk

'Step 11 | Write 5 GBs of data on to the virtual disk created in step 10

W Delete the 5 GBs of data written in step 11 and execute “vmkistocls —y"

| Step 13 | Create a 20GB EagerZeroedThick virtual disk

'Step 14 | Write 5 GBs of data on to the virtual disk created in step 13

| Step 15 | Delete the 5 GBs of data written in step 14 and execute “vmkfstools —y"

Step 16 | Migrate the 20 GB EagerZercedThick virtual disk created in step 13 offthe datastore and
| axecule "vmkfstools —y" on the source datastore

Figure 8. VMFS allocation mechanisms with Dead Space Reclamation

It can be seen from Figure 8 that the VMFS utilization drops when the virtual disks are
deleted and vmkfstools is run but not when files within them are deleted no matter
the type of virtual disk. Due to Dead Space Reclamation (UNMAP), the percent
utilization of the thin pool changes when virtual disks containing actual data or
eagerzeroedthick virtual disks are deleted. Also of note, the VMFS volume reuses the
freed blocks as new files are created and deleted on the file system. VMFS, with the
addition of Dead Space Reclamation, exhibits a behavior that is exceptionally
beneficial when used with virtually provisioned devices.
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Reclaiming space on VMFS volumes without Dead Space Reclamation support

As described earlier, in versions of vSphere priorto 5.0 U1 or Symmetrix arrays
running Enginuity 5876.82 or eatrlier, thin device allocations cannot be reclaimed with
the vmkfstools command. If an ESX and/or Enginuity upgrade is not possible, the
following process is a workaround? to remove these allocations quickly and simply:

1. Loginto the vSphere Client and ensure that the EMC Virtual Storage Integrator
Storage Viewer plugin is installed.

2. Synchronize VSI. To make sure VS| has the most up-to-date information
concerning thin pool allocations, it is important to synchronize the local database
supporting VSI Storage Viewer. In the vSphere Client, navigate to Home »
Solutions and Applications » EMC and click the Symmetrix Arrays panel. Click the
“Sync All Arrays” link at the top of the panel as shown in Figure 9.

|J-_-T,J CH-¥CENTER3.ebc.emc.local - vSphere Client
File Edit Yiew Inventory Administration Plug-ins Help
ﬁ @ |Q Home 1 & Solutions and Applications b ‘ EMC | w Search Invenkary |Q |
Settings Storage Yiewer', Symmetrix Arrays \
# General ‘
; Check all Refresh List Sync All Arrays
[ (® Feature Manager
[ 8 Logging Auko Sync | ID | Model | Enginuity | Attachment | LUMs | Disks | Front-End Parl =
(ml]] 000194901253 WMAR-1SE 5E7S Local 414 &6 ] Discover New
D ﬂ 000194901254 WMAR-15E 5575 Remote 409 g6 g Symmekrix
Features ! 000194901262 YMAK-15E 5376 Rermote 409 86 10
T Skorage Yiewer Sync
‘v Solutions Enabler Array
-
G v DYINMEEFTX ArFEYS P | |_>|_I
.+ CLARION Arrays

Figure 9. Synchronizing VSl information

3. Before space can be reclaimed, the previously used allocations must be
overwritten with contiguous zeroes to allow the Symmetrix to be able to reclaim
them. The simplest method of achieving this is by deploying an eagerzeroedthick
virtual disk. When possible, the ESXi kernel will re-use previously allocated blocks
before writing to new ones, which therefore makes this the most efficient method
of zeroing out previously written segments. While users could simply create a
virtual disk as large as possible, it is a quicker and far more efficient process if the
user knows approximately how much space can be reclaimed so they can limit the
size of the temporary virtual disk and the duration of this process. The maximum
reclaimable space can be approximated with the use of the Storage Viewer feature
of VSI. To find the reclaimable space:

2 Since this process requires support for zero space reclamation, it can only be performed on Symmetrix VMAX arrays running
Enginuity 5874.207 or higher.
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1. Select a host with access to the VMFS volume that is to be reclaimed and click
on the EMC VSl tab to open the VSI Storage Viewer.

2. Select the VMFS volume in the “Datastores” panel and then choose the
“Storage Pools” button to see thin pool allocations of the thin device.

3. Find the value of “Free” column of the selected VMFS volume in the Datastores
list

4. ldentify the value of the “Free” capacity in the storage pool storage details
screen of the thin device itself. Note that although there may be multiple
storage pools listed, only the summary at the top contains the relevant
information.

The third step shows the total free capacity of the VMFS datastore as vCenter
observes it (space is freed when VMs are deleted or moved). The fourth step
shows the free space of the thin device as the Symmetrix sees it (space is not
freed as VMs are deleted or moved). The difference in these two numbers is the
approximate amount of space that can be reclaimed and therefore should be the
size of the eagerzeroedthick virtual disk that is deployed to zero out the VMFS
volume dead space. The locations of the values are noted by red arrows in Figure
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Figure 10. Identifying reclaimable space with VSI Storage Viewer
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4. Inthe example shown in Figure 10 the reported free space on the VMFS volume is
98.80 GB and the reported free space on the thin device is 66.74 GB. This means
that approximately 32.06 GB was at one point in use on the VMFS volume but has
since been deleted (i.e. 32.06 GB of dead space). Therefore, up to 32.06 GB of
space can be freed on the thin device.

NOTE: Due to the fact that this is merely a workaround, the efficiency of this process
is not always 100%. This is because ESXi may not always perfectly re-use previously
deleted space before creating new allocations. The ability to re-use blocks depends
on a variety of factors (VMFS fragmentation etc.). The best practice therefore is to size
the eagerzeroedthick virtual disk somewhat larger than the calculated free space to
account for any discrepancy. In this case, to make up for any variations, the
eagerzeroedthick virtual disk that will be deployed to zero the VMFS volume will be
rounded up in size from 32.06 GB to 40 GB. This will increase the likelihood of
reclaiming the maximum amount of space. In some situations the virtual disk might
need to be increased by 100% or more to maximize reclaimed space.

5. At this point the temporary virtual disk can be deployed. The method of
deployment (see step 5) is entirely at the discretion of the user. All that matters is
the following:

a. The size of the virtual disk is adequately large.
b. The virtual disk is of type eagerzeroedthick.
c. Thevirtual disk is deployed on the correct VMFS volume.

6. Itisimportant to note that this temporary virtual disk does not have to be
associated with a virtual machine and can and should be deleted immediately
after creation. However, since the vSphere Client does not offer a mechanism to
create virtual disks that are not associated with a virtual machine, the virtual disk
must be temporarily added to a virtual machine or a new temporary virtual
machine must be created. However, VMware CLI tools such as vmkfstools can be
used to create a virtual disk that is not attached to a virtual machine and also has
the added benefit of being scriptable. These options are shown in Figure 11.
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Figure 11. Virtual disk creation options

7. When a method has been chosen, the creation of the eagerzeroedthick virtual
disk will zero out most, if not all, of the previously dead space on the thin device.
For detailed information on what the virtual disk deployment process is doing
refer to the section “Eagerzeroedthick” allocation format on page Error! Bookmark
not defined..

8. The virtual disk (or virtual machine if a new one was created) should be deleted
immediately after completion.

These newly-written contiguous zeroes can be detected by the Symmetrix and
reclaimed with either Unisphere for VMAX or Solutions Enabler CLI. Unisphere is
shown in Figure 12.

WARNING: If a storage administrator has purposely allocated space on this TDEV this
process will de-allocate it unless they were persistent allocations. Furthermore, the
zeroes of any eagerzeroedthick virtual disks on that VMFS volume will be reclaimed.
Removing these zeroes and allocations could impact performance for that VMFS so it
is important to understand what other activity is present on that datastore before
executing a reclaim. Consequently, before running a reclaim, Storage vMotion any
eagerzeroedthick virtual machines whose space you do not want reclaimed, off of the
VMFS and move them back after the reclamation process has completed.
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Figure 12. Reclaiming zeroes with Unisphere for VMAX

The reclamation process is not instantaneous as the entire device must first be scanned for thin
extents that are filled with contiguous zeroes. For smaller devices this process may take
minutes, for large devices perhaps hours. Furthermore the reclaim process is a low priority task
on the Symmetrix directors, so it may slow down if the director(s) are under a heavy load from
tasks with higher priority such as the servicing of significant host I/0.

Oracle

REDO log files

Oracle REDO log are pre-allocated files that store all the database change records
before they are applied to datafiles. Oracle writes redo records to REDO log files in a
circular fashion and therefore there is no reason for space reclamation on these
devices.

Datafiles

When an Oracle datafile is first created, Oracle initializes the space in the file. Each
initialized datafile contains a series of empty data blocks populated with a block
header and other metadata. Due to the nature of file initialization in Oracle, there are
no contiguous ranges of zero blocks with potential for space reclamation when
targeting storage allocated by an initialized Oracle datafile.
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In order to get improved capacity utilization benefits from a Virtual Provisioning
infrastructure, a strategy for sizing datafiles, pools, and thin devices should be
developed in accordance with EMC best practices.’

ASM considerations

When an ASM diskgroup is created, Oracle writes just a small amount of metadata
but does not initialize with zeros or write to the whole newly created diskgroup space.
Thus ASM is thin provisioning friendly and allows better storage utilization when used
with thin LUNs (as described in EMC Virtual Provisioning best practices for Oracle and
ASM). Therefore, there is no potential of zero space reclamation for devices
provisioned to Oracle ASM outside of other scenarios described later in this white

paper.
Reclaiming space from deleted Oracle objects

Whenever an Oracle object is dropped, the underlying storage is not zeroed out and
cannot be reclaimed directly. ASM will, however, attempt to reuse space when new
extents are added. This behavior reduces the need to reclaim deleted space in ASM.
See also the “Space reclamation from previously used devices” section for reclaiming
space on deleted Oracle objects on file systems.

Summary of Oracle considerations ASM considerations

Virtual Provisioning space reclamation improves storage utilization by releasing
space consumed by contiguous zero blocks on the thin devices. Oracle file
initialization and metadata limits such reclamation potential for Oracle database
objects. However, Oracle applications can still improve storage capacity utilization by
following the specific EMC best practices for Oracle in Virtual Provisioning
environment, incorporate external tools to zero out previously used devices before
they are given back to Oracle, or benefit from the TimeFinder/Clone thick-to-thin
feature as described in the “Migration and replication” section of this white paper.

Microsoft SQL Server

Transaction log files

Active log files are formatted when a Microsoft SQL Server database is created. Every
single page of the log files is written to at the time of creation so that the log files
become fully provisioned when they are initialized. Because the log file will mostly
contain contiguous zeros when first written, its storage has the potential to be
reclaimed by Virtual Provisioning reclamation. Over time, as transactions are written
to the log files and later truncated based on log backup or checkpoint operations, the
log file will no longer contain all zero data. With this behavior in mind, it should not
be expected that a log file allocated to a proper size and used for a given period of
time will contain contiguous zeros sufficient enough to be reclaimed.

3 See the Implementing Virtual Provisioning on EMC Symmetrix VMAX with Oracle 10g and Oracle 11qg
white paper on EMC.com
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Should a transaction log file be sufficiently oversized to where areas of the log were
never used by SQL Server, there is the potential that these areas on disk could be
reclaimed. While it is possible to reclaim unused portions of the SQL log file it is
generally not recommended to reclaim zero space dedicated to a log device. Pre-
written space on thin devices provides optimum write performance, important for the
SQL log file. Additionally, pre-written space will guarantee thin pool allocations are
dedicated and available for the SQL log file.

Database files

Prior to SQL Server 2005, SQL Server would fully initialize all datafile and transaction
log file components, writing to every page in all database files and transaction log
files. The process of writing to every page during initialization writes contiguous
zeros to areas of the database not otherwise used by file metadata pages. If these
zero pages remain untouched by SQL Server there is the potential that the areas on
disk could be reclaimed.

As table and index information is written to a fully initialized datafile, areas of the
database become allocated and used by non-zero user data. Assuming a database
file was overallocated to where its initialized size is larger than the amount of user
data in tables and indexes it may be possible to reclaim the remaining zero space,
assuming it was never touched by SQL Server outside of the initialization process
during creation or growth operations. Figure 13 provides a logical depiction of a file
system and database file in this state.

Filesystem

SQL Databaze

081%%3e4 01000000 00000000
0027b504 00010011 00000000
000&81la33 =4010000 00000000
0000275 04000100 00000000
1200081l 93240100 00000000
00000027 bB5040001 00000000

Table Data Initialized - Unused
Space

Figure 13. File system and SQL Server database file with initialized and unused space

Microsoft SQL Server 2005 introduced new functionality that altered the behavior
during the database creation phase. As of SQL Server 2005, the database creation
phase was no longer required to initialize all datafiles if Instant File Initialization
could be utilized by the SQL Server environment.
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Transaction log files will continue to be fully allocated with zeros even when using
Instant File Initialization.

Instant File Initialization will be used automatically by SQL Server provided the
service account, under which the SQL Server service is running, has the “Perform
volume maintenance tasks” user rights assignment under the local security policy.
By default, only users marked as Administrators have this permission.

Areas of a disk under which a sparse file is defined, as created by Instant File
Initialization, are not zeroed. Whatever data existed on these areas of the disk, be it
zeros or perhaps non-zeros based on the history of the file system and LUN, will
remain. In the context of migrations, should a LUN-based copy be replicated to a
target thin device from a source volume where a database was created with Instant
File Initialization, the ability to reclaim zero written data will depend on the history of
the LUN and file system. Figure 14 depicts this scenario.

Filesystem

SQL Databaze

0815%5%3e4 01000000
00Z7k504 00010011
000&la33 24010000
Q000275 04000100
12000&lk 53e40100
00000027 k5040001

Potentially zero
data based on
history of the

filesvatam

Table Data Instant File
Initialization
Unused Space

Figure 14. File system and SQL Server database created with Instant File Initialization

If user data ever resided in areas of the database file now considered free based on
row or table delete operations, those areas will be non-zero and cannot be reclaimed.
With SQL Server 2008 there is a stored procedure called sp_clean_db_free_space,
which is intended to clean areas of a database file that are considered free. This
procedure is also included with SQL Server 2005 SP3 but is undocumented. The
sp_clean_db_free_space command will zero not only previously used areas of the
database file, but also areas of the file that have never been used. This procedure
will initiate writes and thin pool allocations on areas of the database file that have
not been allocated where Instant File Initialization was used. As a part of the cleaning
process each page touched by the procedure will leave behind database header
information. While the majority of the page is zeroed, the page header left behind
makes it impossible to reclaim the space cleaned by this utility. Because of this
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behavior, it is not recommended to use sp_clean_db_free_space as a means to
reclaim space within a SQL database file.

Additional information regarding Microsoft SQL Server and Symmetrix Virtual
Provisioning can be found in the white paper /mplementing Virtual Provisioning on
EMC Symmetrix with Microsoft SQL Server — Applied Technology available on
Powerlink®.

Microsoft Exchange Server

Microsoft Exchange log files

By default, Microsoft Exchange allocates log space in the form of either 5 MB files or 1
MB files, depending on the Exchange version. As the log files are filled, new log files
are created. Overtime, log files that have been committed to the database files will
be deleted (truncated). This is normally performed following a successful backup
operation. Log files are also deleted automatically should circular logging be
enabled. As log files are deleted, space is freed within the NTFS volume; however,
the space is not freed within the thin data pool.

For the thin pool space to be utilized efficiently, NTFS needs to reuse areas of the
volume that had been previously written to and subsequently freed through the
truncation process.

NTFS reuse rates may vary depending on operating system and service pack levels.
Testing with Windows 2003 SP2 and Windows 2008 have shown more efficient use of
newly freed log volume space on NTFS volumes when compared with earlier versions
of Windows.

Microsoft Exchange database files

By default, an Exchange database file will start between 2 MB and 4 MB in size and
will incrementally grow by 1 MB or 2 MB (depending on version) as additional space
is needed. This auto-extend behavior is efficient from a thin pool perspective as only
space immediately needed by the database file will be allocated. Based on this
behavior, contiguous free or zero value space will generally only exist in the file
system that holds the Exchange database file. How much of the file system and
underlying LUN will contain zeros is dependent on the size of the database files and
whether any other file system objects existed previously and were subsequently
deleted.

One instance in which an Exchange database file may contain zero data is if page
zeroing functionality is enabled. If page zeroing is enabled, once a deleted database
object (mailbox messages, user mailboxes, etc.) has surpassed the date specified by
the deleted item retention policy, the page on which it resided will be zeroed.
Deleting data in this fashion ensures it is not recoverable, which may be a
requirement in environments with sensitive data. Depending on the version of
Exchange, page zeroing can be enabled and subsequently occur during a streaming
backup operation, or as a part of the online maintenance window.
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Testing with Exchange 2007, utilizing database page zeroing as a part of online
maintenance, has shown that the pages cleaned by this process are not subsequently
recoverable by Virtual Provisioning space reclamation. It should not be expected to
be able to reclaim any data within an Exchange database file following page zeroing
operations, even when large amounts of data are deleted.

Windows Server 2012

Windows Server 2012 supports the ability to detect thinly provisioned storage and
issue T10 standard UNMAP or TRIM based reclaim commands against that storage.
Windows Server 2012 utilizes the UNMAP specification when performing reclaim
operations against a Symmetrix. Support of detection and reclamation with UNMAP
has been added to Enginuity 5876.159.102.

Ensure the hotfix outlined in the following ETA is applied: ETA emc305807: Symmetrix
VMAX, Symmetrix VMAXe: Compatibility requirement for Microsoft Windows Server
2012 TRIM support and Linux discard support at Enginuity 5876.

If a LUN is detected as a “Thin provisioned drive” in Windows Server 2012, by default
reclaim operations will be performed under the following scenarios:

e When a volume residing on a thin provisioned drive is formatted with the quick
option, the entire size of the volume will be requested to be reclaimed in real-
time.

e When the “optimize” option has been selected for a volume as a part of a
regularly scheduled operation, or as manually selected from the “Defragment
and Optimize Drives” GUI. By default drives are automatically optimized on a
weekly basis. Please note that Clustered Shared Volumes (CSV) cannot be
optimized unless they are in redirected mode. An example of the optimize
drives GUI can be seen in Figure 15.

e When the ‘optimize-volume’ powershell command is used with the “-retrim”
option.

e When afile or groups of files are deleted from a filesystem, Windows will
automatically issue reclaim commands for the area of the file system that was
freed based on the file deletion. This holds true for CSV volumes as well, even
if they are not in redirected mode. This automated method of reclamation
reduces the need of running optimize operations; however to achieve full
efficiency an optimize drive operation may still need to be run.

Windows Server 2012 supports reclaim operations against both NTFS and ReFS
formatted volumes. Additionally, the new VHDX virtual disk format, native to
Windows Server 2012, supports reclaim operations from within a Hyper-V virtual
machine to a virtual disk. All reclaim operations supported on a physical LUN can be
performed within and against a VHDX based virtual disk or against a pass-thru disk
presented to a Hyper-V based virtual machine. Please see the Microsoft Hyper-V
section for additional detail.
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You can optimize your drives to help your cornputer run more efficiently, or analyze them to find out if they need to be
optimized, Only drives an or connected to your cormputer are shown,

Status

Driwe Media type Last run Current status
,FJ-(C:) Hard disk drive Mewer run Ok (%4 fragmented)
E-ﬁ CSW_360 (CAClust..  Thin provisioned drive Mewer run 0K
dﬂVM_Images (D Thin provisioned drive 120202125, OK {100 space efficiency)
—a Systern Reserved Hard disk drive Mewer run 0K (P4 fragrnented)
Analyze | | Optirnize |

Scheduled optimization

On | Change settings |

Drives are being optimized autamatically.

Frequency: Weekly

Close

Figure 15. Windows Server 2012 Optimize Drives interface

The default behavior of issuing reclaim operations can be globally disabled on a Windows 2012

server. Specifically the “disabledeletenotify” parameter can be modified to prevent reclaim
operations from being issued against all volumes on the server. This setting can be modified
with the “fsutil” command line tool included with Windows Server 2012.

To disable reclaim operations run the following from an elevated command prompt:

Fsutil behavior set DisableDeleteNotify 1

To query the reclamation setting:

Fsutil behavior query DisableDeleteNotify

If DisableDeleteNotify = 0, this is the default and reclamation is enabled.
If DisableDeleteNotify = 1, space reclamation is disabled.

Lab testing has shown that both automatic reclamation and reclaim when running optimize
volume operations are disabled when DisableDeleteNotify = 1. No reboot is required and the
change goes into effect immediately.
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Microsoft Hyper-V

Two primary representations of storage devices may be configured for a virtual
machine in Microsoft Hyper-V environments. Either a storage device will be
provisioned as a Virtual Hard Disk (VHD) and reside within an NTFS file system on the
Hyper-V parent, or the device will be connected as a physical hard disk (a pass-thru
storage device). The efficiency of pass-thru storage with regards to Virtual
Provisioning as well as space reclamation will be fully dependent on the use of the
hard disk by the virtual machine.

The efficiency of virtual hard disks from a Virtual Provisioning perspective, along with
their use by a virtual machine, will be dependent on the kind of VHD format used.
Three different types of VHD disks are available when configuring new or additional
storage devices, represented in Figure 16. The choice between a “Fixed size” and
“Dynamically expanding” format will generally be based on the storage utilization
requirements, in as far as there is a difference in how storage is allocated for these
two types. For this reason, the two selections will subsequently affect storage
provisioning functionality such as that provided by Symmetrix Virtual Provisioning. A
fixed sized VHD device will be fully written to at creation time. The writes that occur to
a fixed size VHD will be contiguous zeros and can be reclaimed using Virtual
Provisioning space reclamation dependent on the use of the VHD by the virtual
machine.

& New Virtual Hard Disk Wizard E3 '

~_ “Choose Disk Type

{

Befare Wau Begin what bype of wvirbual hard disk do wou want to create?

(" Choase BiskType U & Fixed e

Specify Mame and Location This bype of disk provides better performance and is recommended For servers running
applications with high levels of disk activity, The .whd file is created using the size of the fixed

Configure Disk wirtual hard disk. It does not change when data is added or deleted,

SRR " Dynamically expanding

This type of disk provides better use of physical storage space and is recommended For servers
rurning applications that are not disk intensive, The vhd File is small when the disk is created and
grows as data is writken to it

" Differencing

This bype of disk is associated in a parent-child relationship with another disk that wou want ko
leawe inkact. You can make changes ko the data or operating svstem without affecting the parent
disk, so that you can revert the changes easily.

More about wirtual hard disks

< Previous | MNext = I Finish Cancel

Figure 16. Hyper-V virtual hard disk options
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Dynamically expanding VHD devices will not pre-allocate all storage defined for them;
however these devices may suffer a slight degradation in performance as a result of
the need to allocate actual storage when the operating system or applications within
the virtual machine require more space. These storage allocations are simply those to
acquire additional storage from the parent partition for the VHD device.

Beyond the format of the VHD files, the amount of space reclamation possible in a
given Hyper-V environment will also depend on the NTFS volume that supports these
files and its historical use. Please see the “File system considerations” section for
additional details.

With Windows Server 2012 there is a new virtual hard disk format called VHDX. The
VHDX format offers the same allocation methods as offered with the VHD format. As
far as initial space allocation is concerned, “fixed” and “dynamically expanding” hard
disks function the same with VHDX as was described earlier in this section for the
VHD format.

What is unique about the VHDX format, however, is that it supports reclaim
operations within the VHDX file. For example, if a fixed VHDX of 20 GB in size is
created, 20 GB worth of zeros will be written to the thin device and marked as
allocated and written in the thin pool. If that VHDX is then presented to a Windows
Server 2012 based virtual machine and formatted with the quick option, the format
process will issue reclaim commands to the VHDX file, which will be passed to the
physical LUN and to the storage array. This will cause the full amount of the volume
size to be reclaimed from within the fixed VHDX and from within the Symmetrix thin
pool.

If this same 20 GB VHDX was presented to a Windows 2008 R2 virtual machine, the
full 20 GB would still be allocated as Windows 2008 R2 does not issue UNMAP
commands natively which could take advantage of the VHDX reclaim awareness.

Pass-thru storage to a Hyper-V virtual machine also supports reclaim operations.
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Migration and replication

File system considerations

The efficiency of space reclamation following a migration process will be highly
dependent on the nature of the data written to the original source file system. Most
file systems are Virtual Provisioning friendly in that they will not write non-zero data to
the entire contents of a volume during creation. Most allocations that occur will be
due to user and application data being written to the partition or file system.
Depending on the use of the file system, objects may be added and deleted on a
regular basis. Generally speaking, when a file is deleted from most file systems it is
removed from being referenced or otherwise available for access; however the data
on disk is still non-zero and represents the original contents of the file. Overtime, as
files are repeatedly added and deleted, it may be possible for the entire file system to
contain non-zero data, even though from the operating system perspective there
could be a large amount of free space available.

When devices containing file systems that exhibit a large number of add and delete
operations are migrated, depending on the migration tool used, it is possible for the
non-zero data representative of objects no longer referenced by the file system to be
copied as a part of the migration process. The act of copying deleted but non-zero
data will lead to lower space savings on thin devices targeted for migration and will
also prevent Virtual Provisioning reclamation from freeing this space.

The ability of space reclamation to work efficiently following a migration from a thick
to a thin device depends on the amount of contiguous zero blocks that may have
been copied from the thick LUN. To maximize the zero blocks, external tools such as
sdelete for Windows can be used on the thick LUN prior to a migration. Tools like
sdelete will ensure a given area of a file system that was previously used and
subsequently freed will contain zero data that can be reclaimed.

Open Migrator/LM

EMC Open Migrator/LM (OM) enables online data migration of Microsoft Windows,
UNIX, or Linux volumes between any source and EMC storage. Open Migrator/LM
host-based software helps to enhance data center efficiency by automating and
simplifying data migration. Regardless of the purpose for the migration, be it
consolidating servers, upgrading storage, or tuning performance, volumes remain
online and fully available to critical applications during migration.

At the time of publication, versions of Open Migrator/LM supported on UNIX and
Linux platforms perform a full volume copy from a source device to a target device.
Should the target device be virtually provisioned, it should be expected that the
target thin device will become fully allocated within the thin pool. The ability to
reclaim the allocations done during the migration will be dependent on the amount of
contiguous zero blocks that originally existed on the source device. The “File system
considerations” section has more details and considerations.
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Open Migrator/LM for Microsoft Windows can also perform full volume copies but has
an additional feature referred to as “Sparse” copy. The sparse copy functionality of
OM for Microsoft Windows allows for the replication of only known file system
objects, specifically only the clusters of data marked as in use by NTFS. Previously
deleted objects and other areas of the file system considered empty will not be
migrated. This makes sparse migrations a compelling option when moving data from
a thick environment to a thin environment. The only contiguous areas of zero data
that will be replicated with OM using sparse copy will be those that exist within the
files and areas of the file system marked as used by NTFS. To use our SQL Server
example in Figure 13, this would mean the entire SQL datafile, including the
initialized and zeroed regions of the file, would be migrated. The area of free space in
the file system would not be copied. In this case, the zeroed region of the datafile
could be reclaimed following the migration using Virtual Provisioning space
reclamation

EMC Open Replicator

EMC Open Replicator for Symmetrix (ORS) enables remote point-in-time copies to be
used for data mobility, remote vaulting, and migration between EMC Symmetrix and
qualified storage arrays with full or incremental copy capabilities. Open Replicator
leverages a SAN environment for copying data between Symmetrix and qualified
storage arrays. Open Replicator can:

e Pull from source volumes on qualified remote arrays to a Symmetrix volume

e Push any live source Symmetrix volume to a target volume on a qualified array
with incremental updates

e Perform online data migration from qualified storage to a Symmetrix with
minimal disruption to host applications

Open Replicator can be used to perform remote replication between thin devices or
between thin and regular devices. Managing thin device replication with Open
Replicatoris exactly the same as managing the replication of regular devices.

Thin devices can be used as control devices for hot and cold pull and cold push Open
Replicator copy operations. If a push operation is done using a thin device as the
source, zeros will be sent for any regions of the thin device that have not been
allocated, or that have been allocated but to which have not been written.

Open Replicator can also be used to copy data from a regular device to a thin device.
If a pull or push operation is initiated from a regular device that targets a thin device,
with Enginuity 5874 or earlier, a portion of the target thin device, equal in size to the
reported size of the source volume, will become allocated.

As has been previously discussed, the ability to reclaim portions of a thin device,
following a migration with ORS, will be dependent on the ranges of contiguous zeros
that existed on the source device prior to migration. If the source device contained
contiguous ranges of zeros, they can be reclaimed using Virtual Provisioning zero
space reclamation.
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With Enginuity 5875, Open Replicator pull operations have been enhanced to detect
contiguous ranges of zero data. The Symmetrix VMAX front-end adapter will scan
incoming tracks for all zero data. If the 12 tracks that comprise a thin provisioning
extent all contain zero data, that extent will be reclaimed immediately, thus
maintaining the thin nature of the target device. This enables unused space on thick
devices to be reclaimed while being migrated to a thin device on a Symmetrix VMAX.
The feature works for both hot and cold pull operations and is supported for all
systems that are currently supported by Open Replicator. Further, performing on-the-
fly zero detection mitigates the need to run zero space reclamation as a post-
migration activity.

TimeFinder/Clone thick to thin replication

Previous versions of Solutions Enabler and Enginuity have allowed for thin to thin
replication. In the context of TimeFinder/Clone, what has been allowed is the
replication from a source thin device to a target thin device within a Symmetrix.
Starting with Enginuity 5874, TimeFinder/Clone can replicate standard volumes to
thin volumes "sparsely" to ensure only written tracks are copied, reducing capacity
requirements and TCO. Thin volumes also can be replicated to standard volumes,
further improving mobility into and out of thin pools.

When a clone copy is made between a regular source device and a thin target device,
device extents that have never been written to by a host will not be copied to the
target volume. Following the clone copy, any thin device extents that were allocated
on the clone target that contain all zeros can be reclaimed and added back to the
target thin device’s pool.

Symmetrix Remote Data Facility (SRDF)

SRDF is a frequently used option for migrating data between Symmetrix storage
arrays. Beginning with Enginuity 5875 it is possible to use SRDF to migrate data from
standard devices in a Symmetrix array running Enginuity 5671, 5773, or 5875 to thin
devices in a Symmetrix VMAX running Enginuity 5875. In the case where the source
array is running 5773 or later, the SRDF adapters (RAs) on the target Symmetrix VMAX
will perform zero data detection on the fly on a per-track basis. Zero data detection is
accomplished by looking at each track of data as it arrives to determine if it meets
one of these two conditions:

¢ Ifthe never written by host (NWBH) indicator is set for the track: Beginning
with Symmetrix VMAX and Enginuity 5874 the special NWBH indicator is
maintained in the metadata stored in cache for every track on every drive in
the array. When this indicator is set for a track, it signifies that a host has
never written any data to the track. If Enginuity receives a read request for a
track with the NWBH indicator set, it can skip performing a read I/0 to the disk
and simply return all zeros to the host. If the track is part of a device
participating in a local or remote replication session, the NWBH indicator will
be set on the corresponding track of the target device.
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o Ifthe track contains all zero data: If the RA determines that an incoming track
contains all zero data, by scanning that track’s worth of data, it will indicate
this in the track’s metadata. If the 12 tracks that comprise a thin provisioning
extent all contain zero data, that extent will be reclaimed immediately, thus
maintaining the thin nature of the target device.

Zero data detection for SRDF is supported only in adaptive copy mode.

PowerPath Migration Enabler

EMC PowerPath Migration Enabler is a migration tool that enables nondisruptive or
minimally disruptive data migration between storage systems or between logical
units within a single storage system. Migration Enabler resides on the host and allows
applications continued data access throughout the migration process. When pseudo
device names are used, the migration can be nondisruptive. When native device
names are used, a migration is minimally disruptive because applications must be
reconfigured to use the new target device name that contains the migrated data.
Migration Enabler works independently of PowerPath multipathing and can be used
whether or not PowerPath is used for multipathing. If PowerPath is not already
installed on the host, on some platforms a disruption may be required to install it.
PowerPath Migration Enabler integrates with other technologies to minimize or
eliminate application downtime. Supported technology types are:

e EMC Open Replicator for EMC Symmetrix. The online pull method is supported,
in which data is copied through the SAN from a remote logical unit to a
Symmetrix storage system.

e EMC Invista® in which a Virtual Volume encapsulates a Symmetrix or EMC
CLARIiiON source logical unit.

e EMC TimeFinder/Clone (Symclone), which migrates data between devices
within a single Symmetrix system.

e Host-based copy (Host Copy), which works in conjunction with the operating
system to migrate data from the source logical unit to the target logical unit.

The Host Copy technology type supports migrating virtually provisioned, or tAin,
devices. Host Copy automatically detects virtually provisioned CLARiiON and
Symmetrix devices. When a thin target is detected PPME will scan the source disk for
zeros and will not replicate these areas of the disk as a part of the migration process.

To again use our SQL example from Figure 13, PPME would only copy the non-zero
regions of the database and may potentially replicate the free space region of the LUN
depending on whether it contains non-zero data based on previous use. Due to this
functionality, Virtual Provisioning reclamation should not be used following a thin-
friendly migration using PPME Host Copy.
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With technology types other than Host Copy, Migration Enabler support for thin
devices is determined by the underlying technology’s support. Please see the
previous sections to understand TimeFinder/Clone and Open Replicator in the context
of Virtual Provisioning and space reclamation.

Veritas Storage Foundation SmartMove

Veritas Storage Foundation from Symantec offers a “SmartMove” capability where,
during migrations from thick to thinly provisioned storage, only used space from the
file system perspective is migrated. Previously deleted objects and other areas of the
file system considered empty will not be moved. SmartMove therefore helps to
enable efficient, thick-to-thin migrations with the reclamation of unused and
otherwise free space. More information regarding the use of Veritas Storage
Foundation SmartMove with EMC Symmetrix can be found in the white paper EMC
Symmetrix VMAX with Veritas Storage Foundation available at
http://powerlink.emc.com and http://www.symantec.com.
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Conclusion

Solutions Enabler 7.1 and Enginuity 5874, with the addition of space reclamation,
enhanced the benefits of Virtual Provisioning in Symmetrix VMAX environments. The
ability to reclaim unnecessary ranges of zero data from a thin pool enhanced storage
efficiency and potential cost savings. Enginuity 5875, with the addition of on-the-fly
zero reclamation with Open Replicator and SRDF, as well as the implementation of the
WRITE_SAME unmap T10 standard, enabled even greater efficiencies for virtually
provisioned environments. The Enginuity 5876 Q4 2012 service release advanced
further, with support for the T10 UNMAP standard which enables integrated reclaim
capabilities with operating environments like vSphere 5 and Windows Server 2012.
The ability to utilize native application functionality as well as common migration
tools, with less worry of wasted storage space, further enhances administrative
efficiencies, including the time it takes to provision or migrate storage resources.
Increased efficiency and savings, from both a storage and administrative perspective,
will lead to an overall higher return on investment for critical data center resources.
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