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Legal Notice 

Information contained herein is for Internal Use and may be used only for business purposes 
authorized by Citigroup. 
 
CITI, CITIBANK, CITICORP and CITIGROUP are trademarks and service marks of Citicorp and 
are used and registered throughout the world. Citibank, Citicorp, Citigroup and their subsidiaries 
also claim rights in certain other trademarks and service marks contained in these pages. 
 

Contact 

Please address any comments or questions regarding the information contained in this 
document via email to the “*GT Global Distributed Storage Engineering” distribution list or 
alternatively to gdse@citigroup.com. 
 

Latest Versions 

It is recommended that the latest version of the document be used from the GDSE website 
 
http://engineering.citigroup.net/gdse/products/ 
 
Newer versions may include expanded scope, or comments on issues discovered after 
deployment. 
 

Confidentiality 

No part of this document should be shared by EMC with any of its other customers. Any 
unauthorized review, use, disclosure or distribution is prohibited without express permission. 
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1 Document Scope 

This Solutions Guide recommends Best Practice for using SRDF/A technology on EMC DMX 
within Citigroup. It is not a replacement for the Vendor documentation referenced below. The 
following EMC documentation should also be consulted when implementing SRDF/A.  
 
Furthermore, this Solutions Guide must be read in conjunction with the GDSE document 
SRDF/A Release Notes, which covers (or references) in more detail product certification, known 
issues and test results (both functional and performance).  
 

Document Location 
 

EMC documentation 

 

 
EMC Solutions Enabler Symmetrix 
SRDF Family CLI Product Guide 
Version 6 

 
Available from EMC 

 
EMC Engineering White Paper: 
Using SYMCLI to Perform Control 
Operations with SRDF Family 
Products 

 
Available from EMC 

 
EMC Solutions Enabler Symmetrix 
Access Control CLI Product Guide 

 
Available from EMC 

 

GDSE documentation 

 

 
SRDF/A Evaluation 
 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/05002-e.pdf 
 

 
SRDF/A Release Notes 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/releasenotes/05002-rn.pdf 
 

 
SRDF/Star for Open Systems 
Solutions Guide 
 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/06050-sg.pdf 
 

 
McData IPS SAN Router Solutions 
Guide 
 

 
http://engineering.citigroup.net/gdse/products/platforms/mcdataip
s/stdsdocs/06030-sg.pdf 
 

 
McData IPS SAN Router Release 
Notes 
 

 
http://engineering.citigroup.net/gdse/products/platforms/mcdataip
s/releasenotes/06030-rn.pdf 
 

 
WAN Throughput Optimization for 
SRDF/A with McData IPS Solutions 
Guide 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/06034-sg.pdf 
 

 
Cisco MDS 9000 FCIP v1.0 
Solutions Guide 

 
http://engineering.citigroup.net/gdse/products/platforms/ciscomd
s/stdsdocs/07015-SG.pdf 
 

http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05002-e.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05002-e.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/releasenotes/05002-rn.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/releasenotes/05002-rn.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/06050-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/06050-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/mcdataips/stdsdocs/06030-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/mcdataips/stdsdocs/06030-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/mcdataips/releasenotes/06030-rn.pdf
http://engineering.citigroup.net/gdse/products/platforms/mcdataips/releasenotes/06030-rn.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/06034-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/06034-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/ciscomds/stdsdocs/07015-SG.pdf
http://engineering.citigroup.net/gdse/products/platforms/ciscomds/stdsdocs/07015-SG.pdf
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WAN Throughput Optimization for 
SRDF/A with Cisco MDS Solutions 
Guide 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/07026-sg.pdf 
 

 
TimeFinder Clone Solutions Guide 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/05008-sg.pdf 
 

 
TimeFinder Clone Release Notes 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/releasenotes/05008-rn.pdf 
 

 
EMC Symmetrix DMX Best 
Practice                                                                                                                                                                                                                                                                                                                                                                                                                               
 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/03038-sg.pdf 
 

 
EMC Solutions Enabler 6.x 
Solutions Guide 
 

 
http://engineering.citigroup.net/gdse/products/platforms/symmetri
x/stdsdocs/05016-sg.pdf 
 

 
EMC ConttolCenter Solutions 
Guide 
 

 
http://engineering.citigroup.net/gdse/products/services/ecc/stdsd
ocs/05022-sg.pdf 
 

 

1.1 Out of scope 

 

 Performance information. This can be found in the SRDF/A evaluation document. 
 

 COB processes that are not directly related to SRDF/A-specific issues. 
 

 SRDF/Star operations (see separate SRDF/Star Solutions Guide in references). 
 

 Multi-Session Consistency in Concurrent (3-site) configurations.  
 

 Consistency operations between multiple source Symmetrix 
 

 Best Practice for McData IPS  (see separate Solutions Guide in references). 
 

 Best Practice for Cisco MDS  (see separate Solutions Guide in references). 
 

 Tuning SRDF/A throughput with the McData IPS (see separate Solutions Guide in 
references). 

 

 Tuning SRDF/A throughput with the Cisco MDS (see separate Solutions Guide in 
references). 

 

 SRDF/A control from platforms other than Solaris (not supported by GDSE) 
 

1.2 Intended Audience 

 
This detailed document is aimed at implementing an SRDF/A solution. It is not intended as an 
overview for end users, developers or Project Managers. 
 

http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/07026-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/07026-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05008-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05008-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/releasenotes/05008-rn.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/releasenotes/05008-rn.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/03038-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/03038-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05016-sg.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05016-sg.pdf
http://engineering.citigroup.net/gdse/products/services/ecc/stdsdocs/05022-sg.pdf
http://engineering.citigroup.net/gdse/products/services/ecc/stdsdocs/05022-sg.pdf
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1.3 Changes in Version 2.3 

 

Section 5.8.2 – Updated ECC SRDF/A monitoring section to include further detail on how to set 
up SRDF/A alerts and easier to understand translations for the more obscure Console 
messages. 

 

Appendix B – Updated entry for 2site_add_device script. Added entries for new 
mon_srdfa_dse_pool & seq_srdfa scripts. Updated Template Operational Scripts package 
reference.  
 

1.4 Changes in Version 2.2 

 

Appendix F -– Transmit Idle appendix added  
 

Appendix G – Delta Set Expansion (DSE) appendix added 
 

Section 4.7.1.1 – new subsection referring to Delta Set Expansion requirements  

Section 4.7.4.1 – new subsection referring to RA requirements with 5772 microcode 

Section 4.8.3.2 – BCV configuration table for RAID6 added 

Section 5.3.4.2 – new subsection referring to Delta Set Expansion configuration 

Section 5.3.5.1 – new subsection describing potential low SRDF throughput on initial establish 

for RAID5 & RAID6 for RDF groups with only one or two devices. 

Section 5.8.2 – Updated to reflect use of ECC as primary alerting mechanism, and the 

Symmetrix Event Daemon to then provide supplementary troubleshooting information. 

Section 6.1.1 – new subsection added to describe in more detail the different types of 

consistency models available, how they can be enforced, and considerations on which to 

choose.  

Section 8.2.5 – New subsection covering use of new symrecover program for SRDF/A resyncs. 

 

Throughout document – updated to reflect support for increased number of RDF groups per 
Symmetrix and per port 
 

Throughout document – updated to reflect fact that link limbo timer is not explicitly set with 
5772 
 

Throughout document – updated to reflect new support for RAID-6 in 5772 microcode. 
 

Throughout document – RDF group creation examples updated to reference DSE 
configuration. 
 

Throughout document – Updated to reflect existence of symrecover program for SRDF/A 
resyncs. 
 

1.5 Changes in Version 2.1 
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Throughout document – Updated to reference Cisco MDS 9000 FCIP solution that is now 

supported with SRDF/A.  

Throughout document – RDF limits per DMX and per port updated to reflect that the limits 

apply to 5x71 microcode and that for 5772 the limits will be higher. 

Section 4.8.3.2 – BCV configuration table for RAID5 added. 

Section 5.4.1.1 – new subsection added defining if and when R2 PiT copies are mandatory. 

Section 6.1.2 – new subsection added to clarify the scope and rational for MSC support within 

Citi. 

Sections 8.1.4 & 8.1.5 – updated to clarify process for adding storage to an existing, replicating 

RDF group.  

Section 8.3.3 – new subsection added regarding use of #CJOB parameter for adaptive copy. 

Appendix E – New Appendix covering DMX-3 Templates for SRDF/A deployments. 

1.6 Changes in Version 2.0 

 

Throughout document – References to SE6.0 changes to refer to more generic 6.x version, 
and users instructed to use latest GDSE certified version of SE 6. 
 

Throughout document – References to 5671 changed to refer to more generic 5x71 version to 
accommodate DMX3. 
 

Section 3.2.2 – Updated to state that multi-session Concurrent SRDF is now available, but only 
supported within Citigroup in an SRDF/Star configuration. 

 

Section 3.2.3 – Updated to reference the new WAN throughput Optimization for SRDF/A 
Solutions Guide. 

 

Section 4.1 – Emphasis that SRDF/A can currently only be deployed for existing applications 
with measurable I/O profiles due to the lack of a “Utility SRDF/A” model from EMC.  

 

Section 4.2  – This section has been completely re-written to accommodate the certification of 
SRDF/Star.  

 

Section 4.4 – Section updates to reflect existence of the new WAN Throughput Optimization for 
SRDF/A Solutions Guide. 

 

Section 4.5 – This section has been completely re-written to accommodate the certification of 
fabric–attached 2640 IPS units, and the existence of WAN Throughput Optimization for SRDF/A 
Solutions Guide. 

 

Section 4.7 – Emphasis on the criticality of installing “balanced” systems for SRDF/A. 

 

Section 4.8.3 – Re-written for new SRDF PiT copy Best Practice. 

 

Section 4.9.1 – Updated licensing information. 
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Section 4.11.2 – Section updated to reflect existence of WAN Throughput Optimization for 
SRDF/A Solutions Guide. 

 

Section 5.1.2 – Updated licensing information 

 

Section 5.2 – Updated to reflect existence of WAN Throughput Optimization for SRDF/A 
Solutions Guide and new IPS solutions guide. 

 

Section 5.3 – Various corrections to syntax for creating dynamic RDF groups.  

 

Section 5.4 – Updated to reflect new Best Practice for creating SRDF/A resync PiT copies, and 
to document how to create on non-contentious source / target pairings 

 

Section 5.7 – Re-written to reflect discuss creation on non-contentious source / target pairings 

 

Section 6.4.1 – Update on scalability restrictions 

 

Section 7 – Various references to SRDF/Star added with direction on superseding Best Practice 

 

Section 7.4 – Re-written to reflect discuss creation on non-contentious source / target pairings 
and to accommodate existence of SRDF/Star. 

 

Section 7.5 – Updated to state that multi-session Concurrent SRDF is now available, but only 
supported within Citigroup in an SRDF/Star configuration. 
 

Section 8 – Various references throughout to SRDF/Star Solutions Guide. 

 

Appendix C – New appendix with advice on migrating existing source DMX from 2-site SRDF/S 
to 2-site SRDF/A, using concurrent SRDF. 

 

Appendix D – New appendix with background to Best Practice for technologies to be used for 
SRDF/A resync PiT copies 
 

1.7 Changes in Version 1.4 

 

Section 3.2.2 – Reinforcement that as Multi-Session Consistency (MSC) is not yet supported by 
EMC in a concurrent SRDF configuration, there will not be guaranteed consistency between 
different RDF groups on the synchronous leg. 

 

Section 4.7.3 – Updated with latest recommendations and limits on the number of RDF groups 
per RA. 
 

Section 4.8.3 – Use of 146GB disks at the Asynchronous site is no longer recommended when 
the production site is using smaller/faster disks. EMC have found issues with such 
configurations that can cause SRDF/A to fail as the R2 is unable to keep up with the R1, 
resulting in cache at the source site becoming exhausted. 
 

Section 11.26 – Correction to calling sequence for template 3-site subset failover/failback 
scripts. 
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2 Introduction to SRDF/A 

2.1 Overview of SRDF/A 

2.1.1 Product Highlights 

 
SRDF/Asynchronous (SRDF/A) is a remote mirroring solution for the Symmetrix DMX series. It 
uses a Delta Set architecture to maintain a consistent point-in-time target (R2) image with only a 
slight lag behind the source (R1) side, resulting in minimal data loss if the R1 is lost. SRDF/A 
allows one to configure an SRDF environment in which R1 devices transfer data to R2 devices 
in chunk cycles.  
 
Some key features of the SRDF/A version that has now been certified are: 
 

1) Concurrent SRDF/A and SRDF/S from a single source – This key feature provides the 
ability to replicate a group of devices in Synchronous mode to one target site and in 
asynchronous mode to a tertiary site at an extended distance. The same source device can be 
replicated synchronously using SRDF/S mode down one link and asynchronously using SRDF/A 
down another.  
 
This capability provides a limited multi-site protection capability. In the event of a primary site 
failure, there would be no data loss since it is synchronously replicated to a local/regional 
recovery site. In the event of a regional disruption, data has been simultaneously replicated to a 
recovery site much further away, with minimal potential data loss.  

 

 

2) Support for multiple SRDF/A Groups – Multiple SRDF/A groups per DMX array.  
 
Also supported (in non-concurrent configurations) is SRDF Multi-Session Consistency 
(SRDF/MSC), which provides consistency protection for an asynchronous-mode consistency 
group by performing SRDF/A cycle-switching and cache recovery operations across all SRDF/A 
sessions in that group.  

 

 

3) Availability – SRDF/A provides a consistent, restartable image at the target site at all times 
and enables fast and efficient incremental failback and re-synchronization. 
 

 

4) Performance – Generally negligible host application (dependent on configuration) impact 
regardless of distance between sites (if solution properly sized) 
 
 

5) Bandwidth Efficiency – One difference between SRDF/A replication and other 
asynchronous methods of replication is that less data is transferred, and the data is handled 
fewer times. If the same data is updated multiple times in the same cycle (for example, the same 
track is written to ten times is a given time period), that data is sent across the RDF link only 
once. This is known a write-folding. This performance benefit can result in more efficient link 
utilization. 
 
 

6) Familiarity – The SRDF/A product uses a toolset that users of synchronous SRDF will 
already be familiar with, and for which we already have developed security controls. This is a 
major benefit from an operational perspective. 
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2.1.2 How SRDF/A works 

The following brief overview is intended to provide sufficient knowledge of the process to aid with 
the understanding of the results of this evaluation. It is adapted from EMC’s White Paper on 
SRDF/A. 
 

 
 
DMX systems implement asynchronous host write from the source to the target using 
predetermined timed Delta Sets. Each Delta set contains groups of I/Os for processing, which 
are managed for consistency by the Enginuity operating environment. Using Delta Sets, SRDF/A 
transfers sets of data, one Delta Set at a time, between the R1 and the R2. If the same data 
block is written to more than once within a Capture Delta Set on the R1 side, SRDF/A sends the 
update over the link only once. 
 
Dependent write consistency is achieved through the processing of four ordered SRDF/A Delta 
Sets between the source (R1) and the target (R2), as shown in the above diagram. Dependent 
write consistency ensures that all writes to the R2 are processed in the sequential Delta Sets to 
maintain a consistent copy of data between R1 and R2.  
 
When the first SRDF/A Capture Delta Set is active, it collects and new writes on the R1, 
overwriting an previously written data blocks intended for the data transfer over the link. The 
Delta Set is active for a predetermined minimum amount of time, which can be configured on the 
DMX (default is 30 seconds). After this minimum time has been reached, the Capture Delta Set 
data become the Transmit Delta Set and begins transferring the data over the link into the R2. A 
new Capture Delta Set begins collecting the new writes in global memory.  
 
On the R2 side, the Receive Delta Set collects all the data from the Transmit Delta Set. Once 
the Delta Set has been received in its entirety, it is promoted to an Apply Delta Set and 
committed to disk (R2). This ensures a consistent, re-startable R2 copy with each application of 
an Apply Delta Set.  
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One Delta Set is dependent upon the other for achieving write consistency. No Delta Set can 
begin destaging to disk until the prior one has completed. All data is transferred at the block 
level. 
 

2.1.3 Role of SRDF/A in Disaster Recovery 

 
It must be stressed that SRDF/A will only give a business an I/O consistent copy of their data set 
at the DR site for a particular server, application or set of applications (depending at what level 
consistency is enforced).  
 
In the case of a production failure that only impacts a server and not the storage infrastructure 
(e.g. a server hardware failure), there will be no data loss. 
 
In the case where the storage infrastructure or indeed the whole production site fails, the DR 
copy will be from a point-in-time somewhere between 30-60 seconds (for the default cycle time) 
prior to the production failure and data loss will occur. 
 
Note that in this case: 
 
 - the storage infrastructure will not be able to define exactly how much data was lost 
 
 - the storage infrastructure does NOT provide a mechanism for dealing with the data loss. This 
is the responsibility of the application.  
 
 - it is the application owners that needed to deal with issues relating to recovery using different 
point-in-time data set for applications that were not bound together from a consistency 
perspective. 
 

2.2 SRDF Terminology 

 

Symmetrix – Product name for EMC’s High-end Storage Arrays. 
 

DMX – Product name for latest generation of Symmetrix 
 

Enginuity – Operating system run on Symmetrix 
 

SRDF – The family name for EMC’s remote storage replication solutions for Symmetrix 
 

SRDF/S - High-performance, host-independent, real-time synchronous remote replication from 
one Symmetrix to one or more Symmetrix systems. 
 

SRDF/A - High-performance extended distance asynchronous replication using a Delta Set 
architecture for reduced bandwidth requirements and no host performance impact. 
 

Dynamic RDF – Version of SRDF that the end user can configure and manage 

 

Concurrent SRDF – Simultaneous SRDF replication from a single R1 device to multiple R2 
devices. 

 

Delta Set - Data captured for a limited period (default of 30 seconds).  

 

Write-folding - If the same data is updated multiple times in the same Delta Set, that data is 
sent across the RDF link only once. 
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R1 - Source device in an SRDF replication set up 
 

R2 - Target device in an SRDF replication set up 
 

Device Group – A collection of storage devices that are managed together as a group, for 
example, for failover purposes. 
 

Composite Group – A grouping of device groups. Typically used for consistency operations.  

 

Multi-Session Consistency (MSC) - the ability to provide SRDF/A replication of multiple SRDF 
groups with I/O consistency across all the groups 
 

Business Continuance Volume (BCV) - A point-in-time copy of a data volume 
 

Clone – EMC’s new replacement technology for BCVs. Clones have less restrictions than BCVs 
when used with SRDF. 
 

Latency (round trip) - The amount of time it takes a packet to travel from source to destination 
and back 
 

Subset failover – failing over a subset of disks within a synchronous RDF group in a concurrent 
SRDF configuration 
 
 

2.2.1 Consistency  

 
It is necessary to clarify what is meant by consistency in this document as the word has differing 
meanings depending on its context.  
 
One of the advertised benefits of SRDF/A is that it maintains an I/O consistent image at the 
target (R2) site at all times. In practical terms, this means that a database can always be 
restarted from this image. 
  

Device group consistency 
 
Device group consistency refers to devices acting in unison to maintain the integrity of a 
database distributed across multiple LUNs. 

 
Temporarily disabling consistency for a device group is required for certain SRDF control 
operations. Disabling consistency protection does not make the R2 data inconsistent. This action 
simply causes the DMX to tolerate disk failures.  
 
If consistency is enabled for a device group and both mirrors of a protected Symmetrix device 
fail (a very unlikely event), then replication from the other LUNs, which are part of the same 
group will be stopped to ensure IO consistency of the dataset at the target site.  
 
If consistency is disabled, and both mirrors fail, then there will be loss of consistency (in both 
synchronous and asynchronous modes), as other LUNs that are still functioning will continue to 
replicate.  
 
Hence, be default consistency should be enabled to provide an extra level of protection in the 
event of a double disk failure. However, there is very little risk involved with temporarily disabling 
consistency for short periods to issue control instructions. 
 
 

Multi-Session Consistency 
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Multi-Session Consistency offers the ability to provide SRDF/A replication of multiple RDF 
groups with I/O consistency across all the groups, whilst still retaining the ability to failover 
individual RDF groups to deal with, for example, application server failures, without impacting the 
replication of other applications. 
 
Consistency here means that the devices act in unison to maintain the integrity of a database 
distributed across multiple RDF groups within a single Symmetrix, or indeed across multiple 
Symmetrix. If a source R1 device in the consistency group cannot propagate data to its 
corresponding target R2 device, SRDF/A MSC suspends data propagation from all R1 devices 
in the consistency group, halting all data flow to the R2 targets. 
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3 Applicable Environments 

 
This section describes the main scenarios in which SRDF/A is a suitable replication product. It 
also describes the key related concept of Recovery Point Objective.. 

3.1 Recovery Point Objective 

Recovery Point Objective (RPO) is the point in time to which data must be restored to 
successfully resume processing, often thought of as time between the point in time when last 
backup was made and when the outage occurred. 
 
Synchronous SRDF can offer an RPO of zero. However, synchronous replication is not suitable 
for long-distance replication (typically defined as > ~80km) as the network latency between the 
source and target sites can result in unacceptable IO performance on the source.  
 
Asynchronous SRDF does not require each IO to be acknowledged by the target Symmetrix, 
before the next can be sent and hence does not suffer in the same way from network latency. 
However, as the process is asynchronous, there is the potential for data loss and hence a non-
zero RPO. 
  
During the Citigroup evaluation of SRDF/A, RPOs of between 60 and 90 seconds were 
achievable for the different test configurations during normal operations. These configurations 
included simulation of all the different network latencies that are expected to exist between 
source and target sites in the different regions.   
 
In production, achieving this RPO would be dependent of there being sufficient effective 
bandwidth for the actual workload. The underlying IP networks over which replication runs would 
also need to be sufficiently stable and of high enough quality to avoid SRDF/A dropping out due 
to connectivity issues.  EMC need to be formally engaged to determine bandwidth requirements 
for specific implementations of SRDF/A. 
 

3.2 Example SRDF/A configurations 

 
Citigroup is supporting use of SRDF/A under the following circumstances: 
 

 2-site SRDF/A configuration: Replication between two sites separated by a distance 
too great for the use of synchronous replication i.e. for out of region disaster recovery. 
Note that this will produce a non-zero RPO in the event of a production site failure. 

 

 Concurrent (3-site) SRDF configuration: In this scenario, synchronous SRDF will be 
used to a local COB site and asynchronous SRDF to a remote site. The local site will 
provide zero-RPO COB to deal with service issues at the production sites. The remote 
site would provide protection against a regional disaster that rendered both the 
production and local COB sites inoperative.  

 

 3-Site SRDF/Star. In this scenario, synchronous SRDF will be used to a local bunker 
site and asynchronous SRDF to a remote COB site. The local bunker site data is used 
to help provide zero-RPO COB at the remote site in the event of the loss of the 
production site. SRDF/Star is the subject of a separate Solutions Guide (see references) 
and is not discussed in much detail in the present document.  
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3.2.1 2-site SRDF/A configuration 

 
The following diagram illustrates the two-site SRDF/A solution.  
 

 
 
Data is replicated asynchronously from Production site to the Remote site with negligible IO 
response impact, despite the long distance between sites. An RPO measured in minutes or 
seconds can be achieved in the event of the loss of the production site. It is good practice to 
have BCVs available at the remote site to allow point-in-time copies to be made during 
resynchronizations. 
 
Multiple SRDF/A replication sessions can be configured, each of which can be controlled 
completely independently of each other. This allows individual applications to be failed over in 
the event of a server/application failure, without impacting the replication of other healthy 

applications. This is referred to as multi-session SRDF/A.  
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In the event of server/application failure, where the rest of the storage and network infrastructure 
is unaffected, all the application data written at the production site prior to the failure will be 
replicated to the remote site. Hence, it is possible to achieve an RPO of zero in the event of 
server/application failure (only) with a multi-session 2-site SRDF/A. 
 
It is also possible to bind multiple SRDF/A replication groups (i.e. multiple applications) together 
into a consistency group. This ensures that should the replication of one application fail (due to 
storage hardware or network failure), then replication of the data of the other applications within 
the same consistency group will cease. This ensures that the data at the target site for all the 
applications protected by the consistency group is from the same point in time. This is known as 

Multi-Session Consistency. 
 

3.2.2 Concurrent (3-site) SRDF configuration 

 
The following diagram illustrates the Concurrent (or 3-site) SRDF solution. 
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Data is replicated synchronously from Production site to Local COB site. An RPO on zero can be 
achieved in the event of the loss of the production site. 
 
Simultaneously, the same data is replicated asynchronously from Production site to the Remote 
site with negligible I/O response impact from the perspective of the server, despite the long 
distance between sites. Failover to the remote site would only occur if both the Production and 
Local COB site were rendered inoperative (regional disaster). An RPO measured in minutes or 
seconds can be achieved in the event of a regional disaster. 
 
Multiple SRDF/A replication groups can be configured, each of which can be controlled 
completely independently of each other. Each SRDF/A replication group would also have to have 
a separate SRDF/S replication group associated with it. This is necessary to ensure that 
individual applications can be failed over to the Local COB site (which will halt replication to the 
Remote site for those applications) without impacting the replication to the Remote site of other 
applications.  
 
Note that Multi-Session Consistency (MSC) is not supported by Citigroup in a concurrent SRDF 
configuration, expect in an SRDF/Star configuration. Hence, if a concurrent SRDF 
configuration is deployed without SRDF/Star, there will not be guaranteed consistency 
between different RDF groups on the synchronous leg. 
 
 
In summary: 
 

1. Multi-session Concurrent SRDF (with one SRDF/S leg and a second SRDF/A leg) is 
supported 

 
2. Concurrent SRDF implementations should use two separate replication groups for each 

application, one for each leg.  A maximum of 31 separate replication groups can be set 
up per leg with 5x71 microcode.  
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3. Multi-Session Consistency is available for concurrent SRDF via SRDF/Star. See 
references for SRDF/Star at the start of this document. 

 
 

3.2.3 SRDF/A over long latency links 

 
In principle, SRDF/A can run over an unlimited distance. In practice, there are in fact some 
practical limitations that need to be taken into account before deciding to go ahead with an 
implementation.  
 

1. Large latencies can dramatically reduce the effective throughput on a network link. For 
example, the throughput on a nominal 100MB/sec network link with a 4K writes IO 
workload (typical for SRDF/A) has been measured to reduce dramatically as latency 
increases.  
 
GDSE has developed Best Practice to optimise WAN throughput for SRDF/A replication 
using the McData IPS product. See references section for further information. 

 
2. SRDF/A becomes sensitive to packet loss with very high latencies (e.g. 250ms). The 

consequence are: 
 

a. an increased probability that SRDF/A will abort (i.e. replication will cease) when 
IP packet loss occurs between the source and target sites. 

 
b. a significant reduction in throughout when packet loss occurs on the IP network 

between the source and target sites. 
 
GDSE has developed Best Practice to minimize this issue when using the McData IPS 
product. See references section for further information. 

 
3. Cycle time increases with latency for replication sessions under Multi-Session 

Consistency control. This becomes significant over 40ms. 
 

4. Much longer runtime for SRDF control and query operations. This becomes significant 
for latencies over 40ms. 
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4 Preparation for an SRDF/A implementation 

4.1 Introduction 

 
An SRDF/A implementation requires considerable planning. In this section, the main planning 
considerations and pre-requisite work is discussed. EMC needed to be closely involved in the 
planning, as it is necessary for them to certify each and every implementation.  
 
An SRDF/A implementation is very application sensitive and requires detailed analysis of the I/O 
profile of the target applications prior to deployment to ensure that the correct network bandwidth 
and storage hardware is made available for the implementation. 
  

 

At the time of writing, EMC are currently unable to define a utility model that allows one 

to pre-build an  “SRDF/A-enabled” tier of storage onto which applications with 

unmeasured I/O profiles could then be safely deployed. Citigroup Storage Engineering 

have worked with EMC to create some template DMX configurations, which could be 

used to size an SRDF/A deployment where the I/O profiles of the applications to be 

deployed cannot be measured.  See Appendix E for further details of these templates.  

 

In general, however, one should always measure as best as one can the I/O profiles of the 

applications to be deployed and size the SRDF/A environment appropriately. 
 

 
The main steps in preparing for an SRDF/A implementation for existing applications are as 
follows. Additional steps required for an MSC or concurrent SRDF implementation are covered 
in later sections: 
 

1. Collect basic requirements information for target applications to determine SRDF/A 
configuration and capacity requirements, licensing requirements, etc. 

 
2. Engage with EMC to obtain Solution Qualification for the proposed solution. This 

process can take up to 2 months and should be started immediately an SRDF/A solution 
is proposed. 

 
3. Order additional network links or bandwidth (if necessary), other network infrastructure 

and other storage licenses and hardware consistent with the Solution Qualification. 
 

4. Install DMX storage, SAN management servers, McData IPS (or Cisco MDS 9000) 
units. Connect IPS (or Cisco MDS 9000) units to IP network.  

 
5. Configure DMX ready for SRDF/A usage with 5x71 (or later) microcode. Install latest 

certified version of Solutions Enabler 6.x on management servers. Configure McData 
IPS or Cisco MDS 9000 units. 

 
6. Map RDF groups to RAs. Map applications to RDF groups. Map applications to devices 

and hence devices to RDF groups. 
 

7. Create required RDF groups and populate with application devices.  
 
 
This section describes how to plan an SRDF/A solution from scratch. Some advice on how to 
convert an existing 2-site SRDF/A solution into a 2-Site SRDF/A solution can be found in 
Appendix C, for the scenario where the production site remains fixed but the COB/DR site 
swings to a new highly remote location. 
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4.2 Collection of Basic Application Requirements 

 
Before any design work can be under taken for a specific SRDF/A implementation, it is vital to 
collect some basic information on the requirements of the target applications to understand the 
scope of the project ready for initial discussions with EMC. 
 
A suggested list of initial questions, and the reasoning for asking each can be found in Appendix 
A. 
 
EMC will also require much more detailed information as part of the Solutions Qualification 
process. 
 
One of the most crucial decisions that must be made is which applications require point-in-time 
consistency with each other at the target site. This critical decision determines: 
 

 How many RDF groups will be needed 
 

 If multi-session consistency will be needed 
 

Hence, these decision must be made very early in the planning process. 
 

Enforcing consistency between applications at the storage subsystem level does have negative 
points and hence it is essential that is undertaken only where such consistency enforcement is 
genuinely required and where the application owners have been informed of the “binding” 
together of these applications, and the negative consequences (see Section 6). 
 

4.2.1 Determining the appropriate SRDF configuration 

 
The answers from the above questionnaire can be used to determine basic design parameters 
for the specific SRDF/A implementation. 
 
The decision on whether to go for a two or a three site solution depends on consideration of the 
detailed COB/DR requirements for the application. There are two strategic directions for long-
distance SRDF within Citigroup for Open Systems: 
 

 2-site SRDF/A  

 3-site SRDF/Star 
 
3-Site Concurrent SRDF (without Star) is also supported, although offers little advantage over 2-
site SRDF/A in the context of the new Data Centre Strategy to use long-distance sites as the 
primary COB/DR sites, rather than local sites. 3-Site Concurrent SRDF was certified before 
SRDF/Star was available, and primarily for when out-of-region recovery is needed but the 
primary COB/DR site is still in region (tens of kms from production).  
 
Concurrent SRDF has most of the disadvantages of SRDF/Star (higher cost, I/O response, 
complexity but with none of the advantages (potential for zero data loss at long-distance site and 
on-going COB after loss of production site), and hence is not the recommended solution going 
forward in the context of the new Data Centre Strategy. 
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2-site 

SRDF/A 

 

3-site 

Concurrent 

SRDF 

 

3-site 

SRDF/Star 

Certified by Global 

Engineering? 

 

 
Yes 

(Strategic solution) 

 
Yes 

(Non-strategic) 

 
Yes 

(Strategic, but for selected 
applications only 

Typical separation of 

production and COB 

sites 

 

 
Thousands of km 

 
Thousands of km 

 
Thousands of km 

Protects against total 

loss of all data 

availability after 

regional disaster? 

 
Yes 

 
Yes 

 
Yes 

Typical amount of data 

loss after server failure 

 

 
None 

 
None 

 
None 

Can support individual 

data server level failover 

(where > 1 data server 

per application)? 

In practice, 
No 

In practice, 
No 

 

No 

Can offer application 

level failover 

 

 
Yes 

 
Yes 

 
Yes 

Typical amount of data 

loss after production 

site failure  

 

30-60 sec 
 

30-60 sec 

 
None 

Guarantees no data loss 

in a rolling disaster 

scenario? 

 
No 

 
No 

 
No 

Typical amount of data 

loss at remote site after 

wide-scale disaster at 

production location 

 

 
30-60 sec 

 
30-60 sec 

 
30-60 sec 

Number of sites 

requiring storage 

 
2 

 

3 
 

3 
Ongoing replication to a 

remote site after loss of 

original production site 

 
No 

 
No 

 

Yes 

Application I/O 

performance limited by 

synchronous replication 

 

No 
 

Yes 
 

Yes 
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4.2.1.1 Similarities between SRDF/A and SRDF/Star 

 
 Both offer zero data loss after a server/application level failure  
 
 Neither can realistically offer server level failover (i.e. single data server within an 

application comprised of multiple data servers with SRDF replication) 
 

 Both can offer application level failover 
 

 Neither guarantees zero data loss in a Rolling Disaster scenario 
 

 Neither guarantees zero data loss in a Regional disaster scenario 
 

 Both protect against total data loss in the event of a regional disaster 
 

 Long distance network costs could be similar if engineered carefully 
 
 

4.2.1.2 Differences between 2-site SRDF/A and 3-site SRDF/Star 

 
 Only STAR provides zero data loss (up the start of a rolling disaster) in the event of loss 

of the production site 
 
 Only STAR offers ongoing data replication after the loss of Site A  
 
 2-site SRDF/A is a higher I/O performance solution than SRDF/Star as it does not have 

a “slow” synchronous replication component. 
 

 STAR requires a third bunker site 
 

 STAR has approximately 50% extra storage costs. 
 

 STAR may have higher networking cost compared with 2-site SRDF/A, depending on 
how the network component is engineered. 

 
 Failovers with STAR is a much more complex and slower process than with 2-site 

SRDF/A 
 

 STAR is much less scalable and flexible than 2-site SRDF/A 
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4.2.1.3 Selecting which SRDF solution is suitable for an application 

 
The following flow diagram attempts to summarize the simplified process for determining which 
type of configuration needs to be used to meet a protection requirement. The primary decision 
points are: 
 

 The location of the primary COB /DR site – is it nearby or remote? 
 

 If local, is there also a requirement for an additional long distance DR site to cover for 
regional disasters 

 

 If a zero data loss solution is needed for a long distance implementation 
 
 

 
Other factors such as those covered earlier in Section 4.2.1 will also have a bearing on the 
decision. 
 

 
SRDF/Star is outside of the scope of the present document and is covered in a separate 
Solutions Guide (see References section). Hence, it is not discussed in detail any further here. 
The focus of this document is on 2-Site SRDF/A, 2-Site SRDF/MSC and 3-site (non-Star) 
Concurrent SRDF. 
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4.2.2 Scalability limitations 

 
There are limitations on how many independent applications a single DMX can support.   
 
Here we define independent as the ability to failover an application over to the COB/DR site 
without affecting replication of other applications, or have that application’s replication impacted 
by the failover of other applications 
 
For 2-site standard multi-session SRDF/A, the limit is 63 with 5x71 microcode and 127 with 
5772. This restriction is due to the number of dynamic RDF groups that a DMX can support. 
 
Mixing 2-site standard multi-session SRDF/A and 2-site MSC SRDF/A with Multi-session 
Consistency (MSC) control is supported. The number of MSC sessions supported by EMC is 
rapidly changing and should be checked with EMC at the time of deployment. 
 
For 3-site Concurrent SRDF implementations, the limit on the number of independent 
applications is 31 with 5x71 and 63 with 5772. This is half the limit of the 2-site configuration, as 
each application needs two RDF groups; one for the sync leg and one for the async leg. 
 
Limits for SRDF/Star are discussed in the SRDF/Star Solutions Guide. 
 
2-site and 3-site Concurrent SRDF can, in principle, both be running from the same source 
DMX. 
 

4.2.3 Determining the number of RDF groups that are required 

4.2.3.1 2-site SRDF/A 

 
The key point to remember when determining how many RDF groups will be needed is that with 
2-site SRDF/A, failover is an all-or-nothing process. It is not possible to failover a subset of the 
disks within the SRDF/A RDF group, for example, for a single server. All servers associated with 
the RDF group will need to be failed over together. 
 

 For a 2-site solution, each application will typically have its own RDF group. This permits 
failover/failback of that application independently of any other applications.  

 

 For a 2-site solution where certain applications require storage-infrastructure-enforced 
data consistency between them, but also require the ability to independently failover 
applications, then each application should have its own RDF group, but then replication 
of these groups must be under Multi-Session Consistency (MSC) replication control. 
Note that MSC requires the purchase of SRDF/Consistency Group Licenses. 

 

 In certain circumstances, it may be necessary to failover a subset of disks that are part 
of an application. For example, an application may have many servers associated with it 
and it may not be acceptable to failover ALL servers associated with the application 
when a single server fails. In this case, subsets of the application servers will need to be 
put into different groups. If the data hosted by servers in different RDF groups needs to 
be consistent, then MSC will need to be used to enforce consistency across these 
groups. Note that MSC requires the purchase of SRDF/Consistency Group Licenses. 

 

4.2.3.2 3-site Concurrent SRDF 
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3-site Concurrent SRDF configuration is much more complex as there will be interaction 
between the Synchronous and Asynchronous replication legs.  
 

 For 3-site Concurrent SRDF, each application will typically have two RDF groups of its 
own. This permits failover/failback of that application down either the Synchronous or 
Asynchronous leg independently of any other applications. As with 2-site SRDF/A 
failover/failback down the SRDF/A leg is all-or-nothing for all devices within that leg. 

 
 
3-site Concurrent SRDF is discussed in more detail in Section 7. 
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4.3 EMC SRDF/A Solution Qualification 

4.3.1 Introduction 

 
Every SRDF/A implementation requires qualification by EMC. The local EMC account team 
should be contacted as soon as an SRDF/A implementation is proposed, and instructed to 
request a Solutions Qualifier (SQ) for Business Continuance.  
 
This process will involve data collection for the target applications and subsequent analysis of 
the data. Hence, all applications in scope will need to be confirmed before this work can take 
place. This analysis must be completed before any orders are placed, as it will be used to 
determine network bandwidth requirements, DXM hardware configuration and other hardware 
requirements. 
 
The whole process can take up to 2 months, although with focussed effort, the duration could be 
reduced to 3-4 weeks. The local account team will be responsible for the completion of the SQ, 
but will need significant input from the local Citigroup staff. The SQ form is very detailed 
(hundreds of questions) and also requires the collection of current performance data. 
 

4.3.2 Overview of Solutions Qualification Process 

 
EMC have developed tools to model any proposed SRDF/A deployment. The customer supplies 
information including (but not limited to): 
 
- Network equipment to be used (e.g. McData IPS 2640) 
- Maximum bandwidth per link 
- Number of links 
- Estimated compress for data (or use default 2:1) 
- Distance between sites 
- Estimate of network protocol overhead (Default from EMC lab testing for IP is 20%) 
- DMX details (microcode levels, hardware type, number of RAs, connection type to DMX 

e.g. FC) 
- Bandwidth available for this DMX (e.g. 10%) 
- Symmetrix Devices used by applications in scope for SRDF/A replication. 

 
EMC also require performance data from the DMX to be replicated. It is recommended that all 
Citigroup sites request the collection of STP data using latest version of STP.  
 
STP data must be 10 min cycles run for 3-5 days as a minimum. The data must cover periods of 
peak usage (e.g. month end). If the target application is not on Symmetrix today, then host 
performance data (e.g. iostat) will need to be collected.  
 
EMC will provide two reports (per DMX). The initial report will indicate cycle time that can be 
achieved, bandwidth requirements and cache

1
 requirements.  

 
The second, longer performance report will profile all IOs for the target application. It will include, 
for example, an analysis of periods when the desired cycle time (and hence RPO)  cannot be 
achieved with the proposed bandwidth due to peaks in traffic. 
 

                                                      
1
 Including Delta Set Expansion (DSE) pool size requirements if the ability to survive an 

extended network outage has been requested and 5772 microcode is to be used. See Appendix 
G for further details of sizing the DSE pool. 
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If the DMX you want to SRDF/A replicate is not yet in production and is in fact the target for a 
migration process from multiple older Symmetrix, then EMC can collect data from the Symmetrix 
units and use Symmerge to estimate what the workload would look like on the new DMX.  
 

4.4 Background information on Network Bandwidth Sizing 

 
The sizing of the network links in an SRDF/A implementation is absolutely critical. The main 
inputs to the sizing of the network bandwidth needed for SRDF/A are: 
 

 1) Write IO rate. This is the main driver; the more data you write during each fixed-
length cycle, the more data needs to be transferred across during the next fixed-length 
cycle and hence more bandwidth is required. At this time, it be necessary for EMC to 
determine your bandwidth requirements for each implementation following an analysis of 
the I/O write profile of the applications to be replicated with SRDF/A. If the SRDF/A 
environment is being deployed to home new applications where the I/O profile is not 
known, see Appendix E.  

 

 2) Latency. High latency dramatically reduces the effective bandwidth of a network link. 
This in turn will dictate the maximum write I/O load that can be supported. The type of 
device used for FC-to-IP conversion will also have an input on the bandwidth efficiency. 

 

The following graphs are taken from the GDSE document “WAN Throughput 

Optimization for SRDF/A Solutions Guide with Cisco MDS” illustrate the point 
clearly. 
 

 
 

Citigroup had adopted the Cisco MDS solution as the new standard for SRDF/A and 
developed Best Practice of combating latency. The lower line shows the unoptimized 
throughput, and the upper line optimized throughput achieved by following the Best 
Practice in the Solutions Guide. A sister document covering SRDF/A throughput 
optimization with McData IPS is also available. See references section for details. 
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 3) Write-folding. Greater write folding reduces the amount of RDF traffic generated for 
a given I/O write rate. Typical write-folding write traffic reductions are 20% for 30 second 
cycles. This might rise to 25-30% for 60 second cycles. 

 
 
It must be stressed that changing the cycle time has only a minimal impact of bandwidth 
requirements. If the cycle time is doubled, the amount of data that needs to be carried across 
during the next cycle is doubled (less any further write-folding benefits). Hence, the only benefit 
(in terms of bandwidth utilization) of changing the cycle time is potentially greater write-folding for 
longer cycle times. 
 
Furthermore, it must be stressed that insufficient bandwidth does not simply lead to longer and 
longer cycle times. With SRDF/A there is also the issue of cache utilization. If the IO write rate 
exceeds the bandwidth available for an extended period, cache utilization will grow and grow 
until cache is exhausted and SRDF/A aborts.  
 
Lastly, the amount of time that a business is prepared to have their desired RPO following an 
outage may dictate bandwidth requirement. To be specific, after a lengthy outage, outstanding 
data on the R1 side will need to be copied to the R2 side. During this time the R2 will be 
inconsistent. Whilst a BCV copy of the R2 would be taken prior to the re-sync, this would be from 
a fixed point-in-time (and hence aging) and thus the DR site would be drifting further and further 
behind production. Greater bandwidth would speed up the re-sync process. 
 
Hence, sizing the network bandwidth required for an SRDF/A installation is a complex and 
critical task.  
 
 

4.4.1 Comment on network quality 

 
Extensive testing has shown that SRDF/A is very stable when run over a robust underlying 
network. However, SRDF/A will abort if their network is not of sufficient quality. Testing also 
found that SRDF/A becomes much more susceptible to imperfect network issues such as 
packet drop as latency increases.  
 
Hence, it is absolutely essential that SRDF/A be deployed over a network with: 
 

 Dedicated bandwidth. 
 

 Low packet drop (%). This will usually be 0% unless the link is heavily (95%) utilised.  
 

 No Packet re-ordering. It is essential to ensure that load sharing does not occur over 
links with different latencies. 

 

 Duplicate packets. Usually only occurs if there is a hardware issue. 
 
 
If the network is not robust, replication will abort by design, as the two DMX will not be able to 
communicate with each other within the operational parameters of SRDF/A.  
 
The GDSE documents: 
 

 WAN Throughput Optimization for SRDF/A Solutions Guide with Cisco MDS  

 WAN Throughput Optimization for SRDF/A Solutions Guide with McData IPS  

 
also give advice on minimizing and combating packet drop. 
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4.5 Network Hardware 

4.5.1 Overview of Network equipment configuration – Cisco MDS Option 

 
The following diagram shows an example 2-Site SRDF/A network configuration.  
 

 
Cisco McData MPS cards are used for the FC to IP conversion. Guidance on how to plan a 

Cisco implementation for SRDF/A usage can be found in the GDSE document “Cisco MDS 

9000 FCIP v1.0” (see references in Section 1) and is not discussed further here. 
 
However, it must be noted that this is a very significant piece of work and the above document 
should be reviewed as soon as an SRDF/A implementation is considered. 
 
The above example shows a source DMX to the left. 4 RAs are logically connected to Cisco 
MPS cards in Cisco 9506 Directors. The MPS cards convert SRDF traffic running over Fibre-
Channel into IP traffic. The SRDF IP traffic flows across the network to the remote site, where it 
is converted back into FC and into the target DMX. 
 
The above example is for a 2-site SRDF/A configuration. Note, however, that an identical 
configuration would be needed for the SRDF/A leg of a 3-Site concurrent SRDF implementation. 
The number of MPS cards required would depend on the number of RAs to be used on the 
SRDF/A leg, which in turn depends on the number of RDF groups to be supported. 
Determination of the number of RAs required is discussed in a later sub-section. Advice on 

sizing the infrastructure is also covered in the “Cisco MDS 9000 FCIP v1.0” and “WAN 

Throughput Optimization for SRDF/A Solutions Guide with Cisco MDS” Solutions Guides 
referenced previously. 
 
Each member of pair of RAs supporting a given set of RDF groups should be connected to a 
different MPS card. Port Channelling is used to aggregate the GigE ports together.  
 
The links via the IP network that are used for SRDF/A replication: 
 

1. Must be provided by your Networks team with Dedicated Bandwidth 
2. Must be redundant (primary/secondary configuration) 
3. Must set up so that under normal running, the links have a single fixed latency i.e. there 

is no load balancing across two different routes with differing latencies. 
4. The data transfer must be via the Citigroup network; else it would need to be encrypted. 
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4.5.2 Overview of Network equipment configuration – McData IPS Option 

 
The following diagram shows an example 2-Site SRDF/A network configuration.  
 

 
McData IPS SAN routers should be used for the FC to IP conversion. The above example shows 
the DMX units connected to two fabrics, which in turn are connected to the McData IPS units. 
The DMX can also be directly connected to the IPS units. Guidance on how to plan an IPS 

implementation for SRDF/A usage can be found in the GDSE document “McData IPS SAN 

Router Solutions Guide” (see references in Section 1) and is not discussed further here. 
 
However, it must be noted that this is a very significant piece of work and the above document 
should be reviewed as soon as an SRDF/A implementation is considered. 
 
The above example shows a source DMX to the left. 4 RAs are logically connected to 2 McData 
IPS 2640 SAN router units via SAN fabrics. The IPS units convert SRDF traffic running over 
Fibre-Channel into IP traffic. These in turn are connected to a (redundant) pair of Cisco 
switches. The SRDF IP traffic flows across the corporate network to the remote site, where it is 
converted back into FC and into the target DMX. 
 
The above example is for a 2-site SRDF/A configuration. Note, however, that an identical 
configuration would be needed for the SRDF/A leg of a 3-Site concurrent SRDF implementation. 
The number of IPS units required would depend on the number of RAs to be used on the 
SRDF/A leg, which in turn depends on the number of RDF groups to be supported. 
Determination of the number of RAs required is discussed in a later sub-section. Advice on 

sizing the IPS infrastructure is also covered the “McData IPS SAN Router Solutions Guide” 
referenced above. 
 
Each member of pair of RAs supporting a given set of RDF groups should be connected to a 
different IPS unit. For example, if RDF groups 3 though 8 were using RAs 8D and 9D, then  8D 
should be connected to one IPS and 9D to a different unit. Best practice on mapping RDF 

groups to RAs and RAs to IPS ports is given in the document “WAN Throughput Optimization 

for SRDF/A Solutions Guide”. 
 
On the IP side, the network is broken up into separate VLANs (one on each Cisco switch) and 
each IPS switch has a connection into each Cisco switch and hence each VLAN. Hence, the 
entire configuration contains no single points of failure. 
 
The links via the Corporate IP network that are used for SRDF/A replication: 
 

1. Must be provided by your Networks team with Dedicated Bandwidth 
2. Must be redundant (primary/secondary configuration) 
3. Must set up so that under normal running, the links have a single fixed latency i.e. there 

is no load balancing across two different routes with differing latencies. 
4. The data transfer must be via the Citigroup network, else it would need to be encrypted. 
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4.6 Management server requirements 

4.6.1 Supported platforms 

 
Control of SRDF/A via Solutions Enabler 6.x is only supported on Solaris. The management 
servers will be used to: 
 

1. Configure and manage the SRDF/A environment 
 
2. For controlling replication if Multi-Session Consistency (MSC) is implemented.  

 
Management servers will be needed at the source site and both target sites (for failover) 
 

4.6.2 Source site 

 
There should be a minimum of 2 management servers at the source site. Only one is actually 
needed for SRDF control, but a second should be provided for redundancy. 
 
If MSC is implemented, the management server service continuously controls replication and 
hence must be highly available. Implementation of high availability of the replication service is 
described in detail later in this document. 
 

4.6.3 Target sites 

 

There should be a minimum of 1 management server at each of the target sites to execute 
failovers should there be a failure at the production site. 
 
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 43 of 242 
 

 

4.7 Storage Hardware Considerations 

 

One fundamental rule for SRDF/A deployments is that the systems should be “balanced” e.g. 
have the same disk type and RAID type at both ends. EMC have found that failure to do so can 
result in SRDF/A failing. A full description of the many issues with unbalanced systems is 
beyond the scope of this document, but the bottom line is that if the remote Symmetrix is not at 
least as fast as the source Symmetrix, cache can fill up and SRDF/A will drop as the average 
write input exceeds the average write output to the remote target disks.   
 
A full description of the issues with unbalanced systems can be found in the EMC document 

“SRDF/A and SRDF/A Multi-Session Consistency – Unix and Windows Solutions Guide”. 
 
A balanced configuration is such that the design enables the ongoing de-staging of data to 
remote target disk at least as fast as it was accrued at the source. This is most easily achieved 
by having identical hardware and configuration at each end, and not using larger, slower disks 
with a different RAID configuration at the remote end to save money. For example, if you sue 
73GB RAID1+0 at the production end, you should not deploy 146GB RAID-5 at the remote end. 
 
 

 

Summary: EMC and GDSE highly recommend that you balance SRDF/A configurations. This 
means you have the same protection scheme, same number of drives, same speed, and same 
number of DAs on both the source volume and target volume. Failure to do so may result in 
SRDF/A dropping under heavy load, as it has at existing EMC customer sites where unbalanced 
configurations have been deployed. 
 

 

4.7.1 Cache requirements 

 
Additional cache is required on both the source and target DMX in an SRDF/A implementation to 
store the delta sets. EMC will determine the amount of additional cache that is needed as part of 
Solutions Qualification process described earlier as this is I/O workload dependent.  
 

4.7.1.1 Delta Set Expansion requirements (5772 microcode or later) 

 
With 5772 microcode, Delta Set Expansion (DSE) can also be configured to allow SRDF/A to 
survive extended network outages or workload peaks without SRDF/A dropping due to cache 
exhaustion. This requires a pool of disk space of the appropriate size and characteristics. See 
Appendix G for further details of DSE and how to plan for implementing DSE and the pool 
requirements. 
 

4.7.2 Additional RA requirements – 5x71 Microcode 

 
With 5x71 microcode, EMC recommend that no more that 8 RDF groups are configured per RA 
port (as of Q4 2006 greater numbers can only be supported via RPQ). Hence, in a multi-session 
configuration SRDF/A implementation (both 2 or 3 site) additional Fibre Channel directors will 
usually need to be purchased compared with a traditional 2-site SRDF/S where all devices are 
usually in the same RDF group.  
 
GDSE Symmetrix DMX Best Practice recommends that only port 0 be used on Fibre channel 
Directors. Hence, each additional Director is capable of providing 4 RA ports. Each RDF group 
should be spread across 2 ports (each on a separate director) for redundancy. 
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Hence, the formulae for determining the minimum number ports are required for SRDF RAs are 
as follows. It is assumed here that 6 Dynamic RDF groups will be spread across each pair of RA 
ports. This will be in addition to the underlying static RDF group that is put into the bin file by 
EMC (for a total maximum of 7 RDF groups per RA). 
 

4.7.3 Additional note on RDF groups per RA limit – 5x71 Microcode 

 
EMC SRDF performance expert (Dan Aharoni) has indicated that the impact of having multiple 
RDF groups on an RA is negligible for Synchronous SRDF. This point is being made for those 
planning concurrent SRDF implementations. 
 
There is an impact for SRDF/A, and hence the recommendation for Concurrent SRDF of 8 RDF 
groups per RA today. EMC will extend this limit to 16 groups per RA via RPQ for 2-site (non-
concurrent) SRDF/A. Check with your local implementation team on the current limits, as these 
may have changed since this document was written. 
 
If you are planning to use 6 Application RDF groups per RA for SRDF/A before the patch is 
available, and are concerned about impact of the additional seventh underlying static RDF group 
(not used by any application) having a negative impact on performance, then it is acceptable to 
create separate static RDF group for each RA redundant pair and use that for SRDF/A 
replication. In this way, 6 application RDF groups can be hosted per RA with a total of only 6 
RDF groups per RA. 
 
The rest of this document, however, assumes that an underlying static group between two DMX 
is configured, and that application RDF groups are created dynamically in addition to that static 
group. 

 

4.7.3.1 2-Site SRDF/A - 5x71 Microcode 

 

Production Site 
SRDF/A Source DMX RA ports needed = NumRDFG / 6 * 2 
 

COB/DR site 
SRDF/A Target DMX RA ports needed = NumRDFG / 6 * 2 
 

where NumRDFG = Maximum number of RDF groups that will be implemented 
 
For example, if you need to support 24 RDF groups, you will need 8 ports dedicated to SRDF/A 
on each of the source and target DMX. Each of the 4 pairs at each site would support 6 RDF 
groups.  
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The ports shown in the above diagram (e.g. 3A) are arbitrary and may differ in your 
implementation.  The actual ports to use in your implementation should be agreed with EMC.  
 
 

4.7.3.2 3-Site Concurrent SRDF -  5x71 Microcode 

 
In this configuration, each RDF group for SRDF/A needs a counterpart for the synchronous leg 
too. Hence: 
 

Production Site 
SRDF/A Source RA DMX ports needed = NumRDFG / 6 * 2 
SRDF/S Source RA DMX ports needed = NumRDFG / 6 * 2 
 

Remote DR site 
SRDF/A Target RA DMX ports needed = NumRDFG / 6 * 2 
 

Local COB site 
SRDF/S Target RA DMX ports needed = NumRDFG / 6 * 2 
 
For example, if you want to support 24 Concurrent SRDF replication sessions you will need: 
 

 16 ports for SRDF on the source DMX (4 pairs for SRDF/S and 4 pairs for SRDF/A) 

 8 ports for SRDF/A on the Remote DR site DMX 

 8 ports for SRDF/S on the local COB site DMX 
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The previous example for the 3-site solutions illustrates several points: 
 

 There must be a static RDF group between each pair of DMX. The RDF group must be 
configured across corresponding ports on the source and Target DMX. 

 

 The RAs do not need to match between DMX. For example, port 13C on the source 
DMX is matched with port 3A on the SRDF/S Target DMX. 

 
The actual number of additional boards that will need to purchase will depend on how many 
ports on the default configuration have been nominated for host FAs.   
 
It is recommended that odd RDF groups be used for Sync legs and the following even number 
for the corresponding Async leg. This will help avoid manipulating the wrong leg in a concurrent 
SRDF environment. For example, for an application with RDF group 5 for the SRDF/S leg, the 
corresponding SRDF/A leg should use RDF group 6. 
 

4.7.4 5772 microcode variations 

 
As of 5772 microcode, EMC have increased RDF group scalability as follows: 
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5x71 

 

5772 

 
Number of SRDF/A RDF 
groups per port 

 
8 

 
32 

 
Number of SRDF/S RDF 
groups per port 

 
16 

 
32 

 
Number of SRDF RDF groups 
per DMX 

 
64 

 
128 

 
As a consequence, the advice in the sections 4.7.2 & 4.7.3 is modified as follows for 5772 
implementations: 
 

4.7.4.1 RA requirements with 5772 microcode 

 
EMC now support up to 32 RDF groups per RA port. Hence, the formulae for determining the 
maximum number of RA groups are updated. It is assumed that an underlying static RDF group 
between the source and target ports is already configured in the bin file, for a maximum of 31 
user-defined (dynamic) RDF groups per port for applications.  
 

a) 2-Site SRDF/A  
 

Production Site 

Minimum SRDF/A Source DMX RA ports needed = (NumRDFG / 31) * 2 
 

COB/DR site 

Minimum SRDF/A Target DMX RA ports needed = (NumRDFG / 31) * 2 
 

where NumRDFG = Maximum number of RDF groups that will be implemented 
 
 
 
 

b) 3-Site SRDF/A  
 

Production Site 

Minimum SRDF/A Source DMX RA ports needed = (NumRDFG / 31) * 2 
Minimum SRDF/s Source DMX RA ports needed = (NumRDFG / 31) * 2 
 

Remote DR site 

Minimum SRDF/A Target DMX RA ports needed = (NumRDFG / 31) * 2 
 

Local COB/bunker site 

Minimum SRDF/A Target DMX RA ports needed = (NumRDFG / 31) * 2 
 

where NumRDFG = Maximum number of RDF groups that will be implemented 
 

 
Note that in both 2- and 3-site cases, these are minimum numbers as in practice more RAs may 
be needed to provide sufficient bandwidth for the application workload, depending on the 
throughput capabilities of the RAs installed (e.g. 2Gb or 4GB). The EMC Solution Qualification 
process discussed in Section 4.3 will help determine by analysing your proposed workload if you 
need additional RAs to provide replication bandwidth.   
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Hence, it may be that 31 user-defined RDF groups (typically one per application) can be defined 
per pair of ports, but that the RDF throughout requirement of those applications exceeds the 
bandwidth of a pair of RA ports. Do not assume that you can simply keep adding applications to 
a pair of ports until the 31 limit is reached; either measure the application workload as part of the 
solution qualification process or monitor RA bandwidth usage. Alternatively, do not scale usage 
up to the theoretical 31 maximum but spread the applications over multiple RAs, e.g. 72 
applications over 6 RAs (24 per RA pair) rather than over 4 RAs.  
 

 
The “RDF-to-RA” allocation principles illustrated in Section 4.7.3 (5x71) still apply with 5772, but 
of course the actual numbers of RDF groups per port are increased with 5772 code.  Equivalent 
diagrams for 5772 are not provided to restrict growth of the length of this document. 
 

4.7.5 Storage for resynchronization point-in-time copies 

 
Additional storage will be needed in arrays containing R2s for point-in-time resynchronization 
copies. See Section 5.4 for a full discussion. 
 
 

4.8 DMX bin file configuration 

 
There are a number of bin file configuration requirements that are specific to an SRDF/A 
configuration and which go beyond and are in additional to the recommendations for bin file 

layout made in the GDSE document “EMC Symmetrix DMX Best Practices”, which should 
also be followed. 

4.8.1 Microcode levels  

 
All DMX1/2 must be loaded with 5671.5459 microcode or later. See Release Notes for further 
details of preferred versions, any additional patches/ePacks required and any other known 
issues. DMX users should use latest GDSE certified version of microcode. 
 

4.8.2 Dynamic RDF bin file requirements 

 
The DMX needs to be configured for Dynamic and Concurrent RDF operations. The following 
flags must be enabled: 
 
Switched RDF Configuration State     : Enabled 

Concurrent RDF Configuration State   : Enabled 

Dynamic RDF Configuration State      : Enabled 

Concurrent Dynamic RDF Configuration : Enabled 
 

Also, any Director ports to be used for SRDF need to be set for switched operations. RA port 
flags need to be set to FF, which allows multiple RDF groups to share the same port. 
 
All data volumes must be enabled for Dynamic RDF. The VCMDB, gatekeepers and any other 
volumes that will never be used with SRDF do not need to be enabled for Dynamic RDF. 
 
R1 and their corresponding R2 volumes should be configured with the same volume number. 
Although this is not strictly necessary, it will significantly simplify and reduce error when 
configuring a dynamic RDF setup.  
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Finally, it is necessary to create a static RDF group between corresponding ports on a pair of 
DMX. This is a pre-requisite for creating dynamic RDF groups. For example, in a concurrent 
SRDF setup where DMX A is the source and B & C are the targets, the following static groups 
will need to be defined by EMC: 
 

 RDFG 1 between all ports on DMX A and each of their corresponding ports on DMX B 
 

 RDFG 2 between all ports on DMX A and each of their corresponding ports on DMX C 
 

4.8.3 BCV requirements at target site 

 
A BCV device should usually be configured in the bin file for every R2 device on the SRDF/A 
target DMX. These BCVs will be used to take a point-in-time (PiT) copy of the R2 volumes prior 
to resynchronisation of the SRDF pairs after SRDF/A has been suspended. This is 
recommended to ensure that there is an I/O consistent copy of production data at all time at the 
target site.  They can also be used, if required, for COB testing. These BCVs are not needed 
only if SRDF/A resynchronizations are not going to take place i.e. if SRDF/A never drops. This in 
turn depends on extremely reliable networking between the sites. See Section 5.4 for a further 
discussion.  
 
In the case where BCVs are needed at the SRDF/A target site for both purposes, it will be 
recommended to: 
 

a) Mirror the SRDF/A R2 device 
 
b) Share a single BCV for each R2 volume for both the COB and for the SRDF/A 

PIT copy requirement. 
 

4.8.3.1 Best Practice for BCV type and TimeFinder mode usage 

 

RAID-1+0 R2 standards 
 
RAID-1+0 R2 standards should be paired with unprotected RAID-0 BCVs. RAID-5 BCVs should 
not be used (due to spindle split limits and other interoperability constraints – see details in 
Appendix D).  
 
TimeFinder/Mirror (either “Classic” and Clone emulation modes) should be used for RAID1+0 (or 
RAID-0) standards. BCVs should be built from the same physical disk types as standards when 
Classic TimeFinder/Mirror is used. 
 

 In 2-Site SRDF/A and 3-Site Concurrent SRDF deployments, use one of the 
following: 

 

o Preferred option. Use “Classic” TimeFinder/Mirror (with RAID-0 BCVs) on 
disks at least as fast as the R2 standard devices). “Classic” TimeFinder/Mirror is 
the more mature product, with more expertise currently available in both 
Citigroup and EMC. Can be used with DMX2 or later. 
 

o Alternate option. Use TimeFinder/Mirror Clone Emulation (again, with RAID-0 
BCV). This option can be used when a mirror position must not be used by 
TimeFinder to permit, for example, use of dynamic hot sparing at the R2 end. 
Can be used with DMX2 or later. 

 
The long-term direction is to move away from using “Classic” TimeFinder/Mirror. 
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 In 3-Site SRDF/Star deployments: 
 

o Use of TimeFinder/Mirror Clone emulation mode is preferred in this 
configuration as switch operations require a free mirror position, and will fail if a 
BCV is established at the R2 end (see SRDF/Star Solutions Guide for further 
details).  
 

o “Classic” TimeFinder/Mirror could be used, but any BCV copies MUST be split 
off before an SRDF/Star switch operation can take place. This applies to both 
SRDF/A resync BCVs AND user BCVs. Use of “Classic” TimeFinder/Mirror by 
users should not be permitted in an SRDF/Star environment. 

 

 

RAID-5 R2 standards 
 
For all SRDF configurations, RAID-5 R2 standards should be protected with RAID-5 BCVs, with 
identical configuration. TimeFinder/Mirror should be used (clone emulation will automatically be 
invoked). Can be used with DMX3 or later only. 
 

RAID-6 R2 standards 
 
For all SRDF configurations, RAID-6 R2 standards should be protected with RAID-6 BCVs, with 
identical configuration. TimeFinder/Mirror should be used (clone emulation will automatically be 
invoked). Can be used with DMX3 or later only running 5772 microcode. 
 
 

4.8.3.2 BCV configurations 

 
The following configuration ensures that COB site disk performance is identical to production 
performance i.e. is a balanced system. This configuration results in the Source DMX (and also 
the Sync Target DMX for 3-site SRDF) being only 66% full for RAID1, and 50% full for RAID5/6. 
The example shows 146GB disks. It applies to all disk sizes, but the key point is that the source 
and SRDF/A target sites should have matching disk types. 
 

 2 or 3-site Configuration 

146GB throughout* 

 
Where Sync R2 protection is via a BCV 

 

2 or 3-site Configuration 

146GB throughout* 

 
Where Sync R2 is mirrored standard 

(M1 + M2) 

Source R1 devices Mirrored on 146GB disks Mirrored on 146GB disks 

   

Sync Target R2 

devices 

(3-site only) 

R2 (unmirrored) on 146GB disks 
with unmirrored BCV on 146GB 
disks 

Mirrored on 146GB disks 

   

SRDF/A Target R2 

devices 

R2 (mirrored) on 146GB disks R2 (mirrored) on 146GB disks 

   

SRDF/A Target 

SRDF/A PIT BCV 

Unmirrored BCV on 146GB disks Unmirrored BCV on 146GB disks 

 
* Note that the 146GB disks in the table above should be replaced with, for example, 73GB disks 
throughout if 73GB are used in Production. 

BCV configuration table for RAID 1 
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 2 or 3-site Configuration 

146GB throughout* 

 
Where Sync R2 protection is via a RAID5 

 

2 or 3-site Configuration 

146GB throughout* 

 
Where Sync R2 protection is via a RAID6 

 

Source R1 devices RAID5 protection on 146GB disks RAID6 protection on 146GB disks 

   

Sync Target R2 

devices 

(3-site only) 

RAID5 protection on 146GB disks RAID6 protection on 146GB disks 

   

SRDF/A Target R2 

devices 

RAID5 protection on 146GB disks RAID6 protection on 146GB disks 

   

SRDF/A Target 

SRDF/A PIT BCV 

RAID5 protection on 146GB disks RAID6 protection on 146GB disks 

 
* Note that the 146GB disks in the table above should be replaced with, for example, 300GB disks throughout if 300GB 

are used in Production. 

BCV configuration table for RAID-5 & RAID-6 

 
Disks should not be used at the async target site that are larger than those at the production 
site. The larger disks at the target sites will not have the same performance characteristics, and 
this is known to cause issues with SRDF/A due to the R2 disks having lower performance than 
the R1 disks and being unable to keep up.  
 

4.8.4 BCV usage constraints at source site 

 
It is not possible to use a TimeFinder/Mirror BCV with a mirrored volume that is the source of 
concurrent SRDF replication. If BCV-type functionality is required, it will be necessary to use 
either TimeFinder/Mirror Clone emulation or TimeFinder/Clone technology to create PIT copies 
at the source site. Clones have already been certified for use in this circumstance by GDSE. The 
relevant documents are listed in the Document Scope section of this document. 
 

4.8.5 Additional Gatekeeper requirements 

 
A minimum of 3 Gatekeepers is required on each management server for SRDF configuration, 
control and reporting. 
 
If Multi-Session Consistency (MSC) is to be used, then one additional gatekeeper is needed per 
Composite Group on the source site management server. It will be necessary to put additional 
Gatekeepers into your DMX configuration if implementing MSC. 
 

4.8.6 Hot Spares and Symoptimiser 

 

With Concurrent SRDF it is not possible to use Hot Spares on the source DMX, as all four 
mirror positions are used up for local mirroring and two SRDF relationships. Similarly, as 
Symoptimiser needs a spare mirror position, it is also not compatible with concurrent SRDF. 
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4.8.7 Delta Set Expansion pool requirements (5772 or later) 

 
With 5772 microcode, Delta Set Expansion (DSE) can also be configured to allow SRDF/A to 
survive extended network outages or workload peaks without SRDF/A dropping due to cache 
exhaustion. This requires a pool of disk space of the appropriate size and characteristics. See 
Appendix G for further details of DSE and how to plan for implementing DSE and the pool 
requirements.  
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4.9 Storage Software Considerations 

4.9.1 SRDF/A licensing 

 
Any DMX to be used in an SRDF/A configuration should be purchased with the High Availability 
(HA) bundle pricing. This includes one SRDF license. The licenses can be used for either 
running the DMX in SRDF/A (Option A) or SRDF/S with SRDF Adaptive Copy (Option B) but not 
both.  
 
Note that Adaptive Copy is covered by either an SRDF or an SRDF/DM license key and it is not 
possible to change to this mode if you only have an SRDF/A license key; an SRDF license is 
needed to set mode to sync and adaptive copy mode. An SRDF/A license is needed to set mode 
to asynchronous mode. 
 
EMC intend to change this functionality so that the SRDF/A license will also permit changing to 
adaptive copy mode. As a workaround until that time, EMC have agreed to also supply an 
SRDF/DM key when an SRDF/A license is purchased. This will permit changing mode to 
adaptive copy, but not to synchronous mode. 
 
Hence, for a 2-site SRDF/A solution, no additional SRDF licenses are required for either the 
source or target DMX over and above those supplied with the HA bundle, but both SRDF/A and 
SRDF/DM keys will be needed. 
 
For a 3-site solution, it is necessary to purchase an additional SRDF license for the source DMX 
(only). 
 
The SRDF/A target DMX will also need a TimeFinder / Consistency Group license to permit 
consistent PIT copies to be made prior to SRDF resynchronisations if splits are made when 
SRDF is still running, for example for COB testing purposes. 
 
If the use of Multi-Session Consistency (MSC) is required, an SRDF Consistency Group license 
will be needed on each DMX (i.e. both source and target). 
 
 

4.9.2 Solutions Enabler 6.x 

 
SRDF/A requires Solutions Enabler 6.0.3 as a minimum version on the management servers. 
However, the latest version certified by GDSE should be used to gain access to all functionality 
described in this document, and the latest bug fixes from EMC.  
 

4.9.3 InfoSec implications 

SRDF/A does not present any new authentication or access issues over and above those 
already present in the existing Production SAN infrastructure.  
 
SRDF/A is simply a different mode of SRDF operation. It uses the same command interface 
(Solutions Enabler) as synchronous SRDF and the same SAN management servers, and hence 
should be covered by the existing Symmetrix Product ICQ and Standard Build. 
 
Hosts which do not have symacl admin rights and which do not have the symacl ACE RDF 
cannot control MSC replication. 
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4.10 Other planning considerations 

4.10.1 Dynamic RDF 

 
Multi-session SRDF/A requires the use of Dynamic RDF by the SAN BAU team for certain 
operations. Today, dynamic SRDF is not always used at all by BAU teams, or where it is used, 
all configuration work is done prior to a Symmetrix going into production, and no subsequent 
changed are made. This represents a significant new level of complexity to the storage 
provisioning process.  
 
To be specific: 
 
1) BAU teams must create separate RDF groups for individual applications or groups of 
applications. Subsequently it may be necessary to modify or destroy those groups when an 
application is retired or migrated. 
 
2) BAU must add new devices for an application into the appropriate RDF group.  If storage is 
later reallocated, it will be necessary to remove that storage from the application’s RDF group 
and move it either back to a pool of non-SRDF enabled disks, or to another RDF group. Note 
that every time a device is added to an RDF group, it is necessary to re-sync the whole device 
(full establish). 
 
Procedures for managing Dynamic RDF and its impact on the storage provisioning process are 
documented later in this guide. However, it may be necessary to enhance SAN BAU resources 
to accommodate this extra workload. 
 
 

4.10.2 Performance Impact Considerations 

 
SRDF/A does not impact from write IO response in the same way that synchronous SRDF does 
as it does not have to wait for the remote site to acknowledge each IO before waiting for the 
next. However, there are some characteristics that anyone deploying SRDF/A should be aware 
of.   
 

 SRDF/A was found to have no noticeable impact on write response in 3-site, concurrent 
configurations as the SRDF/S leg response time dominates 

 

 SRDF/A was found to cause a noticeable increase in write-response compared with no 
SRDF replication. This was very modest for large IOs, but large (50%) for very small 
IOs. 

 

 SRDF/A read response for very small IOs (only) is marginally worse than with no SRDF 
replication.  
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4.11 Large Network Latency Implementations 

A number of performance and stability issues were found relating to replication over very long 
latency links (e.g. 250ms). These are summarized below for planning purposes. For more detail 

see GDSE document “SRDF/A Evaluation” http://gdse.ny.ssmb.com/GDSE_docs/GDSE-
05002-E.pdf, Section 6.11. 
 

4.11.1 Reduced throughput and stability with packet loss at 250ms latency 

 
Testing has shown that simulated packet loss: 
 

 reduces effective replication throughput as a function of latency 
 

 causes SRDF/A to drop out, with greater sensitivity to packet loss as a function of 
latency i.e. the threshold for SRDF/A to abort for a given packet loss rate decreases as 
latency increases. 

 

4.11.2 Effective bandwidth as a function of latency 

 
Even in an environment with a “perfect” network link (no jitter, no packet loss, no packet re-
ordering etc), there is a reduction in throughput as a function of latency, as described earlier in 
this document. Effective bandwidths may be just 10% or less of the maximum potential 
bandwidth of the link if not optimized (see Section 4.4 for an example).  
 
The GDSE documents: 
 

 WAN Throughput Optimization for SRDF/A Solutions Guide with Cisco MDS  

 

 WAN Throughput Optimization for SRDF/A Solutions Guide with McData IPS  

 
give advice on minimizing the impact of latency on throughput. 

http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf
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4.11.3 Cycle time increases with latency for MSC replication 

  
For RDF groups under MSC control, cycle time will to increase beyond the pre-set value in 
proportion to latency on the network and the number of sessions under MSC control.  
 
Cycle times as high as 90 seconds were observed in testing for even zero IO load due to the 
overheads of running MSC over long latencies links (tested up to 250ms). 
 

For further details see GDSE document “SRDF/A Evaluation” 
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf, Section 6.10.1. 
 
 

4.11.4 Long runtime for control/query commands 

 
High latency also has a negative impact on the runtime of many control and query operations. 
This is because many of these commands are written is such a way that they communicate 
multiple times with the remote DMX for each invocation. 
 
The practical impact is that some commands may take 10 to 20 times longer to run over, say, a 
250ms round trip latency link compared with a low latency link. For further details see GDSE 

document “SRDF/A Evaluation” http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf, 
Section 6.11.5. 
 
 

http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf
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5 Generic SRDF/A configuration 

In this section, configuration steps generic to all SRDF/A implementations are described. It is 
assumed that all steps of the SRDF/A preparation phase documented in the previous section 
have been completed.  
 
Additional steps specific to 2-site Multi-Session consistency and 3-site Concurrent SRDF 
deployments are covered in Sections 6 and 7 respectively, and if relevant to your configuration, 
those sections must be read and understood before any configuration work takes place. 
 
 
The main generic SRDF/A configuration steps are: 
 

1. Management Server Configuration 
 
2. Network Equipment Configuration 

 
3. Dynamic RDF configuration 

 
4. Target site Point-In-Time image for SRDF/A resynchronisation 

 
5. Device group definitions 

 
6. Enabling SRDF/A replication 
 
7. Tuning SRDF/A settings 

 
8. Replication monitoring 

 
 
This section describes how to build a 2-site SRDF/A solution from scratch. Some advice on how 
to convert an existing 2-site SRDF/A solution into a 2-Site SRDF/A solution can be found in 
Appendix C, for the scenario where the production site remains fixed but the COB/DR site 
swings to a new highly remote location. 
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5.1 Management Server Configuration 

5.1.1 Solutions Enabler 6 

 
Latest GDSE certified version of Solutions Enabler 6 should be installed on all SAN 
management servers to be used for SRDF/A management. For further details of this process 
see the Solutions Enabler 6.x Solutions Guide and relevant EMC documentation. 
 
GNS should be used for replication of device and composite group information in a 2-site 
configuration. Unfortunately, GNS remote mirror replication does not work for device or 
composite groups containing devices using concurrent SRDF. GNS can, however, be used in all 
configurations to ensure changes to device and composite definitions are automatically visible 
on other local SAN management servers. 
 

5.1.2 Software Licensing 

 
The following additional licenses should be registered using symlmf for an SRDF/A 
implementation (if not already registered): 
 
The license keys should be obtained from your local EMC account team.  
 

 

Functionality 

 

License available via 

 

Required feature (as it appears in 

symapi_licenses.dat file) 
 

Base Solutions Enabler functionality Both HA bundles  Feature: BASE / Symmetrix 

SRDF/S & Adaptive Copy HA bundle (Option A) Feature: SRDF / Symmetrix 

SRDF/A 
& Adaptive copy 

HA bundle (Option B) Feature: SRDFA / Symmetrix 
Feature: SRDF/DM   

TimeFinder/Mirror Both HA bundles Feature: TimeFinder / Symmetrix 

TimeFinder/Clone Both HA bundles Feature: TimeFinder / Symmetrix 

Optional: TimeFinder/Consistency 
Groups 

Incremental software 
license purchase 

Feature: TF/CG / Symmetrix 

SRDF/ Consistency Groups Incremental software 
license purchase 

Feature: SRDF/CG / Symmetrix 

Configuration Manager Both HA bundles Feature: ConfigChange / Symmetrix 

 
The TimeFinder/Consistency Groups license is needed to create an IO consistency Point-in-time 
copy of the R2 prior to resynchronisation. It is only needed for the SRDF/A target DMX and only 
if copies are made when SRDF is still running. The Best Practice for SRDF/A resyncs is to make 
the copy when SRDF is down, and hence is optional. If, however, a PiT copy is ever needed for 
COB testing and the application is running when the copy is made, then this license would be 
needed to guarantee consistency of the copy. 
 
The SRDF/ Consistency Groups license is only needed if implementing MSC. 
 
Note that use of the consistency for devices within a device group (symdg enable) does not need 
any additional licenses over and above the Base Solutions Enabler License. 
 

5.1.3 /etc/system 

The following are standard entries for /etc/system for Solutions Enabler 6.x on Solaris. However, 
they are re-iterated here as testing has shown that SRDF/A control does not work correctly if 
they are not set. 
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Standard Solutions Enabler requirements for Solaris: 
 
set semsys:seminfo_semmni=600 

set semsys:seminfo_semmns=600 

set semsys:seminfo_semume=600 

set semsys:seminfo_semmnu=600 

 

set shmsys:shminfo_shmmax=1048576 

set shmsys:shminfo_shmmni=600 

 

5.1.4 /var/symapi/config/options 

 
The following options should be configured in the symapi options file.  
 
SYMAPI_USE_RDFD                    = ENABLE 

SYMAPI_ALLOW_RDF_SYMFORCE        = TRUE 

SYMAPI_WAIT_ON_LOCKED_GK           = ENABLE 

 

 

SYMAPI_USE_RDFD controls if the RDF Daemon is used. This will need to be enabled for MSC 
control. 
 
SYMAPI_ALLOW_RDF_SYMFORCE is FALSE by default, as it is dangerous. However, this 
needs to be set to TRUE in an MSC environment, as symforce is needed with Composite Group 
failovers following an MSC-triggered suspension of SRDF/A.  
 
SYMAPI_WAIT_ON_LOCKED_GK should be enabled to avoid command failure when due to 
Gatekeepers not being available. 
 
Also, if GNS is to be used for mirroring of device and composite group definitions 
(recommended), you will need the following additional entries: 
 
SYMAPI_USE_GNS    = ENABLE 

 

5.1.5 /var/symapi/config/daemon_options 

 
The following options should be configured in the symapi daemon_options file. It will be 
necessary to first copy the template file and then edit.  
 
# cp /var/symapi/config/README.daemon_options /var/symapi/config/ daemon_options 
 
The logfile_type entries are not essential but do help with debugging issues with the daemons. 
 

storrdfd:logfile_type=dated 

storapid:logfile_type=dated 

storgnsd:logfile_type=dated 

storwatchd:logfile_type=dated 

 

 

Also, if GNS is to be used for remote mirroring of device and composite group definitions, you 
will need the following additional entries: 
 
storgnsd:autorestart=enable 
storgnsd:gns_remote_mirror=enable 
 

 
Entries of the form shown in the following example control RDF daemon usage. 
 

# Set max gatekeepers on 0822 to 38 

# Also set dedicated gatekeepers for RDFD to 10 

 

storapid:max_gatekeeper_0822=38 
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storrdfd:rdfd_num_dedicated_gks=10 

storrdfd:autorestart=enable 

 
Optional Behaviour Parameter Description 

storapid:max_gatekeeper_<SID> Controls the total number of Gatekeepers that are 
reserved for usage with the Symmetrix with the specified 
SID.  

storrdfd:rdfd_num_dedicated_gks Reserves the specified number of gatekeeper devices 
exclusively for use by the RDF daemon. Can be set from 
0 – 20. Default is 2. 

storrdfd:autorestart If set to enable, makes use of the watchdog mechanism 
to automatically restart the daemon if it crashes. 

 
Hence, in the example given, 38 GKs are reserved for use with Symmetrix 0822 and 20 are 
reserved for the RDF daemon.  
 
 

5.1.6 Gatekeeper requirements 

A minimum of 3 Gatekeepers is required on each management server for SRDF configuration, 
control and reporting. 
 
If Multi-Session Consistency (MSC) is to be used, then one additional gatekeeper is needed per 
Composite Group on the source site management server.  
 
 

5.1.7 symacl configuration requirements 

 
Servers used for SRDF/A control should be owned by the SAN BAU team and should be 
members of the symacl AdminGrp on all the DMX involved in an SRDF configuration.  
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5.2 Network Equipment Configuration 

5.2.1 FC IP configuration 

 
FC  IP units should be configured for SRDF/A as per the following detailed documents: 
 

 Cisco MDS 9000 option (current standard): 

 
o Cisco MDS 9000 FCIP v1.0 Solutions Guide 
 
o WAN Throughput Optimization for SRDF/A with Cisco MDS Solutions Guide 

 

 

 McData IPS option (legacy standard): 

  
o McData IPS SAN Router Solutions Guide V2 

 
o WAN Throughput Optimization for SRDF/A with McData IPS Solutions Guide 

 
See references in Section 1 for the URLs. 
 

5.2.2 Cisco Switch configuration with McData IPS 

 
The network team should be requested to configure the Cisco Switch ports that connect to the 
IPS units with negotiation set to auto. 
 
The active primary link(s) between the local and remote Cisco switches that connect to the local 
and remote IPS units must have the same latency between them. The secondary (redundant) 
route used when the primary route(s) fails can have a different latency. No load balancing across 
routes with different latencies must occur. 
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5.3 Dynamic RDF configuration 

5.3.1 Introduction 

Use of dynamic RDF allows the end user to easily create, manage and populate RDF groups. 

This is essential for SRDF/A where failover is at the RDF group level (unlike SRDF/S which is at 

the device level) and hence each application will usually have it own RDF group for its devices.  

In this section, the steps required to create and populate RDF groups ready for use with SRDF/A 

are summarized. 

5.3.2 Dynamic RDF requirements 

 

 Dynamic RDF configuration state of the Symmetrix must be enabled 
 

o EMC should set this at time of Symmetrix install. It can also be done from 
SYMCLI using symconfigure, although this latter approach is not covered in this 
document. 

 
The following command can be used to check this setting. 
 
# symcfg –sid <SID> list –v  

 
 
Dynamic RDF Configuration State should be Enabled, as should Switched RDF, 
Concurrent Dynamic RDF & Concurrent RDF.  
 
For example: 
 
# symcfg –sid 0822 list –v 
 

 

 

Symmetrix ID: 000187700822 

Time Zone   : EDT 

 

    Product Model                        : 2000P-M2 

    Symmetrix ID                         : 000187700822 

 

 

[Intermediate Lines Deleted] 

 

 

    Switched RDF Configuration State     : Enabled 

    Concurrent RDF Configuration State   : Enabled 

    Dynamic RDF Configuration State      : Enabled 

    Concurrent Dynamic RDF Configuration : Enabled 

    RDF Data Mobility Configuration State: Disabled 

    Access Control Configuration State   : Enabled 

    Device Masking (VCM) Config State    : Enabled 
 
 

 

 Devices must be designated as RDF-capable 
 

o EMC should set this at time of Symmetrix install. It can also be done from 
SYMCLI using symmconfigure, although this latter approach is not covered in 
this document. 
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The following command can be used to verify the devices have been configured 
as dynamic RDF capable. Optionally one can also list which are currently 
configured as R1 and which as R2.  
 

# symdev –sid <SID> list -dynamic [–R1] [–R2] 
 

5.3.3 Mapping RDF groups to RAs  

 
Each pair of RAs on a DMX running 5x71 microcode can support 8 RDF groups (without an 
RPQ). With 5772, the DMX can support 32 RDF groups per port. You should carefully 
document: 
 

 Which ports on each DMX correspond with each other. For example, port 3A on the 
source DMX may not correspond to port 3A on the SRDF/A target.  

  

 Which RDF groups are to run over each pair of ports. 
 
This can either be documented using a diagram or a table as follows. This information will be 
needed when the RDF groups are created. Each RDF group should be given a sensible label. 
RDF groups cannot be defined with leading zeros. In many implementations, the source RA and 
target RA may not (as shown in this example) be the equivalent port.  
 
Note that the following is an example of a 2-site configuration with 5x71 microcode. You 
hardware configuration and RDF groups requirements (and hence RA-to-RDFG mappings) will 
almost certainly be different. 
 

 
 
 

 

 

Label 

 

RDF  

Group 

 

 

Source RAs 

(DMX 0822) 

 

Target RAs 

(DMX 1497) 

    

Static 1 ALL ALL 

    

DYN2 2 3A / 14B 3A /14B 

DYN3 3 3A / 14B 3A /14B 

DYN4 4 3A / 14B 3A /14B 

DYN5 5 3A / 14B 3A /14B 

DYN6 6 3A / 14B 3A /14B 

DYN7 7 3A / 14B 3A /14B 

    

DYN8 8 4A / 13B 4A /13B 

DYN9 9 4A / 13B 4A /13B 

DYN10 10 4A / 13B 4A /13B 

DYN11 11 4A / 13B 4A /13B 

DYN12 12 4A / 13B 4A /13B 

DYN13 13 4A / 13B 4A /13B 

    

etc.    
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5.3.4 Creating dynamic RDF groups 

 
Dynamic RDF groups are created on-the-fly with the symrdf command.  For example, the 
following commands would be used to create RDF group 2 on the ports specified above. 
 
5x71 microcode 
 

# symrdf addgrp –label DYN2 –rdfg 2 –sid 0822 –dir 3A –link_limbo 60  

–remote_rdfg 2 –remote_sid 1497 –remote_dir 3A –rem_link_limbo 60 

 

# symrdf modifygrp –add –rdfg 2 –sid 0822 –dir 14B –remote_dir 14B 

 
 
5772 microcode 
 
# symrdf addgrp –label DYN2 –rdfg 2 –sid 0822 –dir 3A –remote_rdfg 2 –

remote_sid 1497 –remote_dir 3A 

 

# symrdf modifygrp –add –rdfg 2 –sid 0822 –dir 14B –remote_dir 14B 

 
 
The addgrp command creates the RDF group on the first pair of RAs. The modifygrp adds 
further RAs to the RDF group. The 60-second link_limbo timer should only be used for RDF 
groups that are to be used for SRDF/A, and where Transmit Idle is not being used. With 5772 
microcode, Transmit Idle is used by default, and the link limbo timer should not be set. The link 
limbo timer is the length of time that the Symmetrix will tolerate the loss of links before 
concluding that the link has failed.  
 

The mapping between RDF groups and RA ports of the dynamic RDF groups can be shown 
using the symcfg command. 
 

# symcfg list –ra all -switched –sid <SID> 

 
The example below is for a DMX pair with multiple RDF groups configured. In this example, the 
static RDF group between the matching ports on each DMX is group 2. An additional 4 dynamic 
RDF groups have been created on each port. Note also that in this example, each RDF group 
has so far been configured on only one port on each DMX. Each RDF group must be configured 
over a minimum of 2 ports on each DMX for redundancy. 
 
Symmetrix ID: 000187700822 

 

            S Y M M E T R I X    R D F    D I R E C T O R S 

 

 

           Local               Group                     Remote               

    -------------------  ------------------  -------------------------------- 

    Ident  Symb RA Grp   Type    Name        SymmID       Ident  Symb RA Grp  

    ------ ---- -------  ------- ----------  ------------ ------ ---- ------- 

 

    RF-4C  04C  11 (0A)  Dynamic DYN11       000187721497 RF-8C  08C  11 (0A) 

                 2 (01)  Static  SRDFA       000187721497 RF-8C  08C   2 (01) 

                12 (0B)  Dynamic DYN12       000187721497 RF-8C  08C  12 (0B) 

                13 (0C)  Dynamic DYN13       000187721497 RF-8C  08C  13 (0C) 

                14 (0D)  Dynamic DYN14       000187721497 RF-8C  08C  14 (0D) 

 

    RF-13C 13C   2 (01)  Static  SRDFA       000187721497 RF-9C  09C   2 (01) 

                19 (12)  Dynamic DYN19       000187721497 RF-9C  09C  19 (12) 

                20 (13)  Dynamic DYN20       000187721497 RF-9C  09C  20 (13) 

                21 (14)  Dynamic DYN21       000187721497 RF-9C  09C  21 (14) 

                22 (15)  Dynamic DYN22       000187721497 RF-9C  09C  22 (15) 

 

    RF-3D  03D   2 (01)  Static  SRDFA       000187721497 RF-7D  07D   2 (01) 

                 7 (06)  Dynamic DYN07       000187721497 RF-7D  07D   7 (06) 

                 8 (07)  Dynamic DYN08       000187721497 RF-7D  07D   8 (07) 

                 9 (08)  Dynamic DYN09       000187721497 RF-7D  07D   9 (08) 

                10 (09)  Dynamic DYN10       000187721497 RF-7D  07D  10 (09) 
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    RF-4D  04D  15 (0E)  Dynamic DYN15       000187721497 RF-8D  08D  15 (0E) 

                 2 (01)  Static  SRDFA       000187721497 RF-8D  08D   2 (01) 

                16 (0F)  Dynamic DYN16       000187721497 RF-8D  08D  16 (0F) 

                17 (10)  Dynamic DYN17       000187721497 RF-8D  08D  17 (10) 

                18 (11)  Dynamic DYN18       000187721497 RF-8D  08D  18 (11) 

 

    RF-13D 13D  23 (16)  Dynamic DYN23       000187721497 RF-9D  09D  23 (16) 

                 2 (01)  Static  SRDFA       000187721497 RF-9D  09D   2 (01) 

                24 (17)  Dynamic DYN24       000187721497 RF-9D  09D  24 (17) 

                25 (18)  Dynamic DYN25       000187721497 RF-9D  09D  25 (18) 

                26 (19)  Dynamic DYN26       000187721497 RF-9D  09D  26 (19) 
 

5.3.4.1 Deleting dynamic RDF groups 

 
Dynamic RDF groups can be deleted with the command of the form 
 
# symrdf removegrp –sid 0822 –rdfg 2 

 
Note that all RDF device pairs must be removed from the RDF group before it can be deleted 
(see below). 
 

5.3.4.2 Delta Set Expansion (DSE) configuration for RDF groups (5772 or later) 

 
With 5772 microcode, RDF groups are automatically created with Transmit Idle enabled. 
However, if they are to use DSE, then it is necessary to: 
 

 Add the RDF group to a DSE pool 

 Set the DSE threshold 

 Enable DSE autostart for the RDF group 
 
See Appendix G (Section 16.3.2) for full details of how to execute these steps. 
 
A DSE pool must already be in existence before RDF groups can be added to it. Again, see 
Appendix G for details on how to size and configure a shared DSE pool. 
 

5.3.5 Creating dynamic RDF device pairs 

A device pairs file is necessary to create RDF pairs. The device pairs file syntax contains two 
columns (R1 and R2 designated devices in the first and second columns respectively). Each 
SRDF pair must be listed on a separate line in the device file.  
 
The creation of the dynamic SRDF pair utilizes the createpair option of the symrdf 

command. Similarly, the deletion of a dynamic SRDF pair utilizes the deletepair option of the 

symrdf command. 

 
The pairs file should only include meta heads. In the example below, each meta is made up of 4 
hypers as per the GDSE Bin file Standard. The first device in the first column has the meta head 
of 0157 and 3 additional hypers (0158, 0159, 015A) making up the volume. Only the meta head 
is included in the file. 
 

Device file “pairsfile_DYN2” 
 
0157 0157 

015B 015B 

015F 015F 

0163 0163 

0167 0167 
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016B 016B 

016F 016F 

etc.etc 
 
In this example, the R1 and corresponding R2 have the same volume number. It is strongly 
recommended that all DMX using Dynamic RDF be configured in this way. 
 
A pairs file can be created using the symdev list –dynamic command to initially get a listing 

of dynamic RDF capable devices. Further manipulation of the file will be necessary to get a 
listing of just the meta heads in the right format. In the case where the R1 devices are mapping 
onto R2 devices with identical volume numbers, then the following command on a Unix system 
will generate the pairs file. In this example, the Symm in question has a sid of 0822. 
 
# symdev -sid 0822 list -dynamic | grep "(M)" | awk '{print $1 " " 

$1}' > pairsfile_0822 

  
This pairs file for the whole DMX can be used as a template to be edited down for pairs files for 
individual RDF groups. 
 
The following pair creation example uses a pairfile called “pairsfile_DYN2”, which only contains 
the devices to be added to RDF group2. The –type rdf1 option indicates that the devices in 
the first column (which are in the Symm specified by the –sid option) are R1 devices. If GNS is is 
use with RDF group mirroring enabled, then the newly created device group will be mirrored to 
the target site (in a 2-site configuration only) and to the other local SAN management servers. 
 
The following command invalidates the R2, merges track table, brings up the RDF links and 
starts the copy process from R1 to R2. This can be a very time consuming process. When this 
command runs, it locks the symapi database so no other symcli commands can be executed 
from that host, even to other Symmetrix. Hence, the running of the command has to be carefully 
scheduled.  
 
# symrdf –file pairsfile_DYN2 –sid 0822 –rdfg 2 createpair –type rdf1  

     –establish –g DG2 

 
 
The –g option creates an rdf1-type device group called DG2 that contains the devices in the 
pairs file and which can be used subsequently for SRDF control. Alternatively, local tools can be 
used to create the device group if preferred. 
 

5.3.5.1 RAID level and initial establish RDF throughput 

 
For the situation where: 
 

 an  initial adaptive copy establish is taking place and  
 

 when there are only one to two symmetrix devices are in the RDF group 
 
RDF throughput put can be low.  
 
When multiple RDF groups are synchronizing, each with only one or two devices, RDF 
throughput will still be low. When multiple (>2) symmetrix devices are synchronizing in the same 
RDF group, then this issue was not seen. For example: 
 

 Runtime Average Unit Adaptive Copy 
Copy time  

Full establish time for 1*34GB RAID  
584s 

 
60MB/sec 
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Full establish time for 4*34GB RAID in 

same RDF group 

 
840s 

 
170MB/sec 

Full establish time for 4*34GB RAID 

with each device in different RDF 
group 

 
1080s 

 
130MB/sec 

 
The important message is that when estimating synchronization times, assume a much lower 
average RDF throughput for RAID-5/RAID-6 if there is only one or two devices in an RDF group. 
 
When SRDF/A is running (i.e. after the initial establish), then no similar throughput throttling was 
observed for RAID-5 or RAID-6. 
 

5.3.5.2 Deleting dynamic RDF device pairs 

The same pairs file is used to delete dynamic SRDF pairs. To delete the pairing set up in the 
previous section, one would issue the command 
 

# symrdf –file pairsfile_DYN2 –sid 0822 –rdfg 2 deletepair 

 

Note that the symrdf deletepair command is only allowable in one of the following states, where 
the links are not ready status: 
 

 Suspended  

 Split 

 Failed over 
 

5.3.6 Checking the status of dynamic RDF device pairs 

 
There are two commands for querying the dynamic RDF device pair status. 
 

# symdev –sid <sid> list –dynamic  
 
will show the configuration of the dynamic RDF devices.  
 

 Devices marked as 2-Way Mir do not have SRDF enabled. 
 

 Devices marked as either RDF1+Mir or RDF2+Mir have SRDF enabled. 
 

# symrdf –sid <sid> list –dynamic 
 
will show the pair state of the dynamic RDF devices (Synchronized, Failed Over etc). 
 
Note that 2-Way mirror devices are not shown with the symrdf command. 
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5.4 Target site Point-In-Time image for SRDF/A resynchronisation 

5.4.1 Overview of requirement 

 
BCVs should be configured into the SRDF/A target site to provide the ability to take a point in 
time (PiT) copy of the R2 data prior to a resynchronization to ensure that there is a consistent 
copy of the data at the remote site at all times. During a resynchronisation, the data on the R2 
will be inconsistent and hence during this period there is no valid COB copy of the data at the 
remote site, unless a PiT copy is first taken.  
 
Hence, the BCVs are not required during normal SRDF/A replication operations, but are there as 
a safeguard during resynchronisation operations.  
 

5.4.1.1 Are R2 Point-in-time copies mandatory?  

 
R2 point-in-time copies are not required in SRDF/S environments as SRDF resynchronization 
virtually never takes place, as the networks links between the local and remote Symmetrix are 
very reliable. It is recommended that they be used with SRDF/A as long-distance links are 
typically far less reliable. Indeed, the SRDF/A deployments in North America to date have 
suffered from network issues causing SRDF/A to drop and subsequent SRDF 
resynchronizations are regularly required.  
 
If your environment had solid long-distance network links that do not cause SRDF/A to drop, 
then resynchronization point-in-time copies clearly serves little purpose. However, if the reliability 
of your network links is unknown (first deployments), then it would be foolish to assume that they 
will be reliable, taking into account the experience in North America. It is recommended that the 
first set of deployments over a network should implement R2 point-in-time copy protection. 
 
If a network has proven itself so stable that SRDF/A resynchronization due to network issues is 
not needed, then you can consider deploying without R2 point-in-time copy protection. However, 
you should be aware that you will be vulnerable to complete data loss should your R1 copy be 
lost during a resynchronization exercise that might occur due to: 

 
1. an uncharacteristic network failure 
2. a scheduled resynchronization associated with a COB/DR test  
3. The current capacity of the network link being exceeded to growth in utilization and 

improper capacity planning 
 
You will need to balance the risk of experiencing an R1 failure during one of the above 
resynchronization scenarios (and take responsibility for any negative outcome should it occur) 
against the savings relating to: 
 

1. R2 point-in-time copy storage costs 
2. maximizing storage that can be used in the production system unit 

 
The second point is worth a little explanation. For example, for RAID1 R1s, the R2 frame will 
have ~66% of disk used for R2 storage, and 33% for point-in-time copy storage (unprotected 
BCVs). Hence, the R2 array can only be filled to 66% with R1 storage, which is potentially 
inefficient in terms of datacentre space utilization. With RAID5/6, the R1 array utilization would 
drop to only 50%, although of course as RAID5/6 are more efficient in utilization of raw storage, 
and hence overall is still more economical that RAID1, as the following table attempts to 
illustrate. 
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RAID-1 configuration*  

 
RAID-5/6 configuration*/**  

# R1 disks (local site) 480 360 

Percentage of R1 storage of maximum 
capacity  

480/720 = 66% 360/720 = 50% 

   

# R2 disks (remote site) 480 360 

# PiT copy disks (remote site) 240 360 

   

Total # disks (sum of both sites) 1200 1080 

   

Usable R1 storage (TB) 35 46 

Relative Usable TB/unit cost 1 1.46 

 

* For 146GB disks in DMX model with a maximum capacity of 720 disks. 
* Here it is assumed that RAID5(7+1) and RAID6(14+2) are being used.  
 
The table shows that RAID5/6 is still 46% more efficient than RAID1 even when the RAID5/6 PiT 
copies are taken into account. However, removing the PiT copies altogether does, of course, 
represent a considerable saving, if they can be removed without risk, both in terms of: 
 

 actual disks used for the BCVs  
 

 array footprint. For example, the R1 configuration could expand to ~720 disks in the 
above examples, and hence less arrays would be needed to provide the same total 
amount of usable R1 storage. 

  
 

5.4.2 Best Practice Summary 

 
BCVs should be used for SRDF/A resynchronization with Timefinder/Mirror. Best Practice for 
each disk RAID type and SRDF mode has already been covered in the planning section for PiT 
copies (Section 4.8.3), and is not repeated here. A detailed description of the reasoning behind 
the Best Practice can be founding Appendix D.  
 

5.4.3 Mapping PIT devices to standards 

 
During the initial configuration for the SRDF/A environment, it will be necessary to nominate one 
BCV in the target DMX for every SRDF/A R2, or a range of BCVs for each set of R2s in an RDF 
group if optimised paring is being used (recommended – see Section 5.4.4.)  
 
As R1 disks are allocated to RDF groups, the relevant BCVs need to also be associated with the 
device group (as remote BCV devices) and the BCV established with the R2. 
 
Care must be taken to minimize backend DA and spindle contention between R2 devices and 
the BCV devices (see the end of Appendix D for further details). It is recommended that the –

opt flag (or –opt_rag –rdf if BCVs are remote from the SE host) be used with the first full 

establish to create non-contentious source / target pairings.  
 
The procedure for using these BCVs during a resynchronization is documented later in this 
guide. 
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5.4.4 Adding BCVs to device groups 

 
BCVs can be added to groups using existing local tools used at your site for BCV management. 
Alternatively, this can be achieved using the syntax in the example below. 
 
On the management server at the source site, the BCVs in the target DMX should be associated 
as remote BCVs.  
 
On the management server at the target site, the BCVs in the target DMX should be associated 
as local BCVs. If GNS remote mirror replication is in use, the device group definition changes 
made at the source site will be replicated to the remote site and the BCV type changed to local 
automatically.  
 
The following example shows BCVs being associated at the source site as remote BCVs. RDF 
group 3 contains 4 standard volumes. The group associated with this RDF group is DG3. The 
BCVs to be associated with the R2 volumes are 02AD, 02B1, 02B5, 02B9. The –rdf flag 
indicates that these are remote BCVs.  
 

# symbcv -g DG3 -sid 0822 associate dev 02AD RBCV02AD -rdf -rdfg 3 

# symbcv -g DG3 -sid 0822 associate dev 02B1 RBCV02B1 -rdf -rdfg 3 

# symbcv -g DG3 -sid 0822 associate dev 02B5 RBCV02B5 -rdf -rdfg 3 

# symbcv -g DG3 -sid 0822 associate dev 02B9 RBCV02B9 -rdf -rdfg 3 

 
# symmir –g DG3 establish –opt_rag –rdf –nop 

 

 

Scripts add_PIT_BCV and rm_Pit_BCV have also been provided to automate the process of 
adding and removing remote PiT BCVs to and from async R2 standards. See Appendix B for 
further details.   
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5.5 Device group definitions 

 
The following device group set up is recommended for a 2-site SRDF/A configuration. Note that 
the setup for a 3-site configuration is considerably more complex and is covered in Section 7 for 
non-Star Concurrent SRDF implementations. SRDF/Star configurations are covered in the 

separate Solutions Guide “SRDF/Star for Open Systems”. 
 
 

 
 
 

Configuration:    Config 1: 2-site R2=M1+M2 
 

Device Group contents: 

 Source DMX  All R1s in RDF group + remote SRDF/A PIT BCV 

 SRDF/A Target  All R2s in RDF group + local PIT BCV 
 

Device Group Replication GNS can be used to replicate definitions to both local  
    SRDF/A management servers and those at the remote site. 
 
 
At sites where COB testing is undertaken but invoking COB and running from the R2, the BCV is 
only used for SRDF/A resynchronisation. 
 
At sites where COB testing is undertaken by running from a BCV, the BCV will be used for both 
COB testing and SRDF/A recovery and usage will need to be co-ordinated. 
 
The SRDF/A recovery script can be run from either site. BCVs can be controlled from either site, 
but for entire RDF group only. 
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5.6 Enabling SRDF/A replication 

 
RDF groups are created in synchronous mode. The replication mode must be explicitly set to 
asynchronous. The –rdfg <RDFG num> is optional for a 2-site SRDF/A configuration. 

 
The enable command enables consistency between devices within the device group. 

 
# symrdf –g <DGname> –rdfg <RDFG num> set mode async -nop 
# symrdf –g <DGname> –rdfg <RDFG num> enable 
 
Confirm that SRDF/A is running successfully and that consistency is enabled. 
 
# symrdf –g <DGname> -rdfg <RDFG num> query  
 
Under the MODES section, the M column for each device pair should show A (for async), and 
the “RDF Pair STATE” should be Consistent. Note that it may take up to two cycles before it 
appears as “Consistent.” 
 
 
For example 
 
# symrdf -g DG19 -rdfg 19 query 

 

 

Device Group (DG) Name             : DG19 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000187700822 

Remote Symmetrix ID                : 000187721497  

RDF (RA) Group Number              : 19 (12) 

 

 

       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDA   STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV001  00BD RW       0        0 RW 00BD WD       0        0 A..   Consistent   

DEV002  00C1 RW       0        0 RW 00C1 WD       0        0 A..   Consistent   

 

Total          -------- --------           -------- -------- 

  Track(s)            0        0                  0        0 

  MB(s)             0.0      0.0                0.0      0.0 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 

 

 

 

Also, the command 
 
# symstat  -type cycle –reptype rdfa -rdfg <RDFG num>  
 
will show a non-zero “Last Switch” entry and the “Active Cycle #” will be increasing. 
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 73 of 242 
 

 

5.7 Worked Example of a 2-site SRDF/A configuration 

 
The following is an example of the end-to-end process for creating and populating an RDF 
group, enabling SRDF/A replication and setting up PiT BCVs at the async target site.  
 
In this example, the device group is App1. The RDF group to be used is 3. DSE pool is 
imaginatively called DSE. It is assumed that the shared DSE pool has already been configured.  

 
 

i. Create Asynchronous Leg RDF group  

 

For 5x71 
 
SRDF/A RDF groups should have link_limbo timer set to 60 seconds, if the SRDF/A Transmit 
Idle feature is not being used.  

 
# symrdf addgrp –label DYN3 –rdfg 3 –sid 0822 –dir 3A –link_limbo 60  

–remote_rdfg 3 –remote_sid 1497 –remote_dir 3A –rem_link_limbo 60 

 

# symrdf modifygrp –add –rdfg 3 –sid 0822 –dir 14B –remote_dir 14B 

 

 

For 5772 

 
With 5772 microcode, SRDF/A RDF groups should NOT have a modified link_limbo timer 
setting, as the SRDF/A Transmit Idle feature will be used instead to protect against network 
outages. 

 
# symrdf addgrp –label DYN3 –rdfg 3 –sid 0822 –dir 3A –remote_rdfg 3 –

remote_sid 1497 –remote_dir 3A  

 

# symrdf modifygrp –add –rdfg 3 –sid 0822 –dir 14B –remote_dir 14B 

 

 
If DSE is to be used for this RDF group, then it need to be configured on both the source and 
target symmetrix: 
 
# symconfigure –f <command-file> -sid 0822  commit 

# symconfigure –f <command-file> -sid 1497  commit 

 
where command-file contains: 

 
set rdf group 3, rdfa_dse_pool=DSE emulation=fba; 

set rdf group 3, rdfa_dse_threshold=40; 

set rdf group 3, rdfa_dse_autostart=ENABLE; 

 

 

ii. Populate RDF group with LUNs and establish 

 
The device group pairs to be added are listed in pairs file “parisfile_App1”. Use –g option to 
automatically create the device group App1 containing all devices. 

 
# symrdf –file pairsfile_App1 –sid 0822 –rdfg 3 createpair –type rdf1  

     –establish –g App1 

 

 

iii Check SRDF set up 
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# symrdf -g App1 query -rdfg 3 

 

 

Device Group (DG) Name             : App1 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000187700822 

Remote Symmetrix ID                : 000187721497  

RDF (RA) Group Number              :  3  

  

 

 

       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDA   STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV001  0001 RW       0        0 RW 0001 WD       0        0 S..   SyncInProg 

DEV002  0005 RW       0        0 RW 0005 WD       0        0 S..   SyncInProg 

DEV003  0009 RW       0        0 RW 0009 WD       0        0 S..   SyncInProg 

DEV004  000D RW       0        0 RW 000D WD       0        0 S..   SyncInProg 

 

 

Total          -------- --------           -------- -------- 

  Track(s)            0        0                  0        0 

  MB(s)             0.0      0.0                0.0      0.0 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 

 

            

  

iv. Enable SRDF/A replication on the Async leg 

 
The enable command enables consistency between devices within the device group. 
 

# symrdf –g App1 –rdfg 3 set mode async -noprompt 

# symrdf –g App1 –rdfg 3 enable 

 

 

v. Add BCVs into device group. Establish BCVs. 
 

BCVs can be added to groups either using existing local tools used at your site for BCV 

management or using the scripts provided as part of this Solution. A script called add_PIT_BCV 
(see Appendix B for further details) is available to automate this process using a simple STD-to-

BCV input-mapping file. A script called rm_PIT_BCV is also available to backout the additions. 
 
Alternatively, this can be achieved manually using the syntax in the example below. 
 
On the management server at the source site, the BCVs in the target DMX should be associated 
as remote BCVs.  
 
On the management server at the target site, the BCVs in the target DMX should be associated 
as local BCVs. 
 
 

Example 
 
SRDF/A RDF group 3 contains 4 standard volumes. The group associated with this RDF group 
is App1. The PIT BCVs to be associated with the R2 volumes are 02AD, 02B1, 02B5, 02B9. The 
–rdf flag indicates that these are remote BCVs.  
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# symbcv -g App1 -sid 0822 associate dev 02AD RBCV02AD -rdf -rdfg 3 

# symbcv -g App1 -sid 0822 associate dev 02B1 RBCV02B1 -rdf -rdfg 3 

# symbcv -g App1 -sid 0822 associate dev 02B5 RBCV02B5 -rdf -rdfg 3 

# symbcv -g App1 -sid 0822 associate dev 02B9 RBCV02B9 -rdf -rdfg 3 

 
Establish the remote BCVs 
 
# symmir –g App1 establish –full –opt_rag –rdf -nop 

 
 

vi. Ensure that device group definitions at remote sites are up to date 

 
GNS remote mirroring of device groups can be used in 2-site SRDF configurations (only). If 
GNS has been set up correctly, then the replication to both local replicas and those at the 
remote site will take place automatically. 
 
The author is aware that the pre-GNS procedures for maintaining remote device groups differ 
enormously from site to site (manual entry, export/edit/import of device group definitions, scripts 
that process a device list, etc). Sites should continue to use these processes for concurrent 
SRDF device group management if not using GNS. 
  

vii. Tuning SRDF/A settings 
 
There are a number of settings specific to SRDF/A that need to be made. Most are specific to 
each RDF group i.e. each replication session. One is a DMX wide parameter. 
 

5.7.1 Link Limbo timer setting (5x71 only) 

 
The Link Limbo Timer (LLT) is a complex configuration parameter. For full details of its 
operation, please refer to the GDSE SRDF/A Evaluation document 
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf. However, in brief the LLT is the 
length of time that the Symmetrix will tolerate the loss of links before concluding that the link has 
failed.  
 
With 5x71, the LLT must be set correctly to ensure that SRDF/A does not abort during 
temporary network outages.  It is recommended that LLT be set to 60 seconds for all sessions if 
the SRDF/A Transmit Idle feature is not being used. 
 
When 5772 is used, Transmit Idle is automatically configured when an RDF group is created 
and the LLT should not be configured (i.e. left at its default setting of 10 secs). For further details 
of Transmit Idle, see Appendix F.  
 
The current LLT setting be determined using the command 
 
# symcfg list  -rdfg all 
 
The column headed “LL (sec)” to the left shows the LLT setting in seconds for each RDF group.  
 

5.7.2 Cycle time 

The cycle time for each RDF group can be changed. However, It is strongly recommended that 
this be left at the default setting of 30 seconds.  
 
The minimum SRDF/A cycle time for each RDF group can be determined using the command 
 
# symcfg list  -rdfg all 
 

http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05002-E.pdf
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The column headed “Cycle time” to the right shows the minimum cycle time setting in seconds 
for each RDF group.  
 

5.7.3 Priority 

It is possible to raise and lower the session priority of an SRDF/A group. This dictates which 
SRDF/A sessions should drop first should SRDF/A cache become exhausted. 
 
SRDF/A sessions will fail in order of priority (lowest priority being the highest number and failing 
first). When a session is dropped, the cache it was using for SRDF/A is freed up. If there is still 
insufficient cache, the next lowest priority session will drop next. This will continue until there is 
sufficient cache for the remaining sessions (if any are left) to continue replication.  
 
All RDF groups are created with a default priority of 33. ). If multiple sessions have the same 
priority, then any of these can be dropped. To protect a particular session, it should be given a 
priority of less than 33 Sessions that should be sacrificed first should be given a priority higher 
than 33 (maximum is 64).  
 
The priority of a session can be changed with symconfigure. A configuration file must first be 
created. In the following example, RDF group 2 is having its Priority changed to 50 i.e. it will be 
dropped before sessions with the default 33 priority if cache begins to run out. 
 
# cat modify_rdfg_2_pri.cfg 
set ra group 2, session_priority=50; 
 
# symconfigure –sid 0822 –f modify_rdfg_2_pri.cfg –nop  preview 
# symconfigure –sid 0822 –f modify_rdfg_2_pri.cfg –nop  prepare 
# symconfigure –sid 0822 –f modify_rdfg_2_pri.cfg –nop commit 
 
 
The priority for each RDF group can be checked using the command 
 
# symcfg list  -rdfg all 
 
The column headed “Pri” to the far right shows priority for each RDF group. Remember, high 
number fail first. 
 
 

5.7.4 SRDF/A Cache Utilization 

When EMC qualify a particular SRDF/A configuration, they recommend how much cache is 
required for the SRDF/A caching. 
 
The maximum cache usage percentage represents the fraction of user cache that SRDF/A is 
allowed to use if the need arises. The default setting is 94%. It can be reduced to ensure only 
the extra cache installed/earmarked for SRDF/A is used for that purpose i.e. that none of the 
original or nominally non-SRDF/A cache is used for SRDF/A. 
 
The following example shows how to change the SRDF/A cache percentage. In this example, 
the percentage is changed to 50%. The value will almost certainly be different in your 
implementation and will depend on how much extra cache EMC determined was required for 
each of your DMX.  
 

If Delta Set Expansion is being used (see next section and Appendix G), then the “SRDF/A 

Maximum Cache Usage” value must be at least as large as the DSE threshold that is 
configured.  
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1) Check the current setting is set at the default 94%. Check for line with “SRDF/A 

Maximum Cache Usage” in output of 
 
# symcfg list –v –sid <SID> 

 
where <SID> is the SID of the DMX to be changed. 
 
 

2) Create a configuration file that defines the change to be made. 
 
# cat modify_rdfa_cache_percent.cfg 
set Symmetrix rdfa_cache_percent=50; 
 
# symconfigure –sid <SID> –f modify_rdfa_cache_percent.cfg –nop  preview 
# symconfigure –sid <SID> –f modify_rdfa_cache_percent.cfg –nop prepare 
 
 

3) Execute the change 
 
# symconfigure –sid <SID> –f modify_rdfa_cache_percent.cfg –nop commit 
# symcfg sync 
 
4) Confirm the change. Check for line with “SRDF/A Maximum Cache Usage” in output of 
 
# symcfg list –v –sid <SID> 
 

5.7.5 Delta Set Expansion (5772 or later only) 

 

 
On systems running 5772 or later, Delta Set Expansion (DSE) should be configured to protect 
against temporary workload peaks and temporary network bandwidth reduction or outages. 
Detailed instructions on how to plan for, configure and monitor a DSE implementation are 
provided in Appendix G.  
 
DSE is only available on DMX-4 and DMX-3 using 5772 microcode. 
 

 
SRDF/A use cache to buffer host I/Os. These cache resources can be fully consumed, if there 
are unplanned spikes in workloads or reduced bandwidth in the backend network pipeline, 
therefore causing SRDF/A to drop.   
 
Rather than storing all pending data in SRDF/A cycles in cache (Global Memory), DSE allocates 
a portion of disk storage as the temporary storage location. Note that the function of the SRDF/A 
DSE feature is to temporarily extend the amount of cache space for SRDF/A by offloading some 
or all of the cycle data to preconfigured disk storage within the DMX, to allow for I/O peaks. It will 
not help if the SRDF/A drop is a result of unbalanced configurations i.e. the R2 performance is 
less than the R1. 
 

5.8 SRDF/A Replication Monitoring 

5.8.1 Monitoring with scripts (legacy solution) 

This section describe how the following key SRDF/A status and metric information can be 
monitored and alerts generated under exceptional circumstance: 
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 Monitoring for inactive SRDF/A sessions  

 Monitoring for cache utilization above a preset threshold 

 Monitoring for cycle times above a preset threshold 
 

All of the above tasks can be undertaken by running the script srdfa_health (see Appendix B for 
more detail) from cron at regular intervals on a Solaris server being used to manage SRDF/A. 
Individual scripts for each of the above monitoring tasks are also available 

(mon_srdfa_inactive, mon_srdfa_cache & mon_srdfa_cycle – see Appendix B for further 
details). 
 
All of the above scripts will write a message to /var/adm/messages using the logger command if 
one of their criteria for raising an alert is met. The message will of type local0.error be of the 
form: 
 

Aug  2 06:24:07 sarprod2-ny SRDFA_ALERT: [ID 702911 local0.error] Please contact 

SAN Support team. Current cycle time for RDF group 25 (66 sec) on Symmetrix 0822 

has exceeded acceptable threshold (60 sec) 

 
All messages will include the string SRDFA_ALERT. You will need to instruct your local 
Enterprise Monitoring (EMS) Team to monitor the /var/adm/messages file on the server running 
the SRDF/A monitoring script(s) and set their system to raise an alert to the appropriate support 
team should a message with the string SRDFA_ALERT be detected. The contents of the 
message should also be forwarded by EMS to the support team. 
 

5.8.2 Monitoring via ECC and use of the Symmetrix Event Daemon 

 
The strategic method in Citi for monitoring Symmetrix events, including SRDF, is ECC. However, 
although ECC will indicate, for example, that one or more SRDF/A sessions have dropped on a 
given Symmetrix, it will not provide detail such as which sessions have dropped. See the ECC 
Solutions Guide for further details on configuring alerts (the URL is in Section 1) and EMC’s 
ECC documentation. The SRDF alerts need to be specifically enabled and applied to the servers 
that run the Symm agent.  
 
For SE6.2 onwards, an event daemon is available from EMC that can be used to monitor 
Symmetrix Operations. This can be used in Citi to provide troubleshooting information to 
supplement ECC alerts. The following events relating to SRDF can be monitored for 
(inexhaustive list): 
 

 SRDF/A session 
o SRDF/A session inactive 
o SRDF/A session dropped; write pending limit reached. Host throttling is disabled 
o SRDF/A session dropped: write pending limit reached. Host throttling is enabled 
o SRDF/A session dropped: device not ready. Tolerenace mode is off 
o SRDF/A session dropped: device not ready through consistency group 
o SRDF/A dropped: no SRDF links operational 
o SRDF/A dropped: timeout in MSC mode 

 

 SRDF CG 
o RDF CG trip event triggered 
 

 SRDF Link 
o No SRDF links in an RDF group are operational 
o Single RDF link in an RDF group is not operational 

 
Within Citi, SE6.4.2 is the first release in which the Event Daemon is supported. The SE 6.4 
Solutions Guide (or later) provides details on how to configure the Event Daemon. Please 
configure the daemon_options file as per the SE 6.4 Solutions Guide to ensure logging of SRDF 
events (and indeed all events) to files /var/symapi/log/symevent.log*.  
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The following screenshot shows where the SRDF/A alerts are set in ECC. It is assumed that the 
Storage Agent for Symmetrix is already set up for alerting. The following only covers SRDF/A-
specific setup. 
 
All SRDF/A alert types should be enabled. This screen can be reached by drilling down in the left 
hand object browser pane as follows: 
 

Administration  Alert Management  Alert Definitions  Storage Agent for Symmetrix 
 alarms  srdf 

 
A grey bell by an alert indicates that the alert is not enabled. A red bell (as in the screenshot 
below) shows that the alert is enabled. If you right click on the “srdf” folder, and select “Enable 
Alerts”, all SRDF alerts will be enabled.  
 
To enable/disable a specifc SRDF/A alert, right-click on the alert and select “enable” or “disable”. 
If “enable” is not on the menu, and instead you see “disable”, then the alert is already enabled 
and vice versa. 
 
 

 
 
 
You can confirm that an alert is enabled for a particular Symmetrix and Agent host by right 
clicking on the alert and selecting “Edit Alert”, and then selecting the “Apply To” tab. The box 
“Apply this alert to all applicable Symmetrix Objects” should be ticked. Below that checkbox is a 
list of Symmetrix to which the alert is applies. An example is shown below which shows that 3 
Symms are being alerted on via the Host Agent on sangs7. 
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At the time of writing many of the ECC 5.2 & 6.0 Console messages that relate to SRDF/A drop 
events are very cryptic, and do not actually state that SRDF/A has dropped. The following table 
offers a translation of those messages to more meaningful text. 
 
 

 

ECC Alert Definition Name 

 

Corresponding  

ECC Console Message 

 

 

Actual meaning of Console 

Message 

 
SRDF/A Session dropped Max WP 
disabled_00 

 
System Max WP limit reached, and we're 
not allowed to throttle the host 

 
An SRDF/A session dropped; write 
pending limit reached. Host throttling is 
disabled 
 

 
SRDF/A Session dropped Max WP 
enabled_00 

 
System Max WP limit reached, and we've 
been throttling the host the maximal time 
allowed 

 
An SRDF/A session dropped: write 
pending limit reached. Host throttling is 
enabled 
 

 
SRDF/A Session dropped Device NR_00 

 
A device was made NR and tolerance 
mode is off 

 
An SRDF/A session dropped: device not 
ready. Tolerenace mode is off 
 

 
SRDF/A Session dropped Device NR 
CG_00 

 
A device was made NR through 
Consistency Groups, and tolerance is off 

 
An SRDF/A session dropped: device not 
ready through consistency group 
 

 
SRDF/A Session dropped link loss _00 

 
A total link loss dropped snow with 
tolerance on or off 

 
An SRDF/A dropped: no SRDF links 
operational 
 

 
SRDF/A Session dropped MSC_00 

 
The snow window timed out in multi box 
mode 

 
An SRDF/A dropped: timeout in MSC 
mode 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 81 of 242 
 

 

 

 
SRDF/A Session dropped HA_00 

 
Timed out waiting on an HA to tell us about 
old IOs 

 
An SRDF/A session has dropped for the 
reason given 
 

 
SRDF/A Session dropped RA_00 

 
R1/R2 activation sequence violated, R1 
commit found R2 inactive 

 
An SRDF/A session has dropped for the 
reason given 
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6 2-Site Multi-Session Consistency 

This section deals with issues that are specific to an implementation requiring multi-session 
consistency, and which are over and above those described in the Generic SRDF Configuration 
Section. 

6.1 Overview of MSC 

 
MSC offers the ability to provide SRDF/A replication of multiple RDF groups with I/O consistency 
across all the groups, whilst still retaining the ability to failover individual RDF groups to deal 
with, for example, application server failures, without impacting the replication of other 
applications. 
 
SRDF/A MSC provides consistency protection for an asynchronous-mode consistency group by 
performing cycle switching and cache recovery operations across all SRDF/A sessions in that 
group. Both the RDF daemon and SYMAPI contain SRDF/A MSC logic to determine whether to 
commit or discard data in the cache when SRDF/A sessions have been deactivated.  
 
Consistency here means that the devices act in unison to maintain the integrity of a database 
distributed across multiple RDF groups within a single Symmetrix, or indeed across multiple 
Symmetrix. If a source R1 device in the consistency group cannot propagate data to its 
corresponding target R2 device, SRDF/A MSC suspends data propagation from all R1 devices 
in the consistency group, halting all data flow to the R2 targets.  
 
MSC cycle-switching and cache recovery operations across all SRDF/A sessions in the 
consistency group ensure a consistent R2 copy of the database during the time that the 
interruption occurred. When an interruption occurs, SRDF/A MSC examines the status of 
SRDF/A sessions and data. Based on the results, MSC either commits the last copy cycle to the 
R2 side or discards it, converting the track to a remote invalid on the R2 device.  
 
Achieving data consistency across multiple RDF groups requires that the cycle switch process 
be coordinated, and that the switch occurs during a very brief period (usually a few ms) when no 
host writes are being serviced. MSC provides a single coordination point to drive the cycle switch 
process. 
 
Implementing consistency protection involves building a composite group (a grouping of device 
groups) and enabling the composite group for consistency protection, at which time the group 
becomes a consistency group and is managed by the new RDF daemon.  
 
An interruption that causes deactivation of the SRDF/A sessions and the suspension of the 
consistency protection can occur in several ways. Deactivation occurs when one or more R1 
source devices in a consistency group cannot propagate data to their corresponding R2 target 
devices. For example: 
 

 RDF links between the R1 and R2 might go down for an extended period of time 
 

 The RDF directors on the R1 side or R2 side might fail 
 
If I/O cannot be propagated from an R1 device in the consistency group to its R2 device, MSC 
suspends remote mirroring on ALL RDF links in the consistency group, in a manner that honours 
dependent write I/Os. 
 
MSC in a concurrent configuration is only supported in Citigroup when used as part of an 
SRDF/Star configuration.  
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6.1.1 Choice of consistency models 

 
For datacentres with many applications and storage frames, consistency comes in two extreme 
flavors (intermediate variations are also possible e.g. consistency at the array level): 
 

A) Enterprise Consistency: All the devices for all applications are in one consistency group. 
Either SRDF/CG (for sync mode) or MSC (for async) is used to manage consistency among 
frames. In case of STAR, one STAR instance is managing the system. The main benefit is that 
in a DR scenario, all the applications on the remote side(s) have the same point in time, and the 
dependencies between them are preserved. However, this solution is much less flexible, as 
application or server level failover is very difficult, or impossible, to provide as applications are 
not independent of each other from a replication perspective. This is an issue as the business 
will commonly want to do application level failover for the following reasons: 
 

 DR testing. For example, before a new application goes live, there is often an extensive 
end-to-end testing of the application failover/failback process. This of course needs 
application level failover to avoid disrupting anyone else. Once live, there are also 
scheduled DR invocation tests too. For this purpose alone, application level failover is 
essential. 

 

 Dealing with component failures in servers. For example, in London, the Storage 
Management team execute failovers about 3 times a month for this purpose alone as 
not all applications have local HA via clustering, but instead rely on SRDF and 
their business continuity server at the remote site.   

 
 

B) Per Application Consistency: Each application maintains its consistency independently, 
with no enterprise consistency. In case of disaster, applications will belong to different point-in-
times and even though each of them will be consistent, transactions that involve multiple 
applications might be inconsistent (registered in one database and not another). Manual work 
may be required to bring the inter-dependent applications into a consistent state. In SRDF terms, 
this configuration means a separate consistency group (for the case of SRDF/S), a separate 
SRDF group (SRDF/A app), or a separate STAR instance (for SRDF/STAR). The major 
advantage here is the ability to failover individual applications. This solution is available today 
with limits on the number of apps resulting from limitations on SRDF groups, STAR instances, 
etc.  
 
Very similar to application-level failover/consistency is server level failover/consistency, but there 
are some important differences: 
 

 Some applications have a 1:1 mapping with a data server. In such cases, server level 
and application level consistency are one and the same. 

 

 Some applications have multiple data servers. Here, data consistency between the data 
servers may be necessary and the volumes both servers form the consistency domain. 

 

 Some servers have multiple applications. There are two variants here: 
 

o Each application on the server has its own set of LUNs. Each application can be 
failed over independently. 

 
o Applications on the server share LUNs. Hence, all applications that share LUNs 

need to be failed over together as there is a hard dependency between the 
applications. Where this is a common model, server level failover may be the 
norm.  

 
In each case, the consistency can be provided either by putting all LUNs in a consistency 
domain into the same RDF group. All must then be failed over together. If some level of 
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independent failover is needed, then MSC can be used to bind multiple RDF groups together in 
a consistent manner. Single RDF groups can then be failed over, although of course your inter-
application consistency is then broken, so you may have to fail over all dependent applications 

anyway to maintain application consistency. In summary, the required consistency domains 

must be identified, and the most appropriate mechanism (single RDF group vs MSC) 

identified to provide this with the required level of failover granularity. 
 
 
The two solutions A & B described above are inherently contradictory. Should one sacrifice 
enterprise consistency for the sake of flexibility i.e. being able to manage each application 
independently? This depends on the requirements and recovery plans of the business. Generally 
what is needed is “business consistency", which is defined here as consistency between a set of 
inter-dependent applications. That is a much smaller domain than the enterprise or datacentre. 
Different business units believe they can address this in different ways: 
 

 Most do not expect there to be automated or storage-enforced consistency 

between applications. They state that they already have alternative mechanisms to 
deal with recovery post disaster; many of these apps were built in days before SRDF. 
We in engineering do not have visibility of the recovery plans, or indeed necessarily the 
relevant expertise, to validate these, and have to take business statements at face 
value. 

 

 Some wish to rely on Storage Array consistency technology. This is an approach 
that has been adopted in Singapore. GDSE also support this model on a smaller scale 
(e.g. using MSC for interdependent applications within an array). 

 
The focus of this Solutions Guide is on the application level consistency and failover model. 
Limited inter-application data consistency is also at the storage level via MSC.  Enterprise level 
consistency is not supported. 
  
 

6.1.2 Running MSC between frames 

 
GDSE strongly discourage spreading a single application across multiple frames, regardless of 
SRDF mode. The remote copy of application data sets spread over multiple storage arrays are 
at risk of being inconsistent in the event of a rolling disaster or other failures. Consistency groups 
would need to be used to protect against such a condition when an application is spread over 
multiple frames. This is undesirable for a number of reasons: 
 

 MSC is less robust that single RDF group SRDF/A replication on a single frame. MSC 
depends on the availability of an external daemon running on a server to execute the cycle 
switches. 
 

 Use of MSC requires additional Consistency Group licenses on all source and target DMX. 
This is over and above SRDF/A licensing. Hence, if you have an application that spans, say, 
3 frames, you need 6 CG licenses. These are licensed per Symm, and based on total 
capacity and hence are expensive to implement as the cost of the licenses is high.  

 

 GDSE has insufficient Symmetrix (a minimum of 4 would be needed) to test and support 
multi-frame consistency configurations and hence would need to rely exclusively on EMC 
testing. 

 
In very rare occasions, there will be a requirement to support MSC between arrays where a 
single application is too large to fit within a single array. Consistency Groups technology should 
not be used to deal with applications that span multiple arrays due to poor data management 
due to the cost and increased operational complexity associated with this technology. 
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Where consistency is needed between multiple applications, this is supported by GDSE in the 
case where applications are all on the same frame. However, the above bulleted caveats still 
apply.  
 
MSC between applications located on separate frames cannot be tested by GDSE and at the 
time of writing is not supported. If necessary, this could be supported, but we would need to rely 
exclusively on EMC for testing and on-going support. Again, the above bulleted caveats apply. 
 

6.2 High-availability of MSC replication 

6.2.1 Overview 

 
It is important to understand that SRDF/A cycle switching for individual RDF groups is controlled 
by the DMX itself, whereas for consistency–enabled Composite groups (a.k.a. Consistency 
Groups), switching is controlled by daemons (storrdfd) running on fibre-attached hosts. This is 
inherently less robust than DMX-controlled cycle switching.  
 
EMC have implemented a live-live control system to improve availability. MSC daemons can be 
running on multiple servers and the active master for each MSC session can change with each 
cycle. As a consequence, the MSC service is highly available by design, and cycle switching (i.e. 
replication) will occur as long as there is at least one storrdfd running on a connected SAN 
management server. No clustering is required to provide high availability. 
 
However, it is important to note that: 
 

 If no storrdfd daemons are available: 
 

o Cycling switching of the MSC-controlled consistency group will cease 
 
o The “time R2 is behind the R1” time will increase 

 
o IOs will be stored in the production DMX SRDF/A cache (at least until this 

becomes exhausted) 
 

 
Once a daemon comes on-line again, it takes over replication control of the MSC group 
again. Hence, it is vital to ensure that multiple servers are configured for MSC control to 
ensure a continual replication service.  

 
 

 The cycle number shown by symrdf query and symstat will vary when an RDF group is 
under MSC control.  

 
# symrdf -cg <cg-name> query -rdfa 
 
shows MSC cycle number which is reset to 0 when MSC control was enabled 

 
# symrdf -g <dg-name> query -rdfa 
 
shows MSC cycle number which is reset to 0 when MSC control was enabled 

 
# symstat -type cycle    
 
shows the original cycle number for the RDF group prior to MSC being enabled. Hence, 
different groups can be on different cycle numbers, even if they are under MSC control 
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and switching in step with eachother. Slightly confusing, especially as symstat gives 
different output than symrdf -g <dg-name> query –rdfa  for a given RDF group. 
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6.3 Configuring MSC support on management servers 

6.3.1 Gatekeeper requirements 

One gatekeeper is required per Composite Group to be put under MSC control. In addition, 
several gatekeepers are required for status querying. It there are insufficient gatekeepers, then 
the switch time may take longer as operations cannot take place in parallel. 
 
Note that it is possible to dedicate up to 20 Gatekeepers for exclusive use by the storrdfd 
daemon to ensure that there are plenty available for MSC control. This is achieved using the 
parameter 
 
storrdfd:rdfd_num_dedicated_gks=20 
 
in the /var/symapi/config/daemon_options file. 
 

6.3.2 High-availability of RDF daemon 

MSC replication control is via the RDF daemon storrdfd. High-availability of the MSC replication 
function is provided by ensuring that there is a minimum of two RDF daemons active at any one 
time at the source site. 
 
The RDF daemon is enabled with the following entry in /var/symapi/config/options 
 
SYMAPI_USE_RDFD = ENABLED 
 
The daemon can be set to start automatically every time the local host is booted. This is known 
as installing the daemon. If the Daemon is stopped for some reason (other than deliberately via 
the storrdfd shutdown command), it can be automatically restarted by in internal Solutions 
Enabler watchdog mechanism. A combination of the watchdog mechanism and auto-start option 
above can be used to ensure that the daemon is always running. 
 
The RDF daemon (storrdfd) can be “installed” with the following command. 
 
# stordaemon install storrdfd -autostart 
 
Installing the daemon ensures that the watchdog daemon restarts the storrdfd if it fails. The –
autostart ensures that the storrdfd is started at system boot time. A daemon that is shutdown 
(rather than dies or is killed) is not restarted by the watchdog daemon. 
 
Note that any symrdf command (e.g. symrdf list) will cause a shut down daemon to start up 
again. 
 
The status of the storrdfd can be checked with the command 
 
# stordaemon show storrdfd 
 
Sarbbunker1# stordaemon show storrdfd 

 

  Daemon State                    : Running 

  Daemon Start Time               : Thu Apr 13 09:18:45 2005 

  Version                         : T6.0-623 (0.43) 

  Auto-Restart by Watchdog        : Enabled 

 

  Total Number of Connections     : 1 

  Number of Active Connections    : 1 

  Total Number of Requests        : 0 

 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 88 of 242 
 

 

6.4 Use of Composite groups 

 
MSC is controlled via Composite groups. To implement MSC for a set of device groups, it is 
necessary to: 
 

1. Create the Composite Group enabled for RDF daemon controlled consistency, and 
populate the Composite Group with the devices from the device groups that are to be 
bound together from a consistency perspective. 

 
2. Replicate composite group to other SRDF/A management servers 

 
3. Enable the Composite group for consistency i.e. enabling Multi-Session Consistency 

replication. 
 

6.4.1 Scalability restrictions 

 

6.4.1.1 5x71 microcode and SE6.3 or earlier 

 
Originally there is a limit on the number of device groups that can be within a Composite Group 
for which consistency can be enabled. Experimentation found that the maximum was 18 
sessions. EMC later confirmed that the maximum possible is 22 (√512), although for any given 
implementation, this number could be lower. Hence, the maximum number of device groups that 
can be brought under MSC control on a single DMX was at most 22, often less. This limit also 
applies the total number of device groups within Composite Groups across the whole DMX. 
Hence, you can have neither 24 device groups in a single Composite group, nor 4 Composite 
Groups each of 8 device groups.  
 

6.4.1.2 5772 microcode and SE6.4.2 or later 

 
With 5772 and SE6.4.2, the above hard limit of  ~22 has been remediated. EMC has tested up 
to 128 RDF groups in an MSC cg. Citi has only tested up to 30 due to lab facility constraints. Citi 
found in testing that with large numbers of RDF groups, the transfer of the delta sets does not 
occur at the same rate for all groups. Hence, some RDF groups will complete their individual 
cycles later than others. This can lead to cycle extension as all delta sets must be transferred or 
applied before the group cycle switching can take place.  
 

6.4.2 Creating the Composite Group 

 
The following is an example of how to setup a composite group called multi that binds together 
devices in RDF groups 3, 4 and 5. The Source DMX has a SID of 0822. 
 
Put all the devices in RDF groups into a composite group called multi. The –rdf_consistency flag 
places the composite group under the control of the rdf daemon. 
 
# symcg create –type rdf1 –rdf_consistency  multi 
# symcg –cg multi addall dev –rdfg 3 –sid 0822   
# symcg –cg multi addall dev –rdfg 4 –sid 0822   
# symcg –cg multi addall dev –rdfg 5 –sid 0822   
 
Note that it is important to clean up composite groups when no longer needed (using symcg 
delete) as these are stored in the DMX (not the local host as with a device group) and can cause 
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issues if another host attempts to use symcg commands. If one does not do this, the storrdfd 
daemon keeps seeing groups in the DMX that are no longer being used. 
 
The opposite of addall is rmall. The following commands will remove the Composite Group multi. 
 
# symcg –cg multi rmall –rdfg 3 
# symcg –cg multi rmall –rdfg 4 
# symcg –cg multi rmall –rdfg 5 
# symcg delete multi 
 
Note that creating the composite group has no immediate effect on the replication of the 
individual RDF group cycles.  
 
 
# symcg show multi 
 
“RDF Consistency Protection Allowed” entry should be Yes. 
 
At this point “RDF Consistency Enabled” should be “No”. 
 
 

6.4.3 Synchronizing Composite Group definitions across management server 

 
The definition of each composite group defined for MSC replication must be replicated to all 
management servers responsible for providing an RDF daemon for MSC control. This is best 
achieved by using GNS in a 2-site implementation.  
 
GNS provides the ability to store Composite Group definitions in a shared repository located on 
each Symmetrix array, which then becomes visible to all hosts that are configured to run 
Solutions Enabler. This allows all GNS-enabled hosts to see the same group definitions across 
the Symmetrix environment, while sharing real-time updates to group definitions and 
configurations made by other hosts. 
 
Instructions for enabling GNS can be found in the document “Solutions Enabler 6.x” Solutions 
Guide  
 
http://engineering.ti.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05016-sg.pdf 
 
 

6.4.4 Enabling MSC replication 

 
At this point, RDF consistency will not be enabled, but individual RDF group sessions will be 
active (i.e. cycling under DMX control) 
 
# symrdf –cg multi query –rdfa 
 
In output from the above command, check “RDFA MSC Info” section. MSC Session status 
should be “N/A”. Consistency State will also be “N/A”  
 
Then check that under the RDFA Info section for each RDF group, that the Session Status 
should be “Active”. This indicates that the cycling of that group is under DMX control, rather than 
MSC control.  
 
Also, at this point at this point “RDF Consistency Enabled” should be “No”. 
 

http://engineering.ti.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05016-sg.pdf


 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 90 of 242 
 

 

Now enable consistency between the individual device group devices (i.e. across the entire 
composite group) and confirm that multi-session consistency is active 
 
# symcg –cg multi enable 
 
# symrdf –cg multi query –rdfa 
 
In output from the above command, check “RDFA MSC Info” section. MSC Session status 
should now be “Active”, although Consistency State will remain “INCONSISTENT” until 2 cycles 
have completed. 
 
Also check that under the RDFA Info section for each RDF group, that the Session Status is 
“Active -  MSC”. This indicates that the cycling of that group is under MSC control, rather than 
DMX control (where “Session Status” would be “Active”).  
 
Also, at this point at this point “RDF Consistency Enabled” should be “Yes”. 
 
When MSC is enabled, it will: 
 

 wait until all current cycles have completed. This will result in some individual most 
session cycles being extended beyond their usual durations 

 

 All groups will then begin cycle switching in unison 
 
Individual session cycle numbers (as shown by symstat) will not be reset and may vary. 
However, all delta set switches across all the sessions will now begin to occur simultaneously. 
Symrdf query –rdfa will show the cycle # as initially reset to 0 when MSC is enabled. 
 
During this process, the RDFA MSC Info (observable with # symrdf –cg multi query –rdfa) will 
change undergo the following changes: 
 

MSC Session Status N/A  Inactive  Active  Active 

Consistency State N/A  Inconsistent  Inconsistent  Consistent 

 
 
MSC replication will stop if: 
 

 No daemons are available 
 

 One (or more) of the RDF groups cannot replicate (link down). Replication of the other 
groups will then be held to ensure consistency. 
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6.5 Cycle time under MSC 

 
When RDF groups are under Multi-Session Consistency (MSC) control, cycle time increases as 
a function of latency. This is NOT due to lack of bandwidth but due to the overhead of the 
latency in controlling the SRDF/A delta set switching process process. The following graph 
shows an example of how cycle time extends for MSC-controlled replication as a function of 
latency. The minimum cycle time was set to 30 seconds. 
 

 
Note that the cycle time is also a function on the number of RDF groups under MSC control, and 
not simply a singular function of latency. The following graph demonstrates how cycle time 
changes as a function of the number of RDF groups under MSC control for a fixed latency (in 
this case 250ms).  
 

 
Hence, use of MSC will extend cycle times beyond the preset minimum in most implementations 
with any significant latency. 
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7 Concurrent  3-site SRDF/A configuration  

7.1 General comments 

This section deals with issues that are specific to a concurrent SRDF implementation and which 
are over and above those described in the Generic SRDF Configuration Section. It gives Best 
Practice for how to configure device groups at each site depending on the synchronous target 
R2 configuration and desired synchronous leg failover functionality. 
 

 
If Concurrent SRDF is being configured to support SRDF/Star, then much of the Best Practice in 

this section will be superceeded by the Star-specific Best Practice in the document “SRDF/Star 

for Open Systems” Solution Guide. 
 

 

7.2 Licensing 

 
For concurrent SRDF, an additional SRDF license must be purchases for the source DMX so 
that you have both SRDF/S and SRDF/A licensed.  
 
See the SRDF/Star Solutions Guide for licensing requirements for SRDF/Star. 
 

7.3 Device group definitions 

 

 
This section does not apply to SRDF/Star configurations, as Device Groups are not used 
with SRDF/Star.  
 

 
Defining the device groups to be use to control an SRDF/A implementation is more complex 
than with a simple 2-site synchronous SRDF implementation. This is due to functionality 
limitations with the EMC technology.  
 

Limitation A: Devices can only be in one device group – BCV control issue 
 
An additional BCV is required at the SRDF/A target site for resynchronisation protection. For 
sites that build their R2s from an unmirrored R2 STD device and a BCV (permanently 
established) for COB use, then there is now an issue with controlling both sets of BCVs for the 
same standard using a single device group. Multiple device groups cannot be used as the R2 
STD can only be on one group. 
 
As a consequence, it is recommended that the Async R2 always be a mirrored pair 
(R2=M1+M2) and that the SRDF/A PIT BCV also be used for COB testing. This configuration 
also ensures that the R2 is protected at all times, even during COB testing. It does, however, 
require co-ordination on the use of the SRDF/A target site BCVs. 
 
 

Limitation B:  remote BCVs cannot be defined in two different RDF groups within a single 

device group 

 
It is not possible to have remote BCVs defined in a device group for two different RDF groups. 
Hence, in a Concurrent SRDF configuration, it is not possible to control remote BCVs at both 
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target sites from the source site. See Section 7.3.3 & 7.3.4 for diagrams of configurations for 
which this would be an issue. 
 
 

Limitation C: GNS remote mirroring is not supported at present with devices running 

concurrent SRDF 
 
 

Limitation D: Devices can only be in one device group – subset failover issue 
 
Subset failover (of a single server) down the synchronous leg requires a device group that only 
contains the devices owned by that server. SRDF/A failover must cover all disks in the device 
group. Hence, the scope of the device groups required for SRDF/A and SRDF/S failover in a 
concurrent configuration differ. Multiple device groups cannot be used as the R1 STD can only 
be on one group. Note that subset failover on the synchronous leg of a concurrent SRDF 
configuration is not recommended either by EMC nor GDSE, but is necessarily being supported 
to meet business requirements. 
 
Furthermore, there are 5 different configurations that must be supported; one for 2-site and four 
permutations for 3-site implementations: 
 

1. 2-site SRDF/A with the R2 comprised of a mirrored pair of disks (M1+M2) 
 

 Configuration impacted by Limitation A (although only where COB testing is done on 
a BCV).  

 
 

2. 3-site SRDF/A with the Sync target R2 comprised of a mirrored pair of disks (M1+M2). 
Subset failover to the synchronous target site is not required. 

 

 Configuration impacted by Limitation C 
 
 

3. 3-site SRDF/A with the Sync target R2 comprised of a mirrored pair of disks (M1+M2). 
Subset failover to the synchronous target site is required.  

 

 Configuration impacted by Limitations C & D 
 
 

4. 3-site SRDF/A with the Sync Target R2 comprised of an unmirrored disk plus a BCV 
(M1+BCV) and async R2 comprised of a mirrored pair of disks (M1+M2). BCVs used for 
COB testing. Subset failover to the synchronous target site is not required. 

 

 Configuration impacted by Limitations A, B & C  
 
 

5. 3-site SRDF/A with the Sync Target R2 comprised of an unmirrored disk plus a BCV 
(M1+BCV) and async R2 comprised of a mirrored pair of disks (M1+M2). BCVs used for 
COB testing. Subset failover to the synchronous target site is required.  

 

 Configuration impacted by Limitations A, B, C & D 
 
 

Hence, there is no single clean solution to cover all of these configurations. A slightly different 
recommendation is required for each configuration, but this best practice has been formulated to 
minimize the differences between the configurations as much as possible. For example, with all 
these configurations, the SRDF/A resynchronisation script can be run from either the source or 
SRDF/A target site, and the same process used in all configurations in all cases.  



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 94 of 242 
 

 

 
Use of device files has deliberately been avoided. 
 
The following table (following page) attempts to summarize the device group configuration best 
practice. It defines what should be in the device group at each site and whether GNS remote 
mirroring can be used for device group replication from the source to the target sites. GNS of 
course can be used between redundant SAN management servers on the same site. 
 

 

 

 

Configuration 

 

Device Group Contents 
 

 

Can GNS replicate 

to target sites? 

  Source DMX SRDF/S target SRDF/A target   

1 2-site 
R2=M1+M2 

 
All R1s in RDF group 
+ remote SRDF/A PIT 
BCV 

N/A All R2s in RDF group + 
local PIT BCV 

Yes 

2 3-site 
Sync R2=M1+M2 
Async R2=M1+M2 
No subset failover 

All R1s in RDF group 
+ remote SRDF/A PIT 
BCV 

All R2s in RDF 
group  

All R2s in RDF group + 
local SRDF/A PIT BCV 

No* /** 

3 3-site 
Sync R2=M1+M2 
Async R2=M1+M2 
With subset failover 

All R1s in RDF group 
+ remote SRDF/A PIT 
BCV 

Separate DG 
for R2 devices 
belonging to 
each server 

All R2s in RDF group + 
local SRDF/A PIT BCV 

No*/**/*** 

4 3-site 
Sync R2=M1+BCV 
Async R2=M1+M2 
No subset failover 

All R1s in RDF group 
+ remote SRDF/A PIT 
BCV (also used for 
COB testing) 

All R2s in RDF 
group  + local 
COB BCV 

All R2s in RDF group  + 
local SRDF/A PIT BCV 

No */** 

5 3-site 
Sync R2=M1+BCV 
Async R2=M1+M2 
With subset failover 

All R1s in RDF group 
+ remote SRDF/A PIT 
BCV (also used for 
COB testing) 

Separate DG 
for R2 devices 
+ local COB 
BCV belonging 
to each server 

All R2s in RDF group  + 
local SRDF/A PIT BCV 

No */**/*** 

 
*  GNS remote mirroring not supported for concurrent SRDF 
**  Different STDs specified at Sync target site 
***  Different (or no) BCV specified at Sync target site. 
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7.3.1 Configuration 2: 3 site SRDF/A with mirrored R2s. No subset failover 

 

 

 

Configuration:   Config 2: 3-site 
Sync R2=M1+M2 
Async R2=M1+M2 
No subset failover 

Device Group contents: 

 Source DMX  All R1s in RDF group + remote SRDF/A PIT BCV 

 SRDF/S Target  All R2s in RDF group 

 SRDF/A Target  All R2s in RDF group + local SRDF/A PIT BCV 
 

Device Group Replication GNS replication to remote sites not supported in  
concurrent configuration. O.K. to local replicas. 

 
 
This is the first of 2 possible 3-site configurations for sites where COB testing is undertaken by 
invoking COB and running from the R2. In such cases, the BCV at the Async site is only used for 
SRDF/A resynchronisation. 
 
BCVs can be controlled from either async site, but for entire RDF group only. 
 
Note, however, that this configuration does not permit failover to the synchronous site at the 
server level; only failover of whole RDF groups (applications) is supported. However, this 
configuration is simpler to manage than the subset failover alternative. All management can be 
undertaken from the source site. 
 
Furthermore, failover of an entire RDF group in consistent with EMC best practice and 
compatible with SRDF/STAR. 
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7.3.2 Configuration 3: 3 site SRDF/A with mirrored R2s. With subset failover 

 

 
 

Configuration:   Config 3: 3-site 
Sync R2=M1+M2 
Async R2=M1+M2 
With subset failover 

Device Group contents: 

 Source DMX  All R1s in RDF group + remote SRDF/A PIT BCV 

 SRDF/S Target  Separate DG for R2 devices belonging to each server 

 SRDF/A Target  All R2s in RDF group + local SRDF/A PIT BCV 
 

Device Group Replication GNS replication to remote sites not supported in  
concurrent configuration. O.K. to local replicas. 

 
 
This configuration is similar to the previous one, but also permits failover to the synchronous site 
at the server level. 
 
This is more flexible than the previous configuration, but is less compatible with SRDF/Star 
developments of concurrent SRDF/A. 
 
Note that subset failover on the synchronous leg of a concurrent SRDF configuration is not 
recommended either by EMC nor GDSE, but is necessarily being supported to meet business 
requirements. 
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7.3.3 Configuration 4: 3-site SRDF/A with unmirrored Sync R2 + COB BCV. 
No subset failover. 

 

 

Configuration:   Config 4: 3-site 
Sync R2=M1+BCV; Async R2=M1+M2 
No subset failover 

Device Group contents: 

 Source DMX  All R1s in RDF group + remote SRDF/A PIT BCV  
(also used for COB testing) 

 SRDF/S Target  All R2s in RDF group  + local COB BCV 

 SRDF/A Target  All R2s in RDF group  + local SRDF/A PIT BCV 
 

Device Group Replication GNS replication to remote sites not supported in  
concurrent configuration. O.K. to local replicas. 

 
This is the first of 2 possible 3-site configurations for sites where COB testing is undertaken by 
running from a BCV. The BCV at the Async site will be used for both COB testing and SRDF/A 
recovery and usage will need to be co-ordinated. 
 
BCVs can be controlled from either async site, but for entire RDF group only. 
 
Note, however, that this configuration does not permit failover to the synchronous site at the 
server level; only failover of whole RDF groups (applications) is supported. However, this 
configuration is simpler to manage than the subset failover alternative.  
 
All SRDF management can be undertaken from the source site. 
 
Furthermore, failover of an entire RDF group in consistent with EMC best practice and 
compatible with SRDF/STAR. 
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7.3.4 Configuration 5: 3-site SRDF/A with unmirrored Sync R2 + COB BCV. 
With subset failover. 

 
 

 

Configuration:   Config 5: 3-site 
Sync R2=M1+BCV 
Async R2=M1+M2 
With subset failover 

Device Group contents: 

 Source DMX  All R1s in RDF group + remote SRDF/A PIT BCV  
(also used for COB testing) 

 SRDF/S Target  Separate DG for R2 devices and local BCVs  
belonging to each server 

 SRDF/A Target  All R2s in RDF group  + local SRDF/A PIT BCV 
 

Device Group Replication GNS replication to remote sites not supported in  
concurrent configuration. O.K. to local replicas. 

 
 
This configuration is similar to the previous one, but also permits failover to the synchronous site 
at the server level. This is more flexible than the previous configuration, but is less compatible 
with SRDF/STAR. It is anticipated that this is the configuration that will be used in NAM and 
Tokyo. 
 
Note that subset failover on the synchronous leg of a concurrent SRDF configuration is not 
recommended either by EMC nor GDSE, but is necessarily being supported to meet business 
requirements. 
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7.4 Worked example of a non-Star 3-site RDF group configuration 

 

 
This example refers to a non-Star Concurrent SRDF setup. For an example opf how to setup 
SRDF/Star RDF groups, see the SRDF/Star Solution Guide. 
 

This example is for 5x71 microcode.  
 

 
The fundamental difference between 2-site and 3-site SRDF/A implementations is that the 3-site 
configuration has an additional SRDF/S replication session for each source volume in addition to 
the SRDF/A session. 
 
Hence, each set of disks in an RDF group to be used for SRDF/A must also be members of an 
additional RDF group which will be used for SRDF/S replication to the local COB DMX. 
 
The maximum number of RDF groups that can be supported on a DMX with microcode 5x71 is 
64 (128 for 5772). 2 RDF groups (usually groups 1 and 2) will be used for the static RDF links 
that need to exist between each pair of DMX prior to creation of Dynamic RDF groups. Hence, 
the maximum number of Concurrent SRDF sessions with 5x71 is 31 (62 for 5772) .  
 
The mapping of RDF groups to RA ports for concurrent SRDF has already been covered in the 
Planning section of this document and is not repeated here. 
 
The diagram below summarizes a fictitious Concurrent SRDF implementation.  You may find it 
useful to draw up your implementation in this manner.  
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RDF groups 1 and 2 are used for the underlying static RDF groups between each pair of DMX. 
Hence, the Dynamic RDF groups start at 3. It is recommended that Synchronous legs be given 
odd RDF numbers, and the corresponding Async leg the following even number. This will help 
avoid manipulating the wrong leg in a concurrent SRDF environment. For example, for an 
application with RDF group 5 for the SRDF/S leg, the corresponding SRDF/A leg should use 
RDF group 6. 
 

Each set of LUNs is a member of two RDF groups 
 
In the following example, the entire application is to be failed over as a single logical entity, as 
per Configuration 2. Configuration of subset failover down the Synchronous leg of a subset of an 
RDF group is covered in a later section.   
 
Concurrent SRDF configuration is comprised of the following main steps: 
 

1. Create Synchronous Leg RDF group 
2. Populate with LUNs, establish and create device group 
3. Create Asynchronous Leg RDF group 
4. Populate with LUNs and establish 
5. Check concurrent SRDF set up 
6. Enable SRDF/A replication on the appropriate leg 
7. Add BCVs into device group. Establish BCVs. 
8. Ensure that device group definitions at remote sites are up to date 

 
 
The following example is for the Application 1 in the above diagram. RDF group 3 has been 
allocated to Local RAs 3A/14B (on source DMX 0822) and remote RAs 3A/14B (on Async target 
DMX 1497). RDF group 34 has been allocated local RAs 3C/14D and remote RAs (on Sync 
target DMX 1135) of 3A/14B. The device pairsfile called pairsfile_App1 contains meta devices 
0001 though 000D (meta heads only). The local device group is to be called App1. The DSE 
pool is called DSE.  
 
 

 

1. Create Synchronous Leg RDF group 

 
Do not specify a link limbo timer setting. SRDF/S RDF groups should be left with the default 10 
second value. 

 
# symrdf addgrp –label DYN3 –rdfg 3 –sid 0822 –dir 3C –remote_rdfg 3 –

remote_sid 1135 –remote_dir 3A  

 

# symrdf modifygrp –add –rdfg 3 –sid 0822 –dir 14D –remote_dir 14B 

 
 
 

2. Populate with LUNs, establish and create device group 
 

Use –g option to automatically create the device group. 
 
# symrdf –file pairsfile_App1 –sid 0822 –rdfg 3 createpair –type rdf1  

     –establish –g App1 

 

 

 

3. Create Asynchronous Leg RDF group 

 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 101 of 242 
 

 

SRDF/A RDF groups should have their link limbo timer set to 60 seconds with 5x71 where the 
Transmit Idle is not used. 

 

For 5x71 
 

# symrdf addgrp –label DYN4 –rdfg 4 –sid 0822 –dir 3A –link_limbo 60  

–remote_rdfg 4 –remote_sid 1497 –remote_dir 3A –rem_link_limbo 60 

 

# symrdf modifygrp –add –rdfg 4 –sid 0822 –dir 14B –remote_dir 14B 

 

For 5772 
 

# symrdf addgrp –label DYN4 –rdfg 4 –sid 0822 –dir 3A –remote_rdfg 4 –

remote_sid 1497 –remote_dir 3A 

 

# symrdf modifygrp –add –rdfg 4 –sid 0822 –dir 14B –remote_dir 14B 

 
If DSE is to be used for this RDF group, then it need to be configured on both the source and 
target symmetrix: 
 
# symconfigure –f <command-file> -sid 0822  commit 

# symconfigure –f <command-file> -sid 1497  commit 

 
where command-file contains: 

 
set rdf group 4, rdfa_dse_pool=DSE emulation=fba; 

set rdf group 4, rdfa_dse_threshold=40; 

set rdf group 4, rdfa_dse_autostart=ENABLE; 

 

 

 

4. Populate with LUNs and establish 

 
Do not use –g when populating the second SRDF leg as the device group already exists. 

 
# symrdf –file pairsfile_App1 –sid 0822 –rdfg 4 createpair –type rdf1  

     –establish 

 

 

5. Check concurrent SRDF set up 
 
Use the “–rdfg all” option to ensure that both RDF legs are shown. 
 
# symrdf -g App1 query -rdfg all 

 

 

Device Group (DG) Name             : App1 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000187700822 

Remote Symmetrix ID                : 000187721497  

RDF (RA) Group Number              :  4  

Remote Symmetrix ID                : 000187721135  

RDF (RA) Group Number              :  3  

 

 

       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDA   STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV001  0001 RW       0        0 RW 0001 WD       0        0 S..   SyncInProg 

             RW       0        0 RW 0001 WD       0        0 S..   Synchronized 
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DEV002  0005 RW       0        0 RW 0005 WD       0        0 S..   SyncInProg 

             RW       0        0 RW 0005 WD       0        0 S..   Synchronized 

DEV003  0009 RW       0        0 RW 0009 WD       0        0 S..   SyncInProg 

             RW       0        0 RW 0009 WD       0        0 S..   Synchronized 

DEV004  000D RW       0        0 RW 000D WD       0        0 S..   SyncInProg 

             RW       0        0 RW 000D WD       0        0 S..   Synchronized 

 

 

Total          -------- --------           -------- -------- 

  Track(s)            0        0                  0        0 

  MB(s)             0.0      0.0                0.0      0.0 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 

 

             
This show that each source device has two RDF Pair states. In this case, one is synchronized 
and the other is Synchronizing. Unfortunately, the output does not clearly show which RDG 
group each entry is associated with.  
 
Each RDF group can be separately interrogated. When in a concurrent SRDF configuration is 
necessary to specify which RDF group the command applies to. 
 
For the Async leg 
 
# symrdf -g App1 query -rdfg 4 

 

 
For the Sync leg 
 
# symrdf -g App1 query -rdfg 3 

 

 

6. Enable SRDF/A replication on the Async leg 

 
The enable command enables consistency between devices within the device group. 

 
# symrdf –g App1 –rdfg 4 set mode async -noprompt 

# symrdf –g App1 –rdfg 4 enable 

 

 

7. Add BCVs into device group. Establish BCVs. 
 

BCVs can be added to groups either using existing local tools used at your site for BCV 

management or using the scripts provided as part of this Solution. A script called add_PIT_BCV 
(see Appendix B for further details) is available to automate this process using a simple STD-to-

BCV input-mapping file. A script called rm_PIT_BCV is also available to backout the additions. 
 
 Alternatively, this can be achieved manually using the syntax in the example below. 
 
On the management server at the source site, the BCVs in the target DMX should be associated 
as remote BCVs.  
 
On the management server at the target site, the BCVs in the target DMX should be associated 
as local BCVs. 
 

Example 
 
SRDF/A RDF group 3 contains 4 standard volumes. The group associated with this RDF group 
is App1. The PIT BCVs to be associated with the R2 volumes are 02AD, 02B1, 02B5, 02B9. The 
–rdf flag indicates that these are remote BCVs.  
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# symbcv -g App1 -sid 0822 associate dev 02AD RBCV02AD -rdf -rdfg 4 

# symbcv -g App1 -sid 0822 associate dev 02B1 RBCV02B1 -rdf -rdfg 4 

# symbcv -g App1 -sid 0822 associate dev 02B5 RBCV02B5 -rdf -rdfg 4 

# symbcv -g App1 -sid 0822 associate dev 02B9 RBCV02B9 -rdf -rdfg 4 

 
# symmir –g App1 establish –full –opt_rag –rdf -nop 

 
 
 

8. Ensure that device group definitions at remote sites are up to date 

 
GNS remote mirroring of device groups that contain Concurrent SRDF device is not supported 
(they do not get replicated). Hence, it will be necessary to manually define the device groups at 
each of the remote sites.  
 
The author is aware that the pre-GNS procedures for maintaining remote device groups differ 
enormously from site to site (manual entry, export/edit/import of device group definitions, scripts 
that process a device list, etc). Sites should continue to use these processes for concurrent 
SRDF device group management. 
 

7.5 Multi-Session Consistency with Concurrent SRDF 

 
Multi session consistency (MSC) is only supported for Concurrent SRDF when used as part of 
an SRDF/Star environment. See the SRDF/Star Solutions Guide 
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-06050-SG.pdf for further details. 
 
 

http://gdse.ny.ssmb.com/GDSE_docs/GDSE-06050-SG.pdf
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8 Operational procedures 

 
These operational procedures refer to 2-Site SRDF/A and 3-Site Concurrent SRDF. For 

operational procedures for SRDF/Star, refer to the “SRDF/Star for Open Systems” Solutions 
Guide. Similarly, the operational scripts referenced in this section in general do not apply to 
SRDF/Star implementations. 
 

 
This section covers operational issues that are likely to be encountered on a regular basis by the 
SAN management team (or SAN BAU team) after initial configuration has been completed. 
 
For each activity, best practice examples of each process are given. In addition, for most 
activities, scripts are being provided that will automate the proceses.  
 
Note, however, that some scripts have certain necessary assumptions built into them which 
means that they may not be fully compatible with all existing local practice and procedures. Also 
there may be the need for some additional manual steps to be undertaken, depending on local 
practice. In particular there may be issues relating to:  
 

 Device group management (both creation and “replication” of device group definitions to 
local and remote SAN mangement servers). 

 

 Formation of synchronous target R2s. These scripts are designed to work with mirrored 
R2s. If R2s are comprised of unmirrored R2 + BCV, then additional steps will be 
required to managed these additional BCVs. 

 

 Local naming conventions for logical devices and device groups.  
 

Nevertheless, they do provide fully working scripts which can be used "as is" where the various 
assumptions are valid. Alternatively, they can be taken and have minor modifications made to 
them to work within your environment.  
 
These scripts and procedures assume that the SRDF/A target machine R2 is a mirrored pair. 
They have been tested against an environment where the synchronous target R2 is also a 
mirrored pair. This will not be the case in all regions and some additional changes may be 
necessary to deal with any additional management of synchronous target BCVs. 
 

 
 

8.1 Storage provisioning with multi-session SRDF/A 

8.1.1 Overview of issues 

 
Historically, most SRDF/S implementations within Citigroup have used a single static RDF group 
between production (R1) and corresponding COB (R2) Symmetrix. R1/R2 pairs are typically all 
members of the same RDF group and will typically be pre-established before the storage is 
allocated out to end-users.  
 

 
It is assumed that the reader is familiar with existing synchronous SRDF and TimeFinder 

operations, and related activities such as device group manipulation. This document only 

deals with new SRDF/A specific issues. 
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SRDF/A offers a new set of challenges. In a typical deployment: 
 
 

 Each application will have its own RDF groups for SRDF/A (two RDF groups for a 3-site 
concurrent SRDF implementation). 

 

 As devices are allocated to an application (either initial allocation or through growth in 
storage requirements for an existing application), they will now also need to be added to 
the appropriate RDF group (and device groups) and synchronized. Corresponding 
SRDF/A PIT BCVs will also need to be configured as the SRDF/A target site. 

 

 A procedure will now also be needed to remove devices from an RDF group when they 
are no longer needed by the application.  

 
 
Each region has different procedures and scripts for managing device groups and hence it is not 
possible to provide a single script that will meet everyone’s needs. Instead the steps required are 
shown, and these can be worked into local scripts as required. Alternatively, it may be possible 
for local practices and procedures to be changed to use the scripts provided as is. 
 
 

8.1.2 Creating a dynamic RDF group 

 
If the storage is for an existing SRDF/A replicated application, there is no need to create a new 
RDF group.  
 
If this is a new application that is moving to SRDF/A usage, then new RDF group(s) will be 
required for use with these applications. The syntax for creating RDF groups for both 2-site 
SRDF/A and 3-site concurrent SRDF has already been discussed in Sections 5 (Generic 
SRDF/A) and Section 7 (Concurrent SRDF/A) and are not covered here.  
 
 

8.1.3 Setting RDF group parameters 

 
Parameters specific to the RDF group may need to be changed from default (e.g. session 
priority). This is optional. 
 
Configuration of RDF group parameters has already been covered in Section 5.4. 
 
 

8.1.4 Adding devices to a dynamic RDF group – 2-site implementation 

 
Expanding the storage allocated to an application is very painful with SRDF/A as it is not 
possible to do the full establish until after the volume(s) have been added to the application’s 
RDF group. In other words, it is not possible to full establish volumes that are not allocated to 
applications in advance as is usually done in an SRDF/S environment, so that volumes are 
replicating before allocation to hosts. As a consequence, the LUN allocation process when used 
with SRDF/A now involved the additional steps of adding the volumes to the relevant RDF group, 
and executing a full establish for those volumes, which may take some time to complete.  
 
As a consequence, you may want to consider: 
 

 Not LUN masking new volumes to hosts until the synchronization of those new volumes 
has completed 
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 If many volumes are being added, and the sychronization is likely to take an extended 
period, then you may want to add the volumes to the RDF group and resynchronize well 
in advance of the actually LUN masking process (e.g. a week in advance). 

 
 
The process for adding the initial set of devices for an application into an RDF group has already 
been discussed in Sections 5 and 7. For additional devices that are allocated to an application at 
a later time, it will be necessary to: 
 

1. Disable consistency for the RDF group 
2. Set the replication mode to adaptive copy  
3. Add the new devices into the RDF group and establish RDF pair 
4. Add the new devices into the local device group  
5. Set the replication mode back to asynchronous and enable consistency 
6. Add the remote SRDF/A PIT BCV into the device group  
7. Establish the new SRDF/A PIT BCV. 
8. Update device groups at remote site. 

 
 

A script called 2site_add_device is available to automate the process for multiple devices. See 
Appendix B for further details. At the time of writing, the script 2site_add_device does not split off 
a point-in-time (PiT) copy at the start of the process, or re-establihs it at the end. This would 
need to be done manually first before the script is run. Similarly, the PiT copy would need to be 
established again at the end.  
 
The following example shows the steps involved for a 2-site SRDF/A implementation. The 
following assumes the Async R2 is a mirrored standard. 
 
The example shows the addition of a single device 0005 to an application. Both the R1 and R2 
have Volume ID 0005. The application uses RDF group 3. The device group containing existing 
devices for this application is DG03. The SRDF/A point-in-time BCV that is nominated for use 
with STD 0005 is BCV 02B1. The SID of the source DMX is 0822. 
 
First, a pairsfile for the new device must be created of the following form: 
 
# cat pairsfile_DYN03_0005 
0005 0005 
 
A consistent point-in-time copy of the existing storage in the RDF group should be taken as R2s 
will not be consistent during the resync. The following assumes that the BCV is already 
established with the R2. If not, then it will need to be established first.  
 
# symmir –g DG03 –consistent –rdf split -nop 
 
It is then necessary to change the replication mode for RDF group 3 from asynchronous mode 
as it is not possible to add devices to an SRDF/A-enabled RDF group. Suspending replication is 
not sufficient. 
 
Change mode to adaptive copy. Disable consistency first. 
 
# symrdf –g DG03 disable -nop 
# symrdf –g DG03 set mode acp_wp –nop 
 
 
Add new device to RDF group and device group 
 
# symrdf –file pairsfile_DYN03_0005 –sid 0822 -rdfg 3 createpair –type rdf1 –establish –nop 
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# symld –g DG03 add dev 0005 
 
 
Put RDF group back into async mode and enable consistency. Once back in async mode, during 
the resync of the added volumes, all volumes (existing and new) will go into SyncInProg mode, 
but will then automatically go into consistent state once the new volumes have synchronized.  
 
# symrdf –g DG03 set mode async –nop 
# symrdf –g DG03 enable -nop 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The above query command illustrates that when the new device is syncing (DEV003), the 
original devices also go into SyncInProg state even though there is no data to copy.  Once 
DEV003 is synchronized, all devices in the group will enter consistent RDF pair state. 
 
Where large volumes of data need to be synchronized, it is better to leave the RDF group in 
adaptive copy mode until the new volumes have or have nearly synchronized, and only change 
the mode to async at that time. This is because resyncs. with adapative copy will be faster as 
SRDF/A resyncs are limited to 30,000 tracks per cycle. 
 
When the synchronization is complete, the BCVs can be re-established with the R2s. 
 
# symmir –g DG03 establish -nop 
 
Add the nominated SRDF/A PiT BCV to the device group and just establish the new PiT BCV 
 
# symbcv –g DG03 –sid 0822 associate dev 02B1 RBCV02B1 –rdf 
# symmir –g DG03 attach DEV003 bcv ld RBCV02B1 –rdf –nop 
# symmir –g DG03 establish –full DEV003 bcv ld RBCV02B1 –rdf -nop 
 
 
Confirm RDF and TimeFinder establishes have all completed 
 
# symrdf –g DG03 query 
# symmir –g DG03 query –rdf 
 
 
If GNS is enabled (recommended), device groups on other local (redundant) SAN management 
servers will be updated. If not, then they will need to be manually updated.  

# symrdf -g DG03 query 

 

 

Device Group (DG) Name             : DG03 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000190100822 

 

 

       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDA   STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV001  0151 RW       0        0 RW 0151 WD       0        0 A..   SyncInProg   

DEV002  0155 RW       0        0 RW 0155 WD       0        0 A..   SyncInProg   

DEV003  0005 RW       0   448645 RW 0005 WD       0   498564 A..   SyncInProg   

 

Total          -------- --------           -------- -------- 

  Track(s)            0   448645                  0   498564 

  MB(s)             0.0  28040.3                0.0  31160.2 
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If GNS remote mirroring is enabled (recommended), remote device groups will be updated 
automatically. If not, they will need to be updated manually.  
 

8.1.5 Adding devices to a dynamic RDF group – Non-Star 3-site 
implementation 

 

 
The following procedure refers to a non-Star Concurrent SRDF configuration. See the 
“SRDF/Star for Open Systems” Solution Guide for the process for that type of configuration. 
 

 
The process for adding a device in a concurrent environment requires several additional steps: 
 

1. Add device to synchronous leg RDF group and establish pair 
2. Update device group at Synchronous target site 

 
Also, in a concurrent RDF environment, it is mandatory to always define which RDF group the 
symrdf command must apply to using the –rdfg <rdf-group-number>. 
 
Also symrdf query commands on a device group can use the “–rdfg all” option to ensure that 
information on both replication legs is shown, it required. 
 

A script called 3site_add_device is available to automate the process for multiple devices. See 
Appendix B for further details. 
 
The following example is identical to the 2-site example in the previous subsection, except that 
the devices are now in a concurrent SRDF configuration. The RDF group for the synchronous 
leg is 64 in this example. The SID of the local DMX is 0822. It assumes that the Sync Target R2 
is mirrored (M1+M2). 
 
Change mode on asynchronous leg to adaptive copy. Disable consistency first. 
 
# symrdf –g DG03 disable –rdfg 3 –nop 
# symrdf –g DG03 set mode acp_wp –rdfg 3 –nop 
 
 
Add new device to async RDF group 3 and device group 
 
# symrdf –file pairsfile_DYN03_0005 –sid 0822 -rdfg 3 createpair –type rdf1 –establish –nop 
# symld –g DG03 add dev 0005 
 
Put RDF group back into async mode and enable consistency. Once back in async mode, during 
the resync of the added volumes, all volumes (existing and new) will go into SyncInProg mode, 
but will then automatically go into consistent state once the new volumes have synchronized. 
Where large volumes of data need to be synchronized, it is better to leave the RDF group in 
adaptive copy mode until the new volumes have or have nearly synchronized, and only change 
the mode to async at that time. This is because resyncs. with adapative copy will be faster as 
SRDF/A resyncs are limited to 30,000 tracks per cycle. 
 
# symrdf –g DG03 set mode async –rdfg 3 –nop 
# symrdf –g DG03 enable –rdfg 3 –nop 
 
Add new device to sync RDF group 64 
 
# symrdf –file pairsfile_DYN03_0005 –sid 0822 -rdfg 64 createpair –type rdf1 –establish –nop 
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Add the nominated SRDF/A PiT BCV to the device group and just establish the new PiT BCV. 
The rdf group must be specified for the associate command to indicate down which RDF leg the 
remote BCV can be found. 
 
# symbcv –g DG03 –sid 0822 associate dev 02B1 RBCV02B1 –rdfg 3 –rdf  
# symmir –g DG03 attach DEV002 bcv ld RBCV02B1 –rdf –nop 
# symmir –g DG03 establish –full DEV002 bcv ld RBCV02B1 –rdf –nop  
 
 
Confirm RDF and TimeFinder establishes have completed 
 
# symrdf –g DG03 query –rdfg all 
# symmir –g DG03 query –rdf  
 
 
Update of device groups at remote sites will need to done manually as GNS device group 
mirroring to a remote site does not work for devices that are running concurrent SRDF. GNS 
can, however, be used to replicate to the other local SAN management servers, 
 
At the SRDF/A target site, the BCVs should, of course, be added as local BCVs. Device groups 
at the target sites must of course be of type R2. 
 
For example, for the change in the previous example, the following steps would be required to 
update remote device groups. It is assumed that the R1 and R2 have the same volume ID and 
that the device group is of the same name. This may not be the case as local naming 
conventions may differ. 
 
For example, to the manually update device groups: 
 
Manually add standard to SRDF/A target site device group on remote SAN mgt server 
# symld –g DG03 add dev 0005 
 
Manually add standard to SRDF/S target site device group on remote SAN mgt server 
# symld –g DG03 add dev 0005 
 
Manually add local BCV to target site device group on remote SAN mgt server 
# symbcv –g DG03 –sid 0822 associate dev 02B1 BCV02B1 –rdfg 3 
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8.1.6 Removing devices from a dynamic RDF group – 2 site implementation 

Less frequently, it will be necessary to remove LUNs from an application server. The following 
example shows the steps involved for a 2-site SRDF/A implementation. Note that this does not 
cover any data erasure requirements that might be required before the LUN can be re-used as 
this is outside the scope of the present document. It assumes that the STD volume has already 
been removed (via LUN masking) from the application host. 
 
Note that the PiT BCV relationship at the target site does not strictly need to be removed, as it 
will need to be recreated if the LUN is reallocated. However, the steps required are shown here 
as cleaning up the BCV relationship will result in a more consistent configuration on your DMX. 
 

1. Split PiT BCV from STD to be removed 
2. Cancel relationship between PiT BCV and STD 
3. Remove BCV from device group 
4. Disable consistency and suspend asynchronous replication 
5. Remove STD from device group 
6. Delete RDF pairing relationship 
7. Resume SRDF replication and enable consistency 
8. Update device group at target site 

 

A script called 2site_rm_device is available to automate the process for multiple devices. See 
Appendix B for further details. 
 
The following example shows the steps involved. Note that if your sync target R2s are 
comprised of an unmirrored standard and a BCV, then additional steps will be required. The 
following assumes the sync target R2 is a mirrored standard. 
 
The example shows the steps relating to SRDF/A for the removal of a single device 0005 from 
an application server. LUN masking is not shown. Both the R1 and R2 have Volume ID 0005. 
The application uses RDF group 3. The device group this application is DG03. The logical 
device name of volume 0005 in device group DG03 is DEV002. The SRDF/A point-in-time BCV 
that is used with STD 0005 is BCV 02B1 (logical device name RBCV02B1). 
 
Split the BCV, cancel relationship with standard and remove BCV from device group 
 
# symmir –g DG03 split DEV002 bcv ld RBCV02B1 –rdf –nop 
# symmir –g DG03 cancel DEV002 bcv ld RBCV02B1 –rdf –nop 
# symbcv –g DG03 disassociate ld RBCV02B1 –rdf 
 
Remove device from RDF group 3 and device group DG03. This can be done with the group still 
in asynchronous mode, but suspended. 
 
# symrdf –g DG03 disable –nop 
# symrdf –g DG03 suspend –nop 
# symld –g DG03 remove DEV002 -force 
# symrdf –file pairsfile_DYN03_0005 –sid 0822 –rdfg 3 deletepair –nop 
 
 
Resume SRDF/A replication for remaining device in RDF group 3 
 
# symrdf –g DG03 resume –nop 
# symrdf –g DG03 enable -nop 
 
Update device groups on other local SAN mgt. servers using GNS or via manual intervention. 
 
Update device groups at target site either automatically via GNS remote mirroring or via manual 
intervention. 
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8.1.7 Removing devices from a dynamic RDF group – non-Star 3-site 
concurrent implementation 

 

 
The following procedure refers to a non-Star Concurrent SRDF configuration. See the 
“SRDF/Star for Open Systems” Solution Guide for the process for that type of configuration. 
 

 
The process for a non-Star 3-site implementation is almost identical to the 2-site. The only 
additional steps involve the removal of the device from the synchronous RDF group immediately 
after you remove it from the asynchronous RDF group, and update of the target site device 
groups. 
 
Also, as this is a concurrent configuration, it is necessary to always define which RDF group is to 
be operated on with symrdf operations. 
 
The following example shows the steps involved. Note that is your sync target R2s are 
comprised of an unmirrored standard and a BCV, then additional steps will be required. The 
following assumes the sync target R2 is a mirrored standard. 
 

A script called 3site_rm_device is available to automate the process for multiple devices. See 
Appendix B for further details. 
 
The following example shows the steps relating to SRDF/A for the removal of a single device 
0005 from an application server. LUN masking is not shown. Both the R1 and R2 have Volume 
ID 0005. The application uses RDF group 3 for the async leg and 64 for the sync leg. The device 
group this application is DG03. The logical device name of volume 0005 in device group DG03 is 
DEV002. The SRDF/A point-in-time BCV that is used with STD 0005 is BCV 02B1 (logical 
device name RBCV02B1). 
 
Split the BCV, remove relationship with standard and remove BCV from device group 
 
# symmir –g DG03 split DEV002 bcv ld RBCV02B1 –rdf –nop 
# symmir –g DG03 cancel DEV002 bcv ld RBCV02B1 –rdf –nop 
# symbcv –g DG03 disassociate ld RBCV02B1 –rdf 
 
 
Remove device from RDF group 3 and device group DG03. This can be done with the group still 
in asynchronous mode, but suspended. 
 
# symrdf –g DG03 disable –rdfg 3 –nop  
# symrdf –g DG03 suspend –rdfg 3 –nop 
# symrdf –g DG03 suspend –rdfg 64–nop 
 
 
Remove device from device group 
# symld –g DG03 remove DEV002 -force 
 
 
Remove devices from RDF groups 
# symrdf –file pairsfile_DYN03_0005 –sid 0822 –rdfg 3 deletepair –nop 
# symrdf –file pairsfile_DYN03_0005 –sid 0822 –rdfg 64 deletepair –nop 
 
 
Resume aysnc replication for remaining device in RDF group 3 
# symrdf –g DG03 resume –rdfg 3 -nop  
# symrdf –g DG03 enable –rdfg 3 -nop 
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Resume sync replication for remaining device in RDF group 64 
# symrdf –g DG03 resume –rdfg 64 -nop 
 
 
Update device groups on other local SAN mgt. servers using GNS or via manual intervention. 
 
Update device groups at sync and async target sites via manual intervention as GNS remote 
mirroring is not supported with Concurrent SRDF at the time of writing. 
 
 

8.1.8 Removing a dynamic RDF group 

 
This process, should it be required, has already been discussed in Section 5.3.5. In practice, if 
an application is retired, there is not need to remove the RDF group as it may be needed again 
in the future for another application. 
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 113 of 242 
 

 

8.2 Starting and stopping SRDF/A  

8.2.1 Starting SRDF/A 

 
There are two ways of starting an SRDF/A session: 
 

 Setting the SRDF mode to Asynchronous. If replication was already taking place in a 
different mode, replication will continue in asynchronous mode, with the R2 becoming 
consistent after 2 cycles. 
 
The RDF group must be specified in a concurrent SRDF configuration. This is optional 
in a 2-site configuration. Consistency protection for the SRDF/A devices in the device 
group should also be enabled. 

 
# symrdf –g <DGname> set mode async –nop [ -rdfg <rdfg-num> ] 
# symrdf –g <DGname> enable 

 

 Establishing or resuming an existing suspended SRDF/A link. An SRDF/A session will 
be inactive until it is either resumed (following a graceful suspend operation) or 
established.  
 
# symrdf –g <DGname> resume –nop [-rdfg rdfg-num] 
# symrdf –g <DGname> establish –nop [-rdfg rdfg-num] 

 
 
In a concurrent configuration, the two RDF legs can be stopped and started completely 
independently of each other. However, only one can be in asynchronous mode. 
 
Hence to temporarily stop SRDF/A, suspend the link. To permanent disable SRDF/A change to 
another SRDF mode. 
 

8.2.2 Suspending SRDF/A 

 
# symrdf –g <DGname> disable –nop [-rdfg rdfg-num] 
# symrdf –g <DGname> suspend –nop [-rdfg rdfg-num] 
 
The RDF group must be specified in a concurrent configuration. If consistency protection for the 
SRDF/A devices in the device group is enabled, it should be disabled before the suspend 
command is issued. 
 
SRDF suspend operations will take much longer with SRDF/A as the process waits until the end 
of the current cycle before executing the suspend request.  For example, in testing a suspend on 
an SRDF/S replication group took 5 seconds but the same procedure for the same disks running 
SRDF/A took 45 seconds. 
 
This may be an issue if you need to suspend multiple groups. In testing it could take over 20 
minutes to suspend all 32 test SRDF/A groups. For installations with 250ms latency, the process 
could take a couple of hours. 
 

Note that the –immediate flag which suspends SRDF immediately should not be used under 
normal circumstance as this usually requires a lengthy establish operation to be undertaken 
when restarting SRDF/A.   
 
# symrdf –g <DGname> suspend –immediate –nop [-rdfg rdfg-num] 
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Use of suspend –immediate puts the devices in NR state immediately i.e. does not wait until the 
end of the current cycle. This results in tracks being converted to invalids on both the R1 and the 
R2 sides of the relationship. Resuming SRDF/A would then require resolving the invalids in the 
normal way i.e. via the establish operation. Note that dropping out of SRDF/A mode does not 
compromise the consistency of the data on the R2 side. SRDF/A always provides a consistent 
image of data at the remote site at all time.  
 

8.2.3 Restarting SRDF/A after controlled suspension 

 
A controlled suspension of an SRDF/A is defined as one using a command of the form 
 
# symrdf –g <DGname> suspend –nop [-rdfg rdfg-num] 
 
 
An RDF group suspended cleanly in this was can simply be resumed with the command 
 
# symrdf –g <DGname> resume –nop [-rdfg rdfg-num] 
 
Note that if there has been a lot of activity on the R1 whilst the link was suspended, then 
resynchronisation may take an extended time. In this case, it would be prudent to first take a 
BCV PIT copy to ensure that there is an IO consistent image at the Async target site at all times. 
This process is described shortly. 
 

8.2.4 Restarting SRDF/A after uncontrolled suspension 

 
An uncontrolled suspension of an SRDF/A session is one in which: 
 
a) SRDF/A replication is terminated by the system, for example due to lack of cache or inability 
to communication with the remote DMX within SRDF/A operational parameters. 
 
b) The session was manually suspended but using the –immediate flag 
 
Following an uncontrolled suspension, you should attempt to resume the replication as one 
would following a controlled suspension. If this fails (which it will if IO was occurring to devices in 
the RDF group at the time of suspension), then an incremental establish will be required instead. 
 
# symrdf –g <DGname> establish –nop [-rdfg rdfg-num] 
 
Again, if there has been a lot of activity on the R1 whilst the link was suspended, then 
resynchronisation may take an extended time. In this case, it would be prudent to first take a 
BCV PIT copy to ensure that there is an IO consistent image at the Async target site at all times.  

See Section 8.3 for more details. Furthermore, a script called resume_async is available to 
automate this complex process. See Appendix B for further details. Alternatively the Solutions 
Enabler program symrecover can be used (symrecover was not available when resume_async 
was first written).  
 

8.2.5 Using Symrecover 

 
As of Solutions Enabler 6.3.1, EMC now provide a program called symrecover that restarts 
SRDF/A whilst automatically creating a point-in-time copy. This standard program can be used 
in place of resume_async script if you are running SE6.3.1 or later.  Full details can be found in 

the document “EMC Solutions Enabler Symmetrix SRDF Family CLI Product Guide”.  
However, the following Best Practice is recommended: 
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 Do not run in monitor mode by default as one symrecover is needed per RDF group 
which will not scale. Also symrecover will automatically restart a manually suspended 
RDF group, which is probably not desired functionality. 

 

 Instead, it is recommended that symrecover be used manually as required to automate 
the complex restart process, including taking the point-in-time copy at the remote site 
before .  

 
For example, run at the production site:  
 
# symrecover start –g <Device-Group> -mode async –options <options-file>  
 
where options file contains: 
 
monitor_cycle_time=60 

run_once=1 

restart_group_on_startup=1 

goldcopy_bcv_r2_mirror_state_post_restart=establish 

 

This will: 
 

 split off the remote BCV  

 set the RDF group to acp_disk mode 

 establish the RDF pair 

 change mode to async when establish is complete 

 re-establish the remote BCV once the RDF group is in consistent state 
 

symrecover actions are logged in /var/symapi/log/symrecover-yyyymmdd.log. 
 

8.2.6 Processing multiple device groups 

 
At times it will be necessary to perform an operation on multiple RDF groups, and hence device 
groups. This can be done by using a for/foreach loop or by writing a simple script file on-the-fly if 
you want to retain a record of the operation or for reuse.  
 
For example, if you want to suspend several groups (which may take up to ~1 minute per group) 
with a single command, the syntax might be:  
 
 

csh syntax 
 
# foreach i ( 3 4 5 6 7 8 9 10 11 12 13 14) 

? symrdf –g DG0$i suspend –rdfg $i–nop 

? end 

 

sh/ksh syntax 
 
# for i in 3 4 5 6 7 8 9 10 11 12 13 14 

> do 

> symrdf –g DG0$i suspend –rdfg $i–nop 

> done 

 
 

Create on-the-fly script (one of many possible methods) 
 
In this example, a file that maps device group names to RDF group numbers is used to create 
command files for device group manipulation on-the-fly 
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# cat DGlist 

App3  3 

Otms  4 

Flexcube 5 

App6  6 

App7  7 

Multifonds 8 

App9  9 

App10  10 

App11  11 

App12  12 

App13  13 

App14  14 

 
# cat DGlist | awk '{print "symrdf -g DG0"$1 " suspend -rdfg " $2" -

nop" }' > ./myscript 

                                                   

# cat ./myscript 

symrdf -g App3 suspend -rdfg 3 -nop 

symrdf -g Otms suspend -rdfg 4 -nop 

symrdf -g Flexcube suspend -rdfg 5 -nop 

symrdf -g App6 suspend -rdfg 6 -nop 

symrdf -g App7 suspend -rdfg 7 -nop 

symrdf -g Multifonds suspend -rdfg 8 -nop 

symrdf -g App9 suspend -rdfg 9 –nop 

symrdf -g App10 suspend -rdfg 10 –nop 

symrdf -g App11 suspend -rdfg 11 –nop 

symrdf -g App12 suspend -rdfg 12 –nop 

symrdf -g App13 suspend -rdfg 13 –nop 

symrdf -g App14 suspend -rdfg 14 –nop 

 

# ./myscript  
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8.3 Restarting SRDF/A after extended network outage 

8.3.1 Introduction 

 
If you are running 5772 microcode, it is possible to “ride out” temporary network outages (e.g. up 
to an hour) using EMC’s SRDF Reserve Capacity features. This is implemented via two 
functions:  
 

 SRDF/A Transmit Idle  - See Appendix F for further details 
 

 SRDF/A Delta Set Expansion (DSE) – See Appendix G for further details 
 
With 5772, you should use Transmit Idle (on by default) and configure DSE.  
 
With most versions of 5x71 microcode, outages of only less than a minute can be endured 
before SRDF/A drops. This section describes how to restart a session that has dropped under 
such circumstances. 
 
During a temporary network outage, cycle switching will stop and the write IOs will begin to 
accumulate in the Capture Delta Set in cache on the source DMX. If the network recovers before 
SRDF/A aborts (for 5x71 either because of cache exhaustion or before a link timeout has been 
reached) then replication will continue. Cycle times will be extended for a temporary period whilst 
the backlog of IOs are shipped across to the remote site. 
 
For detailed information on the link timeout settings for 5x71 (link limbo timer) see the SRDF/A 
Evaluation document, section 4.5.1. 
 
For further information on how SRDF/A deals with temporary network outages with 5x71 without 
aborting, and cycle time extension, see SRDF/A Evaluation document, section 6.10.1 
 
In this section, we discuss the process for recovering after an extended network outage when 
SRDF/A has aborted i.e. suspended in an uncontrolled manner. Furthermore, after an extended 
outage when IO has occurred on the source volumes, the time taken for the RDF pairs to 
resynchronise may be considerable. During this time, the R2 image will be inconsistent and 
useless from an application recovery perspective. Hence, additional steps must be taken to 
protect against the loss of consistency. 
 

8.3.2 Recovering after loss of links 

 
Prior to starting a resynchronisation after link recovery, a BCV copy of the R2 volumes should be 
split off (consistently) to ensure that there is a consistent (albeit aging) point-in-time copy at all 
times in the remote site during the re-synchronization process when the R2 will be inconsistent. 
 
If the link between sites is down for an extended period, and there is a large build up of invalid 
tracks on the R1 side, resumption of the link with SRDF/A (the default behaviour in Open 
Systems) can cause a heavy surge of link traffic, created by the large backlog of invalid tracks 
being added to the cycles generated by the production traffic. This can lead to an unacceptably 
high demand being placed on Symmetrix cache, causing SRDF/A to drop again. To avoid this 
risk, it is best to briefly disable SRDF/A when restarting after a large build up of invalid tracks. 
 
Note, however, that if: 
 

- IO rates are low  
or 

- There is no shortage of cache 
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or 
- The number of invalid tracks is low 

 
then it will be acceptable to re-enable replication whilst still in asynchronous mode 
 
Note, however, that SRDF/A has a limit of 30,000 tracks per cycle. Hence, resynchronisation 
when in asynchronous mode may take longer than when in adaptive copy mode when no such 
limitation exists. 
 
If the R2 was consistent at the time that the SRDF/A session was suspended, the procedure for 
recovering back to a replicating state, whilst still ensuring that a consistent point-in-time copy is 
available at the target site at all times is as follows: 
 
 

1. Verify BCV is fully established.  
 
2. Split PIT BCV off at SRDF/A target site 
 
3. Wait until BCVs finished splitting in the background 

 
4. [Optional: Set mode to adaptive copy write pending mode] 

 
5. Establish RDF replication for device group 

 
6. Wait until RDF Pair Status synchronized 

 
7. [Optional: Set mode to async copy and re-enable device group consistency] 

 
8. Establish PIT BCV 

 
 

A script called resume_async is available to automate this process. See Appendix B for further 
details. Alternatively the Solutions Enabler program symrecover can be used (symrecover was 
not available when resume_async was first written). See earlier section 8.2.5 for further details. 
 
If SRDF session was suspended whilst the RDF pairs were resynchronising, then the R2 will be 
inconsistent. Hence, the PIT BCV must NOT be resynchronised with the R2 as this will result in 
the loss of the only remaining IO consistent copy of data at the SRDF/A target site. 
 
If the above procedure is being followed, then the fact that the BCV is split off indicates that the 
previous resynchronisation exercise process did not complete. Hence, if the BCV is already 
found to be split off, then the resynchronisation process should begin immediately (Steps 4 or 5) 
as the R2 may be inconsistent and it is not safe to re-establish the BCV without potential loss of 
the only consistent copy of data at the Async target site. 
 

8.3.3 Enginuity #CJOB parameter 

 
The #CJOB Enginuity parameter controls the number of IOs the DA’s (Disk Adapters) can add to 
the SRDF workload in Adaptive Copy disk mode for each SRDF group. This #CJOB parameter 
is directly related to the number of DA Copy Tasks which are allowed to run to service a given 
SRDF group. In configurations few RDF groups and with very long links the default #CJOB value 
of 80 may not be sufficient to fully utilize the link (thus impacting the maximum throughput). A 
higher value (e.g. 160) may be set manually by EMC Customer Support personnel. Note, 
however, this setting is not persistent, which means it is a good option for a temporary 
synchronization, however, if a long term solution is required, then the best option would be to 
define more SRDF groups. In an Open Systems environment where multiple RDF groups are 
the norm, then higher link utilization is easier to achieve. 
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The GDSE documents: 
 

 WAN Throughput Optimization for SRDF/A Solutions Guide with Cisco MDS  

 WAN Throughput Optimization for SRDF/A Solutions Guide with McData IPS  

 
give further information on using multiple RDF groups to increase link utilization. 
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8.4 Single Application Failover/Failback – 2-site SRDF/A configuration 

 
SRDF/A failover occurs at the RDF group level. Each application should have its own RDF 
group, and the device group for the application should contain all devices in the RDF group to 
ensure IO consistency between the devices. 
 
Note that single application failover will usually occur when there is an application or server 
issues rather than a storage or building infrastructure problem. Hence, no data loss should occur 
between the R1 and R2 devices (as with synchronous SRDF) and two cycles after source IO 
stops, the R2 will be identical to the R1. 
 

Scripts called 2site_async_failover and 2site_async_failback are available to automate the 
process. See Appendix B for further details. 
 
The process for failing over a single RDF group is: 
 

1. If IO has ceased at the source site, confirm that the number of track not yet committed 
to the R2 side is 0 i.e. all data has been replicated to the remote site. 

 
2. Disable consistency for RDF group 

 
3. Failover RDF group via device group 

 
 
Example 
# symrdf –g <DGname> -rdfa | grep Committed  
# symrdf -g <DGname> disable -nop 
# symrdf –g <DGname> failover -nop 
 
 
In its simplest terms, the failback process where changes made at R2 end need to be copied 
back to R2 is as follows. Local processes and procedures may differ. 

 
1. Optional: Run update command to back copy changes made at R2 to R1 before 

application is shutdown 
2. Shutdown application at target site 
3. Failback RDF group via device group 
4. Enable consistency for RDF group 
5. Confirm replication has restarted 
6. Inform application owners that they can restart application  

 
In a real DR scenario, once failover to the SRDF/A target site has been executed, the PIT BCV 
should be split off to provide a golden copy of the last image of data from the production site. 
 
Example 
# symrdf –g <DGname> update –nop 
 
When update completed: 
# symrdf –g <DGname> failback –nop 
# symrdf –g <DGname> enable -nop 
# symrdf -g <DGname> query –rdfa 
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8.5 Single Application Failover/Failback – non-Star 3-site configuration 

 

 
The following procedure refers to a non-Star Concurrent SRDF configuration. See the 
“SRDF/Star for Open Systems” Solution Guide for the process for that type of configuration. 
 

 
 
Failover in a non-Star concurrent SRDF environment is somewhat more complex than the 2-site 
version as there will be an interaction between the SRDF/S and SRDF/A replication legs. 
Furthermore, it becomes mandatory to define which RDF leg the command is to operate on 

8.5.1 Concurrent SRDF - Synchronous leg failover/failback 

This subsection describes failover of entire RDF groups (i.e. typically entire applications). 
Failover of individual servers is covered in a later section.  
 
Note that failover will usually be to the Synchronous target following an application outage at the 
Production site. 
 

Scripts called 3site_sync_failover and 3site_sync_failback are available to automate the 
process. See Appendix B for further details. 
 
To failover the synchronous leg, the proper process is: 
 

1. If IO has ceased at the source site, confirm that the number of tracks not committed to 
the Async R2 side is 0,  i.e. all outstanding data has been copied across. 

2. Suspend the SRDF/A leg first, disabling consistency first 
3. Execute a failover of the SRDF/S leg 
4. Confirm status of both legs with symrdf query  

 
In the following examples, the device group that contains the concurrent source devices is 
DG03. The RDF group number is 3 for the async leg, and 64 for the sync leg. 
 
Example 
# symrdf –g DG03 query –rdfg 3 | grep Committed 
# symrdf –g DG03 disable –rdfg 3 -nop 
# symrdf –g DG03 suspend –rdfg 3 -nop 
# symrdf –g DG03 failover –rdfg 64 -nop 
# symrdf -g DG03 –rdfg all 
 
Note in the above command that “–rdfg all” is used to show both legs 
 
Note that it is essential to execute the control commands on the correct leg. 
 
The failback process is: 
 

1. Optional: Run update command to back copy changes made at Sync target site R2 to 
R1 before application is shutdown 

2. Shutdown application at Sync target site  
3. Failback SRDF/S link and wait until no R1 invalids on this link 
4. Confirm replication on synchronous leg 
5. Resume SRDF/A replication and enable consistency 
6. Confirm replication on both legs 
7. Inform application owners that they can restart application 
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Example 
# symrdf –g DG03 update –rdfg 64 –nop 
 
When update completed: 
# symrdf –g DG03 failback –rdfg 64 -nop 
# symrdf –g DG03 query –rdfg 64 
 
Wait unitl there are no invalid tracks on the sync leg and then resume replication on the async 
leg. 
 
# symrdf –g DG03 resume –rdfg 3 -nop 
# symrdf –g DG03 enable –rdfg 3 -nop 
# symrdf –g DG03 query –rdfg all 
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8.5.2 Concurrent SRDF - Asynchronous leg failover/failback 

 
This subsection describes failover of entire RDF groups (i.e. typically entire applications). 
 
Note that failover will usually be to the Synchronous target following an application outage at the 
Production site. Asynchronous failover will usually only occur during COB testing of the Async 
target site or during an event that renders failover to the Sync target impossible. 
 

Scripts called 3site_async_failover and 3site_async_failback are available to automate the 
process. See Appendix B for further details. 
 
To failover the asynchronous leg, the proper process is: 
 

1. Suspend the SRDF/S leg first 
2. If IO has ceased at the source site, confirm that the number of tracks not committed to 

the Async R2 side is 0, i.e. all outstanding data has been copied across. 
3. Execute a failover of the SRDF/A leg 
4. Confirm status of both legs with symrdf query  

 
In a real DR scenario, once failover to the SRDF/A target site has been executed, the PIT BCV 
should be split off to provide a golden copy of the last image of data from the production site. 
 
In the following examples, the device group that contains the concurrent source devices is 
DG03. The RDF group number is 3 for the async leg, and 64 for the sync leg. 
 
Example 
# symrdf –g DG03 suspend –rdfg 64 -nop 
 
# symrdf –g DG03 query –rdfg 3 | grep Committed 
# symrdf –g DG03 disable –rdfg 3 -nop 
# symrdf –g DG03 failover –rdfg 3 -nop 
 
# symrdf -g DG03 –rdfg all 
 
Note in the above command that “–rdfg all” is used to show both legs 
 
Note that it is essential to execute the control commands on the correct leg. 
 
 
The failback process is: 
 

1. Optional: Run update command to back copy changes made at Async target site R2 to 
R1 before application is shutdown 

2. Shutdown application at Async target site  
3. Failback SRDF/A link and enable consistency 
4. Confirm replication on Asynchronous leg 
5. Wait until there are no invalid tracks on the async leg 
6. Resume SRDF/S replication  
7. Confirm replication on both legs 
8. Inform application owners that they can restart application 

 
Example 
# symrdf –g DG03 update –rdfg 3 –nop 
 
When update completed: 
# symrdf –g DG03 failback –rdfg 3 -nop 
# symrdf –g DG03 enable –rdfg 3 -nop 
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# symrdf –g DG03 query –rdfg 3 
 
Wait until there are no invalid tracks on the async leg and then resume replication on the sync 
leg. 
 
# symrdf –g DG03 resume –rdfg 64 -nop 
# symrdf –g DG03 query –rdfg all 
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8.6 Subset failover/failback on Synchronous leg – non-Star 3-site 

configuration 

8.6.1 Introduction 

 

 
The following procedure refers to a non-Star Concurrent SRDF configuration. Subset failover 

is not possible in an SRDF/Star configuration. 
 

 
 
This section covers the most complex failover/failback scenario involving only a subset of disks 
within an RDF group. A certain amount of explanation of the scenario is required prior to 
documenting the process. Subset failover only applies to the Sync leg of a concurrent SRDF 
implementation. 
 
This process is required in the scenario where a subset (one or more) of the servers that 
comprise an application have failed, and COB for the application is being invoked by only failing 
over that subset of servers to the synchronous SRDF target site. 
 
Note that subset failover on the synchronous leg of a concurrent SRDF configuration is 
not recommended either by EMC nor GDSE, but is necessarily being supported to meet 
business requirements. 
 
The figure below shows an example of part of a Concurrent SRDF implementation. Application 
App1 uses RDF group 64 for its synchronous replication and RDF group 3 for its Async 
replication. Note that in production, it is recommended that synchronous replication RDF groups 
be odd numbers and their corresponding async groups the following even number. 
 
App1 has three servers running in the production site with storage in the Source DMX. As all of 
these disks are part of the same RDF group on each leg, then the R2s at each remote site are 
IO consistent with each other. 
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If server1 were to fail, there are two options for failover: 
 

1. Failover entire application i.e. entire RDF group across to the SRDF/S target 
 
2. Failover the subset of disks belonging to server 1, in a manner similar to what we do 

today with 2-site SRDF/S.  
 
Option 2 will often be needed as failing over a single server is often preferred to failing over the 
entire application. Note, however, if SRDF/A replication for Server2 and Server3 were restarted, 
then the overall data set for App1 at the SRDF/A target would not be self-consistent. 
  
 

 
Alternatively, if a consistent set of data is required to be preserved at the SRDF/A target site, it 
will be necessary not to restart SRDF/A replication for Server2 and Server3. The image on the 
R2 disks would then be IO consistent but aging.  
 

 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 127 of 242 
 

 

 
It will be necessary to understand from the application owner if they prefer to have: 
 

1. Continued async replication for those servers which have not failed over to the local 
COB site. Async target data will not be self-consistent across the entire application. This 
should only be undertaken if the application owner is sure that they can recover at the 
async site with inconsistent data between servers. 

 
2. Cease all replication to the async site for that application. The data will be a consistent 

point-in-time copy of production but dropping in value rapidly as it ages.  
 
This second options is engineering’s recommended default approach as it does provide data set 
from which it is guaranteed one can recover from should out-of-region COB be invoked following 
a regional disaster. 
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8.6.2 Executing subset failover/failback 

 
All previous failover/failback examples in this guide have been executed on entire RDF groups. 
 
In subset failover, a subset of disks within an RDF group is failed over. This produced certain 
challenges in terms of device group definition in a concurrent SRDF environment. The 
recommended Concurrent SRDF device group definition standards are described in Section 7.3, 
including the more complex configurations where subset failover is required.  
 
The following examples assume that device groups have been configured for subset failover 
support as per Section 7.3 and are as follows. Refer to the diagrams on the previous pages for 
the server and RDF group setup. The asynchronous leg used RDF group 3 and the synchronous 
leg used RDF group 64. Server1 is assumed to have failed. 
 

Device group defined at source site:   
 

 App1 (includes all devices in RDF group 3 and consequently RDF group 64 as this is a 
concurrent configuration) 

 
 

Device groups defined at synchronous target site:   
 

 App1_Server1 (includes all R2 devices paired with R1s owner by server1 

 App1_Server2 (includes all R2 devices paired with R1s owner by server2 

 App1_Server3 (includes all R2 devices paired with R1s owner by server3 
 
 
The subset failover process is more complex than the non-subset concurrent failover as the 
SRDF/S failover has to be executed from the SRDF/S target, but the SRDF/A sections need to 
be done on the source DMX.  
 
The recommended failover process is as follows. It will require a window open on both the 
Source site SAN mgt. Server and also the Sync target site SAN mgt server. 
 

1. SOURCE SITE:  Disable consistency on the SRDF/A leg 
 
2. SOURCE SITE:  Suspend the SRDF/A leg 

 

3. SYNC TARGET SITE:  “Subset” failover the disks belonging to Server1 
 

4. SOURCE SITE:  Optional: Resume the SRDF/A leg  
     (if it has been decided that replicating only Server2 and  
                                             Server3 data to SRDF/A target is appropriate) 
 
5. SOURCE SITE:  Optional: Enable consistency  
 

Note that as the suspension of the SRDF/A leg is very brief, a resume of the SRDF/A replication 
without first taking a PIT copy may be acceptable. 
 
Note that if SRDF/A replication is restarted for the RDF group, then the disks that have been 
failed over to the SRDF/S target will have an Invalid RDF Pair State on the Async leg.  
 
The recommended failback process is as follows. It will require a window open on both the 
Source site SAN mgt. Server and also the Sync target site SAN mgt server. Note that steps 7 & 
8 will only be needed if optional steps 4 & 5 abaove were executed.  
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6. SYNC TARGET SITE: Optional: Run update command to back copy changes made 
 at the sync target site R2 to R1 before application is shutdown 

 
7. SOURCE SITE:   Disable consistency on the SRDF/A leg 
 
8. SOURCE SITE:   Suspend the SRDF/A leg 

 

9. SYNC TARGET SITE:  “Subset” failback the disks belonging to Server1 
 
10. SOURCE SITE:  Resume the SRDF/A leg 

 
11. SOURCE SITE:  Enable consistency 

 
 

Hence, in terms of specific commands, the failover process is: 
 
At Source site: 
# symrdf –g App1 disable –rdfg 3 –nop 
# symrdf –g App1 suspend –rdfg 3 –nop 
 
 
At Sync Target site 
# symrdf –g App1_Server1 failover –rdfg 64 -nop 
 
 
At Source site: 
 
Note that enabling SRDF/A replication will cause the R2 at the SRDF/A target not to be IO 
consistent across the entire RDF group. Hence, SRDF/A should only be re-enabled if the 
business feels that a more up-to-date copy of Server2 and Server3 is preferable to having 
consistent, but aging, data at the SRDF/A target site for all 3 servers . 
 
# symrdf –g App1 resume –rdfg 3 –nop 
# symrdf –g App1 enable –rdfg 3 -nop 
 
 
A query on the RDF pair status will show: 
 

 

Device belonging to 

 

 

Sync RDF Pair Status 

 

Async RDF Pair Status 

Server1 devices Failed Over Invalid 

Server2 devices Synchronized Consistent 

Server3 devices Synchronized Consistent 

 
Note that the Async RDF Pair Status for the devices that are failed over down the synchronous 
leg is Invalid.  
 
 

The failback process following the above failover process is: 
 
At Sync Target site (Optional) 
# symrdf –g App1 update –rdfg 64 –nop 
 
 
At source site: 
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If SRDF/A was resumed for the rest of the RDF group, it will be necessary to suspend async 
replication (for the whole RDF group) to re-commence async for Server1 devices. A –force will 
be required as the RDF Pair State is not in the expected state for all devices. 
 
# symrdf –g App1 disable –rdfg 3 –nop 
# symrdf –g App1 suspend –rdfg 3 –force –nop 
 
 
At Sync Target site 
 
# symrdf –g App1_Server1 failback –rdfg 64 -nop 
 
 
At source site: 
 
# symrdf –g App1 resume –rdfg 3 –nop 
# symrdf –g App1 enable –rdfg 3 -nop 
 
 
Note that the SRDF/A leg resynchronisation may take an extended period of time. However, as 
the R2 devices were not in an IO consistent state across the whole RDF group prior to the 
resynchronisation exercise, then there is limited value in first taking a PIT copy of the data. 
Nevertheless, one can be taken to provided limited protection during the resync. 
 
Note also that it is possible to force the failover from the Sync Target Site, without first stopping 
the Async leg replication. However, recovery back to the original configuration is more complex 
and this activity is not recommended. 
 
A set of scripts is available to help automate this complex process. See Appendix B for further 
details. 
 

 

3-site sync leg subset failover  

 

Script Location script must be 

run from 

Action 

3site_subset_failover_phase1 Run from source site. Suspends Async leg 

3site_subset_failover_phase2 Run from Sync target site. Fails over subset of disks in 
RDF group 

3site_subset_failover_phase3 Run from source site. Optional: Resume Async 
leg for remaining devices in 
RDF group 

 

3-site sync leg subset failback 
 

Script Location script must be 

run from 

Action 

3site_subset_failback_phase1 Run from source site. Required only if async 

replication was resumed 

in failover Phase 3: 
Suspends Async leg 

3site_subset_failback_phase2 Run from Sync target site. Fail back subset of disks in 
RDF group 

3site_subset_failback_phase3 Run from source site. Resume Async leg for all 
devices in RDF group 
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8.7 SRDF Personality Swapping 

 
With traditional SRDF, Primary site data is replicated to the Secondary site. The source volumes 
in the Primary site are known as R1 volumes, and the corresponding target volumes in the 
Secondary site as R2 volumes. The replication direction is fixed. 
 
With dynamic RDF, you can swap the R1/R2 personality of RDF pairs. Source R1 devices 
become target R2 devices, and vice versa. Swapping SRDF devices allows the original R2 side 
to take over operations while retaining a remote mirror on the original R1 side i.e. the original R1 
becomes an R2 and vice versa (see figure below).  
 
This is used in some regions to ensure that when a failover to COB has occurred, that off-site 
COB is still available (i.e. back to the original production site). For example, in the diagram 
below, if an application that usually runs in Site A has failed over to Site B due to server 
hardware failure, then personality swapping ensures that synchronous off-site replication still 
continues. 
 

 
 
 

8.7.1 2-site process (non-MSC) 

 

A script called 2site_async_swap is available to automate the whole process. See Appendix B 
for further details. 
 
The manual procedure for swapping SRDF/A replication is as follows: 
 

 Disable consistency 

 Executing a failover. RDF links are suspended.  

 Execute the Swap 

 Execute an establish (no data moves) 

 Enable consistency 

 Confirm RDF group type has changed (e.g. RDF1 to RDF2) and replication has 
recommenced. 

 

Before swap 
 
          Site A     Site B 
 Original Production 
 
 
 

 

 

 

After swap 
 
           Site A     Site B 
           Now production 

R1 R2 

R2 R1 
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Example: 
 

# symrdf -g DG03 disable -nop 
# symrdf -g DG03 failover -nop 
# symrdf -g DG03 swap -nop 
# symrdf -g DG03 establish -nop 
# symrdf -g DG03 enable -nop 
# symrdf -g DG03 query –rdfa 
 
 
Note that “fast-swap” (failover –establish) is not supported on SRDF/A enabled devices and 
hence is not used here. 

8.7.2 2-site process (MSC) 

 
Swapping via Composite Groups is not supported (“Invalid action” error) and hence MSC bound 
groups cannot be swapped as a single entity. 
 

8.7.3 3-site process 

 
Swapping is not supported in a non-Star Concurrent SRDF configurations. However, site 
swapping is supported with SRDF/Star, within the limits set by Citigroup’s Data Centre Strategy. 

See the SRDF/Star for Open Systems Solutions Guide for further details. 
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8.8 2-Site Multi-Session Consistency Operations 

8.8.1 Independent RDF group failover/failback 

 
One of the benefits of Multi-Session Consistency in an SRDF/A environment is that it allows one 
to guarantee IO consistency at the R2-end between RDF groups (and hence individual 
applications), whilst still permitting failover independence for each application.  
 
The process for failing over a single RDF group within a Composite Group replicating under 
MSC control is as follows.  
 

1. Temporarily disable consistency on the composite group 
2. Temporarily remove the devices in device group to be failed over from the Composite 

Group. Composite group definition on all local servers running RDF daemons for MSC 
control must be updated by GNS or manually. 

3. Re-enable consistency on the composite group 
4. Failover the device group 
5. Confirm other groups in composite group are still replicating 
6. Confirm CG definitions on remote CG servers are also up to date. 

 

Scripts called 2site_MSC_failover and 2site_MSC_failback are available to automate the 
process. See Appendix B for further details. 
 
In a real DR scenario, once failover to the SRDF/A target site has been executed, the PIT BCV 
should be split off to provide a golden copy of the last image of data from the production site.  
 
For example, to failover RDF group 3 (device group DG03) on DMX 0822, which is part of a 
Composite Group multi replicating under MSC control: 
 
# symcg disable –cg multi 
# symcg –cg multi rmall dev –rdfg 3  
 
Ensure that local Composite Group definitions on local servers controlling MSC replication are 
updated, either automatically via GNS (strongly recommended) or manually, before proceeding 
with re-enabling MSC replication. 
 
# symcg enable –cg multi 
# syrmdf –g DG03 failover 
# symstat –type cache  -sid 0822 –reptype rdfa –i 10 –g all 
 
GNS remote mirroring should be used to ensure updated CG definitions are visible to all 
management servers at the remote site too.  
 
The process for failing back the RDF group and adding it back under MSC control is: 
 

1. Failback RDF group 
2. Temporarily disable consistency on the composite group 
3. Add devices in RDF group back into Composite Group 
4. Composite group definition on all local servers running RDF daemons for MSC control 

must be updated by GNS or manually. 
5. Re-enable consistency on the composite group 
6. Confirm all groups in composite group are replicating together 

 
# syrmdf –g DG03 failback 
# symcg disable –cg multi 
# symcg –cg multi addall dev –rdfg 03 –sid 0822 
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Ensure that local Composite Group definitions on local servers controlling MSC replication are 
updated, either automatically via GNS (strongly recommended) or manually, before proceeding 
with re-enabling MSC replication. 
 
# symcg enable –cg multi 
# symstat –type cache  -sid 0822 –reptype rdfa –i 10 –g all 
 
GNS remote mirroring should be used to automatically replicate the updated CG definition to the 
remote site. If GNS is not in use, the remote CG definition will need to be updated manually. 
 
 

8.8.2 Composite group failover/failback 

 
An entire Composite Group can also be failed over. This would be required in the case where 
there has been an issue at the source site and DR is being invoked. In such cases, replication 
usually already have ceased due to the MSC Consistency Group tripping. Failover via the 
Composite group (rather than via the underlying RDF groups) ensures consistency at the R2 
end.  
 
When MSC replication is halted due to the MSC Composite Group tripping, a clean up process 
is required to determine if the receive Delta Sets (on the Target DMX) for each RDF group 
should be applied to the R2 or discarded. A description of this process is beyond the scope of 
the present document, but can be found in Appendix H of the SRDF/A Evaluation document. 
 

Scripts called 2site_CG_failover and 2site_CG_failback are available to automate the process. 
See Appendix B for further details. 
 
The command to failover a consistency group is 
 
# symrdf –cg <CGname> failover –force –symforce –nop 
 
The –force option allows you to perform control operations on SRDF devices when they are not 
in the expected state. In this case, it is needed as consistency is enabled. 
 
The –symforce option allows you to force an operation that overrides instances where they are 
normally rejected, usually as they will result in data loss. Note: To enable the -symforce option 
for RDF use, a behavior parameter called SYMAPI_ALLOW_RDF_SYMFORCE in the options 
file must be set to TRUE. 
 
In this case –symforce is needed as the post-trip MSC clean up process can leave the invalid 
tracks tables in a state that requires the use of this flag.  
 
In a real DR scenario, once failover to the SRDF/A target site has been executed, the PIT BCV 
should be split off to provide a golden copy of the last image of data from the production site. 
 
Failback process requires the use of just the –force flag 
 
# symrdf –cg <CGname> failback –force –nop 
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8.9 Changing replication mode 

 
Changing mode to SRDF/A requires an SRDF/A license key. Changing mode to both SRDF/S or 
either Adaptive Copy mode can be undertaken with an SRDF license key. Changing mode to 
Adaptive Copy (only) can be achieved using an SRDF/DM (Data Movement) key.  
 
A concurrent SRDF configuration will have both SRDF and SRDF/A licenses. A 2-site SRDF/A 
configuration may only have the SRDF/A license, for which EMC are obliged to provide both an 
SRDF/A key and an SRDF/DM key to allow use of adaptive copy modes for SRDF/A 
management. 
 

8.9.1 Changing to Async mode from Sync or Adaptive copy 

 
# symrdf –g <DGname> set mode async –nop 
# symrdf –g <DGname> enable –nop 
 

8.9.2 Changing from Async to Adaptive copy mode 

 
# symrdf –g <DGname> disable –nop 
# symrdf –g <DGname> set mode acp_wp 
 
or  
 
# symrdf –g <DGname> disable –nop 
# symrdf –g <DGname> set mode acp_disk 
 

8.9.3 Changing from Async to Sync mode 

 
It is possible to switch from async to sync mode whilst maintaining consistency at the R2 end at 
all time. However, this is not the default and an additional flag is needed. 
 
# symrdf –g <DGname> disable –nop 
# symrdf –g <DGname> set mode sync –consistent –nop 
 
Note that in practice, this change will never be used where SRDF/A is running over a long 
distance leg, as the performance would be unacceptable.  
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8.10 Interactive monitoring of SRDF/A configuration and replication 

 
This section covers the commands that can be used to monitor and interrogate the system on 
the status of SRDF/A replication.  
 
Often there is more than one-way in which to get a piece of information. The most appropriate 
command will depend on the exact circumstances.  
 
The main commands to be used are on: 

 
1. symstat –reptype rdfa 

a. –type cycle 
b. –type cache 
c. –type requests 

2. symrdf list –concurrent 
3. symrdf –g <DGname> query –rdfa –rdfg all 
4. symcfg list –rdfg all 
5. symcfg list –ra all –switched 
6. symevent list 

 

8.10.1 symstat 

 
The symstat command now has an option –reptype rdfa, which can be used to request SRDF/A 
session statistics. There are number of additional flags that can be used in various combinations 
to get differing output. 
 
When using –reptype rdfa, there are three further report type options that can be specified: 
 

–type cycle 
 
This is a particularly useful for: 

 real time monitoring of the replication process 

 confirming last cycle time 

 confirming cycle a.k.a. Delta Set sizing (in units of 32K bytes) 

 Note: only shows ACTIVE cycles unless –g or –rdfg options are added to the command.  
 

–type cache 
 
This is a particularly useful for: 

 showing cache utilization on the specified system 

 showing session priority which determines the order in which SRDF/A sessions will abort 
should cache exhaustion occur (high numbers i.e. low priority drop out first) 

 Note: only shows ACTIVE cycles unless –g or –rdfg options are added to the command. 
 

–type requests 
  
This is a particularly useful for: 

 observing both host and RDF write rates 

 Note: only shows ACTIVE cycles unless –g or –rdfg options are added to the command. 
 
 
Furthermore, the scope of the report can be controlled as follows: 

 

–g all  

 Shows device group names 
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 Most clearly shows concurrent configuration 

 Shows both active SRDF/A and inactive groups (including SRDF/S sessions) 

 Does not show sessions that do not have a device group associated with it (e.g. those 
being controlled via a device file) 

 

-g <DGname> can also be used to report on a single group. This is particularly useful for looking 
at concurrent SRDF configurations. 

 

–rdfg all 

 Shows information on ALL SRDF/A sessions, including those not managed by a device 
group 

 Does not show device group names 

 Presents output in an unsorted order 

 Shows both active SRDF/A and inactive groups (including SRDF/S sessions) 
 

-rdfg <rdf-group-number> can also be used to report on a single group 

 
A number of examples of symstat output can be found in Appendices F & I in the SRDF/A 
Evaluation document, and are not repeated here. Only a few choice examples are included here. 
 
The following example shows symstat output type cycle for a single device group (DG03). The 
device group is for a set of disks running concurrent SRDF. This is shown by the fact that the 
device group has 2 RDF groups associated with it.  
 
Group 3 is the SRDF/A leg, as the columns relating to SRDF/A metrics are non-zero (e.g. Last 
Switch). Group 64 is the SRDF/S leg. The columns relating to SRDF/A metrics are not relevant 
for SRDF/S and hence contain no meaningful data. 
 
This session is active as can be inferred from the fact that the Last Switch time is shown (22 
seconds in this case). The active cycle # is the number of cycles that have occurred since the 
session was started (last resume or establish). 
 
 
#  symstat -reptype rdfa -g DG03 -type cycle -i 5 

 

SRDF/A Session Cycle Summary Information 

 

Symmetrix Id  : 000187700822 

Timestamp     : 10:22:25 

 

                            Session         Cycle Time  (sec)     Cycle Size 

                       ------------------  -------------------  --------------- 

                  RA               Active               Last                    

Device Group Name Grp  Type Number Cycle#  Min Avg Last Switch  Active Inactive 

----------------- ---  ---- ------ ------  --- --- ---- ------  ------ -------- 

DG03                 3  RDF1      2   3575   29  29   29     22     598        0 

                    64     -     63      0    -   0    0      -       0        0 

 

Legend for the Attribute of Cycle Size: 

 

  RDF1: Active = Capture  Inactive = Transmit 

  RDF2: Active = Receive  Inactive = Apply  

 

 

 
 
The following example shows symstat output type cache for all device groups. 
 
#  symstat -reptype rdfa -g all -type cache  -i 5 

 

SRDF/A Session Cache Summary Information 

 

Symmetrix Id                                  : 000187700822 

Timestamp                                     : 10:36:23 
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System Write Pending Limit                    : 3065494  (93.55 GB) 

Cache Slots available for all SRDF/A sessions : 2881564  (87.94 GB) 

Total Local Write Pending Count               : 0 

Total System Write Pending Count              : 0 

 

                                  Session   

                   RA   -----------------------------  Cache Slots  %Available 

Device Group Name  Grp  Type Number Priority Status      In Use     Cache Used 

-----------------  ---  ---- ------ -------- --------  -----------  ---------- 

DG03                 3  RDF1      2       50 Active              0         0.0 

                    64     -     63       33 Inactive            0         0.0 

DG19                19  RDF1     18       33 Active              0         0.0 

DG20                20  RDF1     19       33 Active              0         0.0 

DG21                21  RDF1     20       33 Active              0         0.0 

DG22                22  RDF1     21       33 Active              0         0.0 

DG23                23  RDF1     22       33 Active              0         0.0 

DG24                24  RDF1     23       33 Active              0         0.0 

DG25                25  RDF1     24       33 Active              0         0.0 

DG26                26  RDF1     25       33 Active              0         0.0 

DG27                27  RDF1     26       33 Active              0         0.0 

DG28                28  RDF1     27       33 Active              0         0.0 

DG29                29  RDF1     28       33 Active              0         0.0 

DG30                30  RDF1     29       33 Active              0         0.0 

DG31                31  RDF1     30       33 Active              0         0.0 

DG32                32  RDF1     31       33 Active              0         0.0 

DG33                33  RDF1     32       33 Active              0         0.0 

DG34                34  RDF1     33       33 Active              0         0.0 

DG35                35     -     34       33 Inactive            0         0.0 

DG36                36     -     35       33 Inactive            0         0.0 

DG37                37     -     36       33 Inactive            0         0.0 

DG38                38     -     37       33 Inactive            0         0.0 

DG39                39     -     38       33 Inactive            0         0.0 

DG40                40     -     39       33 Inactive            0         0.0 

 

Total                                                  -----------  ---------- 

  Slots                                                          0         0.0 

  GB                                                          0.00 

 

 

This view shows: 
 

 That DG03 is the only concurrent SRDF group as it is the only device group that has two 
RDF groups associated with it. All other groups are 2-site, each having a single RDF 
group associated with it. 

 

 Some groups are not actively replicating with SRDF/A. Note that it is not possible to tell 
if these groups are inactive SRDF/A or active SRDF/S sessions from this view.  
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8.10.2 symrdf list –concurrent 

 
A useful view of concurrent replication for an entire DMX can be obtained as follows. Note that 
this output shows both meta heads and meta members.   
 
The RDF group entries can be used to filter the output to get a view for a particular set of 
devices associated with an application.  
 
The RDF  
 
# symrdf list –concurrent –sid 0822 
 
 
Symmetrix ID: 000187700822 

 

                              Local Device View                           

------------------------------------------------------------------------- 

                   STATUS   MODES                      RDF  S T A T E S    

Sym        RDF    --------- -----  R1 Inv   R2 Inv ----------------------  

Dev  RDev  Typ:G  SA RA LNK  MDA   Tracks   Tracks Dev RDev Pair           

---- ----  ------ --------- ----- -------  ------- --- ---- -------------  

 

0001 0001   R1:3  RW RW RW   A..        0        0 RW  WD   Consistent     

     0001   R1:35 RW RW RW   S..        0        0 RW  WD   Synchronized   

0002 0002   R1:3  RW RW RW   A..        -        - RW  WD   Consistent     

     0002   R1:35 RW RW RW   S..        -        - RW  WD   Synchronized   

0003 0003   R1:3  RW RW RW   A..        -        - RW  WD   Consistent     

     0003   R1:35 RW RW RW   S..        -        - RW  WD   Synchronized   

0004 0004   R1:3  RW RW RW   A..        -        - RW  WD   Consistent     

     0004   R1:35 RW RW RW   S..        -        - RW  WD   Synchronized   

0005 0005   R1:3  RW RW RW   A..        0        0 RW  WD   Consistent     

     0005   R1:35 RW RW RW   S..        0        0 RW  WD   Synchronized   

. 

. 

. 

. 

. 

. 

0275 0275   R1:32 RW RW RW   A..        0        0 RW  WD   Consistent     

     0275   R1:64 RW RW RW   S..        0        0 RW  WD   Synchronized   

0276 0276   R1:32 RW RW RW   A..        -        - RW  WD   Consistent     

     0276   R1:64 RW RW RW   S..        -        - RW  WD   Synchronized   

0277 0277   R1:32 RW RW RW   A..        -        - RW  WD   Consistent     

     0277   R1:64 RW RW RW   S..        -        - RW  WD   Synchronized   

0278 0278   R1:32 RW RW RW   A..        -        - RW  WD   Consistent     

     0278   R1:64 RW RW RW   S..        -        - RW  WD   Synchronized   

 

Total                            -------- -------- 

  Track(s)                              0        0 

  MB(s)                               0.0      0.0 

 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 
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8.10.3 symrdf –g <device group> query –rdfa –rdfg all 

 
This is the key query command for Concurrent SRDF/A management.  
 
In particular it shows: 
 

3. SRDF/A replication status each leg (-rdfa flag). Only one leg should have SRDF/A 
active. For that leg it shows: 

- The time that the R2 is behind the R1 
- The last cycle time 
- Cache utilization for that group  
 

4. Status of each leg (-rdfg all flag): 
- RDF pair status 
- If device group consistency is enabled (different to RDF pair state being 

consistent) 
- Only meta heads are shown (unlike symrdf list, which also meta members) 

 
Status of individual legs can be determined by specifying the rdfg associated with that leg.  
 
In a concurrent SRDF configuration, one RDF group (only) associated with a device group will 
be asynchronously replicating, and the other will be inactive. In this case, we can see that RDF 
group 3 is Active (SRDF/A replicating) and RDF group 64 is inactive, and would be the 
synchronous leg.  
 
The Asynchronous R2 target is 57 seconds behind the R1. For a 30 second cycle time, the 
async R2 will always be at least 30 seconds behind the R1, but not more than 60 seconds under 
normal conditions. 
 
# symrdf –g otms query –rdfa –rdfg all 
 
Device Group (DG) Name             : otms 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000187700822 

 

RDFA Session Number                : 2 

RDFA Cycle Number                  : 3641 

RDFA Session Status                : Active 

RDFA Minimum Cycle Time            : 00:00:30 

RDFA Avg Cycle Time                : 00:00:30 

Duration of Last cycle             : 00:00:30 

RDFA Session Priority              : 33 

Tracks not Committed to the R2 Side: 0 

Time that R2 is behind R1          : 00:00:57 

RDFA R1 Side Percent Cache In Use  :  0 

RDFA R2 Side Percent Cache In Use  :  0 

 

Remote Symmetrix ID                : 000187721497  

RDF (RA) Group Number              :  3 (02) 

 

RDFA Session Number                : 34 

RDFA Cycle Number                  : 0 

RDFA Session Status                : Inactive 

RDFA Minimum Cycle Time            : 00:00:30 

RDFA Avg Cycle Time                : 00:00:00 

Duration of Last cycle             : 00:00:00 

RDFA Session Priority              : 33 

Tracks not Committed to the R2 Side: 0 

Time that R2 is behind R1          : 00:00:00 

RDFA R1 Side Percent Cache In Use  :  0 

RDFA R2 Side Percent Cache In Use  :  0 

 

Remote Symmetrix ID                : 000187721135  

RDF (RA) Group Number              : 35 (22) 
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       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDAC  STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV002  0005 RW       0        0 RW 0005 WD       0        0 A..X  Consistent   

             RW       0        0 RW 0005 WD       0        0 S...  Synchronized 

DEV003  0009 RW       0        0 RW 0009 WD       0        0 A..X  Consistent   

             RW       0        0 RW 0009 WD       0        0 S...  Synchronized 

DEV004  000D RW       0        0 RW 000D WD       0        0 A..X  Consistent   

             RW       0        0 RW 000D WD       0        0 S...  Synchronized 

DEV001  0001 RW       0        0 RW 0001 WD       0        0 A..X  Consistent   

             RW       0        0 RW 0001 WD       0        0 S...  Synchronized 

 

Total          -------- --------           -------- -------- 

  Track(s)            0        0                  0        0 

  MB(s)             0.0      0.0                0.0      0.0 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 

 C(onsistency State): X = Enabled, . = Disabled, - = N/A
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8.10.4 symcfg list –rdfg all 

 
The (edited) listing below can be used to show every RDF group on a DMX in a single view. It 
shows: 

 

 If SRDF/A is active or inactive 

 If RDF group level consistency is enabled on the rdf group 

 If MSC is active for that RDF group 
 

It can also be used to identify Inactive Async groups which appear as .IS in the Flags column. 
This will be used for the basis of the monitoring solution for inactive SRDF/A sessions.  
 

State Note Description 

XAS Normal Active Async session (no MSC control) with consistency enabled 

.AS Normal Active Async session (no MSC control) with consistency disabled 

XIS Suspended Async group Inactive Async session (no MSC control) with consistency enabled. 

.IS Suspended Async group Inactive Async session (no MSC control) with consistency disabled 

-IS Non-Async Non-Async session (usually synchronous, but not defined here) 

 
 

# symcfg list –rdfg all –sid 0822 

 

Symmetrix ID : 000187700822 

 

                S Y M M E T R I X   R D F   G R O U P S                

 

    Local             Remote                   Group               RDFA Info 

-------------  --------------------  -----------------------  ----------------- 

          LL                                      Flags  Dir  Flags  Cycle      

RA-Grp  (sec)  RA-Grp  SymmID        T    Name     LPD   Cfg   CSR    time  Pri 

-------------  --------------------  -----------------------  -----  -----  --- 

 1 ( 0)    10   1 ( 0) 000187721135  S SRDFS       XX.   F-S   -IS     30    33 

 2 ( 1)    10   2 ( 1) 000187721497  S SRDFA       XX.   F-S   -IS     30    33 

 3 ( 2)    10   3 ( 2) 000187721497  D DYN03       XX.   F-S   .AS     30    33 

 4 ( 3)    10   4 ( 3) 000187721497  D DYN04       XX.   F-S   .AS     30    33 

 5 ( 4)    10   5 ( 4) 000187721497  D DYN05       XX.   F-S   .AS     30    33 

 6 ( 5)    10   6 ( 5) 000187721497  D DYN06       XX.   F-S   .AS     30    33 

 . 

 .  

30 (1D)    10  30 (1D) 000187721497  D DYN30       XX.   F-S   .AS     30    33 

31 (1E)    10  31 (1E) 000187721497  D DYN31       XX.   F-S   .AS     30    33 

32 (1F)    10  32 (1F) 000187721497  D DYN32       XX.   F-S   .AS     30    33 

33 (20)    10  33 (20) 000187721497  D DYN33       XX.   F-S   .IS     30    33 

34 (21)    10  34 (21) 000187721497  D DYN34       XX.   F-S   .IS     30    33 

35 (22)    10  35 (22) 000187721135  D DYN35       XX.   F-S   -IS     30    33 

36 (23)    10  36 (23) 000187721135  D DYN36       XX.   F-S   -IS     30    33 

37 (24)    10  37 (24) 000187721135  D DYN37       XX.   F-S   -IS     30    33 

38 (25)    10  38 (25) 000187721135  D DYN38       XX.   F-S   -IS     30    33 

 - 

 - 

60 (3B)    10  60 (3B) 000187721135  D DYN60       XX.   F-S   -IS     30    33 

61 (3C)    10  61 (3C) 000187721135  D DYN61       XX.   F-S   -IS     30    33 

62 (3D)    10  62 (3D) 000187721135  D DYN62       XX.   F-S   -IS     30    33 

63 (3E)    10  63 (3E) 000187721135  D DYN63       XX.   F-S   -IS     30    33 

64 (3F)    10  64 (3F) 000187721135  D DYN64       XX.   F-S   -IS     30    33 

 

Legend: 

  Group (T)ype      :  S = Static, D = Dynamic 

  Group Flags       : 

      Prevent Auto (L)ink Recovery      : X = Enabled, . = Disabled 

      Prevent RAs Online Upon (P)ower On: X = Enabled, . = Disabled 

      Link (D)omino                     : X = Enabled, . = Disabled 

  Director (C)onfig :  F-S = Fibre-Switched, F-H = Fibre-Hub 

                       G = GIGE, E = ESCON, T = T3, - = N/A 

  RDFA Flags        : 

      (C)onsistency : X = Enabled, . = Disabled,  - = N/A 

      (S)tatus      : A = Active, I = Inactive,  - = N/A 

      (R)DFA Mode   : S = Single-session, M = MSC, - = N/A 
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8.10.5 symcfg list –ra all –switched 

 
Shows the mapping between RDF groups and RA ports. An example can be found in Section 
5.3.4.  
 

8.10.6 symevent list 

 
Symevent list gives information on SRDF/A sessions that have been aborted by the system. This 
may be due to cache exhaustion or communication errors between the DMX.  
 
Note, however, that it was found in testing that: 
 

 Not all SRDF/A stop/start events are recorded 
 

 The RDF group associated with the event are not recorded, only the director, which is of 
limited use in a multi-session environment 

 
EMC acknowledge these issues and will be fixing them in a future release (post-GA ) of the 
microcode. 
 
# symevent list 
 
Symmetrix ID: 000187700822 

Time Zone   : EST 

 

Detection time           Dir    Src  Category     Severity     Error Num 

------------------------ ------ ---- ------------ ------------ ---------- 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Error        0x004e 

    SRDF/A Session dropped, no RDF links operational. 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Warning      0x0010 

    No RDF links in an RDF group are operational 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Error        0x004e 

    SRDF/A Session dropped, no RDF links operational. 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Warning      0x0010 

    No RDF links in an RDF group are operational 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Error        0x004e 

    SRDF/A Session dropped, no RDF links operational. 
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9 Other Operational Issues 

9.1 Use of BCVs at concurrent SRDF/A source sites 

 
In a Symmetrix there are 4 mirror positions available for each volumes. The two mirrored 
standards consume two of these positions. An established BCV requires another. Each SRDF 
link requires an additional mirror position.  
 
Hence, it is possible to have either: 
 

 2-site configuration: Mirrored STD with ONE SRDF link and a BCV 
or 

 3-site configuration: Mirrored STD with TWO SRDF links (i.e. concurrent SRDF) 
 
 

Hence, it is not possible to use BCVs at the source site of a 3-site concurrent SRDF 

configuration. The sync and async target sites in a concurrent configuration each only have 
one SRDF link and hence can continue to use a BCV.   
 
If BCV-type functionality is required at the source site in a 3-site configuration, it will be 
necessary to use TimeFinder/Clone Technology. Clones have already been certified for use 
within Citigroup for this purpose. 
 
 

 
TimeFinder Clone Solutions Guide 

 
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-
05008-SG.pdf  
 

 
TimeFinder Clone Release Notes 

 
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-
05008-RN.pdf  
 

 
 

9.2 Using the SRDF/A PIT BCVs for COB testing 

As discussed previously in this document, it is recommended that a mirrored R2 be used at the 
Async target site and hence (due to mirror position limitations) only a single BCV can be 
established at any one time at that site. It is also recommended that only a single BCV be 
configured for each R2 at the async target site. Hence, this BCV will need to be used for both 
SRDF/A resynchronisations and COB testing (for those regions that test COB from a BCV rather 
than by failing over to the R2). 
 
The following gives some guidance on how to manage the shared usage of these BCVs. 
 
Under normal circumstances, the BCV for each R2 should be established with the R2. This way, 
the BCV is already synchronized and ready to be split off should an SRDF/A resynchronisation 
be needed.  
 
The resume_async (See Appendix B) script that can be used to automate the whole SRDF/A 
resynchronisation process, including production of the BCV copy, assumes that the BCV is 
already full synchronized with the R2 standard, and will abort by design if this is not the case. 
Alternatively the Solutions Enabler program symrecover can be used (symrecover was not 
available when resume_async was first written). See earlier section 8.2.5 for further details. 
 

http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05008-SG.pdf
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05008-SG.pdf
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05008-RN.pdf
http://gdse.ny.ssmb.com/GDSE_docs/GDSE-05008-RN.pdf


 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 145 of 242 
 

 

 
If the BCV is being used for COB test purposes at the time an SRDF/A resynchronisation is 
required, then it will be necessary to choose one of the following in conjunction with the business 
unit that owns the application and is doing the COB testing: 
 

a) Stop the COB testing, resynchronize the BCV with the R2 standard and then run symrecover 
or the resume_async script. Once resynchronization has completed, COB testing can continue, 
although the BCV will now contain the latest copy of production data and any changes made to 

the data during the COB testing will be lost. Impact: This will significantly disrupt COB testing. 
 

b) Wait until the COB test is completed. Then resynchronize the BCV with the R2 standard 

and then run the symrecover or resume_async script. Impact: This will delay resumption of 
replication. 
 

c) Restart async replication manually without first taking a BCV Point-in-time copy. Impact: If 
a second outage were to occur during the resynchronisation, the only good copy of data at the 
async site would potentially be the BCV copy being used for COB testing. If this has been 
modified, there potentially will be no good copies at the SRDF/A target site. 
 
All options have negative points. Which option you take will depend on the perceived criticality of 
conducting the COB testing verses also having an up-to-date copy of the production data on the 
R2 during the COB test. 
 

9.3 SRDF/A over long latency links 

 
A number of performance-related issues will impact operations over a long-latency link. Here we 
focus on the issues that were found in testing with a latency of 250ms, which is of the order of 
the round trip latency that will be experienced between Singapore and London.  

 

a) Reduced throughput and stability with packet loss at 250ms latency 
Limited testing showed that simulated packet loss: 
 

 reduces effective replication throughput as a function of latency 

 causes SRDF/A to drop out, with greater sensitivity to packet loss as a function of 
latency 

 
For further details see Section 6.11 of the SRDF/ A Evaluation document  
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05002-e.pdf 
 

 

b) Reduced effective bandwidth as a function of latency 
Even in an environment with a “perfect” network link (no jitter, no packet loss, no packet re-
ordering etc), there is a reduction in throughput as a function of latency. Effective bandwidths 
may be just 10% or less of the maximum potential bandwidth of the link for very long latencies 
(e.g. 250ms). 
 

 

c) Cycle time increases with latency for MSC replication 
If RDF groups are under MSC control, cycle time will increase beyond the pre-set value in 
proportion to latency on the network and the number of sessions under MSC control. This was 
NOT due to lack of bandwidth but due to the overhead of the latency in controlling the SRDF/A 
process. For further details see Section 6.10.1 of the SRDF/ A Evaluation document.  
  
 

d) Long runtime for control/query commands 

http://engineering.citigroup.net/gdse/products/platforms/symmetrix/stdsdocs/05002-e.pdf
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High latency also has a negative impact on the runtime of many control and query operations. 
This is because many of these commands are written is such a way that they communicate 
multiple times with the remote DMX for each invocation. 
  
Whilst no issues were observed with the running of these commands, it should be noted that set 
up and management would take considerably longer for very long distance configurations.   
 
For multiple query operations, the issue can be partially alleviated by running symcfg scan first to 
update the local database, and then running subsequent commands using the –offline option. 
The option causes the command to query cached information in the local database and not the 
Symmetrix. Consequently, it is significantly faster, with query commands taking less than a 
second. 
 
For further details see Section 6.11.5 of the SRDF/ A Evaluation document.  
 
 

9.4 Initial Master Program Load (IMPL) issues 

 
When a DMX does an Initial Master Program Load (IMPL) it resets asynchronous replication 
modes to synchronous. EMC have been alerted to this fact and are considering a solution. 
Hence, if a DMX is to be power-cycled, it will be necessary to first record which RDF groups are 
in async mode prior to the IMPL, and then reset them again back to async mode after the IMPL.   
 

This can be achieved using the script post_IMPL_reset (see Appendix B for further details). If 
this script is run before the IMPL, it will write to STDOUT a script that can then be used to reset 
the relevant RDF groups back to asynchronous mode afterwards. 
 
 

9.5 Troubleshooting network issues 

 
Lack of appropriate connectivity between sites may lead to problem with SRDF/A replication. At 
the time of writing, all SRDF/A testing has been conducted over simulated long-distance 
networks and no implementations have been deployed over real–world networks. Hence, there 
is limited knowledge on troubleshooting network issues. No end-to-end troubleshooting tools are 
available at this time. 
 
However, the following advice can be given based on experiences during testing.  
 

9.5.1 srdfa_health script 

The monitoring script srdfa_health (see Appendix B for more details) should be run regularly 
from cron to alert you of the following issues: 
 

Inactive SRDF/ A sessions – this will indicate any SRDF/A sessions that have dropped. If these 
have not been manually stopped, then they will have been aborted by the system either due to 
poor connectivity between the sites or due to cache exhaustion.  
 

SRDF/A cache utilization above a preset limit – this will either indicate an excessive, atypical 
IO load or a problem with network connectivity giving reduced bandwidth. It accompanied by 
aborting SRDF/A sessions, but before cache has been exhausted, then network connectivity is 
the likely cause. 
 

Extended cycle times above a preset threshold – this will either indicated reduced bandwidth 
availability or more likely excess IO load. It accompanied by a large increase in cache utilization, 
then increased IO load is the likely cause. Note that in this case, SRDF/A is still running and 
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hence the network is still of sufficient quality to support replication. A temporary increase in 
loading is the more likely cause. 
 

9.5.2 symevent 

Symevent list nominally shows unscheduled SRDF/A start/stop events i.e. SRDF/A sessions that 
have been aborted by the systems. This may be due to cache exhaustion or communication 
errors between the DMX.  If the Event Daemon is being used, then this willl also report on 
numerous SRDF-related events (see Section 5.8.2). 
 
An example of symevent list output is shown below. It shows both dropped sessions and when 
there are no RDF links available for an RDF group. 
 
# symevent list –sid 0822 

 
Symmetrix ID: 000187700822 

Time Zone   : EST 

 

Detection time           Dir    Src  Category     Severity     Error Num 

------------------------ ------ ---- ------------ ------------ ---------- 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Error        0x004e 

    SRDF/A Session dropped, no RDF links operational. 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Warning      0x0010 

    No RDF links in an RDF group are operational 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Error        0x004e 

    SRDF/A Session dropped, no RDF links operational. 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Warning      0x0010 

    No RDF links in an RDF group are operational 

 

Thu Feb 17 05:52:33 2005 RF-14C Symm RDF          Error        0x004e 

    SRDF/A Session dropped, no RDF links operational. 

 

9.5.3 McData IPS troubleshooting 

 
The IPS performance can be monitored real time via the Element Manager for a particular IPS. 
Each monitoring/Statistics window will monitor certain portions of the IPS. From the 
Statistics/Info Pull down menu, an administrator can monitor several different aspects of the IPS 
performance. The key areas to monitor to make sure both the WAN connections and the IPS 
gateways are performing at a good level are the following:  
 

 Port Traffic  

 Remote Connections  

 GE Ports  

 Fabric Ports  
 
The most important performance statistics to monitor are “TCP Slow Starts” and “Retransmitted 
Segments” on the Remote Connections monitoring screen. See the McData IPS SAN Router 
Solutions Guide for details about how these statistics can impact bandwidth performance.  
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10 Appendix A – Basic Requirements Questionnaire 

This questionnaire is not supposed to be exhaustive, but is designed simply to collect the basic 
requirements information to allow SRDF/A implementation design work to begin and to permit 
meaningful discussions with EMC. EMC will need to collect much more detailed information for 
their SRDF/A implementation certification known as Solutions Qualification. 
. 
This questionnaire does not cover SRDF/Star implementations. 

10.1 Definitions 

The following definitions are used within this questionnaire: 
 

COB site - Continuance of Business site 
May be used to deal with a variety of failure scenarios including: 
 

 Failure of individual servers 

 Failure of Storage subsystems 

 Failure of Datacentre infrastructure 
 
Most failures are temporary in nature.  
 

DR site – Disaster Recover site.  
Would be used in the event of a disaster that rendered the Production site and local COB site (if 
one exists) unusable. Note that in some cases (e.g. 2-site configuration), the COB site and the 
DR site may be one and the same. 
 

Local  
Refers to a site that is close enough to the Production datacentre to permit the use of 
synchronous replication. 

 

Remote  
Refers to a site that is not close enough to the Production datacentre to permit the use of 
synchronous replication 
 

RTO – Recovery Time Objective 
Recovery Time Objective is the time within which business functions or applications must be 
restored (includes time before the disaster is declared and time to perform the tasks). Note that 
substantially lower RTOs can be achieved if non-zero data loss is acceptable. 
 

RPO – Recovery Point Objective 
Recovery Point Objective is the point-in-time to which data must be restored to successfully 
resume processing (often thought of as time between last backup and when outage occurred).  
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10.2 Questions 

 

Q1. Which of the following two SRDF/A configuration(s) so you intend to deploy? 
 

a) 2-site with asynchronous replication between Production and remote COB/DR site.   
 
Replication is via multiple SRDF/A sessions, each controlling the data replication for 
individual servers/applications and allowing independent failover. All devices in an SRDF/A 
replication session must be failed over together. Hence, failover independence can only be 
achieved by putting each application into a different RDF group. 

 
 

 
 
 
 

b) 3-site with Synchronous replication between Production and local COB, and 

Concurrent asynchronous replication between Production and remote DR site.  
 

Source data is simultaneously replicated to two targets. Replication is via multiple sessions, 
each controlling the data replication for individual servers/applications. Provides zero RPO 
for COB. 

 

 

 

 

Site A 
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Q2. Approximately how many servers/applications are in scope for SRDF/A replication in 

your region (state 2- and 3-site requirements separately)?  
 
Note that for a 2-site solution, a single DMX running 5x71 can support up to 63 independent 
SRDF/A replication sessions (127 for 5772) to the remote site i.e. 62 independently managed 
applications. For a 3-site solution, a single DMX can support up to 31 independently managed 
applications (again for 5x71).  
 
Here we define independent as the ability to failover a server/application over to the COB/DR 
site without affecting replication of other servers/applications, or have that server/application’s 
replication impacted by the failover of other servers/applications 
 
 
 

Q3. Approximately what is the total amount of data in scope for each type of SRDF/A 

replication (state 2- and 3-site requirements separately)? 
 
This, combined with the answer to the previous question determines how many DMX will be 
required for each implementation; the number of applications that can be supported per DMX 
will either be limited by the total capacity of the DMX or the number of independent replication 
sessions if can support. 

 

 

 

Q4. Do you require I/O consistency of data at the COB and DR sites to be enforced by 

EMC technology between applications?  
 
i.e. do you want to ensure that if replication stops for one application, it is also halted for certain 
other applications to ensure that the data sets for these applications remain point-in-time 
consistent at the remote site? 
 
If the answer is yes, then each set of apps that need to be IO self-consistent must be 
documented. See Section 4 for further details of the issues.  
 
 
 

Q5. Do you currently use consistency groups to enforce I/O consistency between 

applications on your Synchronous SRDF setup? 
 
If not, and the answer to the previous question was yes, then consider: 
 

1. If you do really need inter-application consistency enforced at the storage level, as 
opposed to the application level 

 
2. If you currently have an exposure as no inter-application consistency is enforced today 

 

 

 

Q6. What are your RTO requirements? 
 
 
 

Q7. What are your RPO requirements?  
 
Synchronous SRDF offers an RPO of zero i.e. zero data loss. SRDF/A offers an RPO of 60 
seconds with default settings (and low latency) in the case of storage, network link or site failure. 
SRDF/A can provide an RPO of zero in the case of server failure. 
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Q8. What is the distance between your Production and COB/DR site? 
 
If greater than ~80km, use of SRDF/A in place of SRDF/S is mandatory 
 
 

Q9. What is the round-trip network latency between these sites? 
 
This is required to determine if there are likely to be latency-related issues with the 
implementation (e.g. reduced effective network throughput, increased likelihood of dropouts, etc) 
 
 
 

Q10. Are there any bandwidth limitations between your sites?  
 
SRDF/A requires sufficient bandwidth to accommodate IO write rate. SRDF/A may not be 
suitable if there is insufficient network bandwidth. 

 

 

 

Q11. When a server or application temporarily invokes COB (to the local site), is the 

temporary loss of replication of that server/application’s data from the local COB site 

(now production) to the remote DR site acceptable?  
 
Note that at the present time, it is not possible to provide replication to the DR site when the 
application is failed over the COB site. The business needs to be informed of this limitation if 
they were expecting this functionality at this time.  
 
  
 

Q12. Do you use BCVs at your production site?  
 
Traditional BCVs at the source site are not compatible with concurrent SRDF replication of 
mirrored storage. Hence, it will be necessary convert to using clones instead of BCVs for Point-
In-Time copies of source volumes.  
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10.3 Summary of Basic Requirements Questionnaire results 

 

 Question Planned 

Configuration 

Result Notes 

Q1 Configuration in scope? 2-site config Y/N  

3-site config Y/N  

     

Q2 Number of independent 
applications? 

2-site config   

3-site config   

     

Q3 Approx. amount of data (GB)? 2-site config   

3-site config   

     

Q4 Inter-application I/O consistency 
required? 

2-site config   

3-site config  Not easily supported 

     

Q5 Consistency groups used today for 
these applications? 

2-site config   

3-site config   

     

Q6 DR site RTO requirements 2-site config   

3-site config   

     

Q7 DR site RPO requirements 2-site config   

3-site config   

     

Q8 Distance between Prod and DR site Both   

     

Q9 Round-trip network latency between 
Prod and DR site 

Both   

     

Q10 Bandwidth limitations between Prod 
and DR sites 

Both   

     

Q11 Replication required to DR when 
COB invoked? 

2-site config  N/A 

3-site config  Not supported 

     

Q12 BCVs used today at Production site? 2-site config   

3-site config  Clones required 
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11 Appendix B – Template Operational Scripts Summary 

The following template scripts have been tested in the SRDF/A proof-of-concept test 
environment. This environment has mirrored R2s at both the Sync and Async target sites. They 
are not guaranteed to work in all locations due to variations in local practice relating to:  
 

 Device group management (both creation and “replication” of device group definitions to 
local and remote SAN mangement servers). 

 

 Formation of synchronous target R2s. These scripts are designed to work with mirrored 
R2s. If R2s are comprised of unmirrored R2 + BCV, then additional steps will be 
required to managed these additional BCVs. 

 

 Local naming conventions for logical devices and device groups.  
 

Nevertheless, they do provide fully working scripts which can be used "as is" where the various 
assumptions are fulfilled. Alternatively, they can be taken and have minor modifications made to 
them to work within your environment. Operations groups that choose to make use of these 
templates must take on on-going support of their implementation in their region. 
 
Unless otherwise stated, all scripts should be run from a SAN management server located at the 
production site. 
 
A package containing these template scripts can be obtained from the GDS distribution server at 
 
/net/stealth/export1/home1.localhost/sw/PKG/PRsrdfa1.1_A0 
 

11.1 Summary of scripts  

 

 

*** IMPORTANT *** 
 
The following scripts are for 2-Site SRDF/A and 3-Site non-Star Concurrent SRDF. They are not 
appropriate for SRDF/Star environments. For operations procedures for SRDF/Star, see the 

“SRDF/Star for Open Systems” Solutions Guide. 
 

 

 

Monitoring scripts 

 

mon_srdfa_inactive Logs errors in /var/adm/messages if inactive SRDF/A sessions found 

mon_srdfa_cycle Logs errors in /var/adm/messages if current cycle time for any 
replication group is greater than a preset threshold 

mon_srdfa_cache Logs errors in /var/adm/messages if overall SRDF/A cache utilization is 
greater than a preset threshold 

srdfa_health Single script combining all three of the above functions 
(RECOMMENDED) 

mon_srdfa_dse_pool Logs errors in /var/adm/messages if DSE pool utilization threshold is 
exceeded. For Enginutiy 5772 or later only. 

 
 

 

Automation scripts 
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seq_srdfa Sequential automated execution for multiple DGs of SRDF/A control 
scripts that take a DG as a single argument.  

 
 
 

 

Adding/removing SRDF/A devices 

 

add_PIT_BCV Script to add remote BCVs to async R2 standards. 

rm_PIT_BCV Script to remote BCVs from async R2 standards. 

  

2site_add_device Add devices to existing RDF and device groups and syncs up. 
Configures PIT BCVs for SRDF/A recovery. 

2site_rm_device Removes subset of devices from RDF and device groups. 
Deconfigures PIT BCVs used for SRDF/A recovery. 

  

3site_add_device Add devices to existing RDF and device groups and syncs up. 
Configures PIT BCVs for SRDF/A recovery. 

3site_rm_device Removes subset of devices from RDF and device groups. 
Deconfigures PIT BCVs used for SRDF/A recovery. 

 
 

 

Recovery scripts 
 

post_IMPL_reset Creates a script that can be used to reset asynchronous mode on RDF 
groups after a DMX IMPL (power cycle) 

resume_srdfa Script to resume SRDF/A replication that take a point-in-time copy 
before the resynchronisation starts 

 
 

 

Failover/failback scripts 
  

2site_async_failover Controls failover of async RDF groups 

2site_async_failback Control failback of async RDF groups 

  

3site_sync_failover Control of failvover down the sync leg for entire RDF group in a 
concurrent configuration  

3site_sync_failback Control of failback down the sync leg for entire RDF group in a 
concurrent configuration  

3site_async_failover Control of failover down the async leg for entire RDF group in a 
concurrent configuration  

3site_async_failback Control of failback down the async leg for entire RDF group in a 
concurrent configuration  

  

2site_async_swap Controls personality swap of async RDF groups 

  

2site_MSC_failover Control independent failover of an RDF group participating in multi-
session consistency replication  

2site_MSC_failback Control independent failback of an RDF group formerly participating in 
multi-session consistency replication 

  

2site_CG_failover Control failover of an entire Composite Group participating in multi-
session consistency replication  

2site_CG_failback Control failback of an entire Composite Group participating in multi-
session consistency replication 
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* Note that 3site MSC is not yet supported by EMC and hence no scripts will be provided 
 
 

 

3-site sync leg subset failover  

 

Script Location script must be 

run from 

Action 

3site_subset_failover_phase1 Run from source site. Suspends Async leg 

3site_subset_failover_phase2 Run from Sync target site. Fails over subset of disks in 
RDF group 

3site_subset_failover_phase3 Run from source site. Resume Async leg for 
remaining devices in RDF 
group 

 

3-site sync leg subset failback 
 

Script Location script must be 

run from 

Action 

3site_subset_failback_phase1 Run from source site. Suspends Async leg 

3site_subset_failback_phase2 Run from Sync target site. Fail back subset of disks in 
RDF group 

3site_subset_failback_phase3 Run from source site. Resume Async leg for all 
devices in RDF group 
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11.2 Script mon_srdfa_inactive 

11.2.1 Overview 

 
This script will monitor for inactive SRDF/A sessions using symcfg. It accomplishes this by 
looking for all RDF groups in asynchronous mode that are not active.  The script will work for 
SRDF/A sessions under both MSC and native DMX replication control. 
 

11.2.2 Invocation and required arguments 
 

# Invocation:   mon_srdfa_inactive  <SID> <support_team> 

# 

# Arguments:    <SID> - Symmetrix ID  

#               <support_team>     - String with support team name  

#                                     (e.g. "SAN Support team") 

# 

# Example:      mon_srdfa_inactive 0822 "SAN support team" 

 
 

11.2.3 Usage notes 

 

Script mon_srdfa_inactive should be run from cron at regular intervals on a Solaris server 
being used to manage SRDF/A. Once every 5 minutes may be a suitable time interval. 
 
The script will write a message to /var/adm/messages using the logger command if one of the 
criteria for raising an alert is met. 
 
All messages will include the string SRDFA_ALERT. You will need to instruct your local 
Enterprise Monitoring (EMS) Team to monitor the /var/adm/messages file on the server running 
the SRDF/A monitoring script(s) and set their system to raise an alert to the appropriate support 
team should a message with the string SRDFA_ALERT be detected. The contents of the 
message should also be forwarded by EMS to the support team. 
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11.3 Script mon_srdfa_cache 

11.3.1 Overview 

 
This script will monitor the symmetrix wide cache that has been assigned for SRDF/A usage. If 
the usage exceeds a preset percentage, it will log an error. 
 

11.3.2 Invocation and required arguments 
 

# Invocation:   mon_srdfa_cache  <SID> <cache_threshold>  

<support_team> 

# 

# Arguments:    <SID> - Symmetrix ID  

#               <cache_threshold> - % cache threshold 

#               <support_team>     - String with support team name  

#                                     (e.g. "SAN Support team") 

# 

# Example:      mon_srdfa_cache 0822 80 "SAN support team" 

 
 

11.3.3 Usage notes 

 

Script mon_srdfa_cache should be run from cron at regular intervals on a Solaris server being 
used to manage SRDF/A. Once every 5 minutes may be a suitable time interval. 
 
The script will write a message to /var/adm/messages using the logger command if one of the 
criteria for raising an alert is met. 
 
All messages will include the string SRDFA_ALERT. You will need to instruct your local 
Enterprise Monitoring (EMS) Team to monitor the /var/adm/messages file on the server running 
the SRDF/A monitoring script(s) and set their system to raise an alert to the appropriate support 
team should a message with the string SRDFA_ALERT be detected. The contents of the 
message should also be forwarded by EMS to the support team. 
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11.4 Script mon_srdfa_cycle 

11.4.1 Overview 

 
This script will monitor the cycle time of all SRDF/A session usage. If the time since the last 
cycle switch exceeds a preset value for any SRDF/A sessions, it will log an error for each such 
session. 
 

11.4.2 Invocation and required arguments 
 

# Invocation:   mon_srdfa_cycle <SID> <cycle_threshold> <support_team> 

# 

# Arguments:    <SID> - Symmetrix ID  

#               <cycle_threshold>  - maximum cycle time threshold 

#               <support_team>     - String with support team name  

#                                     (e.g. "SAN Support team") 

# 

# Example:      mon_srdfa_cycle 0822 60 "SAN support team" 

 
 

11.4.3 Usage notes 

 

Script mon_srdfa_cycle should be run from cron at regular intervals on a Solaris server being 
used to manage SRDF/A. Once every 5 minutes may be a suitable time interval. 
 
The script will write a message to /var/adm/messages using the logger command if one of the 
criteria for raising an alert is met. 
 
All messages will include the string SRDFA_ALERT. You will need to instruct your local 
Enterprise Monitoring (EMS) Team to monitor the /var/adm/messages file on the server running 
the SRDF/A monitoring script(s) and set their system to raise an alert to the appropriate support 
team should a message with the string SRDFA_ALERT be detected. The contents of the 
message should also be forwarded by EMS to the support team. 
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11.5 Script srdfa_health 

11.5.1 Overview 

 
This is the primary SRDF/A monitoring script. It embodies all the functionality of the previous 3 
scripts and provides: 
 

 Monitoring for inactive SRDF/A sessions  

 Monitoring for cache utilization above a preset threshold 

 Monitoring for cycle times above a preset threshold 
 
If script srdfa_health is used, (recommended) it is not necessary to run the previous three 
mon_srdfa_* scripts. 
 
 

11.5.2 Invocation and required arguments 
 

# Invocation:   srdfa_health  <SID> <cache_threshold>  

<cycle_threshold> <support_team> 

# 

# Arguments:    <SID> - Symmetrix ID  

#               <cache_threshold> - cache threshold (percentage) 

#               <cycle_threshold> - cycle threshold (seconds) 

#               <support_team>    - String with support team name  

#                                   (e.g. "SAN Support team") 

# 

# Example:      srdfa_health 0822 50 90 "SAN support team" 

 
 

11.5.3 Usage notes 

 

Script srdfa_health should be run from cron at regular intervals on a Solaris server being used 
to manage SRDF/A. Once every 5 minutes may be a suitable time interval. 
 
The script will write a message to /var/adm/messages using the logger command if one of their 
criteria for raising an alert is met. 
 
All messages will include the string SRDFA_ALERT. You will need to instruct your local 
Enterprise Monitoring (EMS) Team to monitor the /var/adm/messages file on the server running 
the SRDF/A monitoring script(s) and set their system to raise an alert to the appropriate support 
team should a message with the string SRDFA_ALERT be detected. The contents of the 
message should also be forwarded by EMS to the support team. 
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11.6 Script mon_srdfa_dse_pool 

11.6.1 Overview 

 
This script will monitor the pool usage of a nominated DSE pool. If the usage exceeds a preset 
percentage, it will log an error. 
 

11.6.2 Invocation and required arguments 

 
# Invocation:   mon_srdfa_dse_pool <SID> <pool_threshold> <dse_pool> 

<support_team> 

# 

# Arguments:    <SID>      - Symmetrix ID  

#               <pool_threshold>   - % pool threshold  

#               <dse_pool>     - dse_pool name 

#               <support_team>     - String with support team name  

#                                      (e.g. "SAN Support") 

# 

# Example:  mon_srdfa_dse_pool 0847 60 DSE "SAN Support team" 

# 

11.6.3 Usage notes 

 

Script mon_srdfa_dse_pool should be run from cron at regular intervals on a Solaris server 
being used to manage SRDF/A. Once every 5 minutes may be a suitable time interval. 
 
The script will write a message to /var/adm/messages using the logger command if one of the 
criteria for raising an alert is met. 
 
All messages will include the string SRDFA_ALERT. You will need to instruct your local 
Enterprise Monitoring (EMS) Team to monitor the /var/adm/messages file on the server running 
the SRDF/A monitoring script(s) and set their system to raise an alert to the appropriate support 
team should a message with the string SRDFA_ALERT be detected. The contents of the 
message should also be forwarded by EMS to the support team. 
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11.7 Script seq_srdfa 

11.7.1 Overview 

 
This script can be used to automate for multiple Device Groups (DGs) the running of other 
SRDF/A control scripts that take a DG as their single argument. The commands are run 
sequentially in the order specified in the file containing the list of DGs. 

11.7.2 Invocation and required arguments 

 
# Invocation:   seq_srdfa <script> <dglist> 

# 

# Arguments:    <script>   - Script to be run  

#               <dglist>   - File with list of DGs in order they  

#                            should run 

# 

# Example:      seq_srdfa 2site_async_failover dglist 

 

11.7.3 Usage notes 

 
This script has been provided to help automate the running of the same control script for multiple 
DGs. The most obvious usage is to automate the failover of multiple DGs in the event of a 
disaster (e.g. using script 2site_async_failover as in the above example), but it can also be used 
to speed up house keeping tasks such as resuming SRDF/a sessions after they have dropped. 
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11.8 Script add_PIT_BCV 

11.8.1 Overview 

 
This script can be used at the source site to add remote BCVs to a local device group. It is 
designed to be used when setting up SRDF/A to add the SRDF/ PIT BCVs at the async target 
site to the source site device group for the relevant RDF group. 
 
The script executes the following steps: 
 

 Associate the remote SRDF/A PIT BCV with the device group  

 Attach the BCV to its nominated R2 standard 

 Full establish the BCV with the R2 standard 

 Remind user to update device group on other local management servers if GNS is not 
being used 

 Remind user to update device group at remote site if GNS remote mirroring is not being 
used 

 

11.8.2 Invocation and required arguments 

 
# Invocation:   add_PIT_BCV <DGName> <async RDF group>  

<BCV pairing file> <local SID>  

# 

# Arguments:    <DGName>  - Device Group Name 

#               <async RDF group>  - Async RDF group number  

#               <BCV pairing file>  - BCV pairing file 

#               <local SID>   - local Symmetrix ID 

# 

# Example:      add_PIT_BCV DG03 3  ./bcv_pairs_newdisks 0822 

 

11.8.3 Usage notes 

 
This script is intended to be used during initial setup of SRDF/A. 
 
The script requires an input file that defines which BCV is to be paired with which async target 
R2. One row is needed for each STD-BCV pairing. The first entry in a row is the Symmetrix 
Volume ID of the R2  and the second entry is the Symmetrix Volume ID of the BCV to be 
associated with the R2. Only metaheads should be included in the file. 
 
For example the following BCV pairing file would pair remote BCV 0521 with R2 00D1 and 
remote BCV 0525 with R2 00D5. 
 
00D1 0521 

00D5 0525 
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11.9 Script rm_PIT_BCV 

11.9.1 Overview 

 
This script can be used at the source site to remove remote BCVs from a local device group. It 
is designed to be used when removing SRDF/ PIT BCVs at the async target site.  
 
The script executes the following steps: 
 

 Split PIT BCV from STD to be removed 

 Cancel relationships between PIT BCV and STD 

 Remove BCV from device group 

 Remind user to update device group on other local management servers if GNS is not 
being used 

 Remind user to update device group at remote site if GNS remote mirroring is not being 
used 

 

11.9.2 Invocation and required arguments 

 
# Invocation:   rm_PIT_BCV <DGName> <async RDF group>  

<BCV pairing file> <local SID>  

# 

# Arguments:    <DGName>  - Device Group Name 

#               <async RDF group>  - Async RDF group number  

#               <BCV pairing file>  - BCV pairing file 

#               <local SID>   - local Symmetrix ID 

# 

# Example:      rm_PIT_BCV DG03 3  ./bcv_pairs_newdisks 0822 

 
 

11.9.3 Usage notes 

 
The script requires an input file that defines which BCVs are paired with which async target R2s. 
One row is needed for each STD-BCV pairing. The first entry in a row is the Symmetrix Volume 
ID of the R2 and the second entry is the Symmetrix Volume ID of the BCV to be associated with 
the R2. Only metaheads should be included in the file. 
 
For example the following BCV pairing file would remove remote BCV 0521 from R2 00D1 and 
remote BCV 0525 from R2 00D5. 
 
00D1 0521 

00D5 0525 
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11.10 Script  2site_add_device 

11.10.1 Overview 

 
This script can be used to add new devices to an existing RDF group in a 2-site SRDF/A 
configuration. This would be needed, for example, if additional storage were added to a server 
after the initial SRDF/A deployment. The script also sets up the remote SRDF/A PIT BCV at the 
async target site to the local device group as a remote BCV. 
 
The script executes the following steps: 
 

 Disable consistency for device group 

 Verify remove BCV is fully established 

 Split remote BCV 

 Change mode to adaptive copy 

 Add the new device(s) to the RDF group and establish RDF pair 

 Add the new device(s) into the local device group (GNS master) 

 Wait until RDF is fully synced up  

 Set mode back to async replication and enable consistency 

 Add the remote SRDF/A PIT BCV into the device group and establish 

 Remind user to update device group at remote site 
 

11.10.2 Invocation and required arguments 

 
# Invocation: 2site_add_device <DGName> <RDF group>  

<RDF pairsfile> <BCV pairing file> <local SID>  

# 

# Arguments:    <DGName>  - Device Group Name 

#               <RDF group>   - RDF group number  

#               <RDF pairsfile> - RDF pairsfile 

#               <BCV pairing file>  - BCV pairing file 

#               <local SID>   - local Symmetrix ID 

# 

# Example:  

# 

#    2site_add_device DG19 19  

./pairsfile_DYN19_newdisks ./bcv_pairs_newdisks 0822 

 

11.10.3 Usage notes 

 
The script requires a standard RDF pairs file that defines which local and remote standard 
devices are to be formed into an R1-R2 pair.  One row is needed for each R1-R2 pairing. The 
first entry in a row is the Symmetrix Volume ID of the device in the local Symmetrix to be used 
as the R1. The second entry is the Symmetrix Volume ID of the device in the remote box to be 
used as the R2. Only metaheads should be included in the file. 
 
Note that the volume ID for the R1 and R2 will usually be the same. For example  
0001 0001 

0005 0005 

 
The script also requires an input file that defines which BCV is to be paired with which async 
target R2. One row is needed for each STD-BCV pairing. The first entry in a row is the 
Symmetrix Volume ID of the R2  and the second entry is the Symmetrix Volume ID of the BCV to 
be associated with the R2. Only metaheads should be included in the file. 
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For example the following BCV pairing file would pair remote BCV 0521 with R2 00D1 and 
remote BCV 0525 with R2 00D5. 
 
00D1 0521 

00D5 0525 
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11.11 Script  2site_rm_device 

11.11.1 Overview 

 
This script can be used to remove existing devices from an RDF group in a 2-site SRDF/A 
configuration. This would be needed, for example, if storage were being removed from a server. 
The script also removes the remote SRDF/A PIT BCV at the async target site to the local device 
group as a remote BCV. 
 
The script executes the following steps: 
 

 Split PIT BCV from STD to be removed 

 Cancel relationships between PIT BCV and STD 

 Remove BCV from device group 

 Suspend asynchronous replication  

 Remove STDs from device group 

 Delete RDF pairing relationship 

 Resume SRDF replication and enable consistency 

 Remind user to update device group on other local management servers if GNS is not 
being used 

 Remind user to update device group at remote site if GNS remote mirroring is not being 
used 

11.11.2 Invocation and required arguments 

 
# Invocation: 2site_rm_device <DGName> <RDF group>  

<RDF pairsfile> <BCV pairing file> <local SID>  

# 

# Arguments:    <DGName>  - Device Group Name 

#               <RDF group>   - RDF group number  

#               <RDF pairsfile> - RDF pairsfile 

#               <BCV pairing file>  - BCV pairing file 

#               <local SID>   - local Symmetrix ID 

# 

# Example:  

# 

#    2site_rm_device DG19 19  

./pairsfile_DYN19_newdisks ./bcv_pairs_newdisks 0822 

 

11.11.3 Usage notes 

 
The script requires a standard RDF pairs file that defines which local and remote standard 
devices form the R1-R2 pairs to be removed. One row is needed for each R1-R2 pairing. The 
first entry in a row is the Symmetrix Volume ID of the device in the local Symmetrix used as the 
R1. The second entry is the Symmetrix Volume ID of the device in the remote box used as the 
R2. Only metaheads should be included in the file. 
 
Note that the volume ID for the R1 and R2 will usually be the same. For example  
0001 0001 

0005 0005 

 
The script also requires an input file that defines which BCVs are paired with which async target 
R2s. One row is needed for each STD-BCV pairing. The first entry in a row is the Symmetrix 
Volume ID of the R2 and the second entry is the Symmetrix Volume ID of the BCV to be 
associated with the R2. Only metaheads should be included in the file. 
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For example the following BCV pairing file would remove remote BCV 0521 from R2 00D1 and 
remote BCV 0525 from R2 00D5. 
 
00D1 0521 

00D5 0525 
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11.12 Script  3site_add_device 

11.12.1 Overview 

 
This script can be used to add new devices to an existing RDF group in a 3-site SRDF/A 
configuration. This would be needed, for example, if additional storage were added to a server 
after the initial SRDF/A deployment. The script also sets up the remote SRDF/A PIT BCV at the 
async target site to the local device group as a remote BCV. 
 
The script executes the following steps: 
 

 Disable consistency for async leg  

 Change async mode to adaptive copy 

 Add the new device(s)to the Async RDF group and establish Async RDF pairs 

 Add the new device(s) into the local device group 

 Set async leg mode back to async and enable consistency 

 Add the new device(s) to the sync RDF group and establish sync RDF pairs 

 Add the remote SRDF/A PIT BCV into the device group and establish 

 Remind user to update device group on other local management servers if GNS is not 
being used 

 Remind user to update device group at remote site as GNS remote mirroring is not 
supported in concurrent configurations. 

 

11.12.2 Invocation and required arguments 

 
# Invocation:   3site_add_device <DGName> <Sync RDF group>  

<Async RDF group> <RDF pairsfile>  

<BCV pairing file> <local SID>  

# 

# Arguments:    <DGName>  - Device Group Name 

#               <Sync RDF group>  - Sync leg RDF group number  

#               <Async RDF group>  - Async leg RDF group number  

#               <RDF pairsfile> - RDF pairsfile 

#               <BCV pairing file>  - BCV pairing file 

#               <local SID>   - local Symmetrix ID 

# 

# Example:  

# 

# 3site_add_device DG03 64 3 ./pairsfile_DYN03_newdisks  

./bcv_pairs_newdisks 0822 

 

11.12.3 Usage notes 

 
The script requires a standard RDF pairs file that defines which local and remote standard 
devices are to be formed into an R1-R2. The same file is used for both legs. One row is 
needed for each R1-R2 pairing. The first entry in a row is the Symmetrix Volume ID of the device 
in the local Symmetrix to be used as the R1. The second entry is the Symmetrix Volume ID of 
the device in the remote box to be used as the R2. Only metaheads should be included in the 
file. 
 
Note that the volume ID for the R1 and R2 will usually be the same. For example  
0001 0001 

0005 0005 
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The script also requires an input file that defines which BCV is to be paired with which async 
target R2. One row is needed for each STD-BCV pairing. The first entry in a row is the 
Symmetrix Volume ID of the R2  and the second entry is the Symmetrix Volume ID of the BCV to 
be associated with the R2. Only metaheads should be included in the file. 
 
For example the following BCV pairing file would pair remote BCV 0521 with R2 00D1 and 
remote BCV 0525 with R2 00D5. 
 
00D1 0521 

00D5 0525 
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11.13 Script 3site_rm_devices 

11.13.1 Overview 

 
This script can be used to remove existing devices from an RDF group in a 3-site SRDF/A 
configuration. This would be needed, for example, if storage were being removed from a server. 
The script also removes the remote SRDF/A PIT BCV at the async target site to the local device 
group as a remote BCV. 
 
The script executes the following steps: 
 

 Split PIT BCV from STD to be removed 

 Cancel relationships between PIT BCV and STD 

 Remove BCV from device group 

 Suspend async replication  

 Suspend sync replication  

 Remove STDs from device group 

 Delete async RDF pairing relationship 

 Delete sync RDF pairing relationship 

 Resume async replication and enable consistency 

 Resume sync replication 

 Remind user to update device group on other local management servers if GNS is not 
being used 

 Remind user to update device group at remote site as GNS remote mirroring is not 
supported in concurrent configurations. 

 

11.13.2 Invocation and required arguments 

 
# Invocation: 3site_rm_device <DGName> <Sync RDF group>  

<Async RDF group> <RDF pairsfile>  

<BCV pairing file> <local SID>  

# 

# Arguments:    <DGName>  - Device Group Name 

#               <Sync RDF group>    - Sync leg RDF group number  

#               <Async RDF group>   - Async leg RDF group number  

#               <RDF pairsfile>     - RDF pairsfile 

#               <BCV pairing file>  - BCV pairing file 

#               <local SID>   - local Symmetrix ID 

# 

# Example:  

# 

# 3site_rm DG03 64 3 ./pairsfile_DYN03_newdisks  

./bcv_pairs_newdisks 0822 

 
 

11.13.3 Usage notes 

The script requires a standard RDF pairs file that defines which local and remote standard 
devices form the R1-R2 pairs to be removed. The same file is used for both legs. One row is 
needed for each R1-R2 pairing. The first entry in a row is the Symmetrix Volume ID of the device 
in the local Symmetrix used as the R1. The second entry is the Symmetrix Volume ID of the 
device in the remote box used as the R2. Only metaheads should be included in the file. 
 
Note that the volume ID for the R1 and R2 will usually be the same. For example  
0001 0001 
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0005 0005 

 
The script also requires an input file that defines which BCVs are paired with which async target 
R2s. One row is needed for each STD-BCV pairing. The first entry in a row is the Symmetrix 
Volume ID of the R2 and the second entry is the Symmetrix Volume ID of the BCV to be 
associated with the R2. Only metaheads should be included in the file. 
 
For example the following BCV pairing file would remove remote BCV 0521 from R2 00D1 and 
remote BCV 0525 from R2 00D5. 
 
00D1 0521 

00D5 0525 
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11.14 Script post_IMPL_reset 

11.14.1 Overview 

When a DMX does an Initial Master Program Load (IMPL) it resets asynchronous replication 
modes to synchronous. Hence, if a DMX is to be power-cycled, it will be necessary to first record 
which RDF groups are in asynchronous mode prior to the IMPL, and then reset them again back 
to async mode after the IMPL.   
 
 

11.14.2 Invocation and required arguments 

 
# Invocation: post_IMPL_reset  <SID>  

# 

# Arguments:  <SID> - Symmetrix ID  

# 

# Example: post_IMPL_reset 0822  

 
 

11.14.3 Usage notes 

 
This script must be run before the IMPL. It will write to STDOUT a bespoke command file 
containing the appropriate symrdf set mode commands that can then be run to reset the relevant 
RDF groups back to asynchronous mode afterwards. 
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11.15 Script resume_srdfa 

11.15.1 Overview 

 

 
When using Solutions Enabler 6.3.1 or later, the program symrecover can be used instead of 
resume_async (symrecover was not available when resume_async was first written). See earlier 
section 8.2.5 for further details. 
 

 
Prior to starting resynchronisation after SRDF/A link recovery, a BCV copy of the R2 volumes 
should be split off (consistently) to ensure that there is a consistent (albeit aging) point-in-time 
copy at all times in the remote site during the re-synchronization process when the R2 will be 
inconsistent. 
 
If the link between sites is down for an extended period, and there is a large build up of invalid 
tracks on the R1 side, resumption of the link with SRDF/A (the default behaviour in Open 
Systems) can cause a heavy surge of link traffic, created by the large backlog of invalid tracks 
being added to the cycles generated by the production traffic. This can lead to an unacceptably 
high demand being placed on Symmetrix cache, causing SRDF/A to drop again. To avoid this 
risk, it is best to briefly disable SRDF/A when restarting after a large build up of invalid tracks. 
 
This script handles the creation of the PIT copy and also the switch into and out of adaptive copy 
mode before and after resynchronisation takes place. 
 
The script executes the following steps: 
 

 Verify remote BCV is fully established 

 Split remote BCV 

 Wait until finished splitting in the background 

 Set mode to adaptive copy  

 Establish RDF 

 Wait until RDF is full synced up 

 Set mode to async mode  

 Enable consistency 

 Establish remote BCV 

 Wait until remote BCV fully established before exiting 
 

11.15.2 Invocation and required arguments 

 
# Invocation:   resume_async <DGName> <RDF group>  

# 

# Arguments:    <DGName> - Device Group Name 

#               <RDF group>  - RDF group number of async link 

# 

# Example:     resume_async App1 4 

 

 

11.15.3 Usage notes 

 
The script requires that the PIT BCV is established. Note this script will gracefully exit if BCVs 
are not established as this may indicate that the SRDF/A outage occurred during a previously 
incomplete resync operation and hence the BCV should NOT be established against a 
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potentially inconsistent R2. Alternatively it may indicate that they are being used for COB test 
purposes. 
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11.16 Script 2site_async_failover 

11.16.1 Overview 

 
This script executes an SRDF failover down the async leg in a 2-site SRDF/A configuration. 
 
The script executes the following steps: 
 

 Temporarily disable consistency on the device group 

 Confirming no outstanding tracks not committed to async R2 side 

 Failover the device group  
 
 

11.16.2 Invocation and required arguments 

 
# Invocation: 2site_async_failover <DGname>  

# 

# Arguments:  <DGName> - Device groups to be failed over 

# 

# Example:  2site_async_failover DG21  

 
 

11.16.3 Usage notes 

 
Trivial script included for completeness.  
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11.17 Script 2site_async_failback 

11.17.1 Overview 

 
This script executes an SRDF failback down the async leg in a 2-site SRDF/A configuration. 
 
The script executes the following steps: 
 

 Failback RDF group  

 Wait until there are no invalid tracks on the async leg 

 Renable consistency 
 

11.17.2 Invocation and required arguments 

 
# Invocation: 2site_async_failback <DGname>  

# 

# Arguments:  <DGName> - Device groups to be failed back 

# 

# Example: 2site_async_failback DG21  

 

11.17.3 Usage notes 

 
The script will loop whilst the R1 is updating from the R2 and not exit until this process has 
completed. 
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11.18 Script 3site_sync_failover 

11.18.1 Overview 

 
This script executes an SRDF failover down the sync leg in a 3-site SRDF/A configuration. 
 
The script executes the following steps: 
 

 Confirm no outstanding tracks not committed to async R2 side 

 Suspend async leg 

 Execute failover of sync leg 

 Confirm status of both legs with a symrdf query command 
 

11.18.2 Invocation and required arguments 

 
# Invocation: 3site_sync_failover <DGName> <sync leg RDF group>  

#      <async leg RDF group> 

# 

# Arguments:   <DGName>    - Device Group Name 

#              <sync leg RDF group>  - RDF group number of sync link 

#              <async leg RDF group> - RDF group number of async link 

# 

# Example: 3site_sync_failover DG03 64 3 

 

11.18.3 Usage notes 

 
No special notes. 
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11.19 Script 3site_sync_failback 

11.19.1 Overview 

 
This script executes an SRDF failback down the sync leg in a 3-site SRDF/A configuration. 
 
The script executes the following steps: 
 

 Failback sync leg 

 Wait until there are no invalid tracks on the sync leg 

 Resume async leg replication 

 Enable consistency on the async leg 

 Confirm status of both legs with a symrdf query command 
 

11.19.2 Invocation and required arguments 

 
# Invocation: 3site_sync_failback <DGName> <sync leg RDF group>  

#      <async leg RDF group> 

# 

# Arguments:   <DGName>         - Device Group Name 

#              <sync leg RDF group>  - RDF group number of sync link 

#              <async leg RDF group> - RDF group number of async link 

# 

# Example:    3site_sync_failback DG03 64 3 

 
 

11.19.3 Usage notes 

 
The script will loop whilst the R1 is updating from the Sync R2 and not resume replication on the 
async leg until that update has completed. 
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11.20 Script 3site_async_failover 

11.20.1 Overview 

 
This script executes an SRDF failover down the async leg in a 3-site SRDF/A configuration. 
 
The script executes the following steps: 
 

 Suspend Sync leg 

 Confirm no outstanding tracks not committed to async R2 side 

 Execute failover of async leg 

 Confirm status of both legs with a symrdf query command 
 

11.20.2 Invocation and required arguments 

 
# Invocation:  3site_async_failover <DGName> <sync leg RDF group>  

#      <async leg RDF group> 

# 

# Arguments:   <DGName>         - Device Group Name 

#              <sync leg RDF group>  - RDF group number of sync link 

#              <async leg RDF group> - RDF group number of async link 

# 

# Example:    3site_async_failover DG03 64 3 

 

11.20.3 Usage notes 

 
No special notes. 
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11.21 Script 3site_async_failback 

11.21.1 Overview 

 
This script executes an SRDF failback down the async leg in a 3-site SRDF/A configuration. 
 
The script executes the following steps: 
 

 Failback async link 

 Enable consistency on async leg 

 Wait until there are no invalid tracks on the async leg 

 Resume sync leg replication 

 Confirm status of legs with a symrdf query 
 

11.21.2 Invocation and required arguments 

 
# Invocation:  3site_async_failback <DGName> <sync leg RDF group>  

#      <async leg RDF group> 

# 

# Arguments:   <DGName>         - Device Group Name 

#              <sync leg RDF group>  - RDF group number of sync link 

#              <async leg RDF group> - RDF group number of async link 

# 

# Example:    3site_async_failback DG03 64 3 

 

11.21.3 Usage notes 

 
The script will loop whilst the R1 is updating from the Async R2 and not resume replication on 
the Sync leg until that update has completed. 
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11.22 Script 2site_async_swap 

11.22.1 Overview 

 
With dynamic RDF, you can swap the R1/R2 personality of RDF pairs. Source R1 devices 
become target R2 devices, and vice versa. Swapping SRDF devices allows the original R2 side 
to take over operations while retaining a remote mirror on the original R1 side i.e. the original R1 
becomes an R2 and vice versa (see figure below).  
 
This is used in some regions to ensure that when a failover to COB has occurred, that off-site 
COB is still available (i.e. back to the original production site). For example, in the diagram 
below, if an application that usually runs in Site A has failed over to Site B due to server 
hardware failure, then personality swapping ensures that synchronous off-site replication still 
continues. 
 
This script conducts a personality swap of an RDF group running SRDF/A 
 
The script executes the following steps: 
 

 Temporarily disable consistency on the device group 

 Confirming no outstanding tracks not committed to async R2 side 

 Execute failover  

 Execute swap  

 Execute establish  

 Enable consistency on the device group 

 Print out current RDF group type 
 

11.22.2 Invocation and required arguments 

 
# Invocation: 2site_async_swap <DGname>  

# 

# Arguments:  <DGName> - Device groups to be swapped 

# 

# Example: 2site_async_swap DG21  

 

11.22.3 Usage notes 

 
Note that “fast-swap” (failover –establish) is not supported on SRDF/A enabled devices and 
hence is not used in this script. 
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11.23 Script 2site_MSC_failover 

11.23.1 Overview 

 
One of the benefits of Multi-Session Consistency (MSC) in an SRDF/A environment is that it 
allows one to guarantee IO consistency at the R2-end between RDF groups (and hence 
individual applications), whilst still permitting failover independence for each application.  
 
This script executes an SRDF failover of a single RDF group participating in Multi-Session 
Consistency (MSC) replication down the async leg in a 2-site SRDF/A configuration. 
 
This is an unusual process, as it requires that the RDF group to be failed over be removed from 
the Composite Group being used for MSC replication before the failover can take place. MSC 
replication of the remaining RDF groups in the re-defined Composite group is then restarted. 
 
The script executes the following steps: 
 

 Temporarily disable consistency on the composite group (CG) 

 Remove devices to be failed over from CG 

 Re-enable consistency on the composite group (CG) 

 Confirm no outstanding tracks not committed to async R2 side 

 Failover the RDF group (DG) 
 
 

11.23.2 Invocation and required arguments 

 
# Invocation:   2site_MSC_failover <CGName> <DGname>  

  <RDF group to failover>  

# 

# Arguments:    <CGName>  - Composite Group Name 

#               <DGname>  - Device group to be failed over 

#               <RDF group to failover>    

- RDF group number to be failed over 

# 

# Example:     2site_MSC_failover App1CG DG22 22 

 
 

11.23.3 Usage notes 

 
No special notes 
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11.24 Script 2site_MSC_failback 

11.24.1 Overview 

 
One of the benefits of Multi-Session Consistency (MSC) in an SRDF/A environment is that it 
allows one to guarantee IO consistency at the R2-end between RDF groups (and hence 
individual applications), whilst still permitting failover independence for each application.  
 
This script executes an SRDF failback of a single RDF group formerly participating in Multi-
Session Consistency (MSC) replication down the async leg in a 2-site SRDF/A configuration. 
 
This is an unusual process, as it requires that the RDF group to be failed over be replaced into 
the Composite Group being used for MSC replication after the failover has taken place. MSC 
replication of the all RDF groups in the Composite Group is then restarted. 
 
The script executes the following steps: 
 

 Failback the device group (DG) 

 Wait until there are no invalid tracks on the async leg 

 Temporarily disable consistency on the composite group (CG) 

 Add devices from RDF group just failed back into CG 

 Re-enable consistency on the composite group (CG) 
 
 

11.24.2 Invocation and required arguments 

 
# Invocation:   2site_MSC_failback <CGName> <DGname>  

<RDF group to failback>  

# 

# Arguments:    <CGName> - Composite Group Name 

#               <DGname>  - Device groups to be failed back 

#               <RDF group to failback>     

- RDF group number to be failed back 

# 

# Example: 2site_MSC_failback App1CG 22 

 

11.24.3 Usage notes 

 
No special notes 
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11.25 Script 2site_CG_failover 

11.25.1 Overview 

 
An entire Composite Group can also be failed over. This would be required in the case where 
there has been an issue at the source site and DR is being invoked. In such cases, replication 
usually already have ceased due to the MSC Consistency Group tripping. Failover via the 
Composite group (rather than via the underlying RDF groups) ensures consistency at the R2 
end.  
 
This script executes a Composite Group failover down the async leg in a 2-site SRDF/A 
configuration. 
 
The script executes the following steps: 
 

 Failover the composite group  
 
 

11.25.2 Invocation and required arguments 

 
# Invocation: 2site_CG_failover <CGname>  

# 

# Arguments:  <CGName>     - Composite group to be failed 

over 

# 

# Example: 2site_CG_failover App1CG  

 
 

11.25.3 Usage notes 

 
When MSC replication is halted due to the MSC Composite Group tripping, a clean up process 
is required to determine if the receive Delta Sets (on the Target DMX) for each RDF group 
should be applied to the R2 or discarded. A description of this process is beyond the scope of 
the present document, but can be found in Appendix H of the SRDF/A Evaluation document. 
 
The failover command uses the  –force and –symforce options. These are sometime required if 
the failover is occurring after a rolling disaster when the MSC has tripped and replication has 
stopped. The SRDF/A MSC cleanup process can result in Delta Sets being discarded on the R2 
side leaving the Symmetrix in a state with invalids on both sides. For further details see 
Appendix H of the SRDF/A Evaluation document. 
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11.26 Script 2site_CG_failback 

11.26.1 Overview 

 
This script executes a Composite Group failback down the async leg in a 2-site SRDF/A 
configuration. 
 
The script executes the following steps: 
 

 Failback the composite group  
 

11.26.2 Invocation and required arguments 

 
# Invocation: 2site_CG_failback <CGname>  

# 

# Arguments:  <CGName> - Composite group to be failed back 

# 

# Example:       2site_CG_failback App1CG  

 
 

11.26.3 Usage notes 

 
The –force flag is needed as consistency is still necessarily enabled on the Composite Group. 
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11.27  3site_subset_failover 

11.27.1 Overview 
 

Subset failover is extremely complex as it requires actions on management stations on both the 
local and the remote sites. Each phase must be completed before moving onto the next. 
 
Note that subset failover on the synchronous leg of a concurrent SRDF configuration is not 
recommended either by EMC nor GDSE, but is necessarily being supported to meet claimed 
business requirements. 
 
A terminal session will be required on both a local SAN management server (for phases 1 and 3) 
and also on a SAN management server at the remote sync target site (for phase 2). If phases 
were to be controlled from the local server, Phase 2 activities would need to be undertaken 
using device files. 
 

Phase 1 script - runs at source site. Suspend SRDF/A for RDF group. 
 
Note that with subset failover, there may still be outstanding tracks  not committed to async R2 
side for the async RDF group as other servers using the same group may still be running. 
Hence, this is NOT tested for in this script. 
 
Instead the async is suspended regardless at the end of the current cycle. 
 
This script executes the following steps: 
 

 Disable consistency on the SRDF/A leg 

 Suspend async leg 

 Confirm status of both legs with a symrdf query command 
 
 
 

Phase 2 script - runs at SYNC TARGET site. Failover subset of disks in RDF group on the 
SYNC leg. 
 
This script executes the following steps: 
 

 Subset failover the disks belonging that are part of subset 

 Confirm status of RDF for the subset device group with a symrdf query command 
 
 
 

Phase 3 script - runs at source site. Resumes SRDF/A for remaining disks in RDF group 
 
Note that phase 3 is optional as the business requirements may be to preserve an IO 
consistency PIT copy at the SRDF/A target site for the entire RDF group (application). Please 
refer to section 8.6.1 before deciding to run Phase 3 failover script.  
 
This script executes the following steps: 

 

 Resume async leg 

 Enable consistency on the SRDF/A leg 

 Confirm status of both legs with a symrdf query command 
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11.27.2 Invocation and required arguments 

 

Phase 1 Script to be run at source site 
 
# Invocation:   3site_subset_failover_phase1 <DGName>  

<async leg RDF group> 

# 

# Arguments:   <DGName>    - Device Group Name 

#               <async leg RDF group> - RDF group number of async link 

# 

# Example:     3site_subset_failover_phase1 DG03 3 

 
When Phase 1 completed move onto Phase 2  
 
 

Phase 2 Script to be run at SYNC target site 
 
# Invocation: 3site_subset_failover_phase2 <Subset DGName> <sync 

leg RDF group> 

# 

# Arguments:   <Subset DGName>    - Device Group Name 

#              <sync leg RDF group>    - RDF group number of sync link 

# 

# Example: 3site_subset_failover_phase2 server1 4 

 
When Phase 2 completed move onto Phase 3  
 
 

Phase 3 Script to be run at source site 
 
# Invocation:   3site_subset_failover_phase3 <DGName> <async leg RDF 

group> 

# 

# Arguments:    <DGName>    - Device Group Name 

#               <async leg RDF group> - RDF group number of async link 

# 

# Example:     3site_subset_failover_phase3 DG03 3 

 

 

11.27.3 Usage notes 

 
Subset failover and failback is very complex and hence error prone and should be avoided if at 
all possible. You have been warned. 
 
Phase 3 failover is optional as the business requirements may be to preserve an IO consistency 
PIT copy at the SRDF/A target site for the entire RDF group (application). Please refer to section 
8.6.1 before deciding to run Phase 3 failover script.  
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11.28 3site_subset_failback 

11.28.1 Overview 

 
Subset failback is extremely complex as it requires actions on management stations on both the 
local and the remote sites. Each phase must be completed before moving onto the next. 
 
Note that subset failover on the synchronous leg of a concurrent SRDF configuration is not 
recommended either by EMC nor GDSE, but is necessarily being supported to meet claimed 
business requirements. 
 
A terminal session will be required on both a local SAN management server (for phases 1 and 3) 
and also on a SAN management server at the remote sync target site (for phase 2). If phases 
were to be controlled from the local server, Phase 2 activities would need to be undertaken  
using device files. 
 
 

Phase 1 script - runs at source site. Suspend SRDF/A for RDF group. 
 
Phase1 failback should only be run it Phase 3 failover was executed during the original 
subset failover. 
 
Note that with subset failback, there may still be outstanding tracks not committed to async R2 
side for the async RDF group as other servers using the same group may still be running. 
Hence, this is NOT tested for in this script. 
 
Instead the async is suspended regardless at the end of the current cycle. 
 
This script executes the following steps: 
 

 Disable consistency on the SRDF/A leg 

 Suspend async leg 

 Confirm status of both legs with a symrdf query command 
 
 
 

Phase 2 script - runs at SYNC TARGET site. Failback subset of disks in RDF group on the 
SYNC leg. 
 
This script executes the following steps: 
 

 Subset failover the disks belonging that are part of subset 

 Wait until there are no invalid tracks on the sync leg 

 Confirm status of RDF for the subset device group with a symrdf query command 
 
 
 

Phase 3 script - runs at source site. Resumes SRDF/A for remaining disks in RDF group 
 

 Resume async leg 

 Enable consistency on the SRDF/A leg 

 Confirm status of both legs with a symrdf query command 
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11.28.2 Invocation and required arguments 

 

Phase 1 Script to be run at source site 
 
# Invocation:   3site_subset_failback_phase1 <DGName>  

<async leg RDF group> 

# 

# Arguments:    <DGName>    - Device Group Name 

#               <async leg RDF group> - RDF group number of async link 

# 

# Example:     3site_subset_failback_phase1 DG03 3 

 
When Phase 1 completed move onto Phase 2  
 
 

Phase 2 Script to be run at SYNC target site 
 
# Invocation: 3site_subset_failback_phase2 <Subset DGName> <sync 

leg RDF group> 

# 

# Arguments:   <Subset DGName>    - Device Group Name 

#              <sync leg RDF group>    - RDF group number of sync link 

# 

# Example: 3site_subset_failback_phase2 server1 4 

 
When Phase 2 completed move onto Phase 3  
 
 

Phase 3 Script to be run at source site 
 
# Invocation:   3site_subset_failback_phase3 <DGName> <async leg RDF 

group> 

# 

# Arguments:    <DGName>    - Device Group Name 

#               <async leg RDF group> - RDF group number of async link 

# 

# Example:     3site_subset_failback_phase3 DG03 3 

 

 

11.28.3 Usage notes 

 
Subset failover and failback is very complex and hence error prone and should be avoided if at 
all possible. You have been warned. 
 
Phase1 failback should only be run it Phase 3 failover was executed during the original subset 
failover. 
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12 Appendix C - Migrating existing source DMX from 2-site 

SRDF/S to 2-site SRDF/A, using Concurrent SRDF 

12.1 Introduction  

 
The main documentation describes how to configure a 2-site SRDF/A on a DMX that is either 
new or not previously running SRDF/S. 
 
This appendix gives an overview of the main steps required to convert an existing metro-
distance 2-site SRDF/S configuration into a 2-site long distance SRDF/A configuration, in the 
scenario where the Production (source) Symmetrix location is not changing. Concurrent SRDF is 
used to “swing” the DR function over to the remote site.  

Overview of Concurrent SRDF “swing” process 

 
Site A is the production site, before and after the migration. The DMX at Site B (existing DR site) 
can be re-deployed/retired at the end of the process. The DMX at Site C (new DR site) is a new 
purchase, or a redeployed DMX from elsewhere. The DMX units at Sites A and C must be 
“balanced” systems (see Section 4.7 for further details). 
 
The setup of existing deployments will vary in their specific, so a fully comprehensive step-by-
step guide cannot be created. The main steps are listed here, but it must be understood that 
variations will occur in actual migrations. Additional or different steps may be needed at your 
site. The purpose of this appendix is to give an overview of the anticipated steps required, but 
not to provide a fully documented procedure. No migrations of this type have yet taken place (at 
the time of writing) and hence the procedures have not been tested. 
 
Although the diagram may make the process look simple, there are many complications that 
need to be understood and addressed. The following are in general issues that apply only to this 
migration scenario. Generic DMX deployment steps are not covered in detail here, although 
references to the main documention are given. 
 
Note that in many cases it may be simpler to build a new SRDF/A environment and migrate 
applications into that environment. Also, the process described here is only really applicable 
when the entire Symmetrix is changing exclusively to 2-Site SRDF/A i.e. all applications are 
migrating. 
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12.2 SAN environment planning preparation 

12.2.1 General planning and preparation 

 
1) Ensure Production is running on the DMX, which is to be used for SRDF/A source (Site A). If 
Production is currently running out of Site B, Production will first need to be permanently 
swapped to Site A.  
 
2) Determine IP bandwidth and additional SRDF/A cache requirements by measuring the I/O 
profile of existing application as described in Section 4.3. This is a non-trivial exercise 
undertaken by EMC, which must be started as soon as any migration project is initiated. 
 
 
3) Ensure that the target symmetrix can be configured to be suitable as an SRDF/A target. 
 

 The SRDF/A target unit at Site C should have disk of the same size and rotational speed 
as the source box for the R2 units. For example, if you are running with 146GB at the 
source site, one should not use 300GB disks at the R2 end. The RAID type at both ends 
should also match. It is essential that SRDF/A systems are “balanced” i.e. same 
performance at both end, or that the R2 end is at least as fast as the R1 end. Do not put 
larger, slower disks into Site C for the R2 devices. 

 

 SRDF/A PiT copy BCVs will need to be installed in the Site C unit. The Site C unit must 
have sufficient capacity to provide all the R2 volumes and their associated SRDF/A PiT 
copy volumes.  

 

12.2.2 Network infrastructure 

 
1) Ensure sufficient dedicated SRDF/A network bandwidth is available between Sites A and C. 
See Section 4.5 and references therein for further information on this major task. 
 
 
2) Install IPS Eclipse infrastructure at Sites A and C. See Section 5.2 and references therein for 
further information. 
 
 

12.2.3 Symmetrix changes (not in any order of priority) 

 
1) Ensure that DMX at all sites are running an identical version of 5x71/5x72 microcode (latest 
GDSE certified versions). There are three certified configurations for the SRDF/A leg: 

 
a) DMX3  DMX3 (Preferred configuration) 
 
b) DMX2  DMX2 
 
c) DMX2  DMX3 (Not preferred. Known issues and not tested by GDSE) 

 
Minimum microcode versions for DMX2  DMX3 SRDF: 
 
DMX2 - 5671.33.xx or later 
DMX3 - 5771.81.90 or later 
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There are also operational constraints imposed by not running a balanced system. For 
example, an SRDF swap may result in SRDF/A failing as the R2 will be running on a 
slower system than the R1. Hence, where possible, SRDF/A between dissimilar units 
should be avoided. 

 
Note that DMX3  DMX2 SRDF/A is not supported by GDSE. 
 
 
2) Determine which RAs on the Symmetrix will be used for SRDF/A replication: 
 

 Determine if there are sufficient spare “a” port Ras available on the source Symmetrix 
for SRDF/A usage. If possible, use spare “a” ports to avoid load on shared CPU. See 
Section 4.7 to determine how many RAs are required. Note that RAs currently in use for 
SRDF/S cannot simultaneously be used for SRDF/A.  

 

  “b” ports cannot be used on the source Symmetrix to provide SRDF/A connectivity in 
parallel to “a” ports being used for SRDF/S. “b” ports are usually not is use on DMX but 
as they share the same processor as the neighbouring “a” port, they cannot be used for 
SRDF/A. 

 

 If there is insufficient “a” ports available for RAs, additional directors may be need to 
support the SRDF/A leg and execute the swing. 

 
 
At this time, it is worth nominating which RDF groups numbers will be used for each RA to 
ensure that there are no conflicts.  
 
 
3) Install additional “SRDF/A” cache (quantity determined by EMC through the aforementioned 
sizing exercise) into the Source DMX (Site A) and SRDF/A target DMX (Site C). 
 
 
4) Additional disk space may need to be installed in the SRDF/A target DMX for SRDF/A point-
in-time (TimeFinder) copies to be use during SRDF/A resynchronizations. A TimeFinder BCV is 
needed for every R2. See Section 5.4 for further details. 
 
 
5) Define and document which TimeFinder BCV will be associated with each R2 device. 
 
 
6) Ensure that all three DMX are enabled for dynamic RDF. The following four flags must be 
enabled on the DMX.  

 
Switched RDF Configuration State     : Enabled 

Concurrent RDF Configuration State   : Enabled 

Dynamic RDF Configuration State      : Enabled 

Concurrent Dynamic RDF Configuration : Enabled 

 
See Section 5.3.2 for further details. 
 
  
7) Ensure that all R1/R2 devices in all three DMX are designated as RDF capable. 
 

EMC can change the state of these devices in the bin files. Alternatively, it can be changed 
by Citigroup staff using symconfigure. The syntax for the symconfigure command file is: 
 
convert rdf dev <start-range>:<end-range> to dynamic; 
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8) Each device that will be migrated with concurrent SRDF needs to be allocated a pair of RFs. 
 
 
9) If Symmetix Optimizer is being used, it should be disabled. Concurrent SRDF will consume 
the last remaining mirror position on the source unit that Optimizer uses. 
 
 
10) Connect the SRDF/A RAs to the IPS infrastructure at Sites A and C. 
 
 

12.2.4 SAN management server changes 

 
1) Ensure that the correct SRDF licenses have been purchased and are have been installed on 
the SAN management workstation. The source DMX will need an additional SRDF/A license to 
allow concurrent SRDF. The new DMX at Site C should be purchased with the Citigroup HA 
license.  See Section 5.2.1 for further details on licensing requirements. 
 
 
2) Ensure that all SAN management servers at Site A and Site C are running the latest GDSE 
certified version of Solutions Enabler. 
 
 
3) Ensure that the standard entries required for SRDF/A are set correctly in /etc/system. See 
Section 5.3.1 for specific details. 
 
 
4) Ensure that the entries required for SRDF/A are set correctly in /var/symapi/config/options 
and /var/symapi/config/daemon_options See Sections 5.1.4 and 5.1.5 for specific details. 
 
 
5) Ensure that there are sufficient Gatekeepers allocated to each SAN management server to 
support the SRDF/A configuration required. See Section 5.1.6 for details. 
 
 
6) Set up SRDF/A monitoring should be set up as documented in Section 5.8. 
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12.3 Application migration planning 

 
This section covers application-level migration planning issues that relate to storage. The 
following comments and tasks apply to each application. 

12.3.1 General comments 

 
1) Applications can and should be migrated independently of each other, to avoid an issue with 
one migration impacting another.   
 
2) All volumes owned by each server should be documented. The VCMDB LUN masking DB 
should be used. Note that it is not possible to query a VCMDB remotely across an SRDF link, 
and local management servers should be used to get this information. 
 
3) The BAU operational processes required during the interim concurrent SRDF phase are 
complex, and hence the amount of time that concurrent SRDF is used for a given application 
should be minimized (i.e. not left on for many weeks). It is recommended that no disk should be 
added/removed from an application once the migration process has begun (ideally including the 
planning phases) to minimize the impact on operational processes. The SAN management team 
must take responsibility for ensuring that this does not happen.  
 
4) Any new applications added to the Symmetrix once migrations have begun should be 
implemented immediately as 2-site SRDF/A. 
 
5) It is recommended that large applications be moved first, as subsequent bulk-copy migrations 
will impact those applications already migrated and using the SRDF/A links. 
 

12.3.2 Existing BCVs on source Symmetrix 

 
1) Confirm that TimeFinder/Mirror BCVs are not being used for the application on source DMX 
(Site A). It is not possible to run concurrent SRDF and establish TimeFinder/Mirror BCVs at Site 
A at the same time. Any BCVs being used will need to be split off before concurrent SRDF is 
setup. It will not be possible to establish them until after the migration has completed. 
 
If it is essential to use BCVs at the source site when using the concurrent SRDF configuration, it 
will be necessary to use clone emulation mode. See the GDSE TimeFinder/Clone Solutions 
Guide for further details. 
 

12.3.3 RDF groups 

 
1) Determine which data servers will share the same SRDF/A RDF group. Usually there will be 
one RDF group per data server or application, depending on the required granularity of failover. 
Remember that it is not possible to operate on a subset of an SRDF/A RDF group e.g. all 
devices in the RDF group must be failed over together. 
 
2) Having determined the total number of RDF groups needed, allocate an RDF group number 
to each data server or application for the SRDF/A leg.  
 
3) Determine which RDF groups will be allocated to each RF pair. See Section 5.3.3 for Best 
Practice for the allocation of RDF groups to RF pairs.. 
 
4) Create the SRDF/A RDF groups. See Section 5.3.4.  
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5) Ensure the mapping of SRDF/A PiT BCVs to their R2 STDs is defined and documented (see 
Section 5.4) for each data server / application (i.e for each RDF group). 
 

12.3.4 Device groups definitions 

 
There are a number of problems with device group definitions in a concurrent SRDF 
configuration. These are discussed in detail in Section 7.3, but the main issues are: 
 

 It is not possible to have remote BCV devices defined in a device group down two 
different RDF groups 

 

 GNS remote mirroring is not supported with concurrent SRDF 
 

 A device can only be in one device group (prior to SE 6.3). This is an issue when subset 
failover issue is required on the SRDF/S leg. 

 

 BCV control issues with devices only being allowed in one Device Group  (prior to SE 
6.3) 

 
 
Hence, in the two 2-Site SRDF/A “swing” scenario being discussed here, the following solution is 
recommended to minimize the impact of the above constaints imposed by running concurrent 
SRDF.  
 
1) BCV volumes at SRDF/A target site should not be added to the source site Device Groups 
(DGs) until after the SRDF/S leg is removed. When running in concurrent SRDF mode, the PiT 
copies will be controlled from the SRDF/A Target site. 
 
2) When running in concurrent SRDF mode, the source site device groups should remain 
configured with 1 DG per server, rather than 1 DG per RDF group. Hence, SRDF/A should be 
controlled from the SRDF/A target site when running in Concurrent mode. This allows server-
level failover down the SRDF/S from the source site. 
 
3) If GNS remote mirroring is used, changes to device groups will not be propagated to the 
remote sites when running in concurrent SRDF mode. During the period of the migrations, it is 
recommended that either: 
 

 The SYMAPI_GNS_MIRRORED_GROUP_CONTROL option in the SYMAPI options file 
can be set to enable. With this option enabled, the mirror at Site C can be modified 

(breaking the gns mirror relationship). See the EMC document “Using SYMCLI and 

GNS to Propagate Group Definitions to Multiple Hosts” for further details of this 
approach.  

 

 Alternatively, GNS at Site C be temporarily disabled for the SRDF/A target Symmetrix 
using the storgnsd:gns_symavoid=<Symm-serial-number> option in the 

daemon_options file. The Site C device groups for this Symmetrix will need to be 

setup in the local symapi database until after the migration has completed. 
 
 
4) Do not implement multi-session consistency until after the SRDF/S leg has been 
decommissioned. 
 
These recommendations are summarized in the following diagram. The left-hand column is for 
the scenario where the Sync target site R2 is an M1+M2. The right-hand side is for scenarios 
where the Sync target siet R2 is an M1 + BCV. 
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12.4 Application COB migration 

 
The actual migration of the COB function is achieved using concurrent SRDF to provide a copy 
of the data at the remote SRDF/A site.  
 

12.4.1 Setting up Concurrent SRDF 

 
During the application migration planning phase, each data server/application will have been 
allocated an RDF group for the SRDF/A leg. Similarly, each RDF group will have been allocated 
to a redundant pair of RFs on both the local and remote SRDF/A DMX. 
 
For each application/server with its own RDF group, the following steps are needed to set up 
concurrent SRDF. In this example, the Server FLEX01 is using RDF group 4 for SRDF/A on RFs 
3A and 14B on both the local Symmetrix (0822) and remote SRDF/A target Symmetrix (1497). 
The SRDF/S RDF group is 1. If there are multiple servers per RDF group, the steps will differ. 
Such changes are indicated below. 
 
 

1) Create Asynchronous Leg RDF group 

 

For 5x71  
 
SRDF/A RDF groups should have their link limbo timer set to 60 seconds with 5x71 microcode. 
The RDF group must be spread over two RAs for redundancy. 
 

# symrdf addgrp –label FLEX01 –rdfg 4 –sid 0822 –dir 3A –link_limbo 60  

–remote_rdfg 4 –remote_sid 1497 –remote_dir 3A –rem_link_limbo 60 

 

# symrdf modifygrp -add –rdfg 4 –sid 0822 –dir 14B –remote_dir 14B 

 

For 5772  
 

SRDF/A RDF groups should NOT have their link limbo timer set to 60 seconds with 5772 
microcode. The RDF group must be spread over two RAs for redundancy. 
 

# symrdf addgrp –label FLEX01 –rdfg 4 –sid 0822 –dir 3A –remote_rdfg 4 

–remote_sid 1497 –remote_dir 3A  

 

# symrdf modifygrp –add –rdfg 4 –sid 0822 –dir 14B –remote_dir 14B 

 

 

 

2) Populate RDF group with LUNs and establish SRDF 

 
An R1   R2 device pairing file will be need to be prepared. See Section 5.3.5 for further 
details. In this example, the pairing file is pairsfile_FLEX01. 

 
Do not use –g when populating the second SRDF leg as a device group should already exist for 
the SRDF/S leg. 

 
# symrdf –file pairsfile_FLEX01 –sid 0822 –rdfg 4 createpair –type 

rdf1 –establish -nop 
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Note that this command can take a very long time to execute (typically 1 second per RDF 
volume pair has been seen previously). Hence, sufficient time must be allowed for this when 
planning this activity.  
 

 

3) Check concurrent SRDF set up 
 
Use the “–rdfg all” option to ensure that both RDF legs are shown.  
 

# symrdf -g FLEX01 query -rdfg all 
 

 

Device Group (DG) Name             : FLEX01 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000187700822 

Remote Symmetrix ID                : 000187721497  

RDF (RA) Group Number              :  4  

Remote Symmetrix ID                : 000187721135  

RDF (RA) Group Number              :  1  

 

 

       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDA   STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV001  0001 RW       0        0 RW 0001 WD       0        0 S..   SyncInProg 

             RW       0        0 RW 0001 WD       0        0 S..   Synchronized 

DEV002  0005 RW       0        0 RW 0005 WD       0        0 S..   SyncInProg 

             RW       0        0 RW 0005 WD       0        0 S..   Synchronized 

DEV003  0009 RW       0        0 RW 0009 WD       0        0 S..   SyncInProg 

             RW       0        0 RW 0009 WD       0        0 S..   Synchronized 

DEV004  000D RW       0        0 RW 000D WD       0        0 S..   SyncInProg 

             RW       0        0 RW 000D WD       0        0 S..   Synchronized 

 

 

Total          -------- --------           -------- -------- 

  Track(s)            0        0                  0        0 

  MB(s)             0.0      0.0                0.0      0.0 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 

 

             
This shows that each source device has two RDF Pair states. In this case, one is synchronized 
and the other is synchronizing. Unfortunately, the output does not clearly show which RDG group 
each entry is associated with.   
 
Each RDF group can be separately interrogated. When in a concurrent SRDF configuration it is 
necessary to specify which RDF group the command applies to. In this example, for the Async 
leg the command is: 
 
# symrdf -f FLEX01 query -rdfg 4 
 

 
For the Sync leg: 
 
# symrdf -g FLEX01 query -rdfg 1 
 

 
If there is more than one server in the SRDF/A RDF group, then the existing “single server” 
device group set up for SRDF/S replication will not include all the devices in the SRDF/A RDF 
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group. In that case, it will be necessary to use the device file used to setup SRDF to interrogate 
status instead. 
 
For the Async leg: 
 
# symrdf -file pairsfile_FLEX01 query –sid 0822 -rdfg 4 

 

 

 

4) Enable SRDF/A replication on the Async leg 

 
The enable command enables consistency between devices within the device group. 

 
# symrdf –g FLEX01 –rdfg 4 set mode async -noprompt 

# symrdf –g FLEX01 –rdfg 4 enable 

 
 
or if using a device file for SRDF/A leg 
 
# symrdf -file pairsfile_FLEX01 –sid 0822 -rdfg 4 set mode async -nop 

# symrdf -file pairsfile_FLEX01 –sid 0822 -rdfg 4 enable 

 

 

5) Define device group at SRDF/A target site  

 

5a) Define device group at SRDF/A target site for SRDF/A Control 
 
As mentioned earlier, GNS remote mirroring of device groups that contain Concurrent SRDF 
device is not supported by EMC (they do not get replicated). Also, as already mentioned, the 
device group needed for SRDF/A control may not match that needed to control the SRDF/S leg 
as already defined at the source site.  
 
Hence, if using GNS, it will be necessary to first disable GNS mirroring using one of the methods 
suggested in section 12.3.4, and then manually define the device group at the SRDF/A target 
site (Site C). The author is aware that the pre-GNS procedures for maintaining remote device 
groups differ enormously from site to site (manual entry, export/edit/import of device group 
definitions, scripts that process a device list, etc). Sites should continue to use these processes 
for concurrent SRDF device group management. 
  
 

5b) Add BCVs into device group at remote SRDF/A site. Establish BCVs. 
 

BCVs can be added to groups either using existing local tools used at your site for BCV 
management. Alternatively, this can be achieved manually using the syntax in the example 
below. 
  
On the management server at the SRDF/A target site, the BCVs in the target DMX should be 
associated as local BCVs. 
 

Example 
 
SRDF/A RDF group 4 contains 4 standard volumes. The device group associated with this RDF 
group is FLEX01. The PIT BCVs to be associated with the R2 volumes are 02AD, 02B1, 02B5, 
02B9.  
 
 
At the SRDF/A target site: 
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# symbcv -g FLEX01 -sid 1497 associate dev 02AD BCV02AD  

# symbcv -g FLEX01 -sid 1497 associate dev 02B1 BCV02B1  

# symbcv -g FLEX01 -sid 1497 associate dev 02B5 BCV02B5 

# symbcv -g FLEX01 -sid 1497 associate dev 02B9 BCV02B9 

 
# symmir –g FLEX01 establish –full –opt -nop 

 
 

12.4.2 Changes to operational procedures when temporarily running in 
concurrent SRDF mode 

 
It is recommended that for a given application/data server, concurrent SRDF not be used for an 
extended period due to increased management complexity. However, it is acknowledged that 
certain management tasks may need to take place when running in this mode. The main tasks 
are listed below, with reference to relevant documentation within this Solution Guide. 
 
It is strongly recommended that new LUNs not be added or removed whilst running in concurrent 
mode. Such allocations should be made prior to the migration or after the migration has 
completed. 
 
Note that when running in concurrent SRDF mode during the migration, failover should be down 
the synchronrous leg only.  
 

12.4.2.1 Synchronous Leg Failover 

 
It may be necessary to execute an SRDF failover of the synchronous site whilst in concurrent 
mode. Before the synchronous leg can be failed over, it is necessary to first suspend the 
asynchronous leg from the SRDF/A target site. 
 
At SRDF/A target site: 
 
# symrdf –g <device group> disable –rdfg <Async leg RDF group number> 

# symrdf –g <device group> suspend –rdfg <Async leg RDF group number> 

 
For example, using the FLEX01 example shown above 
 
# symrdf –g FLEX01 disable –rdfg 4  -nop 

# symrdf –g FLEX01 suspend –rdfg 4  -nop 

 
The asynchonrous leg can then be failed over as per your usual processes, either from the 
source of the SRDF/S target site, with one exeception: 
 

 
If you are invoking failover from the source site, you must add the qualifier 

 
   –rdfg <sync leg RDF group number>  
 

to your usual failover command. 
 

 
For example, using the FLEX01 scenario again: 
 
At either the source or the SRDF/S target site: 
 
# symrdf –g FLEX01 failover –rdfg 1 –nop 

 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 201 of 242 
 

 

It is recommended that the asynchronous leg replication not be restarted (for any devices left in 
the SRDF/A RDF group which were not failed over) until after failback has occurred. 
 

12.4.2.2 Synchronous Leg Failback 

 
The failback process reverses the previous steps. Again, if the failback command is to be used 
at the source site, the RDF group must be specified. The FLEX01 example is used again here. 
 
 
At source or SRDF/S target site: 
 
# symrdf –g FLEX01 update –rdfg 1 –nop [Optional step] 

# symrdf –g FLEX01 failback –rdfg 1 –nop 

 
 
At SRDF/A target site: 
 
# symrdf –g FLEX01 resume –rdfg 4  -nop 

# symrdf –g FLEX01 enable –rdfg 4  -nop 

 
  

12.5 Post-migration steps 

 
First there must be a test of data availability by the application owner. As a minimum, the COB 
application server at the DR site must be able to see the disks, but ideally application owners 
should confirm that the data is good. 
 
Once the application owner is happy to switch to using the SRDF/A site as their new COB/DR 
site, the concurrent SRDF replication must be changed to 2-site SRDF/A.   
 
The main steps for each application are: 
 
1) Cease SRDF/S replication 

 Suspend SRDF/S replication 

 Remove devices from SRDF/S device group 
 

2) Modify device group(s) at source site (if necessary) to map one-to-one with the SRDF/A RDF 
group for server/application 

 
3) Implement Multi-Session Consistency (if required)  
 
4) Update local procedures to accommodate SRDF/A operational requirements 
 
5) Physical clean up 
 

12.5.1 Cease SRDF/S replication 

 
Note that once SRDF/S replication is suspended, there may be a jump in I/O performance, as 
the SRDF/S “throttle” is removed. The SRDF/A replication does not need to be stopped during 
this process. 
 
 

1) Suspend SRDF/S replication  
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At source or SRDF/S target site:  
 
# symrdf –g <device group> suspend –rdfg <Sync leg RDF group number> 

 

e.g. 

 

# symrdf –g FLEX01 suspend –rdfg 1 

 

 

2) Delete devices in FLEX01 from SRDF/S RDF group 
 
It would be prudent to wait a week or so after suspension of the SRDF/S replication before 
deleting the devices from the SRDF/S RDF group. 
 
This is a destructive command which destroys SRDF relationships. Make sure that you have the 
SRDF/S group in the command and not the SRDF/A RDF group! 
 
# symrdf –g <device group> –rdfg <Sync leg RDF group number> 

deletepair  

 

e.g.  

 

# symrdf –g FLEX01 –rdfg 1 deletepair 

 

12.5.2 Modify source site device groups 

 
A single Device Group should be configured at the source site that contains all devices in the 
relevant SRDF/A RDF group, if this is not already the case. There are many different ways to 
achieve this result, depending on local device group management practices. You should use 
your existing local processes for managing device groups. 
 
Remote BCVs (at Site C) also need to be configured at the source site to allow full SRDF/A 
control to take place from the source site. Again, there are many different ways to achieve this 
result, depending on local device group management practices. One method is to use a local 
version of the script add_PIT_BCV (documented in Section 5.4.4), which uses a BCV pairing file 
to add the remote BCVs to the device group and establish the remote BCVs with the R2 
standards. Any remote BCV definitions that relate to BCVs at site B should be removed from the 
device group first. 
 
If you have disabled GNS remote mirroring prior to the migration process, this should be re-
enabled. If mirrored group control was enabled, any device groups modified at Site C should first 
be deleted at Site C before mirrored group control is disabled. In this way, GNS will subsequently 
recreated the mirrored group at Site C from Site A and maintain group mirroring going forward. 
 

12.5.3 Implement Multi-Session consistency (if required) 

 
Details on how to implement multi-session consistency between RDF groups are given in 
Section 6. 
 

12.5.4 Update local procedures 

 
Local Operations documentation will need to be updated. As a minimum, the following changes 
in process/procedure will need to be addressed: 
 

Process or procedure Reference 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 203 of 242 
 

 

Process for adding a new application requiring SRDF/A replication.  
 
Section 8.1 
 

Process for removing an application requiring SRDF/A replication. 

Process for provisioning additional storage to an existing SRDF/A application.  

Process for removing storage from an existing SRDF/A application.  

  

Process for stopping and starting SRDF/A replication  Section 8.2 

Process for restarting SRDF/A after extended network outage Section 8.3 

Process for application failover/failback Section 8.4 

Process for SRDF personality swapping Section 8.7 

Multi-session consistency operational processes Section 8.8 

Changing replication mode Section 8.9 

Interactive monitoring of SRDF/A configuration and replication Section 8.10 

Using the SRDF/A PIT BCVs for COB testing Section 9.2 

Initial Master Program Load (IMPL) procedures Section 9.4 

 

12.5.5 Physical cleanup 

 
Once all SRDF/S relationships have been removed, the former synchoronous target Symmetrix 
can be decommissioned. Any RDF groups to this Symmetrix should be removed from the 
source unit, by EMC if static, or using symrdf deletepair if dynamic.  
 
Details of physical cleanup (cabling removal etc) will vary from site to site and cannot be detailed 
here. 
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13 Appendix D – Selection of Point-in-Time technology for 

SRDF/A resynchronization protection 

13.1 Background information 

 
As discussed in Section 5.4, BCVs should usually be configured into the SRDF/A target site to 
provide the ability to take a point in time (PiT) copy of the R2 data prior to a resynchronization to 
ensure that there is a consistent copy of the data at the remote site at all times. During a 
resynchronisation, the data on the R2 will be inconsistent and hence during this period there is 
no valid COB copy of the data at the remote site, unless a PiT copy is first taken.  
 

13.1.1 TimeFinder Modes 

 
The following table shows different characteristics of each of the TimeFinder modes. Key points 

are highlighted in bold. 
 

  

“Classic” 

TimeFinder/Mirror 

 

TimeFinder/Clone 

 

TimeFinder/Mirror 

Emulation mode * 

 

PiT copy is a true mirror, providing 
protection when established with 
R2? 

Yes No! (R2 must be 

mirrored) 

No! (R2 must be 

mirrored) 

Compatible with SRDF/Star? Yes, but with 

restrictions 

Yes Yes 

Compatible with EMC’s OS 
Automated SRDF restart? 

Yes No Yes 

Requires BCV devices? Yes No Yes 

Can use RAID5/6? No! Yes Yes 

R2 Performance impacted if 
larger/slower disks are used for 
SRDF/A PiT copy? 

Yes! Some risk Some risk 

License required  
(Citigroup VPA contains both 
licenses) 

TimeFinder/Mirror  TimeFinder/Clone TimeFinder/Clone 

 
* In this mode, the symmir command is used, but is transparently translated to clone operations. 
Note that if BCVs are on RAID5/6 devices, TF/M emulation mode is automatically used. 
 
 
The key points that this table identifies are: 
 

 Where an R2 is comprised of an unmirrored R2 and a BCV, the BCVs cannot be RAID-
5 or RAID-6, as RAID-5 & RAID 6 BCVs are not true mirrors. Note that for SRDF/A, 
R2=M1+BCV is is not supported; this configuration should only be used with 
SRDF/S.  

 

 For SRDF/A, TimeFinder/Mirror BCVs should not be used on slower disks than the R2s 
to which they are established.  

 

 “Classic” TimeFinder/Mirror has limitations when used in SRDF/Star configurations due 
to lack of mirror positions. 
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13.1.2 Use of RAID-5 to protect RAID1+0 standards 

 
The original Best Practice for SRDF/A PiT resync copies was only to use TimeFinder/Mirror with 
RAID-0 (stripped) BCVs, with BCVs on the same type (size and rotational speed) of disk as the 
R2 devices. The disadvantage of that configuration is that the BCVs are unprotected. 
 
Use of RAID-5 (protected) BCVs has a number of advantages and disadvantages: 
 

Pros 

 

 Protected BCVs 
 

 No mirror positions consumed when “established” with R2 as clone technology used 
under the covers. This is important as a mirrored R2 with a “classic” BCV established 
impacts use features such as dynamic hot spares and symoptimizer.  

 

Cons 
 

 RAID5 (7+1) cannot be used to protect 34GB 4-way stripped mirrors as the number of 
splits per spindle will be exceeded. 

 

 RAID5 (3+1) can only be used to protect 34GB 4-way stripped mirrors on 73GB or 
146GB disks as the number of splits per spindle will be exceeded on larger disks.  

 

 If RAID (3+1) is used in a frame, then RAID(7+1) cannot be deployed on the same array 
with 5x71 microcode. Mixing RAID types  is supported with 5772 microcode.  

 

 Higher cost than unprotected BCVs (33% more for RAID (3+1) on like-sized disks). 
 
 

 
Hence, it is not practical to protect our existing RAID1+0 Stripped Meta with RAID-5 BCVs. 
 

 

13.1.3 Symoptimizer / hot spare issue 

 
Mirrored R2s have no spare mirror positions when a BCV is established. This would have impact 
prevent Optimizer being used with these volumes, although use of Optimizer with SRDF 
configurations is not certified within Citigroup at the time of writing. There are four obvious 
solutions to this issue: 
 

1. Use “Classic” TimeFinder/Mirror, but only establish BCVs for PiT copy protection when 
an SRDF/A resynchronization is required. A resynchronization should not be a common 
event, but the need to update the BCV at this time (rather than have it up-to-date at all 
times), will impact end-to-end time taken to resynchronize SRDF/A. 

 
2. Use TimeFinder/Mirror Clone emulation. No mirror positions consumed. 

 
3. Use TimeFinder/Clone. No mirror positions consumed. 

 
4. Do not use Optimizer, or split off the BCVs when disk relocation takes place. 
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13.1.3.1 Hot spares background 

 
Beginning with later 5671 code, permanent member sparing was introduced. This eliminated the 
need for a free mirror position in certain situations, but in others, a dynamic spare is still used in 

conjunction with a permanent spare.  Note, however, that Citigroup currently recommends 

the use of Dynamic sparing (see DMX Solutions Guide), which requires a free mirror 

position. 
 
For example, if after removing the failing disk from the array there will still be at least one valid 
mirror (local or remote), the permanent sparing will not need the dynamic spare and will run from 
beginning to end. It will replace the failing drive and copy the valid data from an existing mirror. A 
free mirror position is not required. If, however, removing the disk would result in a situation 
where there is no valid mirror, the data must be copied from the failing disk to a dynamic spare. 
In that situation, there must be a free mirror position for the dynamic spare. After the data is 
copied from the failing disk to the dynamic spare, the permanent sparing script will be run and 
the dynamic spare will be permanently replaced. 
 

 

 
If hot sparing (with dynamic spares) is required at the R2 site, TimeFinder/Mirror Clone 
emulation should be used to ensure that a free mirror positon is available. However, use of hot 
spares is not mandatory in an SRDF environment due to the very low chance of data loss before 
EMC can repair any failed disk, as further multiple failures would need to occur. 
 

 
 

13.2 Best Practice Recommendation 

 
In order: 

 

 to minimize diversity of SRDF/A PiT copy solutions between the different four supported 
SRDF deployment scenarios (2-site SRDF/S, 2-site SRDF/A, 3-site concurrent SRDF 
and 3-site SRDF/Star) 

 

 to be compatible with current EMC documentation on SRDF PiT copy protection 
(SRDF/A and SRDF/Star) 

 

 to offer a simple, generic solution without lots of configuration-specific caveats. e.g. 
 

o avoid usage of RAID5(3+1) conflicting with a wish to use RAID5(7+1) (5x71 
issue only) 

o avoid a solution that is sensitive to the size of the underlying physical disk 
o adopt a solution that is compatible across the SRDF range of products as we 

use them 
 

 to minimize cost 
 
 
the recommended Best Practice is as follows: 
 

13.2.1 SRDF/S – RAID1+0 R2s 
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In SRDF/S deployments where R2 = M1+BCV is required for COB testing, only use “Classic” 
TimeFinder/Mirror (with RAID-0 BCV devices on disks at least as fast as the R2 standard 
devices). Can be used with DMX2 or later.  
 

13.2.2 2-site SRDF/A & 3-Site concurrent SRDF – RAID1+0 R2s 

 
There are two options for RAID1+0 4-way stripped meta R2s. For both, RAID-0 BCVs should be 
of the same disk type (capacity and rotational speed) as the R2s which they will be protecting. 
 

13.2.2.1 Existing Standard (Preferred option) 

 
Use “Classic” TimeFinder/Mirror (with RAID-0 BCVs) on disks at least as fast as the R2 
standard devices remains the preferred standard at the present time. This approach: 
 

 maintains similar management processes with existing SRDF/S deployments where 
R2 = M1+BCV 

 

 is compatible with EMC’s Best Practice, documentation and the symrecover restart 
script 

 

 is compatible with existing Citigroup SRDF/A PiT Best Practice.   
 
 

13.2.2.2 New additional Standard (Alternative option) 

 
Use TimeFinder/Mirror Clone Emulation (with RAID-0 BCVs). This approach: 
 

 Has all of the above advantages 
 

 Does not consume a mirror position, enabling usage of features such as dynamic 
sparing at the R2 end at all times 

 
 

The only caveats with the Clone emulation mode are: 
 

 Symmetrix must have a TimeFinder/Clone license 
 

 Newer technology. Not as well proven as “Classic” TimeFinder/Mirror. 
 
 

As a consequence of these caveats, usage of TimeFinder/Mirror Clone Emulation is not 
being mandated over “Classic” TimeFinder/Mirror, which remains the preferred option at 
present. 
 

 

13.2.3 3-site SRDF/Star – RAID1+0 R2s 

 
Use of TimeFinder/Mirror Clone emulation mode is preferred in this configuration, with either 
RAID-0 BCVs as switch operations require a free mirror position, and will fail if a BCV is 
established at the R2 end (see SRDF/Star Solutions Guide for further details). 
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“Classic” TimeFinder/Mirror can be used for SRDF resync. PiT copies, but any BCV copies 
MUST be split off before a switch can take place. As this rule applies to both SRDF/A resync 
BCVs AND user BCVs, use of “Classic” Timefinder/Mirror by users should not be permitted in an 
SRDF/Star environment. 

 

13.2.4 All SRDF configurations with RAID5 (& RAID) 6 R2s 

 
The following discussion describes RAID5, but also applies to the newer RAID6. RAID6 is only 
supported with 5772 or later. 
 
Use RAID-5 BCVs with TimeFinder/Mirror, with identical configuration as the standards to which 
they are protecting. The DMX3 standard for RAID5 uses 34.53GB hyopervolumes.  Clone 
Emulation mode for TimeFinder/Mirror will automatically be invoked when RAID5 BCVs are 
used. 

13.3  “FAQs” 

13.3.1 Why is the use of RAID-5 BCVs not being recommended for RAID1+0 
R2s? 

 
Although RAID-5 BCVs superficially look like an attractive option, there are some significant 
limitations that impact its adoption as a standard for protecting RAID1+0 R2s: 
 

 Can only be used with 146GB or small disks (to avoid splits-per-spindle issue) 
 

 Can only be used with RAID(3+1), again to avoid splits-per-spindle issue. This would 
prevent use of RAID(7+1) in the same frame with 5x71 microcode.  

 

 Not supported in Citigroup on DMX2 
 
These three issues make RAID5 a poor choice as a standard for this role. 
  

13.3.2 Why is the use of symclone not being recommended? 

 
At the present time is not being recommended as: 
 

 All EMC documentation, scripts and processes still refer to symmir 
 

 Not compatible with existing Citgroup scripts, procedures and documentation. Significant 
effort to modify all these. 

 

 Symclone must be used with care with SRDF/A R2s. These issues do not occur with 
symmir (classic or emulation mode). Use of TimeFinder/Mirror Clone emulation 
enforces the correct steps to safely “clone” from an R2.   

 

13.3.3 Why is the use of larger disks not being recommended for PiT copies? 

 
Larger (slower) disks should not be used when “Classic” TimeFinder/Mirror is used, as anything 
that causes the R2 to be slower than the R1 when running SRDF/A is potentially a problem. This 
has been confirmed by EMC (Andrew Lubeck – Principle Corporate Systems Engineer). Hence, 
use of large disks precludes the option to revert to “Classic” TimeFinder/Mirror.  
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 209 of 242 
 

 

With clones, slower physical disks are unlikely to present a problem, but there is some small 
amount of risk. The danger is that the slower drives could accumulate write pendings, which 
would consume cache on the R2 and could cause SRDF/A to drop.  
 
As insufficient testing has been undertaken at the present time of using larger disks with 
TimeFinder/Mirror Clone Emulation, and the impact on SRDF/A replication is not certain, this is 
not currently recommended as the default solution. When further testing has been completed, 
the Best Practice will be revised as appropriate. 
 

13.3.4 What are the downsides of sticking with “Classic” TimeFinder/Mirror 
rather than using clone emulation mode? 

 
The only disadvantage is the consumption of an additional mirror position when the BCV is 
established. The impact on this is: 
 

 Symoptimiser would not be able to run against these volumes. 
 

 Use of hot spares may be impacted in some circumstances (see earlier description). 
 

 In SRDF/Star configurations, it is essential that BCVs established with R2s be split off 
before attempting a site switch. This is Best Practice in any case. 

 

13.4 Mapping SRDF/A point-in-time copies to R2s 

 
Care must be taken to optimize the R2 / RBCV pairing as far as the device layout is concerned 
on the back end (DA and Spindles) to minimize contention. If you have R2 / RBCV pairing which 
are contentious (say the devices share the same spindle or DA), this could create a drag on the 
DA. This in theory could throttle your SRDF/A performance and elongate the cycle as the DA is 
what is responsible for the SRDFA restore operation and the destage of apply cycle data to the 
R2. 
 
Clone copy (TimeFinder/Clone or TimeFinder/Mirror Clone Emulation) is a DA operation and 
hence contentious clone pairs could also throttle a DA, and anything which could overload a DA 
could affect the SRDF/A cycle. A "few" contentious pairs should not bring a DA to it knees; 
however, it is hard to predict how many contentious pairs is the threshold. So much of this 
depends on device type (RAID5 involves even more disks and DA resources) and active 
workload.  
 

 
As a rule of thumb - contentious source/target device pairs is a recipe for trouble. It doesn't 
matter what type of Timefinder technology you use. 
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14 Appendix E: DMX3 Templates for SRDF/A deployments 

 

14.1 Introduction 

 
This appendix provides template designs for DMX3 for SRDF/A when the application workload 
of the applications to be deployed is not known, and a standard SRDF/A sizing exercise using 
workload data for the actual applications to be deployed cannot be used.  
 

 
Where possible, application workload should always be measured and an SRDF/A environment 
sized appropriately as specified in the SRDF/A Solutions Guide. These templates are not a 
replacement for properly sizing an installation, where possible. 
 

 
The following is based on an analysis of workload of a selection of Distributed Systems 
applications, from several different business areas, that are already deployed in Citigroup. This 
approach has been taken to provide a rough estimate of sizing requirements for a DMX3 
populated with a mix of “typical” Citigroup applications. However, the analysis has shown that 
applications workloads vary so enormously that even when a large number of applications from 
different business units are averaged out across an entire Symmetrix frame, one does not end 
up with a typical frame workload; workloads on similarly sized Symmetrix frames can vary 
greatly in their characteristics. 
 
Hence, the nominal workloads associated with the following templates should only be 
considered as very approximate. Your workload will differ to those used to size the templates, 
and hence, the amount of network bandwidth and cache that your array will require when all 
storage is allocated will be different. You will end up with either an over or under allocation of 
these resources. Also different deployments will have different effective (not installed) network 
throughput due to latency and packet drop.  
 
However, these templates will at least allow one to build an SRDF/A-enabled infrastructure, in 
the circumstance where the workload cannot be measured, which can be modified should actual 
workload and network performance dictate. However, again it must be stressed that where 
possible application workload should always be measured and an SRDF/A environment sized 
appropriately as specified in the SRDF/A Solutions Guide. These templates are not a 
replacement for properly sizing an installation. 
 
Finally, it must be stressed that this Utility SRDF/A model using templates is unproven as yet. 
EMC do not use it – they insist on the actual workload being deployed to be measured. These 
templates are only being provided to allow Citigroup to plan SRDF/A installation where 
measuring the workload is impossible. 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 211 of 242 
 

 

14.2 Overview of Template Generation Process 

 
ECC Performance Manager data was collected at 10-minute intervals for 7 Open Systems 
DMX/DMX2 frames located in Citigroup Centre, London. These frames support ~270 SRDF-
replicated servers and ~100TB of usable SRDF-replicated storage. A day of peak load was 
selected for the analysis.  Two further EMC tools were used for the analysis: 
 

1) Symmerge V3.19. This was used to take the peak workloads from the existing 
DMX/DMX2 RAID1+0, 73GB/146GB frames and consolidate onto larger DMX3 frames 
with a selection of RAID1 / RAID5(7+1) and 146GB / 300GB disk configurations. 
Template workloads were scaled up to match I/O capabilities of target configurations. 

 

2) ET V2.5.3. This is EMC’s SRDF/A sizing tool, which will take a carefully measured 
existing workload and determine the network and bandwidth requirement to support that 
workload. It can also determine RPO exceptions for abnormally large bursts of I/O. 

 

 
Note that the resource requirements (bandwidth & cache) of these frames are projections based 
on existing DMX/DMX2 workloads. These templates have not been built and loaded, and the 
resource requirements actually measured. Once Citi has actual deployments in production 
based on these templates, it will be possible to revise the resource requirement estimates for 
these configurations.  

 

 
The workloads used to create the templates contained Symmetrix with both predominantly write 
and predominantly read I/O profiles, and hence are a single average of both workload types.  For 
an actual deployed workload that is predominately reads (cache hit unfriendly, backend 
intensive), you will find that the SRDF/A cache and network utilization may be significantly less 
than the recommended amounts. Similarly, a particularly write intensive set of application on a 
Symmetrix may require more cache & network bandwidth than the templates suggest. These 
templates do err on the side of caution and include a significant extra allocation of these 
resources compared with the exact projected value for the test workloads. 
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14.3 DMX templates for unknown workload SRDF/A deployments 

14.3.1 How and when to use these templates 

 
Again, it must be stressed that these templates should only be used when an analysis of the I/O 
profile of the application workload to be deployed is impossible (e.g. applications to be deployed 
do not current exist). An analysis of the actual workload will result in a far, far more accurate 
assessment of the requirements, resulting in either a significant cost save (if the actual cache 
and network requirements are less than the template figures) or a configuration what will 
function reliably (if the actual requirements are greater than the template figures)! These 
templates cannot address workload-specific peaks, and are simply based on the peaks seen in 
some sample workload data, with an additional 40% safety margin added to the network 
requirements specification. 

 
The array templates comply with maximum number of disks supported by GDSE for each DMX 
model at the time of writing.  The configurations are all balanced i.e. same RAID-type and 
physical disk type for R1 and R2 devices. They also assume provision of relevant type of BCVs 
for Point-in-time copies at the COB site for SRDF/A resynchronization and COB testing.  
 
In some locations, these templates may exceed the maximum number of drives in an array that 
is supported in local data centres. Unfortunately, it has been necessary (i.e. dictated by the 
results of the Symmerge analysis) to load as many drives into an array as possible to ensure 
provision of sufficient disk performance (more spindles) to sustain the consolidated workloads 
into single frames.  
 
The hardware specification and estimated network requirement for each template are provided. 
In additional, nominal peak IO rates supportable by the configuration are given as approximate 
guides. These are based on the workloads used to size the templates; your workload mix will 
differ. 
 
Projected Maximum Total IOPS gives a rough indication of the total IO rate that the configuration 
can support, often limited by the backend disks, rather than SRDF/A components. Projected 
Maximum Total Write IOPS relates more to the SRDF/A capabilities of the configuration. 
Maximum Total IOPS may be exceeded before max total write IOPS in read intensive 
environments and vice versa in write intensive environments. These templates have used a mix 
of read and write intensive workloads in an attempt to provide a single, average workload 
template. 
 
It is critical that as applications are loaded into an SRDF/A environment built with these 
templates, that actual workloads are monitored to ensure that they do not exceed the design 
specification, in particular in terms of network bandwidth requirements. Tools for monitoring and 
capacity planning SRDF/A deployment of this type will not be available from EMC until mid-2008. 
Alternate methods for monitoring usage are indicated later in this document.  
 
Three DMX3 templates are provided: 
 

(a) RAID5-146: RAID5(7+1) configuration based on 146GB 15K disks 

(b) RAID1-146: RAID1 configuration based on 146GB 15K disks 

(c) RAID5-300: RAID5(7+1) configuration based on 300GB 10K disks 

 

Note in particular that the RAID5-300 configuration has much lower IOPS capability than those 
based on 146GB disks (due primarily to the lower total number of spindles available and the 
lower rotation rate), despite having a greater GB capacity. Hence it is only suitable for lower IO 
applications.  
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14.3.2 SRDF/A Templates 

 

 

Template Name 

 

 

RAID5-146 

 

RAID1-146 

 

RAID5-300 

 

Array model 

 

Symmetrix type 
(k)

 DMX3500 DMX3500 DMX3500 

Minimum Microcode 

level 

5771 5771 5771 

 

Disk Configuration 
 

R1/R2 RAID type RAID5(7+1) RAID1 RAID5(7+1) 

Disk type 146GB 15K 146GB 15K 300GB 10K 

Number disks at Prod 

Site for R1s
(a)

 

~360 ~480 ~360 

Number disks at COB 

Site for R2s
(a)

 

~360 ~480 ~360 

Number disks at COB 

Site for BCVs
(a)

 

~360
(b)

 
 

~240
(c)

 
 

~360
(b)

 
 

Total drives at COB 

site
 (d)

 

720 720 720 

    

Usable capacity at 

Prod site 

~46TB ~34TB ~92TB 

 

RA requirements 

 

RA type Fibre Channel Fibre Channel Fibre Channel 

Minimum RA count
(e)

 6 6 6 

 

Cache requirements (30 second cycle times assumed throughout) 
 

Minimum total Raw 

Cache to be installed 
(f)(g) 

 

Prod Site: ~188GB 
COB Site: ~220GB 

Prod Site: ~154GB 
COB Site:~186GB 

Prod Site: ~180GB 
COB Site: ~276GB 

 

Network link requirements 
 

Uncompressed 

redundant 

effective network 

bandwidth required 

per Symmetrix
(h)

 

 
300MB/sec 
 
(includes 40% 

contingency) 
(h)

 

 
280MB/sec 
 
(includes 40% 

contingency) 
(h)

 

 
180MB/sec 
 
(includes 40% 

contingency) 
(h)

 

Compressed 

redundant effective 

network bandwidth
(h)

 

 

Assumption:  

2:1 Compression 

 
140MB/sec  
 
(includes 40% 

contingency) 
(h)

 

 
130MB/sec  
 
(includes 40% 

contingency) 
(h)

 

 
90MB/sec  
 
(includes 40% 

contingency) 
(h)

 

Assumed SRDF/A 30s 30s 30s 
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cycle time 

 
 
The following table gives an indication of the workload that the template designs can support. 
The URLs are links to ET analysis documents that show the actual workload that these designs 
can support i.e. you will be able to continue to load a DMX designed to these specification at 
least until your workload reaches the same peak levels. If your workload per allocated TB is the 
same as or lower than the workloads used to generate the templates, then you should be able to 
allocate all storage in the DMX without hitting the DMX IO or SRDF/A throughput limits of these 
templates. 

 

 

Nominal Workload Capability of Template Configurations 
(i)

  
 

 

Template Name 

 

 

RAID5-146 

 

RAID1-146 

 

RAID5-300 

 

ET analysis of 

profile of workload 

that this template 

can support. 

 
http://engineering.citigro
up.net/gdse/products/pl
atforms/symmetrix/techi
nfo/RAID5_146_TEMP
LATE.pdf 
 

 
http://engineering.citigro
up.net/gdse/products/pl
atforms/symmetrix/techi
nfo/RAID1_146_TEMP
LATE.pdf 
 

 
http://engineering.citigro
up.net/gdse/products/pl
atforms/symmetrix/techi
nfo/RAID5_300_TEMP
LATE.pdf 

 

Average read size ~22Kb ~23Kb ~22Kb 

Average write size ~13Kb ~13Kb ~11Kb 

Projected peak 

IOPS supportable 

by configuration 

 
~38,000 

 
~30,000 

 
~25,000 

Projected peak 

write IOPS 

supportable by 

configuration 
(j)

 

 
~16,000 

 
~10,000 

 
~9,000 

 

14.3.3 Notes on Template Designs 

 
(a) These are just nominal numbers. In practice, some of these drives will be needed for 

overheads such as hot spares, vault devices, etc. Also, the disk numbers in the 
templates are restricted by the maximum number of drive supported by GDSE at the 
time of writing in each DMX array model.  

 
(b) RAID-5 protected BCVs at COB site are needed for SRDF/A resynchronization point-in-

time copies and optionally for COB testing. 
 
(c) Unprotected (single mirror) BCVs at COB site are needed for SRDF/A resynchronization 

point-in-time copies and optionally for COB testing. 
 

(d) Maximum number of drives certified by GDSE for this frame type. 
 

(e) This is a minimum number, based on load. You may need more than this to support 
large numbers of RDF groups.  The number of RAs required also depends on: 

 
a. Minimum number to keep RA CPU load <= 50% for consolidated workload. For 

these configurations, this is the limiting factor. The Symmerge analysis was 
based on 2GB RAs. 

 

http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID1_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID1_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID1_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID1_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID1_146_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_300_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_300_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_300_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_300_TEMPLATE.pdf
http://engineering.citigroup.net/gdse/products/platforms/symmetrix/techinfo/RAID5_300_TEMPLATE.pdf
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b. Minimum number to provide sufficient bandwidth for the SRDF/A throughput 
requirements. 

 
c. Minimum number for redundancy. 

 
(f) Cache is mirrored on DMX3. Hence, for example, 192GB of installed cache provides 

96GB of usable cache. Figure for recommended cache is derived from sum of EMC’s 
recommendation for this disk configuration, plus the additional cache needed for 
SRDF/A as determined from the I/O profile of the test workload data. Note that these are 
minimum figures. In practice, in many configurations, the VPA pricing will deliver in 
excess of the minimum required amount.  

 
(g) These figures are based on calculations made with the Symmerge and ET tools using 

actual sample Citigroup workload data.  They are a minimum and do not include extra 
cache needed to ride out a network outage using Transmit Idle or an extended Link 
Limbo timer. 

 
(h) This is a requirement per Symmetrix. Includes a 40% increase over the bandwidth 

requirements calculated using Symmerge and ET to allow for: 
 

a. Potential latent demand released when application moves from SRDF/S to 
SRDF/A and are no longer throttled by SRDF/S requirement to acknowledge 
every I/O at remote site before next is sent. 

 
b. Potential latent demand released when application moves to DMX3 and a 

previous hardware bottleneck is removed. 
 

c. More utilization (IOPS per allocated GB) than in workloads used to generate 
templates. Storage Optimization initiatives currently underway may lead to this 
as there will be less over-allocation of unutilized storage to hosts in a frame in 
future. 

 
d. Higher/longer peaks may occur in actual deployed workload compared with 

those is the workloads used to generate templates. 
 

The addition of a 30-40% safety margin on network bandwidth is standard practice for 
EMC. Some customers have seen increases of as much as 100% due to latent demand 
being released when moving to SRDF/A. Also, no locality of reference (aka write-folding) 
is assumed in the model which also provides an additional moderate safety margin. 

 
(i) Projected Maximum Total IOPS gives only a rough indication of the total IO rate that the 

configuration can support, often limited by the backend disks, rather than SRDF/A 
components. Projected Maximum Total Write IOPS relates more to the SRDF/A 
capabilities of the configuration. Maximum Total IOPS may be exceeded before max 
total write IOPS in read intensive environments and vice versa in write intensive 
environments. These templates have used a mix of read and write intensive workloads 
in an attempt to provide a single, average workload template. 

 
(j) Actual supportable IOPS will vary with average IO size. The figures here are for the 

actual workload used to generate the template, which were predominantly smaller I/Os. 
 

(k) Templates for DMX4 could not be created as the tools from EMC were not available at 
the time this work took place. As DMX4 is very similar to DMX3, these templates could 
safely be used with equivalent DMX4 units, as the DMX equivalents will be at least as 
fast as the DMX3 configurations. 

 
 
 
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 216 of 242 
 

 

14.4 Solution Qualification by EMC when using templates 

 
EMC Pre-sales use ET to generate a report called a “Solutions Advisory” (SA) to get initial 
approval for an SRDF/A design.  
 
The SA is intended for account teams that are still in the developmental stages (pre-sales) and 
usually have no related equipment/software on site or there is absolutely no data available 
because this is a new site – the scenario we are trying to address with these templates. An SA is 
also given when required information cannot be provided for EMC to adequately validate the 
solution. It is not an approval for testing or production. The SA is intended to identify obvious 
risks by evaluating the information provided. 
 
These three templates have been through the SA process. EMC are o.k. with the templates with 
the following comments: 
 

 Latency and packet loss affects the actual bandwidth. 
 

 The number of RA installed at the target array should be able to handle the workload. 
 

 The SRDF/A ports should not be shared between SRDF/A and non SRDF/A replications. 
 

 Based on the EMC balanced configuration best practices, the source and target arrays should have the 
following configuration: 

 
 R2 should be the same or higher value of spindle counts than the R1 side 
 
 Disks installed at the target array should have the same or higher speed than the disks installed at the source 
array. 
 
 Target array should have the same or higher value of device WP limits than the source array 
 
 Target side should have a faster frame than the source side 
 
 The code level at the target array should be at least 5x71. 

 
However, for your actual deployment, the Post Sales Solution Qualification Process must be 
followed in its entirety to obtain Production Approval for EMC. Contact your local account team 
for current information on this EMC process. 
 

14.5 Monitoring SRDF/A resource usage 

 
Once an SRDF/A environment has been created using these templates, and applications start to 
be deployed onto it, it is vital to commence diligent monitoring of the SRDF/A resource 
utilization. EMC will be providing SRDF/A monitoring, trending and capacity planning tools 
(Symmetrix Performance Manager) to aid with this, but these will not be available until around 
mid-2008. In the meantime, it will be necessary to use one or more other existing tools.  
 
Usage of the following resources are the most critical to monitor: 
 

 Network bandwidth. This is the most critical resource. You must ensure that the 
network bandwidth being used is not in excess of that allocated to the Symmetrix being 
monitored. For example, if a given Symmetrix has been allocated 200MB/sec share of 
the available SRDF/A bandwidth, one should check that it is not exceeding this amount. 

 

 Cache usage. This is less critical; cache is in general used to deal with temporary I/O 
peaks that exceed network bandwidth.  
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14.5.1 ECC 

 
ECC Performance Manager continuously collects performance data for configured DMX and is 
ideal for determining changes in resource utilization. Unfortunately, there is no information 
available in ECC on SRDF/A Cache utilization.  
 
Performance Manager (PM) can report on SRDF throughput for each Symmetrix. However, it is 
not possible to get long-term trending graphs plotted within PM. Instead it is necessary to 
manually collect information on peaks and average use for particular periods and then plot these 
figures against time outside of PM to monitoring resource usage trending. 
 
The specific information that must be collected is the “Kbytes sent per second” metric. PM can 
provide both Average and Peak values for a data set. In Performance Manager: 
 

 Read in the weekly data set for the Symmetrix and period in question 
 

 Select the Metrics tab at the bottom 
 

 Select Dir-RA1 (top window) for the Symmetrix in question.  
 

 In the middle window, right-click on the title bar and select Kbytes sent per second, 
recording in turn both the average and maximum value for each RA.  

 
In the example below, the maximum Kbytes sent per second during the period being analysed 
was 90.49 KB/sec on Symm 0129. 
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14.5.2 symstat 

 
The symstat command can be used to spot check: 
 

 Cache utilization 

 Bandwidth utilization 
 
# symstat -reptype rdfa -type cache –i 10 

 
shows total SRDF/A cache available (as determined set using the Symmetrix 
rdfa_cache_percent setting set using symconfigure), and instantaneous values for cache in use 
both by RDF group and in total for the entire Symmetrix..  

 
 
# symstat -reptype rdfa -type requests –i 10 

 
shows RDF throughput by RDF group 

 
Note however, that symstat does not let you check historical data, and only provides a snapshot 
of resource utilization at the time the command is run. Regular running and logging of the above 
commands would need to be automated to create trending information.  
 

14.5.3 ET 

 
ET is EMC’s tool for planning SRDF/A implementations. It can also be used to produce a report 
on an existing implementation to confirm for the actual workload, including key information on  
 

 Network throughput requirements (Compresses and uncompressed) 
 

 SRDF/A Cache utilization  
 
It also reports on  

 

 The impact that I/O peaks is having on cycle time and the RPO, if any. Note that this 
assumes that the individual Symmetrix is limited to its own share of network bandwidth. 
In practice, it may be able to use any unused shared network bandwidth, thus avoiding 
any RPO extension.  

 

 Aggregate RA throughput usage (compared with capability of installed hardware). RA 
CPU utilization is not reported  

 

 Total I/O activity (read and write IOPS) 
 

 Total Write IOPS 
 
Of course, for a frame with only half the configured storage so far allocated one would expect 
that network bandwidth and peak cache utilization would be no more than half the installed 
capacity.  
 
ET should be used with WLA .btp files produced by ECC. This data must be collected with a 10-
minute sample time. ET analyses a single day of data at a time, and hence any analysis should 
be undertaken using data from a busy day, such a day being identified using ECC Performance 
Manager. It does not provide any long term trending reports. 
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ET can either be run by EMC on your behalf. EMC will also allow a limited number of named 
individuals within Citigroup access to the ET tool. Contact the author for details on how to get 
access to this tool.  
 
ET requires 10-min sampled .btp files for a busy data from ECC and the following input 
information: 
 

 Network Equipment used (e.g. Cisco MDS, McData IPS) 

 Total redundant Bandwidth available  

 % of the above bandwidth available to the DMX being analysed 

 Estimated Data Compression Ratio 

 Distance between sites (miles or km) 

 DMX array model (e.g. DMX3500) 

 Microcode level 

 Number of RFs used for SRDF/A 

 Cycle time used 
 
Example output from ET that shows Network and cache utilization are shown below. The line  at 
140MB/sec shows the network bandwidth nominally allocated to this Symmetrix. Current usage 
is below this limit. 
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14.6 SRDF/A Template FAQ 

 

1) Why is it not possible to create templates with accurate network and cache 

requirements? 
 
a) DMX configurations that are all built from the same template (same array type, number of 
disks, RAID type, disk size/speed etc), each with all of their storage allocated to hosts, will have 
highly variable aggregate workload characteristics (total IOPS, total write IOPS, IO sizes etc) 
and hence differing cache and network link requirements. We know that this is the case as ECC 
performance data has already shown this high level of variation in existing Citigroup DMX 
deployments. Hence, network and cache requirements for otherwise identical DMX 
configurations will vary significantly. 
 
b) Combining existing separate workloads to size new consolidated workload templates is not a 
simple process of adding the workloads. The impact of changing RAID type, disk type and total 
number of disk spindles significantly complicates the process. This is especially true when 
moving to using larger disks, which provide significantly less IOPS per GB due to the reduction 
in the total number of spindles. Care must be taken to ensure that a consolidated design is not 
limited by backend capability of the array before all of its storage is allocated.  
 
Hence, limits have been placed on the use of the sample Citi workloads used to create the 
template designs presented here, to ensure that internal DMX limits are not exceeded in these 
designs. Also, accurate determination of the network and cache requirements has been 
compromised, as no tools are available to accurately determine these resource requirements for 
the workload on a consolidated array; specifically Symmerge cannot create a virtual 
consolidated workload performance file from smaller independent workloads for use with the ET 
tool. The more limited Symmerge SRDF/A sizing functions must be used, in conjunction with an 
ET analysis of the simply co-added original workloads.  
 
c) In addition to the above constraints, SRDF/A sizing is heavily influenced by many other 
variables. For a comprehensive description of these factors, the interested reader to directed to 

Chapter 4 of the EMC document “SRDF/A and SRDF/A Multi-Session Consistency on Unix 

and Windows Solutions Guide”, available via Powerlink. 
 
In summary, accurate estimates of network and cache requirements are not possible due to 
real-world workload variation and the challenges of analysing a workload on a virtual 
consolidated array. 

 

 

2) How big a peak in I/O workload will these configurations deal with? 

 
Data from peak periods of I/O were used for template sizing. However, cache and network 
utilization depends on both the height and duration of a peak. Workloads with peaks that exceed 
the maximum nominal write IOPS capacity of the template design may cause cache and/or 
network resources to be over-utilized resulting in extended RPOs, or in extreme cases cause 
SRDF/A to drop. Specific information cannot be given as RPO extension is particularly sensitive 
to the profile (shape, height and duration) of the I/O peak, as well as the shape of I/O dip after a 
peak. These can be modelled using the ET tool, but only with the actual workload that is to be 
deployed onto the frame.  
 
An estimate of Peak Heights and Peak Durations that can be sustained by a configuration can 
be obtained using the following formulae: 
 
1) Maximum Peak Height  = (Cache  – NW*Cycle)/PD + NW 
 
2) Maximum Peak Duration = (Cache – NW*Cycle)/(PH – NW) 
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where 
 

 Cache is the usable cache available in MB for SRDF/A Delta Sets  

 NW is the network throughput achievable in MB/sec 

 Cycle is the SRDF/A cycle time in seconds 

 PD is the Peak Duration in seconds 

 PH is the Peak Height in MB/sec  

 The peak is assumed to rise to the peak duration and remain at that level for the entire 
peak duration before dropping back to return to less than network bandwidth until the 
cycle time has reverted to 30 seconds again. 

 
For example, with a cycle time of 30 seconds, 30GB of usable SRDF/A cache available, and 
network bandwidth of 240MB/sec, one could sustain with SRDF/A with RPO extension but 
without cache exhaustion: 

 

 a 240 MB/s workload indefinitely 

 a 246MB/s peak for 1 hour 

 a 252MB/s peak for 30 minutes 

 a 278 MB/s peak for 10 minutes 

 a 316 MB/s peak for 5 minutes 
 
 

 
 
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 223 of 242 
 

 

15 Appendix F – Transmit Idle 
 
SRDF/A Reserve Capacity is a set of features in 5772 microcode that improves SRDF/A’s “self-
healing” capability. It is implemented via two functions: SRDF/A Transmit Idle and SRDF/A Delta 
Set Expansion (DSE). This appendix describes Transmit Idle. 
 

15.1 Introduction 

 
Transmit Idle allows SRDF/A to seamlessly ride out a transient link failure. This feature provides 
an extra level of protection from sessions dropping when the RDF link cannot transmit data. If 
the link recovers, SRDF/A can pick up operations where it left off. 
 
With this feature enabled, if the link fails, the RDF pair state will change to TransIdle after the 

link limbo time expires (instead of dropping). When transmit idle is enabled for an SRDF/A 
group, the system will indicate when the TransIdle state is active for a specific RDF group. 

SRDF/A Transmit Idle support must be enabled on both the local and remote side for each RDF 
group.  
 
SRDF/A Transmit Idle is not a panacea for all causes of SRDF/A drops. It is targeted to address 
only short link outages when the Symmetrix cache is not constrained. It is important to note that 
SRDF/A Transmit Idle does not replace SRDF Link Limbo. SRDF/A Transmit Idle will only invoke 
after the SRDF Link Limbo timer expires. SRDF/A Transmit Idle is of limited benefit if the 
Symmetrix system is cache constrained while running SRDF/A. 
  

15.2 Pre-requisites 

 
SRDF/A Transmit Idle cannot help you if the SRDF/A environment is not properly balanced 
between the frames and across the SRDF links. The following SRDF/A component 
configurations must be balanced:  
 

 SAN control hosts must be running SE6.3.1.1 as a minimum 

 Types of DMX frames in use on each side of the link 

 Cache sizes and allocation to SRDF/A 

 RDF link bandwidth sized appropriately to the requirements of the applicatioons and 
data being replicated 

 Drive counts and sizes, and data protection schemes in use  

 Usage of Transmit Idle with SRDF/Star is supported by EMC, but has not been tested by 
Citigroup. 

 
SRDF/A Transmit Idle does not take the place of ensuring that the SRDF network between the 
sites is of sufficient quality to meet an application’s replication objectives. 
 
 

15.3 Configuring Transmit idle for each RDF group 

Transmit idle is configured using symconfigure in several steps. The syntax is: 
 
# symconfigure –f <command-file> -sid <SymmID> [preview | prepare | 

commit] 

 
The syntax required in the command file is shown below: 
 
set rdf group 13, rdfa_transmit_idle=ENABLE; 
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By default Transmit Idle is automatically enabled when an RDF group is created with the latest 
microcode levels. If Transmit Idle is not enabled (e.g. it has been disabled, or Transmit idle has 
been enbled whilst SRDF/A is already running)  then it should be manually enabled for each 
RDF group on both the source and target symmetrix. For example: 
 
# symconfigure –f TI_enable_RDFG_13 -sid <R1 SymmID> commit 

# symconfigure –f TI_enable_RDFG_13 -sid <R2 SymmID> commit 

 
 

 
The Link Limbo Timer (LLT) should be set to the default 10 seconds when Transmit Idle is used. 
If LLT is set to > 10 seconds on an existing implementation, it should be changed back to 10 
seconds when SRDF/A transmit idle is enabled.

2
 

 
# symrdf –rdfg <RDFG number> -sid <R1 SymmID> set link_limbo 10  

# symrdf –rdfg <RDFG number> -sid <R2 SymmID> set link_limbo 10  

 

 
 

15.4 Monitoring and checking Transmit idle status 

15.4.1 Interactive Checking 

 
# symrdf –g <DGname> query –rdfa 

This useful report shows if Transmit Idle has been invoked (see RDF Pair State). It also shows 
the amount of time that Transmit Idle has been invoked for. 
 
# symcfg list –rdfg all –sid <SymmID> -rdfa 

This useful report shows flag information for all RDF groups, including if Transmit Idle is enabled 
for each group. 
 

15.4.2 Automatic monitoring 

 
The following events can be monitored using ECC 6.0 or later.  
 

Metric name Display name 

 
SRDF/A Session entered transmit idle state 

 
SRDF/A session has entered transmit idle 
state - <SYMMETRIX> 

 
SRDF/A session transmit idle period has timed out 

 
SRDF/A session dropped, transit idle state 
timeout - <SYMMETRIX> 

 
The following events can also be configured to be reported upon using the Symmetrix Event 
Daemon (see Section 5.8,2). 
 
1138  SRDF/A session SRDF/A session entering transmit idle state. SRDF INFO (INFO) 

 

                                                      
2
 LLT was originally set at 10 sec for SRDF/S i.e SRDF/S would hang I/O for that long and then partition. With 5771 

SRDF/A we artifically extended LLT to 60 sec (as we do not have to worry about acknowledging the write at the R2 as 
you do with SRDF/S), and in this way SRDF/A could ride out an outage of a few tens of seconds. With 5772, Transmit 
Idle prevents SRDF/A dropping, and EMC state LLT to should be set to 10 sec to interact correctly with Transmit Idle. 
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1139  SRDF/A session SRDF/A session recovered from transmit idle state. SRDF INFO 

(INFO) 

 

1140  SRDF/A session SRDF/A session dropped, transmit idle state timeout. SRDF MAJOR 

(ERROR) 
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16 Appendix G – SRDF/A Delta Set Expansion (DSE) 
 
SRDF/A Reserve Capacity is a set of features in 5772 microcode that improves SRDF/A’s “self-
healing” capability. It is implemented via two functions: SRDF/A Transmit Idle and SRDF/A Delta 
Set Expansion (DSE). This appendix describes DSE. 
 

16.1 Introduction 

 
To date, SRDF/A has used cache to buffer host I/Os and shield applications from the remote 
replication process in the array.  These cache resources can be fully consumed, if there are 
unplanned spikes in workloads or reduced bandwidth in the backend network pipeline, therefore 
causing SRDF/A to either drop or throttle.   
 
With Delta Set Expansion (DSE) rather than storing all pending data in SRDF/A cycles in cache 
(Global Memory), this feature allocates a portion of disk storage as the temporary storage 
location. This allows SRDF/A to be more resilient and flexible to handle the situations where host 
application throughput outpaces the RDF throughput.  
 
At the time of writing DSE is only available on DMX-4 and DMX-3  using 5772 microcode. 
 
Note that the function of the SRDF/A DSE feature is to temporarily extend the amount of cache 
space for SRDF/A by offloading some or all of the cycle data to preconfigured disk storage within 
the DMX, to allow for I/O peaks. It will not help if the SRDF/A drop is a result of unbalanced 
configurations. 
 

 
DSE cannot be used as a method to avoid properly assessing a workload and sizing the 
required network. DSE can only be used to deal with temporary workload peaks and 
network outages. It cannot make SRDF/A work with an undersized network i.e. one where 
the effective network bandwidth is less than the average SRDF/A workload. 
 

 

16.2 Planning for DSE 

16.2.1 General comments 

 

 The delta set requirements are the same for both the local (R1) and remote (R2) side, 
both in terms of performance and capacity i.e. a DSE pool is required on both sides. 

 
 

 The DSE pool must be as high-performance as possible to ensure that paging to and 
from the DSE pool does not become a bottleneck to SRDF/A throughput, causing the 
further cycle extension  i.e. DSE causing a viscous circle on throughput and a barrier to 
the RPO recovering after a workload peak or network outage.   

 
 

 The SRDF/A modelling tool ET (V2.6.1 or later) can be used by EMC estimate the total 
buffer space (total sum of the DMX cache and DSE pool) required for the given network 
outage duration that you want to survice with a given workload.  
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16.2.2 Sizing the DSE pool 

 

16.2.2.1 Introduction 

 
The size of the DSE pool will depend on many factors, but the main two are: 
 

 Host workload. It will be necessary to capture the application host write profiles for time 
intervals that include the periods of heaviest write activity to establish base DSE sizing 
requirements.  

 

 How long a network outage, or workload peak, that you want to be able to survive 
without SRDF/A dropping.  

 
Note also that some “spare” network capacity will be required to allow “catch up” after an outage 
or peak. The more spare capacity there is, the quicker the system will return to normal RPO.   
 
If you intend to use DSE, EMC should recommend a DSE size for your workload and outage 
survival requirements as part of the Solutions Qualifications Process. If you have WLA data for 
the workload with which DSE is to be used, EMC can use their Symmerge tool to size the DSE 
pool for you (Symmerge refers to this as “usable paging disk space”).  
 
However, an estimate

3
 of the required DSE pool size can also be made using the following 

simple formulae.  

 
In general, it is recommended that the DSE pool be sized primarily to protect against a network 
outage of a defined duration. 
  

16.2.2.2 For protection against a network outage of duration X seconds 

 
When DSE is to be used to protect against a network outage, the following rough formula should 
be used. Note that DSE will not protect against an extended network outage unless Transmit 
Idle is also configured. 
 

 
(SRDF/A Cache + DSE Pool) in MB = H*(T+X) 
 
 
Where:  H is the average workload SRDF/A workload in MB/sec during the outage 
 T is the cycle time prior to the network outage in seconds 
 X is the duration of the network outage in seconds 
  

 
This formula assumes that the link outage occurred just before a cycle switch, and the “SRDF/A 
Cache” refers to the amount of additional cache added specifically for SRDF/A buffering, or 
more strictly the amount of cache corresponding to the DSE threshold (see Section on 
Configuring DSE for further information on determining the DSE threshold).  
 

                                                      
3
  The calculation of DSE pool capacity should be thought of in terms of tracks: when DSE frees a cache slot it always 

assigns a full track in the DSE pool for the slot even if the slot has only been partially written to by the host.  If the write 
size is a multiple of 64KB or the host writes are sequential then this does not produce a different result than considering 
the host write transfer rate, but for small block random write workloads using the host write transfer rate will under-
estimate the amount of storage capacity required by DSE.  
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Example:  For a network outage of duration 3600 seconds, an average SRDF/A workload of 
80MB/sec and a minimum cycle time of 30 seconds 
 
(SRDF/A cache + DSE) in MB = 80*(30+3600) = 146400MB or ~150GB. 
 
 

16.2.2.3 Recovery after a network outage 

 
A network outage will have an impact on SRDF/A cycle time and hence RPO (RPO ~ twice the 
cycle time). After the network is restored, it will take many cycles before RPO reverts back to 
normal. With the above example, if the SRDF/A throughput on the network link 100MB/sec, then 
the cycle time will gradually reduce over successive cycle as per the following diagram.  
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In this example the minimum cycle time (30 sec) that corresponds to the target RPO of 60 
seconds is not reached until 21 extended SRDF/A cycles have completed. In terms of absolute 
time, this corresponds to ~4 hours.  
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The long RPO recovery period in this example is due to the network bandwidth only being 
slightly higher that the on-going SRDF/A workload, leaving only a small amount of spare capacity 
to move across the data that accumulated during the outage. In order for the RPO to recover 
more quickly, it is necessary to have more “spare” bandwidth (i.e. a greater difference between 
the average SRDF/A workload and the network capacity).  
 
The following table shows for the above example (80MB workload and 1 hour network outage) 
how long it takes to return to the nominal RPO for different network capacities. 
 

Host write rate or 

SRDF/A workload 

(MB/s) 

Available SRDF/A 

throughput on 

network link (MB/s) 

“Spare” SRDF/A 

Bandwidth for 

“catchup” (MB/s) 

Time to return to 

normal RPO (hours) 

80 160 80 1 

80 120 40 2 

80 100 20 4 

80 90 10 8 

80 85 5 16 

 
 
Hence, spare network bandwidth plays 2 important roles and should be configured accordingly: 

 
a) Allows more rapid return to normal RPO following a network outage.  

 
b) Allows larger workload peaks to be accommodated without extending the RPO (see 

below) 
 

16.2.2.4 For protection against a workload peak of duration X seconds 

 
In this scenario, a step-function throughput peak that exceeds the throughput capacity of the 
network link occurs for a fixed duration, causing the SRDF/A cycle time to increase and hence 
the RPO.   
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(SRDF/A Cache + DSE Pool) in MB = T*H+X(P-L) 
 
where  H is the normal workload SRDF/A throughput in MB/sec prior to the peak 
 T is the cycle time prior to the workload peak in seconds 
 P is the workload SRDF/A throughput in MB/sec during the peak 
 L is the throughput on the SRDF/A link in MB/sec 
 X is the duration of the workload peak in seconds 
 

  
  
“SRDF/A Cache” refers to the amount of additional cache added specifically for SRDF/A 
buffering, or more strictly the amount of cache corresponding to the DSE threshold (see Section 
on Configuring DSE for further information on determining the DSE threshold).  

 

Example:  For a workload peak of duration 1800 seconds, a normal SRDF/A throughput of 
80MB/sec, a peak SRDF/A throughput of 120MB/sec, and a minimum cycle time of 30 seconds 
and a network link throughput of 100MB/sec. 
 
 
(SRDF/A cache + DSE) = 30*80 + 1800*(120 – 100) = 38400MB or ~ 40GB.  
 

16.2.3 Determining the number of DSE pools required 

 
From a pool management perspective, it is simplest and more efficient to have a single DSE 
pool servicing all RDF groups. However, it multiple RDF groups share a pool, an effect know as 
pool fragmentation can in principle

4
 occur that may degrade the I/O performance of the pool, as 

the paging operations to and from the pool will become more random (normal paging operations 
tend to be sequential).  
 

                                                      
4
 If multiple groups are assigned to a DSE pool and the need arises to perform paging operations on more than one of 

those groups at the same time then there will be pool fragmentation.  Although not observed so far by EMC in testing, 
the potential exists for pool fragmentation to impact paging performance.  If the effects of pool fragmentation can 
indeed become noticeable it is expected to require scores of groups with concurrent heavy write workloads, and hence 
is not considered a serious issue at this time. 
 



 

 

 

 
 

 

 SRDF/A for Long Distance Replication Solutions Guide  

Page 231 of 242 
 

 

The initial Best Practice within Citigroup it is to: 
 

 

Use a single large pool for all RDF groups unless performance issues are found when 

DSE is invoked. 
 

 
EMC recommends using as small a number of DSE pools as possible since this make the most 
efficient use of resources and is easiest to manage.  The number RDF groups that can share a 
DSE pool is limited only by the number of RDF groups that can be created in the system – DSE 
imposes no limit on the number of groups that can share a pool. 

 

16.2.4 Creating a high-performance DSE pool 

 

 
It is strongly recommended that the RAID 1 save devices should be created by EMC in the initial 
bin file using left-over space on each physical spindle 
 

 
The rate at which the DSE can transfer data to the delta set save devices must be quick enough 
to allow cache slots to be freed as quickly as the average host write rate is filling them up in the 
capture delta set. 
 
The performance requirements for the local and remote DSE save pools are the same i.e. they 
should be built to the same criteria. 
 
At the time of writing, there are a number of restrictions placed by EMC on the devices that can 
be used to create a DSE pool: 
 

 The use of RAID 10 or meta-volumes is not permitted 

 The use of RAID 6 is not recommended 

 RAID 1 and RAID 5 are both permitted, although suitability of RAID 5 for DSE pools is 
still being evaluated by EMC at the time of writing

5
 

 
It is recommended in Citi that: 
 

 Save devices should be RAID1 protected. 

 These devices should be created by EMC in the initial bin file from left-over space on 
each physical spindle. These devices must be created with the “savedev” attribute. 

 
The devices should be spread across as many spindles as possible to provide maximum 
performance. EMC provide the following Best Practice for this: 
 

 The devices should reside on drives with the same speed 

 The devices should be evenly spread across all drives (of the given speed) 

 The devices should all have the same protection type  

 The devices should all be the same size 

 The devices should be evenly spread across all DAs. 
 

 

                                                      
5
 Raid1 is still the recommended protection type by EMC for DSE pool devices.  The concern with RAID5 for the DSE 

pool has to do with performance: EMC have seen some cases where sequential operations on DSE pool devices were 
not optimized.  
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16.3 Configuring DSE 

16.3.1 Create the DSE pool 

 
As indicated in the previous section: 
 

 a single DSE pool should be created 
 

 all RDF groups needing DSE protection should be assigned to use it.  
 

 RAID1 save devices should be created by EMC in the initial bin file from left-over space 
on each physical spindle, with the “savedev” attribute set. Metavolumes are not 
supported. 

 
 
DSE pools are configured using symconfigure in several steps. The syntax is: 
 
# symconfigure –f <command-file> -sid <SymmID> [preview | prepare | 

commit] 

 
The syntax required in the command files is shown in the following sections. 
 

1) Create savedev devices (if necessary) 
 
In order to produce a high-performance DSE pool, these should be created by EMC in the initial 

bin file. If DSE is being “retro-fitted” to an existing DMX, then it will be necessary to create a DSE 
pool from leftover, unconfigured storage, either by EMC (recommended) or by Citi storage 
management teams using symconfigure.  
  
Devices created for a DSE pool need the savedev attribute setting. Unfortunately, at the time of 
writing, this attribute can only be set when the device is created, and it is not possible to convert 
“spare” or unallocated configured devices into savedev devices (an enhancement request has 
been submitted to EMC to provide this feature). 
 

create dev count=X, config=2-Way-Mir, size=Y, emulation=FBA, 

attribute=savedev; 

 
where:  
 

 X is the number of save devices you want created (e.g. 32) 

 Y is the size of the save devices in cylinders ( = size in megabyte x 2.13333) (e.g. 1920) 
 
The exact values to use for X and Y will depend on exactly what unconfigured space is left in 
your DMX on each spindle. You may need to consult with EMC to determine this. To reiterate 
again, you want to spread the DSE pool across as many spindles as possible, so try to create a 
save device on as many spindles as possible, taking into account the recommendations in the 
previous section that: 
 

 The devices should reside on drives with the same speed 

 The devices should be evenly spread across all drives (of the given speed) 

 The devices should all have the same protection type  

 The devices should all be the same size 
 
 
 

2) Create the savepool and add the devices created with the above command to the pool. 
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In this example, the pool is called DSE. The contents of the symconfigure command file should 
be of the form: 
 
create pool DSE, type=rdfa_dse; 

add dev <StartDev>:<EndDev> to pool DSE, type=rdfa_dse, member_state=ENABLE; 

 
 

 
Identical pools should be created on both the source and target symmetrix. 

 

 

16.3.2 Configuring RDF group level  

 
Each RDF group that is to use the pool also needs DSE-specific configuration using 
symconfigure. To be specific: 
 

 The RDF group needs to be associated with the rdfa_dse pool 
 

 The threshold (% of total cache used by SRDF/A) after which DSE will be invoked for this 
RDF group. The preference is not to page if possible for performance reasons, which 
requires a high threshold figure.  However, if the threshold is set too high, you are vulnerable 
to a burst of I/Os that arrive faster than DSE can handle.  

 
The default threshold is 50%.  It is not possible to recommend a Best Practice value for Citi 
as no single typical value is appropriate; this depends on the amount of physical cache 
installed and actual workload. The DSE threshold should be configured so that the amount 
of physical cache that the DSE threshold corresponds to (which depends of course on the 
amount of physical cache installed) is slightly higher than the amount of cache SRDF/A 
needs under normal circumstances.  

 
Example:  

 

Minimum usable cache configuration (defined by EMC) for 
example DMX disk configuration 

 
90GB 

Additional cache needed for example SRDF/A workload (derived 
from SRDF/A Solutions Qualification process) under normal (non-
degraded) circumstances. 

 
 
60GB 

Therefore, total usable cache 150GB 

Cache needed for normal SRDF/A operations as a percentage of 
total cache 

 
60/150 = 40% 

 
Hence, in this example, one might set the DSE threshold to 45% or greater. It is important to 
note that when DSE is invoked, throughput across the RDF link is much lower (for random 
I/O only) and hence should not be prematurely used. Hence, if in doubt, set the DSE 
threshold high. 

 
Although this threshold can be set on a per-session basis, it is recommended that all 
sessions in an array use the same value. 
 

 

 IMPORTANT: Set autostart so that DSE automatically starts when SRDF/A replication 
becomes active for the group. The default is for this to be disabled. The recommended Best 
Practice is to enable this feature. 

 
Example for RDF group 13 
 
set rdf group 13, rdfa_dse_pool=DSE emulation=fba; 
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set rdf group 13, rdfa_dse_threshold=40; 

set rdf group 13, rdfa_dse_autostart=ENABLE; 

 

 

The above configuration changes need to be executed via symconfigure on both the source and 
target symmetrix. 
 
DSE can manually be activated with the CLI command. This will be necessary if DSE is set-up 
whilst SRDF/A is already active.  
 
# symrdf –g <DGname> activate –rdfa_dse -nop 

 
The command need only be executed on one side of the RDF link. 
 

16.4 Monitoring & checking DSE status  

16.4.1 Interactive checking 

 
There are unfortunately many different commands for checking the status of DSE, each showing 
slightly different information. These are summarized below and examples of output are also 
shown. 
 

Checking an individual SRDF/A group 
 
# symrdf –g <DGname> query –rdfa 

This useful report shows %cache used and DSE tracks used (not percentages) by this RDF 
group, as well as other standard query output. It also shows the amount of time that Transmit 
Idle has been invoked for. 
 
# symcfg list –rdfg <RDFG number> –sid <SymmID> -rdfa 

This report shows flag information for specified RDF group, such as if DSE is active, if auotstart 
is set and DSE threshold. It also shows if Transmit Idle is enabled for the group. 
 
 

Checking all SRDF/A groups 
 

# symstat -type cache -reptype rdfa  -sid <SymmID> 

This useful report shows SRDF/A cache and DSE usage for all active SRDF/A groups. The 
rdfa_dse threshold for each group is also shown. 
 
# symcfg list –rdfg all –sid <SymmID> -rdfa 

This useful report shows flag information for all RDF groups, such as if DSE is active, if autostart 
is set and DSE threshold. It also shows if Transmit Idle is enabled for each group. 
 

 

Checking DSE Pool Status 
 

# symrdf –sid <SymmID> monitor –svp <DSE-save-pool> 

Shows percentage of DSE device capacity used in the specified pool. 
 

# symcfg show –pool <DSE-pool-name> –rdfa_dse –sid <SymmID> 

Shows % if each DSE pool device used and the status of the device (is it enabled). 
 
# symcfg list –pool -rdfa_dse –sid <SymmID> 

Shows overall % of DSE pools in use. 
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16.4.2 Automatic monitoring 

16.4.2.1 Primary method - via ECC  

 
The following relevant events can be monitorred using ECC 6.0 or later.  
 

Metric name Display name 

 
SAV Devices 90% Full Alert 
 

 
SAV devices in Symmetrix <SYMMETRIX> are 
90% full. 
 

 
SAV Devices Full Alert 
 

 
All SAV devices in Symmetrix <SYMMETRIX> 
are full. 

 
Note the following limitations with the ECC monitoring: 
 

 It does not indicated which save devices are impacted i.e. which pool.  
 

 If there are multiple pools of SAV devices, one cannot be sure if the message 
relates to DSE pools 

 

 If there are multiple DSE pools, once cannot be sure which DSE pool is impacted.  
 

Note however, that best practice is to have a single shared DSE pool and in most GDSE-
supported configurations, this pool will be contain all SAV devices on a Symmetrix. In this 
case, the limited reporting information is not an issue. 

 

 ECC does not alert until SAV devices are 90% full. Ideally for DSE, one would like to know 
as soon as DSE is invoked (i.e. DSE pool usage > 0%) as this is indicative of a workload 
peak or network issue. 

 

16.4.2.2 Supplementary information via Symmetric Event Daemon 

 
The following events can also be configured to be reported upon using the Symmetrix Event 
Daemon (see Section 5.8,2). 
 

1206 [Snap SAVEdev | SRDF/A Delta Set Extension] pool state has 

changed to [Not Present | Unknown | Online | Write Disabled |Offline | Failed]. 

SAVEDEV_POOL INFO (INFO) 

 

1207  [Snap SAVEdev | SRDF/A Delta Set Extension] pool configuration has changed. 

SAVEDEV_POOL INFO (INFO) 

 

1208  [Snap SAVEdev | SRDF/A Delta Set Extension] pool utilization is now nn%. 

SAVEDEV_POOL INFO (INFO) 

 

There are many other events listed that relate to SAVE devices and SRDF/A as well. 
 

Event 1208 (% pool utilization) alert trigger points are preconfigured and cannot be changed: 
 
 - 100%  FAIL 
 - 95%  CRITICAL 
 - 90%  MAJOR 
 - 85%  WARNING 

 
At the time of writing it is not possible to get alerts when DSE is first invoked, or for DSE pool 
utilizations of < 85%.  
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16.4.2.3 Via symrdf monitor 

 
This alternate method should only be used if ECC monitoring is not possible 
 
The symrdf monitor command monitors SAVE device usage in an SRDF/A DSE pool. This 

command checks the total percent full of the SAVE devices currently configured in an SRDF/A 
DSE pool and can optionally execute a script file if a specified percentage is encountered.  
 
Interactive example 
 
# /usr/symcli/bin/symrdf -sid 0847 monitor -svp DSE –i 30 
 
If required, something similar to the following example script can be implemented via cron to 
send automatic alerts when DSE pool usage exceeded a particular threshold. See Section 5.8 
for further information on how to implement SRDF/A replication monitoring scripts. This script is 
also included in the Citi SRDF/A Template Operational Scripts package (see Appendix B for 
further details). 
 
#!/export/opt/perl/5.8.0/bin/perl 

 

########################################################################## 

# 

# script mon_srdfa_dse_pool 

# 

# C.A. Clayton 18th October 2007 V1.0 

# 

# Invocation: mon_srdfa_dse_pool  <SID> <pool_threshold> <dse_pool> <support_team> 

# 

# Arguments:  <SID>      - Symmetrix ID  

#             <pool_threshold>   - % pool threshold  

#             <dse_pool>     - dse_pool name 

#              <support_team>     - String with support team name  

#                                      (e.g. "SAN Support") 

# 

# Example:  mon_srdfa_dse_pool 0847 60 DSE "SAN Support team" 

# 

# Return codes: 

#  0  Success 

#  1 Wrong number of arguments supplied 

#  2  Error running symstat command 

# 

########################################################################## 

# 

# Overview: 

# 

# 1) Check number of arguments. Return code 1 if not successful. 

# 

# 2) Check if current dse pool utilization has exceeded threshold  

########################################################################## 

# 

# Variables used: 

# 

# $sid  Symmetrix ID 

# 

# $threshold Threshold for alert for %cache utilization 

# 

# $support_team String with SRDF/A support team Name # 

# $dse_perc Current percentage of SRDF/A cache in use 

# 

# $dse_pool     Name of the DSE pool 

# 

########################################################################## 

# 

# Parse input parameters. Exactly 4 arguments expected i.e. $#ARGV = 2 # if ( $#ARGV != 

3 ) { 

   print "Incorrect number of arguments for script mon_srdfa_dse_pool\n"; 

   print "USAGE: mon_srdfa_dse_pool <SID> <pool_threshold> <dse_pool> <support_team>\n"; 

   exit(1); 

 

} else { 

 

   $sid = $ARGV[0]; 
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   $threshold = $ARGV[1]; 

   $dse_pool = $ARGV[2]; 

   $support_team = $ARGV[3]; 

} 

 

########################################################################## 

# 

# Check if current cache utilization has exceeded threshold # 

open(INPUT,"/usr/symcli/bin/symrdf -sid $sid monitor -svp $dse_pool|") || exit (2) ; 

while(<INPUT>) { 

   if (/Tracks/) { 

      @array = split(" ",$_); 

      $dse_perc=$array[4]; 

      if ($dse_perc > $threshold) { 

         system "/bin/logger -p local0.err -t SRDFA_ALERT \"Please contact 

$support_team. SRDF/A DSE Pool $dse_pool utilization ($dse_perc\%) on Symmetrix $sid has 

exceeded acceptable threshold ($threshold\%)\""; 

      } 

   } 

}  

exit (0); 
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16.5 Examples of DSE-related command output 

16.5.1 symrdf –g <DGname> query –rdfa 

 
# symrdf –g 73xmm query –rdfa 

 

Device Group (DG) Name             : 73xmm 

DG's Type                          : RDF1 

DG's Symmetrix ID                  : 000190100847 

 

RDFA Session Number                : 10 

RDFA Cycle Number                  : 5766 

RDFA Session Status                : Active - DSE 

RDFA Minimum Cycle Time            : 00:00:30 

RDFA Avg Cycle Time                : 00:02:29 

Duration of Last cycle             : 00:19:25 

RDFA Session Priority              : 33 

Tracks not Committed to the R2 Side: 960344 

Time that R2 is behind R1          : 00:21:57 

RDFA R1 Side Percent Cache In Use  :  3 

RDFA R2 Side Percent Cache In Use  :  0 

R1 Side DSE Used Tracks            : 676206 

R2 Side DSE Used Tracks            : 0 

Transmit Idle Time                 : 00:00:55 

 

 

       Source (R1) View                 Target (R2) View     MODES            

--------------------------------    ------------------------ ----- ------------ 

             ST                  LI      ST                                     

Standard      A                   N       A                                    

Logical       T  R1 Inv   R2 Inv  K       T  R1 Inv   R2 Inv       RDF Pair     

Device  Dev   E  Tracks   Tracks  S Dev   E  Tracks   Tracks MDAC  STATE        

-------------------------------- -- ------------------------ ----- ------------ 

 

DEV001  0009 RW       0        0 RW 0009 NA      NA       NA A..X  TransIdle    

DEV002  000D RW       0        0 RW 000D NA      NA       NA A..X  TransIdle    

DEV003  0011 RW       0        0 RW 0011 NA      NA       NA A..X  TransIdle    

DEV004  0015 RW       0        0 RW 0015 NA      NA       NA A..X  TransIdle    

DEV005  0019 RW       0        0 RW 0019 NA      NA       NA A..X  TransIdle    

DEV006  001D RW       0        0 RW 001D NA      NA       NA A..X  TransIdle    

DEV007  0021 RW       0        0 RW 0021 NA      NA       NA A..X  TransIdle    

DEV008  0025 RW       0        0 RW 0025 NA      NA       NA A..X  TransIdle    

 

Total          -------- --------           -------- -------- 

  Track(s)            0        0                 NA       NA 

  MB(s)             0.0      0.0                 NA       NA 

 

Legend for MODES: 

 

 M(ode of Operation): A = Async, S = Sync, E = Semi-sync, C = Adaptive Copy 

 D(omino)           : X = Enabled, . = Disabled 

 A(daptive Copy)    : D = Disk Mode, W = WP Mode, . = ACp off 

 C(onsistency State): X = Enabled, . = Disabled, - = N/A 

 

 

This useful view shows %cache used and DSE tracks used (not percentages) by this RDF 
group, as well as other standard query output. It also shows the Transmit Idle Time (55 seconds 
in this instance). The RDF Pair STATE also shows that Transmit Idle has been invoked i.e. 
connectivity to remote site has been lost, but SRDF/A has not dropped. 
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16.5.2 symstat -type cache -reptype rdfa  -sid <SymmID> 
 
#  symstat -type cache -reptype rdfa  -sid 847 

 

SRDF/A Session Cache Summary Information 

 

Symmetrix Id                                  : 000190100847 

Timestamp                                     : 07:04:08 

 

System Write Pending Limit                    : 1454422  (44.39 GB) 

Cache Slots available for all SRDF/A sessions : 1367156  (41.72 GB) 

Total Local Write Pending Count               : 6226 

Total System Write Pending Count              : 178870 

 

                             Session          Rdfa DSE         Cache    Cache 

                  RA  --------------------- ---------------    Slots    Full 

Device Group Name Grp Type Num Pri Status   Thr  UsedTrks      In Use    (%) 

----------------- --- ---- --- --- -------- --- ----------- ----------- ----- 

RaGrpNum_13        13 RDF1  12  33 Active    20           0       28986   2.0 

RaGrpNum_14        14 RDF1  13  33 Active    20           0       25408   1.7 

RaGrpNum_15        15 RDF1  14  33 Active    20           0       28604   2.0 

RaGrpNum_16        16 RDF1  15  33 Active    20           0       23712   1.6 

RaGrpNum_17        17 RDF1  16  33 Active    20           0       23012   1.6 

RaGrpNum_18        18 RDF1  17  33 Active    20           0       19842   1.4 

RaGrpNum_19        19 RDF1  18  33 Active    20           0       14412   1.0 

RaGrpNum_20        20 RDF1  19  33 Active    20           0       14772   1.0 

 

Total                                           ----------- ----------- ----- 

  Slots                                                   0      178748  12.3 

  GB                                                   0.00        5.45 

 

 

This report shows SRDF/A cache and DSE usage for all active SRDF/A groups. The rdfa_dse 
threshold for each group is also shown. 
 
If the flag –rdfg all is added, then the report also shows inactive SRDF groups (only of use to see 
threshold settings). 
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16.5.3 symcfg list –rdfg all –sid <SymmID> -rdfa 

 
# symcfg list -rdfg all -sid 847 -rdfa 

 

Symmetrix ID : 000190100847 

 

                S Y M M E T R I X   R D F A   G R O U P S                

 

-------- ----------- -------- ------ --- --- --------- 

 RA-Grp  Group       Flags    Cycle  Pri Thr Transmit  

         Name        CSRM TDA time           Idle Time 

-------- ----------- -------- ------ --- --- --------- 

  2 ( 1) RDF1        -IS- .I.     30  33  50 N/A 

  3 ( 2) RDF2        -IS- .I.     30  33  50 N/A 

 11 ( A) DYN11       .IS- XIX     30  33  20 000:00:00 

 12 ( B) DYN12       .AS- .I.     30  33  50 N/A 

 13 ( C) DYN13       XAS- .AX     30  33  20 N/A 

 14 ( D) DYN14       XAS- .AX     30  33  20 N/A 

 15 ( E) DYN15       XAS- .AX     30  33  20 N/A 

 16 ( F) DYN16       XAS- .AX     30  33  20 N/A 

 17 (10) DYN17       XAS- .AX     30  33  20 N/A 

 18 (11) DYN18       XAS- .AX     30  33  20 N/A 

 19 (12) DYN19       XAS- .AX     30  33  20 N/A 

 20 (13) DYN20       XAS- .AX     30  33  20 N/A 

 

Legend: 

 

  RDFA Flags          : 

      (C)onsistency   : X = Enabled, . = Disabled, - = N/A 

      (S)tatus        : A = Active, I = Inactive, - = N/A 

      (R)DFA Mode     : S = Single-session, M = MSC, - = N/A 

      (M)sc Cleanup   : C = MSC Cleanup required, - = N/A 

      (T)ransmit Idle : X = Enabled, . = Disabled, - = N/A 

      (D)SE Status    : A = Active,  I = Inactive, - = N/A 

      DSE (A)utostart : X = Enabled, . = Disabled, - = N/A 

 

 

In this deliberately unusual example, it can be seen that: 
 

 Transmit Idle is Enabled for RDF group 11 only 

 DSE status is active for RDF groups 13 through 20 only 

 DSE autostart is enabled for RDF groups 11 and 13 through 20 
 
Usually, Transmit Idle and autostart should always be enabled.
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16.5.4 symrdf -sid <SymmID> monitor -svp DSE 

 
# symrdf -sid 847 monitor -svp DSE 

 

Symmetrix ID: 000190100847 

 

              R D F A   D S E   S A V E   D E V I C E S 

--------------------------------------------------------------------- 

      Device     SaveDevice        Total      Used      Free     Full 

Sym   Emulation  Pool Name        Tracks    Tracks    Tracks      (%) 

--------------------------------------------------------------------- 

0085  FBA        DSE             1035780         0   1035780        0 

0086  FBA        DSE             1035780         0   1035780        0 

0087  FBA        DSE             1035780         0   1035780        0 

0088  FBA        DSE             1035780         0   1035780        0 

0089  FBA        DSE             1035780         0   1035780        0 

008A  FBA        DSE             1035780         0   1035780        0 

01F8  FBA        DSE             1035780         0   1035780        0 

01F9  FBA        DSE             1035780         0   1035780        0 

 

Total                          --------- --------- ---------     ---- 

  Tracks                         8286240         0   8286240        0 

  MB(s)                           258945         0    258945 
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16.5.5 symcfg show –pool <dse-pool-name> [-rdfa_dse] -sid <SymmID> 
 
# symcfg show –pool DSE –sid 847 

 

Symmetrix ID                  : 000190100919 

Pool Name                     : DSE 

Pool Type                     : Rdfa DSE 

Dev Emulation                 : FBA 

Pool State                    : Enabled 

# of Devices in Pool          :   7 

# of Enabled Devices in Pool  :   7 

# of Related RDF Groups       :   1 

 

Enabled SAVE Devices(7): 

  { 

   -------------------------------------------------------------- 

   Sym       Total     Used      Free    Full  Device    Session  

   Dev       Tracks    Tracks    Tracks   (%)  State     Status  

   -------------------------------------------------------------- 

   0085     1035780    257376    778404    24  Enabled   Active   

   0086     1035780         0   1035780     0  Enabled   Inactive 

   0087     1035780    268902    766878    25  Enabled   Active   

   0088     1035780    253680    782100    24  Enabled   Active   

   0089     1035780    260064    775716    25  Enabled   Active   

   008A     1035780    259728    776052    25  Enabled   Active   

   011D     1035780    279656    756124    26  Enabled   Active   

           --------  --------  --------  ----  

   Tracks   7250460   1579406   5671054    21 

   MB(s)     226576     49356    177220 

  } 

 

Related RDF Groups(1): 

  { 

   -------- ------------ 

             Pool Rdfg 

    RA-Grp   Attribute 

   -------- ------------ 

    11 ( A)  Associated 

  } 

 

 
This show which RDF groups are associated with this pool (bottom) and the percentage of each 
DSE save device. 
 
 

16.5.6 symcfg list -pool -sid <SymmID> -rdfa_dse 
 
#  symcfg list -pool -sid 847 -rdfa_dse 

 

Symmetrix ID: 000190100847 

 

               S Y M M E T R I X   S A V E   P O O L S                      

------------ ---- ----- -------- -------- -------- -------- ------ -------- 

 Pool        Pool Dev     Total   Enabled   Used     Free    Full   Pool    

 Name        Type Emul    Tracks  Tracks    Tracks   Tracks   (%)   State   

------------ ---- ----- -------- -------- -------- -------- ------ -------- 

DSE           RS  FBA    8286240  8286240        0  8286240     0  Enabled  

 

Legend for Pool Types: 

 

    SN = Snap,  RS = Rdfa DSE 

 

 

This display shows the overall percentage of DSE pool(s) in use, in this instance 0%. 
 

 


