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1

Executive Summary

Enginutiy 5773 combined with Solutions Enabler 6.5 offers several new SRDF features:

1)

Cascaded SRDF: Cascaded SRDF is a new 3-site disaster recovery configuration where data
from a primary site is synchronously replicated to a secondary site, and then asynchronously
replicated to a tertiary site.

Benefits of Cascaded SRDF include it being the simplest (least sophisticated) 3-Site solution
that offers the potential of zero data loss at Site C should Site A fail. It is also the most
scalable SRDF-based 3-site solution. However, when used outside of SRDF/Star control it
has a number of significant recovability restrictions.

Cascaded SRDF may also be of value for temporary usage to aid with migrations.
It is recommended that Cascaded SRDF only initially be certified to be run under SRDF/Star.

Use of “native” cascaded SRDF (not under Star control) should only be considered for
certification if demand for 3-site solutions in Citi outstrips the scalability of SRDF/Star.

2) Cascaded Star: An enhancement to Cascaded SRDF that adds:

3)

4)

5)

+ Differential resynchronization capabilities of the surviving sites

e Automation of site switch tasks via the symstar command

¢ Dynamic reconfiguration to a concurrent configuration to deal with various failure
scenarios

Hence, Cascaded Star addresses the recoverability limitations of “native” Cascaded SRDF.
It is recommended that certification of cascaded SRDF initially be limited to dealing with

certain failure scenarios with Concurrent Star configurations, rather than full certification of
Cascaded Star as a normal operating configuration.

Moving RDF pair devices. Provides the ability to move dynamic RDF pair devices between
RDF groups without a full resynchronization.
It is strongly recommended that Citi Best Practice be updated to use this capability to reduce

the overall time taken to allocation SRDF/A storage to hosts.

SRDF/A R2 timestamp. An actual timestamp, indicating the point-in-time that the SRDF/A R2
device represents can now be obtained both before and after an SRDF/A failure has
occurred, and from either the source or target site. This can be provided to application owners
after a disaster to help with quantifying data loss in a distaster scenario.

It is strongly recommended that Citi Best Practice be updated to use this new capability.

Minimum Cycle time for SRDF/A. This has now been reduced from 5 seconds to 1 second.

It is not recommended that this new minimum cycle time be adopted.
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2 New SRDF features in 5773

2.1 Cascaded SRDF & Cascaded Star

2.1.1 Description

Cascaded SRDF is a new three site disaster recovery configuration where data from a primary
site is synchronously replicated to a secondary site, and then asynchronously replicated to a
tertiary site.

Prior to Enginuity 5773, an SRDF device could be a primary device (R1 device) or a secondary
device (R2 device); however it could not be in the dual role simultaneously. Cascaded SRDF
introduces a new SRDF R21 device. The R21 device will assume dual roles of primary (R1) and
secondary (R2) device types simultaneously. Data received by this device as a secondary can
automatically be transferred by this device as a primary.

The basic cascaded SRDF configuration consists of a primary site (site A) replicating

synchronously to a secondary site (site B) with SRDF/S, and then replicating the same data
asynchronously to a tertiary site (site C) with SRDF/A.

Primary (A)  Secondary (B) Tertiary (C)

Cascaded SRDF devices are supported only on the Symmetrix DMX-3 and DMX-4 hardware
platforms with Enginuity 5773 and above; however, only the Symmetrix that contains the R21
device is required to be Enginuity 5773. The Enginuity level for the Symmetrix containing the R1
and the R2 can be any level that EMC supports being connected to Enginuity 5773.

Cascaded Star provides the following significant benefits over “native” cascaded SRDF (i.e. a
cascaded SRDF setup not controlled using Star):

1. Failover automation for Cascaded SRDF. Failover of Cascaded SRDF can be automated
using home-grown scripts.

2. The ability to reconfigure a cascaded SRDF configuration into a concurrent SRDF (Star)
configuration to allow replication directly from Site A to Site C should replication via Site B
fail.

3. The ability to reconfigure a cascaded SRDF configuration into a concurrent SRDF (Star)
configuration to allow on-going replication directly from Site C to Site A for a planned
switch to Site C (e.g. after a server failure at Site A).

4. Differential resynchronization capabilities between the surviving sites after loss of a site.
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5. With Cascaded SRDF, asynchronous replication cache usage load is moved off of the
production system.
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Cascaded Star requires 5773 microcode at Sites A and B. “Native” Cascaded SRDF only needs
5773 at Site B.

The following diagram shows:
1. How Cascaded and Concurrent Star both are dependent on other SRDF technologies.

2. How the symstar reconfigure command can be used to move between the cascaded and
concurrent configurations. This is vital in a Cascaded configuration as:

a. Loss of Site B (Synchronous Target), or links to or from Site B (A> B or B >C)
would lead to loss of DR protection. A reconfiguration to a Concurrent
configuration to allow replication directly from A to C is necessary.

b. In a planned failover to Site C, replication back to Site A would require
reconfiguration to a Concurrent configuration to allow direct SRDF/A replication
from C > A, as C > B A replication does not result in a consistent image at
Site A.
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2.1.2 Key findings

2.1.2.1 Comparison of different 3-Site configuratinos

Synchronous
target site

SRDF/A
(recovery links)

Asynchronous
target site

The following table compares the characteristics of each of four different 3-Site DR solutions now
available from EMC, and based on Citi testing and evaluation.

product.

Items in green are positive or non-issue items.
Items in orange are acceptable but not as good as the green items

Items in orange italics are acceptable would require further Citi certification work

Iltems in bold orange are considered weak (but not showstopping) features of the

e ltemsin]arge bold red are considered “showstoppers”.

Concurrent Cascaded (new)
“Native” Concurrent “Native” Cascaded
Concurrent SRDF/Star Cascaded SRDF/Star
SRDF SRDF
Minimum microcode 5771 5771 5773 5773
(at Site B) (at Sites A & B)
Certification status in Citi Certified, but not Certfied today Not Certified yet Not Certified yet
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strategic solution

Requires use of RDF daemon No Yes No Yes
Scalabiity High Low. Limited High Low. Limited by
by RDF RDF daemon and
daemon and SDDEF session
SDDF session scalability
scalability
Failover automation from EMC? | None Yes, using None Yes, using symstar
symstar
Speed of failover to Site C Slow Moderate with Fast (5773/SE6.5) | Fast (5773/SE6.5)
5771/5772 but
fast with
5773/SE6.5
Ability to provide Best Case | No Requires switch | Data Requires switch
(non-rolling disaster) zero-data operation to Site | automatically operation to Site C,
loss at Site C in the event of the C, keeping Site replicates to Site keeping Site B data.
loss of Site A with minimal B data C. However, a
intervention symrdf failover Data does not
would be neded to | automatically
make it available replicate from Site
to hosts. B to Site C as
SRDF/A switching
daemons run at Site
A and would not be
available.
Data automatically
replicates to Site C
for application
server failures at
Site A.
Ability to deal with loss of Site | Yes. Direct Yes. Direct Yes, via symstar

B without compromising DR
protection

replication to Site
C

replication to
Site C

reconfigure to a
concurrent
configuration.

Ease of planned switch to C | Requires Citi OK Cannot provide | Yes. via symstar
\(Nlth (CZ:O-;/:[\ ret[))hcatlon scripts a consistent ::%%%rlef:?éjr:?to a
e.g. es " -
image at Site A configuration and
symstar switch
Ease of unplanned switch to C | Requires Citi OK Cannot provide | Yes. via symstar
\(Nith IC > Af ) scripts a consistent Ee()%(;rzjf:?éjr:teto a
e.g. loss of server ; :
image at Site A configuration and
symstar switch
Ease of unplanned switch to C | OK OK Requires Citi Yes via symstar
withC> B scripts switch
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(e.g. Loss of Site A)

Ease of unplanned | Not needed Not needed Cannot be Yes, via symstar

reconfigurationto A > C done reconfigure to a

(e.g. Loss of Site B) - concurrent
configuration

Platform for “dataless” bunker | No No Future Future development

site? development

The key findings for the new configurations only (“Native” Cascaded SRDF and Cascaded Star)
are discussed below.

2.1.2.2 Key findings - “Native” Cascaded SRDF (no Star control)

Positive: Simplicity. “Native” Cascaded SRDF is the simplest, entry-level 3-Site
solution, that offers the potential of zero data loss should Site A fail. It is a
replacement for the older “multi-hop” solution.

Positive: Scalability. “Native” Cascaded SRDF is more scalable than SRDF/Star (at
time or writing). “Native” Cascaded SRDF scalability is limited by 2-Site SRDF/A
limits, although Site B needs 2 RDF groups per cascaded configuration limiting the
total number for cascaded configurations nominally to 64 replication groups per set of
3 arrays. Cascaded Star is limited to 32 replication groups per set of 3 arrays.

Major Negative: Flexability. With “native” Cascaded SRDF, a failure of any of loss
of Site B, the A — B link or the B — C link will stop replication to Site C. With “Native”
Cascaded SRDF, this would cease replication to our COB/DR site (Site C).

2.1.2.3 Key findings - Cascaded Star

Cascaded Star refers to a cascaded SRDF configuration under Star control.

o

Positive: Flexibility: As indicated above, “Native” Cascaded SRDF has a number of
undesirable restrictions. These can be addressed by running cascaded SRDF under
Star control (i.e. in a Cascaded Star configuration).

i. The ability to reconfigure a cascaded SRDF configuration into a concurrent SRDF
(Star) configuration to allow replication directly from Site A to Site C should
replication via Site B fail is only available when a cascaded configuration is under
Star control (via symstar command).

ii. The ability to reconfigure a cascaded SRDF configuration into a concurrent SRDF
(Star) configuration to allow on-going replication directly from Site C to Site A for
a planned switch to Site C (e.g. after a server failure at Site A) is only available
when a cascaded configuration is under Star control (via symstar command).

iii. Differential resynchronization capabilities between of the surviving sites after loss
of a site only available when a cascaded configuration is Star protected.
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Positive: Automation. Failover automation for Cascaded SRDF is available via
symstar when under Star control.

Negative: Scalability. Scalability of a cascaded SRDF configuration is reduced when
running under Star control. This is primarily due to the scalability of the RDF
daemons, as the number of Star sessions increases, and the number of SDDF
sessions that a Symmetrix can support (SDDF is the Symmetrix Differential Data
Facility that is used for incremental updates in SRDF).

Negative: RDF daemon. As with all SRDF/Star options, SRDF/A leg cycle switching
is controlled by RDF daemons that run on external servers. These daemons must be
running for replication to take place and physical servers for these daemons must be
provided (an issue if a single pair of RDF daemons cannot deal with the cycle
switching load of the SRDF/Star installed base). “Native” cascaded SRDF offers 3-
site nominal “zero-data loss” without the use of RDF daemons.

2.1.2.4 Key findings - Generic Cascaded SRDF comments

The following points apply to both “native” cascaded SRDF and Cascaded Star.

@)

Positive: Loading. With Cascaded SRDF, asynchronous replication cache usage
load is moved off of the production system.

Positive: Migrations. Cascaded SRDF may be of use to help with migrations. Only
the “middle” site would need to be running 5773. These scenarios were not explored
as part of the Beta testing, but have been identified for future consideration.

Positive: Cost (future). Cascaded configuration is platform for the development of
“diskless bunker” in the future. No official timeframes for development are available
from EMC yet.

Minor negative: Cost. Cascaded SRDF needs an additional licence.

Cascaded vs Concurrent: When running in a Cascaded SRDF configuration, there
are several scenarios that require one to reconfigure to a Concurrent configuration:

l. Planned failover to Site C, with consistent replication back to Site A
(presumed common)

I1. Loss of links between Site A and Site B

M. Loss of links between Site B and Site C (assuming it cannot be routed at the
network level via Site A)

V. Loss of Site B (Bunker)

Hence, if one adopts Cascaded SRDF, one will need to reconfigure to use Concurrent to
work around the above issues and hence will need to run under Star control. There are
fewer circumstances when one must change to a Cascaded SRDF configuration when
running Concurrent SRDF, but they do exists:

l. Loss of links between Site A and Site C (assuming it cannot be routed at the
network level via Site B)

Cascaded SRDF and other 5773 features
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2.1.3 Recommendations

“Native” Cascaded SRDF has a number of restrictions relating to dealing with failures and any
Citi certification of cascaded SRDF configurations should be for use under Star control.

There is a slight preference in Open Systems for an SRDF/Star configuration to be
Concurrent rather than Cascaded for the following reasons:

o

Adding full support for Cascaded configurations to Citi’s existing certified Star solution that
is based on Concurrent configurations will even further complicate the our SRDF/Star
solution for Operations, with only modest benefit.

Planned switched to Site C, with consistent replication back to Site A (presumed
common) require a concurrent SRDF configuration, or a reconfiguration from cascaded to
concurrent. Hence, operating in Concurrent modemakes the normal configuration is “C -
A ready’.

With the concurrent configuration, there are less failure scenarios where one would
require reconfiguration

The process for reconfiguring to cascaded configuration should certified and added to the
SRDF/Star Solutions Guide to deal with the failure scenario when A - C replication is not
possible.

If demand within Citi for 3-site solutions begins to outstrip the scalability of Star (limited by
SDDF sessions and RDF daemon scalability), then certification of “native” Cascaded SRDF

should be considered.

2.2 Moving dynamic RDF pair devices

2.2.1 Description

Previously, moving a dynamic RDF device pair from one RDF group to another required the
deletion of the existing pair followed by the creation of the same pair in the new RDF group. While
successful in moving the device pair, this process resulted in a full resynchronization of the data
being performed.

Enginuity version 5773 allows this move to occur without the deletion of the existing dynamic RDF
pair, thus avoiding a full resynchronization.

2.2.2 Key findings

With SRDF/A, we usually have one RDF group per application. To add volumes to an
application requires a full resync of the new volumes at the time they are added to the RDF
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group. This process causes the remote copy of the application data to appear not to be
consistent throughout the entire period it takes for the new volumes to resynchronize. A point-
in-time copy needs to be made prior to the resynchronization, which will age during the
resync.

e The new movepair feature will allow us to pre-synchronize the volumes to be added, hugely
reducing the time that the application is not being fully protected by SRDF/A.

2.2.3 Recommendations

o  We will definitely want to certify the use of movepair for adding disk to SRDF/A groups and
update Citi Best Practice documentation.

2.3 SRDF/A R2 timestamp representation

2.3.1 Description

When using SRDF/A, it is important to constantly monitor adherence to the recovery point
objective (RPO). Previously, when querying an SRDF/A enabled RDF group, the “time that R2 is
behind R1” for the R2 data was only displayed while the SRDF/A session was active. It was also
only available when querying from a host connected to the production array.

With Enginuity version 5773, the microcode running on the Symmetrix DMX will maintain the time
that the R2 is behind the R1 and return this information to Solutions Enabler SYMCLI commands.
This value will then be available to the APl whether the SRDF/A session is active or inactive. The
information will be stored on both the R1 and R2 Symmetrix DMX and so will also be available
when querying the SRDF/A devices from a host connected to the R2 Symmetrix DMX. SYMCLI
will also calculate and display an actual timestamp, indicating the time at which the “apply”
SRDF/A delta set transitioned from the “capture” delta set to the “transmit” delta set.

# symrdf -g RDFA query -rdfa
Device Group (DG) Name : RDFA

RDFA Session Status : Inactive

Time that R2 is behind R1 : 00:02:49
R2 Image Capture Time : Thu Dec 6 10:25:00 2007

2.3.2 Key findings

e Today it is not possible to determine after a failure the point-in-time that the application data
represents. With 5773, we will be able to communicate to the business the capture time (to
within ~1 second if NTP is used on the Solutions Enabler host) of the data on the R2 device.

e The value of this to any given application owner is uncertain, but it is an improvement on the
situation today where we can give only a limited indication of the amount of data that might
have been lost.
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2.3.3 Recommendation

e We should add the use of this feature to Citi Best Practice documentation.

2.4 Minimum cycle time for SRDF/A

2.4.1 Description

In 5773, this is reduced from 5 seconds to 1 second (3 seconds is using Multi-Session
Consistency).

2.4.2 Key findings

e Limited benefit to Citi. This is mostly a marketing benefit to show that SRDF/A can have an
RPO of 1-2 seconds as HDS claim with HUR. In practice, there are disadvantages to setting a
very short minimum cycle time for SRDF/A.

e You lose the write-folding benefits that result in 20-30% reduction in bandwidth requirements
you get when the minimum cycle time is set to 30 sec.

e In testing, we found that the actual cycle time (not minimum time) extended to several

seconds (depending on load) as it takes a finite amount of time to replicate the transmit delta
to the remote site.

2.4.3 Recommendation

No intention to recommend very low cycle times as Best Practice
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3 Appendix A - “Native” Cascaded SRDF Failover scenarios

The following assumes that Site B is a bunker and that you would never actually failover to that
site. In all of the following , Site A is production (under normal circumstances) and Site C is the
failover site.

Planned switches to site C (Site A Symm still up)
e Change from A-->B -->C to C-->B --> A (reversal of replication direction)

e Change from C --> B --> A to A -->B --> C (reversal of the above change i.e. back to
normal operations)

e Fast change from A --> B --> C to production at C (quickest process to get applications up
at Site C when Site A server/cluster fails)

Unplanned switches (Site A Symm goes down)
e Change from A-->B-->C to C-->B (provides ongoing replication)

e Change from C --> B to A --> B --> C (reversal of the above change. This is strictly a
planned switch after Site A is available again)

e Fast change from A --> B --> C to production at C (quickest process to get applications up
at Site C)

All of the above switch types were tested. The following points were noted.

3.1 Planned switches

3.1.1 A->B-->C to C-->B-->A and 1b) reversal

Note that a C --> B --> A configuration does not provide a consistent image at Site A, as the B >
A leg must in in adaptive copy. Hence, this is actually of little use to Citi.

This can be achieved all from Site A, but this requires one to use device files rather than the
device groups for certain steps. For example, the following script, run at Site A was used to swap
replication direction, and then swap it back.

#!/bin/sh -x

#

# Swap over

#

symrdf -g betall query; symrdf -g betall query -hop2
symrdf —-g betall suspend —-nop

symrdf -g betall suspend —-hop2 -nop
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#

# Have to set 919-717 hop to acp_disk ready for swap as hop2 cannot be sync

#

symrdf -g betall set mode acp_disk —nop

#

# Have to failover and swap hopl first to avoid a R1 = R22 € Rl config)

# This will instead give us R2 € R11 = R2, which is legal

#

symrdf -g betall failover -force -nop

symrdf —-g betall swap —-nop

#

# Cannot use query -hop2 as no longer a cascaded configuration (R2 € R11 = R2)
#

symrdf -f pairsfile casc_717_ 3110 betal2 -sid 717 failover -rdfg 12 —-force —nop
symrdf -f pairsfile casc_ 717 3110 betal2 -sid 717 swap -rdfg 12 -nop

symrdf —-g betall query; symrdf -g betall query —hop2

#

# Now we have a cascaded setup going opposite direction to original setup
#

symrdf —-g betall establish -nop

symrdf —-g betall query; symrdf -g betall query —hop2

symrdf —-g betall establish -hop2 -nop

symrdf —-g betall query; symrdf -g betall query —hop2

#

# Swap back

#

echo N kkkkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x//
echo “ *** Swapping back....”

echo N kkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkk k%7

symrdf —-g betall suspend -nop

symrdf —-g betall suspend —-hop2 -nop

symrdf —-g betall failover -hop2 -nop

symrdf -f pairsfile casc 717 3110 betal2 -sid 717 swap —-rdfg 12 -nop
symrdf -g betall failover -force -nop

symrdf -g betall set mode sync —-nop

symrdf —-g betall swap —-nop

symrdf —-g betall establish -nop

symrdf —-g betall query; symrdf -g betall query -hop2
symrdf -g betall establish -hop2 -nop

symrdf —-g betall query; symrdf -g betall gquery -—hop2

The following issues were noted:

1) After first swap is executed, configuration is no longer cascade and hence use of —hop2
commands no longer works. Hence, one is forced to use a device file to complete the
process.

2) Some operations require use of —force (e.g. failover commands).

3) If a “resume —force” is done instead of the “establish used in the above script, the RDF pair
states become invalid.

EMC’s response was:

The best practices in failing over to site C and back to A are still
being examined. It would not be possible to run the entire scenario
(failover and failback) from a single host connected to either site A or
C and continue to work against the same device group. However, if should
be possible to perform the initial failover and swaps from a host
connected to site C, and then perform the failback from a host connected
to site A. From a host connected to site B, however, it would be
possible to run the failover/failback/swap commands against a single
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device group as the swap command will alter the type of the device group
from R21 to R1 and vice versa

Hence, further testing found that the device group exclusively (no device files) could be used
throughout the swap process if:

e Change from A> B > Cto C - B > Ais controlled from Site C

e Change fromC > B > Ato A > B - C s controlled from Site A
The following tested scripts show the steps required for device group only failovers.
Site C script for change fromA>B>CtoC>B > A

The commands are to run as Site C. Note that the device group has to be set up manually at Site
C as GNS remote mirroring is not supported in a cascaded environment.

symrdf -g betall suspend -hop2 -nop
symrdf -g betall suspend -nop

symrdf -g betall failover -hop2 -nop
symrdf -g betall failover -force -nop
symrdf -g betall set mode acp _disk -hop2 -nop
symrdf -g betall swap -hop2 -nop
symrdf -g betall swap -nop

symrdf -g betall establish -hop2 -nop
symrdf -g betall establish -nop
symrdf -g betall query -hop2

symrdf -g betall query

Site A script for change from C > B > Ato A - B - C is controlled from Site A

symrdf -g betall suspend -hop2 -nop
symrdf -g betall suspend -nop

symrdf -g betall failover -hop2 -nop
symrdf -g betall failover -force -nop
symrdf -g betall swap -hop2 -nop
symrdf -g betall swap -nop

symrdf -g betall set mode sync -nop
symrdf -g betall establish -hop2 -nop
symrdf -g betall establish -nop
symrdf -g betall query

symrdf -g betall query -hop2

3.1.2 Fast change from A --> B --> C to production at C

This is documented as the fastest possible failover process. No ongoing replication is set up.

The commands are to run as Site C. Note that the device group has to be set up manually at Site
C as GNS remote mirroring is not supported in a cascaded environment.

symrdf -g betall suspend -hop2
symrdf -g betall suspend
symrdf -g betall failover -force -nop
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3.2 Unplanned switches (Site A Symm down)

3.2.1 Change fromA-->B-->C to C-->B

In this scenario, the A — B leg will be partitioned. It will not be possible to execute a swap on the B
— C leg immediately as this would result in an illegal configuration.

Site AR1 - Site B R22 < Site CR1

It is necessary to first execute a half swap on the A — B link. It is also necessary to set the A — B
link (B end at least) to acp copy mode else the swap on the B — C link fails with mode errors.

The following process was found to work. The order is critical to work around the cascaded SRDF
restrictions. See comments in script regarding the issue.

Script casc_unplanned fo sitec with C to B

# This script does a failover to Site C for an unplanned failover (assume Site A not
available)

#

symrdf -g betall query; symrdf -g betall query -hop2

#

symrdf -g betall suspend -nop

symrdf -g betall failover -force -nop

#

# Have to make the Site B half of the pair an Rl so that I can change the mode of the link
# This can only be done for an Rl

#

symrdf -g betall half swap -hop2 -nop

#

# We need to get the A - B link out of sync else the B - C swap will not work as far hop
# must not be sync

#

# As the configuration is not no longer concurrent, a pairsfile has to be used

#

symrdf -f pairsfile casc_717 919 betall -sid 717 -rdfg 11 set mode acp_disk -nop

#

# Now swap the B - C link

#

symrdf -g betall swap -nop

symrdf -g betall establish -nop

#

symrdf -g betall query; symrdf -g betall query -hop2

3.2.2 Change fromC-->B toA-->B-->C

This script reverses the change in the previous section.
Script casc_unplanned fo sitec with C_to_ B backout

#!/bin/sh -x

#

# This script does REVERSE of the script a failover to Site C for an unplanned failover
(assume Site A not

available)

#

symrdf -g betall query; symrdf -g betall query -hop2
#

symrdf -g betall suspend -nop
symrdf -g betall failover -nop
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symrdf -g betall swap -nop

symrdf -g betall establish -nop

symrdf -g betall query

#

# Note that this half swap (from R1 ro R2) seems to set the mode back to sync for
# the Site B end of things

#

symrdf -f pairsfile casc_ 717 919 betall -sid 717 -rdfg 11 half swap -nop
symrdf -g betall query -hop2

symrdf -g betall resume -hop2 -nop

symrdf -g betall query; symrdf -g betall query -hop2

3.2.3 Fast change from A --> B --> C to production at C

This is documented as the fastest possible failover process. No ongoing replication is set up.

The commands are to run as Site C. Note that the device group has to be set up manually at Site
C as GNS remote mirroring is not supported in a cascaded environment.

SiteC# symrdf -g betall failover

Failover is fast (63 and 59 seconds during two test runs)

If and when Site A is available again, failback is.

SiteC# symrdf -g betall failback
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4 Appendix B - Other Cascaded SRDF operational tasks

4.1 Adding to and removing disks from a Cascaded SRDF configuration

4.1.1 Using movepair

This could not be tested at the time of writing due to restrictions on the version of Beta code being
used.

In additional, the source Symmetrix was running 5772 and hence it is not possible to move new
devices into both legs of a cascaded configuration. Addition of devices just to hop 2 (5773 >
5773) will be tested when permitted.

4.1.2 Not using movepair

This more crude process is independent of microcode level.

This example show devices being moved from another cascaded group betalO (simply due to
availability) and added the the betall cascaded group. Composite Group testlcg includes disks
from both groups, and hence is used for this test rather than updating the definition of the betall
device group. In a real deployment, the betall DG would be of course need to be updated to
include the new disks.

#

# Suspend both legs

#

symrdf -g betalO suspend -nop

symrdf -g betalO suspend -hop2 -nop

symrdf -g betall suspend -nop

symrdf -g betall suspend -hop2 -nop

#

# Set hop2 to async mode as I could not add disk when suspended in async mode
#

symrdf -g betall set mode acp disk -hop2 -nop
#

# Delete pairs

#

symrdf -f pairsfile casc 919 717 betal0 -sid 919 -rdfg 10 deletepair -nop
symrdf -f pairsfile casc_717 3110 betal4 -sid 717 -rdfg 14 deletepair -nop
#

# createpairs

#

symrdf createpair -f pairsfile casc 919 717 betal0O -sid 919 -rdfg 11 -type Rl -establish -
nop

#

symrdf createpair -f pairsfile casc 717 3110 betal4 -sid 717 -rdfg 12 -type Rl -rdf mode
acp_disk -establish -nop

#

symrdf -cg testlcg establish -nop

symrdf -cg testlcg establish -hop2 -nop

#

# Set hop2 back into async mode

# Should wait until copy finished for performance reasons

#

symrdf -cg testlcg verify -synchronized -i 10

symrdf -cg testlcg verify -synchronized -hop2 -i 10

symrdf -cg testlcg set mode async -hop2 -nop
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#

#

symrdf -cg testlcg query -nop
symrdf -cg testlcg query -hop2 -nop

The following were points were noted.
e Target RDF groups (both hopl and hop2) needs to be suspended

e Hop2 of target cascaded setup set to acp_disk as unable to add disk to it when target
hop2 is in suspended async mode.

e The createpair needs to define the target RDF group -rdf _mode as acp_disk

e Hop2 needs to be set back to async mode when all the disks are synchronized.

4.2 Other Cascaded SRDF issues

4.2.1 Symrecover does not support for hop2 BCVs

Symrecover has not been updated to support hop2 BCVs.
EMC response:

Response from engineering 1is that hop2 BCV support will not be
included with symrecover in Solutions Enabler 6.5, however, it is
likely to be included in a future release of Solutions Enabler.

4.2.2 Cascaded SRDF remote mirroring

Citi have provided to EMC the following requirements for Cascaded SRDF remote mirroring:

The driver for this is to:

a) Reduce steps needed to manage DGs/CGs
b) Reduce errors in device groups when managed by hand
c) Ensure people don't forget to set up the remote site DG/CG!

In a cascaded setup, I would want a DG/CG set up in Site A with Rls and Hop2BCVs
setup (against the Site C R2) to be "mirrored" so that:

1) The RDF elements now refer to the B - C hop. This would now be hopl in terms of
commands issued from Site C and would of course be an RDF2 type

2) The BCVs are now local to the Site C Symm.

To be very explicit, if for example the Site A definition of a CG with hop2 BCVs
was

CGTYPE RDF1

000190100919 041 DEV003
000190100919 045 DEV004
000190100919 039 DEV001
000190100919 03D DEV002
000190100919 11 12 059 2BCV0OL
000190100919 11 12 05D 2BCV002
000190100919 11 12 061 2BCV003

OguUnnunn
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D

Then at Site C

000190100919

CGTYPE RDF2

OWwWwwwnwnnwn

000190103110
000190103110
000190103110
000190103110
000190103110
000190103110
000190103110
000190103110

11 12 065 2BCV004

041
045
039

059
05D
061l
065

definition I would want is:

DEV003
DEV004
DEV001
DEV002
BCVO0O1
BCV002
BCV003
BCV004
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5 Appendix C - Cascaded Star Failover Scenarios

The following assumes that Site B is a bunker and that you would never actually failover to that
site. In all of the following , Site A is production (under normal circumstances) and Site C is the
failover site.

1) Planned switches to Site C (Site A Symm still up)

e Change from A-->B-->C to C-->B (reversal of replication direction)

e Change from C --> B to A -->B --> C (reversal of the above change i.e. back to normal
operations)

e Change from A-->B-->C to C-->A (reversal of replication direction)

e Change from C --> A to A -->B --> C (reversal of the above change i.e. back to normal
operations)

e Fast change from A --> B --> C to production at C (quickest process to get applications up
at Site C when Site A server/cluster fails)
2) Planned reconfiguration (Prod remains at Site A)

¢ When halt of workload site possible
o From Cascaded to Concurrent
o From Concurrent to Cascaded

e Without halting workload site
o From Cascaded to Concurrent

o From Concurrent to Cascaded

3) Transient Fault Recovery (Prod remains at Site A)
e Loss of Synchronous link in Cascaded configuration
o Change from A -->B-->C to A-->C (provides ongoing replication)
o Change from A --> C to A --> B --> C (reversal of the above change. This is
strictly a planned switch after Site A is available again)
e Loss of Asynchronous link in Cascaded configuration (A -->B -->C to A-->C)

o Change from A -->B-->C to A-->C (provides ongoing replication)
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o Change from A --> C to A --> B --> C (reversal of the above change. This is
strictly a planned switch after Site A is available again)

4) Unplanned switches (Site A Symm goes down)
e Change from A-->B -->C to C-->B (provides ongoing replication)

e Change from C --> B to A --> B --> C (reversal of the above change. This is strictly a
planned switch after Site A is available again)

e Fast change from A --> B --> C to production at C (quickest process to get applications up
at Site C)

All of the above switch types were tested. The following points were noted.

5.1 Planned failover to Site C (with ongoing C - B async replication)

The following results in Async replication to Site B and is of limited use in Citi

Also Cascaded RDF Star with workload at Site C is not supported by EMC

SiteA# symstar -cg nova halt -nop 135 sec
SiteC# symstar -cg nova switch -site Dallas -nop 10 sec
SiteC# symstar -cg nova connect -site NewJersey —nop 11 sec
SiteC# symstar —-cg nova connect -site Manhatten -nop 14 sec
SiteC# symstar —-cg nova protect -site NewJersey —nop 68 sec

Note that one does not protect Manhatten in this configuration. ACP_DISK replication from
NewlJersey to Manhatten will be taking place to stop Manhatten from getting too far behind. Sync
replication on hop2 is not supported.

Dallas Site C —--Async >  NewlJersey Site B —-acp_disk > Manhatten Site A

Failback process is:

SiteC# symstar —-cg nova halt -nop

SiteA# symstar -cg nova switch -site Manhatten -nop
SiteA# symstar -cg nova connect -site NewJersey -nop
SiteA# symstar -cg nova connect -site Dallas -nop
SiteA# symstar -cg nova protect -site NewJersey -nop
SiteA# symstar -cg nova protect -site Dallas -nop
SiteA# symstar -cg nova enable -nop

SiteA# symstar -cg nova query

5.2 Planned failover to Site C (with ongoing C = A async replication)

This type of failover requires a reconfiguration from cascaded to concurrent Star.
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This reconfiguration results in a configuration that gives consistent data at Site A when running
out of Site C.

SiteA# symstar -cg nova halt -nop
SiteA# symstar —-cg nova reconfigure -site Dallas -path Manhatten:Dallas -nop

SiteC# symstar —-cg nova switch -site Dallas

SiteC# symstar —-cg nova connect -site Manhatten
SiteC# symstar —-cg nova connect —-site NewJersey
SiteC# symstar —-cg nova protect -site Manhatten

Note: The reconfiguration must be run from the workload site. Also it must be done BEFORE the
switch, otherwise the reconfiguration needed to switch back to Site A will require a full resync. Of
the SiteB — Site C leg.

At this point we have concurrent configuration

Dallas Site C —-- ACP >  NewlJersey Site B
Dallas Site C —-- Async > Manhatten Site A

The process to switch backto A > B >Cis:

SiteC# symstar -cg nova halt -nop
Sitec# symstar -cg nova reconfigure -site Manhatten -path NewJersey:Manhatten -nop

SiteA# symstar -cg nova switch -site Manhatten
SiteA# symstar —-cg nova connect -site NewJersey
SiteA# symstar -cg nova connect -site Dallas
SiteA# symstar —-cg nova protect -site NewJersey
SiteA# symstar -cg nova protect -site Dallas
SiteA# symstar -cg nova enable

Note that at the time of writing, the “protect dallas” command always fails to reach RDF
consistency due to CG corruption (PR-0087), but the process is in principle correct.

5.2.1 Note on criticality of command order

The order in the above process is critical. If you do execute the first reconfiguration AFTER the
switch to Site C, a problem then comes to when | try to get back to A->B->C, as one is forced to
do a full resync.

SiteC# symstar -cg nova halt -nop
SiteC# symstar -cg nova switch -site Dallas -nop

SiteC# symstar -cg nova reconfigure -site Manhatten -path Dallas:Manhatten -nop -full

Without the full, the last command gives error "star differential resync is not possible, cannot
proceed unless -full is specified"

The helpful error message implies that this it is expected that a full resync will be needed. The
correct sequence is to do the reconfiguration at the workload site BEFORE the switch.
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5.2.2 Comparing runtime of cascaded and concurrent planned switches

The runtime of the planned switch processes between A and C are compared for Cascaded and
Concurrent configurations.

Cascaded Concurrent
Sit Action Runtime Site Action Runtime
A Halt 125 A Halt 149
A Reconfigure 14
C Switch C 35 C Switch C 36
C Connect B 19 C Connect B 27
C Protect B 77 C Protect B 83
C Connect A 24 C Connect A 17
TOTAL 294 TOTAL 312
C Halt 129 C Halt 132
C Reconfigure 16
A Switch A 35 A Switch A 33
A Connect B 12 A Connect B 17
A Connect C 14 A Connect C 23
A Protect B 10 A Protect B 12
A Protect C 71 A Protect C 80
A Enable 194 A Enable 141
TOTAL 481 TOTAL 438

Planned switch runtime comparison between Cascaded and Concurrent Star

The following table compares runtime of concurrent planned switch operatation between SEG6.2,
SE6.3 & and SE6.5.

Step SE6.2 SE6.3 SE6.5
5771 5771 5773
Halt at Site A 2m 54s 2m 01s 2m 21s
Switch to Site C 5m 49s 3m 51s 2m 42s
TOTAL 8m 43s 5m 52s 5m 03s
Halt at Site C 2m 19s 2m 5s 2m 12s
Switch to Site A 12m 34s 5m 30s 5m 6s
TOTAL 14m 53s 7m 35s 7m 18s

Planned switch runtime comparison between SE/Microcode versions for Concurrent Star

In conclusion, SE6.5 shows some improvements in runtime compared with SE6.3, but nothing

dramatic.
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5.2.3 Fast change from A --> B --> C to production at C

This process is the quickest process to get applications up at Site C when Site A server/cluster
fails. It is the same process as the planned switch, but without connecting and protecting the other
sites. Hence, it just covers the halt, reconfigure and switch steps. The reconfigure should be
included so that Site C can be protected later once the application is up and running.

From the table in the previous section, it can be seen that:

e For cascaded, the halt, reconfigure & switch steps take: 200 seconds
e For concurrent, the halt & switch steps take: 185 seconds

5.3 Planned Reconfiguration from Cascaded to Concurrent (and back)

5.3.1 When halt of workload site possible

This requires a reconfiguration from cascaded to concurrent Star, with workload remaining at Site
A.

Initial configuration is:

Manhatten Site A —-- Sync >  NewlJersey Site B —-- Async > Dallas Site C

SiteA# symstar -cg nova halt -nop

SiteA# symstar -cg nova reconfigure -site Dallas -path Manhatten:Dallas -nop
SiteA# symstar -cg nova halt -reset -nop

SiteA# symstar -cg nova connect -site NewJersey -nop
SiteA# symstar -cg nova connect -site Dallas -nop
SiteA# symstar -cg nova protect -site NewJersey -nop
SiteA# symstar -cg nova protect -site Dallas -nop
SiteA# symstar -cg nova enable -nop

SiteA# symstar -cg nova query

At this point we have concurrent configuration

Manhatten Site A —--Sync >  NewJersey Site B
Manhatten Site A —-- Async >  Dallas Site C

The process to configure back to cascaded is:
SiteA# symstar —-cg nova halt -nop

SiteA# symstar -cg nova reconfigure -site Dallas -path NewJersey:Dallas -nop
SiteA# symstar -cg nova halt -reset —nop

SiteA# symstar -cg nova connect -site NewJersey -nop
SiteA# symstar -cg nova connect -site Dallas -nop
SiteA# symstar -cg nova protect -site NewJersey -nop
SiteA# symstar -cg nova protect -site Dallas -nop
SiteA# symstar -cg nova enable -nop

SiteA# symstar -cg nova query

Manhatten Site A —-- Sync >  NewlJersey Site B —-- Async > Dallas Site C
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5.3.2 Without halting workload site

In this case, one need to inject an artifical error to suspend the RDF links to the Async site and
then follow the process for transient fault management with reconfiguration. This process takes
the system out of Star protected state and hence one must then protect it again.

The —reset is needed on the reconfigure command to transition the site state from PathFail to
Disconnected prior to starting the Reconfiguration operation.

Action CLI command Runtime
Concurrent --> Cascaded
Disconnect Site C SiteA# sysmtar -cg nova
disconnect -trip -site Dallas 39s
-nop
Reconfigure to concurrent Sitea# sysmtar -cg nova
reconfigure -reset -site 58s
Dallas -path Manhatten:Dallas
-nop
Connect Site C again SiteA# symstar -cg nova
connect -site Dallas -nop 10s
Protect Site C again SiteA# symstar -cg nova
protect -site Dallas -nop Im 21s
Enable Star SiteA# symstar -cg nova enable
-nop 2m 21s
Concurrent --> Cascaded
Disconnect Site C SiteA# sysmtar -cg nova
disconnect -trip -site Dallas 39s
-nop
Reconfigure to concurrent Sitea# sysmtar -cg nova
reconfigure -reset -site 47s
Dallas -path NewJersey:Dallas
-nop
Connect Site C again SiteA# symstar -cg nova
connect -site Dallas -nop 8s
Protect Site C again SiteA# symstar -cg nova
protect -site Dallas -nop 2m 12s
Enable Star SiteA# symstar -cg nova enable
-Nnop 2m 10s

Proccess and runtimes for planned reconfiguration without halting application

5.4 Transient Fault recovery

5.4.1 Loss of synchronous link in cascaded configuration
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This is the process to recover from a transient failure on the Sync leg. SRDF/S does not have
transmit idle and so would partition instead. On recovery of link, the following process (excluding
the disconnect —trip) shold be used.

0) Simulate a link failulre to the Synchronous Link to Site B (NewJersey). Not part of recovery
process!

SiteA# symstar -cg <cg name> disconnect -trip -site NewJersey -nop

1) Reset Site B to the "Disconnected" state

SiteA# symstar -cg <cg name > reset -site NewJersey -nop

2) Unprotect B > C before protecting A > C to ensure that we don’'t end up with an acp — async
configuration

SiteA# symstar -cg <cg name> unprotect -site Dallas -nop

3) Set up Star protection again

SiteA# symstar -cg <cg name> connect -site NewJersey -nop
SiteA# symstar -cg <cg name> protect -site NewJersey -nop
SiteA# symstar -cg <cg name> protect -site Dallas

SiteA# symstar -cg <cg name> enable -nop

5.4.2 Loss of asynchronous link in cascaded configuration

This requires an unplanned reconfigure to concurrent SRDF to get A > C replication.

0) Simulate a link failulre to the Asynchronous Link to Site C (Dallas). Not part of recovery
process!

SiteA# symstar -cg <cg name> disconnect -trip -site Dallas -nop

1) Reconfigure to concurrent to get direct replication from A > C
SiteA# symstar -cg <cg name> reconfigure -reset -site Dallas -path Manhattan:Dallas -nop
2) Set up Star protection again

SiteA# symstar -cg <cg name> connect -site Dallas -nop
SiteA# symstar -cg <cg name> protect -site Dallas -nop
SiteA# symstar -cg <cg name> enable -nop

5.5 Unplanned switch to Site C (Site A Symm goes down)

5.5.1 Change fromA>B > CtoC—>B

The process is almost identical for Cascaded as it is for concurrent. The only different step is the
first; Cascaded requires a disconnect —trip, whereas concurrent needs a symrdf suspend —
immediate, to override transmit idle.
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The full process is:

Steps for switching operations to Site C (Dallas) when Site A (Manhatten) is unavailable,
data from Site B (NewJersey).

SiteC# symstar -cg nova disconnect -trip -site Dallas -nop
SiteC# symstar -cg nova clean -site Dallas -nop

SiteC# symstar -cg nova switch -site Dallas -keep NewJersey -nop
SiteC# symstar -cg nova protect -site NewJersey -nop

When Site A is available again

SiteC# symstar -cg nova connect -site Manhatten -nop

Steps for switching operations back to Site A

SiteC# symstar -cg nova halt -nop

SiteA# symstar -cg nova switch -site Manhatten -nop
SiteA# symstar -cg nova connect -site NewJersey -nop
SiteA# symstar -cg nova connect -site Dallas -nop
SiteA# symstar -cg nova protect -site NewJersey -nop
SiteA# symstar -cg nova protect -site Dallas -nop
SiteA# symstar -cg nova enable -nop

SiteA# symstar -cg nova query

keeping

5.5.2 Comparing runtime of cascaded and concurrent unplanned switches

The runtime of the unplanned switch processes between A and C are compared for Cascaded

and Concurrent configurations.

Note that in these tests there was no data to move between Sites B and C and hence these

represent the overheads of Star state changes only.

Cascaded (SE6.5) Concurrent (SE6.5)
Site Action Runtime Site Action Runtime
C Disconnect —-trip 38* C Symrdf suspend 6
-site SiteC —-immediate
C Clean 4 C Clean 4
C Switch C keep B 32 C Switch C keep B 29
Sub-total 74 Sub-total 39
C Protect B 69 C Protect B 68
GRAND TOTAL 143 GRAND TOTAL 107
When Site A is When Site A is
back back
C Connect A 30 C Connect A 50
C Halt 115 C Halt 120
A Switch A 33 A Switch A 34
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A Connect B 12 A Connect B 15

A Connect C 14 A Connect C 26

A Protect B 68 A Protect B 74

A Protect C 132 A Protect C 139

A Enable 135 A Enable 139

TOTAL 539 TOTAL 597

* This operation includes a cleanup window that lasts a minimum of 30
sec.

Unplanned switch runtime comparison between Cascaded and Concurrent Star

This table implies us that concurrent is faster than cascaded for failover. However, this is
misleading as with cascaded, the “missing” data from Site C will have been copied down from Stie
B to Site C, and hence there will be no time needed to copy this data AFTER the switch, as one

must do with Concurrent.

Cascaded Concurrent
Minimum time taken before apps can use 74 sec 39 sec
storage at Site C (excludes data copy time)*
Time taken until Site C is protected by Site B 143 sec 107 sec
Time taken to switch operations back to Site A 539 sec 597 sec

* For Cascaded configuration, there will be no data copy time after the switch.

Unplanned switch runtime summary: Cascaded vs Concurrent Star

5.5.3 Comparing runtime of SE6.3 and SE6.5 concurrent unplanned switches

The following results show that switch times with SE6.5 are much faster than previous versions.

End-to-end runtime
Step SE6.2 SE6.3 | SE6.5 | SE6.5/6.3
(sec) (sec) (sec) | ratio
Switch to Async, keeping Sync data | 457 257 107 0.42
& protect B
Halt and revert to workload site 656 580 597 1.03

Note: For SEB6.5, this figure includes 6 seconds for the suspend —immediate needed when Transmit Idle is in
use. This feature was not available during the SE6.3 testing.

Unplanned switch runtime comparison between SE/ucode versions for Concurrent Star
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5.5.4 Fast change from A --> B --> C to production at C

This process is the quickest process to get applications up at Site C when Site A fails. It is the
same process as the unplanned switch described earlier, but without connecting and protecting
the site B. Hence, it just covers the halt, reconfigure and switch steps. The reconfigure should be
included so that Site C can be protected later once the application is up and running.

From the table in the pervious section section, it can be seen that for cascaded, the halt,
reconfigure & switch steps take 74 seconds.

5.6 Other Cascaded Star issues

Testing revealed the following issues not previously known (to author).

5.6.1 Microcode requirements

The microcode requirements are a little different than regular Cascaded SRDF.
For regular Cascaded SRDF, only Site B needs to be running 5773 (to support the R21 device).

For Cascaded Star, sites A and B will need to be running 5773 code. Site C can be running 5x71
or higher. The reason that 5773 is required on sites A and B is because, in the event of a switch
from site A to B, an R21 device will need to be configured in the site A symm. As the site C symm
would not be configured with R21s at any time it does not require 5773.

5.6.2 Setup

For Cascaded Star, the options files must also have the entry:

SYMCLI STAR ALLOW CASCADED CONFIGURATION = Yes

SiteA# symstar -cg nova setup -options options
Then FTP star definition file to Site C

SiteC# symstar —-cg nova buildcg -site Dallas

5.6.3 Star protection

SiteA# symstar -cg nova connect -site NewJersey -nop
SiteA# symstar -cg nova connect -site Dallas -nop
SiteA# symstar -cg nova query

SiteA# symstar -cg nova protect -site NewJersey -nop
SiteA# symstar -cg nova protect -site Dallas -nop
SiteA# symstar -cg nova query

SiteA# symstar -cg nova enable -nop

SiteA# symstar -cg nova query
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5.6.4 Disabling Star

SiteA#
SiteA#

#

symstar
symstar

-cg
-cg

# New Jersey cannot

#

SiteA#
SiteA#
SiteA#
SiteA#
SiteA#
SiteA#

symstar
symstar
symstar
symstar
symstar
symstar

-cg
—cqg
-cg
—cqg
-cg
—cqg

nova disable -nop
nova query

be unprotected until Dallas has been unprotected

nova unprotect -site Dallas -nop
nova unprotect -site NewJersey -nop
nova query

nova disconnect -site NewJersey -nop
nova disconnect -site Dallas -nop
nova query

5.6.5 Connect fails with “Disabling RDF Consistency protection” error

This was seen a couple of times during testing. The cause was a lock# 386 (Usage "RDFA area”)
on the SiteA symm (3110). Once the lock was cleared, the connect would work correctly. EMC
claim this will be fixed in the GA code.
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6 Appendix D - Other notable issues encountered during Beta

6.1

Moving Dynamic RDF device pairs

6.1.1 Device groups not updated when pairs move

Testing showed that after a device in RDF group 14 is moved to RDF group 15, the information in
the device group (betal4) is not updated in GNS to reflect change in RDF group being used for
remote BCV, resulting in spurious "symdg show" output giving information on both RDF groups 14
and 15.

Also

# symmir -g betal4 query -rdf

will fail with error "An internal error occurred during a SYMAPI operation. Please report to EMC"

EMC response (Donal DeBurca):

The movepair command is not designed to automatically re-associate
remote BCVs within in the device group. This is in 1line with
previous behaviour when performing a deletepair/createpair
operation to move devices to a new RDF group.

A future code drop will include a more meaningful error message for
TimeFinder operations in this situation, rather than 'internal
error' being returned.

I suggest this issue be set to an enhancement request, such that if
a movepailr command is run against a device group that there be an
option to reassociated remote BCVs that are defined within the
device group.

Additional EMC verbal response (Donal DeBurca):

6.2

This may be considered for a future SE version but will not be
available in SE6.5 as the necessary hooks are not available. Users
need to wupdate device groups by hand using disassociate and
associate commands.

Minimum SRDF/A cycle time

Minimum cycle time can now be set to 1 seconds (3 sec of MSC). The actual cycle time varies
from 1 sec (no I/O ) to 4 sec (moderate 1/0) and 6-11 sec for high I/O i.e. cycle time limited by
data transfer time.
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Minimum cycle time can now be set as low as 1 seconds, whereas minimum interval for symstat
(and other) commands is still at 5 seconds. This impacts our ability to observe the flow of data
through the SRDF/A replication process.

EMC response:
The response from engineering is that there are currently no plans
to reduce the minimum interval allowed on symrdf query or symstat
commands, nor are there likely to be in the future. The reason is
that a small interval query places a large amount of syscall traffic
on the symm in order to collect information to be returned to the

query. Allowing intervals less than 5 seconds could cause
significant impact on the symm.

6.3 GNS remote mirroring issue

Tested with Drop 3.

GNS remote mirroring was originally enabled on server sangs7 (which has Symm 3110 as a local
system). Attempts to switch it off have failed. These attempts included:

Changing the entry in daemon_options file to
storgnsd:gns remote mirror = disable

and restarting storgnsd. Log file for this daemon shows that on restart it accepted the option, but
remote mirroring is still taking place.

Also a stordaemon list -v command shows that the host thinks that GNS Mirroring is switched off.

# stordaemon list -v

[Other entries deleted]

[*] storgnsd EMC Solutions Enabler GNS Daemon
Daemon State : Running

Daemon Start Time : Mon Feb 25 03:58:05 2008
Version : T6.5-863 (0.261)
Auto-Restart by Watchdog : Enabled

Total Number of Connections 27

Number of Active Connections : O

Total Number of Requests : 106

RDF Remote Group Mirroring : Disabled

GNS Data Backup (Shadow Files): Disabled

Workaround is to use storgnsd: gns_symavoid at the remote site, but this is just a workaround.

See Appendix E for a description of Citi's enhancement request to EMC to address this issue.
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7 Appendix E - Enhancement requests submitted to EMC

This section only covers enhancement requests. Bug fixes reports are logged in feedbackcentral
and are not repeated here.

Feedback | Title Description Priority | EMC
central ID tracking
number
(if any)
PR-0012 | Symdg show | After device in RDF group 14 is moved to | 2 272827
giving spurious | RDF group 15, the information in the device
output after | group (betald) is not updated in GNS to
movepair reflect change in RDF group being used for
operation remote BCV, resulting in spurious "symdg
show" output giving information on both
RDF groups 14 and 15.
PR-0051 | Symrecover does | The symrecover command has not yet been | 2 273834
not support hop2 | updated to support hop2 BCVs so that you
BCVs can automate resyncs of the SRDF/A leg
from Site A after suspensions.
PR-0067 | No GNS remote | We understand that GNS remote mirroring | 1 274630
mirroring support | is not supported with cascaded SRDF, but
for Cascaded | would like to request that it is supported at
SRDF Site C at some point.
PR-0122 | Enhanced It is of course possible with symstar query | 3 275892
configuration to deternine in you are running in concurrent
status in symstar | or cascaded mode by looking at the 2nd
query Target site and seeing if the source site is
Site A or Site B.
However, it would be helpful to operations
teams if symstar query had a line that
stated if the configuration were cascaded or
concurrent.
This is a low priority request, but probably
very easy to implement.

7.1 Further detail on GNS remote mirroring support request (274630)

Citi have provided to EMC the following requirements for Cascaded SRDF remote mirroring:

The driver for this is to:

a) Reduce steps needed to manage DGs/CGs
b) Reduce errors in device groups when managed by hand
c) Ensure people don't forget to set up the remote site DG/CG!
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In a cascaded setup, I would want a DG/CG set up in Site A with Rls and Hop2BCVs
setup (against the Site C R2) to be "mirrored" so that:

1) The RDF elements now refer to the B - C hop. This would now be hopl in terms of
commands issued from Site C and would of course be an RDF2 type

2) The BCVs are now local to the Site C Symm.

To be very explicit, if for example the Site A definition of a CG with hop2 BCVs
was

CGTYPE RDF1

000190100919 041 DEV003
000190100919 045 DEV004
000190100919 039 DEV0O1
000190100919 03D DEV002
000190100919 11 12 059 2BCV0O01
000190100919 11 12 05D 2BCV002
000190100919 11 12 061 2BCV003
000190100919 11 12 065 2BCV004

OOoOouUunnunn

Then at Site C definition I would want is:

CGTYPE RDF2

000190103110 041 DEV003
000190103110 045 DEV004
000190103110 039 DEVO0O1
000190103110 03D DEV002
000190103110 059 BCVO0O1
000190103110 05D BCV002
000190103110 061 BCV003
000190103110 065 BCV004

OWwWwwwnnnwn

Cascaded SRDF and other 5773 features
Page 39 of 51



8 Appendix B — Consolidated Test Results

8.1 5773 New features for 2-Site SRDF/A

RAID1 — 5773 2 Site

Rl Devices:

Device group betal2
RDFG 12 (Initially Empty — pool dsepool2)

Device group betal4d

0737%z 0019

Device group betal5b

RDFG 15 (Async - pool dsepooll)
0717: 001D

Device group betalé6

RDFG 16 (Sync)
0717: 0021

Device group betal?7
RDFG 17 (Sync)
0717: 0025

sangs6

RDFG 14 (Async - pool dsepooll) :

Site A
717

5773

RDFG 12 (Initially Empty - pool dsepool2)

RDFG 14 (Async - pool dsepooll)
3110: 0039
BCV is 0059

RDFG 15 (Async - pool dsepooll)
3110: 003D

RDFG 16 (Sync)
3110: 0041
BCV is 0061

RDFG 17 (Sync)
3110: 0045
BCV is 0065

R2 Devices: 4

BCV is 005D Yo

sangs’
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[Vrity ROF Cannectivly betwsen Site A and Ste B Symmelix Arisys.

aymezg list -ra all -switohed -aid <Sice A SID»

BROF 12 [Verty the fllowing parameters are enabled on Site A and Ste B Symmelrix Arays =ymezg 113t —v | grep "Dymamic DF Configuracion Seacer
s N coF aymoontigure -aid #H commit -cnd "eer symmecrix
BROFA2 [t reauied v |Sinanic_rafesnsble:® s
B aymrar asagep -lapel betald -3 §3F -zarg 4 -dir #F -
BROF 14 [Greate Dynaevic ROF Group flabel “betald”. mumber 14} between Site A and Site B Symms e oia $44 —reana, caBg 14 eemane din 48
. o 1 2ymrdl addgzp -label becals -aad §3F -zdfg 15 ~dir §F -
BROF 15 |Create Dynaemic ROF Group f1sbsl “bsta 157, mumbsr 15) between Sie A and Sits B Symims ca_sta 144 —peaace, parg 15 remsce, gip H
B r “label betals -sia #3f -zarg 37 -air ## -
BROF 16 [Greate Dynevic ROF Group flabel “betal6”. mumber 18] between Site A and Site B Symms  aia 41 ccemte, nify 18 czemsce die H
. B srmrdl addasp -label becalf -sad §3F -xdfg 32 —dir 8 -
BROF 1.7 [Creats Dynamic ROF Group lsbs! “bstat ™. number 17} batwsan Sits A and Site B Symms 350 £81 renoreracg 16 <remsce air H
BROF 18 [Greata Dynaeic: ROF Group flabs! “betat2”. number 12} betwesn Sits A and Site B Symms it sdamn Clshel meteld cwad bk mato o cmr # -

semote _sid $#f -remate rdfg 12 -semoze dir

|Variy dynamic rof group added sucessiily

¥ required. enatie Transri Idle on both Site A and Site 8 Symmetrox Arrays. Nate: For 5173 arays, Transmil

aymctg 11T -z w11 -switches

230 <site A SID>

EAoF.21 i is enbied by default
BROF211 |  Check the stste of Transmi idle on bath the Source and Target ansys simetq list -xdfg a1 -zata
Smecntigure -a1d 88 comnit -cnd ~eet TAf oroms 14 Transmt s anatie by defaut when AOF group
BROF212 |  Change the Transmi ke siste lo ENABLED o both Sa A and Site B amays for ADFG 14 e L e wia ot Pertormed i
aymoentigure -aid ##1 cammic -ond "ser rdf growp 15 [Transmi 1= enabie by defaut when ROF group
BROF213 |  Changs the Transmi ke siste to ENABLED on both S A and Sie B amays for ROFG 15 e e e Wi ot Pertormed .
BROF214 |  Change the Transmit ke state to ENABLED on bath St A and Site B anays for RDFG 16 e, rd R cemmr oA Teerwan gm0 W Mot Performed I""""“ Ide ensbie by defsut when RDF group
E7 P P e g—— [Transm 1 enabie by defaut when RDF group
BROF215 |  Changs the Transmit e state to ENABLED on both e A and St B amays for ROFG 17 e T e Wi ot Parformed i
BROFZ16 |  Change the Transmit kil state to ENABLED on bath St A and Sita Bl arays for RDFG 12 e A B e e T wer g W Mot Perfarmed Tranamit de anatie by defat when ROF group
[Using SYMGLI - Examine eoparins o all new dynamc srf qroup. Ensurs that Tranet de 15 anabied
BROF 22 g STMEL - Examns simots List -xdfa 08 -aid 200112008t Partormad
BROF 31 [Frecuired. cisabls 15 save Seics from the default poal Wi
BROF311 |  Examing Defaull Fool Dences sy st -sid #4¥ ool DEFALLT_POOL -snap Nothing i that poci
e <ymcontigure 1 W Commi nd “Gzatls dev <star end> = pocl o
BROF312 |  Disable 15 sme deces inthe Defau Poal e Poor e i INothing in hat pool
symconfigure - ¥4 commi cnd “remove dev <star end> kom pool
BROF313 |  Remove 15 save devices bom the Detsul Pool [ — n
8ROF 32 (Create DSE dence poals
- N SmeenTigure -a1d <aid> commit -cma create pool aapecii,
BROF321 |  Creste DSE Pool dsepoolt et
SROF122 | Creme DS Pog sepent rrmosafiguoe ~c1d ris ool ~omd Verenin ponk deapest,
BROF323 F Testing Cascading STAR - Create DSE Poul “recovponl1” :"“”“_;‘4““: A5 S commT Sond Tereate post TeSovPSSLL wa Wl reuse existing DSE pool
BROF 324 | Optionsl Crasts DSE P dssponl” srmcentiviss aid el s Teseais gt St gy
BROF 33 |Assign § Sam Deacas to sch DSE pool
imonfigure —aid <3id> commit —ond asd dev
BROF334 | Assign 16 SAVE devices to DSE dewico pool dsegact!” and enable ths devces e eDerNam: SDevnes oo monl cpaoh mamey Sype-rdfs_dse
BROF335 |  Assign 16 SAVE dences to DSE dewce pool dsepaciZ” and anable the devces et bt vo pch cnocn. same sypeezdfa_dse
Flesting Cascading STAR - Assign & SAVE devces 1o DSE deice podl recovpoalT” and enatie the [3ymesnfigure -a1d <aids comnit -cnd "aad dev
BROF33E | dawces <Symbevitame : SymDevilane> to pocl <poc)_name> typesrdfa_dee VWil reuse existing OSE pool
Smcentigure -31d <31 commit -cna "aad Gev
BROF337 |  Optonsi- Assign & SAVE dewces 1o DSE dence poal“deapoos” sd enable the devces. DA 17 Wil euse existing OSE pool
BROF 34 [Enable DSE / Bind ROF Groups to DSE Poals
BROF 34.1 Enable DSE for RDFG 14. Bind to Pool “dsspoalt”. Set a DSE thisshald of 20% and enable autostart e e [Executed on bath sowce and target Symm
BRDF 342 Enatble DSE for RUFG 15. B 10 Pool “dsepool ™ Sat 3 DSE thieshald of 20% and enable miostan |~ oen oes oo oo e o R e A mew [Execited on bath source and targst Symm
BROF 34 Enabls DSE for RDFG 12. B 10 Pool “dsspool2”. Set 8 DSE treshald of 2% snd sty wtoman:. |71 127, 7308 2 0oIs T TR O A e [Executed on both sowce and targst Symm
P Optional - Enablz DSE for ROFG x Bind 10 Poo “G5epooly 54t 3 DSE tvasnoid of 20% and snable | Svmentiauss —2id <aidboommas -ond “ass caf Grow -
autostar caa_sae 3 rars_ase
Optional - Enabls DSE for RDFG xx Bind to Fool “dsapoold” Set 3 20% and enatle —=id ona eer zaf group wx
EADF 345 autostar aza_ase. saa_gee s
BROF 35 [Examens OSE Dmices and Pocis
e " . R dmices m pools. Session status s macive
BROF351 |  Examing the DSE devices aymcts ahow -peol <pool_nana> -rafa_tse v o
BROF352 |  Examing the DSE pocis, and thrashald setting aimotq 1iat -paol -rdfa das
BROF353 |  Examine the DSE thieshoid seftings imeeg 1ior cvary 4 -zate Al sot ta 20%, a5 expected
SROF 36 lapest above steps for Sae B Targel Aray - . percrrued fm
[ Verty STD dences in dence groups are enabled for dynamic - f using resexations. use reservation o iter - ~ ~ e
e et devce grupe 2 ey list -sid $88 -zange <starsiends —dymemi ved 50 -asensd diopped
- 4 Smeentigue -aia §77 commat -oma et aev <atartiend
BROF42 = aceribucemdyn rds - ot Pertormed
BROF.43 [ Varfy that the are dynamic i cabable devices on the Site B symmetrix simdev List -sid <Site § 510> -dymemic 200112008
BROF 44 d in Site B symm to dynam rdf ("‘,_“’”“"“’“"_:::b:::v: i:” emmLs momd faes dew A Mot Periormed
BROF 45 |Crasta Dynamic SRDF Pairs by changing $TD in bata 14 to RDF Caréguration. Uss RDF Group 14 m""‘w“;:‘,‘(::‘"‘“_“7;:::;“;:’:;‘f::::h::: f:‘:(‘:lf s 00112008
BROF 46 [Crasta Dynamic: SRDF Pairs by changing STDS in betat5 1o RDF Confguation Uss RDF Group 15 T e e e 000172008
BROF 47 [Creata Dynamic. SFIDF Pairs by changing STDs in beta16 1o ROF Confguation. Uss ROF Group 16 T e e e 3010172008
symrdf createpair - <device file bevai’> sid cHive A SID> -
SHOF Pairs by o ear Pgusatian, Use ROF Grovp 17 ifg 38 -type 1 -xd? mode scp disk -sstablish -3 betei? onanes
BROF 49 [Using SYMCLI - manitor SROF the estabiish fo the desce graups symrar - <ag names query -1 5 0172008
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BROF 61

Lising SYMCLI meritar the Sl SRDF establish fo al dwaca greugs - Canfims ACE_Disk mads

|aymsas -z <y names query

BRDFS 11 Ensurs that the made for betald is ACP_dsk (CD | symraf -g besalt query
BRDF512 Ensure that the mode fee beta5 is ACP_dink (€D ) symrar g pevals query
BROF 52 (Change SROF e fom ACP. Disk 1o Asyncfo bea 4 and besa 5 ance il tracks are lss than 30000 [aymsas - <ag nases sex nose asyne -nzp
BROF 53 Enti SROF consstancy protsction for est g and sty T —,
BROF 54 montar SROF the st tastang |rmat =g <dg nawe> query rata -1 9
BROF 51 estatlish o * Disk mode |smzar g g nawer quers
BROF 62 Change SROF ioda fram ACF._Dick 1o Sync for Ealath and Ealat? |symcdt g cdp nases sec made syme -mcp
BROF 63 Using SYMKCLI - monker SROF the estabitsh for the dawce grougs |simrat -5 cdg namer query -1 8
BROF 6.4 (Otional - Change SROFIA Session Prioriy for test1dg (ROFG 16) 1o 10 :::‘:"‘::x“"“:'f ST e Tee e gz 37 [Execuied st both source and taget sites
BROF 55 (etional - using SYMCL - examine session picety i syrre cuery cutput  Campare o SMG smras g testiog query -rats Erp——
BROF 11 Examing the ROF st of batatd - Vady mat DSE i sctve |rmsat =g batats query -rate
BROF 12 Evanmis e ROF 3tats f A1 - Verly 1k DSE s acthe: szt -g betalt query -rifs
BROF73 ¥ racessanry, Enable DSE ke both beta 4 and beta1s szt -q <dg name> sccivace -rdfs_dss -nce e s
BROF74 (Cetonal - DSE erstorng
BRDFTA1 | Gumrato VO the SADF R1 devices m bstIdg and teskd
vt
Beraz | dachie DSE o syl ond szt g cag namer query ras 1 20 |using
[t mabwer: bk nctead a5 amerto evck
BRDF 143 abust e
— ey e s [A0 used symetat <ype cache a5 | can morior
BRDF 144 st sath ymrar -g cag nases query -saa -1 10 [ pad e 2
GRDF 745 | Chace o o ettt SAVE s v OSE ot [recte st mankaes vy <Toatiomns 14 Boerr] (= S p—
srmeat g tag_namar qutry rafa, b emeat min ceam memieer [Fe-emasie oot amd watch parcertage of dz¢
Tae |-*vp cPocimsme: (-1 interval] [-c Count)
JALL 5Cvs SET UP USHG CLONE CMULATION
BROF 81 8 RECY 984CE3 40 548 B Sy 10 984 Q0D bAIEM [svact)_CLONE EnmaATION=ENABLED
| expont SYMGLI CLONE EMULATION
e [ — smter 1305 319 <S1ce B ST0 meve -brr—sspass [t v o oy e et B4
f— . ey ~u beuald assaciateall dev ~ramas <startiseds -sid (Ao B 5088 n 3110 Vil tk o i 1
a1z L N e |<5sce & 5100 -raf -zap |socity Ste A when using +of
BROFA1Y | Reoxamine bersid EET——
BROFB2  [add i o deacs group betats
BROFBZ1 | Listtha BCV diices presaet m he 5t B Symmsine simdey List -5id <3ite B 310> -meta -brr——aepers [t moprot s ey e e BC
. simbov 3 betals assacisteall cev —renge <amarsiend i [Acsec BC GB20 in 3170 Fita it you e 1
BRDENZZ | Ade RBCV dedces o devce rous batat [Jimme 2 e e e e e o
BROFE23 | Recxamine betals |smda show wecais
BROFAI [Add 1 remats RECY devces fom Site B Symm o devce group beath
BRDF A1 \ces. resent. i the Sie B Symmetric |aymater dsmx —sia csite B 530> —meta -bov—nepers E::inu&-d “noprot as | only have mimored BCYs 1
f— RBCV devices n device group beta crebey -q beualf assaciateall dev —ramas <starimnds -sid (Ao BC 0061 in 3110 i tat yo i 1
a1z G oo goup beta 6 |<525e & 5100 -rdf -pap |ty Ste & when using 1ot
BRDFAII | Reexamine betald EE——
BROF 84 vk 1 et BV deices fom Sea B Symmto devcs grup bataiT
ERDF B4 Listtha BCY dsvicss prassnt i the Ses B Symmatric |simtey 1ixs -aid <lite B 310> —mate -bev—mepors et moprot s oy e e GG i
T Srmbey q bewale assaciateall st range ssmartienm sid [Acsec B G065 n 1110 Vot ot you b 15
BRDFNAZ | A0 RBCV dedces o devcs goup DASMT [7mme 7 et oo e o st v s
T TEY ER—— smaq shov becazs
BROF 85 Puskcem 2 ul atasish o the remots 2/ RBCY pas o o e groups
BROF 86 Montortha Timsfndar ful sstaish o all deacs groups |rrmmis g <ds nasws query -1 5 -rat
BROF 87 559 e RIRECY pais srmic -g <dg name> spiit ~consisienc i nop
BROF 5.3 Monkerthe Timender spi fr o1 device grouss. srmmir -q <dg namer query -1 § ~rdf -bg ~parosac
BROF o) |OFONAL v T RERECY par ae SDAL Mouet he RECN fr GRice grups 141103 i 163203 10 Toet ost
c
BROF 111 |Frequied, posion exra gakespars o Siw A comrl some 3o thatt has 3 misimum of § [ Jria chreiis o e v 13 v cabasiinnis i areac have & s avitaie, Wi use shess.
BROF 112 [On 503 A comrol séner. vrdy Iat 1he S10meR 034man 5 g sordaemon 1asc
07| A o e, e SYUAP G e and s s ot o e SRR UBE_ROFD|__ T T
BROF 114 Frecuine, st stomehdon SYWARY serer |ssozdsemen scare scoezara ot required it | et it amy
[ete Betatd 2 PO T4 and Beas m AV
151001 145t 16,1 U300 mowepr o move GRCK 10
- |rimmsr g <ag names swamisen —rar " test. Botn ADF
" al-E pars # 56 B and 9000 Copy for bAIARE 00 b 1S [simmir -g <dg name: spiit —consistems -raf - |groups set back to asyec mode. as they get reset
o sy e empty of sy uns and then huns e
reassea
BROF 115 |Disable RDFA comsistency potection o betald s betats |svmzar -g cap names avssme
ROF 117 |0 AP type composits g test g wing desces n beald and betalS creat uaing i cemmistency
optien
‘A2 STO and FECV
et | o |rims dgzcs becatd sesticy -rdf_consistency
9 STD 80 RECY. =mds dgzc becald tesclcg -reneme
BRDE1T | Verfy hat testicg was crested succeluly Nole the amcue of STO dences and RECYs smos 1sc
BRDF.117A | Examine tasticg detais |smes show cescics
BROF 118 [Examg the ROF sistus for st g -vanlyShak DSE is acine for beth ROF groues [rmeat —c5 sessics queer lo2 acina
BROF 119 [Examins the Tomsfer situs o he RORBCY g for et log symmsr g testicy query -zar —rorg a1l | BCs st o
BROF 1110 [Enabis MSC br testicy simeg -cg testicg enspie -nap
BRDF 1111 . ax |smear oq rescieg quesy -rara 15 imastam roted. WOAC s A X
N [t R groues are on SAME pon 20 WSE 115
BROF121 (00 th Fabic Swich - Ofies the pat(s) 1hs RF ) RDFG 34 s 3ssemed 10 s s crcummmantad
BROF 122 ~uery i Timestams |rmsat o3 tassizy query -sara
ERDEZZY | Veify INaL e RDE Pair State far both RDFGS i 188119 i “Transril ighe™ [FEF paic sace i Traneice
BRDF.1222 | View the e lag”of the R2 caplayed by e that R2is befind RT [T R2 s bt 1 i increasig
BRoF 1223 ] I°2 imestarmp satc ¢ 185020
ez 08 50 21 and e
BROF.1224 | Vary b e g nd o crasond o sach s 728 o 18 1097 e 1 4 a5t
resut
BROF 123 [Omthe Fabic Swich - Onin the (s the RF difs) RDFE 14 s assignedk
BROF 124 [Akor a o momanis - Guary the ROF staes and xaming fha SADF/A Timestamg |rimeat 25 eestic query -zars
[Trarsmi e was evchas do et o comsistent
BRODF 1241 WVerify that the RDF Pair State for beth RDFGs in test fog is "Consistent or Suspended™ |oruce o Pty
iy ereasing Wt
BRDF.1242 | Viewtha i lag”of the R2 cplayed by Tems thut B2 is betind AT - Vorky i i cocreasing m200g Jince outage. Then i vt 1 th wsual 20 —> 60
> 30 cycie
BRDF 243 ' Stz R ———
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8.2 Cascaded SRDF - Base testing

RAID1 — Cascaded SRDF

RDFG 10 (DG = betal0)

Cascade Devices (all RAID1+0):
0919: 0039 (sangs6: c2t21d5s2
0919: 003D (sangs6: c2t21d6s2)

RDFG 11 (DG = betall)

Cascade Devices (all RAID1+0):
0919: 0041 (sangs6: c2t21d7s2
0919: 0045 (sangs6: c2t21d8s2)

RDFG10 / RDFG14
DSE pool: dsepooll
Cascade Devices:
0717: 0019

0717: 001D

RDFG1l1l / RDFG12
DSE pool: dsepool2
Cascade Devices:

sangs6

0717: 0021
RDFGs: bkl
10& 11
Site RDC L. 7" i S
0919 4 el
Site A
e Synchronous Leg (Site B)
5772 o7s
—

RDFGs 12 & 14
Asynchronous Leg & spares 15, 16, 17

RDFG 13
Name:

Site FDC
3110
(Site C)

5773

RDFG 14 (DG=betald)

DSE pool: dsepooll
Cascade Devices:

3110: 0039 (BCV is 0059)
3110: 003D (BCV is 005D) sangs?’

RDFG 12 (DG=betal2)

DSE pool: dsepool2
Cascade Devices:

3110: 0041 (BCV is 0061)
3110: 0045 (BCV is 0065)

Cascaded SRDF and other 5773 features
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Change RDF mode inta Asynchronous for the hop 2 leq (Sits B -> Site C) for testicg

symed -cg testcg set mods async -hop2 -nop

Enable ECA Consistancy for the Site A > Site B leg oftesticg

symcg -cg testleg easbie -nop

Enable MSC Consistency Protection for the hop 2 leg for testicg

symeg -cg test1cg enable -hop2 -nop

Examine the RDF States and Mades for bath legs of testicg

sy -cg testic query -datai
sy -cg testic query -+dfa -hop2
sy -cg testicg query -detail -hop?

Examine the deails of testfcg

symeg show testleg

W necessary activate DSE for testlcg

aymrdf -cg testicg mctivate -rdfs_dse -hopz -nop

Verify that DSE is active on both Site B and Site C

aymraf -cg testlcg query -detail -hop2

W necessary activate DSE for testTeg

symrar -cg testlcg activate -rdfa_dse -nop2 -nop

Generate 0 to the Devices in the SROF Group

Ganarate VO the SRDF R1 devices in testicg

‘Watch the DSE informatian in query output and insure that it is using a significant amount of
cache, but not spilling over. Adust the worklaad as necassary.

symrar -cg testlcg query -zdfa -1 5 -hep2

Craate @ second workload simulating a barst or bursts of /O activity

Biocked a port between Site B and Site C
instead as easier to force an overfiow.

Manitor SRDF and Spillover Devices

Monitor test1cg for tracks spilling over on both sides of the link.

symrdf -cq testicg query -rdfa -1 10 -hopd

Check the total percent full of the SAVE devices in the DSE poal

=ymrdf -21d <s1d> monitor -svp <EcolName> [-1 Interval] [-¢
caunt)

DSE pool usage topped out as with only 2 IUHs
per pacl

When the burst sctivity stops, monitor untl SRDF/A recovers and is no longer spillng over.

amzdf -cg <og_name> query -hopa -rdfa
symedf -sid <sid> memiror -svp <PoolMemss [-i Tneerval] [-=

ot done previously, on all Site A, Site B, and Sita C Control Severs, set the
SYMCLI_CLONE_EMULATION Variable

set SYMCLI_CLONE_EMULATION=ENABLED

SYMCL_CLONE_EMULATION=ENABLED
oxpont SYMCLI CLONE_EMULATION

/Add 4 4way Meta remote RECV dvices from Site C Symm to testicg

symboy g testiog associateall dev range <star end> -sid <Sie A SID> dig 11 -
remate_rdlg 12 -hop2 -nop

5ymeg shaw testicg shows dewces aoded as
Hap2 BCV devices with logical names

Listthe Meta BCV devices present in the Site C Symmatrix

symde list -sid <Site C SID> -meta -bev-noport

Simply showed the 8 BCVs on Summ 3110

<ymbcy g lesticg associateal dev ange <slar-end> -5id <Sils A SID> 1dig 35
Add 6 2-way Msta (6 member) RECV devices to ROFG 36 of testfeg e " Mot Pedormed Does et it our configuration
Re-examing tasticg symeg show testic A Mot Pedormed Doss net & our configuration
Add 6 RAIDG Msta (5 member) remote RECY davicss from Sils C Symm to testicg A Mot Pedormed Dos net it our conbguration
List the RAIDE Meta BCY devices pressnt in the Site C Symmetrix symden list -sid <Site C SID> -meta -bov A Mot Pedormed Dos net it cur conbguration
Add 6 RAIDG Meta (6 member) RBCV devices ta testicg Z’:::;z';’:;?;:’::““" dev-range <stal-end> 5id <Site A SID> 1ig30- [, Mot Perdormed Does not & our conbguration
Re-examina testlcg symeg show testicg A ot Perormed Does not i our configuration
Perform a ull estabiish on the Site C R2 / RBCV pairs for testTcg symmir -cg test1cg establish -l rdig all -hap2 -nop o308
Manitor the Timefinder ul establish for all device groups symmir -cg test1cg query -rdfg all -hop2 1 § osm008 |8 BCVs observed to be syncing
S h Ste G RRREC ok uog - Coralerk oon 430 0o B 1 9 PSS |t 1cg gt canitont 0 o bor2 o9 PR

- Spiit happened 30 fast that § sec monitoring

Manitor the Timefinder spit fo testlcg symvir g test1cg query - 5 -1 al -nop2 -bg -percent os022008 e 1o s st oo
Once the RZ/RBCV pairs are spit mount the RBCV for device groups test1dg and test2dg to Test A Mot Pesformed We do not have the consistency benchmark
Host C checking scripts
Using consiatency banchmark checking scrpts - verdy that the image on RECV devices i1 Wa o not have the conaistency banchmark
consister A [Not Peddormed checking scripts
Once cansistency is veriied, re-establish R2IRBCY pairs an Site C symir -cg testicg estabish 1ol all hop2 -nop 0322008

|1=;mmnRuFSusmmmmam.nagtumpMsc. Use orignal beta1 device graup and 1) o o botat1 suspand -mmadiate -hap2 +dkg 12 force -nop JE— Suspend inisted at 03.43.45
Examine the RDF State and timestamps of testfcg. symedl -cg testicg query -hop2 -detail 4 5 05122008
ey that the RF Pair State for both hap2 RDFGs in test1cg is “Suspended” 0s/m22008] Bath groups went into suspended mode
Verdy that the “time lag” of the R2 displayed by Time that R2 is behind RY is increasing 05/02/2008] “Tima behind” steatly increasing
Venfy that the timestamp of the R2 data displayed by 'R2 Image Capture Time' is staying 03022008 R2 Timestamp was 03:43.39

canstant
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8.3 Cascaded SRDF with Star Technologies — Base testing

Cascaded Star

RDFG 10 (DG = betal0)

Cascade Devices (all RAID1+0):
0919: 0039 (sangs6: c2t21d5s2)
0919: 003D (sangs6: c2t21d6s2)

RDFG 11 (DG = betall)

Cascade Devices (all RAID1+0):
0919: 0041 (sangs6: c2t21d7s2)
0919: 0045 (sangs6: c2t21d8s2)

RDFG10 / RDFG14
DSE pool: dsepooll
Cascade Devices:
0717: 0019

RDFG11l / RDFG12

sangs6 DSE pool: dsepool2
Cascade Devices:
0717: 0021
RDFGs: 0717: 0025
10& 11

Site Dallas

Site NewJersey
0919

77
Site C .
( ) Asynchronous Leg (Site B)
57712 o7
RDFGs 12 & 14
Ejnchmnens Loy & Sparess 15,16, 17

Recovery
RDFGs 13 & 18
DSE pools: DSE

Site Manhatten
3110
(Site A)

5773

RDFG 14 (DG=betall)
Cascade Devices:

3110: 0039 (BCV is 0059)
3110: 003D (BCV is 005D) sangs’

RDFG 12 (DG=betall)
Cascade Devices:
3110: 0041 (BCV is 0061)

3110: 0045 (BCV is 0065) Star CG IS nova
which covers both

RDFG 12 & 14
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[yt ihses is 3 RIDF ik batwacn Sita A and Sta €

[symety st a ol -cichad 51 <Sia A SI0>

CSTAR1Z Bt ths Recomey RO Grougs batwesn 564 A d 51é C 4T 0 Al naras iy B 41 S 1 B8 <armote,_y B 140k _s 888 ol B8 [1iA.
CSTAR13  [Buid the Recovery RDF Gioug 13 - absl greup betatd [symeet i Al botan13 g 13 it 19 i D -vemete_schy 13 remat_sid 3110 remcte_tr 8D
CSTAR 14 |Buid the Recavery ROF Grous 18 - abel group betall etatd iy 18 remete_sid 3110 ramcte_dr 60

ety o e g st popeny

[Examns DSE Dirices e Pust ot S 4 310 S © - sy Ih ToEpoCT” 3 4360t e S A 300 S0 C Symass

[symety st ab -wnche s 913

csTARI 11

[Examine tha DSE dmicas

[svmets show pusi cpoel_samer -site_dse

[Examne the DSE prols, and thrsshold seting

|spmcts 11at —poct ~sare_ase

CSTARL 13 |Eramne the DSE thmsnod satings T 5100 ot
CSIAR22 __[Evaio OSE  Bd RDF Graupa b DSE Pl
rr——y [reestivire e TeE X SEmeamait - va g
e T
CSTARZ2Z [Enatis DSE ku RDFG 18 Tita an ita de horme s
CSTARZI __[Beasarion DSE Devcos 0d Pocls
CETARZY1 [Examine e DSE devees I
CSTAR212_[Examine e DSE prse. and ashol sty et tine pocs ~sarn_sme o uee mkmation  spmcc ROF groue
[ TR T —— ermeta 11ee —eata 11 rae fow 020

[Fapeat abers stops for Thesa siogs can

[Pefiem 3 consitar skt of the R2URBEN pais a Site 8

[symein g <cg mame: spit -cansistert sci sl i -nop

CSTARIZ |Query the Timeinde spit f S B o he RIVRACY pars sy < <c mame: ausey ot s, [Ho 8vs 25 S4e B
CSTAR1Y  |Parirm 3 consistoe spit of the FURBY pirs at Site € [symein 25 <cg mames spit constam g il -hap2 nap.
ceTAR 14 a st e [symene —cg <cg rame> ausry op2

[isable ECA Conskency Protection on Site

5ke B Sync Leg

T

CsTARAZ

sy cgtesticg et hosd

[Rbead in st

|Query the compasits group ADF status o both ags:

|Assign  ROF grap namme for the Site A —» Sie B g Lse “ege” bor this axampia

[symen £ testicg - <Ska A SID> ity 1110 -nar e

Iaymeg 2 wasttcg sy 0915 11 at nama ege
lsvmeg cq testicg oy 1818

csTARE2

{Assign 2 ROF racovery o (342 A > Sée €) i g 1. Use ROFG 13

|34y cqtesticg - stai <dig 11 recowey_sg 13

2vozz00a)

Parial Pass

[Symta o tozt meamact

[nyme o s tcg vy 0915 11 eyl 13

sTaREd

lassign 3 ROF tseswsry g (504 & - Ses C) e 17 10, Usd ROFG 18

sy g testteg - sta <oty 10 <acomiry_rty 18

21022008}

Pl Pais

[symeg <3 testTcg ch 1918 10 eccrery_sl 10

—Em "Sa A 13 et g 173 meracen

Ja St & is s mnving 5773

o Vi s 0.tk

CSTARTY [From Site A Conet Sarer. i the STAR Setup Ly evmstar ~cg <o s -optons <options e same> sy [2vt22008 & 2512124 Panis Pans [ s e o e o rvrng h cscase nacsion s0
It Stae A & e m 5773 aysams and See C am 3 5772
[T pcass e the scentgurstion is v recaned s, Tho

CoTART 2 [Examns Compasta Graup star site

CSTARZ |C2py Comgasits Group Defisition Fie ta ramets contral hosts. |cd Frar'symap'c ool STARIdel | g or Bp

CSTARAZ [P he Composis Gruson S B 409 She  contal st aher bt i compee oyrtar < <cq_nwme> bkcg —sbe <aym  as s mame>

T L T ——————)

[Cannact he syschecnoss ste UerseyCtyl

[symetg dinemer

[symstan g <cq_name> cannect -ste JarswyCiy

[cannact the ayechecnes st Dallss)

[symstar —eg <cq_namas connect -ste Dtz

ausrythe saius ofthe STAR.centguraisn befee prteciing

[Frstacsthe symcronous Sia LarssyCity)

[symstar —cg <cq_nama> quury dtad

[symstar —tg <cq_nama> protsc -sts JarseyCty

CSTAR 2

IPetacs the azymehroneus Sae Dakar)

[symatar —eg <zq_namas protect -sie Cabas

sty sk 10 et Dl | Wt 31 o St
ekt € and rabahd CG and St o got tis Lo wark

{Querythe sistus of the STAR canfgueston befoee snsble

syt g < > query detad

[symatar —eg g nam quary ~setat

[Examin tha FOF Gioups and muts 5 STAR Moo fags i he sulpst

[symetg st by a -symarmic

e esesist g copy ROLRBCY poirs a Ste B [symein g <cg mamez sstablish g ol -of-nop s,

CSTAR 112 |Query the Timeinder Establah af St B for e RIVRBEY pare [symemn < <cg mame> auery vit rea. (ot Pactamed [Ho 82vs 25 340 8

CSTARTI3  |u-astamion poud espy RURECH pars 2S00 C. [aymime g <cq mame eatankn oty s -hop2 —sop o [r— T pp—
i,

{Qusey the TimandorEstablah a Sto € for the RERECY ara

(Oppiansi: Exause tha hest U is g amen 1o &1 device o Campeste. Ceeup

B ————

[Ho B2V 25 S4a € 2 1 had 10 change cascads drsctin

CSTAR 12 [symstar cp <cg_rame> dzcomect 4 st Newsarsey nop

CSTAR 163 |Qusry the STAR Camposte Grop - veety tha 54 S121s 5 PaNeal” or the 3yn taget snd “Trgpedtar STAR [symatar cg <eg nama » quary catae T —

CSTAR 14 |Dyssanal - Capture & guid copy for RIRBCH pars 8o C [symene g <eg mameo spit -cunstans 1oy al -hugd g [Ho BV a5 S € 2 1 had 10 shinge <aueads discin
[T s st be aec1ed A TER e et ot

CETAR WS |Fonabiod dsabla ROF consistency patection o Sk C (Dalas) Jsymstar cg <cg nama> usgrctect sk Dalas -nop [Homdarsey. S0 &1s 2 Falhra o i paca, bk warks o k.
Johe esen -0 Hasnsarey

CSTAR 146 |Faset Sie 8o the Disconnoctad siate g <cg nama > asat 58 Hondsracy nop

re———— o B T M ——— o o e i e e

CSTAR ME [symstan cg <eg nama conne -sts Nowsarsey 10

CSTAR 148 |Qusey the STAR Compaste Grous - verky the ful stsls = "Corvacted” ot the syoc aigal and "Urgrvtectad s STAR |symsta g <cg naon quary delah

CSTAR 1410 [Prtectthe syectvonous Ste B tesay Ciy) [ymtan - <o names poeec st Hewdersey -op.
CSTAR 1411 [Prtectthe asymchraneus St € iDatas) jsymtan <5 <cg_name proect -sis Cabas
CSTAR 1412 [Qusry the STAR Composite Grous - sty th 1 State 5 Protsctdfosth 240 target and “Unpretacte e STAR. |yt g 5 namasqtry Stah

CSTAR 1413 |Roeanabhe STAR Frctacton e —————

CSTAR 114

CSTAR 151

{Qusey the STAR Comgosite Groue - vty STAR i snstisd

Ot Ensuee tha host U0 i beng e 1o R1 deve of Campesie Geoup

syt g <cg naw bty alah

CSTAR 152 |Simdane & Wk Sl 1 the Asyncoaansas Link 1o 523 C [Dals) [symitan g <cg_names @scomect 2 428 Dalsa
T e P [ovmes were Proreced, Pt Toppad 1
CETAR 164 |Dbanal. Copturs 2 Gold Copy af Sda B and Sia [No BCVs 23 S4a € 2 1 had 1 changa cascads drectn
CsTAR 1541 the RAVRECY pars 3 42 B e 5 <63 e =it <ansisient 10t ol —df g [Ho B2¥s a5 S4e € s 1 had 1 change cavcads drecinn
CSTAR1547] _ Ouary ha TemaAnsar 0t 5 See B i s RPRBCY pirs e e <eg nama gy 18 [ 603 23 500 € s 1 hact 10 ehange caseac avectn
CSTAR 15.43|__ Pesom a consster spkt. of the RARBECV pars a Sta © e —cp =g name> spit <onsitest g 3l -hop? -nop [N B3 93 St € | bt 1 g canacs drectin
CHTAR 1544] _ Goary a Tenaheor gkt o See C for e RIRECY pars symma —cg <cg nama gty g [Ho BEVe 25 Sta € s | had 10 changs caseads disctin
CSTAR 165 | Reconfgurs e Cascaded RDF soveanment 1o Cancumrant RDF - Keepiog Warkload S # Ss A Marisatan) = o8
Growg - oo target, Discoonectdfortom asye .
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hange cameot be comeAes
- [wc s the disk cogy f the dotsbans has changad but
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CSTAR 1512 _[Query the STAR Camgosite Grovp - verly STAR s snatied [symtan g <eg nama qeary detat
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8.4 Additional Citi Defined Testing

Betun 1o

Customer Defined Tests

Task

|Command / Outputs

Date Performed

Pass/Fail

OPT Number

[Comments / Results

Step
11

movepair stress test

Move all test devices into ROFG 12

Symrdf g betal4 movepar -new_rafg 12-nop.
Symrdf -g betalS movepair -new_rdfg 12-nop.
Symrf g betal8 movepair -new_rdfg 12-nop.
symrdf -g betal7 movepai -new _rdfg 12-nop.

01/02/2005|Pass:

Move all devices between RDFGs

Symrdf - pairsfie_bela_all 1d7g 12 -sid 717
movepair -new_rdfg 14 -nop

symrdf £ parrsfie_beta_al -dfg 14 -sid 717
movepair -new,_rdi

Symrof -f parrsfie_beta_all -rdfg 15 -sid 717
movepair -new_rdfg 16 -nop

Symrf-f parrsfie_beta_all-rafo 16 -sid 717
movepair -new_rdfg 17 -nop

Symrdf-f pairsfie_beta_all-rdfg 17 -sid 717
movepair -new_rdfo 12-nop

fg 15 -n

01/02/2008|Pass

Repeat above test 32 times

01/02/2005|Pass

Move devices back to original groups

Symrdf-g betal4 movepar -new_rdfg 14-nop.
symrdf g betalS movepair -new_rdfg 15 -nop.
Symrf g betal® movepai -new _rdfg 16 -nop.
Symrdf -g betal7 movepair -new_rdfg 17-nop.

01/02/2008|Pass

Not Performed

12 RDF mode check

121 | Move a device into an empty group Symrdi - beta14 movepair -new_rdfg 12-nop 30/01/2006|Pass:
122 | Check RDF mode 30/01/2005|Pass: Mode is ACP_DISK
Target async group must be in suspended state
123 | Move a device into an existing async group symrd -g beta! 4 movepair -new_rdfg 15 -nop 30/01/2008|Pass: New device added moves into async suspended state
Show information about both RDF G 16 (which devices are now
2 member of) and RDFG 14 which the remote BCV s defined in
124 | Check remote mimor can still be managed symdg show befats 3000112008 |Partial Pass __|PR-0012 the device group as being down
125 | Check if remote mirror can be controlled symmir g beta1 uery 1ot 30/01/2008 PRO012 (Command failed with an interal error
126 | Reset configuation Symra - beta14 movepar -new_rofg 14 -nop 30/01/2008|Pass
13 Move pair during an establish
X Start establish Symrdf_g betal 4 establsh -full /01/2008[Pass
¥ Force a suspension ‘symrd{ - g betal4 suspend -symforce -force /01/2008|Pass
. Check invalids symatlstsid 717 101/2008[Pass R2 Invalid Tracks 228607 on ROFG14
Y Move device to RDFG 15 Symaf-g beta1 4 movepar -new rdfg 15 101/200[Pass
R2 Invalid Tracks 228607 on RDFG15
135 | Check invalids symrotist-sia717 31/01/2008|Pass: Mode is async (as RDFG 15 was alieady async)
136 | Resume establish synrdi - bigS =i 717 resume rdig 15 31/01/2008|Pass.
T4 [Change minimum cycle time to 1 swec
Symconfgure - change_min_cycle_tme cmd i1
~setra group 14, minimum_cycle_time=1
131 | Set minimum cycle time of 2 groups to 1 sec - setra group 15, minimum_cycie_tm 01/02/2005|Pass:
[The actual cycle time varies from 1 sec (1o 10 ) to 4 sec
(moderate 1/0) and 6-11 sec for high O i.e. cycle time limited
132 | statyo 01/0212008|Pass: by data transfer time
[Although minimum cycle switching can now be set to 1 sec.. it
133 | Monitor at cycle time sysmiat -type cyck -reptype rofa -S4 TI7 4 1 PR.0029 s not possible to monitor more frequently than 5 sec
Symconfgure - change_min_cycle_tme.cmd i
717 commit
-setra group 14, minimum_cyck_tim
134 | Resetcycle times ~ setra group 15, minimum_cycle_tme=30; 01/0212008|Pass:
21 Set up Cascaded SRDF
# Create aynanic RDF group pairs
#None of ks involved n tis configuraton to be:
in any ROF group at start of this process.
¥
symdey fst sid 919 -dynamic
symdey fst-sid 717 -dynamic
symdey fst-sid 3110 dynamic
#
Symidf addgrp -abel betal 151 919 1dfg 11 di
9D -remote_sid 717 -remote_rdfg 11 -remote_di
160 10
Symrd addgrp -label beta10 -sid 919 -rafg 10 -d
9D remote. $id 717 remete rafy 10 remate_di- |Altemative setup needed to test plan as we had to use Sites B
160 -n0p and C as Sites A and B for the movepair testing, as the final
211 | Create RDFgroups 04/01/2008|Pass: SiteA Symm is on 6772 and this does not support movepair.
Foeta 10 10> 10114 —> 14
#
synrdi createpair 1
pairsfle_casc_ 915_717_beta10-sid $19-rdfg 10 -
type R1 af_mode acp_disk -establish g beta10 -
symrdf createpair 1
pairsfle_casc_717_310_bealé sid 717 rafg 14
“type R1 _ro1_mode acp_disk -establish -nop
Symrdi g befatd query.
Symra —g beta10 query -hop2
%
#betal1: 11— 11112 12
¥
symrdf createpair 1
pairsfe_casc 915_717_betalt -sid $19-rdg 11 -
type R1 rdf_mode acp_disk —establish -g befa11 -
symrdf createpair -1
pairsfle_casc.717_310_belat2-sid 717 rdfg 12
-type R1 -1d1_mode acp_disk -establish -nop
*
symraf-g betat 1 query
212 | Create pairs Symrdi - belat1 query -hop? 04/012008|Pass:
Symeg st -rdig al -sd 717 rdfa
213 | Ensure DSE and Ti are set up on 2nd leg symefg lit -pool rdfa_dse s 717 v 041012005 |Pass:
SYmdg dg2g befat D fest 109 -101_canstency
214 | Create consistency group symdg dg2cg belai 1 testicg rename 04/01/2008|Pass:
SYma1-g betalD set mode sync-nop
2145 | Set modes ready to join main test plan symrdi-g betatt_set mode sync-nop 04/01/2005|Pass:
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(Cascaded swap testing (A->B—>C to C—>B->A)
controlled from Site A

Script casc_planned_swap_and_swapback

22 (Run from Site A)
g becali suspand —nop
221 | Suspend both legs —g betall suspend ~hop? -nop 11/02/2008|Pass
222 | set 915-717 hop to acp_disk ready for swap as hopZ cannot be sync g verall set mode scp_aisk | 11/02/2006|Pass
[Fave o failover and swap nopl first to avead a AL —
> 222 < R config). This will instesd give us R2 <
- 211 --> B2, uhich is legal
symzas -g veval1 failover -force -nop)
223 | Failover and swap hop1 symrds g betall swep -nop 11/02/2008|Partial Pass __|PR-0045 ihy is ~force flag nesded
3110 pecaiz -sia
12 -Zorce —nop
smras -2
lpeirasila case 717_3110 bataiz -sia cannot use symrat -g <DG> —hopZ ss no longer a
224 | Failover and swap hop2 717 susp “rafg 12 Tnep 11/02/2008|Pass sescaded cont: B2 <o 11 > B2
ymedf g betall establish -nop Note that in testing it was found that if reume force was used
225 | Establish both legs establish -hop2 -nopl 11402/2008|Pass then RDF pair state became invalid
suspena —nop
suspend -hop? -nop
feilover -hope -nop
set mode syne -nop
svep -nop
establish -nop
establish -hopz -nop)
226 | Swapeveryting back quezy; synz wuz/zun%fama\ Pass __|PRO045 [Why is force flag needed for failover?
23 [Cascade:_Fast failover at Site C (Site A up) | |
Docs state that RDF1 and RDF2 DGs and CGs with STD
devices participating in a Cascaded RDF relationship will not be
5 Check if GNS remote mimoing works for Cascaded SiteA# symdg show beta 1 102/2008|Partial Pass | NIA mirrored
¥ Create DG at Site C SiteC# symdg import -f beta1.dg beta1 /02/2008|Pass
§ Suspend Sync leg from Site C SkeC# symrdf - befat suspend -hop2 /02/2008|Pass
. Suspend Async leg from Site C SieC# symrdf g bela suspend /02/2008|Pass
X Failover Async leg fiom Site C SteC# symraf g beta 1 faiover -force -1op [02/2005|Partial Pass | PR-0045 [Why is Jforce flag needed
X Not Performed
24 [Cascade: Fast failover at Site C (Site A down)
241 | Block RA on Symm at Site A used for Sync replication 12/02/2008|Pass
242 | Check status of Sync leg from Site C SkeC# symrdf - belal query hop2 12/02/2008|Pass Leg is PARTITIONED
[This compound command gracefully suspends SRDF/A
replication
Fast failover compared with Star ( Run 1: 63 sec: Run 2: 59
¥ Failover Async leg from Site € SteG# symraf g beta1 faibver /02/2008|Pass sec)
. Unblock RA on Symm at Site A used for Sync replication /02/2005|Pass
X Check status of Sync leg from Site C SkeC# symrdf g belat query hop2 /02/2008|Pass Leg now suspended
X Failback Asyne leg from Site C SkeC# symrdf g beta? faiback /02/2008|Pass Consistent again
5 Resume the sync leg SteC# symraf o beta resume -hop2 102/2008(Pass again
25 [Cascade: Variant with ongoing to Site B when Site Alost | [ [ [ [ ]
251 | | [Not Performed | | |
Variant with ongoing Replication to Site B when Site A lost
This script does a failover to Site C for an unplanned failover
(assume Site A not available)
Site C Script used: casc_unplanned_fo_sitec_with_C_to_B
251 | Block RA on Symm at Site A used for Sync replication A 10272008 Pass
252 | Check status of Sync leg fom Site C SkeC# synrdf g befat query hop2 102/2008|Pass Leg is PARTITIONED
Suspend Async leg SieC# symrdf g bela suspend 102/2008|Pass
Failover Async leg fiom Site C SteC# synraf g beta' faiover -force 102/2008(Pass
ave to make the Site B half of the pair an R1 so that | can
change the mode of the link. This can only be done for an R1
Half-swap partitioned A > B link at Site B SiteC# symdf g belal 1 hall_swap -hop2 -nop 21/02/2008|Pass
[We need to get the A~ B link ot of sync else the B - C swap
Jwill not work as far hop must not be sync
SiteC# syt 1 pairsfie_casc_717_818_betat 1 - |As the configuration is not no longer concurrent, a pairsfile has
Change A - Blink to acp_disk (or B end at leastl) Sid 717 101 11 set mode acp_ sk op 21/02/2008|Pass to be used

Swap Async leg fro Site C

SiteC# symrdf -g betall swap

Not yet logged

[The device is not in a valid RDF state for this operation
This is blocked as it would cause a R1 > R22 <-R1
configuration

Do | need to do a half-swap on the sync leg?

SteC# symrdf -g betal 1 establish

Establish Async leg (C—> B) from Site C
Query B - Clink

SteC# synvdf -g betal1 query

21/02/2008|Pass
21/02/2008|Pass
21/02/2006|Pass

In "consistent” state

Site C Script used: casc_unplanned_fo_sitec_with_C_to B_backout

[#his script does REVERSE of the script to failover to Site C for
an unplanned failover (assume Site A not avalable)

available)

Unblock RA on Symm at Site A used for Sync replication /2008|Pass
Check status of Sync leg from Site C SteC# synwdf g betal1 query op2 /2008 |Pass
Suspend async let SteC# symrf g betal1 suspend /2005|Pass

Failback Async leg from Site C

SteC# symrd g betal 1 faiover

Swap Async leg from Site C

SteG# synvdf -g betal1 swap

Establish Async leg (B> C) from Site C

SHeC# symrdf -g betal 1 establish

Check status of Async leg

SteC# syt -g betal1 query

Execute half swap at Site B on A - B link

SteC# symrdf - pairsfile_casc_717_818_betat 1 -
5id 717 1dfg 1 half_swap -nop

21/02/2006|Pass

Wote that this half swap (om R1 ro R2) seems 10 set the mode
back to sync for the Site B end of things

Check sync leg no longer partitioned by instead suspended

SteC# synvdf -g betal1 query -nop2

21/02/2006|Pass

Resume sync le:

SteG# syt -g betal1 resume -hop2 -nop

21/02/2006|Pass

Check status of sync leg

SteC# synvdf -g betal1 query -hop2

21/02/2008|Pass
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26 [Cascade: use of in a cascaded
261 | Enable testicg symeg —cgfestic enable 12/02/2006|Pass
262 | Check hop2 BCVs are established ‘symmir -cg test1cg query rdfg all -hop2 | 12/02/2006|Pass
263 | Suspend hop? symrd -cg test1cg suspend -hop2 12/02/2006|Pass
symrocover start cg fosticg -mode asyno— Evror. Speciied group name [etsticg] with [4] standard devices
264 | Use symercover to take PiT copy and resync async leg options optons. PR0050 only contains [0] [R2] BCV devices
[Cascaded swap testing (A-—>B—>C to C—>B->A)
controlled from Site C Script casc_planned_swap_from_sitec
29 (Run from Site C)
291 | Suspend Sync leg suspend hopz -nop 12/02/2006|Pass
292 | Suspend Async leg suspena nop 12/02/2008|Pass
293 | Faivover sync leg failover -hope -nop 12402/2008|Pass
294 | Failover async leg failover -force -nop 12402/2008|Pass
6% mode acp_disk -
295 | Setsynclegtoacp disk prior to swap 12/02/2008|Pass
296 | Swapsyncieg svep hop? mop 12/02/2008|Pass
297 | Swapasync leg svap -nep 12/02/2006|Pass
298 | Establish former sync leg (now acp_disk] establish hopz -nop) 12/02/2008|Pass
290 | Establish_asyncleg cstablish nop 12/02/2008|Pass
2910 | Query former sync leg query -hopz 12/02/2006|Pass
2911 | Query async leg query 12402/2006|Pass
| [Cascaded swap testing (C->B—>A to A—>B->C)
controlled from Site Script casc_planned_swapback_from_sitea
210 Run from Site A)
291 | Suspend Async leg suspend —hopz -nop 12/02/2008 & 19/02/2008|Pass.
292 | Suspend Sync leg suspend -nop 1210212008 & 19/02/2008|Pass:
293 | Failover async leg failover -hop? -nop 1210242008 & 19/02/2008|Pass
294 | Failvover sync leg faslover -zorce -nop) 12/02/2008 & 19/02/2008|Pass
wap -nop? -nep
295 | Swapasyncleg sleep 10 12/02/2008 & 19/02/2005|Pass
Fails if executed in a script immediately after the previous swap
but succeeds if a sleep is inserted between the two swap
commands
12/02/2008 & 19/02/2008
296 | Swapsyncleg svsp -nop 11402/2008|Pass PROOT1 Issue fixed with later code drop
297 | Set sync leg back to sync again 26t mode sync nop 12/02/2008 & 19/02/2005|Pass
298 | Establish asyncleg establish -hop? -nop) 1210212008 & 19/02/2008|Pass:
2.9.9 | Establish former async leg establish -nop 121022008 & 19/02/2008|Pass:
2910 | Query sync leg quesy 12/02/2008 & 19/02/2005|Pass
2941 | Query async leg quesy hopz 12/02/2008 & 19/02/2008|Pass
210 [Cascaded: Adding/removing disks (non-movepair)
To create fiee disks move into the “betai1” cascaded SRDF setup
they must forst be removed form the "beta10” cascaded setup.
Note that cg testicg covers all disks i.e. betal0+betall
Scripts are "remove_from_beta10_to_betat1" and
“reverse_remove” 19/02/2008|Pass
Symid7—g bela1d suspend o
Symrdi -g beta10 suspend -hop2 -nop
synrdi g betat1 suspend -nop
2101 | Suspend all legs in both cascaded setups symrdi - beta11 suspend -hop? -nop 19/02/2008|Pass
Set hop2 to async mode as | could not add disk when suspended in async
21402 | mode Symrdi -g betat 1 set mode acp_disk -hog2 -nop 19/02/2008|Pass
Symrdif parsfie_casc_010_717_betal0 -sd 810
—rdig 10 deltepair op
Symra 1 paisfie_casc_717_3110_betats —sid
2103 | Delete "betal0” pairs 717 -rafg 14 deleteparr nop 19/02/2008|Pass
Symid1 createpar -1
paisle_casc. 919_717_beta10-sid 919-rag 11 -
type R1 —establish -
symrd createpair -1
pairsfle_casc_717_310_belaté sid 717 rdfg 12
2104 | Execute createpair to add fomer beta10 disks to betal1 cascade “type R _rd1_mode acp_disk -establish -nop 18/02/2008|Pass
Symidf-cg testicg estabish -nop
2106 | Establish all disks, both links Symrdf-cg testicy establsh -hop2 -nop 19/02/2008|Pass
SYmaf-cgtesticg venfy -synchionized 110
Symra cgtesticg verity —synchronized -hop2 -
Set hop2 back into async mode 0
2106 | Should wait until copy finished for reasons Symrdi -cg testicg set mode async -hop? -nop 19/02/2008|Pass
Symrafcg testicg query op
2.10.7 | Check mode and pair status all correct symrdi —og testcg query -hop2 -nop 19/02/2008|Pass
REVERSE THE ABOVE CHANGE
2108
Symrdi-cgtesticg suspend op
2109 | Suspend both legs Symro1 -cg testicg suspend -hop? -nop 19/02/2008|Pass
Symiaf -1 parsfik_casc_e18_717_beial0 54912
“rdfg 11 deltepair nop
Symiaf-f parsfie_casc_717_3110_betalé -sid
2.10.10 | Delete pairs 717 -rafg 12 deletepar -nop 19/02/2008|Pass
Symedi createpar 1
pairsfle_casc. 815_717_beta0-sid 18 -rdfg 10 -
type Ri -sstabish -nop
symrdf createpair -1
pairsfle_casc.717_310_belatésid 717 rdfg 14
21011 createpairs ~type R1 -101_mode acp_disk -establsh -nop 19/02/2008|Pass
Symrdi -3 befat0 esiabish -nop.
Symrdf-g betatD estabish -hop2 -nop
Symdf-g betat1 estabish -nop
2.10.12 | Establish al disks, both links Symrs -g betai1 estabish -hop2 -nop 19/02/2008|Pass
Symrd -g beta10 verity ~synchronized -i10
Set hop2 back into async mode symrdi —g betatD verity -synchronized -hop2 - 10
21013 | Should wait until copy finished for reasons symrdi -p befa10 set mode asyne -hop2 -nop 18/02/2008|Pass
Symrdi - beta10 query -nop
Symrd -g beta1D query -hop2-nop.
symrdi - betat1 query nop
21014 | Check mode and pair status all correct Symrdi -g betat1 query -hop2-nop 19/02/2008|Pass
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212 Cascasded SRDF - Disabling Star 1
2121 | Disable star symstar -cg nova disable -10p 25/02(2005|Pass

[The unprotect order is important (unlike with concurrent star)
New Jersey cannot be unprotected until Dallas has been

inprotect Site C first symstar —cg nova unprotect -t Dallss -nop /2006 |Pass
/2008|Pass
/2008|Pass
/2008|Pass
/2005|Pass

nprotect Site B symstar -cg nova unprotect —site NewJersey -nop.
isconnect site B symstar -cg nova disconnect —site NewJersey —nop|
isconnect Site C symstar g nova disconnect -ste Dallas -nop
onfirm status Symstar -cg nova query

o|o|c|c

213 [Cascasded Star - Planned A—=B—>C to GC—>B (and return) T
2.13.1_|The following results in Async replication fo Site B 25/02/2006|Pass

SiteC# symstar—cg nova switch ~sit Dallas -nop. Note that one does not protect Manhatten in this configuration.
sec |ACP_DISK replication from Newdersey to Manhatten will be
SiteC# symstar —cg nova connect -ste taking place to stop Manhatten fiom gating too far behind

Newlersey nop 11 sec
SiteC# symstar —cg nova connect —site Manhatten Syne replication on hop2 is not supported

—nop 14sec
SteC# symstar —cg nova protect —ste NewJersey Dallas Site C — Asyne —> Newlersey Site B — acp_disk —|
—nop €8 sec > Manhatten Site A
2132 | Switch to Site C with Async replication to Site B 25/02/2008|Pass

SteC# symstar —cg nova hat —nop.

SiteA# symstar -cg nova switch -site Manhatten -
nop

Steas symstar -cg nova connect -ste NewJersey

-nop.
Stea# symstar -cg nova connect-site Dallas -nop
SteA# symstar -cg nova protect -site NewJersey -

SteA# symstar -cg nova protect -site Dalas -nop.
SiteA# symstar -cg nova enable -nop

Siteas symstar -cg nova query.

2133 Switch back to Site A 25/02/2008|Pass

214 [Cascasded Star - Planned ion from cascaded to concurrent (and back) via halt
2141

Stea# symstar ~cg nova halt—nop

SteA# symstar -cg nova reconfigurs —site Dalas
—path Manhatten Dalas —nop

SteA# symstar -cg nova halt —resst -nop

SiteA# symsiar —cg nova connect -site NewJersey
-nop Intial config
SiteA# symstar —cg nova connect st Dallss -nop Manhatten Site A — Sync —> Newlersey Site B~ Async -
SiteA symsiar -cg nova protect -sie NewJersey - Dallas Site C

Steat symstar -c nova protect -ste Dallas -nop
SiteA# symstar -cg nova enable -nop. Final config

Stens symar cg nova query Manhatten Site A — Sync > Newdersey Site B
Manhatten Site A — Async > Dallas Site G
2142 | Reconfigure from Cascaded to concurrent 25/02/2005|Pass

Steas symstar -cg nova hakt—nop

SiteA# symstar —cg nova reconfigure —site Dalas
~path NewJersey Dalas -nop

Steas symstar o nova halt resst nop

Stea# symstar —cg nova connect it NewJersey Initial config
“nop Manhatten Site A — Sync > Newdersey Site B

SteA# symstar -cg nova connect-sits Dallas -nop Manhatten Site A — Async - Dallas Site C
SiteA# symstar -cg nova protect —sie NewJersey -

nop
SieA# symstar -cg nova protect -site Dalas -nop. Final config

SiteA# symstar -c nova enable -nop Manhatten Site A — Sync —>  Newlersey Site B —
Sieas symstar -co nova query. |Async —> Dallas Site G

2143 | Reconfigure from Concurrent to cascaded 25/02/2008|Pass

215 [Cascasded Star - Planned ABC to CA (and return) [ ]
2161 SiteA# symstar cg nova halt -nop 03/03/2008|Pass: [

SiteA# symstar -cg nova reconfigure -site tis essential to do the reconfigure before the switch to avoid a

2152 Dallas -path Manhatten Dallas -nop 03/0312008|Pass: full resync later in the process.

2153 SiteC# symstar -cg nova switch site Dallas 03/03/2008|Pass
SiteC# symstar -cg nova connect site
2154 Manhatten 03/03/2008|Pass
SiteC# symstar -cg nova connect -site
2155 Newdersey 03/03/2008|Pass
2156 SiteC# symstar -cg nova Manhatten 03/03/2008|Pass
2157
21638 SiteC# symstar -cg nova halt -nop 03/03/2008[Pass
SiteC# symstar -cg nova reconfigure -site
2159 Manhatten -path NewJersey:Manhatten 03/03/2008|Pass
SiteA# symstar -cg nova switch -site
2.15.10 Manhatten 03/03/2008|Pass
SiteA# symstar -cg nova connect -site
21511 Newdersey 03/03/2008|Pass
SiteA# symstar -cg nova connect site
215.12 Dallas 03/03/2008|Pass
SiteA# symstar -cg nova protect -site
21613 Newdersey 03/03/2008|Pass

Fails to protect, unless | remove Star configuration, delete CG,
create GG and rebuild starl
Pass PR0087 Fixed vith the 12/03/08 code drap

03/03/2008
17/03/2008

SiteA# symstar -cg nova protect -site Dallas
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216 |Cascasded Star - Planned reconfiguration WITHOUT symstar halt 1 |

[Cascaded — Concurrent I

SiteA# sysmtar -cg nova disconnect -trip -

2.16.1_|Disconnect Site C site Dallas -nop 07/03/2008|Pass 395
58s
Sitea# sysmtar -cg nova reconfigure -reset - —reset is needed to transition the site state from PathFail to
2162 |Reconfigure to concurrent site Dallas -path Manhatten:Dallas -nop 07/03/2008|Pass: D prior to starting the aperation
SiteA# symstar -cg nova connect -site
2.16.3 |Connect Site C again Dallas -nop 07/03/2008|Pass 10s
SiteA# symstar -cg nova protect -site Dallas
2.16.4_|Protect Site C again nop 07/03/2008|Pass 1m 21s
2165 |Enable Star SiteA# symstar -cg nova enable -nop 07/03/2008 [Pass 2m21s

(Concurrent > Cascaded [ [

SiteA# sysmtar cg nova disconnsct -trip -

2166 |Disconnect Site ¢ site Dallas -nop 07/03/2008|Pass: 39
Sitea# sysmtar -cg nova reconfigure -reset -
2.16.7_|Reconfigure to concurrent site Dallas -path Newlersey Dallas -nop 07/03/2008|Pass: 47s
SiteA# symstar -cg nova connect -site
2.16.8_|Connect Site C again Dallas -nop 07/0312008|Pass: 8s

SiteA# symstar -cg nova protect -site Dallas

2.16.9_|Protect Site C again nop 07/03/2006|Pass: 2m12s
16.10 |Enable Star SiteA# symstar cg nova enable -nop 07/03/2005Pass: 2m10s
241 [Cascaded Star - ABC to CB (Site A down) T
2.171_|Block ports to isalate Site A 17/03/2008|Pass

SiteC# symstar -cg nova
disconnect -trip -site Dallas -

2.17.2_|Bring up at Site C, with C ~B replication nop 17403/2008|Pass
SiteC# symstar -cg nova clean -
2173 site Dalles -nop 17403/2008|Pass

SiteC# symstar -cg nova switch -

2174 site Dallas -keep NewJersey —nop 17/03/2005 [Pass
SiteC# symstar -—Gg nova protect

2175 site NewJersey -nop 17/03/2008 |Pass

247.6_|Unblock ports to make Site A accessible again 17/03/2008|Pass.
Sitect symstar -cg nova halt -

2177 |Halt and move production back to Site A nop 17/03/2008[Pass.
Sited# symstar —cg nova switch —

2178 site Manhatten -nop 17/03/2008[Pass.
SiteA# symstar —cg nova connect

2179 site NewJersey —nop 17/03/2008[Pass.
SiteA# symstar —cg nova connect

217.10 =ite Dallas -nop 17/03/2008 [Pass.
SiteA# symstar -cg nova protect

21711 =site NewJersey -nop 17/03/2008 [Pass.
SiteA# symstar -cg nova protect

21712 gite Dallas -nop 17/03/2008 [Pass
SiteA# symstar -cg nova enable -

21713 nop 17/03/2008 [Pass

21714 SiteA# symstar -cg nova guery 17/03/2008[Pass
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